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Abstract 

Radiofrequency identification (RIFD) is a significant player in the spread of 

computation out of the box and into the environment and is becoming a key component 

in what some have titled the “digital era”.  In its capacity to identify and classify material 

objects often associated with human beings, RFID should also be considered as a 

mechanism of surveillance.  Rather than focusing on the often inflated claims of the 

transformative power of RFID (from both its boosters and its critics), current applications 

of RFID are analyzed firstly, through the lens of the digital sublime as employed by 

Vincent Mosco (2004), and secondly, from the risk society thesis as coined by Ulrich 

Beck (1992) and explored in light of Bauman’s analysis of the production of fear and its 

associated capacities (2007).  From the viewpoint of the digital sublime, RFID promises 

revolutionary potential in communication, distribution and efficiency and belief in these 

properties seems to override actual evidence of the more limited impacts of RFID.  In the 

risk society thesis, RFID is implemented for its perceived contribution to greater security, 

understood at several levels but is simultaneously feared for its grandeur of capabilities.  

This critical analysis of RF technologies explores the current understanding of RFID: 

what the perception is, how the perception was built, and what sustains it, while pointing 

both to the propensity of RFID to alter time-space patterns and extend surveillance but 

also to the ways in which both proponents and opponents of RFID may exaggerate this 

contribution.  

 

 

 



       iii 

Acknowledgements 

 First and foremost, my sincere gratitude and extreme appreciation goes to David 

Lyon.  Thank you for not giving up on me this year!  I had a shaky start and I really 

appreciate you sticking with me through my ramblings on.  Beyond being an amazing 

professor and helping me with this thesis, you have been my mentor and friend.  Thank 

you for always opening your office and your home to me.  You’ve demonstrated more 

than a commitment to my success as a student and pushed me to achieve more than I 

dreamt possible before meeting you four years ago.  My Queen’s experience has been 

affected exponentially by your position in my student life and the doors you opened to 

me.  Additionally, a tremendous thanks for welcoming me into the Surveillance Project 

and allowing me to witness and participate in its growth into the Surveillance Studies 

Centre.  This was critical to the development of my interest in surveillance studies in 

general and my MA pursuits in particular. 

Mom and dad: where would I be if not for you putting up with my attitude over 

the phone when you would call me at the library. Thanks for your encouragement in this, 

and all my crazy endeavors.  For all the emails, and for driving to Kingston just to take 

me out to lunch!  For this year, and the abundance of help you’ve given me in all my 

school years (and school years to come), thank you.  

To my very supportive friends!  In particular, Mike Tullo: for being there through 

my frequent meltdowns, for listening to my complaints, and especially for listening to my 

ideas and telling me that you think my work is important!  Thank you.  This helped me 

considerably.  To Jenn Brunet for the constant email distractions, the cards, the flowers 

and delicious dinners!  I appreciated these more than you know.  Molly, the hours you 



       iv 

invested in listening to me as I voiced my frustrations with this process were so 

appreciated. Jess Pilon for the messages and phone calls and for giving me amazing 

travel adventures to push towards!  We’re about to embark on an amazing adventure – 

and I’m really excited to do this with you.  Finally, thanks to the boys (Mike, Alex, 

Jamie, Kory, Pat), for sharing the warmth of the “quilt” with me.  Our shenanigans kept 

me sane.  And finally to Radiohead for the creation of OK Computer and The Bends 

which I listened to on a loop the entire time I worked on this thesis, without exception!    

Finally, to everyone else that I didn’t mention, but know deserve special thanks!  

Those who assisted me in my academic career by being particularly inspiring (Stefan 

Samuel and Jason Pridmore), you have been the driving forces in bringing me to crave 

higher education, and indeed, the education of my soul.  Thank you! 

 

 

   

 

 

 

 

 

 

 

 

 

 

 



       v 

Table of Contents 
Abstract ……………………………………………………………………………..…...ii 
Acknowledgements ……………………………………………………………………..iii 
Table of Contents ……………………………………………………………...........…...v 
Chapter 1: Introduction  

1.1 Introduction to topic………………………………………………………….. 1 
1.2 What is RFID? ………………………………………………………………. 5 
1.3 Brief review of key literatures: RFID as surveillance ………………………. 9 
1.4 Plan of work ……………………………………………………………….. .16 
1.5 Implications of the study……………………………………………………..17 
1.6 Chapter breakdown ………………………………………………………….21 

 
Chapter 2: Liquid Societies 
 2.1 Introduction…………………………………………………………………. 26 
 2.2 The relevance of RFID to everyday life …………………………………….28 
 2.3 (Re)conceptualizing surveillance in increasingly technological societies…...37 
 2.4 Conclusions ………………………………………………………………….42 
 
Chapter 3: The Myth of RFID 
 3.1 Introduction…………………………………………………………………..45 

3.2 The end of the world: making sense of the mania surrounding the “Digital        
Era” ……………………………………………………………………………48 

 3.3 The myth of RFID 
  3.3.1 Introduction………………………………………………………...53 
  3.3.2 RFID and the end time……………………………………………..56 
  3.3.3 RFID and the end of place…………………………………………64 
  3.3.4 RFID and the end of politics……………………………………… 67 
  3.3.5 “Buying in” to the mythic status of RFID………………………... 69 
 3.4 Conclusions ………………………………………………………………….72 
 
Chapter 4: RFID in the Risk Society 
 4.1 Introduction ………………………………………………………………… 76 
 4.2 Investigating the ‘risk society’ ………………………………………………78 
 4.3 RFID as the mitigation of risk 
  4.3.1 Introduction………………………………………………………...85 
  4.3.2 Practical applications………………………………………………86 
 4.4 Conclusions………………………………………………………………… .97 
 
Chapter 5: Consequences of Using RFID: A Brief Exploration 
 5.1 Introduction ………………………………………………………………...100 
 5.2 Social Implications 
  5.2.1 Identity: Frozen in Code………………………………………….102 
  5.2.2 User Discretion and the Transfer of Autonomy ………………….116 
  5.2.3 Privacy……………………………………………………………119 
 5.3 Technological challenges…………………………………………………...123 

5.4 Policy and resistance………………………………………………………..126 



       vi 

5.5 Conclusions…………………………………………………………………128 
 
Chapter 6: Conclusions 
 6.1 Brief summary of principle findings…………………………………..……130 
 6.2 Relevance …………………………………………………………..………133 
 6.3 Further research suggestions……………………………………..…………134 
 
Bibliography……………………………………………………………………………137 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

   

 

 

 

 

 

 

 



       1 

Chapter 1: Introduction  

 

1.1 Introduction to topic  

 In a crowded bar in Barcelona, a patron receives his favourite drink upon entry 

and takes it to a table without having to fumble for cash to pay the bill.  During a fire drill 

at a Japanese elementary school, over 1000 children are rapidly evacuated from the 

building and instantly accounted for.  A woman’s blood pressure is monitored as she 

knits a scarf for her grandchild in a suburban Canadian home.  Each of these scenarios, 

whether factual or fictional, has a common thread: they tell an important story about 

radio frequency identification (RFID).  

RFID is a wireless identification technology that is attached, or built into objects, 

enhancing them with limited computational capacities.  RFID has been in use in various 

forms for over half a century, but recent decreases in size and cost paired with increases 

in capability and purpose has popularized its use.  RFID is being used in multiple arenas 

of information gathering increasingly relatable to the human body: from tracing the flow 

of information connected to credit/debit cards, passports, and enhanced drivers licenses, 

to monitoring patients, staff and equipment in hospitals.  In currently atypical situations, 

RFID tags may even be implanted subcutaneously in humans offering novel capabilities 

as a surveillant mechanism by merging dataveillance (extracting information from a 

“digital footprint”) with biometrics (obtaining a piece of physical information from the 

body).   

While there is currently much attention given to the technology, RFID discourses 

tend to focus either on inflated claims that make promises of its potential to deliver us 

into a “new era” of communication, or on privacy activists’ exaggerations of an 
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approaching totalitarian surveillance regime.  Along the spectrum of ideas abounding in 

RFID literature, the technological side of RFID is dominant, ethics pertaining to different 

uses of the technology are touched on, and privacy activists grapple with RFID’s 

proposed threats.  

As highlighted by Saskia Sassen, “understanding the place of new technologies 

from a sociological perspective requires avoiding a purely technological interpretation 

and recognizing the embeddedness and the variable outcomes of these technologies for 

different social orders” (Sassen 2002: 365).  Guided by this, the present study seeks to 

provide an overview of the current state of RFID with particular attention to the complex 

relation between technology and society.   

This thesis is about locating RFID in its place amongst a history of technologies, 

identifying the trends that brought it there, and situating it within a likely future 

trajectory.  Analysis therefore seeks to exceed dominant technical explanations as 

prompted by Sassen and situate itself within the gap found in current literature.  Rather 

than focusing on the often inflated claims of the transformative power of RFID (from 

both its boosters and its critics), current applications of RFID are, firstly, examined for 

their contribution to the digital network of things in connection with their capacity for 

surveillance, and secondly, analyzed for their operation along the frameworks of the 

digital sublime and risk management respectively. 

Over the past fifty years or so, RFID has been a primary enabler of the spread of 

computation out of the box and into the environment (Thrift 2005; Dodge and Kitchin 

2011).  For this reason it is quickly becoming a key contributor to what some are calling 

the “information age”.  In its capacity to identify and classify material objects 
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increasingly related to human beings, RFID should also be considered a mechanism of 

surveillance.   

The critical analysis of RFID as surveillance points to the propensity of 

technologies such as RFID to alter time/space patterns, consequently extending the 

capabilities of surveillance (Hayles 2009; Thrift 2005).  Critical examination of several 

aspects of an increasingly digital environment helps speak to both the current state of this 

digital infrastructure, and the place of RFID within it.   

As an information and communication technology with a plethora of uses, RFID 

can be analyzed from the perspective of multiple arenas.  Two perspectives are 

particularly useful for thinking about RF technologies, especially in their development 

and operation within Euro-American contexts and in their relation to the operation of 

RFID as a surveillant mechanism: the digital sublime and the risk society. 

 Vincent Mosco (2004) conceptualizes the digital sublime to describe a willingness 

to believe in the transformative potentials of certain technologies.  The promises of vast 

changes to communication, distribution and efficiency are often taken up with the advent 

of technologies that promise to conquer traditional boundaries of time, space, and politics 

(ibid).  Belief in these transformative properties seems to override actual evidence of the 

more limited capabilities of technology.  RFID will here be examined for its operation 

along the framework of the digital sublime in an exposure of the public faith in the 

revolutionary potential of RFID to bring us into the next epoch.  The purpose of exposing 

the transformative potential of RFID as a “myth” is not done with an aim toward 

discrediting the belief in RFID.  It is meant to give light to the rationale behind the 

increasing development and implementation of RF devices in a way that concedes to 
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Sassen’s comments about understanding the embeddedness of technology in its operation 

in society.  

Secondly, adaptations of Ulrich Beck’s (1992) risk society thesis, which attempt 

to account for the ways technology contributes to greater security understood at several 

levels, is also found to be of particular relevance.  Outlining the intensified state and 

citizen desire for security brought on as a response to the emergence of the “age of 

terror”, society is investigated in relation to established practices of risk management.  

RFID in particular is imagined for its contribution to the subjugation of risk as a 

technology of security, uncovering the way that it operates along a framework of risk 

preparedness. 

It is the contention of this thesis that RFID technologies are intimately connected 

to myth and risk cultures in a two-fold process through which the technology is 

simultaneously produced by, and contributes to the production of, these economies.  As I 

shall argue, the development of RF devices is driven not only by political economic 

factors but by the existence of the cultures of risk and myth. Their subsequent absorption 

into them, and operation along them, contributes to the (re)production of these cultures.  

The interrogation of RFID through these two perspectives respectively helps elucidate the 

current state of RFID by coming to a better understanding of both the rationale behind the 

development and implementation of RF technologies and their contribution to the 

perpetuation of the discursive regimes of myth and risk. 
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1.2 What is RFID? 

Often likened to an advanced version of the barcode, radio frequency 

identification (RFID) is a wireless data collection technology used to identify objects, 

animals, and more recently, humans.  The system is made up of two parts: a transponder 

(tag/chip), and a reader.  There are several ways to use these parts in tandem to identify 

an object, the most popular being to store a code on a microchip within the tag to be 

processed by a reader.  RFID technologies are not new, they have been used in various 

ways for over half a century, but recent technological advancements have reduced their 

size and cost, allowing them to be suited for a multitude of “new” applications.   

Originally intended as a theft prevention measure, RFID was popularized in the 

1980s when industry leaders began to use it over the barcode to identify high value items 

as they moved through the manufacturing process.  As a system of identification, RFID 

offers several advantages over the barcode including non-line-of-sight identification, real-

time visibility, and mobile surveillance capabilities.  RIFD also presents a novel and 

advanced relationship between items and information by providing a unique 

identification code for each item, not just each type of item.  Further, unless there is a 

way to remove it, RFID travels with the item for its entire life cycle, not just its shelf life 

(Cavoukian 2009; Garfinkle, Jules, and Pappu 2005; Albrecht and MacIntyre 2005).   

Currently, most RFID tags are composed of an antenna, a wireless transponder 

and an encapsulating material.  The tags range in size, price, and have varying capacities 

and capabilities. Among them are active and passive tags (also known as chipped and 

chipless tags), capacitively coupled tags and read and read/write tags.  Passive RFIDs are 

currently the most commonly used tags for their continually decreasing size (about the 
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size of a grain of rice), and their cheap cost (about 2 cents a tag) (Bhuptani and 

Moradpour 2005).  

Active tags have their own power source.  As a result, they offer superior 

performance.  These tags can be read from several kilometres away and are permanently 

connected to a battery and are more expensive (up to $200 each).  Alternatively, and 

more widely used, passive tags have no power source.  When within range of an 

appropriate reader, passive tags transmit their information.  Passive tags contain up to a 

24-digit identification number (Electronic Product Code, or EPC), compared to the 96-

digit code available on active tags.  Passive tags have a range of readability of about 10 

meters or less and cost about 1 cent to $1 each depending on capacity and capability 

(Bhuptani and Moradpour 2005).  These characteristics best suit passive tags for mass, 

single-use applications and largely explains why passive tags have captivated in the 

supply chain and are replacing use of the barcode (ibid).  

In the 1960s, the initial boom of RFID hit the commercial sector.  Tags were used 

as Electronic Article Surveillance (EAS) to prevent theft from retail stores, libraries and 

the like.  Decreases in the size and cost of the devices, coupled with the wholesale of RF 

devices outside of the supply chain saw the widespread implementation of RFID into a 

large spectrum of uses.  Beginning in 2004, Wal-Mart issued a mandate that asked 300 of 

their leading suppliers to equip shipping crates and packaging with RFID tags by 2006 

(Lockton and Rosenberg 2005).  A year after implementation, studies showed 63% more 

effectiveness in replenishing out-of-stocks over barcode technology (Kuchinskas 2005).  

These successes began the extension of RFID beyond the supply chain to areas that 
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include (but not limited to) the health care system, the military, corrective contexts, 

recreational uses, and security.   

In currently atypical scenarios, RFID is being implanted in humans, primarily as a 

means of electronic health record storage and retrieval.  In 2004, the FDA approved the 

subcutaneous implantation of RFID tags in human subjects.  This idea is said to have 

been born out of the context of 9/11.  Scott Silverman, who would later become the Vice-

President of the corporation spearheading the implantable chip campaign, allegedly came 

up with the idea when he saw on TV that New York firefighters were writing their badge 

numbers on their arms and chests such that they could be identified in case of disaster 

(Gadzheva 2008: 217).  VeriChip Corporation proposed the implantable chip solely for 

use in the healthcare realm, targeting patients that might arrive at a hospital without 

knowledge of their health information.  Targeted audiences were therefore the elderly and 

people suffering from Alzheimer’s, dementia, epilepsy and the like.  In this context RFID 

is used for reasons similar to using a medic alert bracelet, but with the added advantages 

of an automated system that is available to you at all times. 

Since its extension out of the supply chain, the integration of RFID into daily life 

has been happening at a rapid rate.  Editor of the RFID Journal, Mark Roberti, has 

estimated that between 20 and 50 million Americans carry an RFID tag with them every 

day (Garfinkle, Jules, and Pappu 2005).  This figure was estimated from a consideration 

of a growing number of popular applications to which RFID was being applied and 

coupled with the fact that by 2003, the technology company Philips had shipped more 

than a billion tags worldwide (ibid).  Whether it is in the form of an ID badge for entering 

a building or garage, embedded in clothing being purchased from a store, or in car keys 
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equipped with immobilizer chips, a growing number of American lives are being 

mediated in some way by RF devices.  

 The increasing implementation of RFID in sectors extending beyond the supply 

chain provides a unique and useful cultural site through which ideas about trust in the 

abilities of technology, risk and security, surveillance and identity can be explored.  Not 

only is an inventory of current applications of RFID useful in that it shares important 

information about the current, on-the-ground situation of the technology, but also, in 

identifying those characteristics of the modern landscape that facilitate the operation of 

RFID in these ways.   

Apart from the obvious factors like increased convenience and efficiency, which 

certainly lend to the increasing adoption of RFID technologies, the social factors of faith 

in the transformative potential of technology and the desire to manage risk are equally 

important to understanding the rationale for developments of RFID as well as in 

developing an informed opinion as to the likely trajectory of RFID application.  As such, 

this study is not primarily about the technological make-up of existing systems; rather, 

while I will briefly touch on the technological success/failures of existing systems, this 

will be to elucidate the point that the way we think about RFID is largely determined by 

factors outside of the capabilities of the technology itself.  

RFID’s rapid dissemination into the environment, coupled with its vast potential 

to act as a mechanism of surveillance makes it an increasingly relevant topic of study.  

Critical attention to technologies with vast surveillance potential is often accompanied by 

certain assumptions and prejudices attached to over-popularized Orwellian notions of 

what surveillance could mean.  Undoubtedly, my own opinions about surveillance and 
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technology have shaped the way I understand systems of RFID and the particular 

theoretical standpoints I have chosen to aid in my exploration of them.  But this study is 

undertaken with a view to making an accurate inventory of RFID uses and an analysis of 

their surveillance implications in the context of the sublime and risk. 

 

1.3 Brief review of key literatures: RFID as surveillance  

Contemporary practices of surveillance are changing.  Reaching beyond the 

traditional unitary and ocular gaze of a top-down power system, surveillance has flowed 

out into the everyday and positioned itself within the contexts of the home, work and play 

in its capabilities and capacities as increasingly mobile methods.  A myriad of data is 

collected, stored and assessed to create profiles and risk categories with an aim toward 

planning, predicting and preventing (Lyon 2003: 13).  To these ends, “social sorting” 

aptly describes the rationale behind the mechanisms and methods of contemporary 

surveillance infrastructures.  The classificatory procedures of social sorting are 

increasingly taking the form of automated processes (ibid).  Digital technologies are 

employed in line with efforts toward greater efficiency in data collection, information 

storage and assessment of data in the subsequent creation of profiles.  It is in this way that 

surveillance infrastructures are asserting themselves into a position pervading even the 

most mundane of actions.   

A primary facilitator of the spread of technology into the environment is RFID 

(Thrift 2005; Dodge and Kitchin 2011).  Operating as a surveillant device, RFID can then 

be considered to be a catalyst in the changing nature of surveillance.  Indeed, as shall be 

investigated, RFID in its various practical applications is changing the shape, time, 
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direction and function of surveillance in significant ways.  The continually decreasing 

size of RFID is allowing the shape of surveillance to be more invasive yet less noticeable.  

The connection of RFID to a network of like-devices in communication with one another 

is moving the time of surveillance into a constant, unaffected by the traditional restraints 

of time and space.  The direction of the “gaze” of surveillance is much wider.  The 

targeting of specific points of interest is now open and inclusive of everybody due to the 

technology’s capabilities and capacity for information storage.  Together these 

characteristics of RFID are enabling a change in the function of surveillance from its 

more traditional Foucaultian understanding in which power structures enforce 

surveillance from all sides in the form of control toward the moral pursuit of inducing 

self-governing behaviour modifications.  

Despite its position of relevance to social and surveillant conversation, accounts 

of RFID in literature are often in the form of technological reports, the documentation of 

events, and future projections.  These largely exist in the form of “techspeak”, or are 

news-type in nature.  While these are no doubt important and make worthwhile 

contributions to the study of RFID as a “successful” technology or not, no dominant 

methodology has been adopted to create a framework for understanding systems of 

RFID, particularly with regard to its social and surveillant dimensions.  There are a few 

notable exceptions to this, however.  Katherine Hayles (2009; 2005) offers a helpful 

theoretical framework from which RFID might be interrogated as a mechanism 

contributing to the changing shape of surveillance.  Also, the various empirical 

evaluations of the practical application of RFID put forth by Torin Monahan and Jill 

Fisher (Monahan and Fisher 2010; 2008; 2007; Fisher and Monahan 2011; 2008; Fisher 



       11 

2009; 2006; Monahan and Wall 2007) are of significance.  In particular, their qualitative 

evaluation of RFID use in U.S hospitals has proven to be of relevance in the 

conceptualization of RFID as a mechanism of surveillance.  

In her work on RFID, Hayles acknowledges the capabilities of the technology and 

attempts to situate it within relevant ontological and epistemological concerns.  A 

professor of literature, Hayles’ more recent works use fiction to explore the politics of 

living in the “software-sorted cities” (Hayles 2009).  Hayles explores the increasing 

integration of technology into the natural environment.  Hayles situates RFID within 

Thrift’s (2005) exploration of the “technological unconscious” which describes the subtle 

ways in which technology is coming to assert itself as a part and process of even the most 

mundane of human activities, shaping, regulating, influencing and managing routine 

action in ways often unnoticed by the human subject.  She also considers the implications 

associated with RFID’s operation within Gershenfeld et al’s (2004) Internet of Things, 

the conceptualization of a network of interconnected devices in constant communication 

with each other (Hayles 2009).   

Situating RFID within the broader context of the technological unconscious and 

the Internet of Things, Hayles articulates the prominence of RFID in Euro-American life 

and explores the way that RF technologies contribute to the blurring of the boundaries 

between the Heideggerian progression of human/animal/thing (ibid).  Hayles pushes for a 

new politics of consciousness that acknowledges the cognitive capabilities of “things” 

like RFID in the sense that they too, possess cognitive capabilities that, like human 

cognition, is context-aware, layered, and capable of interpretation (Hayles 2009).  Hayles 

is trying to cultivate an understanding of animate objects that incorporates the capacity of 
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objects to create meaning.  It is not Hayles intention to reduce the complexity of human 

thought to “thinghood” however.  She denotes the biological capacities of human 

cognition that allow us to generate consciousness.  Thus, the framework from which 

Hayles urges RFID be interrogated encourages the development of a more encompassing 

and multidimensional understanding of cognition in which “things” are given credit 

without human agency being reduced. 

Hayles believes that RFID plays a fundamental role in the (re)shaping of human 

subjectivity by changing the environment, and the way humans relate to it in meaningful 

ways.  RFID enables the creation of animate environments where human action becomes 

coordinated in an increasingly virtual manner (Hayles 2009).  This of course has major 

stake in the way cognition is distributed and disturbs the static foundation of the place of 

humans within this context.  The enhancement of “things” with limited computational 

capacities provided by RFID alters understandings of agency and interrupts classical 

denotations of the power of humans over objects.   

In line with the changing nature of the human/thing dichotomy, Hayles suggests a 

reframing of surveillance must ensue (Hayles 2009).  With the increasing integration of 

these devices into the environment, attached to the belongings, bodies, and objects of 

humans, there is a “new” kind of surveillance, a surveillance of mobility, made available.  

More traditional methods and mechanisms of surveillance that relied on face-to-face or 

ocular visibility are enhanced by the digital surveillance of mobile devices.  The result is 

adverse types of control exerted by technologies that permeate the environment (Hayles 

2009).   
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Hayles offers innovative ways of approaching these changes, both to 

considerations of agency, and to the changing shape of surveillance, through fictional 

representations of RF technologies.  She reports using fiction as a tool for analyzing the 

emerging complexities of new technologies because social theory often has trouble 

“keeping up” (Hayles 2005).  An examination of novels offering dystopic visions of 

RFID-enabled futures acknowledges the ways in which the reader is invited to imagine 

strategies that will open up different (more positive) scenarios for RFID enabled cities as 

opposed to the stereotypical tales told about RFID by privacy activists.   

Echoing the aforementioned sentiment by Sassen that speaks to the complex 

imbrications of society and technology, Hayles suggests that understanding RFID and the 

ways it will affect society requires more than simple regulatory/evasive tactics, or 

updated legislation.  It requires analyses that probe the technology’s interlocking 

relationship with the economic structures and political ideologies that help articulate it 

(ibid).  

With the advent of human RFID implantation, critical literature has emerged in an 

effort to grapple with clearly recognizable social issues having to do with human 

implantation.  Early and stunted attempts of research on RFID to distend beyond strict 

technological reports and enter into a dialogue about practical applications and 

technological trajectories comes from the case study of the first implantees.  Roisin 

Woolnaugh (2000) conducted a series of interviews with Kevin Warwick demonstrating 

the first practical attempts at grappling with the lived reality of RFID.  Charles Murray 

(2002) and Paul Eng (2003) provided comparatively narrow case studies that attempted to 

work through the qualitative experience of RFID implantation in a single case.  As the 
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implantation of RFID into human subjects is still rare, these studies cannot be considered 

to have made much of a significant contribution to RFID literature, though they did seem 

to be among the first sociological angles taken on RFID. 

The first serious attempts to grapple with research into the practical application of 

RFID, and arguably the most prominent and penetrating qualitative interrogation of RFID 

to date, comes from the various individual and collaborative efforts of Monahan and 

Fisher (see Monahan and Fisher 2010; 2008; Fisher and Monahan 2011; 2008; Fisher 

2009; 2006; Monahan and Wall 2007).  Their work in this field has been essential, not 

least because of its groundbreaking effort to critically asses these systems, but because of 

their attention to the social and surveillant dimensions of RFID technologies.  Exploring 

practical applications of RFID technologies allowed the authors to yield some interesting 

observations regarding the way RFID is contributing to the changing shape of the 

healthcare system.  Throughout their several works, Monahan and Fisher outline their 

findings from the ethnographic research of over 100 hospitals across the U.S that utilize 

RFID technologies for various enhancements in identification relating to patient safety, 

tracking of staff, equipment and expensive drugs, and the real-time management of 

hospital assets (Fisher and Monahan 2008).   

The various independent and collaborative works of Monahan and Fisher 

introduce several theories in an attempt to grapple with the practical application of RFID 

and the effects the utilization of these technologies has on the changing nature of 

surveillance.  Modern surveillance is thriving along with the growing digitization and 

informatization of life.  The changing shape of surveillance into increasingly digital 

methods of operation is refocusing the attention of surveillance unto the body (Monahan 
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and Wall 2007).  From this we see an expansion in the intervention and monitoring of 

bodily functions, identified as “somatic surveillance” (ibid).   

Monahan and Wall (2007) investigate the heightened attention of mechanisms of 

surveillance to the body through the informatization of the body provided by RFID.  In 

operation as a human implantation device, RFID abstracts the body from its social 

context in an exertion of hyper-individualized control and the commodification of bodily 

operations.  RFID implants do this in a three-fold process.  Information is first, collected 

from the body (e.g.: the location of the body relative to time and space) and translated 

into data existing in the form of code.  Second, this data is communicated within a 

network of similar devices which, third, allows for various forms of intervention to take 

place on bodily function through the imposition of social constraints, commands, or 

through the reproduction of social norms (ibid).  

In a further example of the changing nature of surveillance, Fisher and Monahan 

(2011) put forth the concept of “biosecuritization” to underscore the technological 

imperative under which RFID is being employed in hospitals toward the mitigation and 

management of risk.  Due to fears symptomatic of a post-9/11 risk culture, the discourse 

of healthcare revolves primarily around the provision of security (ibid).  The incentive to 

adopt high-tech “solutions” to proposed problems has increasingly taken the form of 

RFID technologies.   

Research into the more social and surveillant aspects of RF technologies by 

Hayles (2009; 2005) and the various efforts of Monahan and Fisher, have proven to be of 

particular relevance to the outline of this thesis.  This projects situates itself within these 

relevant dialogues and seeks to both complement and add to them by calling attention to 
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both the operation of RF technologies within their current contexts, and an exposure of 

the ways these operations contribute to the construction of the contexts themselves.   

 

1.4 Plan of work  

This project has largely been shaped by the following research questions: (1) To 

what uses are RFID technologies currently being put? (2) How are these contexts 

determined, supported, and challenged? And (3) what might this reveal about the 

projected path and likely impact of RFID as a form of human surveillance?  Additionally, 

this work explores theoretical and methodological assumptions about RFID as it relates to 

surveillance studies in general and human surveillance in particular.  In this rapidly 

burgeoning field, various applications of RFID are being implemented with little regard 

to the wider consequences and implications of its use.  The aim of this study is to help 

establish a sociological framework for analyzing RFID as surveillance that also points to 

the need to pay attention to the lived experience and embodied realities of people 

disproportionately affected by the integration of RFID and other like-devices into the 

environment.   

I confront the answer to these questions in three steps.  First, by explaining the 

place of RFID amidst an environment in which “things” are increasingly imbued with 

computational capacities operating in a network of communication.  A description of this 

emerging environment produces a more thorough understanding of RFID’s current state, 

capabilities, and growing capacities amidst an increasingly digital environment that 

cultivates its development.   
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There is currently no comprehensive study that details the application of RFID 

across its broad spectrum of uses.  In the absence of such data I have secondly, attempted 

to create a partial inventory of RFID use for those applications which are most directly 

tied to notions of myth and risk.  Within the context of the digital sublime, various 

applications of RFID that speak to the transformative potentials of RF technologies are 

explored.  The risk society thesis is used to examine those applications of RFID that 

demonstrate various instances of risk management and preparedness.   

Third, I subject these materials to a critical discourse analysis giving careful 

consideration to the lived reality of RFID as it exists in its current state.  Here I have 

found the work of Monahan and Fisher (2010; 2008) particularly useful.  Their 

contribution to the small body of literature that seeks to provide a detailed empirical 

analysis of the human experience of current applications of RFID has been the most 

substantial.  Their work encourages the study of embodied experience of RFID as it is 

currently being applied and explores the problems that development and implementation 

might pose for the individual.  Surveillance, as a system of control that exerts its power 

unevenly across different populations, becomes a particularly pertinent point of 

contention in the study of the consequences of certain applications of RFID.  

 

1.5 Implications of the study  

At the root of this project is the desire to add to an understanding of surveillance.  

Throughout my writing I work under the assumption that surveillance is increasingly 

concerned with mobility and flows.  I follow David Lyon’s definition that surveillance is 

“the focused, systematic and routine attention to personal details for the purposes of 
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influence, management, protection or direction…” and that the focus of surveillance is 

“in the end to the individual” (Lyon 2007: 14).  In line with this, surveillance is studied 

for the way it acts as a mechanism of “social sorting” (Lyon 2003).  The increased 

automation of surveillance practices allows for the intensification of processes that 

classify and categorize individuals into groups that can be assessed for their relation to 

risk (ibid).  Within this changing shape of surveillance, there is nearly always the 

simultaneous operation of control and care, making surveillance an inherently ambiguous 

social phenomenon (Lyon 2001).  These characteristics of surveillance make it a notable 

topic of sociological pursuit, particularly for its attention to the (re)establishment of 

social hierarchies and the perpetuation of social divisions.   

Questions are here asked about the drive behind the development and 

implementation of RFID into arenas that extend beyond the supply chain, and examined 

for the technology’s subsequent in/exclusionary potentials.  There is an attempt to locate 

and analyze the growth of RFID systems in terms of the tensions created between the 

in/exclusionary mechanisms of social control afforded by RFID systems and to explore 

this in relation to theorists that offer relevant explanations regarding the contemporary 

nature of increasingly digital societies.  Here, Mosco’s (2004) notion of the digital 

sublime and the work of Beck (1992) on the risk society become particularly useful.  

Each lens is used respectively to understand the various applications of RFID use and to 

account for two of the dominating rationales in the development of RF devices. 

As shall be demonstrated in chapter two, RFID is fast becoming ubiquitous in its 

position as a catalyzing force in the spread of computation out of the box and into the 

environment (Thrift 2005; Dodge and Kitchin 2011).  Even in its characteristic 
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pervasiveness however, less than thirty per cent of North Americans claim to have any 

knowledge about RFID devices (GPD 2008).  This discrepancy may be partially 

explained with reference to Thrift’s conceptualization of the ‘technological unconscious’, 

the disposition through which technology comes to mediate in even the most mundane 

activities in silent and invisible ways that go unnoticed by the public (Thrift 2005).  

While RFID is a burgeoning field and there are several journals and books dedicated to 

the topic, discussion surrounding the social and surveillant aspects of RFID is largely 

under scrutinized.  This project seeks not only to call attention to RFID as a topic of 

importance, but also to broaden our ideas of what we might think of the subject, 

particularly with reference to its social and surveillant dimensions.   

In its contribution to the animation of objects with computational capacities 

(Thrift 2005; Dodge and Kitchin 2011), RFID-enabled objects form a network of devices 

in constant communication with each other.  Gershenfeld et al. (2004) have designated 

this space as the Internet of Things, and used to it to describe the increasingly animate 

environment facilitated primarily through the emergence and growth of RF devices.  

Thesis work will showcase the way RFID acts as an enabling technology for the 

computer mediated telecommunication channels and digital infrastructure that constitute 

societal/informational flows.  In terms of this contribution, RFID can be considered to be 

largely changing the appearance, direction, and capabilities of surveillance, which is here 

argued to be one of the primary organizing principles of contemporary social life.   

Some suggest that the capabilities of RFID challenge traditional perceptions of 

space and time.  A perceived conquering of the classical boundaries that previously 

imposed the physical restraints of geography, RFID technologies encourage the asking of 
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new kinds of questions about surveillance (Thrift 2005: 222).  Innovations in computing 

that increasingly allow for the integration of the digital into the everyday encourage new 

methods of study.  Mechanisms of surveillance are increasingly silent and invasive, yet 

unobtrusive. The “gaze” of surveillance is also increasingly technological, challenging 

traditional notions of face-to-face, optical surveillance. Enhanced capabilities allow 

surveillance to survey a broader array of people.  While this means that everybody is now 

a target of surveillance, the consequences of the wider gaze falls disproportionately on 

some groups over others (see for example Bauman 2010; Lyon 2010; 2007; 2003; 2001; 

2001b; Guzik 2009). 

The dialogue about the changing mechanisms of surveillance must open itself 

beyond privacy discourse and be inclusive of larger issues. Following from this, one 

question pursued here is whether or not RFID contains the potential for increased 

surveillance of already “at-risk” groups, producing threats for underprivileged 

populations.  Questions related to these queries will be answered with particular emphasis 

on the lived realities of those disproportionately affected by the increased surveillance 

provided by RF devices.   

The embodied experience of RFID is critically explored primarily through the use 

of Monahan and Fisher’s (2010; 2008) qualitative analysis of RFID in U.S. hospitals and 

supplemented by social theory which speaks to new measures and mechanisms of 

surveillance in action as “social sorting” (Lyon 2003) devices.  The disproportionate 

“gaze” of surveillance is assessed for its ability to contribute to the (re)establishment of 

social hierarchies in its contribution to the more “efficient” categorizing and 

classification of people.  Conceptualizations of social hierarchies will be visited with 
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particular reference to RFID enabled passports and the embodied experience with RFID 

at the border, as well as the use of RFID implants in medical care facilities.  Such 

research calls attention to the importance of opening up the conversation of RFID to the 

individual experience.  While the dominating narrative circulates around the promises in 

efficiency and convenience, this work points to the necessity to ask deeper, more social 

questions about life in an increasingly digital world.  

 

1.6 Chapter breakdown 

In chapter one, a review of key literatures that point to the social and surveillant 

dimensions of RFID has served a few purposes.  First, they have set the stage for some of 

the main ideas that have helped to inform this project.  The work of Hayles and the 

various works that involve Monahan and Fisher, serve as a demonstration of the 

conversations taking place amongst important bodies of literature.  Second, they highlight 

the fact that there has been very little critical academic attention given to the evaluation 

of RFID technologies with regards to their social and surveillant dimensions.   

In chapter two, an exploration of the work of Thrift (2005), and Dodge and 

Kitchin (2011) help explain the shift in computing that has moved computation out of the 

box and into the environment in a growing fusion of digital into natural landscapes.  Of 

particular relevance here is the effects this has on the changing perception of how humans 

make sense of their environment as explored by Thrift’s conceptualization of the 

‘technological unconscious’ and the subsequent ‘automatic productions of space’ that 

take place therein.  Dodge and Kitchin’s outlining of the growing relevance of software 

in its extension into daily activities helps to both ground and elaborate the points put forth 
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by Thrift signaling a more thorough understanding of the current state of a contemporary 

and networked Euro-American society.  RFID is highlighted for its position as the 

primary enabler of these transitions in computation and as the catalyst for 

reconceptualizations of space and time.   

In the latter half of chapter two, the connection these changes have to the 

expansion and changing nature of surveillance are explored.  Particular emphases on the 

liquid characteristics of the “new surveillance” are explored with reference to Lyon’s 

(2010) “liquid surveillance”, an extension of Bauman’s conceptualization of “liquid 

modernity” (2007; 2006; 2000).  Particular attention to RFID in operation as a surveillant 

device is given here.  The changing appearance, shape, function, and direction of 

surveillance is interrogated, most directly in relation to the propensity of RFID to make 

the most significant changes to these ends.   

After having explored the transition to a more informatized world through the 

proliferation of RF devices into the environment, chapter three examines RFID for both 

its operation in, and contribution to, the existence and maintenance of the digital sublime 

(Mosco 2005).  The digital sublime points to the willingness of the public to “buy into” 

the portended promises of those technologies deemed to embody revolutionary 

capabilities.  Here, the transformative potential of RFID technology is explored in 

relation to its mythic status.   

The mythic status of RFID is interpreted through historical examples of similar 

technologies that have been thought to be revolutionary.  The empirical investigation of 

the operation of RFID in current contexts of relating to the transformative potential of RF 

devices is also explored.  As shall be demonstrated, the mythic status of RFID is 
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tempered by the harsh reality of technological constraints evident in its application.  

RFID is simultaneously absorbed into and co-produces the myths about technology.  As 

shall be investigated, RFID operates along the framework of myth, at the same time 

contributing to the perpetuation and construction of new myths about technology.   

Chapter four explores the creation of the “risk society”, primarily in its existence 

as a response to the anxieties and fears generated in response to 9/11.  The ensuing use of 

risk as justification for the intensification of surveillance measures acting as “security” 

precautions is explored primarily through the work of Lyon (2003) and through Giddens’ 

(1999) extension of the risk society thesis (Beck 1992).  Guzik (2009) and de Goede 

(2008) are called upon in an effort to elucidate the functioning of surveillance in 

neoliberal conceptualizations of the risk society in terms of the utilization of the “security 

imagination” in risk preparedness.  Their work on practices of discrimination being built-

into security technologies is of particular relevance here.  Various applications of RFID 

that operate along and within the risk society thesis are explored both for their connection 

to, and (re)production of the risk society. 

The major purpose of chapter’s three and four is not to disprove the myths of 

technology or to disrupt the practices of risk mitigation respectively, but more precisely 

to (re)think these practices as they operate as facilitating forces in the development and 

implementation of RFID technologies.  The study of the operation of RFID along and 

within these frameworks demonstrates a two-fold process in which RF technologies are 

simultaneously absorbed by, and lend to the construction of, these existing cultures.  The 

applications to which RFID is being put are inherently connected to the discursive 



       24 

practices of both myth and risk.  At the same time, the practices of risk and myth are 

established and perpetuated by the utilization of RFID in these ways.   

The implications of this cultural absorption and simultaneous production are 

investigated in chapter five’s appraisal of some of the consequences that specific 

applications of RFID have on the lived realities of users.  Here, the work of Guzik on 

discrimination at the border is explored with reference to RFID-enabled passports and the 

subsequent allowance and denial of mobility at international borders.   

Also of particular relevance here is Monahan and Fisher’s various empirical 

investigations into the use of RFID in the realm of health care.  Various social 

implications are explored in relation to their qualitative analysis.  The privileging of the 

machine over the human narrative is explored as another point of contention, particularly 

in connection to the work of Lianos (2003) on the establishment of Automated Socio-

Technical Environments in which there is a removal of the potential for identity 

negotiations.  The removal of the ability to “play” with identity and its subsequent 

transition from a flexible to a static enterprise problematizes the identity imposed by RF 

technologies. 

In the concluding chapter, a review of the principle findings and a summary of 

their relevance are visited.  The main points visited consider, first, RFID’s contribution to 

the spread of computation out of the box and into the environment.  Second, the close 

connection of RFID to the discursive regimes of myth and risk are explored with 

reference to RFID’s absorption into these contexts and subsequent co-production of them. 

And third, the consequences this operation of RFID as an intensification of mobile 
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surveillance has on the individual.  The chapter concludes by making important 

suggestions for the direction of future research in RFID technologies. 
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Chapter 2: Liquid Societies 

 2.1 Introduction  

 

“What we are seeing coming into being…is an age of software, but software becoming so 

pervasive and complex that it is beginning to take on many of the features of an 

organism.” 

Thrift and French (2002: 311) 

 

There is a transformation occurring in the fabric of daily life as information and 

communication technologies increasingly saturate the techno-social landscape.  Variously 

labeled the ‘post-industrial society’, ‘information age’, or ‘network society’, articulations 

of important changes, through a permeation of the digital into the social sphere, have 

been widespread and significant.  As computational capacities are increasingly imbued in 

“things”, there has been much attention to changes to the social world enabled by the 

construction of a digital infrastructure.  Within this network of connected technologies, 

key social structures and activities are organized around electronically processed 

information networks.  As the environment becomes progressively digitized, routine 

activities are increasingly technologically mediated and societies around the world 

become characterized by informational flows. 

 The animation of “things” with software is becoming increasingly relevant to the 

mediation of day-to-day activities, the overall appearance of and ways we experience, the 

social world.  This permeation happens in ways that are silent, increasingly invisible, and 

part of a taken-for-granted backdrop of the modern social sphere.  The ease and speed of 

informational flows is creating a new kind of connectivity, a kind of “hyper-
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connectedness” in which the traditional characteristics of space and time are being 

reevaluated (Katz and Aakhus 2002).  

This chapter consists largely of two parts.  The first elucidates RFID’s position as 

a significant contributor to the overall shape, function and appearance of the social world.    

It outlines the merging of the digital into the natural landscape and the impact this has on 

the nature of the relationship between humans and their environments.  Found to be of 

particular relevance here is the work of Thrift (2005), Dodge and Kitchin (2011) and 

Gershenfeld et al. (2004) who each speak to the significance the animation of objects 

with computational capacities has for the way the world is experienced.  Traditional 

boundaries of time and space are reconceptualized with attention given to the increasing 

mediation of “things” into daily life.  A new “awareness” of objects is explored with 

attention to the specific impacts this has for the way the world is conceived. 

The latter half of the chapter explores the correlation between an increasingly 

digital world and changing methods and mechanisms of surveillance.  Traditional 

understandings of surveillance are weighed against automated surveillance 

infrastructures.  Following from this understanding, Lyon’s (2010) notion of ‘liquid 

surveillance’, an extension of Bauman’s (see for example 2007; 2006; 2000) conception 

of liquid modernity, is utilized to clarify the specific ways that surveillance technologies 

operate within in an increasingly digital era.  The heightened targeting of the body by 

automated systems of surveillance is of particular relevance here.  This section also 

serves to highlight the reasons why “surveillance studies” is the most appropriate lens 

from which to interpret RF technologies.  
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2.2 The relevance of RFID to everyday life  

The vast extension of information and communication technologies into the 

environment over the past fifty years or so has given rise to several theories that attempt 

to articulate the integration of the virtual into the physical.  Nigel Thrift (2005) uses the 

“technological unconscious” to describe the means by which technology, understood at 

several levels, increasingly intervenes in the everyday habits of people.  Technology 

mediates both conscious and unconscious action in a pervasive manner, largely shaping 

the way the world is experienced; yet these mediations occur in taken-for-granted ways 

left unapparent to the user (Thrift 2005). 

Thrift points to the ways that technology, understood on several levels, intervenes 

on all human action (2005).  Within the modern city, digital mediation intervenes to some 

degree on nearly all levels of daily routine.  We use technology to assist in nearly all of 

our actions and interactions,from waking up to coffee in our digital makers, taking the 

bus to work, working on the computer, making a cell phone call on our way to the 

grocery store, using debit to purchase groceries for dinner, cooking on the stove, and 

brushing our teeth before bed.  Technology, in some form, is present from the moment 

we wake to the sound of our alarm clocks to the time we fall asleep in front of the T.V.     

Innovations are more recently restructuring the technological mediation of daily 

life into a more satisfying experience (Bolter and Grusin 1999: Chapter 1).  The 

invisibility of technological systems allows the human interaction to transcend the 

experience of the medium.  In this way, the subject interacts with technology without 

having to acknowledge the technology itself.  This characteristic immediacy makes 

human interaction with technology transparent and immersive rather than opaque and 
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visible, allowing less interference, and a more “pure” interaction (ibid).  According to 

Bolter and Grusin (1999), people desire technology to be transparent such that it may fall 

into a taken-for-granted background and not disturb daily routine, even in its contribution 

to the construction and influence on daily activities.  Thrift (2005) furthers this 

conceptualization of the seamless integration of technology into the physical world by 

identifying the trend toward cultural absorption in which technologically mediated 

actions weave themselves completely into the fabric of the most mundane human actions 

(Thrift 2005: 161). 

With this integration of the digital into routine activity, a transition toward a 

standardization of space takes hold (Thrift 2004: 184).  For Thrift, changes take place in 

the way people think about spaces based on a new kind of spatial awareness constructed 

from the increasing integration of software into Euro-American societies.  The 

contemporary landscape in these spaces has seen a complete “infusion of software into 

the urban infrastructure” (Thrift 2005: 159).  He likens this shift to the 19th century 

standardization of time in the sense that these types of shifts play a major role in the 

(re)fashioning of the atomic and social structure of societies (180).  In this way, Thrift 

has identified the importance of studying technology: its undocumented shift toward the 

pervasive mediation is having a tremendous effect on the way we perform daily activities 

and upon the routines in which we are able to engage.  

 To elucidate his conception of the standardization of space, Thrift submits the 

‘track-and-trace’ model (Thrift 2004: 182).  There are a few elements that work in 

tandem to contribute to an increasing track and traceability of all things.  The first is a 

marked change in the connectedness of computing devices.  Computing devices are 
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becoming increasingly location-aware, and are increasingly able to communicate with 

other like-devices.  Through the creation of these networks, computing is becoming 

increasingly connective: devices are flowing out into the environment and constructing 

new understandings of position as something increasingly calculable (185).  Some have 

expanded this concept and labeled it as the development of a hyper or microcoordinated 

state of things (Ling and Yttri 2002), in which the eventual track-and-traceability of all 

things will eventually come to fruition along the progressing animation of inanimate 

objects through software and the subsequent construction of perpetually contactable 

devices (Katz and Aakhus 2002).    

A second change is to the physical shape of computing devices.  The shape, 

appearance and overall make-up of hardware are decreasing in size and materiality, while 

maintaining the same capabilities and function.  In this way computational devices can 

permeate the environment and become woven into human action in ways that go 

unrecognized (Thrift 2005: 183).  Inanimate objects are endowed with the computational 

capacities of information storage and communication techniques through the integration 

of software.  It is also relevant to note that these changes happen silently and are taken-

for-granted in their invisibility and seamless, or more satisfying modes of mediation. 

A third transitional element is the time of computing (ibid).  Many computers no 

longer need to be turned on or off.  In this sense, computing devices are moving toward a 

constant; the user is connected in real-time, at all times.  This is an inherent characteristic 

of the hyper-coordinated and perpetually connected realm of societies increasingly 

characterized by their digital make up.  Technological devices are in constant, real-time 
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communication with each other even without human knowledge and free of human 

instruction or intervention.  

A final, and perhaps most significant element, is the recent shift of computation 

out of the box and into the environment.  Here, restrictions are removed on where 

computing devices are located and computing becomes a part of everyday life.  In line 

with the changing hardware of computing, the changing physicality of computing has 

allowed it to enter into the environment in ways unnoticed and taken for granted.  Objects 

imbued with computation capacities float freely in the world in their attachment to 

objects, or by being built into the objects themselves (Thrift 2005).  This speaks to an 

important additional element of computing that speaks to its “new” mobility.  

Developments are making computation increasingly mobile, enhancing the real-time 

connection of an increasing amount of computational devices.  

This transformation of space into active, digital environments is the result of two 

main developments: the move toward pervasive computing, in which the physical world 

is increasingly (albeit invisibly) imbued with a network of software, and the substantial 

growth of the Internet which is progressively allowing objects to be context and 

‘practice-aware’ (162).  Objects imbued with software now “know” where they are 

within the realm of time and space, as well as where they are in relation to other like-

objects.   

The primary enabling technology of all of these transitions is RFID (Thrift 2005; 

Dodge and Kitchin 2011).  The extension of computing into the environment would not 

be functional were it not for the added computational capacities of objects with attached 

or built in RF capabilities.  The production, transmission and storage of information from 



       32 

“context aware”, RFID-enabled objects has been the necessary factor in the imagining of 

the “network society” or in thinking about the “information age”.  

The work of Dodge and Kitchin (2011) helps to contextualize these transitions 

and lend an understanding of the growing relevance of the animation of objects with the 

capacities provided by RFID (Dodge and Kitchin 2011).  The addition of RFID imbues 

objects with the capacity to be context aware and conduct “work” with minimal human 

intervention (ibid).  In this way, it is possible for objects to command certain aspects of 

decision making that previously required human mediation (Dodge and Kitchin 2011: 

47).  Originally inanimate objects are given life by making them addressable, aware, and 

active (ibid).  

According to Dodge and Kitchin (2011), this “awareness” changes both the 

ontological and epistemological condition of objects.  The former status is affected by the 

kinds of information made knowable (ibid: 48).  A detailed trail of information is 

collected and stored such that previously unknowable information about objects is 

documented and retrievable.  The latter is transformed by the ability of RFID-enabled 

objects to be useable in news ways and to be useful in relation to other objects in the 

network, making valuable contributions to the information system as a functional whole 

(ibid).     

In light of understanding the way RFID can influence and regulate daily action, it 

is useful to reference another theory that makes sense of this kind of agency being 

designated to objects.  Latour’s Actor Network Theory (ANT) is a sociological attempt to 

grapple with this evolving nature of technology and its complex imbrications with 

society.  Drawing from the notion that social interaction gives social structures their 
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perceived solidity, ANT seeks to extend this by opening up the study of meaningful 

interaction to include not only humans, but also nonhumans and inhumans.  Unique to 

ANT is its adoption of “actants” into its lexicon signifying the active ability of each 

category of being (human, nonhuman, and inhuman) to bear production capabilities.  In 

other words, “things” are not merely passive receptors of the value placed on them by 

society, but have an active role in carrying, changing, and producing value in equal 

conjunction with each category of being.  It is through this conceptualization that the shift 

toward ubiquitous computing is best understood and the importance of Thrift’s 

observation of computation moving out of the box and spreading into the environment is 

made clear.  A new kind of technological mediation is becoming integrated into the 

everyday performances of people and things (Thrift 2005: 184).  

Thrift, following Latour, explores the way that actants produce space in both 

direct and indirect ways that allow us to live out our day-to-day lives with little attention 

to the mediations occurring (see for example Thrift 2000; 2005; Amin and Thrift 2001; 

Thrift and French 2002). The voice of software is increasingly heard in everyday life as it 

achieves great presence as “local intelligence” (Thrift 2005: 160).  We are living in a 

world where city spaces are increasingly saturated with computational capacities, 

allowing spaces to communicate with each other.  The physical effects of software – void 

of human intervention – are visible and can be clearly observed and felt.  He calls this a 

new kind of material complexification (Thrift 2004: 155) in which the effects of software 

become “reified in actions, body stances and general anticipations” (163) engineering the 

way daily actions are performed.  In what might be considered an extension of human 

cognition, software informationalizes space and provides us with novel ways of 
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interacting with the environment by changing our expectations of what can show up in 

the physical world.  It is with these assertions that Thrift speaks about the ‘automatic 

production of space’.  The integration of software into an increasing number of objects in 

the environment constructs space in an automated fashion without the mediation of a 

human interface.  The result is a new kind of technological inclusion in which the 

everyday performances of people and things are becoming reconfigured in ways that are 

increasingly technologically mediated (Thrift 2005).  As has been demonstrated, the 

means by which technology is able to permeate the environment and mediate in daily life 

is through the use of RF devices. 

Conceptualizations of the integration of computing into everyday objects and 

daily routine have included ubiquitous computing (Weiser 1991), ambient intelligence 

and the Internet of Things.  Each describes projections of an animate environment, 

connected by a vast array of networked devices working in tandem to create it.  A group 

of heterogeneous localized devices are brought together to form a globalized network of 

everyday devices in communication with each other.  Individual devices are linked into a 

global network that can understand them, allowing for smooth functioning within a 

network operating as a seamless whole.  In this way, the pervasive character of 

computing is acknowledged and questions about the form and function of computing 

within our environment considered.  

The Internet of Things is a model that has been tested with the use of RFID as a 

technology that enables the connectivity of “things”.  Gershenfeld et al. label this type of 

connectivity “ interdevice internetworking” (2004: 78) and use it to describe a complete 

and perfectly operating Internet of Things: and Internet-0 (ibid).  The usefulness of 
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imbuing originally inanimate objects with computational capacities and connecting them 

to a network of like-devices was explored on the University of Washington campus when 

students created a microcosm of the Internet of Things in a four-week, building-wide 

study (Welbourne et al 2009).  The purpose of the study was to provide students with a 

practical attempt at living in a complete Internet of Things: to measure the usefulness of 

the network, examine the reliability of the technologies involved, determine if an Internet 

of Things was a worthwhile venture in terms of real world application, and to establish 

whether it was a valuable and enjoyable enterprise.   

The ‘RFID Ecosystem’ involved the tagging of all student, staff, and faculty 

participants, and their desired belongings, in an effort to learn about the practical benefits, 

and emerging social issues, of participating in a complete Internet of things.  The 

hypothesis of the experiment was that an RFID-enabled environment would radically 

transform the way daily activities are performed through the provision of detailed 

knowledge previously inaccessible.  The challenge was to turn the wealth of mundane 

information collected into meaningful data that serves a practical purpose.  With such 

things in mind, the small scale Internet of things was built to include several social 

applications to increase convenience in daily life.  One practical example might be 

pinpointing the location of lost car keys, or having the coffee maker turn on as you enter 

the building.  The experiment was largely successful in that the findings demonstrated 

users were provided with significant incremental functionality in all the applications 

being tested (52).  The participants found the RFID system helpful in its construction, 

maintenance, and easy retrieval of a time and space log stored about their bodies and 
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items.  Participants also enjoyed the regular technophile “play” with the system and often 

engaged in testing in which situations the systems would demonstrate the most value.     

A similar experiment involving the construction of an operable Internet of Things 

was conducted by Gershenfeld et al. (1999) to test the value of RFID for practical 

application.  In a demonstration at the White House Smithsonian as part of a panel 

presentation concerning the future directions of technology, Gershenfeld and his team 

built a “smart bathroom shelf” which could detect pill bottles, remind people to take their 

medication, place an order to the pharmacy for refills as necessary, helping to solve 

problems associated with healthcare compliance (78).  Designed with elderly care in 

mind, the Internet of Things demonstrated its value as a network that could potentially 

save lives.   

Technophile supporters of RFID tout promises of the mediation of everyday 

activities by RFID technologies.  Objects animated by RFID will augment and facilitate 

the conduct of domestic activities.  “Smart machines” will assess how long food needs to 

be cooked, or clothes need to be dried (ibid).  In these instances, the fact that objects have 

become knowable in new ways is evident.  Animated objects are individually identifiable 

and an increasing amount of information connected to their location in time in space is 

captured, maintained and shared.  

There have been several integrations of RFID into daily living.  We carry RFID in 

our wallets, in our clothing, in our car keys.  We depend on it to use our debit and credit 

cards, to open our garages, and to access secure locations with our key fobs and identity 

cards.  Increasingly, RFID is everywhere.  With the initiatives discussed in chapter one, 

for example the WalMart mandate that called for the mandatory tagging of items from 
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three hundred of its primary distributors, the animation of objects by RFID is certainly 

significant.      

The current standard in the coding of objects with RFID devices is the Electronic 

Product Code (EPC) (Dodge and Kitchin 2001).  All RFID tagged items within the EPC 

have the capacity to communicate with each other.  When successful, they produce a 

richly detailed and automatic account of various pieces of information about tagged 

objects, communicated by and between objects, regarding their positioning in time and 

space.  The result is a data trail that is stored, logged, and capable of retrieval.  Formerly 

unnoticed and unrecorded information is made available within the EPC boasting 

promises of greater convenience and efficiency to daily routines (Dodge and Kitchin 

2011).  The more objects tagged with RFID within the same network, the greater the 

innovations the system will be capable of producing.  For the moment however, the main 

point to be garnered is that there is an increasing animation of objects by technology, and 

the primary facilitating technology of this is RFID.   

 

2.3 (Re)conceptualizing surveillance in increasingly technological societies 

Thrift’s automatic production of space, Dodge and Kitchin’s appraisal of the 

importance of software, and Gershenfeld et al’s Internet of Things are concepts that may 

aptly be delineated as a part of what Bauman has labeled ‘liquid modernity’ (Bauman 

2000).  Liquid modernity is characterized by mobility and, among other things, flows 

brought about by electronic mediations in the digital network.  Like Thrift, Dodge and 

Kitchin, and Gershenfeld et al, Bauman locates the contemporary period within a time of 

alteration.  Most notably, Bauman marks a passage from the solid to a liquid phase of 



       38 

modernity in which social forms are no longer expected to keep their shape and no longer 

serve as long-term models for action (ibid).  In a liquid state, traditions and customs lose 

their perceived solidity in a collapse of the long-term.  Social structures, bonds, and 

communities become fragile, no longer possessing the characteristics of a solid.  They are 

temporary, ebbing and flowing like the currents of a river (ibid).   

This weakening of structures has notable consequences for the individual who is 

no longer grounded in the customs and traditions that previously gave them shape.  Life 

exists in a constant state of flux, a river of fragments disconnecting people from past 

customs.  In liquid modernity, the citizenship of the subject is all but removed in the 

shifting of responsibility away from the state and onto the individual.  This marks the 

production of the self-interested consumer, whose habits and goals are as liquid as his 

citizenship.  Herein, flexibility is key as Bauman explores the changing lives of the 

individual in transition from a solid to liquid phase of life (ibid).          

Notions of liquidity resonate with significant aspects of contemporary 

surveillance.  An increasingly technologically mediated phenomenon, surveillance 

measures are greatly entwined with the characteristics of the world described by Bauman.  

While Bauman is not considered a surveillance studies scholar, Lyon (2010) 

demonstrates the way his various works on the ‘liquidity’ can be applied to better 

understand the current operations of surveillance.  Traditional forms of surveillance are 

transformed by the integration of software into their processes.  New forms of automated 

surveillance work with minimal human intervention and are increasingly pervasive.  In 

this way, automated mechanisms of surveillance work on a level that is best characterized 
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as liquid (Lyon 2010).  Lyon here refers to ‘liquid surveillance’, in direct connection with 

Bauman’s work on visibility and liquidity (Lyon 2010).  

Liquid surveillance operates within increasingly digital societies.  Even apart 

from the fluidity of operation, there is a congruency in the growth of networked societies 

and the expansion of surveillance.  Indeed, these are two sides of the same coin.  

Surveillance is inherent in the technological infrastructure as information collection is an 

inherent aspect of liquid societies.  As such, surveillant technologies can be seen as 

helping to constitute the shape, appearance and function of the world as it is currently 

interpreted. 

Lyon’s discussion of surveillance as an organizing principle of modern society 

describes its features as increasingly mutating and malleable, data-flowing and 

fragmentary, characteristics that allow surveillance to “flow” (Lyon 2010: 330).  These 

types of surveillance are markedly different from earlier forms of more tactile 

surveillance, as in Weberian paper record keeping or Bentham’s panopticon, in which the 

operator and physical design of the tower had much more importance in the surveillant 

process.  The liquid forms of surveillance characteristic of contemporary times are 

increasingly mobile, operating on several levels and doing so in ways that are 

increasingly hard to detect, much in line with the invisibility of operation described above 

by Thrift in his description of the silent mediation of technology in nearly all aspects of 

daily life.  This new transparency affords a heightened appetite for data collection.   

Marx’ (1988) discussion of this “new surveillance” speaks to the way that 

technological integration into surveillance measures are going beyond traditional notions 

of space and time.  Data flow removes boundaries presented by physical barriers adding a 
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new element to mobile surveillance.  Technologies that store, retrieve, combine and 

analyze data help to remove the boundaries imposed by time, providing often real-time 

access to data flows.  As explored in chapter one, these traits are changing the shape, 

time, direction, scope, and function of surveillance in significant ways.  The increasing 

dissemination of RFID into the environment through the animation of objects is changing 

the shape of surveillance into a less invasive phenomenon that takes place in real-time, all 

the time.  The scope of surveillance is growing larger with the ability to collect and store 

an infinite amount of information, opening up traditional targets of surveillance to 

include everyone.   

 These traits led Deleuze to observe, briefly but famously, that a transition is 

visible from Foucault’s disciplinary societies into what he calls control societies (Deleuze 

1992).  In control societies, surveillance no longer has the same form, or function.  Its 

form is increasingly automated, and its function is increasingly concerned with data 

flows.  Marked by the way they organized space into enclosures (like schools, barracks, 

hospitals, prisons, etc), disciplinary societies promoted measures of control through the 

maintenance of closed environments.  The shift to control societies is largely about the 

shift away from fixed physical spaces and into forms of free-floating controls that offer a 

different form of confinement (4).  Such things designate a shift in the way data is 

captured and highlight the potential for a new dimension to the mobility of surveillance. 

Surveillance of mobility afforded by the integration of the digital into the social 

sphere is redefining surveillance as it denotes a change in both the space and time of data 

capture.  Deleuze’s observations signify a change in the location of surveillance out of 

the enclosure of physical spaces and into flows.  The flow of information signifies a 
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change in time as surveillance can act in increasingly anticipatory and preventative 

means.  The liquid landscapes in which surveillance is here described as operating within 

are a testament to what Kevin Haggerty and Richard Ericson (2000) call the “surveillant 

assemblage”.  The assemblage is thus named because of its differential structuring of 

power.  Traditionally, mechanisms of surveillance were thought of as existing in a 

pyramid scheme where power was exerted from the top down, exercised by the few in the 

control of the many.  The shape of the surveillant assemblage can be more likened to a 

plant growing rhizomically (Lyon 2003b: 162).   

Dodge and Kitchin (2011) use the metaphor of a shadow to describe the current 

capabilities of objects imbued with software in their capability to endlessly capture 

information.  Software has provided objects the ability to collect, structure, and process 

data in an increasingly efficient identification, monitoring, and tracking of other objects, 

people, and communications (2011: 87).  Much like the liquid metaphor, the shadow is 

meant to depict the fluidity with which information is collected, linked to other entities in 

the network, and processed as a part of a rhizomic assemblage of knowledge (ibid). 

In operation with mobile technologies, there are several changes to the way 

surveillance occurs.  It no longer happens primarily on the ocular level of face-to-face 

interactions, but is increasingly about technological surveillance of the mobile body.  

With the increasing integration of software into the environment, humans, through the 

tagging of their possessions, become linked together in a network of communication in 

what Browne (2005) has called the “identity-industrial complex”.  According to Browne, 

the operation of surveillance and mobility regimes within the context described above is 
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turning individuals into data by digitizing body parts in a process increasingly in line with 

security imperatives of the state (Browne 2005).   

In line with other thinkers this calls attention to the body as a primary object of 

surveillance in an increasingly digital world. “The concept of liquid surveillance captures 

the reduction of the body to data” (Lyon 2010: 325).  The increasing animation of objects 

with software facilitates new ways of visualizing the body.  The digital environment 

operationalizes the gaze of surveillance along frameworks unchallenged by the 

boundaries traditionally imposed by time and space.  

 The track and traceability of all things denotes the ability of communications 

devices, acting as mechanisms of surveillance, to operate on a level unrealized 

previously.  While the reasons for this and how it appears will be discussed in some detail 

in chapter three and four’s discussion of RFID in its operation along the framework of the 

digital sublime and risk management respectively, for the moment it is important to 

conclude in recognizing the ways in which the body’s position as a primary target of 

surveillance is growing.  Chapter five will return to the lived reality of the embodied 

individual disproportionately submitted to the gaze of surveillance. 

 

 2.4 Conclusions  

 As computational capacities are increasingly imbued in “things” the techno-social 

landscape is undergoing alteration.  The dispersion of technology into the environment is 

increasingly mediating daily actions in taken for granted ways.  More and more, the 

“satisfying”, or unnoticed technological mediation of routine activities is making 

significant changes to the shape and appearance of the world.  Without the constraints 



       43 

imposed by time and space, an enhanced visibility is made possible through the real-time 

track and traceability of all things within the network. 

Mobile technologies are now a key ingredient in the operation of modern 

surveillance techniques (Dodge and Kitchin 2011: 86).  These characteristics of the “new 

surveillance” are of course brought to fruition through the capabilities imbued by RFID. 

RFID-enabled surveillance devices are bringing fundamental alterations to the way 

information is gathered.  Data gathering can now aptly be characterized as liquid in its 

ongoing and uninterrupted flow.  Software-imbued surveillance devices capture data on a 

level previously unrealized, making contemporary practices of surveillance inescapable.  

They capture an increasingly wide range of data through the communication of objects 

along the ever-expanding network of animate devices that catalogue communications in 

both time and space.   

 To this end, understanding the increasingly intimate role of technological 

mediation within the surveillance dynamic has proven considerably useful.  The changing 

shape, nature and characteristics of computing that have facilitated its transition “out of 

the box” and into the environment has brought what some argue are revolutionary 

changes to the way that surveillance takes place (Hayles 2009).  Indeed, both the 

environment, and methods of surveillance within it may appropriately be described as 

“liquid” (Lyon 2010).  The free-floating nature of technologies has had significant effect 

on how, when, where, and on what, surveillance focuses.   

Within this type of digital environment, we conclude by noting the ways that 

these changes have led to the development of the body as an increasing relevant site for 

the targeting of surveillance.  Objects we use, carry with us, and wear on our person, are 
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increasingly animated by RFID.  The growing animation of “things”, and their 

subsequent display of agential characteristics, is reconfiguring data collection and 

knowledge formation pointing to the need for increased analysis and policy amendments 

to interrupt the unabated spread of RFID into urban infrastructures.  While RFID may in 

some ways be considered an ambivalent technology whose applications are being 

implemented firstly toward increased efficiency and convenience as an identification 

technique, the attributes of the socio-technical environment subsequently created and 

outlined above has significant consequences for increased surveillance that demand 

inspection into the rationale behind the development and implementation of RF 

technologies.   
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Chapter 3: The Myth of RFID 

“Today, we are witnessing the early turbulent days of a revolution as significant as any 

other in human history.  A new medium of human communications is emerging, one that 

may prove to surpass all previous revolutions – the printing press, the telephone, the 

television, the computer – in its impact on our economic and social life.” 

  Tapscott 1996: xiii 

 

 3.1 Introduction  

The spectrum of ideas generated about the rise of the digital realm has produced a 

common thread in academic literature that speaks to being on the cusp of a monumental 

change comparable to the 18th century industrial revolution.  The printing press, the steam 

engine, and now computers have been heralded by their proponents as technologies of 

great significance.  Most recently, digital technologies are assumed to be privileged with 

the ability to have an immense impact on social processes.  The imagery surrounding the 

expansion of information and communication technologies into the environment 

promises “anytime, anywhere’ connectivity.  Just as the advent of the steam engine 

brought with it ideas about the transformation of the world through the conquering of the 

boundaries traditionally imposed by space, the contemporary surge in the integration of 

the digital into the natural landscape has brought about similar ideas concerning 

connectedness.   

On the one hand, the revolutionary potential of the digital realm is seen as a site of 

emancipation and freedom.  This is born from considering the greater leveling in access 

to knowledge and opportunity.  Greater ease of access to the Internet through public 

service portals expanding to all areas of the globe means an increasing range of people 

are granted access to knowledge.  The boundaries imposed by time, space and politics are 
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perceived of as conquerable, removing traditionally imposed limits of information 

sharing.  On the other hand, opponents of the revolutionary potential of the digital realm 

fear what it portends for privacy and anonymity.  For this group, ubiquitous connectivity 

threatens the traditions and customs that give the world its perceived solidity.   

No matter what side one takes, however, there is a clear sense that the digital era 

is quite often understood in extreme ways.  One scholar who criticizes this viewpoint and 

attempts to supersede it is Vincent Mosco.  Working in a fashion that goes beyond the 

dichotomous exploration of either technological breakthrough or pending disaster, Mosco 

conceptualizes the ‘digital sublime’ (Mosco 2000; 2004).  The digital sublime explores 

the idea that cultural mythologies exist as discursive regimes that serve to construct the 

way technology is perceived.  In doing so, Mosco makes several observations about the 

way in which myths often become integrated into reality and accepted to be true as 

cultural axioms.   

Working in the fashion suggested in chapter one by Sassen, Mosco helps his 

reader to understand technology from a perspective outside of the dominant material 

understanding by providing a cultural explanation.  In The Digital Sublime: Myth, Power, 

and Cyberspace (2004), Mosco suggests the deep-seated belief in the ability of 

technology to transport society into the next epoch is constructed and maintained by 

specific myths surrounding new technologies.  Myths that construct ideas about their 

capabilities and potentials are explored with reference to a history of ideas that 

accompanied the introduction of similar technologies thought to have the capacity to 

change the world in immediate and meaningful ways.  



       47 

The use of “myth” in the rhetoric of the digital sublime invites ideas about the 

falsification or rejection of these cultures as fictitious.  Herein, myth should be 

understood as an integral part culture and thus of the way any part of society should be 

properly examined.  Following MacIntyre’s (1970) conviction that myths are neither true 

nor false, but should be understood as living or dead, we should consider that “live 

myths” are those that give meaning to human life and represent important parts of the 

collective mentality of the times by lending a certain coherence to it (Mosco 2003: 3).  

This analysis is not about proving myths false, but more about what the myth means, and 

how it provides important narratives that determine the way a technology is perceived.   

This chapter will utilize Mosco’s digital sublime as a tool for analyzing the 

significance of myth as it relates to the way RFID is understood.  As a technology that is 

rapidly being disseminated into the environment, Mosco’s digital sublime acts as a key 

analytic tool for understanding the rationale behind RFID’s expansion across a variety of 

applications.  RFID is explored for its operation along a framework of the digital sublime 

as a part of a two-fold process in which it simultaneously is absorbed into, and constructs 

the myth.  In other words, RFID technologies both produce, and are produced by, the 

digital sublime.      

Calling attention to the cultural mythologies in which RFID is absorbed is not 

done with an aim toward the deconstruction of these discursive regimes.  Instead, it is 

meant to consider the rationale behind the implementation and operation of RF 

technologies.  While the goal of this analysis is to provide a more holistic understanding 

of the way RFID operates it will also necessarily serve to intervene on the vast 

implementation of RFID into the environment, which has so far been largely 
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uninterrupted.  While this analysis alludes to several of the moral and ethical downfalls of 

the use of RFID, these things are not taken up in detail until chapter five. 

The chapter will begin by examining the idea of myth as it pertains to 

understanding technology.  Mosco should be considered a staple to this approach, and his 

work on the digital sublime will be explored in some detail.  Second, the idea of the myth 

will be applied directly to the case of RFID.  The specific myths believed to support and 

guide the construction of ideas about RFID is analyzed with particular emphasis given to 

current applications of RF technologies.  Applications are analyzed for their connection 

to a perceived belief in the technology’s capacity to conquer the constraints traditionally 

imposed by time, space and power.  

 

3.2 The end of the world: making sense of the hyped “Digital Era” 

 As prompted by Sassen, the attitudes, beliefs and behaviours of a society must be 

explored in order to garner a more nuanced understanding about matters related to 

technology (Sassen 2002).  Echoing this sentiment, Mosco suggests that in order to 

understand technology we must “see vigilantly with both eyes” (Mosco 2004:10).  To 

stick with Mosco’s metaphor, much of contemporary information written about 

technology focuses with “one eye” on the material components, or the physical 

characteristics of technology and their governing rules of use.  Mosco encourages us to 

also focus the “other eye”, and lend critical attention to the cultural components that 

mediate how we think about the virtual realm (ibid).  In this fashion, he attempts to make 

sense of contemporary understandings of technology. 
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Corporate culture in the Global North promotes the idea that the digital era has 

immense transformative powers.  Literature, news media, and popular culture often tout 

the common theme that we are on the cusp of an information and communication 

revolution comparable in significance to the Industrial Revolution.  Mosco (2000; 2004) 

examines why this belief is such a prominent one.  Extending the work of David Nye 

(1994), Mosco posits the notion of the digital sublime (2000; 2004) to account for the 

reasoning behind the willingness, and indeed eagerness, with which those in the Global 

North demonstrate a strong belief in the potential of technology to act as the catalyst to 

revolutionary change. 

Traditionally, notions of the sublime have been connected to natural wonders of 

the world: the Grand Canyon, Niagara Falls, the Great Barrier Reef.  In his discussion of 

contemporary understandings of the sublime, Mosco turns to the human-constructed 

world of the technological (Mosco 2004: 23).  Within the last few decades, the increasing 

integration of the digital into the natural landscape has been accompanied by a strong 

sense that there is a transformation occurring in the way both day-to-day activities are 

performed and worldly transactions are occurring.  To this end, Mosco suggests that 

technology is understood vis-à-vis a series of myths that construct the perception of 

technology (Mosco 2004).  

Myths play a critical role in making sense of the physical world, particularly when 

it comes to complex abstractions like the ones conjured by virtual worlds and the ensuing 

attempts of the common public to grapple with ideas about the meaning of things like 

“cyberspace” (ibid).  Myths are stories that help people deal with the inconsistencies in 

life that can never be resolved.  They are the stories we tell ourselves to make conditions 
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seem more suitable.  For example, the myth of the American dream that speaks to the 

comfort of the day-to-day routine, while simultaneously bringing attention to the need to 

transcend routine.  Myths are a response to the limits of the human mind to suitably sort 

and categorize the information (ibid).  They help give meaning and order to reality; help 

us comprehend the incomprehensible.  In this respect, myths should be considered a 

necessary part of managing human life in socially coherent ways (ibid).    

This sentiment highlights the importance of the role myth plays in structuring the 

way things are perceived.  Postman maintains this opinion in his declaration that human 

intelligence comes from our myth-making ability (Postman 1996: 6).  We make sense of 

our past, contemplate our present, and give meaning to our future through the expert 

construction of these narratives (ibid: 7).  In this light, myth is a necessary part of making 

sense of the physical world by providing a sense of cohesion and consistency without 

which we would be constantly engaged in acts of contemplation.  This is why, as Mosco 

(2000; 2004) points out, myth should be understood as an integral part of culture, and an 

indispensable part of understanding what underlies attitudes, beliefs and actions.        

The digital sublime has a firm grip on the thoughts and practices of the Global 

North.  It has successfully normalized the idea of a linear progression in intellectual 

development as represented by technological advancements (2004: 15).  In other words, 

there is a tendency to assume that the future will bring steady social evolution through the 

continued implementation of information and communication technologies.   

The Deleuzean reflection that “types of machines are easily matched with each 

type of society…because they express those social forms capable of generating and using 

them (Deleuze 1992: 6) speaks to the inclination of technologically oriented societies to 
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employ any and all technologies available to them.  It is a point about the “bleeding 

edge”, or staying at the very forefront of technological development, and sheds light on 

the position of the digital sublime as a centralizing myth.  

The operation of the digital sublime as a discursive regime involves ideas about 

progress, the “expert” voice of science, and the capacity of technology to be 

revolutionary.  It relies on the fashioning of specific ideas about the power of technology 

spun from within academia, politics, the business world, and by institutions.  Myths gain 

power through these portals and become self-sustaining and self-aggrandizing.  They take 

on an increasing amount of power with the amount of time they are believed, until they 

become permanent in their position as taken for granted truths (Mosco 2004).  

Understood as positive in its emancipatory potential, negative in its capacity to 

threaten privacy, or from anywhere in between, the myths surrounding technology are 

consistently powerful.  Critical examination serves to “loosen the powerful grip of 

myths” on the mind by destabilizing the ideas about technological progress that currently 

appear so solid (15). Therefore, in an effort to shed light on the place of RFID in its 

current state of application, and give a more educated direction to its future, we must first 

examine the prominent myths that construct our understanding of it.   

The myth about the digital sublime should be studied in connection with the three 

“end-of” myths that define it, argues Mosco: the end of history; the end of geography; 

and the end of politics myths.  These have contributed to the widely circulated claims, 

within popular media outlets and academia alike, that information and communication 

technologies have the transformative power to redefine time, space, and power through 

the bridging of social divides and the flattening of uneven power distribution.   
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The myth of the end of history speaks to the idea that the changes brought forth 

by the digital era means an end to the way time is traditionally understood and recorded.  

It celebrates a transcending of the constraints that have historically placed limits on the 

speed of communication.  There have been a plethora of “time-ending” technologies 

throughout the ages.  Beginning with the telegraph, and continuing with the advent of the 

telephone, the radio and the television, new information and communication technologies 

have been celebrated as the end of waiting to share information.  Now, with the so-called 

arrival of the information age or the digital world, myths about the end of history are 

again taking hold.  Digital technologies offer the promise of the easy transmission of 

information in real-time: ubiquitous connectivity.   

The myth about technology that celebrates the end of geography speaks to a 

rupturing of spatial constraints.  This view was touched on in chapter two’s discussion of 

the movement of computation out of the box and into the environment, and the 

accompanying fusion of digital into natural landscapes as described in Thrift’s account of 

the full-blown standardization of space (Thrift 2005).  The resultant ubiquity of 

connectivity, both in terms of the immediacy of real-time and long-range connectedness 

(recall Thrift 2005), speaks to the myth of the end of space, or at least the perception of 

geographical spaces as being separate.  A sentiment that led Friedman (2005) to 

popularly claim that the contemporary “world is flat” in his History of the Twenty-First 

Century, an affirmation to the defeat of distance by technology.     

The myth of technology that celebrates the end of politics speaks to politics 

broadly as the totality of social relations in their perceived solidity as the way they 

construct the perception of power throughout the world.  The end of politics thus 
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celebrates the end of the social constraints, an evening out of power distribution, and an 

equality of access to information (Mosco 2004: see chapter 4).  Rather than a genuine end 

to politics or government, the myth advances the idea that the identity roles that people 

attach themselves to (be it political, religious, familial, racial, etc.), traditionally 

conceived of as hierarchical, are being reconfigured into webs in a neutralization of 

authoritative power.  

Together, the “end-of” myths encompass the myth of the digital sublime, arguably 

one of the dominating narratives of technologically oriented societies.  The digital 

sublime celebrates the idea that information and communication technologies have the 

ability to allow the exchange of information anywhere in the world, efficiently and 

rapidly, with no restrictions, and total security.  The significance of space and time are 

reduced to nothing and the communication of vast amounts of information is thought of 

as simple and seamless.  Following from this exploration of the digital sublime, practical 

applications of RFID that operate within, and contribute to the construction and 

maintenance of these myths, are discussed below.     

 

3.3 The myth of RFID 

 3.3.1 Introduction 

In what should now be recognizable as rhetoric of the digital sublime, it has been 

claimed that “RFID will have a pervasive impact on every aspect of civilization, much 

the same way the printing press, the industrial revolution and the Internet and personal 

computers have transformed society” (Duris 2003).  This is a popular sentiment amongst 

RFID advocates.  There is a sense that RFID, in both its real and portended capacities, is 



       54 

making extreme changes to the world.  This is the sentiment garnered from the name of 

one of the leading companies in the manufacturing and distribution of RFID 

technologies.  Applied Digital Solutions, a Florida-based company, gained momentum in 

the RFID field after opening VeriChip and the launching of human-implantable RFID 

devices in the wake of 9/11, as referenced in chapter one.  Marketing itself as the 

“solution” begs the question: to what problem?  But within the culture of the digital 

sublime, and the almost religious-like status with which technology is considered, there 

need not be such questions.  Faith in technology coupled with a desire to be brought out 

of the banal and into the sublime provides a general understanding as to the rationale 

behind the vast implementation of RFID technologies.  

RFID can be understood as a prevalent contributor to the myth of technology as 

outlined above.  In its current and projected state, the idea of RFID is one that speaks to 

the promise of technology to transport us out of the banal and into the sublime.  RFID’s 

wide range of applications paired with the amount of critical, scholarly, news and popular 

media attention it is given, speaks to the capabilities of RFID that are going to bring us 

closer to realizing the “end-of” myths.     

This section analyses current applications of RFID through the lens of the myth of 

the digital sublime, offering a window into the ways RFID operates as myth and the 

reasoning behind continued implementation.  Here, the importance of the digital sublime 

is substantiated through the study of RFID’s practical application: the myth offers vast 

potential as a narrative for understanding information and communication technologies in 

general and RFID specifically.  This analysis adheres to Mosco’s vision of looking at 

technology with “both eyes”.  Chapter two’s exploration of the material component of 
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RFID technologies is substantiated by a cultural recognition of the technology’s place 

and function in society.  The digital sublime is called upon first in an effort to evaluate 

the sublime promises of RFID’s transformative capacities and second, tempered by the 

material limitations of the technologies current capabilities. 

The myth of RFID is built by news media and academic accounts that speak to 

RFID’s success as an identification technology.  Gaining popularity in the manufacturing 

industry, as explored in chapter one, the myth of RFID began to gain momentum and 

spread into other arenas as well.  Success stories that emphasize the ability of RFID to 

bring us out of the banal and into the sublime serve to further the myth surrounding 

RFID’s transformative powers and solidify RFID’s growing permeation into the 

environment. 

There is a long list of stories told about RFID that celebrate its contribution to the 

end of history, geography and politics.  One particularly noteworthy celebration comes 

from Gershenfeld et al.’s (2004) conception of the Internet of Things. Gershenfeld’s 

Internet of Things echoes a utopic vision of a perfectly operating digital society 

witnessed as outlined in chapter two.  Here, an ultimate connectedness is achieved 

through ubiquitous computing and the world becomes understood as a network of objects 

in constant, real-time communication with each other.  While a complete Internet of 

Things has not been realized, and indeed, not grabbed hold as a dominating myth holding 

collective thought in the Global North, it is important to acknowledge its contribution as 

a driving force in the embodiment of both the power and mythic status of information and 

communication technologies. 
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The Internet of Things is an idea born from the myths that celebrate the end of 

history, geography and politics.  A complete Internet of Things speaks to a leveling of 

power, through an evening of access to knowledge which happens partially through the 

erosion of traditional notions of space via electronic connectedness, and partially due to 

the eradication of the conventional barriers imposed by time via real-time connectivity.    

RFID is the primary enabling technology of the Internet of Things, and thus a leading 

contributor and perpetuator of the myths that celebrate the end of history, geography and 

politics.   

In the following section, some of the current applications of RFID are explored.  

The rationale behind the technology’s implementation is examined with reference to the 

digital sublime and specific attention is given to the way in which these “success stories” 

serve to produce and maintain the growing myth of the function and role of RFID 

technologies.  The examples sited are not an exhaustive list of RFID applications that 

contribute to the digital sublime, but were chosen to provide coverage of current 

applications with enough breadth to demonstrate the value of viewing RFID through the 

lens of myth.    

 

3.3.2 RFID and the end of time 

One particularly prevalent application of RFID has come from its appropriation 

by the medical sector.  The last couple of decades has seen a steady push toward the use 

of electronic health records (EHRs) with the promise of enhancing efficiency of 

documentation and recall time (Linder et al. 2007; Jha et al. 2006; Gans et al. 2005).  In 

2004, then president Bush announced his plan to ensure that all American health records 
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would be electronic within the decade (Terry and Francis 2007).  While this has not come 

to fruition, several strides have been made toward this end and the use of EHRs is on a 

steady incline.   

This is reflective of a larger trend in health care that marks a shift toward the 

digitization of hospital activities.  Hospitals are making several new investments in 

information and communication technologies.  The most notable of these digital additions 

are RFID-enabled.  For example, the real-time monitoring of hospital staff, equipment, 

and patients by RFID technologies is increasingly being implemented in North American 

hospitals (Monahan and Fisher 2008; 2010; 2011).  RFID tags are attached to important 

machines, medical equipment, to staff ID badges, higher grade medicines, patient and 

new born ID bracelets, and some times even implanted under the skin for emergency 

patient identification (Monahan and Fisher 2010).     

The digital sublime can be used to justify the implementation of RFID systems 

into the hospital setting.  The culture of health care is deeply influenced by the myth of 

technology.  Hospital administrators are seduced by the promise of technology to lift 

them out of the banal and into the sublime.  Within healthcare, the development and 

utilization of new technologies takes precedence (Fuchs 1968).  This “technological 

imperative” is directly related to the belief in the transformative capacity of technology to 

have a positive impact on health care delivery by conquering the boundaries of time, 

which within the hospital is considered so important to the saving of lives.  This obliges 

healthcare administrators to utilize all available technologies (ibid).  Building from 

Fuchs’ notion of the technological imperative, the moral imperative has emerged as a 

way to describe the feeling within hospital staff that the best form of patient care comes 
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from the use of the newest available technology (Kleinke 1998).  This idea is mutual for 

the patient who expects the latest in technological advancements to be used in their care 

(Hoffman 2002).  

These technological and moral imperatives in the health care system are perceived 

as leading to the end of history in another way as well.  With the use of RFID in patient 

identification, the role of the patient has been diminished.  A privileging of RFID 

technology over the human narrative is evident (a point to be taken up in some detail in 

chapter five).  The identity of a patient through an RFID enabled bracelet, or 

subcutaneous RFID tag, is then connected to an electronic health record.  Qualitative 

research demonstrates that if there is a conflict between what the patient is vocalizing and 

what the electronic record is showing, the doctor will go with the information provided 

by the machine (Monahan and Fisher 2010: 373).  This diminished trust in patients is 

supplemented by an enhanced belief in technology, arguably stemming from the myth of 

the digital sublime.        

The stories that are used to advocate for the advancement of RFID into health care 

settings are those that deem RFID to be a transformative tool toward time saving and 

efficiency.  RFID promises to “translate all hospital activities into discrete, measureable 

units that can soberly be managed from afar” (Monahan and Fisher 2011: 548).  This 

operates under the principle that, “if you can measure it, you can manage it” (ibid) and 

speaks to an inflation of RFID’s capacity to carry and transmit information.  Implemented 

as a way to improve the quality of health care by increasing efficiency by decreasing time 

spent by staff in physical labour, RFID is used as a tool to combat time, an important goal 

for every hospital. 
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 The implementation of RFID is being driven by these myths. However, as 

qualitative research has demonstrated, the reality of RFID-equipped hospitals is anything 

but sublime.  The case study of over a hundred hospitals in North America identifies 

problems ranging from technical difficulties like limited responsiveness, to ethical 

situations such as the increased surveillance of nursing staff (Monahan and Fisher 2011; 

2010; 2008).  Further, nurses frequently complain that the systems are not tailored to their 

specific needs, and are creating more work rather than making contributions to efficiency 

(Monahan and Fisher 2011: 551).  Hospital staff are cited as often ignoring RFID alarms 

that signify the movement of equipment as they are already overburdened by their other 

responsibilities (548).  Similarly, staff have reported that the RFID systems often cannot 

locate equipment when prompted and more time is wasted having to consult the RFID 

system and then having to locate the item manually (ibid).  Yet these systems continue to 

be implemented by hospital administration that, in the culture of the digital sublime, feels 

pressure to stay on the “bleeding-edge (Monahan and Fisher 2011).   

Belief in the promise of RFID technology to bring us into the sublime has created 

a disconnection between the “solutions” RFID is said to offer and problems faced by 

hospitals.  Indeed, the case study of RFID use in North American hospitals demonstrates 

that RFID is being implemented as a solution to problems that do not exist (Monahan and 

Fisher 2008: 178).  Since each hospital is unique, the problems encountered by hospital 

staff and administrators are also specific to their situation.  RFID systems are employed 

on a general basis instead of being tailored to specific hospital issues.  In this way, the 

implementation of RFID can be understood to be based on the myth of the technology’s 

efficacy and its potential to eliminate time in the work place.   
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The myth of RFID that celebrates the end of time extends beyond the hospital as 

well.  For example, Vice president of Motorola, Ron Hamma, thinks the Motorola-

Master-Card phone (an RFID equipped device) will be the end of the wallet.  Pilot 

projects using cells phones for financial transactions are well underway with a few 

hundred US residents testing out the products.  Ideas to utilize RFID in these ways are 

born from a marked rise in the popularity of using RFID in credit and debit cards.  

Increasingly, gas and loyalty cards throughout Europe, the U.S, and Canada are using 

RFID as a popular method of payment to save time.  In extreme cases, nightclubs in the 

Netherlands, Scotland, Spain and the US have been documented as offering their VIP 

patrons the chance to be implanted with RFID tags to make drink ordering and payment 

more efficient (Foster and Jager 2007).  

While the technology is still in its infancy, an increasing number of people are 

using RFID to experience their living environments in more interactive ways.  RFID 

devices are cheap, easy to install, and apparently of keen interest to a large body of 

people.  A multitude of RFID manuals, as well as online guides and forums, help the 

average user find new and innovative ways of using RFID to interact with their 

environment.  

 Popular uses include do-it-yourself keyless house and car entry, secure computer 

access, the automation of appliances such as televisions, coffee makers, and stereos 

through which you can choose to activate upon home entry.  While these examples 

belong to creative recreational activities and interesting ways of being interactive with 

one’s home and belongings, they can also be considered to be drawn from the end of 

history myth in which RFID is perceived as a time-saving technology.       
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The popularity of RFID use that has propelled it out of the manufacturing chain 

and into the realm of do-it-yourself activities is the same myth that operates in the 

collective.  Namely, the idea that RFID technologies have the potential to change daily 

routine in important and innovative ways speaks to a belief in RFID’s transformative 

powers.  Having an interactive house that makes coffee upon your entrance, and a car that 

warms itself up before your Canadian winter drive to work are individual battles against 

time.  Trying to save those precious hours outside of the daily grind and spend time with 

loved ones acts as a driving force to which RFID offers time-saving solutions.  It is the 

popularity of representations that speak to the wonders of RFID’s potential that continue 

to build the myth of RFID in the public eye.  The following “stories” made public about 

RFID’s successes and capabilities extend the strength of the myth. 

 A minority of recreational users have implanted themselves with RF devices as 

interesting ways for technophiles to beat the limits imposed by their physical bodies.  In 

one highly publicized case, Kevin Warwick, a professor at the university of Reading in 

the U.K, was amongst the first known implanters, receiving a chip in 1998.  Warwick 

used tags to monitor his location as he moved throughout the university and to make the 

building interactive to his presence.  He had doors electronically open as he approached, 

received electronic greetings at desired locations, and had the implant act as a key to 

accessing secured locations and his computer (Woolnaugh 2000).   

 Similarly, Canadian Nancy Nisbet had herself implanted with an RFID device in a 

highly publicized artistic venture to demonstrate what she deems to be the more 

unsettling interactions between human and machine (see Nisbet 2004).  Here Nisbet 

demonstrates the desire of those in the Global North to fight against the restrictions 
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imposed upon their human bodies by time, space, and power and what it means to combat 

these in a fusion of man and machine.   

At George Washington University, “home of the 21stC”, research is in progress to 

show how technology can change the way we live out our day-to-day lives.  The WeSC 

Karmatech project introduces RFID technology into running shoes to make surroundings 

more interactive. With the advent of X10 software, existing electronic devices are 

increasingly able to work with RFID.  This has been part of an effort to solve the larger 

problem of interoperability and getting things to all work together by getting all machines 

to talk to each other (Melanson 2011).  The RFID-tagged shoe sends information to the 

user’s social networking devices like Facebook or Twitter and conveys messages about 

location and the like.   

Similarly, in April of 2011, Apple was granted a patent for embedding an RFID 

reader into the touch display on the iPhone.  This is part of Apple’s desire to eventually 

replace employee security badges and allow entry to secured areas by having your phone 

in your pocket (Grothaus 2011).  Other intended uses include credit and debit card 

payment systems and data sharing features that allow information between RFID-enabled 

phones to be traded quickly and easily (ibid).  The implantation of RFID devices is 

considered commonplace to smartphones and their capabilities and uses are expected to 

increase exponentially in the next couple of years (ibid).   

Other companies are trying to take advantage of the promises embodied by RFID.  

For example, Coke companies are using RFID to tell them something about their 

consumers as well.  In California, Georgia and Utah, drink dispensers are keeping track 
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of their customers’ favourite drinks by transmitting information on their choices over a 

private wireless network (Weier 2009: 28). 

 The retail chain TOP Food & Drug in Washington is using RFID-enabled loyalty 

cards to provide services that surpass the average loyalty card’s benefits.  The RFID-

enabled cards offer recall notifications, refunds of prices that drop after a sale, refunds for 

dissatisfied cardholders, and much more (Swedberg 2009b).  Adopted in 2008, the 

system has expanded to permanent deployment in 14 stores with 60 percent of the 

customers in the stores applying for the cards.  Presumably, it is not just the store owners 

operating under ideas connected to the digital sublime in that the cards will provide 

enhanced consumer information, but the consumers as well, who are seduced by the 

increased benefits offered.     

The preceding stories are connected in their portrayal of the way the myth of 

RFID is being constructed.  They lend to an understanding of the ways success stories are 

causing people to believe in the ability of RF devices to make significant alterations to 

time.  These stories propel RFID into other similar applications while simultaneously 

feeding the myth that it is supported by.  The emphasized stories of success serve to 

reveal the ways the myth is gaining power in its vision as the sublime while 

simultaneously concealing RFID’s failures.  In these ways, RFID both operates within, 

and contributes to the construction of, the myth of technology that celebrates the end of 

time.  

 

 

 



       64 

 3.3.3 RFID and the end of place 

“No matter where you go, there you are”…with RFID 

Myths that advance ideas about the end of geography celebrate the rupture of 

constraints imposed by distance.  With the movement of computation out of the box and 

into the environment, as outlined in some detail in chapter two, the limits imposed by 

physical spaces are seemingly being overcome.  Over 200 billion RFID tags have been in 

circulation since the beginning of major sales some 20 years ago (Hightower et al. 2005), 

and there are predictions that over hundreds of billions of objects will be tagged by 2015 

(Das and Harron 2008).  It can therefore be said that RFID is playing a major role in the 

merging of the digital and the natural landscape.  It is these attributes and the perceived 

capabilities of RFID that contribute to its mythic status and the belief that RFID is 

leading to a “revolution as significant as any other in human history” (Tapscott 1996: 

xiii) and fosters a belief in RFID as being capable of eroding the solidity of geography.  

RFID offers affords a new kind of visibility. We are an increasingly ‘mobile 

society’ and the possibility for mobile surveillance is extraordinary (Bennett and Crowe 

2005).  RFID affords the ability to provide real-time monitoring of individuals and things 

as they move from place to place.  In this way, RFID can be understood as contributing to 

the “erosion of space” in its capacity as an identification technology to locate and process 

information about individuals and things irrespective of their location.  

The 2004 WalMart mandate that required 300 of its leading suppliers to equip 

product packaging and shipping crates with RFID has contributed to a transformation in 

the manufacturing process.  The real-time monitoring of products as they move through 

the supply chain and onto the shelf has boosted effectiveness by 63 per cent (Kuchinskas 
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2005).  In its perceived erasure of the space between manufacturer and distributor, RFID 

offers non-contact line of sight, in which the tags can be read in visually and 

environmentally challenging situations.  The location and state of tagged items can be 

under constant supervision via temperature sensitive RFID tags that can alert 

manufacturing and shipping staff to any unfavourable conditions the items might be in, 

such that the conditions may be remedied.  Also, each item is individually accounted for 

without opening any containers for visual confirmation.   

These capabilities have brought about a shift in the way that objects are monitored 

throughout the manufacturing and shipping process, and an accompanying shift in the 

way that the geographic configuration of manufacturer and distributor are understood.  

The seamless transferring of products removes many of the problems often associated 

with the transfer of objects across large distances.  It was these types of successes of 

RFID in the supply chain that allowed its potential to be recognized and for it to be 

propelled into other identification applications that can be viewed as eroding the barriers 

traditionally understood as being imposed by space. 

A similar story is transforming the world of transportation.  London’s RFID-

enabled Oyster card has been the scheme on the London subway station since 2003.  

Since then, about 80% of London transit travel is done with an Oyster card.  Cardholders 

are able to register their name, address and telephone number with their purchase of a 

card.  Travel information connected to the card’s unique identification number is 

recorded and stored for eight weeks, and often recalled by police as an investigative tool.  

A similar RFID-enabled transit card scheme is utilized in Japan.  Such systems are 
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indicative of the shift toward greater capabilities in the surveillance of mobility, an 

eradication of the boundaries traditionally imposed by space.  

More recently (2006), the same scheme has been proposed for the New York 

transit system.  A pilot project is currently being implemented by international 

conglomerate Citigroup (Ilett 2006).  In applying the myth of the digital sublime, it can 

be assumed that Toronto, as well as other metropolises, will follow suit in this shift 

toward further technologically mediated subway entrance in order to compete on the 

leading edge of these space eroding “solutions”. 

This type of mobile surveillance via RFID has spread to the automobile as well.  

The use of Intelligent Transportation Systems (ITS) allows for vehicle information to be 

communicated to RFID-enabled roadways with an aim toward electronic toll collection, 

law enforcement, or the provision of traffic information (Bennett, Raab, and Regan 

2003).  For example, Ontario’s 407 Express Toll Route is equipped with readers such that 

cars carrying RFID transponders may be receive discounts to their bill when using the 

highway.  Readers placed at every exit and on-ramp ensures that billing is properly 

processed according to the entrance and exit the car uses.  This speaks to an erosion of 

the barriers traditionally imposed by space and calls attention to the possibility to 

enhance mobile surveillance.     

While RFID does not operate along a unified infrastructure, there are specific 

cases of RFID with interoperable databases.  For example, government RFID projects 

such as the recent availability of RFID-enabled passports, and enhanced drivers licenses 

(which contain RFID) are connected to the same database along US-Canada borders.  

These devices are meant to allow for faster, more secure inter-border crossings.  In terms 
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of the provision of identity irrespective of place, RFID enhanced devices can be 

considered to disrupt traditional notions of space.  The interoperability of databases 

across the Canada-US border links information about the individual to his/her person, 

even as they move through space.  Enhanced driver’s licenses are already available in the 

United States, and four provinces in Canada (British Columbia, Manitoba, Ontario, and 

Quebec) and are in the preliminary stages of planning implementation amongst the other 

Canadian provinces.  Along this model, RFID can be considered to contribute to the 

myths that foster a belief in the end physical geography.    

 

3.3.4 RFID and the end of politics 

Erosions to the barriers imposed by politics are connected to those applications of 

technology that confront the way that social relations are conventionally perceived.  This 

has much to do with a perceived leveling in the hierarchy of power relations and an 

emancipation from the restraints imposed by identity that have previously acted as sites 

of tension and anxiety for undesirable members.  For example, the identity attached to 

race or religion that have often been positions of contention for their holders, is thought 

to be shed as technological identities are taken on.  Throughout history, each major 

development in information and communication technology has been heralded for its 

potential to transform democracy.  Now, with the increasing spread of RFID into the 

social sphere, it may too, be thought of in terms of its capacity to end all things political, 

or to be a motivating force in the equaling of power distribution. 

 There are several instances of recreational RFID use that fit this bill.  For 

example, for a few years in the early 2000s, the Baja Beach Club in Barcelona offered the 
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implantation of patrons such that they may receive drinks upon arrival and wave the cost 

of billing to an electronic account (Gossett 2004).  In some sense, the patron must have 

the proclivity to be there, they have to be of age, and afford the conveniences of social 

outings, but in another sense, the digitization of one’s identity “levels the playing field” 

once in the bar.  There is no struggling for the attention of the bar tender or playing 

favourites by the bouncer: things that often are affected by the way an individual appears.  

While identity discrimination may happen on a completely different level through the 

wearing of RFID devices (explored in chapter five), RFID should be considered to 

balance the identity hierarchy created by visual appearance within the nightclub.     

 Another example that allows more freedom for the RFID user, irrespective of the 

connotations traditionally attached to their identity comes from the use of RFID in elderly 

care facilities.  The more high-tech the care facility, the more freedom the residents are 

sited to have (Shellenbarger 2004).  The increased ability to track and trace the location 

of elderly wearing RFID enhanced bracelets in a retirement home in Milwaukee, Oregon 

allows for less restrictions to be placed on the residents and more freedom for them to 

roam and spend time “unsupervised”.  In some ways then, there are new freedoms 

afforded to the residents of elderly care facilities that utilize RFID.  This instance 

demonstrates a  leveling of rights in the sense that the independence and privacy of the 

residents is kept intact.  Such instances provide a good example of the ways that 

particular uses of RFID can be seen as contributing to the leveling of a hierarchy of 

power, and thus a celebration in the end of politics.  
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3.3.5 “Buying in” to the mythic status of RFID 

 Belief in the transformative capabilities of RFID to lead us into the next epoch, or 

to possess those characteristics capable of contributing to the “end of” myths has been 

widespread and varied.  In some instances, as in most of the cases explored above, the 

mythic status of RFID is touted by technophiles who desire the ubiquitous presence of 

RFID and believe in its potential to bring about social advancement.  On the other hand 

though, the mythic status of RFID has been the source of fear and has generated a 

considerable amount of concern about its potential. 

In 2004 the FDA approved the subcutaneous use of RFID in humans.  According 

to chief executive Scott Silverman of VeriChip, the corporation at the forefront of the 

implantable chip campaign, the implantable chips were designed with the intention of 

identification for medical uses (Gadzheva 2008). The chips are programmed to act in 

correspondence with VeriMed, the hospital database connected with VeriChip (ibid).  

VeriMed is intended to provide health care information by means of a 16-digit number 

that, when scanned, will be linked with information about the patient already stored on a 

database.  This is meant to be the “new wave” in efficient identity checks, record 

keeping, and contact information retrieval.  Use of implants has been suggested 

especially for people suffering from Alzheimer’s, diabetes, or other like-diseases that 

might prevent a patient from orally sharing their identity or health information in the case 

of emergency situations.  

According to VeriChip, by 2007 over 2000 people had been implanted with an 

RFID tag for medical purposes (Foster and Jaeger 2007).  Since the proposition of RFID 

implants, and their minor integration into the health care setting, the stories told about 
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RFID have exaggerated the use and capability of RFID as an implantable device.  For 

example, in Mexico, where child abduction rates have jumped by forty percent from 

2004-2007, it has been suggested that RFID implants are the answer to child abduction 

problems.  It has been reported that a growing number of the middle class in Mexico seek 

to be implanted with RFID in response to kidnapping (Rosenberg 2008).  Mexican 

security company Xega, claims to have more than 2000 clients who are either implanted 

or interested in implantation from fear of abductions.   

By 2006 these types of stories being told about RFID allowed Silverman to 

propose that it would benefit the US if immigrants and guest workers were to be tagged.  

Shortly after this interview, the President of Colombia told a US senator that he would 

agree to the mandatory tagging of Colombian citizens who wanted to gain entry to the US 

for seasonal work (Foster and Jager 2007). This idea was quickly picked up by the Bush 

administration.  The desire to know who is visiting the US, to make sure that seasonal 

immigrants do not overstay their allotted time, and to prevent the entrance of illegal 

immigrants, were the reasons primarily cited (Liao and Smith 2007).  True or false, these 

types of stories suggest a broadening scope of RFID implantation considerations and 

speak to the larger perception of the mythic status of RFID.  

Grandiose conceptualization of the capabilities of RFID have been taken in a 

negative way as well in the sense that RFID is being seen as a potentially major threat to 

privacy and human rights.  Some voices have been particularly prominent in challenging 

the dissemination of RFID into the environment.  Among these are Katherine Albrecht 

and Liz McIntyre, who are respectively the founder and communications director of the 

organization Consumers Against Supermarket Privacy Invasion and Numbering 
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(CASPIAN).  Since its advent in 1999, this group has been dealing with consumer 

privacy issues with members in over thirty countries around the world.  Seeking to 

“educate consumers about marketing strategies that invade their privacy and to encourage 

privacy-conscious shopping habits across the retail spectrum” (Albrecht and McIntyre 

2005: 2), RFID became a central concern to the organization after its explosion out of the 

supply chain in first few years of the twenty-first century.   

 Albrecht and McIntyre present a one-sided, dsytopic account of RFID in the 

marketplace but, is worth mentioning due to the waves their book on “Spychips” made on 

the public sphere, being in the top 10 Amazon charts as a bestseller in non-fiction for 

several weeks and winning the Lysander Spooner Award for Advancing the Literature of 

Liberty in 2005.  Written in a largely ‘Big Brother’ narrative style, the book is useful in 

its demonstration of the way RFID has attained a mythic status as reflective of its 

operation within the digital sublime.   

The authors locate RFID within the context of a changing world in which the 

every move of consumers is tracked through the purchase and use of RFID tagged items.  

They look at the ways RFID is invading private spaces through the consumption of public 

goods and services. They detail the way marketers use RFID to “manipulate and spy on 

customers” (57).  They outline the ways they think RFID will function in an increasingly 

tagged world and who the puppeteers of this world might be.   

In over 200 pages, Albrecht and McIntyre go over virtually every method and 

means by which an RFID tagged object could possibly interfere with a citizen’s privacy.  

In “the world of radio frequency identification”, everything from your clothes and shoes, 

to cars, employee badges and uniforms are tagged, recorded, and stored in relational 
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databases where they can be tracked and monitored remotely (Albrecht and McIntyre 

2005).  It has also been touted that RFID, in its spread to the driver’s license and 

credit/debit card, threatens identity theft, as unauthorized readings of tags are able to 

gather an increasing amount of information (Lyman 2006).   

Albrecht and McIntyre speak of a complete removal of anonymity within this 

context where things like money, postage stamps, prescription drugs, and trash are all 

traceable back to their handlers.  This of course, they maintain, has vast ranging potential 

for carrying out actuarial practices.  When all information is recorded and accessible (at 

least by those with any power), it has serious consequences for visibility and, resultantly, 

mobility.     

While these authors make important points about the practical application of 

RFID and the risks associated with using the technology, a lot of their fears are generated 

from within the perspective that RFID has the capability to function in a perfect state.  To 

collect, process, store, recall, and maintain an infinite amount of information for an 

indefinite amount of time on an interoperable and universal system is the perspective 

from which they base their claims.  That being said, just because RFID does not function 

perfectly is not to say that these claims should be erased, or even ignored (see chapter 

five).  

 

 3.4 Conclusions  

Each of these stories links to a furthering of RFID being viewed as having 

mythical status.  Successful applications of RFID are emphasized, drawing in advocates 

for the “end-of” myths, and fueling their fire of belief in the technology’s transformative 
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potential.  In highlighting the successes and preemptive achievements of RFID 

technologies, the technological failures and ethical breaches are often overlooked. 

Despite the countless failures of RFID systems in operation, and the struggles 

over use of RFID technologies, the systems continue to be implemented at an increasing 

rate.  This speaks to the “willful historical amnesia” demonstrated by those within the 

collective mindset of the digital sublime (Mosco 2005: Chapter 2).  Amidst all the 

documented mistakes, and no proof to suggest that the technology is proving useful and 

worth the cost, RFID systems will continue to be implemented because of the drive 

toward installation of all available technologies, driven by the myth of the digital 

sublime.  As demonstrated by the use of RFID in the realm of healthcare, the conflicts 

associated with using the technology such as the increased surveillance of nursing staff 

coupled with the increased amount of time and effort staff put into struggling to make use 

of RFID technologies in the hospital are overshadowed by the desire to maintain a 

position on the bleeding edge.   

A more careful assessment of the successes of RFID is needed to temper the 

perception of RFID as sublime.  Castells’ world of “placeless power” and “powerless 

places” that speaks to the end of time and space need to be balanced by the current state 

of information and communication technologies.  While it is difficult not to recognize the 

changes being made to time-space relations facilitated by information and 

communication technologies, there is a need to temper idealized notions of ubiquity with 

the sober reality of technological progress.   

There are two major difficulties to consider when thinking about “end-of” myths 

to be explored at this time.  The first is that the myths overestimate the power of 
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technology to eliminate space.  For example, the end of distance myth combats the 

importance of physical geography by ignoring the benefits of physical spaces (Mosco 

2000b: 40).  For example, the perpetual connectivity afforded by RFID is only possible 

through its functioning within a perfect Internet of Things.  Since this has not come to 

fruition, the best opportunity for capitalizing on the benefits of RFID is to be in the most 

heavily digitized urban spheres.  In this sense, physical space does matter.  The myth that 

celebrates the end of space forgets that distance needs to be considered separate from 

geography.  No matter how little time it takes to communicate information between 

spaces, the place itself is not diminished in importance.  Spaces maintain their importance 

irrespective of an “elimination of distance” as physical connectivity remains beneficial to 

a reliance on distance-eliminating technologies.   

The second major consideration is that the “end-of” myths ignore the idea of time 

and space as human constructs.  They devalue the cultural and symbolic meanings given 

to material places (ibid 41).  Space is not just about our physical relation to material 

places, but our social construction of them, and value we place on them (ibid).  We imbue 

physical places with cultural and religious identities, traditions, and customs.  The 

importance of them therefore has a necessary physical component that cannot be 

outweighed by any technical component that electronically connects spaces.  

  There is much to be gained from the analysis of RFID through the lens of the 

digital sublime.  Myths act as a primary building block of cultural attitude, thoughts and 

beliefs.  There is therefore much to be gained from exploring how RFID contributes to 

these myths, even if it is not bringing them to reality, and further, in understanding why 

people believe choose to believe these types of myths, even when history has 
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demonstrated time and again that these end-of-time myths will not come to fruition.  

Analysis of myth matters for understanding not only the way technology is perceived, but 

in understanding why it is perceived in this way.  

In this sense, becoming aware of the myths that speak to the hyping of RFID have 

helped us to embrace the importance of the stories told about it in terms of the general 

perception of it while simultaneously deconstructing the birth and artificial sustenance of 

its mythic presence. While the myth of RFID will continue to advance, it can be tempered 

by a recognition of the forces that propel it.  Of course the RFID rhetoric that celebrates 

these types of accomplishments comes from boosters of the technology who, for the sake 

of its development and continued implementation, wish for RFID to be considered solely 

in a positive light and in a non-threatening manner.  Chapter five will serve to explore 

such ideas and lend a more critical eye to thinking about RFID in this way.  The 

following chapter explores the ways in which the promises of the sublime are balanced 

by risk and fear, another ideology in prominent operation in the contemporary Global 

North.   
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Chapter Four: RFID in the Risk Society 

 4.1 Introduction  

In what some are calling the “age of terror”, the climate of the twenty-first century 

has been clearly and significantly impacted by the events of September 11th, 2001, and 

indeed, by similar attacks of violence before and after those on the World Trade Centre.  

The now-familiar anti-terrorist rhetoric often employed through news outlets has been 

used to justify the intensification of surveillance technologies as security measures.  

Within this type of environment, a culture of fear is cultivated: an “atmosphere of 

suspicion [that] is perhaps the political parallel to climate change – global chilling” (Lyon 

2003: 8) has taken root. 

There have been several pertinent observations regarding the culture of fear as 

being one of the dominating narratives of the contemporary Global North.  One 

particularly poignant theory outlining the grandiose perception of fear that permeates 

societies in the developed world comes from Ulrich Beck’s (1992) conception of the 

“risk society”.  The risk society thesis submits that “risk” should be understood as the 

primary organizing principle of society, where institutions, citizens and governing bodies 

organize themselves in response to the perception of risk.  The attempted mitigation of 

risk often takes the form of technologies that offer the promise of heightened security.  

As shall be explored, these technologies frequently take the form of RF devices.  Using 

Beck (1992) and Giddens (1999) as a springboard into the risk society thesis, this chapter 

explores a neoliberal conception of the risk society as discussed by Guzik (2009), and de 

Goede (2008) and supplemented by an exploration of the practical application of RFID as 

it operates most directly as a mechanism for the enhancement of security.     
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As shall be demonstrated, the risk society is accompanied by an expansion of the 

imagination.  Major institutions have begun to organize themselves around a “future 

discourse” where all potential outcomes are envisioned in the attempt to safeguard 

against hazards.  The cultural trend that reflects living in a narrative of the future 

displaces responsibility for present action with the attempt to mitigate risk by any means 

(de Goede 2008).  Several applications of RFID can be considered to be illustrative of the 

institutional logics and practices of risk management.  Implemented as a response to the 

fears generated by the risk society, particularly in the wake of the fears generated by the 

9/11 response to terrorism, RFID is explored for its operation as a security device.  These 

examples highlight RFID’s contribution to the reorganization of certain professions, 

particularly those considered to be higher risk jobs.  

From this, the idea that RFID is marketed as a solution to perceived problems is 

explored.  These ideas are linked closely to chapter three’s discussion of a culture that 

supports the myth of the digital sublime; here the implementation of new technologies are 

a focus in terms of the proposed relief they bring to fearful situations.  It is in the spirit of 

the almost religious-like awe in which technology is viewed, the digital sublime, that 

helps explain the vast implementation of technology as the “solution” to every fear 

generated within the risk society.   

The chapter is broken down into two main sections.  The first provides an 

overview of the risk society thesis and situates it in operation as a dominating discourse, 

especially within the context of North America.  Here, the work of Bauman (2007) is of 

particular importance in outlining those traits of contemporary life that have propelled the 

risk society to become a dominating narrative in the wake of terrorist rhetoric.  It 
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considers the characteristics of the risk society as portended by Giddens (1999), and 

explores the fabrication of the “future discourse” that incorporates an expansion of choice 

(de Goede 2008).   

In the second, the materialization of risk is explored through the presentation of a 

spectrum of RFID applications operating as security-related surveillance. The story told 

here about RFID can be read as existing in tension with chapter three’s discussion of 

RFID operating within the myth of the digital sublime.  There is considerable overlap in 

the reasoning behind the implementation of RFID across both discourses.  As 

demonstrated by chapter three’s discussion, RFID is employed at least partially because 

of a belief in its potential to fulfill mythic optimism.  Within the risk society, this faith in 

technology is pursued as a means of solving the problems associated with risk.  In 

practice however, the ability of RFID to fulfill mythic optimism and act as a successful 

tool in the mitigation of risk is tempered by technological failures and built-in 

discriminatory practices.   

Finding that the mythic status of RFID is balanced by its practical application, the 

chapter concludes by questioning the rapid pace with which RFID is being implemented, 

and emphasizing the fact that it has been met with little to no public scrutiny. This 

prepares the ground for chapter five, which offers a more detailed exploration of the 

consequences of utilizing RFID both within its current context and future projections.       

 

  4.2 Investigating the ‘risk society’ 

 Bauman (2007) identifies several challenges that confront the modern world and 

contribute to significant changes in the conduct of modern life, demonstrating the current 
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climate through which the rise of the risk society is in operation.  As touched on in 

chapter two, Bauman suggests that the characteristics of modernity can most aptly be 

described as “liquid” (Bauman 2007).  This is because there has been an erosion in the 

stability of all social institutions such that they no longer appear “solid”, predictable, or 

anchoring, and instead, can be better conceived of as “liquid”, ever changing, and 

malleable.  As a result, notes Bauman, collective action, solidarity, and overall sense of 

community are increasingly frail.  Competition replaces collaboration, and the 

disconnection between people, ideas and stratagems increasingly widens (4).         

Key to this equation is the production of fear, (re)affirmed and (re)produced by 

the “activities of war” that have saturated daily routine (12).  Attempts to deal with the 

characteristics of living in liquid modernity materialize in the form of activities that 

produce and maintain the sense of disorder they are meant to prevent (9).  For example, 

citizens in developed nations increasingly drive SUVs, carry guns, and build private and 

gated communities in response to fear.  At the same time, engagement in these activities 

replicates the perception of fear and cultivates the need to engage in them more 

frequently.  Fear is produced, replicated and maintained through the organization of 

activities undertaken to lessen fear.  It is in this way that fear has saturated into daily 

routine, materializing itself into actions, thoughts and beliefs. The result is the 

(re)organization of institutional logics and practices around the management of these 

fears.   

The state attempts to maintain power by capitalizing on the fears it cultivates by 

offering “solutions” to the problems generated by instability.  The articulation of fear by 

the modern state is therefore an overestimation of present risks in an assault of the neo-
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liberal state on its citizens (17).  An example of this was demonstrated in the aftermath of 

9/11 when the attacks were reproduced over and over for months by news and popular 

media accounts inducing existential anxieties and rebuilding political capital as the 

individual was compelled to search for solutions to living in the “age of terror” (ibid).   

The state asserts itself in a position as the only help against the attacks of an 

unknown Other, offering solutions to imagined problems and striking hard the chord of 

fear it has already planted in its citizens’ mind.  Certain groups deemed to be “of higher 

risk” are here designated according to their racial affiliation to the perpetrators of the 9/11 

attacks (Guzik 2009).  This “Othering” of the terrorist suspect falls disproportionately 

onto those with a Middle Eastern dissent (ibid).  A racial profile imbued with the threat of 

danger and accompanied by the generation of fear and anxiety is constructed.  The 

rhetoric of the “War on Terror” and the accompanying demonizing of the “terrorist 

suspect” delineated according to race and not crime heightened the fears of the public to 

all-time heights and is confronted with an increase of security measures by the state in 

accordance with public desire (ibid). 

This is not the first time this type of rhetoric was used to usurp power in history.  

Bauman considers the work of Victor Grotowicz and his detailing of the manifestation of 

risk by governments in search of power.   These instances have been documented in 

public opinion polling since at least the 1970s when the German government’s usage of 

terrorist rhetoric turned a 7 per cent public concern tally about personal safety into an 

overwhelming majority (Bauman 2007: 17-18).  Attempts of the state to capitalize on the 

fears of its citizens has thus been demonstrated in previous times, yet has been 

aggravated by the attacks of 9/11 and amplified by the growing state of liquidity, which 
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allows information to be passed and processed on a global scale allowing other areas of 

the world to feel more affected by events on the other side of the globe (5).  These fears, 

brought about by the perception of risk, are the focus of this chapter.  

At this point, it is perhaps necessary to comment on a distinction between risk and 

danger.  Suggesting that we are living in a “risk society” does not warrant the assumption 

that society has become more dangerous.  The root of the change is in the way that risk is 

manufactured and perceived (Giddens 1999: 3).  With science making the future at least 

appear as more certain, there is a heightened sense about the risk in the human 

intervention with the natural landscape.  Concern is drawn from questions about the 

unknown and answered with an overestimation of ‘bads’, to use Beck’s terminology.  In 

this sense, it would be fair to say that there is a greater amount of fear generated by life 

inside the risk society, though this is not to be inclusive of the idea that reality coincides 

with these assumptions and that there is more to be afraid of.  In other words, while not 

much has changed, or there is not anything more to be afraid of, the perception is that 

there is much more to be afraid of.  It is this perception that feeds the drive toward 

protecting oneself against risk and explains the reorganization of institutions and 

professions around the negation of risk.    

The uncertainties produced within this type of climate have been articulated in 

many ways.  One particularly pertinent set of observations comes from Anthony 

Giddens’ (1999) take on Ulrich’s Beck’s (1992) conception of the risk society.  The risk 

society thesis is a description of the results of the modern liquid state of social 

institutions.  The transitions described above by Bauman that leave the individual in a 

perpetual state of fear and lacking the tools to face these socially induced problems on an 
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individual level, contribute to several social changes which characterize the “risk 

society”.  Herein, risk may be considered the primary organizing principle of society.  

Institutions and professions are organized as a response to risk, and we see an ever-

growing expansion of what Giddens calls manufactured risk (Giddens 1999: 4). 

Manufactured risks are dominant and bring with them a new kind of uncertainty 

about the future (ibid).  Manufactured risk is born from a shift in thinking about what 

constitutes knowledge.  A growing reliance on the techno-scientific voice of the “expert” 

in the gaining of knowledge is serving to define what constitutes as risk (Beck 1992: 19).  

For Giddens, the culture of advancing technology is intimately linked to the perception of 

insecurity and an obsession with the mitigation of risk.  While risk has always been a 

characteristic of society, historically risk has been the byproduct of natural or worldly 

hazards, those things considered “beyond our control” like that of an earthquake, flood or 

other natural disasters, known as external risk for their volatility (Giddens 1999: 4).  In 

the transition into the risk society, risk is considered avoidable when the right precautions 

are taken.  The risk society is consequently characterized by the attitudes, behaviours and 

actions aimed at managing risk that take place through the construction of a future 

narrative (de Goede 2008).  

The reorganization of institutions in an attempt to combat risk is reflective of a 

shift in dominant narrative from the present to a future discourse.  This is marked by an 

increased concern with the mapping of all possible future scenarios as they relate to 

“risky” outcomes (de Goede 2008).  This heightened use of imagination to aid in the 

navigation of risk has been conceptualized as “premediation” (Grusin 2004 in de Goede 

2008).  The term is used to denote a culture in which preemption is king.  This was a 
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point extracted from The 9/11 Commission Report in which “failure of imagination” was 

cited as a primary error, inciting the feeling of a lack of preparedness for disasters (Salter 

2008: 235).  The pinpointing of the failure of imagination over that of intelligence, 

policing, or military insight is a significant to the designation of a culture that now prides 

itself in organizing around risk.  

For Grusin, cultural discourses of premediation permeate the post 9/11 landscape 

(Grusin 2004).  The role of news media is no longer to report on current events, but to 

establish what might happen in the future (ibid).  This use of a “security imagination” is a 

key aspect of the risk society and speaks directly to the change in political responsibility 

noted above by Bauman (2007) and Bigo (2002), in which there is a shift in the 

performance of security.  More classically understood as a governmental provision, or a 

top down power structure of security, safety is now displaced amongst several institutions 

including news media, policymakers, and security “experts” who are increasingly 

responsible for envisioning the future through the lens of risk.  

The deployment of contemporary security practices should here be understood as 

the materialization of living in the risk society and as the utilization of imagination in an 

attempt to negate “risky” situations.  The implementation of heightened security 

measures, particularly, but not restricted to, a post-9/11 North America can therefore be 

analyzed in close proximity to an understanding of the rise of risk culture.  Societal 

logics, in the form of government, corporate, and individual agendas, are being 

(re)organized to conform to practices more directly tailored to the mitigation of risk.  For 

the reasons explored in chapter three’s discussion of the myth of technology, the 

mitigation of risk is often sought after through technological means.  Security initiatives 
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increasingly take automated form and are designed to imagine, harness and commodify 

the future (de Goede 2008: 159).  Uncertainty is envisioned as something to both 

eliminate and subjugate as well as motivation for creativity in technological praxis (ibid).  

The security imagination that enables the risk society to operate signals a new era 

of calculability.  Security technologies are designed and implemented not only to secure 

against threats that have been calculated, but also to exceed calculation by preventing the 

risks associated with “unknown unknowns” (de Goede 2008: 162).  In other words, the 

movement in the risk society is toward the implementation of security practices, 

measures, and technologies designed with the intention of preempting even the least 

likely of threats of occur.   

The following section will explore those applications of RFID technologies 

operating as a materialization of risk management.  This idea is adapted from Guzik’s 

(2009) exploration of data mining as a security practice.  Guzik (2009) argues that 

discriminatory data mining is a post-9/11 effort of a neoliberal risk society to respond to 

risk.  These types of efforts to fight terrorism are a part of the “future-oriented” mindset 

of the risk society commented on by de Goede (2008) and signal a reorganization of 

institutions in line with efforts to be better equipped at managing the potential of risk.  In 

the same effort, the following applications of RFID are explored with reference to the 

way risk is utilized as a frame for understanding the urgency with which RFID is 

implemented in arenas attempting to negate risk. 
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 4.3 RFID as the mitigation of risk 

4.3.1 Introduction 

One of the major weaknesses in Beck’s grand theorizing of the risk society is a 

lack of empirical grounding.  His work is largely theoretical and fails to provide an 

empirical assessment of the on the ground materializations of risk. Attempts to remedy 

this include de Goede’s (2008) work on tools of premediation, and Guzik’s (2009) 

deconstruction of predictive data mining as a materialization of risk. 

Guzik (2009) explores the government adoption of data mining as a manifestation 

of a neoliberal risk society.  Data mining is a type of surveillance that produces 

information through the computational extraction and analysis of information from a 

database with an aim of uncovering hidden patterns and relationships in data that can 

gives clues toward potential threats.  Since 9/11, data mining has affected negatively 

especially those of Middle Eastern and North African (MENA) descent by means of 

discriminatory practices built directly into the technology (Guzik 2009).  In an effort to 

prevent terrorism, North American governments have acted as if behaviour is directly 

correlated with race.  In this way, Guzik uses data mining to showcase the materialization 

of risk in the form of a security technology.  Here, the construction of profiles that 

designate the “terrorist” suspect coalesce around the presupposition that there are 

categories of people that are more dangerous than others.   

Living in a narrative bound together by predictions about the future and the 

constant attempt to categorize and classify possible outcomes and “risky” scenarios, 

RFID has similarly been employed in some devices and systems as a preemptive measure 

in an effort to eliminate chance and directly choose a single and safe path for future 
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outcomes.  A more nuanced understanding of RFID is thoroughly entwined with the way 

it operates within the frameworks established in the production of risk and associated 

fears.  Empirical evidence of the way risk operates can be explored with reference to the 

implementation of the various applications of RFID as they relate to security or are 

marketed as a means of combating the fears associated with the production of risk. 

In the applications that follow, RFID is understood as operating within the risk 

society as it contributes to greater security, understood at several levels.  The list of 

applications has been organized according to categories that describe the relation to the 

operation as security measures.  Each application will be outlined briefly and then 

analyzed for its deployment as a contemporary materialization of risk in the form of a 

security practice.  The imagined threat to security across several arenas and understood at 

several levels is used to showcase the operation of RFID as the materialization of risk in 

its deployment as a tool for the mitigation of threat. The list of applications is not 

exhaustive, though it does attempt to touch on a broad spectrum of uses within this 

framework.  Applications were chosen for the way they demonstrate the operation of 

RFID as a tool to militate risk.  Focus is given to North American applications, although 

these have been supplemented by other examples from elsewhere.   

 

4.3.2 Practical Applications 

i) RFID as a direct response to 9/11 risk rhetoric  

The past decade has seen a marked acceleration in the proposal and use of 

identification schemes.  This has been driven in part by perception of heightened security 

threats at international borders.  Who is able to travel across borders? Who is permitted to 
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enter and, by consequence, who is kept out, have been increasingly vital questions 

relating to the calculation and assessment of risk.   

In the U.S, the Western Hemisphere Travel Initiative (WHTI) was formed in 

response to the terrorist panic in the aftermath of 9/11 (McPhail et al. 2009).  A part of 

the US Intelligence Reform and Terrorism Prevention Act, fostered in 2004, the WHTI 

requires all citizens to present a passport or alternative identification document as proof 

of citizenship when crossing the border into the US.  As a response to this program, 

Canada has implemented the use of RFID-enabled driver’s licenses, the enhanced drivers 

license (EDL), currently in operation in four provinces (British Columbia, Manitoba, 

Ontario, and Quebec), and in the preliminary stages for use in the other provinces sharing 

borders with the US. (ibid).   

 Similarly, since 2006, RFID tags have been mandatorily embedded in US 

passports (Evers 2006).  Perceived enhancements to security have extended RFID-

enabled ID cards to other U.S border travel documents (ibid).  For example, in 2008, Bill 

85 was passed in Ontario permitting the issuance of RFID-enabled photo cards to Ontario 

residents.  The purpose of these systems is to allow pre-approved, low-risk commuter and 

commercial travelers to enjoy expedited border crossing (Cavoukian 2009).  U.S 

Customs and Canadian Border Protection (CBP) also utilize RFID in their enhanced 

driver’s licenses and NEXUS cards for efficient and secure travel through the U.S-

Canada border (Evers 2006).    

Also appearing in the wake of intensified terrorist rhetoric is a public debate about 

National Identification Schemes (NIDS) to be employed in Canada and the U.S.  

Countries cited as having previous aversions to identity card schemes such as the UK and 
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Australia, are also now considering them (Bennett and Lyon 2008).  This transition 

toward the greater acceptance and use of identification schemes should be understood as 

a part of the envisioning of possible terrorist futures as imagined in popular accounts of 

news media, policy making, and security “experts”. These “managers of unease” (Bigo 

2002) offer technological solutions to the proposed problems in an effort to secure the 

public’s perception of safety.  The rhetoric employed by popular media outlets that calls 

for heightened security measures, makes the prospect of an identification scheme such as 

the requiring of every citizen to possess an identification card seem necessary to the 

maintenance of safety while contributing to the perpetuation of a culture of fear.   

 As suggested by Giddens, manufactured risks expand in size and scope with 

several interesting consequences (Giddens 1999:4).  As the Canadian government tries to 

add another dimension of visibility to citizens crossing borders, it is reflective of a further 

attempt to control the future.  Looked at positively, the risk society reflects a society 

characterized by the expansion of choice (Giddens 1999:5).  With the available 

technology, and the voice of the security expert, the perceived threats of the future are 

considered more predictable and thus more manageable. However, when looking at the 

distribution of choice at the border, questions of race and class become prominent.  

From many often well-publicized cases, it is clear that those deterred and detained 

from border crossings due to their race, religion or national origin are at a disadvantage.  

This has been aggravated particularly in the wake of 9/11 and has allowed for the 

integration of racism into the design of border technologies (Guzik 2009).  Designed with 

well-meaning security-based discriminatory practices in mind, RFID technologies at the 

border aid in the apprehension of those considered a “risk” because of skin colour, their 
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background or family name.  With the advancement of the US Reform and Terrorism 

Prevention Act, persons with Middle Eastern and North African backgrounds 

disproportionately bear the burden of surveillance techniques at the border (ibid).  Tactics 

of discrimination are legally sanctioned which legitimizes discrimination (ibid).  Here, in 

an attempt to manage risk and control potential negative outcomes, we see the way that 

the narrative of the risk society is a narrative of the future, consumed with attempts to 

mitigate threats, imagined and real (de Goede 2008).   

 

ii) Managing risk in medical facilities  

 Since the events of 9/11, U.S healthcare has been undergoing a quiet 

transformation (Fisher and Monahan 2011).  Analogous with other aspects of the 

economy discussed above, the implementation of security measures into the medical 

arena is reflective of the general increase in precautionary measures implemented as a 

result of the perceived need to increase safety standards in an effort to negate risky 

scenarios.   

The search for high-tech “solutions” to problems connected with risk has been 

conceptualized as the “biosecuritization” of healthcare (ibid).  This functions in line with 

the technological and moral imperative in health care, discussed in chapter three, that 

urges doctors and patients alike to seek the most advanced technological solutions for 

care (ibid).  Biosecurity draws on the dominant ‘War on Terror’ rhetoric that is altering 

medical practice and priority (ibid).  The term is used to describe the transformations 

taking place in healthcare in the context of the expansion of risk culture.   
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In the hospital, risk discourse is used to mobilize the implementation of RFID 

devices as a security measure with several applications.  Medical equipment, staff, 

patients, and important/expensive drugs are tagged as a part of a “real-time location 

system” (RTLS), employed in an effort to allow for the tracking of assets and people 

(Fisher and Monahan 2008).  RFID tags worn by hospital staff and patients, and attached 

to equipment, serves several functions connected to security.   

As a part of these RTLSs, RFID is designed to help in the event of a terrorist 

attack by aiding in the revision of patient management and evacuation procedures (Fisher 

and Monahan 2011).  Additionally, alarms can alert staff to tagged items that are being 

stolen or mistakenly being thrown away (ibid).  In some hospitals, staff are required to 

wear RFID tags to allow their location to be known by a central computer at all times 

(ibid).  Or RFID is worn in the hospital bracelets of problematic patients such as those 

who like to wander, or those who are trying to escape (ibid).  Some of the problems 

associated with this, such as the replication of top-down hospital hierarchies of power, 

will be discussed in chapter five.  For the moment however, it is important to recognize 

that the implementation of RFID into the healthcare system happens on the basis of its 

ability to minimize risk.  RFID acts as the high-tech “solution” to the feared climate of 

the risk society and can therefore be understood as operating as an example of 

biosecuritization. 

 

iii) RFID as law enforcement 

RFID has taken its place among the many technologies deployed by law 

enforcement agencies.  In 2004, the Ohio Department of Rehabilitation and Correction 
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spent $415 000 to run a pilot project in which all 44, 000 of its inmates wore RFID-

enabled wristwatch-sized transmitters that provide real-time monitoring of location, and 

send alerts to prison computers if the bracelets are being tampered with or trying to be 

removed (Best 2004).  Staff also wear RFID on their belts that send alerts if forcibly 

removed or if the staff is knocked down.  The CEO of Alanco, one of the primary RFID 

providers for US prisons, Robert R. Kauffman, expects all the states to follow the lead of 

these prison success stories (Best 2004).   

 Indeed, successes in the Ohio pilot project led to the adoption of RFID in prisons 

in Michigan, California and Illinois, Michigan, and several other states (Swedberg 2010).  

RFID prison services has extended to include offering information about the prisoners to 

officer hand-held devices such as the prisoners special needs, health, and other important 

information (ibid).  In addition, tags “allow continuous inmate tracking to prevent 

escapes, reduce violence, and continuously monitor and record the location of inmates 

and guards within the prison” (Hunt et al. 2007: 77).  The use of RFID bracelets and 

anklets are being extended to include the monitoring of prisoners under house arrest in 

several states in the US (Swedberg 2005).  In currently atypical situations, the mandatory 

implantation of sex offenders with RFID has even been proposed (Brodeur 2007; Carleo-

Evangelist).   

 

iv) The One percent doctrine 

Suskin (2006) outlines the means by which the increasing attention to risk and an 

accelerating importance placed on its mitigation has called institutions to guard against 

even those risks that are only one percent likely to occur.  This evokes attention to the 
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security imagination, which is challenged to envision a ever-widening spectrum of 

potential risks.  Toward this logic of the preemption, there have been several applications 

of RFID employed as security measures to prevent even unlikely events.  The first 

example comes from the tagging of pets.  It has been estimated that over 15 million pets 

in the US alone have been tagged with RFID from the EZID Animal Verification System.  

The benefits of tagging a pet as a method of identification has long been touted both in 

information technology academia and the extended community (see for example Geers et 

al. 1997).   

More recently however, this form of watching over pets has become increasingly 

connected with the owner: identification of the dog has become about surveillance of the 

person.  In the UK for example, the law requires that breeds deemed “dangerous”, such as 

pit bull terriers and Japanese tosas, be mandatorily tagged in order to connect the dogs to 

their owners.  In this way, owners are forced to claim responsibility for their pets in the 

case of a dog attack (Travis 2010).   

This was the result of a series of incidents in which the owners responsible for 

dogs involved in attacks were not accounted for and over £20,000 was spent on training 

officers to deal with dangerous dogs (ibid).  This shift toward the new visibility of the 

owner can be understood as part of the trend evident in risk culture that calls for a grater 

transparency of actions.  In this case, dog owners are more directly held accountable for 

the actions of their mandatorily tagged animals.  In Britain, the movement toward the 

mandatory tagging of dangerous dogs was a government initiative brought about as a part 

of a reorganization of the institution to be geared more toward managing the risks 

associated with those dogs imagined to be the most dangerous.  While fatalities from dog 
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attacks account for less than one percent of total deaths in the developed world, we see 

RFID being applied to disrupt the potential threat.   

Similar cases of RFID being employed as a security measure to mitigate unlikely 

risks can be extended to use in taking care of elderly and youth cultures.  After a few 

highly publicized instances of elderly persons wandering, escaping, or losing their way 

from their retirement care facilities, risk imaginations have constructed a standard that 

supports leaving an elderly loved one at a facility equipped with RFID “protection”.  The 

best-rated care facilities in the U.S are those that boast being the most high-tech 

(Shellenbarger 2004).  The increased ability to track and trace the location of elderly 

residents wearing RFID enhanced bracelets in a retirement home in Milwaukee, Oregon 

allows for less restrictions to be placed on the residents and more freedom for them to 

roam and spend time “unsupervised”.  

In a similar attempt to manage low level threats to security, RFID has been used 

to keep track of the location of children.  An amusement park in Santa Clara California 

employs the Star Watch program as a tool for parents to maintain peace of mind while 

visiting the amusement park with their children.  RFID-enabled wristbands can be rented 

from the park that, worn by the child, allows the parent to monitor their location from 

various kiosks throughout the park.  A similar system is in place in Osaka Japan, where 

the uniforms and backpacks of school children allow their location to be tracked while on 

campus.  This provides an automatic attendance sheet and monitors the location of 

students throughout their school day.  Systems like these are adopted in a response to the 

fear harboured by parents about their child getting lost or going missing.  
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A similar child identification scheme has been implemented in the UK (Quilty-

Harper 2007).  Secondary schools in Doncaster, South Yorkshire tag school uniforms that 

may easily be connected to the identity of their students.  Here, tags are also used for 

more than attendance.  They are connected to information on academic performance, 

current location, and readers installed at the doors to specific rooms within the school can 

deny access to certain students.     

In Canada and the US, Stratum Global offers the same types of programs to 

universities in response to the “increased need for security in many public venues”  (see 

www.stratumglobal.com/industry).  The RFID-enabled identification cards held by staff 

and students at high schools provide an increased visibility of students, their attendance, 

and location.  This is supposed to provide an increased security, enhanced protection of 

staff and students, real-time location monitoring and attendance confirmation.  

Similarly, RFID technologies appear in the amusement park industry. Denmark’s 

Legoland has employed the RFID-enabled AeroScout system from Bluesoft Corporations 

to help reduce the 1, 600 children that are separated from their parents every year during 

their park visits.  Parents can pay €3 to rent an RFID bracelet for their child which is 

registered to the parents’ mobile phone number for the day.  By sending a text message to 

the appropriate number, parents can learn within 10 seconds the exact location of their 

child (Collins 2004).     

While Legoland was amongst the first theme parks to employ wristband RFID 

systems to monitor location, the idea is gaining rapid momentum. A similar story appears 

in Florida’s Wannado City theme park in Fort Lauderdale, California’s Great America, 

and Wet ‘n’ Wild in Las Vegas (Gilbert 2004).  Also, Texas theme park Morgan’s 
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Wonderland, devoted to children and special needs adults, employs a location schematic 

where health information is connected to the identification of visitors through the use of 

RFID-enabled bracelets distributed upon entry (Swedberg 2010b).  These watches 

contain active tags that constantly send a wireless signal to readers around the park, 

acting as a real-time location monitoring system.  While the likelihood of a child going 

missing to any serious detriment within an amusement park is highly unlikely, these 

examples serve to document the widening security imagination.  It is growing to 

encompass an increasingly large spectrum of threats. 

 

v) Safety standards in the workplace 

This spectrum has recently opened to include new ways of mitigating risk in those 

professions deemed particularly risky.  For example, in its capacity to provide increased 

speed, accuracy and efficiency to normally performed actions, RFID is being integrated 

into firefighting activities.  For example, personnel accountability has always been a 

point of considerable stress in the case of firefighters.  Conventional mechanisms of 

keeping track of firefighters in burning buildings, such as through the use of radios, can 

become destabilized by high volumes of radio traffic that make real-time contact between 

all units difficult.  RFID systems are being designed with these problems in mind in an 

attempt to mitigate the more risky scenarios associated with firefighting (Kapica 2011).   

A similar adoption of safety precautions via the implementation of RFID devices 

is seen in Toronto’s transition toward the use of compressed natural gas (CNG) engines.  

In response to decreasing air quality and rising fuel costs, many nations are placing 

mandates on conventional gasoline-powered vehicles to be converted, to or replaced by 
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CNG engines.  This presents elevated refueling hazards as compressed gas is much more 

difficult to work with than traditional forms of fuel and is flammable if released too 

quickly into the cylinder of the vehicle.  For safety purposes, CNG vehicles are being 

RFID tagged with information connected to the owner’s name, the vehicle serial number, 

license plate number, and the vehicles last inspection date (O’Connor 2009).  These 

measures enhance safety by ensuring that only valid tags and cylinders are accepted for 

refueling.  The leading supplier of this RFID-enabled safety software is Toronto-based 

Viridis, and it is quickly expanding outside North America to Southeast Asia, and India.  

This can properly be situated within a discussion of the digital sublime, as it is lending to 

the coherence of technology being accepted as the appropriate solution to a spectrum of 

problems. 

A similar pattern of monitoring “risky activity” is demonstrated by oil company 

use of RFID.  Oilrigs and gas wells across Canada are employing an RFID system from 

Nabors Canada to aid with safety, management, and efficiency.  The tagging of 

equipment, crew gear, pumps and motors provides real-time records of location and 

inspection of tagged items.  This increases security in a potentially hazardous working 

environment by always being able o account for the crew.  Data sent to the Nabors 

Canada computer database removes the need for human record keeping of the history of 

oil assets. Further, in that the RFID tags can be linked with embedded sensors and allow 

continuous monitoring of environmental conditions, oil rigging and gas welling becomes 

a comparatively safer venture (Swedberg 2009).  

In the military, RFID is again illustrative of the institutional practices of risk 

management.  The military is putting RFID to use in several contexts that attempt to 
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engage in a comprehensive strategy of surveillance in which mass amount of data all 

behavioural inferences about insurgents to be located even as they exist within urban 

populations.  It has also been rumored that the military is attempting the use of video 

cameras coupled with RFID and other technologies to monitor civilian populations in 

war-torn countries (DARPA 2003; Crang and Graham 2007).  The aim is to gain control 

through heightened visibility of potential threats and a new transparency afforded to off-

location monitoring. 

In these instances, the changing patterns of institutional logics to be more 

inclusive of programs and technological initiatives aimed at combating risk are evident.  

The envisioning of potential hazards is met with changes to policy and technological 

adoption in an effort to manage the risks associated with professions where the level of 

threat is considered to be higher than average.  This can be seen as part of the larger 

efforts of the management of unease within the risk society.   

 

4.4 Conclusions 

An advertisement for VeriMed’s implantable RFID device (available here: 

http://www.youtube.com/watch?v=UXUGZ1rHVNo) helps to sum up this sentiment 

perfectly.  A narrating voice of an “expert”, employed in the form of a doctor, tells the 

viewer that in the emergency room, “every second counts”, implying that an RFID 

implant is the necessary solution to all problems associated with emergency room 

assistance.  In this medical scenario, and in all the examples listed above, RFID is 

implemented under the assumption that, first, there is a danger present (though perhaps 
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invisible and unknowable), in which, second, RFID may be employed to manage the risk 

associated with those dangers.      

Each of the applications explored above are a testament to the shift within 

institutional logics and practices to incorporate technological incentives geared toward 

the mitigation of risk.  RFID, as a materialization of risk management, is contributing to 

the reorganization of the professions discussed above in ways that are imagined to better 

mitigate risk.  As such, we see a wider proliferation of RFID technologies in those 

professions classically associated with higher risk, such as firefighting and oil rigging, 

but also witness the ways this is seeping into traditionally deemed “less risky” scenarios 

such as its deployment in schools, amusement parks and in pets operating according to 

the one percent doctrine as outlined by Suskin (2006).  The heightened use of human 

identification schemes involving RFID, such as enhanced driver’s license, or the 

increasing addition of RFID into passports is reflective of a greater shift within the risk 

society of surveillance intensification that extends the operation of tools that manage risk.      

In these materializations of RFID as surveillance practices, it is more easily 

understood how organizations are organizing around a future discourse in which 

imagination is dominant and all possible outcomes to scenarios are scrutinized.  RFID 

here illustrates the response to risk rhetoric and acts as an influence on social changes 

that reflect reorganization.   

These applications have also served to demonstrate the way in which expression 

of fear that call for the materialization of security practices also serves to (re)produce 

these cycles of fear substantiated by and within them.  The continuing risk rhetoric that 

serves to drive the development and integration of security technologies is at the same 
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time contributing to the (re)establishment of fear and the perception of risk in a 

sustenance of the risk society. 
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Chapter 5 

Consequences of Using RFID: A Brief Exploration 

 5.1 Introduction 

 Following chapter two’s exploration of RFID as a surveillant technology in an 

increasingly digital world, and three and four’s demonstration of the value of analyzing 

RFID in its operation within the frames of risk and myth respectively, chapter five 

devotes itself to the discussion of some of the problems associated with the 

implementation of RFID.  Drawing on some of the practical applications of RFID use, 

this chapter seeks to unpack some of the tensions between the existence of RFID as an 

identification technology in its relationship to identity, mobility, and the body.   

As has been demonstrated throughout the body of this work, a belief in the 

transformative potential of technology is visible in government policy statements, media 

coverage and of course, in corporate advertising. This myth of technology coupled with 

the desire to harness these technological powers to effectively manage risk, result in the 

unabated development and implementation of technologies like RFID.  The issues 

discussed in this chapter are an attempt to disrupt the myths by bringing attention to some 

of the negative consequences that accompany the utilization of RFID technologies.  It 

gives a brief overview of the main social and technological issues raised by the use of 

RFID systems, particularly in their current applications as electronic systems of 

identification.   

 Surveillance depends on classification and identification for its functioning.  

Identification is often a point of contestation, particularly when identity is increasingly 

defined within the limits of technological constraints.  This warrants some consideration 
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when the dream of the digital infrastructure as a realm of freedom and emancipation is 

confronted by the rigidity of the coded identity imposed by RFID technologies.  To 

explore this idea, challenges to identity and mobility, human autonomy, and privacy are 

examined. 

Issues relating to user identity are explored with reference to ideas about the self 

borrowed from Deleuze’s (1992) (re)conception of the individual existing in an 

increasingly digital era, and furthered by Haggerty and Ericson’s (2000) notion of the 

data double.  In this section, some of the consequences of a technologically imposed 

identity are explored with particular reference to the human identity designated by RF 

technologies.  It explores technological identification as a growing source of identity 

verification and brings attention to the (dis)connections between technology and the self.  

Here, a fixed and rigid identity, imposed by RFID is conceptualized, explored, and 

problematized with specific mention to the consequences this has on the mobility of the 

individual. The challenges posed to the mobility channels en/disabled by RFID use are 

explored with reference to how differential accesses (re)produce social hierarchies.  This 

is an effort to uncover the means by which RFID contributes to putting already “at risk” 

groups at an even further advantage (Gandy 1993) by making contributions to the “digital 

divide” (Graham 2004).     

Ideas about user discretion and the transfer of autonomy are explored with 

reference to the privileging of the machine over human narrative.  The work of Michalis 

Lianos (2003) has proven to be of particular relevance here.  His discussion of 

‘Automated Socio-technical Environments’ lends to an enhanced understanding of the 

growing trust in the credibility of technology over and above the voice of the individual 
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and offers a considerable parallel to chapter three’s discussion of the digital sublime.  

Case studies that showcase notions of user discretion and the transfer of autonomy, 

provided by the empirical investigations of Monahan and Fisher (Monahan and Fisher 

2008; 2010; Fisher and Monahan 2011) are especially significant here.  An in-depth 

analysis of their work has fleshed out several problems, both currently visible and 

potentially threatening, relating to the use of RFID technologies in US hospitals. 

In the latter half of the chapter, some of the technological challenges that confront 

current applications of RFID are explored.  Here, the qualitative analysis of the operation 

of RFID by other authors are explored, particularly with reference to challenges in the 

medical sector.  The hospital has been the arena with the most documented qualitative 

research completed to date on RFID applications outside of the supply chain. These 

works are consulted in some detail for their contribution to the body of empirical 

investigation into the application of RF technologies.  The chapter concludes with a brief 

discussion of the policies implemented to guard against the hazards of utilizing RFID as a 

surveillant device and a brief mention of the resistance movements that have culminated 

as a result of increased risks to privacy as supported by the empirical investigation of 

RFID in its current state, and from the perspective of the potential growth of its position.   

 

5.2 Social Implications:   

5.2.1 Identity: Frozen in Code 

Foucault argues that the self is formed as a part of an ongoing process with no end 

(1979).  It is built and rebuilt as part of a continuous progression.  Within this process, the 

self may be considered as constituted by two polarizing forces: the internal and external 
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(Jenkins 1996).  In this sense, the self is comprised both through the ways we think of 

ourselves, and by our perception of the way others think of us, as determined through 

social interaction (ibid).  The former may be understood as open to regular adjustment as 

influenced by one’s external identity, while the latter is harder to make changes to (ibid).  

In this sense, external identities appear less malleable.  They are a more heavily imposed 

than chosen and they are conceived of as more static.  Therefore more effort is needed to 

change them (ibid).     

What external forces say about you, and thus the way your external identity is 

comprised, is becoming increasingly problematic.  Traditionally, identity was something 

realized primarily in the public sphere with neighbours and friends acting as verifiers 

(ibid).  Within the context of growing digital sphere however, the external forces 

contributing to identity construction are increasingly technological (Rose 1999: 240).  

Considerable importance is increasingly placed on the use of technologies as proof of 

identity.  Emphasis is placed on the importance of technological identification through 

processes related, but not limited to, the health card, driver’s license, bank account and 

social insurance numbers.  Rose notes these ‘securitizations of identity’, in which the 

checks and balances provided by technological means, are the new standard in the 

verification of identity (Rose 1999: 237).  Any exercise of freedom, such as the freedom 

to move between borders, requires proof of identity.  A legitimate proof of identity is 

now necessarily a verification through technological means (Rose 1999). 

The scale that weighs the inequality between the internal and external forces in 

the construction of identity is gaining more weight with the growing amount of 

information that contributes to the construction of technologically verifiable, or external 
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methods of identity construction (Rose 1999).  Technologies are increasingly called upon 

as a means of identity validation.  The embodied and material aspects of an individual’s 

identity take a secondary position of importance.  The construction of an identity is still 

made up of two parts, the internal and the external, however the internal position plays a 

lesser role in the voicing of identity.   

It is the result of a global trend toward attempting to manage and stabilize 

identity.  As outlined in the previous chapter, four, bureaucracies and other systems of 

power desire to manage their populations efficiently and accurately in an effort of safety 

provision.  Identification mechanisms become increasingly relevant to this process in 

their attempts to categorize, sort, manage and catalogue governed populations.  These 

verifications happen on an increasingly technological level.  Trusting technology to be 

free of human error as well as to catalogue, store, and recall an infinite amount of 

information is amplifying the use of technology in all processes of identification (Rose 

1999).       

Toward this new understanding of identity and the changing processes of 

identification, Delueze (1992) has nominated the “dividual” as a way of describing the 

breaking down of an individual into constituent parts, increasingly determined by code. 

Codes “are the invisible doors that permit access to or exclude from participation in a 

multitude of events, experiences, and processes” (Lyon 2001: 13).  The categorizations 

that result from the coding of identities are meant to more succinctly and efficiently 

manage, direct, influence and sort the ability of citizens to partake in life choices and 

chances (Lyon 2001).  A coded identity is one in which the individual has been converted 

into a code.  A driver’s license, alien registration card, passport, health card, social 
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insurance number; these are technologically verifiable methods of representation depicted 

by numbers or symbols.   

 Haggerty and Ericson (2000; 2003; 2007) explore just how intricate and detailed a 

technological and coded identity can become through their notion of the data-double. The 

concept of the data double speaks to heightening of surveillance measures and practices 

being directed at the human body (Haggerty and Ericson 2003: 611).  The data double is 

created through the abstraction of the subject into parts processed as code, a virtually-

composed identity.   

Seemingly trivial data containing bits of information about identity through 

shopping preferences, web sites visited, health records, Internet use, IP addresses, etc., 

when combined through relational databases, makes up a representation of the person 

(ibid).  It is a virtual/informational identity circulating the digital world in various 

contexts coming into play across multiple technological arenas (Haggerty and Ericson 

2007: 4).  It is a digital reconstruction of a person’s preferences, habits, and lifestyle 

gathered from digital trails and reconstructed as a contemporary virtual identity.  While 

this may only be a partial profile of the embodied human being that discounts bodily and 

internal self-representations, the coded self is, in the digital era, considered crucially 

important for optimal operation in society.  The result is a “new” self, an additional 

(Poster 1990: 97), electronically codified self, which serves as a marker for access in 

ways often unknowable or unnoticed by the physical person.  A “valuable” coded identity 

for example, will receive benefits such as monetary discounts for being a “frequent 

traveler”.    
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While Haggerty and Ericson’s conception of the data-double implies the self 

represented through data and the material self are two separate entities, the relationship 

between the two is becoming increasingly intimate, to the point where there is an erosion 

of the separation between the two.  Hayles (2009) uses literary narrative to suggest that 

the coding of identity contributes to the (further) destabilization of the human/thing 

dynamic in the sense that names traditionally connote the idea of an individual, and a 

number generally suggests a mass-produced object.  “When each object has a unique 

identity, objects begin to seem more like individuals, and individual people become 

susceptible to being constituted as objects” (Hayles 2009: 58).   

In this sense, data collected about the body is equally as important as the physical 

body in a twofold process that simultaneously augments the body and data about the body 

(ibid).  Data appears more bodily and the body appears more data-like.  This idea 

conjures a sense of Baudrillardian simulacra, a projection of the individual often 

considered to be more “real” than the material being.  A grey zone is created in which the 

boundaries between the person and the coded understanding of them is increasingly 

unidentifiable (van der Ploeg 2006).  In this transition in how the body is understood, and 

indeed how we understand ourselves, code is key.  The digital self, once understood as a 

representation of the body, is now inextricably linked to it, in an increasing erosion of the 

distinction between the two (van der Ploeg 2005). 

Technological methods of identification become significant in their ability to 

provide or deny mobility to the individual through state-approved access.  A coded 

identity is integral to the smooth operation of an individual within the digital sphere. The 

coded identity acts as a password (Aas 2006).  It (dis)allows freedom of movement 
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between borders.  Information about the individual stored in databases can be 

communicated between institutional actors in an integration of various systems of 

electronic identification that are vital to the permission of mobility, the creation of 

opportunity, and the reliance on verification for the attainment of privilege.  For example, 

one needs a passport to cross an international border, a driver’s license to legally operate 

a vehicle, and a credit check to get a loan for a house.  In this sense, “the border is 

everywhere” (Lyon 2005: 79).  There is an increasing relevance placed on proof of 

identity across a multiplicity of arenas.  It touches various domains and circulates widely 

within law enforcement practices, health care, and performances of consumption to name 

a few.   

In these examples of the coding of identity, there are several meaningful 

alterations made to the connection between the person and their identity.  The coded and 

externally imposed identity becomes more significant than the composition of the internal 

identity.  The coded identity is needed to function in a consumer society in which a job 

application requires a social insurance number, a bank loan requires a credit check, and 

every digital movement is attached to an IP address and stored in a database where 

retrieval is possible and increasingly easy. 

The code also contributes to a solidification of identity.  The fixed nature of a 

code is objective and unambiguous (Aas 2006: 153).  A code tells the truth: a coded truth 

cannot lie (ibid).  This inflexibility of technological identity makes it much harder to 

make any changes to it.  Thus unwanted and unwarranted identities can be harder to 

navigate or to alter.  The increasing erosion of the border that connects the physical 

person to their coded identity can here be understood as harmful in its negative 
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correlation with the potential for resistance.  The code becomes inextricably linked to the 

identity of the person and the differences become indiscernible.  Geoffrey Bowker and 

Susan Leigh Star (1999) alert us to the problems associated with this perceived solidity 

by calling it “frozen in code”, Lianos calls it “technological lock-in” (2001), and each 

alludes to the problems associated with the rigidity of an imposed identity that is 

necessary for anyone to function in society.   

This is a point taken up by Irma van der Ploeg in her exploration of the 

digitization of the body, which she refers to as the ‘machine-readable’ (2006), or the 

‘informatized’ body (2003).  With the adoption and increasing dependence upon all 

things digital, there has been a movement away from the physical toward the immaterial.  

In the realm of identity, this shift has been particularly significant.  Bodily existence can 

no longer be understood outside of the dichotomy that connects materiality and 

information; between physical existence and the information collected about that 

embodied individual and their physical characteristics (2003: 58).   

Irma Van der Ploeg notes that identity in the realm of information is commonly 

envisioned as emancipatory in its characteristic “weightlessness” (2003: 57).  She 

problematizes this understanding by suggesting that the informatization of the body may 

have adverse implications for the embodied individual in a discussion that challenges an 

unproblematic distinction between the body and the codes chosen to represent its 

physicality (2003).  

The coding of the body affects our experience of being an individual in the world.  

It carries profound normative implications having to do with the construction and 

maintenance of coded/informational identity incongruent with moral standards and 
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“bodily integrity” (ibid).  For van der Ploeg, as for other thinkers explored above, the 

digitization of the body changes the way we understand information about it.  Coded 

identity is affixed to a person whether or not they desire to be allocated into that category 

(ibid).  This becomes of particular relevance when the coded identity affects decisions 

about whether particular privileges may be enjoyed.  As technologically mediated 

practices of identification integrate into more aspects of social life, there is an 

enhancement of the body acting as a site for state governance (Magnet 2011).  

Theories that pose challenges to the idea that technologically mediated identities 

are purely emancipatory become increasingly relevant within this context.  For example, 

in his attempt to destabilize the idea that the subject becomes empowered through 

increasingly virtual spaces, Simon Cooper draws attention to the ways that creativity in 

terms of identity (re)formation is restricted by materiality.  “The technological mediation 

of subjective experience that superficially allows the subject more autonomy can collapse 

all too easily” within these contexts (Cooper 1997:105). 

To elaborate on these processes, it is helpful to consider some of the practical 

applications of RFID that speak to these instances of identity (re)formation.  Shoshana 

Magnet (2011) explores the ways in which the body is given a voice through technologies 

that are heard over and above the voice of the embodied subject, which she comes to term 

the “audible body”.  She explores those rare, but increasingly popular, scenarios in which 

humans have been subcutaneously implanted with RFID devices that “compel the body to 

speak” (Magnet 2011).  Inserted under the skin, implantable RFID devices cannot be lost 

or stolen which, according to VeriChip, the company accountable for the ability to 

implant RF devices into the human body, makes these systems of identification fail-proof 
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(142).  Inside the body, it is a method of identification that is uninterrupted by the 

location of any other means of identification.  To this end, the technology has also been 

marketed as a being “more secure and tamper-proof than a passport” (Silverman as 

quoted in Barber and Kilmeade 2006).       

In this way, with RFID implants, humans become constructed as inventory 

(Magnet 2011).  The body is manufactured as newly visible in its RFID-enabled ability to 

be tracked throughout space and time.  This allows for the intensification of surveillance 

methods as line-of-sight surveillance is surpassed by the sightless and contactless RFID 

devices that automate identification.  Methods of RFID surveillance allow for greater 

transparency of the subject through the production of new ways of “letting” the body 

communicate.  It is not just visible, as is the case in more traditional forms of 

surveillance, but also increasingly audible.  The RFID body is a site for surveillance in 

new forms with its production of both visual and audio information (ibid).  The 

utilization of implantable RF devices is a colonization of the internal body by 

surveillance techniques for the purposes of governance (146).   

While technologies like RFID afford new ways of visualizing the body, they 

remain intimately tied up in old ways of “knowing” it.  Assumptions about gender, race, 

class, sexual orientation and other classificatory methods of knowing have been 

associated with the identification of undesirable groups and the perpetuation of 

discrimination against those already marginalized groups (Magnet 2011).     

The familiar task of sorting people into those deemed (un)wanted  works toward 

the perpetuation and reinforcement of existing systems of oppression, social hierarchy, 

and inequality.  As discussed below in the case of the tagging of immigrant workers, 
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RFID provides enhanced “visualization” in the sense that its attachment to the body, or to 

objects related to the body, bring about a new transparency (Magnet 2011: 143).  The 

body can be increasingly interrogated in ways that “compel the body to speak” without 

knowledge or permission of the RFID holder (ibid).  This becomes possible through the 

production of new information about the body, as information is communicated even 

when the individual is silent (145).  In this way, Magnet points to the ways that the body 

is often spoken for by RF technologies, even when the information communicated may 

be undesirable or hidden.  In this way, she goes on to show how enhanced 

communication is not always an improvement.  Developments in communication do not 

always mean positive improvement.  She posits that RFID is only “masquerading as 

technologies of truth” (146) but that in actuality these systems often produce undesirable 

identities for its users, as in the case of the tagging of immigrants.  

While the idea for human implants was originally submitted by its proprietors for 

use in the medical sector, there was a quick diffusion of RFID implants into other arenas 

as well (Magnet 2011).  With what it considered to be modest beginnings in the medical 

sector, VeriChip proposed the applications of implants into immigration.  As explored in 

chapter four’s discussion of those applications of RFID associated with the management 

of risk, the use of RFID in immigration quickly expanded in the wake of 9/11 and the 

intensification of fears associated with the “other”.  CEO of the parent company of 

VeriChip, Scott Silverman, suggested the creation of a bill for the mandatory tagging of 

all immigrants and refugees to the United States as an answer to the “risks” associated 

with immigrants entering the States (Magnet 2011: 147).  In this instance, the proposed 

tagging is of a specific group, already at a disadvantage.  The identity denoted by the chip 
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speaks over and above the voice of the individual.  Identity is involuntarily spoken by the 

tagged individual, in which their position as the “other” is verified and (re)produced.     

While VeriChip’s proposal to use implants for immigrants was eventually 

rejected, the ideas associated with implants can also be extended to the application of 

RFID across a variety of other sectors in which it is currently in use.  For example, the 

increasing utilization of RFID in passports makes notable contributions to the same 

dangers.  Predictive and pattern data mining are used to create an advanced profile of 

individuals that score them by assigning specific values to several factors based on, for 

example, their relation to specific races and ethnicities (Guzik 2009).  To explain, since 

9/11, particularly “worrying” profiles are constructed on those individuals who are of, or 

have relation with, a Middle Eastern and North African (MENA) background (Guzik 

2009: 11).  This scoring is extended to include behaviours deemed to be more 

“suspicious”, including the payment method of a ticket, or whether a flight is booked as a 

round-trip or one-way (ibid).  The terrorist profiling of these persons, based on these 

categorization scores and amenable by law, contribute to a great burden at the border; a 

burden not carried equally by all persons but weighted heavily on those undesirable 

groups, particularly after 9/11.  With the increasing integration of RFID into passports, 

predictive and pattern data mining become particularly significant in their contribution to 

the (re)establishment of social divisions and a kind of racism that is amenable by law 

(Guzik 2009).  

While Magnet speaks of this strictly in terms of RFID implants, there is an 

increasing connection to objects imbued with RF capacities and the people that carry 

them so we can think of this as being extending beyond just the subcutaneous 
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implantation of humans and into the realm of utilizing these devices in everyday life, as 

outlined in chapter two.  The connection of RFID to the individual links the person to the 

larger network of devices in communication.  Building on the Internet of Things, RF 

devices allow for the human body, now endowed with a degree of computational 

capacity, to communicate with each other along the already established path of the 

Internet.  There is evidence to suggest that the objects we carry with us, like our RFID-

enhanced car keys, building fobs, or the tags worn in the clothes we purchase from the 

store can increasingly be connected to our personal identities (Cavoukian 2009), a point 

which will be returned to below in a discussion of privacy.   

 The coding of identity is critical to RFID’s operation as a surveillant mechanism.  

This depends upon searchable databases which, when interoperable, can recall various 

pieces of information related to identity extending across various arenas.  As explored in 

chapter two’s outlining of the increasing digitization of societies, computers are 

extending out of the box and into the environment in a fashion that makes computing and 

associated devices to be in a marked transition toward mobility.  In this way, surveillance 

happens “on the move” (Lyon 2001: 23).  Within the process of globalization, in which 

the world is coming to be perceived of as “one place”, physical and virtual mobility is a 

salient characteristic (Lyon 2003).  In this sense, the permeability of international 

borders, is a increasingly relevant characteristic. 

At the border, RFID enabled passports allow for an easier targeting of individuals 

who score highest in their likelihood to be involved in terrorist activities.  A contactless 

retrieval of passport information from increasingly large distances from the scanners is 

allowing preemptive action to be taken against those groups considered undesirable.  In 
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this representation of discrimination through digital means, there is an increased 

censorship placed on those deemed to be more “threatening”.  While this is not a new 

practice by governments in their attempt to provide their citizens with security, it is 

certainly being modified and intensified by the use of RF technologies that provide easier 

and more preemptive methods of prompting identity.  As noted by Lyon, “surveillance is 

turning decisively to the body as a document for identification, and as a source for 

prediction” (Lyon 2001: 72, emphasis added).  Careful consideration should then be 

given to the ways that these enhanced methods of bodily examination and identification 

are affecting already marginalized groups in their predictive systems that target already 

marginalized groups.   

These theories about the perpetuation of existing social hierarchies have been 

replicated in the analysis of the operation of RFID technologies in health care.  The 

‘unfair prioritization of patients’ was a key theme of Monahan and Fisher’s qualitative 

study of RFID implanted patients in US hospitals (2010: 373).  In line with most other 

surveillant technologies, RFID can be considered a technology that threatens to 

(re)establish society’s contemporary divides into two (general groups): those with access 

and those hindered from or denied access.  In the case of RFID implants, it is not as 

simple as the willingness or desire to be implanted with a technological device, though 

this remains of particular relevance, it is also a question of means.  An implanted patient 

has to be able to afford the benefits of non-essential health care, including the cost for the 

initial implantation and a monthly service charge for electronic record keeping, which 

continues until the patient wishes to terminate the service (ibid).  The benefits are not 

only those advertised, namely safety, security, and increased efficiency in record keeping, 
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but also, hospital care is expedited for the RFID implanted patient who gets advanced in 

the patient queue by not being required to fill in hospital paper work or produce proof of 

insurance (ibid).  In this sense, RFID in hospitals privileges those who have the means to 

participate and puts those already “at risk” groups at a further disadvantage.  This reflects 

Gandy’s notion of “cumulative disadvantage” by speaking to the marginalization of those 

already undesirable groups (Gandy 2010).           

The point is taken up by Stephen Graham (2004) in his discussion of the ‘digital 

divide’.  The effects of the digital divide are demonstrated in unequal access to new 

technologies, as well as the (often invisible) benefits associated with meeting the “right 

criteria”.  The differential access to information and services, increasingly aided by 

technological sorting and based on automated judgments, only further exacerbate social 

hierarchies.  This was a point demonstrated in Guzik’s study of the preemptive data 

mining that is afforded by RFID-equipped passports (2009).  Guzik cites instances in 

which RFID readers pick up a frequency from a tag that labels its recipient as 

“undesirable”, in this case, a MENA.  The undesirable person is ushered to a different 

line in the airport check-in.  In this sense, the subject has unwittingly produced his/her 

passport.  This subjects the person to longer wait times and increased amounts of 

questioning.  

In these examples, the use of RFID as representations and identification of the 

body, silence the embodied voice while giving volume to the technologically imposed 

identity.  The rigidity of a coded identity does not leave much room for practices of 

identification which can be particularly harmful to those groups frozen in an identity 

harmful to their common functioning within a society.  The life chances and opportunities 
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of discriminated groups are significantly affected by the solidity of these codes in a 

giving of precedence to the technological identity over the material person.   

 

5.2.2 User Discretion and the Transfer of Autonomy 

“Our machines are disturbingly lively, and we ourselves are frighteningly inert.” 

             Haraway 1991: 152 

 

 As the presence of the digital becomes an increasing salient aspect of society, 

intervening in nearly all aspects of social and indeed private life, there is a growing 

reliance on the use of technology to mediate common activities.  For most, this reliance is 

accompanied by an unconscious trust in technology to perform within a certain standard.  

This is exemplified in several ways to be explored anon, and as shall be examined, these 

have the capacity to be dangerous for users.  Specifically, the danger of trusting 

technology over the human voice is here called to attention and analyzed with specific 

mention of an application of RFID in a US hospital.  The privileging of the machine over 

human narrative is a point taken up in numerous works exploring the implications of 

surveillant technologies (see for example, Thrift 2004; Lyon 2001; Rose 1999; Poster 

1990).   

In line with these assertions, Lianos (2003) has developed a theory of social 

control that recognizes the central positioning of technology in the construction of 

legitimacy.  According to Lianos, the increasing automation of contemporary landscapes 

into animated environments parallels a growing trust in data images over the individual.  

In what he labels ‘Automated Socio-technical Environments’ (ASTEs), which can be 
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read as the increasing digital sphere as outline in chapter two, “non-negotiable contexts of 

interaction” arise and become the basis of legitimacy (Lianos and Douglas 2000: 107).  

The purpose of ASTEs is of course to increase efficiency in informational flows and to 

contribute to an ease and convenience afforded to daily living by the increasing 

utilization of available technologies.  To operate fluidly within this type of society, the 

data double becomes of particular relevance.  Reminiscent of the above discussion about 

being “frozen in code” and the rigidity of an imposed technological identity, the data 

double is often an imposed identity that speaks over and above the embodied individual.  

The unintended consequence is an increasing reliance on the guidance of automated 

systems as the basis for legitimacy and the sphere of social negotiations suffers 

resultantly (Lianos 2003).  The creation of ASTEs and the subsequent increase in 

dependence on technology for clarity fosters an institutional obsession with increased 

efficiency in form and function and lead to unintended oppressive consequences.  This 

represents a new kind of governance, a technological governance, in which new forms of 

institutional sociality are created and enforced (ibid).  In practical terms, Monahan and 

Fisher indirectly speak to the consequences of these non-negotiable contexts of 

interaction in their work on RFID.   

Again, in their study of RFID implants in patient healthcare in the US, Monahan 

and Fisher (2010) cite “diminished trust of patients” as a primary theme emerging from 

their empirical investigation.  One might well insert “and an increased privileging of 

technology” to that theme.  The virtual identity of the patient is perceived as more “real”, 

or at least what the machine says is perceived as more valuable than the human narrative.  

For example, when asked whether they would choose to believe the information on the 
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RFID tag or the patient’s own words in an instance where these two voices conflicted 

with one another, doctors at an RFID-equipped US hospital answered that they would 

“trust the chip”, even if the discrepancy was concerning something as basic as the 

patient’s name (Monahan and Fisher 2010: 373).  This instance demonstrates the trust in 

technology to provide the “most accurate information” about a patient (ibid) and also 

reveals the potential for medical error if the RF technology displays the wrong 

information, which it is often sited as doing (ibid).  As within Lianos’ ASTE, in the 

RFID-enabled hospital, there is a kind of mitigation of accident occurring in which the 

technology is entrusted with the discretion traditionally afforded to the doctor.  The voice 

of the patient is considered less credible and comes second to the information afforded by 

machinery.  

There is thus a transition occurring in which the importance of bodily matter is 

preceded by bodily data in a usurpation of data power.  In a complete removal of the 

potential for negotiating identities, the same moral and ethical consequences outlined in 

the previous section can be applied here, too.  This growing utilization of technological 

methods of identification is contributing to a fragmentation or “splintering” of identity in 

a perpetuation and extension of exclusionary possibilities as designated by easy and 

efficient identification technologies such as RFID.   

With the reduction in the reliance of face-to-face identification methods, 

technology garners a privileged position.  This can be considered a part of Fuchs’ (1968) 

ideas about the technological imperative touched on in chapter three, that speaks to the 

tendency within healthcare to prioritize the development and implementation of new 

technologies. There is an accompanying belief that technology can always “do it better”, 
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in its perception as being free of naturally occurring human error.  In these ways, the 

voice of technology becomes more generally privileged over the human narrative.  More 

specifically, the identification of an individual through an RF device contributes to both 

the perpetuation and intensification of the mechanization of identity into a rigid and fixed 

code.      

 

  5.2.3 Privacy 

Having touched on basic elements of RFID acting as an enhanced social sorting 

device, this section will now turn to a discussion of some of the privacy risks associated 

with the utilization of these systems.  There are several groups that resist the development 

and implementation of RFID based on criticisms that speak to the technology’s potential 

to make significant contributions to the erosion of privacy.  This section explores the 

possible breaches to privacy confronting the use of RFID that have elicited the greatest 

amount of concern in critics of the technology.   

There are three main breaches to privacy established specifically by RFID that 

contribute to the fears generated about its use.  The first is “skimming” in which an 

unauthorized reader gathers information from a tag without the tag owner’s consent, or 

knowledge.  The second is “eavesdropping” in which data is intercepted using an 

unauthorized reader, and the third is “cloning”, which refers to the duplication of tag 

information after an unauthorized reading or interception.  Garfinkle et al. have identified 

that these types of threats to privacy occur with reference to both corporate data and the 

individual (2005: 37).  In terms of corporate security threats, tagged objects make 

gathering supply chain data easier for competitors.  Supply chain data can be an 
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industry’s most confidential information as it gives clues as to replenishment dynamics 

and customer preferences, which is often the key to industry success.  This information 

can also expose consumer preferences valuable to gaining competitive edge (ibid).  Data 

stored on the chip is static and accessible to any tech-savvy mind with an aim toward 

ascertaining tag information (see for example Schwartz 2006).  

In terms of threats to personal privacy, Garfinkle et al. note that the code on the 

tag can be easily linked to a person’s identity and used to track or profile consumers.  The 

most readily identifiable concern in each of this instance has to do with identity theft, 

which is easily the fastest growing form of fraud in North America (Cavoukian 2009).  

Details connected to an individual’s credit and debit card numbers can be intercepted by 

anyone with a reader set to the same frequency as the chipped object.    

Threats also extend to include undesirable identification by an unauthorized party, 

or the invisible tracking and monitoring of more intimate details than those obtained from 

optical “stalking” (ibid).  These problems can be encountered if the identification number 

unique to each RFID tag is connected to an individual’s information.  In ways similar to a 

Social Security Number or a driver’s license identification number, an RFID number can 

be easily linked to personal information and be abused by unauthorized parties (ibid).  

Any time there is unsecure personally identifiable information, there is risk for privacy 

invasion, unwanted data capture, and abuse.   

The events stored on the chip can also be of keen interest to corporations for 

enhanced personalized marketing power.  RFID tags embedded in retail items are often 

left on the items even after they have been purchased (Garfinkle et al. 2005).  When a 

tagged item is purchased, the customer’s identity can be linked to the item’s electronic 
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code, similar to the association of a purchase linked to a loyalty card (see Pridmore 

2010).  This is happening invisibly.  Data collection is often unknown by the consumer 

(Garfinkle et al. 2005).  As readers are becoming smaller and more covert (with low-

distance readers small enough to fit into cell phone frames), two types of privacy threats 

emerge.  First, individuals carrying tagged items can have their location monitored.  

Secondly, the location of tagged objects are susceptible to unauthorized knowledge (ibid: 

38).   

Tagged items form a unique “RFID shadow” or “RFID constellation” which 

makes note of the tag’s location whenever it passes a reader (ibid).  In this way, a tagged 

object can be more easily linked to a person’s location in time and space.  Garfinkle et al. 

call this the “breadcrumb threat” (ibid).  It is a consequence of association in which the 

identity of the tag carrier can be pieced together through the linking together of locational 

information.  

A final threat to privacy posed by a common use of RFID is “the cloning threat” 

(ibid).  For example, research into the duplication of SpeedPass gas payment 

transponders and automobile ignition keys suggests a serious weakness in the design of 

the systems (Bono et al. 2005).  A team of researchers using “inexpensive off-the-shelf 

equipment, and with minimal RF expertise” demonstrated that they were able to 

“purchase gasoline at a service station and start an automobile using simulated [Digital 

Signature Transponder] devices” (Bono et al. 2005: 38).  With well over 150 million 

vehicles operating with RFID-enabled keys (Bourque 2004), and the ease with which 

these minimally RF educated people could steal gas and cars, theft perhaps becomes a 

legitimate privacy concern.    
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As important as it is to acknowledge privacy concerns, the potential dangers of 

RFID should not be overstated, nor should the public’s willingness to share personal 

information with others that was traditionally considered to be a part of the private 

sphere, for a reward.  For example, several surveillance studies scholars document the 

new negotiability of privacy that the public engages in, in an effort to enjoy the benefits 

and efficiencies afforded by the use of information and communication technologies that 

require personal information (see for example Ball (2005)).  Studies on the exchange of 

private information for personal gain have demonstrated, for example, that 70 per cent of 

Britons were happy to let private corporations utilize their personal data if they were 

receiving a reward or a personal service in return (Dennis 1999).   

Similarly, as outlined in chapter four, individuals are often willing to trade 

privacy for security (Lyon 2003).  The main point here is that there is no longer a line 

that can be drawn distinctively in the sand that separates the public from the private 

sphere, even on an individual level.  It is a place of shifting negotiation in which the 

exchange of personal benefits makes room for trade.  People seem willing to trade their 

personal information for the benefits of RFID as well.  Whether it be the utilization of RF 

bracelets to track children in an amusement park, or the ease and speed with which 

SpeedPass transponders make the act of getting gas, information and communication 

technologies like RFID will continue to be implemented in line with attempts to make 

daily tasks more convenient, secure and “speedy”, event if it means trading personal 

information or opening up the potential for the theft of personal data.      

While these boundaries between the public and private sphere are being blurred, 

the capabilities of RFID tags do not yet threaten to rid the world of privacy just yet.  
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There are still several obstacles that RFID must overcome in order for its operation to be 

more effective outside of the supply chain and allow it to be implemented as a technology 

considered to improve efficiency.  There are still numerous technological constraints that 

impede the use of RFID technologies.   

 

5.3 Technological challenges 

No matter how much RFID tags infiltrate the environment, there are still major 

technological obstacles to the realization of Gershenfeld’s Internet of things.  There are a 

number of challenges that confront RIFD’s fluid operation within increasingly digital 

societies.  Questions regarding RFID’s capacity to be used within the Internet of Things 

remain.  For example, how does the low-level RFID data collected en masse get 

transformed into high-level, meaningful information?  The attachment or implantation of 

an RFID device into an inanimate object does afford it limited computational capacities, 

but to what degree can these capacities be considered to be relevant?  Is it possible to 

build applications that are truly useful and not just novelties exploited for recreational 

purposes by technophiles?  And, if a meaningful, high-level system of data capture, 

storage, and retrieval is built successfully, will the utility of this infrastructure be 

something that the average person can incorporate into their daily work or recreational 

routines?   

Questions like these were taken up in Welbourne et al’s model “RFID ecosystem” 

(2009).  As explored in chapter two, this experiment was widely successful, involving a 

group of students who tagged themselves, selected belonging such as purses, backpacks, 

wallets, keys and phones, and deployed various readers over a university campus building 
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to keep track of themselves, their friends, their belongings, and make a log of these things 

to see how helpful RF devices could be in daily routines.  Unfortunately however, a 

building-wide study of a practical application of the Internet of Things is not enough to 

offer substantial evidence that RFID technologies could be taken up outside the grasp of 

the computer science students in charge of personalizing the wealth of data captured in a 

controlled, small scale environment.  

Even amidst the technological challenges, we see evidence of RFID’s continual 

growth and evidence of the fact that its presence is, and will continue to grow in 

significance.  The myths surrounding technology that contribute to the eagerness and 

speed with which new information and communication technologies are adopted has 

propelled RFID to the forefront of applications perhaps not yet suited for use outside the 

supply chain.  RFID is still an immature technology in the sense that its full range of uses 

has not yet been realized.  Even in its infancy however, RFID systems are being 

implemented at an unprecedented rate, and with much monetary accompaniment, and 

little idea of the benefits of these systems beyond the supply chain. 

The medical setting is one of the most prevalent uses of RFID outside of the 

manufacturing/supply chain.  RFID systems are fast becoming integrated in several 

aspects of the medical arena as discussed above, including the tagging of staff, important 

equipment, expensive drugs, and “problematic patients”, (for example, those expected to 

wander, or not know their medical information, such as the elderly or those suffering 

from psychosis).  The empirical investigations of Monahan and Fisher (2008; 2011) into 

RFID use suggest the benefits of using RF devices in the hospital are yet to be seen 

(Fisher and Monahan 2008).  RFID packages for use in the medical sector are 
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standardized, inflexible to the variations evident between hospitals.  Departures in 

hospital size, location, age, amount of staff, etc. has much weight on the way RFID 

systems operate within a hospital (ibid).  Within hospitals that currently utilize RFID 

devices, a common complaint of hospital staff is that the systems are constraining (179).  

The staff finds itself trying to adapt to the technology rather than implementing a 

technology tailored to the specific conditions of the hospital, which staff see as a major 

shortcoming.   

Going further, technological constraints are faced within the hospital setting.  

RFID devices are not designed to operate in tandem with already existing hospital 

equipment.  For example, RFID systems are inoperable with existing health records, 

electronic white boards (which detail the status of patients on a central computer), patient 

billing, and equipment rental (180).  This lack of connectivity adds an extra element of 

labour to the staff in attempts to make RFID systems coincide with existing systems.  

Much of these extra work efforts fall on the shoulders of nursing staff to fix.  Nursing 

staff have also reported feeling overburdened by the implementation of RFID systems 

into their workplaces.  Technical failures of the system often set off alarms to notify of 

equipment leaving the premise that nursing staff reportedly ignore due to the consistency 

of the alarms being faulty (Fisher and Monahan 2008).  Interviewed staff are also noted 

as preferring to spend time looking for tagged equipment themselves than to spend the 

time logging into a central computer, tracking the technology, and then going to retrieve 

it (ibid).  Such technical failures and labour intensification suggest conflict surrounding 

the employment of RFID, a common complaint about RFID in its applications beyond the 

supply chain.  Perhaps these instances of technological failure should be given more 



       126 

weight in the consideration of the continuing implementation of RFID into various 

sectors.       

 

5.4 Policy and resistance 

In Canada, several federal and provincial laws speak to the use of mechanisms of 

surveillance, and increasingly, specifically to RFID.  One such, the Personal Information 

Protection and Electronic Documents Act (PIPEDA), is a piece of federally appointed 

legislation that seeks to protect user information in response to increasing advancements 

in networked societies.  Similarly, the Privacy Act of Canada imposes obligations on over 

150 federal government departments and agencies by limiting the collection of user 

information and preventing the use and disclosure of personal information.  Three 

methods by which this is supposed to be attainable are outlined in the Canadian Fair 

Information Practices law.  The first is that every Canadian is supposed to have access to 

knowledge about whether or not an item contains an RFID tag.  Second, the individual 

has the right to have purchased items de-tagged, or to have the tag deactivated, with no 

expense.  Finally, individual information is supposed to be kept separate from the 

information on the tag that identifies an object.   

The problem with such principles is that user knowledge is required to limit data 

collection.  As has been demonstrated, RFID operates in ways that are increasingly 

invisible and undetectable, and the idea of public notice is simply unrealistic in this case.  

Little attention in the academic community has been given to the use of RFID as a 

surveillant mechanism, let alone has this information been extended to the larger lay 

community.  The Ontario Privacy Commissioner has drawn some attention to this in 
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speaking directly to problems associated with RFID.  These have included issues relating, 

but not limited to, data collection limitations and quality; purpose specification; use 

limitation; security guards; transparency of the collector; individual participation; and 

accountability.  For example, in a 2006 address on RFID in the work place, the Privacy 

Commissioner of Canada, Jennifer Stoddart, spoke to the growing concern about 

employer use of RFID.  She expressed disappointment in employer attitudes toward 

privacy in the workplace, suggesting privacy invasion, and noting a significant imbalance 

between what employers and what employees think is “acceptable privacy practice” 

(Stoddart 2006).   

Attention in this area led to the creation of a comprehensive set of guidelines for 

RFID use in Canada (ibid).  This was largely concerning the minimization of a tag’s 

identification with personal information and increasing user consent through knowledge 

production and informed decision making.  Similar considerations have been making 

waves in the US and European Union, with active restrictions being placed on tag use and 

provisions being placed on RFID in the workplace.   

With regards to the rising potential for RFID implantation, several states in the 

US and provinces in Canada are proactively issuing mandates to regulate RFID 

applications.  Preemptive legislation is useful as it negates imprudent uses of the 

technology, while still allowing for legitimate systems of RFID to be put in place without 

curtailing potential effective uses of the technology.  

Together, these features of RFID as a surveillant mechanism allow for the 

increased monitoring, particularly of consumer goods, but extending into other realms as 

well.  Albrecht and McIntyre invite the reader to imagine a world de facto without 
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privacy.  Their message extends to the general public, the average consumer of the 

Global North and beyond, but what they fail to give critical attention to, is the “at-risk” 

groups who are at a potential to be disadvantaged by attention to such details.   

When viewed from this critical lens, it is clear that a discussion of RFID must be 

taken beyond simple privacy discourse and be understood from within a framework that 

speaks to its ability to (re)create identity and social hierarchies, as explored in the 

sections above.  As was demonstrated by the case studies of RFID in its practical 

applications, there are real consequences to the use of this technology that have pervasive 

effects on the individual.  As with all critical sociological scholarship, recognizing the 

strange in the familiar, or in this case, recognizing the lived realities of “at-risk” 

individuals in a sea of mundane recorded information, is of critical importance. 

 

 5.5 Conclusions  

Of particular interest to the use of RFID as a surveillant technology are the 

problems that confront identity, mobility, and the privileging of the technological voice 

over human narrative.  The rigidity of the fixed identity imposed by RFID contributes to 

the maintenance and perpetuation of social hierarchies, putting those groups already 

marginalized at an even further disadvantage.  This cumulative disadvantage (Gandy 

2010) affects a disproportionate amount of the population.  In these ways, it has been 

demonstrated that RFID works to provide greater efficiency and life choices to some, 

while silencing and removing privilege from those who need it the most in a 

(re)establishment and perpetuation of existing systems of social inequality.  RFID has 

been showcased in those instances in which it simultaneously silences the human voices 
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while giving volume to unwanted or unwarranted digital identities that can restrict 

movement and remove privilege.   

I have also explored the ways that RFID can contribute to an erosion of privacy, 

even in a culture that engages in the constant negotiation of what should remain public 

and what should remain private.  RFID, in its wide ranging spectrum of application has 

been demonstrated to be an insecure and at times, unstable technology that has not yet 

been perfected in terms of safeguards against theft and hacking of the information stored 

on the chip.   

Attention to these notions of injustice and threats to privacy are important.  They 

serve to interrupt the unabated growth and implementation of technologies like RFID.  

However, there is a danger in engaging with purely dystopic understandings of 

surveillance.  This harkens back to Hayles position visited in chapter one regarding the 

challenge to find new and exciting ways of interacting with these technologies.  This is a 

sentiment also echoed in many of the dominant voices in surveillance studies.  For 

example, in many of his works, Lyon (1994; 2001; 2007) urges a more dynamic 

engagement with surveillance systems, in which more desirable worlds can be realized.  

This is about the potential for surveillance to fulfill its intended function and adhere to 

ethical infrastructures if attention is equally given to policy-making and politics of 

surveillance mechanisms.  
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Chapter 6: Conclusions 

  6.1 Brief summary of principal findings 

 Current RFID literature is dominated by technological portrayals and 

investigation.  Such methods of study point to the ways that RFID may be understood as 

ambivalent in its application as an identification technology that contributes to an overall 

greater ease or efficiency to various applications.  As highlighted by Sassen (2002) and 

Mosco (2004; 2005), there is a need to locate technology within its broader and more 

complex relation to society.  This thesis has attempted to provide one such overview with 

an aim toward pointing to two dominating rationales behind the development and 

implementation of RF technologies.  The procured understanding of RFID viewed from 

the lens of the digital sublime and the risk society respectively, speak to the various 

applications of RFID as they currently exist, as well as to the reasons why 

implementation continues at such a rapid rate across an expanding spectrum of uses.  

Such an understanding calls for deeper questioning and analysis of enhancements to the 

methods, modes and functioning of surveillance.  These things must be at once 

considered in light of its mythic status, and tempered by the reality of its operation. 

 A description of the increasing saturation of the digital into the natural landscape 

through the animation of “things” by RFID was the focus of chapter two’s explorations.  

The daily mediations of RFID in routine action were brought up in an effort to 

underscore the significance of RFID’s position in daily life.  The changing state of socio-

technical environments was referenced to allude to the rising ubiquity of surveillance 

enabled by RFID’s positioning in daily routine. The changing shape, function, direction 

and capabilities of surveillance were brought to light with reference to the liquid society 
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that enables their enhanced and diverse functioning.  After touching on how it is possible 

for surveillance to operate within the largely RFID-enabled digital infrastructure, it 

becomes apparent that deeper analysis of the operation of RFID within these 

environments is integral and necessary. 

 This thesis investigated the rationales behind the development and 

implementation of RFID systems.  The discourses I found to be the most helpful and 

applicable were the digital sublime, as outline by Mosco (2004) and the risk society 

thesis, as put forth by Beck (1992), and expanded upon most significantly by Giddens 

(1999).  These frameworks provided the most pertinent portrayal of the development and 

operation of systems of RFID as they exist as surveillant mechanisms beyond the supply 

chain.   

 Operating within the digital sublime as a mythic technology that promises to bring 

us into the next epoch through the eradication of space, time and politics, RFID was 

considered for its contribution to ideas that inflate the transformative potential of 

technology.  Here applications that support this view were explored in an effort to 

demonstrate the significance of analyzing RFID from the perspective of the digital 

sublime.  Applications were chosen for their demonstration of the operation of RFID 

along this spectrum and pointed specifically to the ways that RFID is being implemented 

to fulfill mythic optimism.  RFID’s operation within the digital sublime was also here 

considered for its simultaneous construction and maintenance of the mythic status of 

“new” technologies. 

 Implemented in response to living in a contemporary culture of fear, RFID was 

then considered for its contribution to the construction, maintenance and operation within 
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the “risk society”.  Applications were chosen for their portrayal of the way RFID, with 

reference to the mythic optimism tied up in ideas about RFID, was employed as a 

mechanism in the subjugation of activities deemed “risky”.  As explored in chapter four’s 

discussion however, the hope of overcoming risk-based problems should be tempered by 

the realization that the mythic status of RF devices is not matched by the reality of the 

applications.  In any case, the operation of RFID along and within each respective 

discourse speaks to the need for heightened attention to RFID’s operation as a 

mechanism that allows for increased surveillance.   

 Exposing the mythic status and risk oriented rhetoric that spurs the expansion of 

RF technologies is critical to interrupting the unabated growth of RF systems.  In 

particular, chapter five’s exploration of the social implications of RFID use served to 

render visible the hidden capacities and heightened surveillance capabilities afforded by 

RF technologies that cause the (re)establishment and perpetuation of social hierarchies.  

In particular, the changing nature and relation of individuals to their identities was 

explored in some detail.  Sometimes silencing, and sometimes providing an undesirable 

voice disadvantages those groups who already maintain an undesirable position in 

society.  The enhanced capabilities of surveillance that result in increased capabilities of 

social sorting came to be particularly relevant.   

 In the same vein, the historical growth and considerable changes to the trust and 

reliance on technology was explored.  Here, the privileging of the voice given by 

technology over and above the human narrative was interrogated with reference to 

RFID’s operation as a device that contributes to the (re)establishment of the technological 

imperative.  As demonstrated particularly saliently in chapter five, but also through the 
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entire body of this work, such ends can contribute to social injustice and infringements to 

civil liberties.  For these reasons, and all the explorations of this thesis, it becomes clear 

that while RFID in some ways may be considered an ambivalent technology, it must be 

considered for its potential threats to civil liberties in its operation as a device providing 

enhanced human surveillance. 

   

 6.2 Relevance  

 Throughout the body of this work I have sought to draw together the relatively 

sparse social science findings about the social and surveillant dimensions of RFID and to 

call attention to the pressing need for more analysis and attention to policy development.  

Interrupting the mythic and risk orientated rhetoric associated with RFID that drives its 

development and implementation by calling attention to some of the inherently negative 

surveillant dimensions of RFID has served to illuminate the importance of this point. 

As noted in chapter two’s discussion of the contemporary landscape, the 

surveillant assemblage is growing as fast as technologies are being implemented to 

support it.  Being a multifaceted network of connected objects, it is hard to imagine a way 

to completely evade participation in it.  Equally challenging is imagining the 

development of legal measures or institutional policies that could keep up with its rate of 

expansion.  What is of value here however, is the way we choose to participate as active 

negotiators within this matrix.  It is up to the participants to find ways to mediate the 

technologies to act in ethically and socially responsible ways.  Wherever it is 

encountered, there are creative measures to counter and navigate the assemblage in 

positive ways.   
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The problem remains though that, as seen in chapter 2, the assemblage is 

increasingly invisible.  Yet paradoxically a great deal of emphasis is placed on the 

responsibilization of citizens to know the nature of their current landscape.  An important 

task then, is spreading public awareness, as this thesis attempts to do, by adding to the 

dialogue about RFID and expanding our understandings of the technology.  The creation 

of an inventory of RFID use in its generation of knowledge regarding the current 

situation of RFID as a form of human surveillance and the trends it is likely to follow, is 

intended to help readers more appropriately to navigate RFID enabled contexts and make 

informed decisions about their participation in them.   

 

 6.3 Further research  

 The social implications of RFID explored here, particularly in chapter five, rely 

primarily on the various independent and collaborative qualitative research endeavours of 

Monahan and Fisher (2011; 2010; 2008).  While their work remains largely in the 

interrogation of RFID use in the medical sector, as evidenced in this writing, RFID is 

being applied across an increasingly broad spectrum of applications.  To this end, further, 

more frequent, and qualitative studies of RFID use are encouraged.  As has been 

demonstrated, some thinkers (Hayles 2009 in particular) have attempted to introduce a 

framework for understanding RFID that is inclusive of its complex imbrications with 

elements of society.  This thesis has attempted to work toward the same goal by exposing 

the operation of RFID along the dominating frameworks of myth and risk that contribute  

to the way RFID operates as a surveillant device.  Future research should expose the 
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increased surveillance capabilities of RFID as a starting point from which critical analysis 

and policy development may thrive.   

 As noted by Thrift, surveillance is “an epistemological concern to be confronted 

via tactics like regulation, inferred consent, and ethical surveillance infrastructures” 

(2004: 177).  More rigorous qualitative investigations of the use of RFID would be 

helpful in bringing attention to the various dimensions of RFID as it exists in its current 

state.  Specific case studies following what happens to tags attached to goods or people 

will help in grounding claims about specific concerns about privacy and reduce the 

overstatement of the capabilities of RFID in its potential as a negative surveillance 

device.  Here, detailed empirical analysis of RFID will help to temper its mythic status 

and help designate the most appropriate applications to which RFID should be invested. 

Toward this end, this thesis will conclude by remarking that any device that 

enhances the capability, function, and focus of surveillance and that will have 

considerable impact on diverse social populations deserves much attention and scrutiny 

prior to, during, and after implementation.  Since technology develops at such a rapid 

rate, and for the reasons discussed here, is somewhat blindly implemented due to the 

mythic optimism and trust in technology to mitigate risk, it is difficult for these types of 

conversations to take place previous to the technology’s implementation.  

Utilizing qualitative methods to assess the impact of new technologies on the 

populations often silenced in the implementation of them remains an important task for 

social science, and the hope of the direction of future research encouraged by this thesis.  

Critical dimensions of RFID developments need to be critically investigated and added to 

our understanding of RF technologies.  Until academic discussion of RFID turns to these 
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dimensions, it is likely that RFID will continue to be perceived in a manner that inflates 

its mythic status and exaggerates its contribution to security mitigation. 
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