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Abstract 

In recent years, unmanned aerial vehicles (UAVs), known colloquially as drones, have 

proliferated throughout North America. Canada, in particular, has been favourable to the growth 

of the UAV market. Given that this topic requires analysis, this thesis endeavours to explore 

UAVs in a socio-historical context, one in which the origin of UAVs can be traced until its 

present manifestation. First, this thesis situates the concept of ―politics of visibility,‖ which 

resides at the core of surveillance studies. Visibility, anchored in surveillance, helps scholars and 

the public to understand how UAVs operate and interact with their environment. Second, the 

theoretical framework of this thesis amalgamates concepts such as visibility with others notions, 

such as tracking, and considers how these terms function more broadly within a new military 

urbanism. Third, this thesis advances a theory of drones, one that identifies these devices not 

merely as ―objects‖ but rather as technological devices with an ―infused‖ politics. Fourth, this 

thesis situates UAVs within a Canadian context, one in which the Royal Canadian Mounted 

Police (RCMP) has already utilized these devices for policing. The evolving nature of policing 

will be highlighted to demonstrate how archaic notions of policing from the previous century 

must be challenged and ideally overcome. Finally, this thesis investigates the implications of 

UAVs in relation to the two Canadian privacy statutes: The federal Privacy Act (1983), which 

regulates how the Federal government handles Canadians‘ personal information, and the Personal 

Information Protection Electronic Documents Act (PIPEDA) (2000) which sets guidelines for 

organizations dealing with the personal information of Canadians. 
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Chapter 1 

Introduction 

 This thesis argues that unmanned aerial vehicles (UAVs) alter the socio-spatial and 

temporal parameters of urban city life.  

 Given the recent emergence of UAVs into Canadian urban society and the seeming lack 

of a unified drone theory, this thesis advances a cohesive and multifaceted methodology. It 

encompasses several dimensions of the militarization of urban society via UAVs. The second 

chapter of this thesis situates the politics of visibility and its components (e.g., verticality and air-

targeting) primarily as a military strategy via the usage of UAVs. The notion of verticality is not 

only an exclusive hallmark of space but it is perhaps more so a cornerstone of a dimension of 

power. Verticality, especially in relation to UAVs, permits enhancements that are ―tactical‖ in 

nature, whereby any elevated vantage point can produce an augmented topographical assessment 

of objects and persons on a specific geographical terrain. The concept of tracking has an 

extensive history and its history is situated in many areas ―of the figure of the surveillance‖— 

namely in activities pertaining to police monitoring of civilians as well as military and 

intelligence headquarters. In addition, tracking puts into disputation the concept of human agency 

all the while obscuring ―the distinctions between body and space‖ (Crandall 2010:69). The 

primary objective of tracking is to apprehend the manner in, means by, and pace with which an 

object travels (Crandall 2005). Drones are not value-neutral machines nor are they docile in 

nature. Drones underscore the intimate and mutually reinforcing relationship between 

surveillance and militarization (Wall and Monahan 2011:240). UAVs, similar to other 

technologies of ―surveillance and violence‖ are not static but rather embody a plurality of 

subjectivities (p.240). In the context of ―drones in war on terror,‖ UAVs provide a ceaseless 

―...stare against our enemy‖ (Wall and Monahan 2011:242). Another theme correlating the notion 

of tracking with air-targeting together with drones is the concept of the ―new military urbanism‖. 
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In view of the broadening of state surveillance, the concept of ―new military urbanism‖ invokes a 

spectre of ―militarization of civil society‖. The central tenets that belie this militarization include 

―tracking, identification and targeting‖ into civilian and public life. Further, new military 

urbanism is unique because it is underpinned by a meshing of military and civilian technologies 

that recede into the background of ―urban environments‖ (Clement 2012:47). Next, chapter three 

of the thesis offers an international historical account of unmanned aerial flight to chart the 

development of UAVs from mechanical birds to their present form. As early as 450 B.C., the 

―wooden hawk‖ was a device used for reconnaissance purposes. Reconnaissance was viewed as 

advantageous especially as a potential means to gain tactical military advantage against an 

enemy. Some of the earliest writings on the subject of UAVs recorded the use of kites that can be 

traced back to the Battle of Hastings in 1066 when British troops utilized these kites for the 

purposes of signalling military information (Clark 1999:10). During the eighteenth century, hot 

air balloons were used for military surveillance tactics and aerial reconnaissance. Towards the 

late nineteenth century and early twentieth centuries, manned flight focused on ―vertical take-off 

and landing‖ (Dalamagkidis et al. 2012:13). During the First World War, aerial reconnaissance 

occupied a superior position when it was conjoined with photography. Geography combined with 

intelligence related to one another as they enhanced tactical advantage against an enemy. Aerial 

photography provided an effective means of collecting geographic intelligence in order to become 

acquainted with enemy targets and to reduce risk of casualties. Currently, formulations of UAVs 

range from military UAVs such as the General Atomics MQ-1 Predator for surveillance and 

reconnaissance used over the Balkans to the intricate specificities of biomimetic drones such as 

AeroVironment‘s ―...battery-operated, remote-controlled hummingbird‖ (Gibb 2012) that imitate 

insects found in nature. The fourth chapter gives an encapsulation of the major technological 

advancements in Canadian ingenuity of UAVs. The period proceeding the Second World War 

was pivotal in the history of early UAV development in Canada. The Canadian federal 

government aligned itself with the Canadair Corporation to build UAVs strictly for surveillance 
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purposes (OPC 2014:10). Boeing was another manufacturer that, at the time, developed ―target 

drones‖ to assist training pilots and gunners (OPC 2014). Canada became a prominent player 

worldwide with the introduction of the CL-89 surveillance UAV, produced by Canadair. The 

A.V. Roe produced the CF-105 Avro Arrow. The Avro Arrow was considered a ―...supersonic 

successor‖ to the previous model CF-100. Palmiro Campagna contends that if the Arrow program 

was not cancelled, the Arrow could have evolved into equivalent of the SR-71 Blackbird. 

Canadian ingenuity, craftsmanship and technological development continues until today. For 

instance, a team of researchers at Vancouver‘s Simon Fraser University have developed a series 

of UAVs ―that accept group voice commands or can be controlled silently through hand 

gestures.‖ (Mike McLeod 2013). Chapter five delves into the historical and current contexts of 

policing in Canada will underline the synergistic hybridization of policing and militarization in 

the twenty-first century. Policing during the nineteenth and twentieth centuries were primarily the 

responsibility of modern public police institutions. Policing was viewed as the predominant task 

performed by police whereas in today‘s modern society, policing has evolved into a 

multidimensional field including various public and private groups and individuals (Law 

Commission of Canada 2006:1). The nature of policing has changed due to the expanding 

networks of policing and the complex arrangement of public and private activities (Law 

Commission of Canada 2006:2). According to the recent report Policing Canada in the 21
st
 

Century: New Policing for New Challenges (2014), the nature of policing is being reshaped and 

this is attributable to the concept of geography. The constitution of crime is changing and this 

change if facilitated by information technology and globalization trends whereby crime is taking 

on a ―cross-jurisdictional‖ nature. Two trends that further exacerbate the intricate structure of the 

international crime-control organization are: a) law enforcement agencies that are converging 

with national security establishments and; b) a burgeoning ―transatlantic security community‖ 

(Council of Canadian Academies 2014:24). Micheal Byers (cited in Mitchell 2014:19) contends 

that ―the surveillance of non-state actors can be done more effectively and efficiently with 
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unmanned aerial vehicles (UAVs or ‗drones‘)‖. The sixth chapter that follows investigates the 

link between militarization and policing in the twenty-first century. Militarization is the 

implementation of a certain system of beliefs and practices that are derived from the ideology of 

militarism (Kraska 2007). To further extend this point, it has been argued that to militarize is part 

of a broader project to integrate procedural implementation of task by police forces to adopt core 

tenets of militarism—to arrange their inner functioning in order to resemble militarism and the 

military model (Kraska 2007). Kraska (2007) argues that in order to determine if police 

militarization is occurring, four elements must be present: a) ―martial weaponry, equipment and 

advanced technology‖; b) ―martial terminology and vernacular, style and appearance‖; c) a quasi-

military pattern of organization, including ―command and control‖ centres and, d) operational 

activities derived and modelled from military in the areas of intelligence, supervision, the 

handling of risky situations, war-making and restoration. The majority of scholars concur that 

police have undergone a militarization as part of a growing tendency to optimize and increase the 

efficiency of ―bureaucratic oversight and formal social control of the population‖ (Weiss 

2011:399). Changes in police procedures are preoccupied with the realization that, as a formal 

institution, the police have procured modern and heavy machinery including ―night visors or 

unmanned reconnaissance aircraft, used mainly for border control‖ (Lutterbeck 2004, cited in 

Weiss 2011:399). This type of equipment serves the police in preventing crimes from occurring 

rather than punishing those who transgress the law after the fact. This development underlines the 

predominant feature of intelligence. Chapter seven examines the impact of UAV hybridization 

and militarization and the socio-legal implications of privacy breaches, specifically with respect 

to two Canadian privacy statutes: the Privacy Act (1983) and PIPEDA (2000). Under PIPEDA, 

the term ―personal information‖ is broadly defined in subsection 2(1) as ―information about an 

identifiable individual‖ (OPC 2014:51). At the core of this term lies an uneasiness especially as it 

pertains to the use of UAVs and the lack of clarity as to what constitutes ―personal information‖ 

may affect the manner in which organizations comply with PIPEDA‘s statutes (OPC Report 
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2014:50). As it pertains to UAVs, the term ―personal information‖ is put into disputation, as 

UAVs capture both ―core biographical information‖ and ―extraneous‖ information. The amassing 

of core biographical information may abstract individuals from their social context. Further, 

―extraneous‖ information may well derive from one‘s personal core. This information may be of 

great relevance to the member of said community (Parsons and Molnar 2013, cited in OPC 

2014:46). This captured information can threaten issues of democracy such as freedom of 

association, assembly and speech. The eighth and final chapter investigates the inadequacy of 

PIPEDA. This chapter reveals the difficulty of enforcing PIPEDA should there be an extraction 

of information from one‘s personal core and, further, highlights how UAVs threaten to undermine 

the fabric of society and Canadians‘ expectation to privacy.   

 Though this thesis has a large theoretical component, this dissertation refers to empirical 

research insofar as it refers to two reports on the nature of policing as well as Canadian Supreme 

Court cases when doing so is relevant to the question of privacy as discussed in the latter part of 

the thesis. 

.   
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Chapter 2 

Theory: The Politics of Visibility as a Key Feature of Surveillance 

Societies 

 At the core of surveillance lies the notion of visibility, which concerns what is seen or 

can be viewed and what is partially obfuscated (Coleman and McCahill 2011:15). What various 

surveillance apparatuses make ―visible‖ and ―known‖ is indeed based on the (pre)supposition that 

surveillance functions within a larger debate and frame of reference—―through processes of 

dissembling and reassembling‖ predicated on specific pre-existing and ―pre-established 

classificatory criteria‖ (Haggerty and Ericson 2006:4 cited in Coleman and McCahill 2011:15). 

Surveillance is an elaborate process which entails and facilitates the sifting and 

compartmentalization of data, a process in which different segments of the population are subject 

to what David Lyon calls ―social sorting‖ (Lyon 2003:19–20). Graham and Wood (2003:218) 

argue that digitization forms the basis of what is known as the ―new surveillance.‖ Digital 

technologies are substituted for previous ―bureaucratic and electromechanical surveillance‖ 

(Graham and Wood 2003:218.). According to Graham and Wood (2003), digitization expedites 

surveillance in two notable regards: first, by rendering the monitoring, prioritizing, and 

judgement process less cumbersome over expansive geographical locales; and second, by a 

reduction in ―time delay‖ (Lyon 1994 cited in Graham and Wood 2003:218). In addition, 

digitization correlates with the notion of an increased breadth in the capacity, scope, and power of 

broadened ―ubiquitous‖ surveillance (Graham and Wood 2003:218). A notable theme that 

extends the concept of surveillance is the Brighenti‘s notion of visibility (2007:324). Brighenti 

convincingly argues for the intrinsic necessity of the visual as a conceptual and theoretical lens in 

the social sciences. The concept of the visual must be strenuously examined as it pertains to 

surveillance and as a vital component to the field of surveillance studies.  
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 Brighenti argues that at the core of visibility
1
 lies the ―intersection of two domains of 

aesthetics,‖ which he names ―(relations of perception) and politics (relations of power)‖ 

(Brighenti 2007:324). In other words, Brighenti argues that visibility is a ―culturally‖ 

circumscribed, contextual, and relative phenomenon. The concept of visibility rests on four 

cornerstones: ―relationship, strategy, field and process‖ (Brighenti 2007:325). Brighenti asserts 

that in an ideal setting, if an individual is viewing another person, the person viewed ought to 

have an unfettered view of the observer. However, visibility as it pertains to surveillance 

technologies highlights the asymmetries of intervisibility (Thompson 2005, cited in Brighenti 

2007:326). Indeed, this asymmetry of visibility is rooted in military strategy. This broadening of 

visibility expands on traditional and current notions of visibility insofar as it frees visibility ―from 

the spatial-temporal properties of the here and now‖ (Thompson 2005, cited in Brighenti 

2007:326). Furthermore, according to Brighenti, visibility is entrenched not so much in the digital 

enclave of newly developed technologies but more so in the tracking of information (Lyon 2004, 

cited in Brighenti 2007:337). The more that surveillance practices abstract individuals from their 

contexts, the greater the broadening of ―alienation‖ or the distancing of vision from ―human 

beings and their biological eyes‖ (Brighenti 2007:337).  

 For Ryan Bishop (2011:272), the visible, which is similar to what he refers to as ―the 

tactile‖ (i.e., what is palpable and perceptible), can only interact with surfaces. Objects are most 

apprehensible by touch (via the hand) and by sight (via the eyes), and it is these tactile objects 

with which visibility may interact. However, Bishop (2011:272) also notes how surfaces always 

suppose a hidden, underlying layer that has yet to be uncovered. Indeed, aerial surveillance 

uncovers a dynamic view that otherwise was not yet known and, paradoxically, also leads one to 

realize that there remains a vision and/or knowledge gap caused by technological constrictions or 

physical barriers that limit what we can see (Brighenti 2007). 

                                                      

1
 Brighenti‘s (2007) concept of visibility will intersect throughout this thesis with concepts by 

authors such as Grégoire Chamayou, who speaks of manhunting. 
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 As Derek Gregory notes (2014:9), another geographical concept that targeted killing 

reveals is that of ―killing at an ever-increasing distance‖ (Gregory 2014:9). Gregory, citing the 

American aviator Charles Lindbergh (1944), pinpoints this as a distinctive characteristic of 

modern warfare; ―one kills at a distance, and in doing so does not realize that he is killing‖ 

(Lindbergh, cited in Gregory 2014:9). It is instructive here to note that in contemporary modern 

warfare, a plethora of surveillance technologies positioned and ―deployed‖ have revolutionized 

the battlefield and morphed it into ―a surveillant assemblage of visualization technologies.‖ 

(Wilson 2012:273). The unification of technology, communication, and command has made 

manifest a boundless, transparent battlespace that encompasses air, land, sea, and space (Wilson 

2010:273). Haggerty‘s ―military cartographic frenzy‖ (2006:255, cited in Wilson 2012:273) is 

actualized in vertical navigation, from subterranean caves mappings, bunkers, pipelines, and 

cables to linked military satellites that, orbiting the earth, provide the navigators with perpetual, 

scrutinized observation from above the stratosphere. 

This notion of ―killing at a distance‖ is further advanced by Grégoire Chamayou 

(2013:167), who remarks that the ―killer and his victim‖ are part of an asymmetrical relationship 

of visibility which expedites the legislation of violence. Thus results in a fracturing of what 

Stanley Milgram (cited in Gregory 2014:9), in Obedience to Authority, terms ―the experienced 

unity of the act.‖ This disassociation between the act and its reverberating consequences is 

optimized by these ―remote split operations‖ (Gregory 2014:9), which mediate the act through a 

series of interrelated network nodes and various personnel members, such as ―senior officers, 

military lawyers, image analysts and ground commanders‖ who examine the incoming video 

―from the Predators and Reapers‖ (Gregory 2014:9).  

In Les Chasses à l’homme (2010), Chamayou outlines his thesis about manhunting. 

Chamayou‘s third theme regarding manhunting is to situate the activity of territoriality within the 

limitations of the sovereign state (Berard 2010:3). For instance, according to Chamayou, the 

desired outcome from conducting ―manhunts by the police‖ (Chamayou 2010:128, cited in 
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Berard 2010:3) is to coerce people in order to become subservient to wage labour. Power is 

inevitably conceived of as ―a class instrument‖ (Chamayou 2010:123, cited in Berard 2010:3) 

whereby the police serve ―the state as armed hunters‖ (Chamayou 2010:123, cited in Berard 

2010:3) with dominion over ―the legitimate power of pursuit‖ (Chamayou 2010:128, cited in 

Berard 2010:3). 

Berard notes that although Chamayou elaborates on and synthesizes the essence of 

manhunting as a form of tracking, there are potential inconsistencies in his treatment. For Berard 

(2010:3), the definition of ―manhunting,‖ for instance, is context dependant and may vary 

according to the conditions of the situation. Berard also notes a conflation of two concepts: 

manhunting is both ―one technology of power‖ among others and ―the original and still 

fundamental form of political and economic domination‖ (Berard 2010:5). For Berard, it is worth 

delineating among three types of manhunting situations that are described in Chamayou‘s book. 

First, in the case of the Biblical story of Nimrod, manhunting is the primary means in which a 

ruler and/or state demonstrates its power. Second, manhunting is a precondition of domination in 

the manner it situates the origin of power and uses this power to suppress those who desire to 

―free‖ themselves from this constraining force, exemplified in the case of slavery. Third, 

manhunting is a method utilized by the police, who work under the state to enforce a sense of rule 

over those who live at society‘s margins of society and those who are deemed ―not fit‖ or 

―suitable‖ for society, such as the poor, the delinquents, and foreigners (Berard 2010:5). The 

manhunt may thus be construed as an enshrined feature of sovereignty, a historically situated 

notion of subjugation that is reinstituted to combat ―resistance‖ of those deemed undesirable such 

as ―(the poor, delinquents, foreigners, etc.)‖(Berard 2010:5), or a fracture formulation of power. 

For Berard, the contemporary situational use of the term manhunting is unclear. Berard notes that 

in Chamayou‘s book, sometimes the term refers to certain formulations of power, especially 

police manhunts, while in other instances it refers to the reinforcement of capitalist hierarchy, 

which is explained in Chamayou‘s book ―as a form of predation‖ (Berard 2010:5). Of the latter 
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idea, Berard notes that very little substantively distinguishes it from domination, whether 

metaphorical, allegorical, ideological, institutional, educational, or income related. He is quick to 

conclude that manhunting in each case involves a conception of power, though none necessarily 

refers to the direct physical apprehension of an individual, which the literal definition of 

manhunting presupposes. For the purpose of this thesis, I use manhunting as a broad term, one 

not only defined in all of the ways Berard highlights but that also designates the use of force from 

a distance (namely, in the atmosphere) to direct, target, and monitor an individual from a distance 

with the force that airpower exerts on them. 

Grégoire Chamayou‘s Théorie du drone (2013) informs the reader of two key concepts: 

(1) visibility as a form of asymmetrical warfare and (2) warfare at a distance. Chamayou, citing 

U.S. Air Force officer David Deptula, articulates that the fundamental strategy behind armed 

drone strikes in Afghanistan is to project power without its army or personnel suffering any 

vulnerability (2013:22)
2
 (CNN‘s Amanpour 2009 ―The Use of Drones in Afghanistan‖).     

Indeed, Chamayou explains that ―projecting power‖ necessarily means to deploy military forces 

beyond its own North American geographical frontiers (Chamayou 2013:22).  This issue of 

deploying military forces beyond its geographical frontiers raises the question of military 

interventionism abroad and imperial power. In the history of military empires, states Chamayou, 

projecting power has meant sending troops. However, this antiquated equation of military 

empires deploying military forces beyond its geographical borders risks becoming completely 

fractured (Chamayou 2013). The projection of power entails injuring and killing combatants. For 

Chamayou, the term ―without vulnerability‖ necessarily implies that the only exposed 

vulnerability to violence by combatant troops are those deemed ―the enemy‖ by the invading air 

                                                      

2
 ―Project power without suffering any vulnerability‖ is my paraphrasing of a translated passage 

spoken by Deptula during an interview with CNN‘s Christiane Amanpour. The show was titled 

―The Use of Drones in Afghanistan‖ and broadcast on November 24, 2009. As Deptula stated at 

the 2007 Air Force Defense Strategy Seminar, ―to have such a scope of intervention allows us to 

keep our feet warm at home while sending direct consequences [‗des effets‘] and the capacity to 

reach any surface on the globe. In other words, this system permits us to project a capacity without 

vulnerability‖ (Deptula 2007 cited in Chamayou (2013:316). 
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army (p. 23). In other words, the Air Force‘s tactic is to instigate and have an effect of air power, 

targeting and killing ‗enemies‘ from a distance. Chamayou employs the term ―téléchirique,‖ 

which is a ―technology of manipulating at a distance‖ (Chamayou 2013:36; Clark 1964:300–

303).
3
 This art of targeting is also found in a series of articles on Derek Gregory‘s website, 

Geographical Imaginations (2013), in which he critiques extensively Chamayou‘s book. 

Gregory‘s detailed analysis allows one to situate a target, according to Chamayou, under the 

notion of ―individuation‖: the art of production of an individual as an artefact of targeting 

(Gregory 2013). 

TERRITORIALISATION AS SPATIALIZATION   

 During the decade of the 1980s, social scientists began to discuss territoriality and, 

further, used the term in a broad sense to denote a ―fracture‖ from the behavioural and 

ethnological approaches of the previous decades (Coaffee 2009:33). Arguably a seminal text is 

Robert Sack‘s Human Territoriality (1986). According to Sack, territory encompasses the 

meaning of a particular space in conjunction with the ability to influence thinking and behaviour 

pertaining to that space. Space, for Sack, was a vortex in which power was situated; this power 

could work on various levels, ranging from the realm of the ―symbolic, through the influential, to 

the material‖ (1986:33). Sack conceptualized territoriality as a having social and geographical 

origins and further stated that these origins shape the how people utilize the land that they inhabit. 

Additionally, organization of their lives in space and they meaning they ascribe the space is of 

equally crucial importance (Sack 1986:19, cited in Coaffee 2009:33). It is according to this 

conceptualization that Sack gives life to the interdependence of space and society, expressing it as 

―the attempt by an individual or group to affect, influence or control people, phenomena, and 

relationships, by delimiting and asserting control over geographical areas‖ (Coaffee 2009:33). 

                                                      

3
Telechir (from tele- and kheir) means ―the hand from afar.‖ 
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 Shirlow (2008:340), in connecting to Sack‘s ideas to the geography of Belfast residences, 

contends that ― ‗the perpetual search, by some, for spatial enclosure and socio-spatial demarcation 

is clearly tied to Sack‘s (1986) notion that the creation of ethno sectarianised spaces‘ ‖ creates 

―boundaries which are virtually impermeable . . . [and which] isolate communities, create fear 

and hate of others, and push in the direction of equality and justice‖ (Sack 1986:254, cited in 

Coaffee 2009:34). 

 It is in this frame of reference that territorialisation appears as a technique of 

circumscribing the limits of a ―terrain,‖ while deterritorialization is the ―counter-process of 

stripping power from established territories‖ (Coaffee and Murakami Wood 2006, cited in 

Coaffee 2009:34). Territoriality is concerned with the attributes of individual places as well as the 

protocols that divide or annex the fields of space for particular purposes (Demko and Wood, 1994 

cited in Coaffee 2003:15).  

 More recently, territoriality has broadened to help explain the repercussions of ―defence‖ 

as a prominent characteristic that moulds the urban landscape (Flusty 1994, Harvey 1996, Herbert 

1997a, 1997b, and Coaffee 2000, cited in Coaffee 2003:15).  

 Territoriality relates to UAV usage in a unique manner. As the Office of the Privacy 

Commissioner of Canada (OPC) report (2014:18) noted, UAVs can infiltrate space from a 

distance and penetrate the surfaces of buildings, walls, and other constructed support systems 

through the use of radar technologies such as forward-looking infrared radar (FLIR) and LIDAR 

(light detection and ranging). In addition, mini- and micro-UAVs are capable of low-altitude 

flights and can manoeuvre in densely populated areas (OPC 2013, cited in OPC 2014:20). Micro-

UAVs have the embedded capacity to manoeuvre in narrow and tight areas that are difficult for 

humans to navigate. These UAVs are able to navigate the peripheries and spatial coordinates of 

urban buildings and infrastructure. 
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TERRITORIALITY AS A METHOD OF DEFENCE 

 During the late 1960s and early ‘70s, citizens sought to protect themselves from higher 

crime rates in their neighbourhoods (Coaffee, Murakami Wood, and Rogers 2009:70). As a result, 

―defence of architecture and urban design‖ (Coaffee et al. 2009:70) became prevalent in such 

urban environments, especially when research identified a relationship between certain 

environmental design types and decreased levels of violence (Gold 1970, cited in Coaffee et al. 

2009:70). Though worry was expressed that these ―enhanced urban fortifications‖ (Coaffee et al. 

2009:70) would propagate economically detrimental practices, private citizens nevertheless 

sought more rigorously to secure themselves and their property. These individualistic preferences 

soon promulgated tactics of combating crime:  

The urban environment is being fortified today, not primarily by public decisions, but 

mainly through a multiplicity of private choices and decisions individuals make in our 

decentred society. The private market is responding to growing demand for an increasing 

range of crime control devices and other means of safety. In some cases, safety can 

become a commodity that is explicitly sold or rented with real estate. (Gold 1970:153, 

cited in Coaffee et al. 2009:70) 

 

DEFENSIBLE SPACE AND ITS INTERCONNECTION WITH TERRITORIALITY 

 Similar to concept of territoriality for self-defence is the notion of ―defensible space.‖ 

During the late 1960s and 1970s, author Oscar Newman embarked on a study of the Pruitt-Igoe 

public housing estates in St. Louis and New York. Newman‘s publication Defensible Space 

(1972) aroused much dialogue pertaining to the correlation between crime and the constructed 

environment. Gold (2007:282) elaborated that 

‗Defensible space‘, a spatial concept spun off the 1960s fascination with territoriality and 

other atavistic concepts, asserted that human beings have deep-seated needs to maintain 

certain types of bounded spaces in their domestic environments in order to preserve 

communal harmony. The design of new estates, particularly those involving high-rise 

blocks of flats, apparently denied these needs and led to all manners of social pathologies. 

(Cited in Coaffee et al. 2009:70) 

 

Further, Newman did not fully admonish the use of surveillance or electronic devices, yet 

these measures should be viewed as a final solution if revised design implementations fail to 

attenuate crime rates (Coaffee 2003, cited in Coaffee et al. 2009:71). Newman conceived the 
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notion of defensible space to describe a ―range of mechanisms,‖ including the symbolic and 

tangible barriers and increased usage of surveillance to rein in the environment under the purview 

of its residents (Newman 1972:3, cited in Coaffee et al. 2009.:72).  

SECURITY PERMEATING FABRIC AND THE CREATION OF URBAN LIFE 

Since terrorism is tacitly linked with serious crime, drug and alcohol abuse, and other 

offenses that threaten ―public order and anti-social behaviour‖ (BBC News 2004 cited in Coaffee 

et al. 2009:253), the exploitation of fear is potentially high and is being pursued in the framing of 

various policy domains (Coaffee et al. 2009:253).  

Coaffee et al. (2009:253) attest to a ―normalized notion of security and resilience‖ which 

commenced to permeate every facet of everyday urban life. This normalized notion of security is 

provoking new lines of inquiry into the connection between broad policies that confront emerging 

security issues and social policies pertaining to the citizenry (Coaffee and Wood 2006, cited in 

Coaffee et al. 2009:253). 

In addition, Coaffee et al. (2009) identify a key initiative by which, around the time of 

their book‘s publication, UK government and interests groups attempted to sway the public 

through fear to legitimize strategies of technological control that would combat antisocial 

manifestations and democratic protesting, ostracise ―others‖ from public life, and bring about 

identity cards linking citizens to state-held databases (Coaffee et al. 2009:253).
4
 The integration 

of various counterterrorism, security, and resilience measures—ranging from video surveillance 

and barriers erected to prevent suicide bombs to traveller screening systems at transport hubs—is 

slowly but surely permeating life in major cities (Coaffee et al. 2009:253). However, the rationale 

for such ―protectionist‖ rhetoric is to ensure that critical infrastructures are secured (Graham 

1999, cited in Coaffee et al. 2009:253). Constant technologization has precipitated a 

revolutionary cycle of growth in three areas: the military, civil research, and academia. Further, 

                                                      

4
 It is worth noting that this initiative to introduce technologies that control urban behaviour 

correlates with the principles of the new military urbanism (see Graham 2010). 
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this cycle generates larger concentric circles of greater concentrated power as well as greater 

technical refinement and invasive surveillance technologies (Coaffee et al. 2009). The increasing 

proliferation of invasive surveillance mechanisms is being promoted by the recursive relationship 

between the military, civil and academic research and development. This increase in surveillance 

mechanisms is being promoted to, among others, politicians and government bureaucrats who 

desire a ―silver bullet‖ (Marx 1995, cited in Coaffee et al. 2009) to solve difficult problems. The 

authors of the 2006 Report on the Surveillance Society contend that ―the more that states, 

organizations, communities and people become dependent on surveillance technologies, the more 

there is an apparent ‗lock-in‘ which prevents options from being considered, and a comprehensive 

gap which increases a dependence on expertise outside the democratic system‖ (Murakami Wood 

et al. 2006:29, cited in Coaffee et al. 2009:253). 

The authors note that, paradoxically, the implementation of ―anti-terrorist legislation‖ to 

combat protestors ―and the militarization of anti-social behaviour‖ reveals a deep-seated distrust 

and, more to the point, the state‘s own agoraphobia, or extreme fear of its citizenry (De Cauter 

2004, cited in Coaffee et al. 2009:256). This inherent contradiction can be traced back to the 

creation of the walled city, which functioned to protect liberty of the citizen while also 

performing the task of control. The state accepts that it cannot trust its citizens and at the same 

time requires individuals to police themselves (Coaffee et al. 2009). This problematic situation is 

reminiscent of the nineteenth-century ―moral panic over urban disorder: how can one know the 

good citizen from the bad?‖ (Coaffee et al. 2009:256).  

The progressive ideology of securing everyone‘s safety ―for all, by all‖ adversely affects 

civil liberties and citizenship, and this measured ideology feeds upon itself, perpetuating a 

securitized state (Coaffee et al. 2009:256). These measures have elicited criticism from both the 

political establishment and civil society. These measures are a detrimental risk to ―freedom of 

movement‖ and, further, insidious monitoring practices fracture a sense of communal ―cohesion 

and multiculturalism‖ (Murakami Wood et al. 2006, cited in Coaffee et al. 2009:256). This 
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phenomenon is creating a situation some have dubbed ―creeping authoritarianism‖ (Jenkins 2006 

cited in Coaffee et al 2009:256).  

It is worth highlighting that, according to the authors (Coaffee et al 2009:256), the  

notion of security, coupled with counterterrorism and resilience narratives, may endanger the 

values and freedoms that liberal democracy claims to protect in the first place. The authors note 

that the inherent threat emanates from the presupposition that civil rights and liberties counter the 

implementation of a proper ―counter-terrorist strategy‖ (Coaffee et al. 2009) and that the 

resolution to this problem lies in finding a ―compromise‖ between the two. This compromise 

invariably entails a bias favouring security rather than equal consideration of security and liberty. 

Virilio (1994:2) notes that the snapshot of an image, or what he terms an ―image 

time-freeze‖ contorts the witness‘s
5
 state of existence within time (e.g., his or her spatial 

position). 

As regards visuality and spatiality, Virilio (1994:4), referring to the telescope as their 

quintessential embodiment, explains that this visual appendage (―visual prosthesis‖ is the term 

Virilio uses) forecasts an image of the world we cannot apprehend due to its being beyond our 

ability to ―reach‖ it. Thus, it creates an alternative means of navigating the world and institutes a 

―logistics of perception,‖ inculcating a new paradigm of mobility and sight ―of near and far.‖ This 

new paradigm increases the speed of our experience of distances and dimensions. 

For Virilio (1994:2), the telescope is an attachment that enables the display of an 

image—which I understand to mean a visual encapsulation of a world beyond one‘s physical 

reach that would remain intangible if not for the telescope. This attachment creates a new means 

of mobility, a ―logistics of perception,‖ instilling a new paradigm of sight ―of near and far‖ and 

increasing the velocity of our experience of distances and dimensions (Virilio 1994:2). 

                                                      

5
 In this case, the witness of a work of art, Virilio here makes reference to Rodin. 



 17 

Virilio (1994:5) is keen to state that, from antiquity, the standardized ―simplification‖ of 

written characters necessarily correlates with these messages‘ expedient
6
 transmission, which in 

turn abbreviates their substance. The tendency to optimize the time devoted to speaking to relay 

messages derives from tactical imperatives from the battlefield, where the field of vision as a 

means of apprehending the world becomes preeminent, especially for ―the trooper.‖ For Virilio, 

the battlefield is a territory where ―social intercourse‖ is severed and the ―inculcation of terror‖ 

makes an insidious appearance (Virilio 1994:6). Virilio (1994) asserts that the extensive series of 

war activities are arranged to vary and increase distances. 

The teletopological experience (Virilio 1994:6)
7
 continues to endure and keep steadfast 

to ―its remote beginnings in war,‖ (Virilio 1994:6) in which this experience ―…does not bring the 

subject closer to the world . . . In the matter of the combatant of antiquity, it anticipates human 

movement, outstripping every displacement of the body and abolishing space [my emphasis 

in bold].‖ (Virilio 1994:6) 

Virilio (1994:6–7) states that with the increase and burgeoning expansion ―of visual and 

audiovisual prostheses and unrestrained use of instantaneous-transmission equipment . . . we now 

routinely see the encoding of increasingly elaborate mental images together with a steady decline 

in retention rates and recall. In other words we are looking at the rapid collapse of mnemonic 

consolidation [my emphasis].‖ 

Much of what a drone can execute by producing and enhancing images contorts what 

Virilio (1994:7) describes as ―what I see is,… no longer within my reach‖ (p.7). Further, ―…even 

                                                      

6
 Graham and Wood (2007) speak of expediency in regard to reducing ―time delay‖ through the 

digitization of information. 
7
 In the book entitled Paul Virilio, author Ian James (2007:47-48) notes that Virilio is concerned 

with the manner in and degree to which a society is embedded with ―speed machines‖ that alter 

what Virilio calls the ―teletopological‖ structuring of perception. According to James, Virilio 

formulated this term from the Greek tele-,―referring to [something or an object that is] distant or 

far (such as television or telecommunication) and from the second root topos referring to ―place or 

common place.‖ James continues by stating, ―If the topological relates to the reality of a given 

place, its historical and geological form, then the ‗teletopological‘ would relate to the reality of a 

place or form as viewed from a distance‖ (2007:48). 
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if it lies within reach of my sight, it is no longer necessarily inscribed on the map of the ‗I can.‘‖ 

(Virilio 1994:7). Virilio contends that the logistics of perception forever alter previous 

conceptions and ―modes of representation‖ (p.7) in which ―…this original, ideally human 

happiness, the ‗I can‘ of sight, which kept art from being obscene.‖ becomes a prescient reality 

(Virilio 1994:7).  

Virilio (1994) states that, with ―topographical memory‖ (p. 12), one could speak in the 

rhetoric of ―generations of vision‖ (Virilio 1994:12) and perhaps of a visual trait that continues in 

perpetuity from one generation to the next.
8
 However, with the introduction of ―logistics of 

perception,‖ including objects that ―delocalise‖ and decontextualize geometrical objects, he states 

that there is ―a eugenics of sight, a pre-emptive abortion of the diversity of mental images, of the 

swarm of image-beings doomed to remain unborn, no longer to see the light of day anywhere‖ 

(Virilio 1994:12).  

The phatic image is an instant encapsulation of a precise and ―targeted‖ image that 

captivates and holds one‘s gaze (Virilio 1994:14). This image does not simply produce a 

cinematic focus. The image also does not provide the viewer with an untrammelled sense of 

vision but rather magnifies the image‘s illumination, the ―intensity of its definition‖ all the while 

selectively underlining certain ―specific areas‖ at the expense of the broader context, which 

according to Virilio goes ―into a blur‖ (Virilio 1994:14).  

Virilio, referencing Edgar Degas, notes that ―composition‖ closely approaches 

―positioning within the range of the viewfinder‖ (Virilio 1994:15), where subjects appear out of 

context and sifted from their situation and are viewed under a glaring light that is either above or 

below them. Virilio cites Degas, who responded to the unpleasant ―artificial, harsh light‖ that 

                                                      

8
 According to Aguirre et al. (1999:1613–1628), topographical memory is an individual‘s capacity 

to find his or her position in space, recognize and diligently pursue an itinerary, or be cognizant of 

the surroundings with which he or she is acquainted. An example of a misstep of topographic 

memory is going astray or becoming disoriented when travelling without a companion. 
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abstracted the subjects from the ―viewfinder‖ by stating that ―We must free ourselves from 

nature‘s tyranny‖ (Virilio 1994:15).  

For Virilio, the photography‘s technical advancement became evident because there was 

incremental proof of its innovation. He asserts that, because the constituent elements that 

comprise an object are in essence the summation of all of the components one ascribes to that 

object, the objective world is fundamentally formulated by one‘s interpretation. This 

interpretation is a fluid yet long-lasting mental formulation (Virilio 1994:22). 

Virilio concludes in The Vision Machine that automated perception is altering and 

shifting our understanding of the world in a destabilizing manner (Virilio 1994:75). Virilio not 

only includes the use of video optics but also expands further on the subject by saying that the 

vision machine will incorporate digitized imaging for an easier ―recognition of shapes‖ (Virilio 

1994:75). The ―synthetic image‖ thus produced is, at its core, no more than a ―statistical image‖ 

(Virilio 1994:75) that could not have been possible without the guidance of efficient pixel-

imaging computer systems. To unravel each pixel, all the pixels that encase the individual pixel 

must be critically deconstructed. The argument against statistical thought, as producing what 

Virilio calls ―rational illusions‖ (Virilio 1994:75) can be reduced to the visual thinking of a 

computer that uses digital optics. These digital optics are, in resemblance, slightly more than 

―statistical optics‖; they spawn a sequence of ―visual illusions, ‗rational illusion‘‖ that impinge on 

one‘s apprehension of the world and the reasoning that accompanies it. The procurement of 

―closed-circuit optics‖ (Virilio 1994:75), which give information on the basis of forecasts (which 

Virilio deems an art of persuasive rhetoric), will see its ―power‖ of persuasion to provide 

―objective future trends…‖ (Virilio 1994:75) augment. Considerable weight will likely be given 

to this ―statistical science,‖ whereby its capability to discriminate will likely increase in tandem 

with the proliferation of closed-circuit optics (Virilio 1994:75). 

 

 



 20 

CONCEPT OF VERTICALITY 

Referencing Eyal Weizman‘s 2002 series of articles on verticality for the web magazine 

Open Democracy, Graham and Hewitt (2012:72) begin their essay by explaining the urgent need 

to address the growing concern with unearthing the vertical dimension in contemporary urbanism 

research. The authors note that Weizman was careful to highlight the ―top-down aerial gaze‖ 

approach that had long reigned in mainstream geopolitical scholarship.  Weizman (cited in 

Graham and Hewitt 2012:72) notes that ―geopolitics is a flat discourse‖ that ―largely ignores the 

vertical dimension.‖ As a result, notes Weizman, this cartographic conception rooted in military 

strategy and the modern state‘s political theorizing of space overshadows the concept of 

verticality. Weizman contests this traditional discourse by proposing his own ―politics of 

verticality project,‖ which aims to unearth the politics entrenched in vertical space that codify an 

Orientalist and neocolonial architecture of Israeli dominance in and around the West Bank. 

Graham and Hewitt (2012:74) posit that a ―volumetric urbanism‖ would enhance how the 

horizontal and vertical ―extensions‖ intersect to create newly formulated ―imaginaries, 

materialities and lived practices‖ that reinforce one another and are found in subterranean, 

surface, and suprasurface domains (Lerup 2006, cited in Graham and Hewitt 2012:75). Graham 

and Hewitt (2012:75) contend that this ―volumetric‖ discourse of urbanism is especially crucial 

given the rapid expansion of urbanism via technologies that accelerate, augment, amplify, and 

increase the speed at which cities horizontally expand (Graham and Hewitt 2012:75) in terms of 

―super-high and super-deep structures.‖ Further, advanced remote-sensor systems assist to 

optimize ―top-down visualities‖ as well as improve access to ―aerial and vertical spaces‖ Finally, 

the vast expansion of communication networks permits all facets of urban existence to intensify 

towards ―vertical imaging, tracking and surveillance‖ (Graham and Hewitt 2012:75).  

Graham and Hewitt (2012:75) write of Google Earth (GE) as an archetypal urban media 

program that amalgamates multiple components, including but not limited to ―global satellite 

imagery, geopositioning, coordinates, digital cartography, geolocated data, three-dimensional 
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GIS, architectural drawings, street-level digital imagery and other social media, data and 

software.‖ These components interoperate to create a multidimensional opening in which urban 

life can be mediated, navigated, and experienced in fundamentally altered ways.  

According to Graham and Hewitt (2012:75), GE compels scholars to critically question 

long-standing assumptions pertaining to the notion of urban politics of the aerial ―God‘s eye‖ or 

―top-down view‖, especially when zoom technology and scalability have become accessible in 

―real-time.‖ For Graham and Hewitt, GE amalgamation modifies the represented and visual 

abstractions pertaining to verticality. Further, these representations of verticality are underpinned 

by techno-scientific and cultural ―genealogies‖ that GE manages to deconstruct and formulate 

anew.  

Graham and Hewitt (2012:76–77) situate two critical themes at the interstice of GE and 

critical urban research: a reformulated ―imperial infrastructure‖ and Google Earth‘s morphing the 

―terrestrial surface as a digital medium.‖ 

Graham and Hewitt (2012:76) argue that GE‘s intrinsic make-up, lineage, and origin are 

rooted in complex political and cultural arrangements and economies that result in GE‘s varying 

degrees of ―resolution and up-to-dateness.‖ The above informs the extent in which GE can 

materialize as a frame of reference and recourse as an ―urban medium‖ (Graham and Hewitt 

2012). Though the authors readily admit that GE is a remarkable platform that has improved in its 

user-friendliness, they also state that GE has its roots in US military techno-science and 

innovation. Certainly, GE has become commercialized and well utilized by many, and although 

usage of it spans the globe, it consistently remains a ―US-centred, internet conglomerate‖ 

(Graham and Hewitt 2012:76). While a user may be able to navigate certain features intrinsic to 

GE, the program‘s data sets favour certain prime multinational corporations that benefit from the 

geolocational data that is captured and overlaid with satellite surfaces in ―this new screen 

interface.‖  (Graham and Hewitt 2012:76). Corporate advantages include sustaining 

competitiveness in such key areas as ―tourism, travel, leisure services, food provision, etc., as 
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well as to build up new geodemographic information products that GE, as a surveillance 

apparatus [my emphasis], helps generate‖ (Graham and Hewitt 2012:76). 

As GE morphs into Google Maps and other types of social media, the authors argue that 

it is now possible, by utilizing Google Maps and social media platforms to tailor specific ―urban 

traces and tracks‖ (Graham and Hewitt 2012:76). A software analyst then examines these data 

tracks, which also undergo extensive corporate data mining and geodemographic profiling. 

In addition to satisfying the innumerable personalized communities ―and surveillance 

assemblages,‖ GE maintains an assortment of ―filtering mechanisms‖ that permit only a few 

initiates of a certain standing to enter a certain site, be it ―the clubhouse, the VIP Room, the sports 

stadium, [or] a shopping mall‖ (de Waal 2008, cited in Graham and Hewitt 2012:76).  

Graham and Hewitt (2012:77), citing Holmes (2004), underline the significance and 

magnitude of addressing GE‘s geolocational ―assemblages‖ using the moniker ―imperial 

infrastructure.‖ GE, which is akin to other GPS systems with military roots, has recently been 

―liberalized‖ to include wide civil-societal segments in its structural design. When one connects 

to GE, one‘s signal syncs with satellites, geodetic maps, and atomic clocks maintained and 

preserved by the US military. 

Graham and Hewitt (2012:83) contend that as progression towards vertical megaprojects 

increases, in terms of formulation and design, whether in response to supposed reactions to issues 

of sustainability or to ―demographic growth‖ (Graham and Hewitt 2012:83), the social 

geographical vectors of verticality become disproportionate and asymmetrical. A case in point is 

the anticipated 2.4-kilometer vertical height of Dubai‘s 400-story Vertical City (Graham and 

Hewitt 2012:84). This tower was intentionally constructed with an ―internal elevator layout‖ for 

the express purpose of segregating the workers from the residents and to provide expedited VIP 

services to appointed areas (Graham and Hewitt 2012:84). 

Derek Gregory (1994:84) is keen to elucidate the meaning of order. Order, according to 

Gregory (1994:84), who references Mitchell (1989:79), must not be taken-for-granted or assumed 
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to be of a ―natural‖ origin. Gregory contextualizes the concept of order in the decades preceding 

the Second World War, when it became a focal point of Anglo-American spatial science 

(Gregory 1994).
9
 Similarly as pertains to the notion of order, Gregory (1994:85), citing Peter 

Haggett‘s influential publication Locational Analysis in Human Geography (1965), explains a 

key feature of order: ― ‗Order depends not on the geometry of the object we see,‘ he asserts, ‗but 

on the organizational framework in which we place it‖ (Haggett 1965, cited in Gregory 1994:85). 

Haggett indicated that the framework has an inherent geometric articulation, and he sought to 

revive this tradition for ―spatial structure‖ and embed it as a key feature ―within the modern 

discipline‖ (Haggett cited in Gregory 1994:85). Locational analysis centred on making the 

periphery of deconstructed regional elements into a pattern ―of abstract geometries: movements, 

networks, nodes, hierarchies and surfaces‖ (Gregory 1994:85).  

In The Politics of Verticality (2002), Eyal Weizman analyses the notion of verticality and 

how this politics intertwines with Israeli aerial control over the West Bank. This eleven-part 

series of articles challenges readers to critique the typical two-dimensional maps of this territory. 

Weizman makes many observations and draws many conclusions about Israeli control over Gaza. 

I shall focus primarily on parts 5, 6, 9, and 11. In part 5, titled ―Optical Urbanism,‖ Weizman 

states that a vantage point high above the ground provides three strategic advantages: ―tactical 

strength, self-protection, and a wider view.‖ (Weizman 2002). This axiom is derived from 

military history. The Crusaders‘ castles were constructed far from settlements, allowing the 

Crusaders to engage in war via nature‘s mountainous regions, which they used as tactical 

instruments to territorially dominate the Latin kingdom. Similarly, Weizman notes that the Jewish 

settlements in the West Bank not only serve as residences; they also construct a large-scale 

network of civilian fortification that serves the army‘s overall defensive strategy as well as 

                                                      

9
 Gregory elaborates on some of these elements in Geographical Imaginations (1994). 
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provides ―tactical territorial surveillance.‖  (Weizman 2002). A family dwelling in its home 

complies with the objectives of territorial control.  

The mountainous settlements compose an intricate geometric system that combines the 

rendering of sight with spatial order. These settlements construct ―panoptic fortresses‖ (Weizman 

2002) and produce variable gazes for many desired goals. Control can be asserted over the Arab 

villages when, strategically, observers peer over the main traffic routes. In terms of self-defence, 

the immediate surroundings and approaching roads may be monitored. According to Weizman, 

settlements may be construed ―as urban optical devices for surveillance and the exercise of 

power.‖ 

THE GEOPOLITICS OF VERTICALITY OR GEOGRAPHICAL VERTICALITIES 

Michel Foucault ([1973] 2007:170) writes about his observations of Paul Rebeyrolle‘s 

series of paintings Dogs, of which Foucault remarks, ―In the world of prisons, as in the world of 

dogs . . . the vertical is not one of the dimensions of space, it is the dimension of power‖: 

It dominates, rises up, threatens and flattens; an enormous pyramid of buildings, above 

and below; orders barked out from up high and down low; you are forbidden to sleep by 

day, to be up at night, stood up straight in front of the guards, to attention in front of the 

governor; crumpled by blows in the dungeon, or strapped to the restraining bed for 

having not wanted to go to sleep in front of the warders; and, finally, hanging oneself 

with a clear conscience, the only means of escaping the full length of one‘s enclosure, the 

only way of dying upright. (P. 170) 

 

 The construction of homes utilizes an ―inward-oriented gaze‖ (Weizman 2002) that 

safeguards ―the soft cores of the settlements‖ while the outward gaze ―surveys the landscape 

below‖ (Weizman 2002). Vision is the mode of apprehension that guides every detail of each 

building‘s design, even down to the orientation of the windows.  

In part 6 of his series, ―The Paradox of Double Vision‖ (Weizman 2002), vision is a 

method by which the state strategizes control. The latitude coordinates merely become relative 

reference points on a folded terrain. These lines delineate ―parallel geographies,‖ dividing ―First 

and Third Worlds, [which inhabit] two distinct planes, in the startling and unprecedented 

proximity that only the vertical dimension of the mountains could provide‖ (Weizman 2002).  
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In part 9, ―Jerusalem,‖ Weizman (2002) proclaims that the city embodies ―the politics of 

verticality.‖ He illustrates this politics with Prime Minister Benjamin Netanyahu‘s command to 

open the tunnel for subterranean archaeology, which follows the contour of the Western Wall, 

located directly below the Haram al-Sharif/Temple Mount compound. As a result of this 

command, the Israeli government controls Jerusalem both above and below the ground.  

In the final part of The Politics of Verticality, ―Control in the Air,‖ Weizman (2002) 

identifies airspace as the dimension in which Israel seizes control over the West Bank. Israel 

takes advantage of its aerial position by using an ―electromagnetic spectrum to drop a net of 

surveillance and pinpoint executions over the territory.‖ Weizman is keen to note the omission of 

airspace from political maps. However, this expansive area is filled with civilian and military 

airways that offer strategic vantage points of the terrain beneath the ground surface, positions that 

are refused to other parties.  

 Weizman provides an aerial history in which the notion of ―the freedom of air‖ was 

proposed to allow for worldwide travel and transportation. The proposal, akin to the ―freedom of 

the high seas,‖ was vociferously renounced following the 1919 Versailles Peace Conference. 

Weizman cites locates Article 1 of the 1944 Chicago Convention, which inaugurated the 

sovereignty of each nation to control its correlating national airspace, resulting in the creation of 

an international airspace with ―hundreds‖ of points of non-entry. The space launch of 1959 

inaugurated the concept of open skies for outer space.  

International law asserts the permanent link between the ground and the sky. However, 

according to Weizman, to circumvent this connection between ground and sky, a novel 

understanding of boundaries was formulated in relation to the Israeli-Palestinian context. The 

suggestion was to substantially lower the ceiling of the emerging Palestinian state to limit the 

height of buildings and vertical distance that helicopters could legally fly. The airspace above was 

of sole Israeli jurisdiction. It is worth noting that David Murakami Wood, in Vanishing 

Surveillance: Ghost-Hunting in the Ubiquitous Surveillance Society (2011), proposes much along 



 26 

the same lines as Weizman (2002). Murakami Wood (2011:10) underscores how the concept of 

mobility, especially in the case of unmanned flight, fuels advances towards ―vanishing 

surveillance.‖ This vanishing surveillance is aided by ingenious systems that permit ―vertical 

mobility,‖ a further distancing from the object (or target), and the ability to quickly elude an 

individual‘s vision especially if one is trying to detect such a surveillance object. Further, these 

objects may become ―animated‖ when injected with a ―semi-autonomous‖ agency (a possible 

reference to Bruno Latour‘s actor-network theory) (Murakami Wood 2011:1).  

Continuing the same line of thought, Dorothea Olkowski (2014:104) writes 

about Gilles Deleuze, who claims that Francis Bacon‘s writing reveals visible forces that were 

otherwise invisible in that the work of art functions to ―capture forces.‖ Forces that are imposed 

or ―exerted‖ on a body leave a lingering sensation. It may be said that UAVs exert a physical 

force upon the human and inanimate bodies they objectify from space.
10

 

Indeed, even Lewis Mumford (1963:364) explains how ―the machine,‖ by which he 

means ―the mechanical discipline,‖ is the intentional plan of action to seek a mechanical mode of 

living to achieve a sanctified ―holiness‖ or power over men. Seeking a broadened development of 

the machine has extended those aims and provided a physical vehicle for their fulfillment 

(Mumford 1963). 

AIR-TARGETING 

Adey, Mark Whitehead, and Alison J. Williams elaborate on the subject of ―air-targeting‖ 

in their seminal article ―Introduction: Air-Target Distance, Reach and the Politics of Verticality‖ 

(2011). The notion of air-targeting brings to mind themes such as ―precision‖ (Zehfuss 2010, 

cited in Adey et al. 2011:174) but requires further consideration.  

                                                      

10
 See Weizman (2002) and ―territorialisation‖ for more information. 
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 The currently available technology such as those found on the much-touted Predator and 

Reaper UAVs employed by the militaries of the United States and Britain produce images with 

enhanced clarity (Crandall 2003 and Singer 2009, cited in Adey et al. 2011:174).  

The image produced by a smart-bomb target sight is singular, yet in the contemporary 

battlefield context, it is apportioned to various ―points of view‖ (Graham 2010, cited in Adey et 

al. 2011:174). In addition, missiles may be engaged semi-automatically with the guidance of an 

operator situated in an unspecified location in a secure building in Nevada (Adey et al. 2011:174). 

 Having stated the above, the question that the authors attempt to deconstruct remains: 

What are the political and material consequences of air-targeting? 

 The notion of air-targeting may initially suggest a degree of empirical and scientific 

precision—one denoted by the ―clean, surgical, and precise‖ elements associated with surgical 

excision (Adey et al. 2011:174). However, Zehfuss (2010 cited in Adey et al. 2011:174) 

demonstrates, the ethics implicated in this ―precision targeting,‖ including ―the judgements [and] 

rationalities,‖ are far from clear or ―precise.‖ 

 As information becomes disseminated via journalism, research, and leaked 

documentation, it nonetheless remains a daunting task to decipher the mass of details, reports, and 

contradictory testimony (Adey et al. 2011:174). Bishop (cited in Adey et al. 2011:174) argues 

that one can become subservient to synaesthesia, or ―the production of a sense impression relating 

to one sense or part of the body by stimulation of another sense or part of the body‖ (Oxford 

Dictionaries 2014).
11

 

 At the most elementary level, the notion of air-targeting provides a descriptive context for 

singling out various targets identified from a bird‘s eye view, though there is more that 

encompasses this notion (Adey et al. 2011:175).  

                                                      

11
 ―Oxford Dictionaries: Language Matters.‖ Retrieved July 15, 2014 

(http://www.oxforddictionaries.com/definition/english/synaesthesia).  
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 In the series of articles by Adey et al. (2011:175), target implies a complex understanding 

not simply ―an abstraction.‖ In the case of air-targeting, from a military perspective, violence 

distances the substance of its matters but at the same time, the process highlights the violence that 

is ―imposed‖ on persons and locations. The authors highlight three concerns. First, how does the 

terminology, employed for military and tactical personnel, escape the tangible and material 

consequences of its ―representation‖ (Adey et al. 2011:175) ? Second, what are the cultural 

folkways that formulate or construct an air-target? Third, as critical inquiry focuses more on 

questioning the assumption of ―the sleek, machinic,‖ and emotive image of these abstractions, 

what subjectivities of feelings and thought processes not only emerge from the violent conditions 

of air-targeting but also become part of the whole context that aggravates the situation? As the 

authors note, the air-target is not always realizable as circumstances, persons, and objects always 

interject, assert a new reality or contextual frame of reference, and buttress the notion of 

―resistance and subversion‖ (Adey et al. 2011:175). 

THE TARGET AND ITS COMPOSITION 

 The symbolic crosshair associated with a vertically perceived target is limited in its 

capacity to critique all that can be explored per the aerial view. What belies the image of the 

crosshair is an interrelated set of complex processes conjoined to the target in space in terms of 

the technical specificity, operational biases, and jurisdictional circumstances of military settings. 

Derek Gregory analyzes as his case in point the US Air Force in which he identifies ―an 

augmented ‗kill chain‘ (find, fix, track, target, engage, assess),‖ described in standard military 

terminology and vernacular, pertaining to aerial targeting. The above terms underscore the array 

of techniques that render distances and relationships closer ―to reduce chain from target to kill: 

‗from hours to minutes and ultimately from minutes to seconds‘‖ (Guetlein 2005:2 cited in 

Gregory, cited in Adey et al. 2011:176). 

 Gregory‘s analysis teases out the underlying processes by which aerial targeting 

constructs and an object: one that is closely related to a milieu (Adey et al. 2011:176). Gregory 
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contends that the processes that give rise to this ―assemblage‖ clearly point towards a sequence of 

linked ―aerial views‖ following a series of ―calculations,‖ which is in addition ―a process of 

abstraction‖ (Gregory 2011, cited in Adey et al. 2011:176). Gregory notes that two methods 

animate the air-target: ―identification and calculation,‖ which have progressed since the earliest 

conceptions of ―colonial policing‖ (Legg 2007, Omissi 1990, and Satia 2008, cited in Adey et al. 

2011.). Caren Kaplan (2006 and Kaplan and Kelly 2006, cited in Adey et al. 2011:176) contends 

that these aerial perspectives find their origin in imperialism and are therefore crucial to the 

elements that construct the ―representations of contemporary [modern] nation-states‖ (Adey et al. 

2011:176). Cartography, which states and empires performed and in which aerial points of 

reference were adopted, solidified the justification for the creation ―of modern forms of territorial 

power‖ (see Saint-Armour 2005 and Scott 1998, cited in Adey et al. 2011:176). In other words, at 

the core of modern systems of control lie aerial viewpoints and the conjoined evolution of the 

target (Adey et al. 2011). 

 Accordingly, it is fruitful to tease out the historical and sociological parameters that 

surround aerial power (Adey et al. 2011:176). Many reports detailing the exact procedures of 

allied bombing and ―chain‖ reports that include topographical images of maps and plans with 

coordinates were broadly shared with the intelligence community, which permitted the process of 

selecting targets during the Second World War. Further, these targets were most notably made 

comparable to the general knowledge acquired by the Luftwaffe (Adey et al. 2011). As Adey et 

al. (2011:176) note, ―While the power of the aerial perspective pre-dates high altitude 

surveillance, the air-target has always been connected to flight.‖ The underpinnings of aerial 

photography, in conjunction with similar historical contexts that deconstruct societal evolution 

occurring in the air, ―have been complicit‖ with views from aeroplanes and balloons (Adey et al. 

2011:176). This is especially the case as aerial archaeology has its origins in the photographic 

reconnaissance of military installations (both hidden and camouflaged) on the Eastern Front 

(Cosgrove and Fox 2010, cited in Adey et al. 2011:176). 
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Social warfare necessitates new techniques of visualization for targeting enemy 

combatants. These new techniques would have to enable the dynamic interplay of multiple forms 

of visuality and scrutinization, including deliberating a plethora of modes of interpretation and 

analysis, intentional ―processes of selection and decision-making with regard to a suitable target‖ 

(Adey et al. 2011:176). The amalgamation of these techniques resulted in the Allied Central 

Interpretation Unit‘s work at Medmenham, Buckinghamshire, during World War Two (Adey et 

al. 2011:176). Taking a cue from Crary (1992, cited in Adey et al. 2011), it may be reasonable to 

state that the techniques associated with air-targeting cannot be reduced to a product of 

technological advancements in the area of vision, but, more so, a combination of developments 

within the field of geography and knowledge accrued from this field (reference to Whitehead 

2009, cited in Adey et al. 2011). 

THE CONCEPT OF TRACKING 

According to Crandall (2010), tracking has a fairly extensive history, and its origin is 

situated in many areas of ―the figure of the surveillance‖—namely, in activities pertaining to 

police monitoring (purportedly of civilians) and military and intelligence headquarters. Further, 

tracking problematizes the concept of human agency as it obfuscates ―the distinctions between 

body and space‖ (Crandall 2010:69) and, further, complicates delineations between humans and 

inanimate objects (Hayles 2009:48, cited in Crandall 2010:69). 

Crandall (2010) claims that tracking in megacities is augmented and further exacerbates 

these activities‘ political ramifications. Further, he argues that tracking becomes intertwined and 

with urban development. In addition, tracking in large, multidimensional urban environments in 

many parts of the world has introduced spatial data infrastructures (SDIs) that work to integrate 

all urban activity within confined ―calculative architectures‖ (Crandall 2010:69).  

Crandall (2010:69) explains that SDIs for megacities originate in the notion that, through 

a combination of tracking, sensing, and locational practices, spatial information capturing has 

evolved to such a degree that it becomes necessary to ―urban development, planning and 
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management.‖ Spatial information is critical, especially when it is combined with ―data mining, 

analytics and data management through Geographic Information Systems (GIS)‖ (Crandall 

2010:69). SDIs combined with GIS systems are present in various databases, which used different 

tools infields of expertise such as defence, communications, and utility services (Crandall 2010).  

Crandall (2010:70) contends that the spatial information collected by social networks and 

participatory practices is not accessible to citizens and consumers, particularly when this data is 

derived from their patterns of behaviour. These behaviours (i.e., daily activities) may be tracked. 

Yet, this data is used to closely monitor, target, or identify individuals and is seemingly difficult 

to access. This data subjugates ―them to a calculable and a presentational violence‖ that may have 

material consequences. Tracking works in tandem with targeting such that the potential to protect 

is juxtaposed with the potential to ―violate‖ (Crandall 2010:70).  

Derek Gregory in his Lines of Decent (2012:6) discusses targeting in today‘s drone 

warfare. He explains that targeting from a distance removes the drone operator from dealing 

directly with the consequences of his or her actions as the operator is likely situated hundreds of 

miles away from the warzone. The ―target signatures‖ are, in essence, processed via sensor 

systems. Gregory posits that this revitalized method of American bombing results in two 

problems. First, automating the act of killing renders the operator unable to deal with his or her 

individual inhibitions ―in the exercise of warfare‖ (Gregory 2012:6). Second, once the risk ―of 

combat‖ (Gregory 2012:6) has been downloaded to the target, whereby he or she bears the onus 

of responsibility for his being targeted, the state can more easily engage in war. An alternative to 

this line of thinking is the privatization of cost, whereby targets assume full responsibility for 

their becoming casualties of war. Further, targets, whether citizens or combatants, can become 

―externalities‖ when the state wages war against them. Additionally, Gregory, citing the 

predictions of critics of the electronic battlefield, emphasizes how the sole reliance on ―target 

signatures‖ (Gregory 2010:42) in predominantly U.S. drone warfare displaces ―local knowledge 
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of the cultural landscape‖ (Gregory 2012:42). This problem of displacement is further 

compounded by the ―distance effect‖ of targeting (Gregory 2012:42). 

Geospatiality is optimized when it is conjoined with locationing as geospatiality can 

surpass the inherent geographical limitations in addition to the ―rigidity of large-scale networks‖ 

(Crandall 2010:70). Crandall (2010:71) argues that when ―calculation, action and materiality‖ 

become enmeshed, ―gestures, objects and environments can ‗speak‘ ‖ in a manner that humans 

can neither apprehend nor even recognize. 

 Crandall (2010) explains that a fundamental underlying principal is the ―program‖ (p.71). 

Crandall‘s understanding of a program is rooted in the notion of principal practice that centres on 

the concepts of ―organization‖ (assembly to achieve efficiency) and ―standardization‖ 

(regulation) that spans the multitude of ―affective, symbolic and rhythmic registers of experience 

- where it can be understood‖ in a plethora of manners in social beings, ―spaces, events or 

behaviours‖ (2010:71).  

Crandall suggests that highlighting the program would bring about fruitful analysis 

because doing so would question the ontological nature and ―naturalness‖ of so-called ―ambient‖ 

urban environments, deepen our understanding of human agency and where it is situated, and 

allow for investigation into the ―embodied practices and algorithmic practices‖ as well as the 

codified norms and procedures that create this ―standardized‖ or de facto space (Crandall 

2010:71). Crandall proposes that all urban persons, in whatever capacity or ―scale,‖ react to 

entrenched norms that they help to ―materialize and normalize.‖  

Crandall advances the notion that movement is augmented and optimized via its 

technological appendages and calculative configurations. Yet this augmentation of movement 

seduces individuals with ―the illusion of control, the ability to catalyze events and shape 

outcomes‖ (Crandall 2010:72). Crandall‘s amplifies his argument about movement when he states 

that in ―a modern, calculative world, all movement‖ is subordinated to the concept of tracking. 

Calculative configurations would render all movement understandable and ―measurable‖ in a 
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regimented format that can be understood across various times and spaces. Further, this 

measurability of movement may be further increased or embedded with the capacity of prediction 

(Crandall 2010:72).  

Crandall situates the history of tracking with the creation of the computer in the middle of 

the twentieth century. Tracking is intimately linked with the ―vigilant observer‖ who, equipped 

with and attached ―to the screen‖ (Crandall 2010:72), deciphers pictographically inspired 

movements, whether on maps, in images, or in urban settings. Crandall‘s point is that this idea 

expands to the monitoring in military and intelligence settings and in surveillance perimeters in 

megacities. 

 At the centre of the calculative processes and lattices, phenomena in movement are 

codified, tracked, and unearthed. Crandall contends that the majority of this tracked information 

evades human attention because of the hindrances of representation (no picture is without flaws). 

Further, this information escapes human attention due to the sheer volume and magnitude of data 

accumulated from cameras and sensor technologies that have increased exponentially around the 

globe. This increased accumulation of information can be attributed in no small part to ―the 

techniques of war, along with those of commerce‖ as well as the constant demand for 

―efficiency‖ (Crandall 2010:72).  

As it pertains to ―the science of video analytics, movement is tracked algorithmically‖ 

(Crandall 2010:72). This scientific mode of apprehension utilizes various regulations that are 

attuned to the scene under observational scrutiny as well as the objects in the scene. In this 

―science of video analytics‖ (Crandall 2010:72), the majority of what analytics software grasps 

belongs to the larger field of ―the ordinary,‖ which Crandall (2010:73) defines as ―the spatial and 

temporal norm of a given environment.‖ According to Crandall, all ―observing technology‖ 

typifies the normative concepts of the ―categorization and standardization of information‖ 

(Crandall 2010:73). Further, the unstated goal of video analytics is to uncover transgressive 

activity. Otherwise, according to Crandall, such atypical activity may form an ―event,‖ which 
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then becomes a matter of pressing attention and deserves to be investigated (Crandall 2010:73). 

Crandall (2010) elaborates on this atypical activity by explaining that for this information to be 

properly ―inferred‖ (p. 73), it must be sorted through algorithmic calculations and weeded out as 

unimportant activity in such a manner as to reduce diversions or hindrances and optimize the 

concentration time of human operators. Crandall (2010:73) contends that video analytics is 

increasingly used for various governmental and inner-city rationales, including but not limited to 

―general security [and] government.‖ (Crandall 2010:73) 

For Crandall (2010:73), there is an underlying essence to the program of analytics: the 

cross-section of all ―technological, social and institutional programs of analytics,‖ as they 

intersect with the circumstances of an event, must become subservient to the ―demands‖ of 

movements, ―convertibility and translation‖ (Crandall 2010:73). The essential point is that this 

information must be in a format that is readily translatable, portable, and accessible, and, further, 

it must be able to transcend the ―boundary of the specific domains within which it was 

conventionally produced‖ according to agreed-upon protocols and standards. One may extend 

Crandall‘s argument to include transcending social-spatial limitations that vary across time and 

space.  

According to Crandall (2010:74), the domains of data mining, statistical inclination, and 

correlation are propelling the advancement of video analytics science since this science belongs 

to the ―cartographic tradition‖ via video surveillance and modern procedures of data mining. 

Ideologies of technology inform and transmute these practices. Crandall (2010:74) maintains that 

this transformation represents a rapid departure, one that creates a seismic fracture within 

traditional science and alters how it is practiced.  

Jim Gray (n.d. cited in Markoff 2009, cited in Crandall 2010:74), a computing researcher, 

notes that a new scientific pattern is arising in which what he calls an ― ‗exaflood‘ ‖ of 

observational information and collected data destabilizes those who handle and assess it. This 

vast accumulation of data may potentially destabilize existing data banks, technologies, and 
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methods for assessing the data. Gray posits that the only way to cope is to optimize 

interoperability (movement, conversion, and translation) into systems of more reasonably priced 

―interoperable clusters of computers‖ for the purposes of ―distributed computing‖ of aggregate 

computers (Crandall 2010:74).  

Tracking technologies permit access to previously stored information. These technologies 

rival and surpass previous ―observation-based‖ techniques as those lacked tools for ―regression‖ 

(Crandall 2010:74). Regressions are statistical protocols ―or analytics‖ that permit prediction in 

datasets where tracked phenomena is situated, unearthed, and coded. These patterns, according to 

Crandall, may give the impression or indicate an inclination towards a future orientation. 

For Crandall, the issue lies in situating ―stability‖ in the pattern and not aberration. To 

achieve stability, the pattern is subjected to a barrage of analytics and ―random back-trials‖ 

(Crandall 2010:74) to assess its ability to make future predictions. The objective is stability— in 

order for the task at hand to be performed thoroughly and with little to no interruption.  

Statistical analysis, coupled with large aggregate and accumulated datasets and 

augmented storage and processing capacities, rivals other tools‘ legitimacy. Crandall argues that 

since statistical algorithms can operate without any deductive hypotheses, the issue of human 

motivations towards certain behaviours becomes ―irrelevant.‖ As Anderson (2007 cited in 

Crandall 2010:75) argues, statistical algorithms introduce a schism in the traditional scientific 

method and theories of human behaviour. For Anderson, the issue is not why people commit 

certain behaviour but rather that they do. This statement suffices, especially when this 

information can be tracked and measured almost exactly. According to Anderson (2007, cited in 

Crandall 2010:74), ―With enough data, the number speak for themselves.‖ Correlation, rather 

than causation, is sufficient to demonstrate truth. From the perspective of correlation, Crandall 

posits that the impediment to unearthing the truth lies not in ―the reality‖ of its existence 

(Crandall 2010:75) but in the hindrances of the tools, techniques, and machines that are utilized to 

analyze the ―truth.‖ It may be said that for Crandall, the truth lies not in what actually has 
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occurred but the manner in which it is revealed through the use of tools, techniques, and 

machines. These limitations retrocede with the proliferation of data, increased processing 

capacity, and different means of storage. The combination of these technologies permits the 

recording and careful storing of human habits, transactions, day-to-day movements, and the 

statistical algorithms that galvanize it (Crandall 2010:75). 

Tracking has formulated a world where movement is understood in purely measurable 

and foreseeable terms. Computational techniques segment movement into various layers, where it 

is dissected, thoroughly combed, and used to derive data. This ―calculative mobilization‖ lies at 

the heart of contemporary urban space, demonstrated by computationally based architectural 

structures and analytics. Calculative mobilization is further enhanced in the case of megacities, 

where this feature is in constant flux, as it must respond to dynamic urban development. 

Calculative mobilization, as a precondition to tracking in order to understand movement 

in a ―quantifiable and predictive‖ manner, must collect all ―urban phenomena‖ into its registers. 

Calculative mobilization not only engenders a particular conception and locational awareness but 

also conducts ―the city in its own image, its own character, down to the very consumption and 

experience of place‖ (Graham 2005:1, cited in Crandall 2010:76). By conducting the city in this 

manner, an ―enhanced‖ environment comes to the forefront of the city, whereby every living 

entity is described and narrowly circumscribed in terms of its location and movements, which 

become subordinate to ―calculative‖ processes (Thrift 2008:89–100, cited in Crandall 2010:76). 

 Manuel DeLanda‘s A New Philosophy of Society: Assemblage Theory and Social 

Complexity (2006) situates the notion of ―geospatial calculations‖ in Michel Foucault (1979). 

DeLanda references Foucault (1979) in regard to deterritorialization and the ―broadening‖ of 

openings. DeLanda cites Foucault as follows: ―The old simple schema of confinement and 

enclosure-thick walls, a heavy gate that prevents entering or leaving—began to be replaced by the 

calculations of openings [my emphasis] of filled and empty spaces, passages and transparencies‖ 

(Foucault 1979:172, cited in DeLanda 2006:99). 
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 DeLanda (2006), referencing Foucault, indicates that new routines of enforcement 

supplant those of the seventeenth and eighteenth centuries. This replacement by ―calculations of 

openings‖ (Foucault 1979 cited in DeLanda 2006:99) may extend to the conceptualization of 

geospatial calculative operations that Crandall (2010) elucidates via UAVs. Through the language 

of mathematics and geolocational calculations, UAVs open spaces that would otherwise have 

been impenetrable. 

DETERRITORIALIZION 

 William Bogard (2006:108) contends that in brief, ―assemblages‖ (Deleuze and 

Guattari‘s 1987) function within the spheres of ―capture‖ and ―flight‖—in others words, through 

―territorialisation‖ and ―deterritorialization.‖ Similarly, with surveillance, the primary objective 

cannot be reduced to simply the collection of broad categories of information, but, rather to 

disassemble, deconstruct, manipulate and recast. 

According to Bogard, these codes are ―simulaneously [constitutive of] modes of  

deterritorialization or flight‖ (Bogard 2006:108). In addition, Haggerty and Ericson (2000) 

contend that the notion of the assemblage can indeed be situated in a theoretical silo; it is 

concerned primarily with concentrating upon ―the target of the generic ‗surveillance assemblage‘ 

[that] is the human body, which is broken into a series of data flows‖ (Hier 2003, cited in Ball 

2006:301). 

POSITIONING, SPATIALIZATION, AND COGNITION 

 Rob M. Patillo (2013:10) draws attention to a concept that seems to be gaining attention: 

that of ―positioning.‖ Interestingly, Lyon (2006, cited in Patillo 2013:10) construes positioning in 

a literal sense in the essay ―Why Where You Are Matters.‖ For instance, for Lyon (Lyon 2006, 

cited in Patillo 2013:10), the example of mobile cellular technology reveals the importance of 

multiple ―constituencies‖ and how they desire to know; the technology is a conduit that renders 

this information known to them. Law enforcement agencies and state security forces may have a 

pertinent interest in a person‘s whereabouts. Most thematically important, however, is that 
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location situates and reinforces a person‘s status in relation to ―social positioning and power 

relations‖ (Patillo 2013:10) as this affects the ―likelihood that one‘s physical location will be 

monitored in the first place.‖ Some technologies operate on social actors across the board (as may 

be currently said of recreational UAVs in Canada), while others make them more vulnerable and 

visible (Oscar Gandy 2009, cited in Patillo 2010:10).  

The notion of positioning correlates with ―spatialisation.‖ Osborne and Rose (1999) argue 

that one can trace the notion of a diagram back to Ancient Greece. At that point, the diagram of 

the city not only encapsulated the geographical essence of a specific place; it was also a ―milieu 

for capturing and shaping forces (human, spatial, and ideological) proper to a particular 

stylisation of managing or governing conduct—the polis‖ (Osborne and Rose 1999:737). 

Osbourne and Rose (1999:739) have contended that the diagram cannot simply be reduced to an 

―auditory or visual archive‖ because it also ―map[s]‖: ―It is an abstract machine [emphasis 

added].‖ The diagram is constructed not only by its discursive and non-discursive formations, but 

is also defined by a key feature: its ―maps of the codes [which are] immanent in forces and their 

relations‖ (Osbourne and Rose 1999:739). Spatialization is of prime importance when dissecting 

how mapping via high-powered zoom lenses, data analytics, and precision-detailed visuals bring 

the diagram of a city to life. 

 Increasingly, human-machine symbiosis is becoming further embedded in modern 

societies. N. Katherine Hayles (2006:161) notes this in her work, in which she cites author 

Thomas Whalen (2000), who defined this global notion as the cognisphere: although human 

awareness makes up only a fraction of the highly complex relationship between humans and 

machines in relation to data flows, this relationship has extended to include ―networked and 

programmable systems that feed into it.‖ If, as Haraway (cited in Hayles 2006:161) explains in 

―The Cyborg Manifesto,‖ machines are lively, they are cognitively more superior now than at any 

point in the history of humankind. 

 



 39 

THE CONCEPT OF MILITARIZATION 

Crandall (2005:18) argues that militarization is a means to contest underlying ―issues of 

power.‖ Militarization, according to Crandall (2005:18), is an interrelated subject cross-listed 

with a type of ―politico-territorial logic‖ as well as a ―market-driven logic.‖ Militarization is a 

means or avenue to tackle the amalgamation of various mechanisms of ―enforcement and 

control.‖ (Crandall 2005:18) For Crandall (2005:18), the term militarization not only implies 

having to reconcile the very nature of what constitutes an enemy or ally; it also has to reconcile 

the issue of antagonism, ―where internal solidarities cohere against external threats and therefore 

require such threats.‖ (Crandall 2005:18).  Militarization is a method of disrupting cultural 

―forms‖ or, perhaps, representations. Crandall (2005), like his influences (whom he notes in his 

text) Manuel De Landa (1991) and Paul Virilio (1989), is preoccupied with how to theorize 

representation, visuality, and the body. Crandall (2005) is drawn to how these concepts morph 

when one looks at them through a military lens (or perhaps crosshairs). Crandall is preoccupied 

with how the military alters the landscape of representation and morphs the building blocks of 

perception. Crandall (2005:18) argues that issues pertaining to the military must be, distilled, 

―demystified,‖ and brought to the base level of ―the homefront,‖ whereby ―personal and psychic 

defences and ground-level practices of subjectivization‖ (Crandall 2005:18) are addressed.  

Crandall argues that militarization and movement converge via tracking. Crandall 

(2005:19) is gripped with the composition of tracking and the distinction between ―tracking and 

watching.‖  

Crandall (2005:19) is interested in situating the elements and circumstances that 

constitute ―surveillance technology,‖ and he is preoccupied with uncovering how the ―logics of 

control‖ have permeated the ―field of representation‖ and been fashioned into new modes of 

perception and adeptness. Crandall investigates militarization‘s scope to understand critical 

discourses. Crandall (2005:19) asserts that to look through the ―lens of militarization,‖ the lens 

must be historically situated, and such is the case when he references Paul Virilio (1989), stating 



 40 

that warfare vitally contributed to the reconfiguration and transformation of not only space but 

also visuality. Crandall (2005) reminds the reader of the necessity of distilling the military into its 

various components and of looking at it not as a homogenous structure but as an amorphous one 

that exists within a web of interrelated systems that segregate institutionalized forms of 

knowledge, institutional practices, and ―procedures of subjectification.‖ Crandall (2005) argues 

that one must avoid making an abstract concept such as ―military technology‖ more concrete and 

avoid situating it as a ―determinant.‖ However, he is quick to quip that military technology does 

not exist outside of history. Crandall (2005), citing Jonathan Crary‘s Techniques of the Observer 

(1992), prompts the reader as to the importance of contextualizing the problematic issues of 

observation and representation in their related historical contexts—in the interrelated strata of 

power, knowledge, and practices. Crandall (2005:20) refers to Deleuze and Guattari‘s (1987) 

notion that a weapon must be construed outside the boundaries of ―combat organization with 

which it is bound up.‖  

Having stated the above, there is a progressive expansionism of military might occurring 

in the West on an unprecedented scale. Using Hardt and Negri‘s Empire (2000) and Harvey‘s 

Imperialism (2003) as a background, Crandall (2005:20) indicates that one must be strongly 

persuaded to investigate the underlying factors that have triggered a dynamic revival of 

militarization, and he further argues we must be critical of the ―nature of power in the new global 

landscape.‖ Today‘s conceptualization of the ―revolution in military affairs‖ is predicated on the 

notion that information operations are quickly becoming the predominant feature of modern 

warfare (Wilfried von Bredow, cited in Bosold and Hynek 2010:172). As David Lonsdale (2007 

cited in von Bredow 2010:172) explains, the augmentation and growing application of 

information technology in battlespace, combined with consequent digitization of forces and the 

interplay between real-time information and precision-guided munitions, formulates an embedded 

belief in the Revolution in Military Affairs (RMA) that the ontology of war is morphing.   
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Interrogating the fields of visuality and representation uncovers, at their core, questions 

pertaining to power. The centrality of power, according to Crandall (2005), is the main tenet of 

this work. Crandall (2005) contends that issues of power can be properly situated, attended to, 

concentrated on, and demystified through the crosshair of militarization. Crandall (2005) 

encapsulates the field of militarization as an expression of a rudimentary logic, ordering, and 

arguably a ―rigid‖ organization of the world. The fuel that propels this vibrant and profitable 

business venture is fear. Instilling a population with fear of ―an omnipresent enemy‖ who could 

be lurking anywhere (whether in the shadows or in places that are ―out of reach‖ for citizens), 

could deliberately attack, and who could very well walk ―among us‖ powerfully propagates the 

logic of military war. Further, Crandall (2005) extracts another theme that works in tandem with 

forging the expansionism of militarization: desire. This ―economy of desire,‖ Crandall (2005:20) 

asserts, is not simply predicated on one single modality such as ―consumer products‖ but has also 

permeated areas of human living such as ―convenience, moral good, or freedom itself.‖ (Crandall 

2005:20). The economy of desire is further embedded in media-centric, entertainment-focused 

activities, and this media-laden type of entertainment is predominantly focused on the single-

player, ―youth-driven‖ market of the ―video game culture.‖ (Crandall 2005:20) This formulates a 

robust rhetorical approach and, in reference to the Pentagon, creates ―a machine of 

territorialisation, indoctrination, and recruitment‖ (Crandall 2005:20). 

ORDERING AS A METHOD IN MILITARIZATION 

A fundamental component that underlines the concept of technique that Ellul elaborates 

on is the notion of ordering (Ellul 1964:110). Ellul (1964:110) ascertains that technique is a 

means to achieve its primordial existence: ―efficient ordering.‖ He makes reference to J.U. Nef, 

who has demonstrated that industrialization depends on creating wars (Ellul 1964:110). This idea 

of industrialization as efficient ordering is significant in the context of UAVs, especially those 

that can be piloted from outside the line of sight. As Ellul (1964) illustrates, industrialization has 

a straightforward ―influence . . . on the means of destruction but also because of its influence on 
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the means of existence‖ (Ellul 1964:110). Ellul (1964:110) permeates the notion of technical 

progress in two spheres as they pertain to ―technical progress‖ in furthering wars: (1) the 

distinction between ―offense‖ and ―defence‖ is rendered nebulous, and (2) the ―act of killing‖ has 

been greatly reduced, attenuating the ―pain‖ and ―anguish‖ that normally accompany it. 

This lack of clarity between ―offense‖ and ―defence‖ is made more complex when tied to 

earlier discussions of the new doctrine of militarized manhunting based on Chamayou‘s ―The 

Manhunt Doctrine‖ (2011). For Chamayou, it is clear that engaging in this type of warfare places 

the onus of the repercussions drone-strike victims face onto the combatants (or in some cases 

civilians, as UAVs make the distinction difficult). Further, drone strikes are part of a larger 

rhetoric of pre-emptively foiling threats. 

In brief, Ellul (1964), in relation to the notion of ―technical progress in war,‖ solidifies 

the notion of industry as it pertains to intentionality with respect to incremental progression. No 

longer is a separation between ―peaceful‖ and ―military‖ industries possible. He contends that 

every technique, irrespective of its humane intention, is motivated by ―military value‖ (Ellul 

1964:111). Ellul (1964:111), in reference to Nef, concludes that scientists no longer engage in the 

discovery of ways to prolong life but instead aim to satisfy a ―technical necessity.‖  

Crandall (2005) understands that in tracking, the primary objective is to apprehend the 

manner in, means by, and pace with which an object travels. The objective of tracking an object‘s 

manner and velocity is to determine its identity and, in addition, to shape its movement. Crandall 

(2005:20) asserts a revised ideological position in regards to tracking: ―it is an anticipatory form 

of seeing—a form of seeing that is always ahead of itself. Like in a sport, when you have to look 

past the ball, not directly at it.‖  

Crandall (2005) maintains that humans are the objects of tracking. Tracking, according to 

Crandall (2005), is a technique of vision that can reveal our location and record our whereabouts. 

At the heart of sight are questions of technology and power. All visual apparatuses are 

incrementally ―hybridized‖ and merge with the body. This is evidenced, according to Crandall 
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(2005:21), by Foucault (1977), Lacan (1978), and other authors who state that ―we internalize and 

define ourselves through such technics of reciprocal seeing.‖ To differentiate between seeing and 

tracking on a more fundamental level, Crandall (2005) encourages moving away from purely 

―technical‖ delineations and towards debates about ―intention, agency, coercion, and human-

machine relations.‖ This necessarily moves one from a purely singular perspective and towards 

one of ―movement-flow.‖ This shift towards movement-flow entails interrogating ―…human-

machine relations and the internalization of technological forms; it extends investigations on 

power, reciprocal vision and the Lacanian gaze; and finally, it foregrounds contemporary issues 

of control, subordination and scopophilia, especially in a post-optical sense.‖ (Crandall 2005:21)  

Crandall‘s notion of tracking corresponds to Grégoire Chamayou‘s notion of the 

manhunt. Chamayou (2011:2) elaborates that manhunting is traditionally predicated on clear 

―linear battles and face-to-face opposition.‖ He states that in sharp contrast to Clausewitz‘s 

interpretation of war, cynegetic war
12

 at its root cannot be construed as ―a duel.‖ Chamayou 

(2011) insists that the typical wartime engagement between two persons involved a hunter who 

approaches the prey, who contemplates flight or hide mode of operation. In a manhunt, argues 

Chamayou, the fugitive seeks to evade being captured, whereas the pursuer desires to acquire his 

or her target. Confrontation is the mode of reason for the one engaged in pursuing, whereas the 

one who is deemed ―the fugitive‖ desires evasion as a means of victory (Marks, Meer, and Nilson 

2005:19 cited in Chamayou 2011:2). The prime objective lies not in ―immobilization‖ of the 

enemy but rather in identifying and locating him or her (Chamayou 2011:2). These two tasks may 

be accomplished via sophisticated tracking methods, through cartography, and mapping ―the 

prey‘s social networks that the ‗hunter-analysts‘ piece together in order to succeed in tracing him 

back, through his friends or relatives, to his hideout‖ (Chamayou 2011:2). However, what has 

qualitatively changed is the concept of ―tracing back through his friends or relatives, to his 

                                                      

12
 Chamayou refers to this concept in his book Les chasses à l’homme, histoire et philosophie du 

pouvoir cynégétique (2010). 
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hideout‖ (Chamayou 2011:3) as UAVs, through sophisticated tracking algorithms, sensors, and 

geospatial mapping, can now locate targets from a distance. Having stated this, Chamayou 

(Chamayou 2011:3) offers keen instruction about manhunting, in which the prey desires to elude 

his pursuer, to become ―undetectable or inaccessible.‖ Yet, according to Chamayou (2011:3), 

these two qualities of being are rooted in ―a function of physical geography—such as an 

inextricable bush or deep crevice.‖ Theoreticians are careful to raise this qualification that 

manhunting requires ―political and legal restrictions, especially in the form of jurisdictional 

boundaries,‖ which establish a ―set of constraints that shape the rules of the game.‖ (Chamayou 

2011:3). From this vantage point, ―…‗sovereign borders are among the greatest allies‘ that a 

fugitive can have.‖ (Marks et al. 2005:28 cited in Chamayou 2011:3).  

The inherent and intractable contradiction is the ―limitless virtual extension of the 

conflict‖ (Chamayou 2011:3) since there are no borders to delineate the ―conflict zone.‖ Thus, 

states Chamayou (2011:3), ―the world becomes the battlefield.‖  

The rhetoric of the newly formulated, militarized manhunting has, as its objective, ―to 

detect, deter, disrupt, detain, or destroy networks before they can harm innocents‖ (Crawford 12 

cited in Chamayou 2011:4). The logic ensures that security is rooted in initiatives that obliterate 

dangerous individuals (Chamayou 2011:3). The inferential subtext to the above rationale, 

elucidates Chamayou, is one of ensuring what he terms a ―measure of safety‖ (Chamayou 

2011:3). This logic necessarily involves safeguarding society from danger, which is measured by 

the approximate level of danger an individual faces. Chamayou identifies this notion in the ―pre-

emptive manhunting‖
13

strategy, which is less occupied with ―countermeasures‖ than with 

preventing threats via an ―anticipated elimination of the potential agents‖ (Chamayou 2011:4).       

Crandall (2005:21) argues that the act of being watched and tracked ―is to be cared for 

and this comforting gaze carries with it an erotic charge.‖ Further, to be seen is an ―ontological‖ 

                                                      

13
 Chamayou recommends readers to read Seymour M. Hersh‘s New Yorker essay ―Moving 

Targets: Will the Counter-Insurgency Plan in Iraq Repeat the Mistakes of Vietnam?‖,(December 

15 December, 2003). See also Alberto Moreiras 2005 and Ariel Colonomos 2009. 



 45 

prerequisite; he argues that we desire to be included in dominant representational patterns. 

Crandall (2005:21), referring to Lacan (1978), argues the question is not only ―Who is looking at 

me?‖ but also, and more importantly, ―Through what acts of seeing am I realized? What gaze-real 

or imagined-charges me, fills me, constitutes me?‖ Crandall (2005:21) contends that this 

typification of the tracking gaze does not emanate strictly from a corporation or state entity. 

Rather, he argues, it is more of a collectively oriented type of tracking, one in which an individual 

can be located in a social sphere where he or she occupies a certain position, is included, and is 

legitimately attested to by one‘s ―peers in a network.‖  

Crandall (2005:24) elucidates that a ―control society‖ emanates from certain institutional 

and social forces and what he names ―horizontal practices of observation where we watch each 

other, where the gaze is also a self-monitoring one.‖ Notions of power fascinate him because 

power extends beyond the act of observation. For Crandall (2005:24), control necessarily implies 

another ―worldly‖ dimension, a lattice of power that coordinates the ―visual field.‖ He asserts that 

it is never quite possible to determine who does the watching or why persons submit to this power 

and even derive pleasure from it. Crandall (2005:24) poses the question of what distinguishes 

observation surveillance; he also asks, ―When does seeing become policing? Where does control 

turn into submission?‖  

 Crandall argues that video surveillance is useful only when there is recourse to view it, 

such as when there is a desire to investigate the circumstances of a crime. Video surveillance 

keeps a detailed record of the circumstances of a crime, and when the footage is reviewed, one 

searches for hints about the crime. Video surveillance, compared to cinema, ―is of a different 

temporal order‖ (Crandall 2005:29).  

It anticipates a deviation and simply records over itself until such a deviation occurs. It 

builds on a future in which it is already a past. And generally, it is an unassailable past, 

for surveillance camera footage is seen as truthful, reliable evidence: an unbiased witness, 

with no human at the helm, the surveillance camera is seen to document fact. We can 

locate a rhetorical function of the surveillance image, which is very different from that of 

the cinematic image. (Crandall 2005:29). 
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THE POLITICS OF DRONE MILITARIZATION IN MODERN SOCIETY 

Wall and Monahan (2011:240) argue that drones are not docile machines; they highlight 

an integral relationship between surveillance and militarization. Besides human and technological 

errors, UAVs, like other systems of "surveillance and violence,‖ are not static but embody 

negotiated and multifaceted subjectivities (p. 240). In the context of ―drones in the war on terror,‖ 

Wall and Monahan cite an unnamed senior military official who explains that remote-controlled 

acts of violence against those deemed threats to the United States ―...provide a constant stare 

against our enemy‖ (Barnes 2009, cited in Wall and Monahan 2011:242). 

THE NEW MILITARY URBANISM 

 Stephen Graham (2013:11) argues that the broadening of state surveillance is indicative 

of the ―militarization of civil society.‖ Key features of this militarization include ―tracking, 

identification and targeting‖ into civilian and public life. Graham argues that in a world 

buttressed by globalization and urbanization, these two narratives represent a desire to achieve 

―high tech omniscience and rationality into the governance of urban civil society‖ (2013:11). 

 Further, Graham (2013:12) contends that the panoply of ideas, techniques, norms of 

security, and military doctrinal ideology belie the new military urbanism. These ideas are 

intrinsically fused to militarized and neocolonial discourses and work in tandem with notions of 

―popular cultural worlds centred on militarized electronic entertainment, automobility, and urban 

life-styles‖ (Graham 2013:12).  

 These forces work cooperatively to advance processes of securitization through coercion 

and manipulation to exacerbate and aggravate urban fears caused by non-state terrorist actors and 

insurgent attacks (Graham 2009 cited in Graham 2013:12). Another underlying feature 

highlighted by Graham is the ―transnational political economy‖ (Graham 2013:17). The term 

encapsulates various notions: establishing a monopoly over urban thinking, practiced via 

militarized notions of ―security,‖ originates not from a single source but from a myriad of areas 

(Graham 2013:21).  
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NEW MILITARY URBANISM UNDERSCORING THE FEATURE OF TRACKING 

To solidify the notion of the new military urbanism, one must be cognizant of the 

persistent feature of tracking. The new military urbanism gains legitimacy, approval, power, and 

control via the militarized threads ―of popular, urban and material culture‖ (Graham 2013:21). 

The notion of military tracking and the accompanying surveillance protocols do not necessitate 

the creation of radically ―new systems‖ (Graham 2013:21). Rather, these military notions become 

embedded via the high-tech systems of consumption that have been established within urban 

networks to facilitate a high degree of tracking and sustain the latest articulations of digitally 

mediated patterns of travel and consumption (Graham 2013). Graham‘s conception of the new 

military urbanism is therefore unique in several respects. However, this new military urbanism is 

marked by a meshing of military and civilian technologies that recede into the background of 

―urban environments‖ (Clement 2012:47).  

At the core of visibility lies the notion of asymmetry: an unequal power relation whereby 

one party is advantaged via a degree of superior positionality of a target and his location. UAVs 

have the capacity to amplify the asymmetry of visibility as they can navigate and access aerial 

and vertical dimensions of space of power. Further, UAVs possess various technological feature 

such as air-targeting and tracking. These features, which have their origin in military and 

intelligence activities, have permeated the area of police monitoring. In addition, UAVs 

underscore the intimate relationship between surveillance and militarization. Militarization 

extends state surveillance especially via the methods of tracking identification and targeting. 

UAVs extend the notion of the new military urbanism all the while facilitating tracking, 

identification and air-targeting. The new military urbanism is underscored by an integration of 

military and civilian technologies that operate in the background of urban environments.  
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Chapter 3 

An International History of UAVs 

 

 Unmanned aerial flight is not a recent phenomenon. Indeed, this specialized type of flight 

traces back to Ancient Greece (Dalamagkdis et al. 2012:11). Though one might argue that 

manned aviation only came onto the scene in the 1700s, it is known to have been conceived 

around 2500 B.C. (Dalamagkdis et al. 2012). Pythagoras and Archimedes were among the first 

notable persons to study autonomous mechanisms for a multitude of uses (Dalamagkdis et al. 

2012). The first actual example of an autonomous flying contraption is largely credited to 

Archytas the Tarantine, an inventor from the city of Tarantas, otherwise known as Tarantas or 

Tarentum in South Italy (Dalamagkdis et al. 2012:12). Archytas has been aligned with such key 

historical persons as Leonardo Da Vinci. Further, Archytas ―was also the father of number one in 

number theory and the solution for doubling the cube‖ (Valavanis, Vachsevanos, and Antsaklis 

2007, cited in Dalamagkdis et al. 2012:12). In the year 425 B.C., Archytas build a mechanical 

bird, which he dubbed ―the pigeon.‖ Cornelius Gellius, in his Noctes Atticae, writes that the bird 

was constructed out of wood, was distributed equally with weights, and flew using air (the likely 

source of this air being steam) enclosed in its abdomen (Dalamagkdis et al. 2012). Archytas 

allegedly flew this model pigeon 200 meters until descending once all available energy was 

utilized (Dalamagkdis et al. 2012). For the pigeon mechanism to resume unmanned flight, it 

needed to be reset (Dalamagkdis et al. 2012).  

 Circa 400 B.C., the ancient Chinese were the first to document the notion and concept of 

―vertical flight aircraft‖ (Dalamagkdis et al. 2012:12). The earliest manifestation of this Chinese 

example consisted of feathers appended to the end of a stick (Dalamagkdis et al. 2012). To 

generate the lift necessary for the stick to be ―airborne,‖ it has to be spun between one‘s two 

hands prior to being ―released into free flight‖ (Guedj 1998, cited in Dalamagkdis et al. 2012:12).  
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 Over the course of many years, the Chinese experimented with different flying 

contraptions, such as hot air balloons, rockets, and or kites (Dalamagkdis et al. 2012). Though 

some of these mechanisms were indeed used for ―recreational‖ purposes, others demonstrated 

very tangible and potential military capacities (Dalamagkdis et al. 2012:12–13). Historical 

records provide evidence of a ―wooden hawk‖ that was utilized for reconnaissance circa 450 B.C. 

as well as a crow-shaped kite that was utilized during the Ming Dynasty era for bombing ―enemy 

positions‖ (Yinke 2005, cited in  Dalamagkdis et al. 2012:13). Some of the earliest recorded 

writings about UAVs in the form of kites can be traced to the Battle of Hastings in 1066, when 

British troops utilized these for the purpose of signalling military information (Clark 1999:10). 

 Unmanned flight first occurred in 1783, when a hot balloon, designed by the Montgolfier 

brothers in France, rose into the air (Dalamagkdis et al. 2012:13). Shortly after this event took 

place, many similar demonstrations took place in England, and ballooning became a prominent 

method of manned air travel. During the Napoleonic wars, balloons were used for military 

surveillance tactics—specifically, in 1797 at the Siege of Mantua. The use of balloons was 

prominent for aerial reconnaissance during the American Civil War and the Franco-Prussian War 

of 1870–71. During this period, images were strictly interpreted with one‘s eyes and a sketch 

board. This was the case for approximately 100 years, until the invention of the first generation of 

helicopters in the 1860s, and, shortly afterward, the ―fixed-wing aircraft‖ (Dalamagkdis et al. 

2012:13). 

Various formulations of manned flight were constructed between 1860 and 1909; these 

focused primarily on ―vertical take-off and landing‖ (Dalamagkdis et al. 2012:13) due to the 

natural limitations inherent in the ―steam-powered engines‖ utilized during the period. In reality, 

as the optimization of engines‘ power-to-weight ratio became more salient, the earlier examples 

of manned flight morphed into the helicopters and airplanes designs that can be seen in today‘s 

examples of flight (Dalamagkdis et al. 2012:13). During the First World War, aerial 

reconnaissance occupied an exceptional position when it was conjoined with photography. This 
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type of reconnaissance yielded insightful short-term tactical information prior to artillery attacks 

in addition to amassing long-term tactical information regarding enemy intentions and 

movements (Wilson 2012:272). 

 The primary impetus for advancement of aircraft development was rooted in the 

efficacious and safe transportation of persons and cargo (Dalamagkdis et al. 2012). 

Notwithstanding this, the military industry quickly became cognizant of unmanned aircraft‘s 

potential and rapidly began to develop automated flying mechanisms without on-board pilots 

(Dalamagkdis et al. 2012:13). These systems were, in their initial stages, viewed as ―unmanned 

ordinance delivery systems, what would now be referred to as ‗missiles‘ or ‗smart bombs‘‖ 

(Dalamagkdis et al. 2012:13). Another pragmatic use was for these systems to become guidance 

structures as ―target drones‖ that provided support for antiaircraft gun operators (Dalamagkdis et 

al. 2012:13). Today, Unmanned Aircraft Systems (UAS) define those systems that are to be 

recuperated after each individual mission. Although these systems may be weaponized, weapons 

are fundamental elements of the actual ―airframe‖ (Newcome 2004 cited in Dalamagkdis et al. 

2012:13). In the formative years of unmanned flight, these differentiations were of little or no 

importance since technological impediments were common issues in manned and unmanned 

flight (Dalamagkdis et al. 2012:14). 

EARLY MANIFESTATIONS OF PRECURSOR TECHNOLOGIES IN UNMANNED FLIGHT    

 UAVs can trace their technology to the time when radio control and navigation systems 

were first developed. Peter Singer (cited in Gibb 2012) explains that robotics technology can be 

traced to the eighteenth century. The French artist and inventor Jacques de Vaucanson invented a 

mechanical duck capable of performing such tasks as ―eating, drinking, preening, and defecating 

on its own‖ (Gibb 2012). Another exemplary and early instance of robotic technology was the 

radio control, which Nikola Tesla patented in 1895. Internal navigation did not become prominent 

until the early twentieth century, as it become an adjoining feature of gyroscope advancement 
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(Hunsaker 1954:232–233 cited in A Report to the Office of the Privacy Commissioner of Canada 

―Privacy Implications of the Spread of Unmanned Aerial Vehicles (UAVs) in Canada‖ 2014:7). 

   In 1901, the Wright brothers demonstrated their successful flight. In 1916, less than 15 

years after the Wright brothers‘ demonstration, the Hewitt-Sperry Automatic Airplane came on 

the scene; the plane was named for its two inventors (Dalagmakidis et al. 2012:14). This aircraft 

was due in great part to the work performed by Sperry on gyroscopic technology, which provided 

better assurances for ―flight stabilization‖ (Dalagmakidis et al. 2012:14). This technology drew 

the attention of the US Navy and resulted in the development of the Curtiss-Sperry Aerial 

Torpedo. This invention occurred in tandem with the US Army Air Force‘s financially supporting 

Charles Kettering‘s Liberty Eagle Aerial Torpedo. However, due to the technical issues and a 

lack of accuracy (Dalagmakidis et al. 2012:14), the fervour for ―automatic‖ planes quelled; 

however, the unbridled and unrealized potential for remotely operational drones for target 

practice became a reality (Dalagmakidis et al. 2012:15). 

 There were experiments that took place in the 1920s in Britain with the RAE 1921 

Target. In 1933, the Royal Navy debuted the ―Queen Bee target drone‖ (Dalagmakidis et al. 

2012:15). This drone was an altered model of the DeHavilland Tiger Moth biplane and 

demonstrated a high degree of gunnery worthiness (Dalagmakidis et al. 2012).  

In order for remote operation to occur without flaws, the ―perfection of radio control‖ 

was required (Dalagmakidis et al. 2012:16). The notions of ―radio control‖ was proposed and 

displayed by Nikola Tesla in 1895 and 1898 (Newcome 2004, cited in Dalagmakidis et al. 

2012:16). In 1934, Reginald Denny opened Reginald Denny Hobby Shops, where he sold radio-

controlled airplanes; this became a notable development when he presented these planes to the 

US Army, which eventually morphed into the expansion of a target that proliferated during the 

Second World War (Dalagmakidis et al. 2012:16).  
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GEOGRAPHIC INTELLIGENCE DURING WORLD WAR TWO 

What is possible will depend first on geography, secondly on transportation in the widest 

sense, and thirdly on administration. Really very simple issues, but geography I think 

comes first. (Montgomery 1949, cited in Sumner 2014:53) 

 

The increasing importance of terrain features and, thus, maps to mechanized military 

operations, has made the impact of erroneous or out of date maps potentially disastrous. 

Cultural features such as roads and the extent of the built-up area, may change 

dramatically between map survey and map printing. On a battlefield, bridges disappear, 

dams are breached and buildings reduced to a rubble at a speed faster than the changes 

can be posted to the best of maps. (O‘Sullivan and Miller 1983:22, cited in Sumner 

2014:53) 

 

Throughout history, intelligence and geography have been intimately related to one 

another, especially in war (Sumner 2014:53). Geographic intelligence possesses both tactical and 

strategic characteristics. The precision and completeness of geographical intelligence combined 

with well-thought-out integrated planning can adversely affect the resolution of tactical and 

strategic missions.  

During the Second World War, civilian and military organizations had to work 

cohesively to meet the intelligence demands of the armies, navies, and air forces (Sumner 

2014:56). A substantial number of intelligence agencies had geographical or topographical 

subsections that were assigned to meet the demand for maps, aerial photographs, and other crucial 

geographical and geological information (Sumner 2014:56).  

The combination of aerial and ground reconnaissance provided a crucial advantage for 

the navy and army. The Allied Forces‘ reliance on gathered aerial reconnaissance thwarted 

German U-boats and ships as the reconnaissance information effectively tracked and sunk these 

vessels ―during the Battle of the Atlantic‖ (Sumner 2014:56).  

The fields of photography and aerial photography provided a quick and effective means 

of collecting geographic intelligence; one image could supply highly desirable information and 

could replace the memories of observers as a source of exact details or notes. Aerial photography 

supplied bomber aircrews the prospect of becoming acquainted with their targets and reduced the 

risk of collateral damage (Pearson 2004:241 cited in Sumner 2014:56), ―while oblique 
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photographs were used to provide information on natural as well as man-made obstacles on 

beaches‖ (Rose and Wilig 2004 cited in Sumner 2014:56). 

Sumner (2014:57) makes two observations regarding the shortcomings aerial 

photography: (1) it was not able to pierce camouflage, especially in the Asian and Pacific jungles, 

and (2) images could not generate the essential ―details on beach hydrography, soil conditions, or 

beach exits‖ (Williams 1949:150 cited in Sumner 2014:57). 

Of geographic import for planners and operators were maps. Although it is impossible to 

assess the efficacy of maps against other ―products such as reports, deception or models‖ 

(Sumner 2014:57), maps were nevertheless indispensable given the vast quantity of them 

produced. For instance, Sumner (2014:57) notes that ―during the D-Day landings on June 6, 1944, 

four sappers (combat engineers) landed with ten tons of maps. During the following three months, 

the British and Canadians printed over three million maps...‖ (Sumner 2014:57). 

Sumner (2014:62), noting that many conflicts occur on foreign land, concludes with a 

key point concerning the progression of war. The constant evolution of war necessitates the 

optimization of geographic intelligence. Satellites, UAVs, and sensors augment the level of detail 

in geographical information. These technologies provide real-time videofeeds for soldiers on the 

ground. In addition, reconnaissance devices include night-vision apparatuses and GPS at the 

tactical level (Sumner 2014:62). Geographic intelligence is a crucial component of military 

planning (Sumner 2014:62).  

MECHANICAL DEVELOPMENTS OF THE COLD WAR PERIOD   

 The period after the Second World War was marked by fervour in reconnaissance 

activities. The first reconnaissance drone, the SD-1, was genealogically derived from Reginald 

Denny‘s target drones (Newcome 2004 cited in Sumner 2014:16). The SD-1 was also known as 

the MQM-75 Falconer, which was constructed in the mid-1950s. Toward the end of its tenure, 

approximately 1,500 units were constructed (National Museum of the USAF 2009 cited in 

Sumner 2014:16). The SD-1 was operational via remote, housed a camera, and would return to 
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base after a 30-minute flight, landing with a parachute (Zaloga cited in Sumner 2014:16). For the 

US military, Vietnam became a test site for new surveillance technologies, including 

reconnaissance aircraft (Dean Wilson ―Military Surveillance‖ in Ball, Haggerty, and Lyon 

2012:273). 

 The impetus for researching unmanned reconnaissance drones was the loss of two U-2 

spy planes: one over the Soviet Union in 1960 and another over Cuba in 1962. The loss of these 

planes allowed the military to avert scepticism and funding issues (Zaloga SJ 2008 cited in 

Dalamagkidis et al. 2012:16). The USAF ―supported‖ the Ryan Model 147 drone, also known as 

the Lightning Bug, which brought about a myriad of models with varying capacities and 

operational strengths. In this period, 3,500 Lighting Bugs debuted and were sent into the 

atmosphere. There was an almost 84-percent rate of return from this cohort of 3,500 planes. It is 

important to stress that these drones were glorified ―with kills . . . when fighters tried to shoot 

them down and one drone was given ace status after being responsible for the loss of five North 

Vietnamese MIGs‖ (Zaloga SJ 2008 cited in Dalamagkidis et al. 2012:16). 

A GLOSSARY OF UAVS USED IN THE UNITED STATES AND ABROAD 

 The General Atomics MQ-1 Predator drone debuted in the mid-1990s. The MQ-1 was 

commissioned for surveillance and reconnaissance activities over the Balkans. The current 

version of the MQ-1, dubbed the MQ-9 Reapers, and its predecessor are the primary weapons 

used in the ―War on Terror‖ (Gibb 2012). These drones are embedded with potent sensors, and 

their ability to fly idly for up to 40 hours straight enables the military, in conjunction with the 

CIA, to capture high-quality images and live-streaming videos, intercept cell-phone 

telecommunications, and launch laser-guided missiles at ranges of up to five miles above ground 

for the MQ-1 and 10 miles for the MQ-9 (Gibb 2012).  

Tactical US Military Drones 

 According to a US congressional report released in January 2012, more than one-third, or 

7,494, of US military airplanes are unmanned (Gibb 2012). The most inventive drone is the 
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AeroVironment‘s RQ-11 Raven, 5,346 of which are currently in circulation (Gibb 2012). Each of 

these hand-launched, battery-powered drones weighs 4.2 pounds and can navigate in the sky at 

―line-up-sight ranges of up to 10 kilometres for 60 to 90 minutes at a time‖ (Gibb 2012). These 

drones are equipped with colour video and infrared cameras; soldiers on the ground use them to 

closely monitor ―bases and convoys, explore unfamiliar territory, spot snipers and roadside 

bombs, and conduct other low-altitude surveillance and reconnaissance missions‖ (Gibb 2012).  

Law-Enforcement Drones   

 Law-enforcement drones range in size and provide the police with a myriad of 

capabilities. For instance, the Draganflyer Innovation‘s battery-powered Draganflyer X6 ranges 

in cost from US $33,000 to $41,000, weighs 3.5 pounds, and can fly up to 30 miles per hour for a 

duration of 20 minutes. It can also be equipped with high-resolution cameras and infrared sensors.  

Drones for Civilian Use 

 The real-estate business has used drones for taking photographs of home properties (Gibb 

2012). Search-and-rescue volunteers have used them to locate missing individuals. Journalists 

have utilized them for taking footage of natural disasters and protests. The Parrot AR Drone costs 

US $300 and can be flown using a smartphone or a control device, while do-it-yourself models 

developed by passionate UAV hobbyists range from $15 to thousands of dollars (Gibb 2012). 

According to Gibb (2012) civilians may legally operate UAVs strictly for recreational purposes.  

Drones Inspired by Biology    

The Defense Advances Research Projects Agency (DARPA) has funded intense research 

in the United States to mimic living organisms‘ biology as the next evolution of drone 

construction (Gibb 2012). For instance, researchers have been investigating the characteristics of 

certain animals, including: (1) bug eyes and bat ears to facilitate nano-drones and their ability to 

detect objects in their flight path; (2) bird wings to maximize efficiency and resistance against 

―gusts of wind and adjust their stability before they blow away‖; and (3) the fine hairs of 

honeybees, scrutinizing the ability of these hairs to sense ―biological, chemical or nuclear 
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weapons‖ as well as ―detect landmines and roadside bombs‖ (Gibb 2012).  

 AeroVironment is one company that has done research to construct ―a battery-operated, 

remote-controlled hummingbird.‖ (Gibb 2012) The Nano Hummingbird, having a wingspan of 

6.5 inches, is equipped with a video camera and can levitate in all directions at a speed of 11 

miles per hour for a duration of eight minutes (Murakami Wood 2011:11–12). Though the 

Hummingbird is still a prototype, it has the capacity to perch on, hover above, and enter small 

windows, and it can perch itself on power lines while capturing live footage for reconnaissance 

operations ―in warzones or other complex environments‖ (Gibb 2012).  

In March 2011, the UK Ministry of Defence (2011 cited in Rogers and Hill 2014:48) 

released a joint doctrine note (JDN) titled The UK Approach to Unmanned Air Systems. Its 

authors describe the new phase of miniaturization: 

Biological mimicry will be a key factor for developing Nano Air Vehicles (NAV). These 

vehicles, which may weigh less than 25 kg, will be slightly specialised and in addition to 

having miniaturized sensors for ISR tasks, may be weaponized to act as anti-personnel 

devices. Low cost for such devices will be critical as they are, effectively, disposable. 

Detecting and countering such systems will be difficult, particularly if they are deployed 

in large numbers. (MOD 2011:63 cited in Rogers and Hill 2014:56) 

 

“Spoofing”Capabilities 

In the November 2013 issue of Science Pages, the article ―Drones and UAVs‖ explains 

that although drones are capable of advanced technological feats, they are nonetheless prone to 

exploitation from different points of entry, especially in the case of navigation. For instance, 

Todd Humphrey, a researcher at the University of Texas successfully communicated a 

disingenuous, or ―fake,‖ GPS signal to a UAV and disrupted the onboard navigation apparatus. 

This process is known as ―spoofing‖ and, supposedly, a US military UAV was ―hacked and 

captured in Iran partially using this technique.‖ (Partnership Group for Science and Engineering 

and the Science Media Centre of Canada, Science Pages 2013:2). The Science Pages article 

describes how this technique of UAV signal interception can create ―a potential safety and 

security concern for most current UAVs‖ (Science Pages 2013:4).  
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The fact that UAVs can potentially become ―spoofed‖ with a disingenuous GPS signal in 

order to disrupt the onboard navigation apparatus underscores the fact that similar to any other 

type of mobile device, UAV GPS signals are seemingly not full-proof in terms of their security 

encryption and are, therefore, insecure. This insecurity of GPS signals highlights the precarious 

situation in which data collected by a UAV can be intercepted, captured and transmitted to 

another third party whereby potential privacy infringements may occur in contravention to 

Canadian privacy statutes such as, for instance, PIPEDA.  

 The history of unmanned aerial flight is rooted and can be traced back to Ancient Greece. 

From its earliest inception and conception as a mechanical ―pigeon‖ in 425 B.C. to unmanned 

aerial vehicles equipped with sophisticated guided systems, a common motif emerges; one where 

reconnaissance missions could be covertly undertaken in order to understand enemy positions. 

Whether it was unmanned flight achieved with hot air balloons or biomimetic UAVs that imitate 

biological species such as hummingbirds, unmanned flight reveals and further advances the 

amassing of geographical information in order to achieve advantageous positions in the battlefield 

and to gain tactical advantages of unacquainted territories and to predict and foresee the future 

movements of individuals.  
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Chapter 4 

A Canadian-Historical Perspective of UAVS 

 

EARLY CANADIAN CONTEXT OF UAV AND GOVERNMENT COOPERATION 

 During World War Two, the Royal Air Force claimed that air power would prove critical 

in war and serve as a potent ideology (Morton 1999:205). Further, British, American, and 

Canadian offices bypassed the morality of the bomber campaign, focusing instead on the tactical 

and technological problems of aircraft losses; making inroads to reduce the overall number of 

losses; and executing, with greater accuracy, a greater number of targets (Morton 1999:265). 

The period following the Second World War was instrumental in the history of early 

UAV development in Canada. An alliance was forged between the Canadian federal government 

and what was then known as the Canadair Corporation (OPC 2014:10). To satisfy the exigent 

request of the British Commonwealth during the 1950s, the Canadair Corporation worked to 

construct the first UAV strictly for surveillance purposes (OPC 2014:10). The only company that 

could rival Canadair was Boeing Canada (OPC 2014). These two companies had different 

focuses; Canadair was preoccupied with the manufacturing of surveillance-based drones, while 

Boeing was producing ―target drones‖ to assist training pilots and gunners (OPC 2014). These 

two companies would simultaneously forge a path that guided and formed the basis of UAV 

development in Canada for the next two decades (OPC 2014). Canada became a prominent force 

and worldwide manufacturer with the advent, in 1959, of the CL-89 surveillance UAV, which 

was produced by Canadair (OPC 2014).  

A.V. Roe produced Orenda and the CF-105 Avro Arrow (Campagna 1992:6). The Royal 

Canadian Air Force officially named the CF-105 the Arrow (Campagna 1992:20). The CF-105 

Arrow, ―a supersonic successor to the CF-100,‖ exceeded any aircraft Canada had previously 

produced. C.D. Howe, along with the Royal Canadian Air Force (RCAF), developed the CF-100 

air interceptor (Campagna 1992:241–242). However, the CF-105 program eventually was 
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cancelled (Campagna 1992:243). Campagna (1992:174) contends that the Arrow could have 

evolved into the equivalent of the SR-71 Blackbird. The design for the SR-71 was still being 

etched onto the blackboard. On September 1, 1959, seven months after the Arrow‘s termination, 

the CIA approved the construction of the A-12, a supersonic reconnaissance aircraft dubbed the 

Blackbird (Campagna 1992). When one returns to the end of the timeline when the Arrow was 

cancelled, the remaining 200 employees laboured on a multitude of projects, including vertical 

take-offs such as the CF-100. Palmino Campagna (1992:201) questions whether the CF-100 was  

―(a forefunner to the British vertical takeoff Harrier?), a supersonic transatlantic transport (such 

as the Concorde?), a space plane concept, a monorail, an anti-tank missile, satellites, and 

numerous others, testimony to the advanced thinking of one of the best engineering design teams 

ever assembled‖ (J.C. Floyd n.d. Year cited in Campagna 1992:201). 

Between 1960 and 1985, UAS and RPV in Canada followed the cancellation of the Avro 

Arrow program in 1959. These programs buttressed domestic and military export market 

contingencies (Carryer 2008).  

 The CL-89 became the first in a series of CL-model UAVs manufactured by Canadair . 

Canadair developed the CL-89 from 1963 until1966. The system was constructed in Montreal for 

the armies of Canada, the UK, and the Federal Republic of Germany (Markov et al. 1984 cited in 

MDA 2008:3). The first manifestation of this UAV was geared towards fulfilling the 

requirements of both the British and Canadian armies via a straightforward, efficiently designed, 

and relatively low-cost unit (Thorneycroft 1964 cited in MDA 2008:10). The features and 

specifications of the CL-89 permitted extended range surveillance missions, rendering it the only 

reconnaissance-centric UAV of its time for the British Commonwealth (―Canadair CL-89‖ 1964 

cited in MDA 2008:10). Other appealing features of the CL-89 were its re-employability and 

ability to return to its point of origin. Unfortunately, the production of this craft was cost 

prohibitive, and further production would be a long and arduous process (MDA 2008:10). 
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In 1974, design of the follow-up model, the CL-289, began. The CL-289 Unmanned 

Aircraft Systems UAS had increased payload capacity and possessed a larger operational radium 

than the CL-89 (MDA 2008:3). 

The CL-89 and the CL-289 duplicated the shape of rockets and had booster rocket 

capability to enable takeoff (MDA 2008:3). Once propelled into the air, these systems flew in a 

similar manner to airplanes, and the flight speeds were sustained by the aid of a turbojet engine 

(MDA 2008). These were elementary systems in which external control of the aircraft was not 

feasible once the systems were programmed (MDA 2008). In a routine mission, a drone would be 

launched, and it would follow a prescribed flight path, amassing information via its sensors and 

cameras. Once the mission was completed, the drone would return to the recovery site with the 

aid of an attached parachute (MDA 2008). Unfortunately, the CL-289, Canadair‘s $1.8-billion 

airborne surveillance system, faced cancellation less than one month prior to the scheduled 

commencement of production. At the time, the CL-289 was considered one of the most 

sophisticated and best-performing devices in the North Atlantic Treaty Organization‘s (NATO) 

armoury due to its ability to transmit information during flight and examine terrain; it could also 

be equipped with multiple devices and electronic equipment (Bertin 1987:B18). 

  Under the support of the Technical Cooperation Program (TTCP), a bilateral study was 

commissioned in 1979 with the intention of optimizing the US Army‘s Ballistic Aerial Target 

System (BATS) through the utilization of CRV-7 Canadian-made rocket motors (MDA 2008:3). 

The TTCP program concluded with the production of ROBOT-5, known as the ―rocket boosted 

target‖ (MDA 2008:3).  

 The Robox-X drone was constructed ―for travel at high-subsonic speeds, was able to 

maintain a low altitude hold, manoeuvre along a pre-programmed path, and have a range greater 

than 37 kilometres. Wind tunnel tests were conducted in 1982 and the forward-wing, canard-

configured, drone‘s design was frozen‖ (Markov et al. 1984 cited in MDA 2008:3). 
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The Canadair CL-227 was built in the 1980s. It is a Canadian UAV designed for vertical 

takeoff and landing (VTOL). The Canadair CL-227 Peanut is propelled by ―contra-rotating 

helicopter blades‖ (Holman 2013:5). VTOL systems such as the Canadair CL-227 are constricted 

to shorter flight ranges at lower altitudes due to their aerodynamic specificities and speed. 

However, these VTOL systems can land ―to the most-forward areas of the battlefield or based 

onboard ships‖ (Holman 2013:5). 

Holman (2013:6) states that piloted aircrafts generally operate on the principal of  ―see 

and be seen‖: even if these piloted aircrafts are under the direction of air traffic control, pilots 

nevertheless assume full responsibility of avoid collisions with other aircraft. Holman states that 

in unmanned flight, there is a rudimentary concept known as ―detect, sense, and avoid‖ (DSA) 

(Barnhart et al. 2012:138 cited in Holman 2013:6). The proposed rationales for this system are 

that a UAV can have more integrated sensors than a pilot‘s eyes and, further, that flawless 

algorithms may be formulated to perform evasive active manoeuvring. However, as Holman 

states, this is all overhead that diminishes ―the capacity of the payload in weight, power and 

frequency usage‖ (Holman 2013:6).  

In addition to what Holman states, according to Paul T. Mitchell (2014:19), in order for 

UAVs to operate in ―unregulated airspace,‖ substantial amendments will have to be incorporated 

in Transport Canada‘s air safety regulations. Generally speaking, while aircraft operating above 

5000 feet are in ―controlled airspace‖ (Mitchell 2014:19), they function within the parameters of 

a ―seek and avoid‖ system in regards to operation within the vicinity of other aircrafts. Mitchell 

(2014:19) does, however, note that when a pilot is not present from the aircraft, the ―situational 

awareness‖ of UAV piloting is substantially diminished. In addition, Mitchell notes that collision-

prevention radar systems encounter difficulties in their enhancement abilities (Carey 2013, cited 

in Mitchell 2014:19). 
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CANADIAN FACIAL-DETECTION DRONES AND OPERATION VIA VOICE AND 

GESTURE 

A team of researchers at Vancouver‘s Simon Fraser University have developed a series of 

UAVs ―that accept group voice commands or can be controlled silently through hand gestures. In 

addition, individual drones recognize which of them their controller is speaking to via on-board 

face recognition cameras‖ (Mike McLeod 2013). Excluding flights over controlled military 

ranges (Mitchell 2014:19), private and commercial aircraft UAVs are at the current moment 

prohibited from being used in both domestic and internationally governed airspace. The exception 

is when evidence can be provided to demonstrate that these flights are to be coordinated in 

advance. Mitchell, referencing Major J.S.F. LaPlante, remarks that in the current state under 

flight regulations, ―UAVs lack sufficient flexibility to conduct surveillance operations for any 

purpose‖ (Major J.S.F. LaPlante 2013, cited in Mitchell 2014:19). 

DYNAMICS OF POWER AND POWERRELATIONS IN ARTIFACTS 

In ―Do Artifacts Have Politics?,‖ Langdon Winner (1980:134) argues that artifacts may 

have embedded political attributes. On the one hand, these embedded characteristics may institute 

a (pre)ordained structure of political power and authority in a given context. These types of 

technologies, Winner (1980) argues, provide a ―fluid‖ or ―flexible‖ dimension, whereby their 

repercussions in society are unevenly felt. To better understand the context, consequences must 

be understood in relation to correlating ―social actors‖ who have ―agency‖: the ability to 

influence the design pattern of said technologies (Winner 1980:134)  

In the second variation of how artifacts can possess political characteristics, Winner 

scrutinizes the manner in which the inherent, unmanageable characteristics of certain 

technologies are rigorously connected to certain arrangements of power and authority (Winner 

1980:134). The determining factor influencing a technology is rooted, according to Winner 

(1980), in whether a decision is made to formally accept a particular technology, especially vis-à-

vis the consequences of that decision. For Winner (1980), this second variation only affirms the 
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impossibility of being able to reformulate, modify, or edit a particular technological design, as 

doing so would have a negligible impact. This includes the impossibility of ―capitalist socialist‖ 

solutions for alternative design modes.   

As it pertains to manned flight, Winner (2004:109) argues that such a technology is 

novel. Flying airplanes differs greatly from previous versions of flight; it is an entirely new 

activity. According to Winner (2004:109), although the thought of flight can be traced to ―the 

myth of Daedalus and Icarus or the angels of the Old Testament,‖ to actualize flight in reality, 

machinery was the creative proxy through which flight could take place. Winner contends that 

one must transcend and look beyond the technological innovations in order to situate the 

transformations of the conditions of human existence (p.109).  

Winner asserts that social lives are remade. Social roles must be reformulated. If this is 

the case, Winner (2004:112) asks, then what type of world are we formulating when making 

―things work‖? Winner proposes that we investigate not only the creation of objects, which 

remains nonetheless crucial, but also the changes in the totality of dynamics of human 

existence—our psychological, social, and political circumstances and the ways that new 

technologies influence them (Winner 2004:112). 

Canada has played an integral role in the early history and development of UAVs from 

the Second World War until the present day. Indeed, it was the Canadair Corporation in the 1950s 

that worked to construct the first UAV for surveillance purposes. In another respect, Boeing was 

preoccupied with the production of ―target drones‖ in order to assist training pilots and gunners. 

The alliance of both Canadair and Boeing served as the underpinning for the UAV development 

in Canada. The Avro Arrow CF-105, produced by the A.V. Roe Company was dubbed a 

―supersonic successor to [its predecessor] CF-100‖. Indeed, Canadian UAV development has 

been demonstrated ranging from rocket booster takeoff in the CL-89 and CL-289 to vertical 

takeoff in the CL-227 to facial recognition drones that operate via voice and gesture. These wide-

ranging technological attributes possess certain features that are military in origin and embody 
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certain political arrangements. These arrangements alter and reshape the manner in which social 

beings interact with their environments. Indeed, as Winner advanced, the arguments that airplanes 

are the ―machinery‖ in which flight could occur: UAVs reformulate the totality of human 

behaviour and alter the dynamism of human experience. UAVs will likely play a supporting, if 

not perhaps a more leading role in the context of policing in the 21
st
 century due to the 

globalization of  ―cross-jurisdictional‖ and changing nature of crime. Further, UAVs may help to 

bolster the redefined paradigm and initiative of police; to predict, pre-empt and prevent crimes 

from occurring in the first place.  
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Chapter 5 

Brief History and Current Context of Policing in Canada 

 Policing in Canada during the nineteenth and twentieth centuries was predominantly tied 

to modern public police institutions. Policing was seen as the exclusive task of the police, 

whereas today policing has become a multifaceted field involving numerous public and private 

groups and individuals (Law Commission of Canada 2006:1). The present-day history of policing 

reveals a fundamental shift in the role of policing: the expansion of policing networks. Citizens‘ 

lives are permeated by the complex amalgamation of public and private activities (Law 

Commission of Canada 2006:2).  

 Public police no longer dominate typical police service in the public realm (Law 

Commission of Canada 2006:2). The current state of affairs in policing makes it difficult to 

separate public and private activities (Law Commission of Canada 2006). 

 According to the recent report Policing Canada in the 21st Century: New Policing  for 

New Challenges (2014), the nature of policing in Canada is morphing; this change can be 

attributed to the concept of geography (Council of Canadian Academies 2014:23).  

 The report notes that though the data on overall crime may be uncertain, what constitutes 

a crime is changing. Crime is increasingly facilitated by information technology and globalization 

trends, and, further, crime is becoming ―cross-jurisdictional, and potentially more harmful‖ 

(Council of Canadian Academies 2014:23). The report notes that cross-border crime is gaining 

dominance—evidenced by the acceptance of this anchored ―trend‖ (Council of Canadian 

Academies 2014:23). There has been an expansion of interconnectivity; a proliferation of new 

technologies; and an increase in the flow of persons, capital, and goods in the global economy. 

Accompanying these trends is rising income inequality; further, both individuals and groups are 

searching for opportunities to swindle money at the ―international borders in their pursuit of illicit 

opportunities for profit‖ (Council of Canadian Academies 2014:23). 
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 Notwithstanding these market trends, the authors underline the crucial aspect of 

geography as a governing principle that dictates how police respond to crimes in Canada and 

throughout the world (Council of Canadian Academies 2014:23). Police were initially instituted 

to ―keep the dangerous classes off the streets‖ (Council of Canadian Academies 2014:23) and 

quell unrest by ―maintaining local order and enforcing law‖ (Wall 2007 cited in Council of 

Canadian Academies 2014:23). Currently, the primary role of the police is still locally 

entrenched. The reformulated ―geographic orientation‖ as per police endeavours is replicated in 

not only in the regionalized representation of police services but also the spatially distributed 

command arrangement of local police stations, where resources are focused on community-

centred policing and on areas that deserve the most attention and resources. Further, geography is 

informed by the different types of crimes that are reported and, equally important, how police 

services are financially supported in Canada, where municipalities subsidize the largest portion of 

funding for policing services (Bayley 1992, cited in Council of Canadian Academies:23-24). 

THE MORPHING ONTOLOGICAL NATURE OF THE CONCEPTS OF SAFETY AND 

SECURITY THREATS  

Another prominent feature that the Council of Canadians Academies (2014:24) highlights 

is the menace of terrorism. This threat has defined the panorama of security since the events of 

the Front de libération du Québec in the second half of the 1960s. Since the September 2001 

attacks in the United States, terrorism has shaped the discourse and framing of security. Since the 

events of 2001, Canadian governments in concert with the media have consistently underlined the 

importance of quelling ―security threats [that] remain imminent [and that] continued vigilance 

and extraordinary security measures are still required‖ (Murphy 2007, cited in Council of 

Canadian Academies 2014:24). A recent report published by Public Safety Canada (2013, cited in 

Council of Canadian Academies 2014:24) indicates that terrorism remains an unrelenting threat to 

Canada and its citizens and is invigorated by global crises and ―global violent extremists.‖ A 

couple of recent events have continued the progression of vigilance against terrorism, such as the 



 67 

Canadians incriminated in foreign terrorist activities in Algeria, the VIA rail terrorism plots of 

2013, and the 2006 Ontario terrorism plot. These instances of terrorism prompt us to be mindful 

of their ―scale‖ in causing ―potential harm‖ that can occur in Canada (Council of Canadian 

Academies 2014:24). 

These growing tendencies, which have cross-border implications, all navigate to a single 

point where cooperation must be pursued. Though transnational bodies have been constructed to 

expedite cross-jurisdictional efforts, current studies highlight the distinction of contemporary 

international crime-management agreements. The distinction lies in the augmented nature of the 

complication and totality of international institutions dedicated to policing and in the heightened 

need, ―now than at any time in history,‖ for increased efforts to attenuate international crime 

(Andreas and Nadelmann 2006, cited in Council of Canadian Academies 2014:24).  

Andreas and Nadelmann (2006, cited in Council of Canadian Academies 2014:24) isolate 

two developments that obscure the already complicated structure of the international crime-

control organization. According to the authors, the first trend to be mindful of is that law 

enforcement agencies and national security establishments are converging ―as part of a 

counterrorism response.‖ (Andreas and Nadelmann 2006 cited in Council of Canadian Academies 

2014:24). A second trend to note is that the concept of a ―transatlantic security community‖ 

(Council of Canadian Academies 2014:24) burgeoned. This community is fortified by policing 

coalitions that counter ―non-state actors‖ and encompasses a larger framework of ―trans-

governmental policing networks and international agreements‖ (Council of Canadian Academies 

2014:24). Indeed, Michael Byers (cited in Mitchell 2014:19) contends that as per surveillance of 

non-state entities, ―as a result of technological developments, the surveillance of non-state actors 

can be done more effectively and efficiently with unmanned aerial vehicles (UAVs or ‗drones‘).‖ 

This is especially the case in the Royal Canadian Air Force‘s (RCAF) Joint Uninhabited 

Surveillance and Target Acquisition System (JUSTAS), which procures such aircraft. Mitchell 
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(2014:19) contends that on a ―vehicle-by-vehicle comparison,‖ UAVs are considerably more 

reasonable in terms of cost than submarines and manned aircraft.  

TECHNOLOGY‘S RECONFIGURATION OF CRIME: HOW IT IS TACKLED AND VIEWED 

The field of technology is reconstituting the ontology and framing of crime, which can 

act as a disincentive against the commission of property crimes through a decrease in attractive 

targets while heightening opportunities for crime to occur elsewhere. Ferrell et al. (2011, cited in 

Council of Canadian Academies 2014:26) note that as per the deterrence effect, there exists a 

strong relation in the use of electronic immobilizers in conjunction with central locking and a 

decreased use in vehicle thefts in the United Kingston. The authors premise their conclusions on 

their findings, and they further argue that the precipitous two-thirds decrease in car thefts during 

the 1990s may be explained by expanded car security.  

NEW INSIGHTFUL KNOWLEDGE RESTRUCTURING REPLY TO CRIME 

 In conjunction with the morphing nature of crime is the burgeoning area of how to most 

appropriately deal with crime. Reactive police strategies to combat crime have proven ineffective, 

while research indicates that prevention-oriented strategies are of greater benefit and yield better 

results in decreasing interpersonal crime (Santos 2012, cited in Council of Canadian Academies 

2014:26). The combination of proactive and preventative approaches, including a myriad of 

actors that do not always include the police, have been investigated on the basis of their merit, 

and this combination is more efficacious and less financially burdensome than the narrow 

approach of reactive policing to attenuate interpersonal crime (Waller 2014, cited in Council of 

Canadian Academies 2014:27). In the Canadian regional context, police often confront issues that 

motivate them to shift from a reactive-oriented framework to one that is more proactive (Henry 

2002, cited in Council of Canadian Academies 2014:27).  
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DIGITAL TECHNOLOGY AS FACILITATING AND ENACTING A PARADIGM SHIFT 

BETWEEN THE PUBLIC AND THE POLICE 

The Internet, in concert with digitally based technologies, is becoming part of society‘s 

essential composition, whereby interrelations between the public and police are further 

convoluted. This convolution is demonstrated by the several cases in which crimes and police 

responses have been recorded visually and distributed across social media. The footage captured 

from these incidents help police, as when Vancouver police sought to identify the individuals 

who participated in the city‘s 2011 riots (Schneider and Trottier 2012, cited in Council of 

Canadian Academies 2014:31). In addition, video can assist the public in seeking accountability 

for unscrupulous police behaviour (Council of Canadian Academies 2014:31). Spectators who 

take footage provide an alternative means to either corroborate or contest ―the official police 

record of an event‖ (Council of Canadian Academies 2014:31). Indeed, in the case of Robert 

Dziekanski‘s death following a dispute with the RCMP at the Vancouver airport in 2007, video of 

the incident taken by witnesses was used as evidence during the investigation (Braidwood 2010, 

cited in Council of Canadian Academies 2014:31).  

 This reformulated relationship between the public and the police also ushered in 

additional difficulties. For instance, there are incongruent elements between the ―official record‖ 

and the visual narrative given on videos, which may strain public trust in the police (Braidwood 

2010, cited in Council of Canadian Academies 2014:31). A recent example highlighting this 

strain of public trust is the police shooting incident that caused the death of Sammy Yatim in a 

downtown Toronto streetcar. Amateur videographers captured this shooting, and the event was 

―profiled on social media‖ (Council of Canadian Academies 2014:31). The above example, in 

conjunction with other components, is one of many ―high-profile incidents‖ (Council of Canadian 

Academies 2014:31) that underscore the decrease in public trust in the police.  
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VIDEO CAMERA FOOTAGE OF POLICE INCIDENTS AS ―LATERAL SURVEILLANCE‖ 

The phenomenon of taking videos of police encounters with citizens corresponds to the 

concept of lateral surveillance. Indeed, as the OPC report (2014) mentioned, lateral surveillance 

offers the possibility for citizens to surveill not only other members of society but indeed state 

actors such as the police. Lateral surveillance is facilitated by the use of UAVs for several 

reasons: technologies such as ―sense and avoid‖ allow UAVs to operate beyond the user‘s line of 

sight. This permits the controller of a UAV to record at a distance. Another reason why lateral 

surveillance can have acute repercussions is that it would be difficult to identify the owner of a 

UAV since there is no mandatory identification requirement that links owners with UAVs. 

Another conundrum is the legal context of space: Do regulations of drones in the context of urban 

city living take into account any limitations of recording from a distance? For instance, a camera 

with a high-powered zoom lens can record up to 1,000 feet away from a subject. Further, as was 

evidence by authors such as Derek Gregory (2012) and Eyal Weizman (2002), one can emphasize 

power relations from a distance. This power is evidenced especially in the context of war, where 

UAVs privatize risk; no longer does the UAV operator assume risk, but the victims of drone 

strikes do instead. Similarly, if one should be recorded by a UAV in the public doing something 

nefarious, a situation may arise whereby the person being surveilled has limited or no legal 

recourse to pursue action, since in the public realm, as per legal doctrine and social normativity, 

one‘s expectations of privacy are lowered. UAVs, in combination with CCTV cameras and other 

surveillance technologies, work cohesively to lower the threshold and expectation of privacy even 

further. One can argue as Foucault (1991) does that we internalize the state‘s gaze on a 

psychological and social level. Further, it may be argued that if the state sponsors and endorses 

UAV growth in various economic sectors, it is in effect complicit with the proliferation of UAVs 

as a burgeoning economy and with their public-sector usage. When citizens are amenable to the 

use of UAV for particular purposes, one can argue that the citizenry already tacitly approves 

usage and, therefore, it may be difficult to combat UAV from being used for other means. UAVs, 



 71 

like other surveillance technologies, such as CCTV cameras and cell phones, condition humans to 

not respond apprehensively. Arguably, the privileged position of vision as a means of empiricism 

propagates what can be called the seduction of surveillance; we learn from secretive and 

clandestine observations, which heightens our sense of awareness of ourselves and others and of 

the vulnerability that both may experience. UAVs reveal the ―nakedness‖ of individuals without 

there being any removal of clothing. The concept of lateral surveillance can be extended to 

include economic purposes as well. For instance, according a Globe and Mail article titled 

―Canadian Technology and the Flight of the Drones‖ (2014), many Canadian farming companies 

utilize UAVs to monitor the health of crops, collect water samples for testing, and collect data on 

the effect of greenhouse-gas emissions in the Northern areas and boreal forest. In addition, the 

Canadian oil industry has tested land via UAV surveillance over it. The article specifies that the 

industry‘s UAV usage is purely for economic activities. While on the surface, UAVs do not pose 

any obvious problems, one could easily imagine them being used to monitor not only land but 

also any political activities persons are seen engaged in (e.g., demonstrating near pipelines); this 

is otherwise known as ―function‖ or ―mission creep.‖     

THE DECLINE OF THE STATE AS HAVING A MONOPOLY OVER SECURITY 

A proliferation of research in the last few decades exemplifies the burgeoning of private 

security and its impact upon policing, societal, and governmental institutions.
14

 States, which 

have been historically viewed as ―legitimate‖ authorizers and enablers of security, are now being 

contested by private security. States, which have had a predominant hold on the decision-making 

process regarding the extent and necessity for security in particular geographical locations and 

determining whom ―its principal suppliers‖ are (Council of Canadian Academies 2014:34), have 

had their position of dominance challenged. This challenge was brought forth by the private 

                                                      

14
 The Council of Canadian Academies (2014:34) refers here to Stenning and Shearing (1979), 

Shearing and Stenning (1983), Swol (1998), and LCC (2002).   



 72 

security industry, and this challenge has piqued the curiosity of researchers (Council of Canadian 

Academies 2014). 

The private security industry, in tandem with police, has become a facet of a larger 

evolving entity comprised of other non-police entities that render safety and security services 

(Council of Canadian Academies 2014). In addition, social services providers, members of the 

security industry, and other categories of peace officers are committed to providing services in 

which ―preserving the peace and preventing crime‖ are of importance.  

Various authors have offered theoretical explanations for this tendency toward expanding 

the number of those furnishing safety and security services. For instance, Loader (2000 cited in 

Council of Canadian Academies 2014:35) explains this trend as ―policing‖ and that policing 

transcends and catapults itself beyond government. Other authors such as Bayley and Shearing 

(2001, cited in Council of Canadian Academies 2014:35) have conceptualized policing as 

―multilateralization,‖ which include two points: (1) distinguishing between those who give 

policing directives and those who administer it and (2) an expropriation of functions that 

originally were of governmental responsibility. More broadly, some authors have tended to 

expand their conceptions of policing and liken them to sociological concept maps. Terms such as 

―security network‖ (Dupont 2004, cited in Council of Canadian Academies 2014:35) and ―nodal 

security‖ (Shearing 2005, cited in Council of Canadian Academies 2014:35) have been used in a 

similar way to underscore the multifaceted, dynamic, and intricately woven system and how these 

organizations ―act as nodes or rather connecting points, within the network‖ (Council of Canadian 

Academies 2014:35).  

POLICE AND ORDERING 

Police are pursuing new methods due to the ever-evolving political terrain, including 

social demonstrations as well as variability in stocks of knowledge and experience. This pursuit 

for new methods underscores the importance of intelligence.  



 73 

There is a clear shift ideologically and politically regarding the current nature of the state 

in comparison to long-standing understandings about late-modern liberal democracies. Some of 

these entrenched understandings of the state are undergoing transformations as state governments 

and the politics surrounding governance confront aspects of the ―information age, globalization, 

neo-liberalism, and what some have called a post-ideological condition to the everyday problem 

of public or common order‖ (De Lint 2009:265). Of specific importance is how liberal 

democracies such as Canada attempt to correspond with ―what to past generations would be 

typified as practices of a police state to the necessity of preventing public order spectacles from 

being showcased around the world as a symbol not of healthy participatory resistance but crisis‖ 

(De Lint 2009:265). In other words, one may interpret the above as a long-standing desire of the 

state to regulate behaviours such as public demonstrations lest they be viewed a part of ―healthy‖ 

democracy. 

As several authors, such as Nikolas Rose (1996, cited in De Lint 2009:265), note, one of 

the intractable, and perhaps inherent, qualities of a liberal democracy is the sovereign‘s power to 

enact exceptions to or notwithstanding clauses in the law. At the core of this issue is how the law 

reacts to an ―existential crisis‖ (one that has not yet occurred or, as is generally the case, one that 

is invented). This paradox presents a conundrum as policing, which functions to ensure public 

order, may be perceived as mere theatre, a way of concealing ―a large hammer hoisted by pulleys 

above the players‖ (De Lint 2009:265). This policing conundrum is highlighted when the subject 

of ―the constitutionality of governance‖ is raised as this topic is always in the background. The 

increased momentum of this overwhelming force of modern liberal democratic states reveals a 

problem: the concern of ―crisis,‖ revealed predominantly by mass demonstrations due to lack of 

employment opportunities, can be summarized with the following question: Who is the ―other‖ 

that we define so antagonistically and that we must ―neutralize‖? What is the ontology of this 

ominous threat that will inevitably be revealed ―to officials for definitive identification and 

elimination?‖ (De Lint 2009:265). Several theorists have addressed the paradox inherent in liberal 
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democracies, particularly as it revolves around the concepts of ―openness‖ and ―necessary 

exceptions‖ that are apprehended. This tension between ―openness‖ and ―exceptions‖ stimulates 

anew the problematic of establishing criteria for those to be accounted for and those to be 

―excluded‖ (De Lint 2009:265). 

Though some of the prerequisite qualifiers of the state, namely how to define the 

parameters of ―openness‖ and ―necessary exceptions,‖ must be glorified, this predicament of 

uncertainty pertaining to the notion and stability of order persists at the foundation of modern 

liberal democracies. However, this foundation of ―stabilised order‖ must confront an ever-

evolving technological context. The issue is that the immediately available information, which 

police deem actionable, has destabilized the concept and process of ―checks and balances‖ (De 

Lint 2009:266). In a results-oriented world, one may advance the urgent need to attend and appeal 

to finding immediate production and acquisition of information and data that ultimately 

jeopardizes the basis of a ―judicial or legal check‖ (De Lint 2009:266). The entrenched principal 

that the sovereign must always be positioned to overcome the exception pays further dividends 

when this principal is coupled with technological advancements and a cultural ethos of 

―instantaneity‖ and quick results (De Lint 2009:266). This reformulated principal counters 

judicial and legislative controls. This problem is evidenced in the predicament of ―injunction‖ 

(De Lint 2009). In the vernacular of high modernity, seeking an injunction would misappropriate 

archaic means of rectifications to a reformulated and difficult situation; in other words, if the 

constraints for action cannot be accessed, then they are available to neither a judge nor an 

―incident commander‖ (De Lint 2009). However, alternatively, if solid intelligence gathered can 

furnish actionable knowledge, then the need to access a judge devalues cybernetics.
15

 

 The above can be described by what Deleuze (1992) calls ―societies of control,‖ where 

seizing authority and power is not of the law but rather of information worshiped as sacrosanct. 

                                                      

15
 Oxford Dictionaries defines cybernetics as the ―science of communications and automatic 

control systems [present] in both machines and living things.‖ Oxford Dictionaries. Retrieved 

March 13, 2015 (http://www.oxforddictionaries.com/us/definition/american_english/cybernetics).  

http://www.oxforddictionaries.com/us/definition/american_english/cybernetics


 75 

From a more literal perspective, control entails enhanced manipulation ―of categorical suspicion, 

pre-emption, containment, and expulsion‖ (De Lint 2009:265). Hudson (2003, cited in De Lint 

2009) and Roach (2003, cited in De Lint 2009) argue that security schemes subvert and take 

precedence over human rights. It may be that police tactics, which are judicially and 

constitutionally appraised, have become increasingly ―exceptional‖ in nature or which privilege a 

certain politics; one that espouses state entitlement.  

Techniques of biopower
16

 fuse with the power and secrecy of institutions to promote a 

conferred state-centric entitlement. This combination of these three elements propagates the 

fracturing of civil government in a manner informed by the deduced ―risks and dangerous 

cohorts‖ (De Lint 2009:266). Though Roach (Roach 2003 cited in De Lint 2009: 266) has 

acknowledged that the Charter confirms, corroborates, and certifies this elaborate procedure, the 

means of ―Charter-proofing‖ is used as a proxy to privilege the providence of the state by making 

the law subservient. 

In a society preoccupied with intelligence, the art of informational manipulation is 

achieved via ―mastery of persuasion, secrecy, espionage, and evaluation‖ (Wilsnack 1980 cited in 

De Lint 2009:266). Security management demands the preservation of ―exclusive‖ and unique 

knowledge and ―actionable information‖ for authentic exclusive action to take place. Information-

control policing is not thought of as an integral part of self-government or indigenous authority 

that can regain control of a once-orderly system, but it is rather part of a proactive and elaborate 

process: police and security personnel construct or unearth concealed groups in conformity with 

the prerequisites of ―control exclusivity‖ (De Lint 2009:267). These police and security personnel 

rectify ―viral identities‖ (Ericson and Haggerty 1997 cited in De Lint 2009:267), which are part of 

                                                      

16
 I draw my understanding of biopower from Foucault. His 1977-1978 lectures commence with 

the notion of biopower as entailing an array of procedures, or relations, designed to control the 

biological attributes, such as the birth rate and fertility, of the individuals for political strategy to 

achieve governance of the total population. However, in the discussion relating biopower to 

policing, biopower seems to occupy a state of exception especially if control of populations 

demands greater use of information which can display any discourse on human rights (Roach 2003 

cited in De Lint 2009:266). 
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a ―wider brief than criminal investigations‖ (De Lint 2009:267). O‘Malley argues that knowledge, 

as it pertains to the narrow revelations of police and security information, does not emancipate or 

unshackle but, rather creates instability (O‘Malley 1999 cited in De Lint 2009:267), which is 

―unpredictable from without.‖ This type of evolution is part of a broader narrative in which the 

political uncertainties that form the cornerstone of liberal democracies and fracture these 

cornerstones into small entities ―are [then] measured, and then anticipated, and then acted on 

before they take concrete shape‖ (De Lint 2009:267). In other words, one can argue that the 

notion of pre-emption, whether through geospatial calculations (see Crandall 2010) or other 

predictive means, is becoming part of the discourse in policing in the twenty-first century.  

Public order solely and exclusively gathered by means of acquired intelligence would 

have been incongruent during the 1980s, since it would not have figured well into the framework 

of public policing. The situational circumstances were anchored in a reactionary stance against 

―rigidity and exclusivity in policing, and in Canada (as in the United States), the countering of 

political activism had left an ugly mark on police institutions‖ (De Lint 2009:267).   

According to De Lint (2009), in the late 1990s, the political culture began to undergo a 

seismic shift, one precipitated by the events of September 2001 in the United States. For instance, 

the passing of Bill C-36 would have been unlikely passed with parliamentary support two decades 

prior to the events of 2001.  

Various spheres of influence (e.g., environmental, labour, high-stakes, and Native) 

inform Canadian policing at the federal, regional, and municipal levels. Currently, federal politics 

is strongly inclined toward a ―preventive‖ stance, although Canadian public opinion does not 

favour more rigid police controls, especially if they jeopardize the integrity of upholding human 

rights or freedoms. Notwithstanding the above, in the context of neoliberalism and the post-9/11 

era, which is characterized by ―uncertainty and insecurity,‖ the domains of risk and threat 

evaluation have become prominent. Since ―risk and threat‖ evaluations figure so prominently in 

the political sphere, political and policing agencies are permitted to assert power via ―preventative 
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intervention‖ (De Lint 2009:267). The notions of pre-emptive surveillance and boundary blurring 

capture the essence of this new phenomenon of ―risk and threat‖ detection.  

De Lint (2009:267–268) recognizes that Canada has incrementally gravitated toward a 

police and security apparatus anchored in pre-emption, and this progression ―re-politicizes‖ the 

directive of the inner-workings of Canadian internal security. This inception is characterized by 

small, deliberately constructed growths of external and border technologies as well as the creation 

of an almost permanent status of ―exception‖ in which spaces citizens occupy are infiltrated. A 

stealthy movement toward ―pre-emption‖ (De Lint 2009:268) and ―border blurring‖ or ―creep‖ 

(Innes 2001 cited in De Lint 2009:267) defines the repoliticization of the Canadian internal 

security. The concept of ―function creep‖ is best expressed through the prism of UAV use and 

proliferation. As the OPC report (2014) mentions, UAVs have the capacity to transcend 

boundaries, enter or peer closely into areas of ―exception‖ (such as one‘s private dwelling), or 

surveill and/or record private conversations from a distance. Further, UAVs have a multi-stacking 

capacity in which multiple technological features may be embedded to work either independently 

or cohesively to monitor, capture, record, or store data for an indefinite period of time. Indeed, 

UAVs have the ability to capture instances of people‘s behaviour while taking persons out of 

context, allowing incorrect inferences to be made about these persons, or capturing their mistakes 

forever. A recently published article ―RCMP drone expansion comes with hefty price tag, 

prompts concerns of ‗mission creep‘‖ (Albert Quon 2014) indicates that the Royal Canadian 

Mounted Police (RCMP) intends to expand its usage of UAVs ―from aerial traffic surveillance to 

reconnaissance missions during hostage crises to perimeter security at major events.‖ However, 

as the article notes, the proliferation of UAVs underscores tangible threats of ―mission creep‖ 

especially among privacy defenders (Albert Quon 2014). Further, along with regulators at 

Transport Canada, documents reveal recorded ―airspace violations‖ by some police agencies. 

Drones are becoming quite seductive for many reasons, not least of all in police investigations. 

However, Ottawa researcher Ken Rubin (Quon 2014) has uncovered through access-to-
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information laws that uses are intensifying and multiplying. Mark Hovdestad (Quon 2014), the 

base manager of the RCMP Edmonton Air Section, indicated in an interview that the division is 

searching for funding outlets for a fixed-wing drone to use on a trial basis. Transport Canada 

necessitates that UAVs be flown in the line of sight. However, in an email to a colleague in April, 

Hovdestad indicated that a particular UAV, known as Pumas, has the capacity for the UAV to 

operate clear of the line of sight (Quon 2014). In the article, Adam Molnar, a lecturer at Deakin 

University in Australia, states that persistent aerial monitoring is equivalent to surveillance, and 

yet the force claimed it would not engage in such an activity. As Molnar states, ―This gets to the 

problem of authorizing the use of technology and justifying it under emergency management and 

yet the technology is so flexible that it can be used for other uses without oversight‖ (Quon 2014). 

Molnar states that the RCMP must seek advice from the public and craft clear policies regarding 

when and how drone technology will be utilized and how long drone data will be retained (Quon 

2014).       

Pre-emptory categorizations of risk reductions, especially those used to morph and 

reformulate public order policing, recalibrate society by creating a security matrix that ostracizes 

certain individuals, all the while sacrificing the ―freedom of our uncertainty‖ (Bernstein 1996, 

cited in De Lint 2009:279).   

NEBULOUS BOUNDARIES DISTINGUISHING MILITARY FROM POLICE AFFAIRS 

Hughes (2010:536, cited in Gregory 2011:247) speaks of how in the ―borderless realm of 

cyberspace,‖ the boundary between military and civilian assets is quite nebulous, and the laws of 

unarmed conflict cannot cope as they distinguish between military and civilian targets. The 

United States, for instance, has a penchant for the rule and function of law, especially ―its new 

counterinsurgency doctrine‖ (Gregory 2011:247), which including legal counsels in the USAF 

and CIA. However, the United States is ironically unwilling to confirm whether UAV strikes in 

Pakistan corroborate the advice provided by legal advisors.  



 79 

According to Gross (Gross 2011, cited in Gregory 2011:247),  Stuxnet is a ―self-directed 

stealth drone‖ that arguably emblematizes the twenty-first century in that wars and cyberwars will 

be secret—clandestine and out of public view (Gregory 2011:247).  

 In an article published in the Toronto Star titled ―Canada urged to lead ‗killer robot‘ ban‖ 

(Blanchfield 2014), critics called for an international coalition to prohibit the use of ―killer 

robots.‖According to Ian Kerr (Blanchfield 2014), a professor of law and ethics at the University 

of Ottawa, removing humans from the executive decision-making process to kill persons would 

present moral quagmires and philosophical conundrums. According to the article, critics are 

calling for a ―pre-emptive strike‖ on ―killer robots‖—autonomous weapon systems designed to 

locate, select, and fire upon a target without human intervention (Blanchfield 2014).  

 The nature of policing has changed since the early nineteenth and twentieth centuries. At 

that time, policing was almost exclusively an endeavour that was carried out by modern public 

institutions. At the current present-day policing has broadened to include a vastly expanded 

number of networks. A major factor influencing the morphing nature of policing is, among 

others, geography. Geography reorients and changes the frame of reference of policing and this 

reality is reflected in the regional representations of police services and the spatially distributed 

command arrangements of local police stations. With the advent of digital technology, a new shift 

of relations between the police and the public occurs. This shift is evidenced by the phenomena of 

capturing video of police encounters with citizens. This shift, known as lateral surveillance, offers 

citizens the opportunities to surveill other members of society and state actors such as the police. 

Lateral surveillance can be further enhanced and heightened through the use of UAVs and their 

technologies: the ―sense and avoid‖ feature allows the user to operate beyond line-of-sight, thus 

rendering difficulty in the possibility of establishing a UAV owner, recording at a distance, the 

challenge of the legal context of space and verticality. The gravitation of police and the security 

industrial complex towards a paradigm of pre-emption reconfigures the inner-political 

mechanisms of Canadian internal security. UAV technologies act as devices that employ a 
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permanent status and state of ―exception‖ whereby space occupied by citizens are infiltrated. 

Further, UAVs moving towards ―pre-emption‖ and ―border blurring‖ reconfigure the political 

landscape of Canadian internal security. It has been noted that RCMP intends to expand its usage 

of UAVs ―from aerial surveillance to reconnaissance missions during hostage crises to perimeter 

security at major events.‖ (Albert Quon 2014). The rationale that belies pre-emptory categories of 

risk reconfigures society into a security matrix whereby certain individuals are ostracized while 

suspending the collection of ―freedom of our uncertainty‖ (Bernstein 1996, cited in DeLint 

2009:279). The blurring boundary between military and policing affairs become more of a salient 

reality especially in the context of potential discussions of arming automated robots. Though 

there was a recent move urging Canada to be at the helm to build an international consensus to 

ban and prohibit the use of these devices (The Canadian Press 2014), these systems nevertheless 

contribute to the further militarization of society.    
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Chapter 6 
 

Defining the Broad-Stroke Parameters of Militarization and Policing in 

the Twenty-First Century 

Kraska (2007) posits that militarization is the inculcation of a prescribed set of beliefs 

and practices extracted from the overarching ideology of militarism. The evolution of and 

gravitation towards militarization require an integration ―of aiming, organizing, planning, training 

for threatening, and sometimes implementing violent conflict‖ (Kraska 2007:503). Kraska further 

argues that to militarize is part of an elaborate procedural implementation of tasks by the civilian 

police force to adopt the core principles of militarism—to arrange their inner functioning to 

closely resemble the fundamentals of militarism as well as the military model.  

Kraska (2007) names four elements of the military model that in his estimation strongly 

indicate that the police militarization is occurring. The first of these elements consists of 

materials, which include martial weaponry, equipment, and advanced technology. The second 

element is the cultural facet that encompasses martial terminology and vernacular, style and 

appearance, and an inculcated set of beliefs and values. The third element is the quasi-military 

pattern of organization, which includes ―command and control‖ centres (e.g., COMPSTAT) and 

elite squadrons of officers modelled after military special operations to patrol ―high-crime areas‖ 

(Kraska 2007:503), as opposed to officers who casually patrol ―on the beat‖ (Kraska 2007:503). 

The fourth and final element Kraska elucidates consists of the operational activities modelled 

after military in the areas of intelligence, supervision, the handling of risky situations, and war-

making and restoration. 

Kraska (2007) contends that any analysis of militarization among civilian police must 

include situations where the police lie on the ―culturally, organizationally, operationally, and 

materially‖ spectrum as well as locate the direction they are currently moving in (Kraska 1999, 

cited in Kraska 2007:503).   
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For instance, as a theoretical analysis, the United States continuously alters the 

operational definition of ―what [criteria] constitutes a threat to national security by turning its 

gaze inwards, thereby militarizing to a significant degree its domestic security efforts‖ (referred 

to as the ‗national security syndrome‘) (Sherry 1985 and Klare 1980, cited in Kraska 2007:505).  

Militarization in the United States predates the terrorist events of 9/11, which brought 

about ―the US military‘s mission of creeping into functions traditionally viewed as the purview of 

police‖ (Kraska 2007:510). Further, this catapulting towards militarization ―of the US military 

into law-enforcement functions involved entirely new levels of cooperation and collaboration 

between civilian police and the armed forces, and the military has become a central player in a 

host of homeland security and war-on-terror initiatives‖ (Kraska 2007:510). 

Weiss (2011) offers a similar analysis as pertains to the obscured differences between 

police and military. Weiss (2011:399) contends that there are two broad themes occurring within 

the state: ―the adaption of police work and greater involvement of the military.‖ The majority of 

scholars concur that the police have been militarized as part of a growing tendency to augment, 

optimize, and render more efficient ―bureaucratic oversight and formal social control of the 

population‖ (Kraska 1999 cited in Weiss 2011:399). Changes in police procedures are 

preoccupied with the realization that, as an entity (formal institution), the police have procured 

modern and heavy machinery that includes ―night visors or unmanned reconnaissance aircraft, 

used mainly for border control‖ (Lutterbeck 2004, cited in Weiss 2011:399). The equipment 

serves the police in preventing crimes rather than punishing those who transgress the law after the 

fact. This development underscores the pre-eminence of intelligence. Further, police delineate 

troublesome groups in society and further scrutinize them.  

Tyler Wall (2013) argues that the politics of security is a process of pacification: a 

mutually retroactive and recursive term that suggests how both the military and police are unified 

in their primary objective ―to pacify their respective territories and populations‖ (Herbert 1997, 

cited in Wall 2013:41).  
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As Wall (2013) indicates, drones are acquired from ―military and colonial architectures‖ 

(Wall 2013:34) and infiltrate the mundane spaces of the ―homeland,‖ where ideological elements 

such as ―war and police, metropole and colony, accumulation and securitization‖ interweave to 

produce a new discourse. A prevailing counterargument states that the transfer and passage of 

technologies in the military and police still adheres to a normalized differentiation in which 

―colonial frontiers and Western ‗homelands‘ are fundamentally separate domains‖ instead of a 

cohesive entity (Graham 2010:xix, cited in Wall 2013:34).  

Wall (2013) contends that drones follow a lineage of war abroad coupled with police 

prowess ―at home‖ (p. 34). Wall (2013) is adamant that police drones draw their existence from 

an uninterrupted line that is not unlike contemporary projects of US pacification occurring in  

Iraq, Afghanistan, and Pakistan (p. 34). Further, Wall (2013:34) argues that police UAVs, like 

those used in the military, are constrained by rationales of security and through the exercise of 

tranquilizing (or as Wall describes it, ―the practice of pacification‖
17

) civilians, whereby UAVs 

pursue ―human prey‖ (Wall 2013:34). Following this line of thinking, one can draw a historical 

understanding of police drones as underpinning ―the unmanning of the police manhunt‖ (Wall 

2013:34).  

Another matter Wall (2013) raises is that unmanned police power is posited in what 

Feldman (2004, cited in Wall 2013:38) describes as the ―securocratic wars of public safety.‖ This 

term encompasses the fusion of national security affairs with public safety issues. Security, 

defined by Karl Marx (1867) as ―the supreme concept of bourgeois society‖ (Marx 1867 (1976), 

cited in Neocleous 2008:30, cited in Wall 2013:38) and by Foucault as a ―general economy of 

power‖ (Foucault 2007:10–11, cited in Wall 2013:38) is a malleable practice that is both 

capricious and acquiescent. Further, both Marx and Foucault argued that ―securing insecurity‖ is 

a never-ending pursuit. As a repercussion, the notion of the ―war on terrorism‖ gradually morphs 

                                                      

17
 I understand pacification to mean bringing ―peace‖ to a country through the utilization of 

military threats, especially from a distance even if the threat is not tangible or easily perceived. 
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into a permanent feature under the rubric of ―security,‖ alongside such projects as the ―war on 

crime‖ and the ―war on drugs.‖ In other words, there is compatibility between the notions of 

―homeland security, public safety, and national security‖ (Wall 2013:38) and, further, a gradual 

habituation to these methods of military power, of which drones are an expression.  

UAV usage that is destined for imperial or domestic purposes is a security product, which 

means it is constrained by the privileges of ―security and accumulation‖ (Wall 2013:38). This 

type of venture highlights how security capitalizes on ―risk markets‖ (Rigakos 2002, cited in Wall 

2013:38). If this asset is viewed as focusing on a basic human need or attenuating a certain 

―insecurity,‖ then the police drones can adequately deal with the state‘s security requirements, ―or 

desire or dream, of pacifying territory and populations‖ (Neocleous 2011, cited in Wall 2013:38). 

Consulting of security industries by police organizations occurs when security goals are fulfilled; 

all the while security markets forcefully advertise their products as solutions that uphold ―public 

safety‖ institutions for the purpose of optimizing profits for their industry. To put in another way, 

Wall emphasizes how the proliferation of police drones highlights the non-distinction between the 

―security state and security industries‖ (Wall 2013:38).  

Wall is adamant that this phenomenon cannot be equated with a mere ―hollowing-out‖ or 

―privatization‖ of the state‘s traditional roles; rather, the emergence of a security-industrial 

system is tightly interwoven with the state (Nocleous2008, cited in Wall 2013:38). The state plays 

the role of a procurer, outsourcing its primary role of ensuring security to an influential security 

industry that views local police forces as its primary clientele. Another way of viewing this 

phenomenon is that the state appears as a ―pimp‖ (Zedner 2006 cited in Wall 2013:38) or, 

perhaps, procurer of services offered by the security industry, whose primary clients are the local 

police. Herein lies the problem: Wall (2013:38) affirms the lack of distinction ―between the 

security provided by the pimp and the commodity sold by the prostitute.‖ Wall contends that 

drone and security industries, generally speaking, do not market security products such as UAVs 

to satisfy security objectives but rather are primarily concerned with accumulation (Neocleous 
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2008:38). However, Wall (2013:38) is quick to acknowledge the inherent paradox in which 

accumulation insures that ―a healthy security state must be forged and nourished‖ (Murakami 

Wood 2013). 

According to Wall (2013), there are attempts to domesticate drones.
18

 This domestication, 

or perhaps ―pacification,‖ is based on ―the logic of security,‖ which presumes that social chaos is 

oppressed by the ―spirit‖ of insecurity. Those with vested interests in police drones heavily 

depend on a narrative of insecurity in which these interests position themselves to gain 

advantages. These narratives are fuelled by distortions in which ―disorderly‖ conduct and 

behaviour must be quelled and the means of quelling this behaviour is ―the security-accumulation 

assemblage‖ (Wall 2013:39). Naomi Klein (2007, cited in Wall 2013:39) refers to this as 

―disaster capitalism,‖ whereby human and environmental calamities are ripe opportunities for 

states and capitalists to seize to ensure their own growth. Further, Klein (2007) advances the 

concept of state overstretch, whereby police, under the rubric of ―homeland security,‖ pursue an 

expansionist economic vision and capitalism, largely unregulated, coalesces with this 

expansionist vision, especially after 9/11 (Klein 2007:386, cited in Wall 2013:39).  

Wall (2013) demonstrates disaster capitalism in a graphic by the market research group 

Lucintel. The graphic highlights how disasters are not merely unfortunate events but rather 

stipulations for the proliferation of the civil market for UAVs. In the columns, the graphic 

indicates that the keywords requirements and opportunities refer to unfortunate or unforeseeable 

events ranging ―from forest fires to automobile accidents, from criminalized activity to an influx 

in foot or vehicular traffic‖ (Wall 2013:39–40). The middle column in this graphic illustrates that 

capitalistic opportunities may be found in tragic events that are marked by ―uncertainty‖ and 

―unpredictability.‖ The column on the right tries to correlate how the rationales of security and 

insecurity invigorate the cyclical process of capturing a state of security, a state that can never be 

                                                      

18
 I conceive of domestication as the slow, gradual process toward indoctrination via the ―will 

power‖ of the state, a process in which the public ultimately acquiesces to the full implementation 

of a particular objective. 
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achieved. The naiveté of thinking security can be achieved ultimately fosters the idea of security 

made to ―see‖ and to ―order‖ (Wall 2013:40).  

The study of police drones exemplifies the interdependence of the security state and 

security industries that foster a culture of fear regarding ―public safety,‖ a culture that reinforces 

security measures while ensuring growth in capital. This last sentence highlights the oneness of 

security and accumulation (Katz 2001, Rigakos 2002, and Spitzer 1987, cited in Wall 2013:40). 

Wall connects the assurance of security through the exploitation of ―devastation and insecurity.‖ 

Security, through the exploitation of ―devastation and insecurity,‖ transforms opportunities into 

advantageous schemes that promote state advancement, social domination/manipulation, and 

capitalist growth (Cowen and Siciliano 2011 and Feldman 2011, cited in Wall 2013:40). Cowen 

and Siciliano (2011, cited in Wall 2013:40) define ―securitized social reproduction‖ as the 

process by which individuals, groups, and even social relations, in tandem with the larger 

capitalist ideology of accumulation, are insured via class- and racially based targeted police 

practices. Targeted policing, informed by classist and racialized ideologies, therefore may be 

construed as an activity that propagates uneven social relations, along with an ideology of 

concentrated capital accumulation. Wall (2013:40) advances the notion of targeted policing as a 

poignant example of pacification. Wall contends that police drones are an embodied hunter-based 

technology whose construction is dedicated to pacification. 

Wall recognizes that drones form part of the history of policing, including police 

militarization, in which military terminology, practices, and technological devices converge 

(Kraska 2001 cited in Wall 2013:40) and proliferate in the modern, ―technostructural‖ facet of 

policing (Haggerty and Ericson 2001, cited in Wall 2013:40). However, Wall (2013:40) 

challenges the taken-for-granted assumption that a direct lineage ties police to the narrative of 

militarization, whereby military logic and technologies transform ―police power into war power.‖ 

Wall raises the issue of authoritarianism (Seri 2012, cited in Wall 2013:40) as being 

inconspicuously absent from the militarization discourse, as it obscures the analogy of military 
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infiltration, whereby it ―militarizes‖ the distinctly dignified police profession. Seri (2012, cited in 

Wall 2013:40) explains that the unique role of police is to expedite ―authoritarianism and state 

violence‖ (Seri 2012:119, cited in Wall 2013:40), and this crucial theme is not discussed in the 

literature of police militarization. Wall argues that although the police and military function along 

a continuum of dissimilar ―risk calculation and articulation‖ models, such as ―arrest/prosecution‖ 

rather than simply killing (Hallsworth and Lea 2011:151, cited in Wall 2013:41), harping on this 

delineation makes it difficult to grasp the conceptual and material differences between the police 

and the military: both uphold the notion of ―security‖ (Wall 2013:41). The ricochet effect of 

military UAVs highlights how war power unites with police power how security and pacification 

inform both entities (Neocleous 2011, cited in Wall 2013:41).  

Pacification is historically tied to military operations and strategic manoeuvring and is 

notably tied to gaining the approval of the population of a dominant country, such as the United 

States, to engage in ―counter-insurgency efforts‖ (Wall 2013:41)—especially, for instance, during 

the Vietnam War. However, pacification can be traced to a colonial history that predates the 

US/Vietnam war (Neocleous 2011, cited in Wall 2013:41). However, Wall, citing scholars, does 

distinguish between the two strands of ―pacification‖: one is ―external‖ while the second is 

―internal.‖ ―External pacification‖ refers to the process of appeasement of persons in distant 

lands, and its expansion has occurred in conjunction with the ―internal pacification‖ of domestic 

populations (see Kuzmarov 2012 and McCoy 2009, cited in Wall 2013:41). ―External 

pacification‖ relates exclusively to the military, while ―internal pacification‖ relates to a policing 

endeavour. Herbert (1997, cited in Wall 2013) conducted an ethnographic study of the LAPD in 

which he uncovered an important thematic in policing: achieving a state of ―internal 

pacification.‖ In this specific case, ―internal pacification‖ is achieved via the formulation and 

synthesis of ―peace and security‖ (Wall 2013:41) within the hierarchical social organization. 

Further, the aim of creating peace and security is to corroborate the ―‗peace and security‘ imposed 

on colonial subjects‖ while structuring the social dynamics and power arrangements of, for 
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instance, an urban city centre, in view of a particular discourse of accumulation (Neocleous 2011, 

cited in Wall 2013:41). As per issues of pacification, certain exploratory questions must be posed. 

For instance, who are the targets of this pacification? For what purpose are they targeted? These 

questions must be counterbalanced by the overarching assumption that there will be individuals 

who oppose pacification (Rigakos 2011, cited in Wall 2013:41).  

What then can be stated about the politics of security in relation to pacification? Wall is 

careful to articulate how the ―politics of security,‖ conditioned by pacification, must acknowledge 

how both the military and police are situated on a wide spectrum of ―state power.‖ Their 

collective goal is to create order from chaos, so that different practices are instituted and different 

technical apparatuses are utilized rather than treating the police and military as separate entities 

with different ideologies (Rigakos 2011, cited in Wall 2013:41).   

Wall (2013) asserts that police drones must not be framed as a revolutionary departure 

from traditional policing directives. Rather, police drones confirm, establish, and extend the dual 

directives and cooperative reasoning of war and police. In other words, Wall (2013) indicates that 

the police drone propagates police authority and pacification over the geographical area it 

monitors. Surveillance, reconnaissance, and intelligence gathering, coupled with ―the continual 

threat of violence,‖ inform the organization of militaries and domestic police services. This 

spirited motivation is influenced by the idea of ―demand for order‖ (Silver 1976, cited in Wall 

2013). Just as police helicopters equipped with high-resolution cameras can fly, hover, or levitate 

above cities, unmanned vertical policing broadens police desire to further entrench pacification 

via ―air power, or a scopic verticality‖ (Wall 2013:42).  

 UAVs are sophisticated aerial apparatuses that translate previously indecipherable 

geographies (Wall 2013). Wall (2013), quoting Scott (1998:78), expresses how an indecipherable 

geographic area poses ―a hindrance to any effective intervention by the state, whether the purpose 

of that intervention is plunder or public welfare.‖ Indeed, as Ericson and Haggerty indicate 

(1997:135), research into ―the domestic policing of insecurity‖ demonstrates that, like the 
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military, domestic policing is concerned with accumulating data points from a population and its 

territory, and the concerted efforts to retrieve this data are performed to create a detailed, socio-

geographical map of the terrain and its inhabitants. 

 Militarization is the integration of beliefs and practices derived from militarism. Among 

the many elements that indicate a militarization of society, there is, among others, a growing 

tendency towards rendering more efficient the bureaucratic oversight of society, pacification of 

territorialities and populations especially with the use of modern militarized equipment such as 

drones. UAVs take their historical cues from military ideology and infiltrate the spaces of the 

homeland. Further, UAVs pursue ―human prey‖ and their express use enforces, or reinforces, 

military might over ―a sovereign territory of the state‖. Police UAVs, coupled with police 

directive in pacifying populations over the geographical area it monitors, supports an ideology of 

war. Surveillance, reconnaissance and intelligence gathering, combined with the threat of 

violence, further bolster the organization of militaries and domestic police agencies. UAVs can 

achieve aerial and vertical pacification broadening the depth and dimension of police power. 

UAVs assist in the deciphering of a population as these devices perform aerial data collection and 

through surveilling the geographical terrain from an advantageous aerial position.    
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Chapter 7 

Laws Governing Privacy in Canada and the Conundrum of Privacy 

Itself in the Context of UAVs 

This chapter focuses on the two primary federal privacy statutes that govern how 

information is handled. It investigates the conundrums surrounding the definition of ―reasonable 

expectation‖ of privacy, especially in one‘s dwelling, as well as the problems of detecting and 

enforcing existing privacy laws.  

 The two federal privacy statutes that govern the way in which personal information is 

handled are the Personal Information Protection Electronic Documents Act (PIPEDA) and the 

Canadian Privacy Act (1985).  

PIPEDA is the Federal body of laws and statutes that regulates private organizations 

using UAVs for commercial purposes, specifically when those organizations handle personal 

information about Canadian citizens. PIPEDA originally received Royal Assent on April 13, 

2000. Every private sector organization must adhere to PIPEDA (S.C. 2000, c. 5) with respect to 

the personal information that it ―collects, uses or discloses in the course of its commercial 

activities.‖ The term ―personal information‖ is quite nebulous and is defined broadly in 

subsection 2(1) as ―information about an identifiable individual‖ (OPC 2014:51). At the centre of 

this definition lies uneasiness about UAVs, their widespread use, and how the lack of clarity of 

what constitutes ―personal information‖ may affect how organizations comply with PIPEDA‘s 

statutes (OPC 2014:50). 

Another relevant concern in relation to PIPEDA is that regulation does not include 

remedies for individuals whose privacy has been violated by another private citizen. For instance, 

Transport Canada is currently undertaking the formulation of legislation for the operation of 

small UAVs. Model aircraft, however, might be left unregulated (Office of the Privacy 

Commissioner of Canada 2013:7, cited in OPC 2014:17). This potential absence of regulation of 
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model aircraft may allow for the ―creeping in‖ of individual information collection by private 

citizens; in addition, citizens may collect information on public authorities or public sector 

organization activities (Condon 2013, cited in OPC 2014:17). Indeed, lateral surveillance 

(Andrejevic 2005, cited in OPC 2014:17), in which the citizenry partakes in the surveillance of 

and collection of information on other citizens, may occur; one might name this activity citizenry 

surveillance (my term). 

THE CANADIAN PRIVACY ACT (1985) 

The Canadian Privacy Act, which is administered by the federal government, applies to 

close to 250 departments, agencies, and Crown corporations (OPC 2014:48). The act requires 

government institutions to strictly follow rules pertaining to the collection, use, disclosure, 

retention, and disposal of any recorded information ―about an identifiable individual‖ (Privacy 

Act 1985, cited in OPC 2014:48). As pertains to UAV surveillance, it distinguishes between ―core 

biographical information‖ and ―extraneous information (OPC Report 2014:48). 

WHAT DO UAVS REPRESENT IN VIEW OF PIPEDA? DIFFICULTY IN DELINEATING 

BETWEEN ―CORE‖ AND ―EXTRANEOUS‖ INFORMATION AS PER UAV USAGE 

As the OPC report (2014) notes, distinguishing between ―core biographical information‖ 

and ―extraneous‖ information remains difficult. As the report indicates, mass data collection 

occurs due to the proliferation of sophisticated data-capturing technologies. Further, these 

technologies are equipped on UAVs, which can ―track and target individuals‖ (OPC 2014:45) and 

amass substantial ―ambient‖ information across time and space. There is an effort by public and 

private organizations to collect inordinate amounts of data to better measure the patterns of 

―normalcy‖ of large swaths of populations. Further, there also exists a strong potential to target, 

mischaracterize, unjustly categorize, or ―discriminate‖ against certain groups and individuals on 

the basis of political inclination, religious affiliation, sexual orientation, and other social markers 

(OPC 2014:45). These intrusive attributes, which are intrinsic to these UAV surveillance 

technologies, remain prominent—notwithstanding authorities‘ (and perhaps private sector acts‘) 
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attempts to shape how this technology may be utilized for ―public safety‖ (OPC 2014:46). Tyler 

Wall (2011) indicates that UAVs are purported to provide much-needed support to the police by 

disseminating information and making indecipherable landscapes comprehensible and navigable. 

Ericson and Haggerty (1997) (cited in Wall 2011) demonstrate that, like the military, the policing 

of ―insecurity‖ by native law-enforcement agencies entails amassing information concerning 

specific populations and their territories. The objective of collecting this information is to 

formulate ―a more accurate map of the territory and a more reasonable profile of the . . . people 

who inhabit it‖ (Ericson and Haggerty 1997:135, cited in Wall 2011:42).  

UAV DATA COLLECTION AND DELIBERATIONS UPON PRIVACY BREACHES   

 As the report indicates (OPC 2014:46), there are multifaceted technological attributes that 

UAVs may afford. These technological attributes, which both the public and private sectors may 

use, have serious privacy ramifications. The use of UAVs is oriented to the elemental notions of 

―categorical suspicion and social sorting‖ (OPC 2014:46). The use of UAVs depends on the 

gathering of information through surveillance as per an outlined set of strict criteria (Wall and 

Monahan 2011:239–54 and Haggerty and Ericson 2007:2, cited in OPC 2014:46). With respect to 

the collection of information by organizations and the manner in which they use UAV 

technology, there are three main privacy implications that warrant elaboration.  

 In the first instance, as was previously discussed, when one interrogates the ontology of 

information collected by UAV surveillance, a question to consider is whether the information 

constitutes core or extraneous information about a specific individual (Parsons and Molnar 2013, 

cited in OPC 2014:46). Moreover, UAV surveillance, by monitoring individuals or large 

segments of the population from multiple aerial locations, may make it difficult to conclude 

whether core biographical information was captured. This may potentially abstract individuals 

from their social context. Another conundrum is that so-called extraneous information may well 

derive from core information. For instance, information that may be construed as ‗extraneous‘ to 

an individual might indeed be ‗core‘ and of great relevance to the member of said community 
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(Parsons and Molnar 2013, cited in OPC 2014:46). As a consequence, the utilization of UAVS, 

the pretext for which is ―situational awareness or ‗non-targeted‘ mass surveillance‖ (OPC 

2014:46) activities that results in the capture of personal information about the close associations 

of specific communities, poses grave concerns. These concerns pertain to issues of democracy, 

such as freedom of association, assembly, and speech. Equally important is the notion that 

capturing this information contests the right of public opinion to establish what is an ―appropriate 

[degree of] intrusion by authorities or, an inappropriate [degree of] ‗over-collection‘ of 

information.‖ (OPC 2014:46) 

 Another point of contention in the report (OPC 2014:46) is the controversy surrounding 

how public authorities and private organizations define the rules governing how to use UAV 

technology. Law-enforcement agencies (LEAs) have constructed optical sensor–based 

surveillance systems—in particular, aerial public video surveillance—that can be deployed from 

distant aerial locations that are difficult to pinpoint, especially if these systems are located on 

rooftops (OPC 2014). The pretext for these systems is ―public safety‖ (OPC 2014). Yet this 

pretext does not account for the consequences of seizing environmental data. As a result of this 

pretext, which various law enforcement agencies propagate, the argument is such that any data 

capturing that occurs is excused; according to these LEAs, the data do not constitute a 

divulgement of an individual‘s personal life or affairs. This pretext obfuscates the grave concern 

of pervasive and ―invasive surveillance‖ (OPC 2014:47).   

 The second privacy consideration is the concept of ―place‖ regarding information derived 

from UAV data collection (OPC 2014:47). In relation to context, the ―location‖ and ―boundaries 

of data collection‖ remain cornerstones in determining the degree of ―reasonable expectations of 

privacy,‖ as the concept of privacy depends on a community, city, or neighbourhood‘s 

willingness to comply with the monitoring of the location in question. The public survey included 

in the report (OPC 2014:47) indicates preliminary issues of agitation in regard to the limits of 

UAV surveillance. As the report notes, as UAV technology becomes more expansive and is put to 
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greater use, the likelihood that the public will acquiesce and give ―hegemonic‖ ascendance to this 

technology increases. This public consent could refashion the legal threshold for the ―reasonable 

expectation of privacy‖ in regards UAV usage and application (OPC 2014:47).  

The third consideration is that UAVs have ―stealth-like‖ or ―covert‖ capabilities (OPC 

2014:47). This means that a vast majority of persons would be not be cognizant that information 

about them would be captured and potentially stored for future scrutiny and potential ―secondary 

use.‖ (Solove 2008:131). The capacity of these technologies to act in stealth-like fashion 

underscores contentious legal issues (such as the inability to consent and the omission of proper 

signage laws) (OPC 2014). The above may further aggravate concern from a public that may be 

unaware of having been monitored until after the fact (OPC 2014). 

THE CANADIAN PRIVACY ACT AND UAV USAGE 

The Canadian Privacy Act (1985) regulates 250 departments, agencies, and Crown 

corporations. These governmental institutions are required to follow the regulations outlining the 

collection, usage, disclosure, retention, and disposal of any recorded information ―about an 

identifiable individual‖ (Privacy Act 1985, cited in OPC 2014:48). As was discussed in earlier 

sections, a contentious issue arises in regards to what constitutes UAV-specific data collection. In 

addition, another related conundrum that lies at the core of UAV surveillance is determining what 

elements compose ―core biographical information‖ as opposed to ―extraneous‖ information (OPC 

Report 2014:48). 

PRIVACY IMPACT ASSESSMENTS 

In accordance with the federal collection and handling of personal information under the 

Privacy Act, privacy impact assessments (PIAs) must be conducted. PIAs are required when a 

Canadian governmental body has the intention of procuring, collecting, or amending or wishes to 

modify ―the use of personal information for bureaucratic or administrative purpose‖ (Privacy Act 

1985, cited in OPC 2014:48). Considering the unclear distinction between core biographical and 

extraneous information in the UAV data collected by public authorities, those authorities are 
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circumventing a key provision of the Privacy Act. This is exemplified by an access-to-

information request submitted to the RCMP to divulge any and all PIAs that have been performed 

as per any of the UAV operations conducted. The request indicated that no such records were 

retrieved. As the report indicates (OPC 2014:49), according to the absence of records, public 

authorities regard data collected from mini-UAVs not to be of a ―personally identifiable nature.‖ 

This tendency may persuade private-sector organizations to follow suit. Thus, this tendency 

pursued by the RCMP institutionalizes an alarming exemplar for future use that permits federal 

authorities to circumvent the outstanding privacy issues that are fundamental to UAV usage. 

Further, it weakens the limits required to avoid intrusions upon one‘s privacy (OPC 2014:49). 

R V. TESSLING: A PRIME CASE STUDY 

The Supreme Court of Canada deems privacy as ― ‗an essential component of what it 

means to be free‘ ‖ (OPC 2014:49) and has solidified the Privacy Act of Canada as a quasi-

constitutional document. Further, court rulings remain important for construing the Privacy Act 

and any correlated Charter implications that arise (OPC Report 2014:49). R v. Tessling explored 

how the Supreme Court analysed ―the constitutionality of the police conducting warrantless 

searches of private dwelling houses using infra red technology during the course of criminal 

investigations‖ (Canadian Civil Liberties Association 2004). The Supreme Court‘s judgement 

effectively determined that heat that emanates from the defendant‘s residence and that aerial 

surveillance detects is not subject to a reasonable expectation of privacy. The rationale for this 

ruling was that the heat ―did not reveal core biographical details‖ (OPC 2014:49). The defendant, 

consequently, was not entitled to the same degree of privacy with respect to heat escaping the 

home and being captured from the public space exterior to the home. The essential point was that 

heat emanations did not disclose personal information about the defendant and thus did not alter 

the ―dignity, integrity, and autonomy of the individual, and therefore no unwarranted search 

occurred‖ (R v. Tessling 2004, cited in OPC 2014:49). In light of this ruling, ambiguity remains 

as to whether any particular UAV application infringes on Canadians‘ rights of privacy.    
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THE TECHNOLOGICAL SYSTEM AS A FORM OF GOVERNANCE 

Winner (1977:195) discusses the motif of technological subservience that recurs in the 

theories of Thorstein Veblen and Jacques Ellul. In these theories, modern technics has 

understated yet very apparent consequences across the spectrum ―of human behaviour, 

consciousness, and social structure‖ (Winner 1977:195). Taken in their totality and fullness, these 

consequences represent the essence of an individual‘s existence and social relations. Veblen 

(1970:144, cited in Winner 1977:195), referring to ―the machine model‖ of the status quo, refers 

to ―the cultural incidence of the machine process,‖ which he finds burdensome. Veblen elaborates 

further: ―The machine pervades the modern life and dominates it in a mechanical sense. Its 

dominance is seen in the enforcement of precise mechanical measurements and adjustments and 

the reduction of all manner of things, purposes and acts, necessities, conveniences, and amenities 

of life, to standard units‖ (Veblen 1970:144, cited in Winner 1997:195). Indeed, Winner remarks 

that Veblen was careful to elucidate how this set of conditions ushered in strict regulation, 

control, and obedience in human endeavours. Winner expands by stating that ―the machine 

process‖ assumed a new articulation of formal rules of governance, duties, and performance 

standards, requiring human efforts and social relationships that surpass ―anything known in 

previous history‖ (Winner 1977:197). Winner, citing Veblen, speaks of the outcomes of ―the 

machine process‖ on the worker, who 

is the intelligent agent concerned in the process, while the machine, furnace, roadway, or 

retort are inanimate structures devised by man and subject to the workman‘s supervision. 

But the process comprises him and his intelligent motions, and it is by virtue of his 

necessarily taking an intelligent part in what is going forward that the mechanical process 

has its chief effect upon him. The process standardises his supervision and guidance of 

the machine. Mechanically speaking, the machine is not his to do with it as his fancy may 

suggest. His place is to take thought of the machine and its work in terms given him by 

the process that is going forward. His thinking in the premises is reduced to standard 

units of gauge and grade. If he fails of the precise measure, by more or less, the 

exigencies of the process check the aberration and drive home the need of conformity 

(Veblen 1970:146–147, cited in Winner 1977:197). 

 Veblen‘s central argument is that the progressive expansion toward a novel, 

technologically based civilization will dislocate all former, perhaps ―antiquated,‖ types of culture. 
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―The machine discipline‖ that Veblen scrutinizes ―acts to disintegrate the institutional heritage, of 

all degrees of antiquity and authenticity—whether it be the institutions that embody the principles 

of natural liberty or those that comprise the residue of more archaic principles of conduct still 

current in civilized life‖ (Veblen 1970:177, cited in Winner 1977:197). Though Veblen hints at a 

morose undertone in his perceptions, he does not desire a halt to the increasing proliferation of 

technology in society. In fact, he views this proliferation as a predestined phenomenon, one 

legitimated by its central role in man‘s material conditions and affairs (Winner 1977:197). 

Veblen‘s critique is anchored in the intractable nature of the expanding system in which those 

who operated ―the machine culture—the engineers—were still subordinate to businessmen‖ 

(Winner 1997:197). 

Winner observes that if one was to replace ―machine‖ with ―technique,‖ Veblen‘s 

theoretical position of technology closely resembles with Ellul‘s. According to Winner, both 

Veblen (1970:146-147 cited in Winner 1977:198) and Ellul (1964:128 cited in Winner 1977:198) 

assert that the technological component has expanded beyond the limits of the civilization that 

encapsulated it. Both Veblen and Ellul insist that individuals and societies do not dominate the 

technical course or ―means‖ but rather acquiescence to ―the rule that technical means themselves 

impose‖ (Winner 1977:198). In other words, to describe ―the technological system . . . is to 

describe the true system of governance under which men live‖ (Winner 1997:198).  

TRANSCENDENCE OF BORDERS BY UAVS RAISES ISSUES OF AERIAL ORDERING 

AND GOVERNANCE 

Catherine Malabou (1996) is instructive when speaking about what constitutes a border. 

Referencing Deleuze and Guattari, she explains that a border is a line of demarcation that 

delineated between inclusion (Malabou‘s word is ―appartenance‖) and exclusion (pp. 114–138). 

Indeed, one may extend this idea of border to the process of a UAV transcending the borders of 

one‘s private property that otherwise delineate ―private‖ geographical space. For instance, UAVs 

can transcend vertical limits and operate aerially at many feet above ground and even out of a 
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person‘s visual ―line of sight.‖ Similar to the ability of a zoom lens to capture video from 1,000 

feet away from its target, UAVs may capture footage at a distance away from one‘s private 

residence. (Hutchin 2013) This raises questions about whether UAVs can commit an offense 

under the Ontario Trespass to Property Act. According to section 1, subsection I of the act, an 

―occupier‖ is one of the following:  

(a) a person who is in physical possession of premises, or (b) a person who has 

responsibility for and control over the conditions of premises or the activities there 

carried on, or control over persons allowed to enter the premises, even if there is more 

than one occupier of the same premises; (―occupant‖). The term ―premises‖ means land 

and structures, or either of them, and includes (a) water, (b) ships and vessels, (c) trailers 

and portable structures designed and used for residence, business or shelter, (d) trains, 

railway cars, vehicles and aircraft, except while in operation (―lieux‖).  

 

As it pertains to UAVs, the overarching question then becomes: can a UAV, in lieu of a 

physical person entering a premises, contravene the act?  

Although the Trespass to Property Act of Ontario does not figure into the scope of the 

OPC report (2014), it is worth mentioning that UAVs can arguably act as an individual and may 

invade one‘s private property, even if no physical intrusion by a person onto the property has 

occurred. However, the previous statement is premised on an informed deduction based on the 

technical capabilities of UAVs being able to penetrate and enter different types of geographical 

terrain, be they of a public or private nature or a mixture of both. 

WHAT ARE THE PARAMETERS THAT DEFINE PRIVACY? 

There are various conceptions of privacy according to various authors. For instance, Raab 

(2008), in his chapter ―Regulating Surveillance: The Importance of Principles,‖ argues that data 

protection measures are preoccupied with safeguarding an individual‘s personal data. The 

architecture of laws and systems therefore is tailored specifically to address certain individual 

human rights narratives and regulations. Further, Raab, like Daniel J. Solove (2008), indicates 

that the term ―private‖ encapsulates a plethora of theoretical discussions, ranging from 

philosophy and psychology to the social sciences, law, and cultural studies.  
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In their article ―Neither Good, nor Bad, but Dangerous: Surveillance as an Ethical 

Paradox,‖ Sewell and Barker (2001) argue that what verifiably distinguishes private from public 

affairs (i.e., what information ought to be safeguarded from state intervention) is continually and 

dynamically contested. For liberal democracies to thrive, they argue, there must be a clear 

normative understanding of ―private‖ and ―public.‖ This delineation, the authors contend, also 

extends to notions of ―citizenship, civic duty, the common good, and the role of the state.‖ 

(Sewell and Barker 2001:185). Sewell and Barker situate the problematic understanding of 

privacy in larger concentric circles of power, where the definition of privacy concerns authorship: 

the individual who ascends to supremacy in its articulation. For the authors, individuals ought to 

decide what they desire to make known about themselves and what they choose to conceal. The 

authors contend that conceptualizing privacy in this regard is crucial as it permits a defence of the 

―private realm‖ (Sewell and Barker 2001:185), which includes an understanding of sovereignty 

―that does not rest on liberal notions of moral virtue.‖ As a result, the authors argue that this form 

of privacy does not conform to a normalized rationality and gaze, according to which one‘s true 

identity relates to ―(economics, medicine, psychiatry, management, etc.)‖ (Sewell and Barker 

2001:185). Rather, conceptualizing privacy as one‘s prerogative to either reveal or conceal 

information renews understanding of such traditional ideas as ―autonomy, liberty, and self-

determination because it creates the space where we can develop and ethic where we ‗care‘ for 

ourselves rather than ‗know‘ ourselves‖ (Foucault 1994, 1984b, cited in Sewell and Barker 

2001:190). 

According to Finn and Wright (2012), privacy is an even more troublesome concept, 

especially concerning UAVs. Civil liberties are in jeopardy, especially vis-à-vis the unmanned 

aerial systems (UAS) applied in civil contexts. These UAS systems, which have their origins in 

the military, raise fundamental concerns. Though privacy is still an issue, there are discrepancies 

related to one concrete conceptualization (Finn and Wright 2012:185). For instance, as pertains to 
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the ―new surveillance‖
19

 (Marx 2002, cited in Finn and Wright 2012:185), a controversy 

surrounds privacy. Whitman (2004, cited in Finn and Wright 2012:185) gives the illustrative 

analogy of ―an unusually slippery concept‖ (Whitman 2004: 1151–221, 1153–4, cited in Finn and 

Wright 2012:185). So does Solove, who similarly expresses how privacy ―is a concept in 

disarray. Nobody can articulate what it means‖ (Daniel J. Solove 2008:12 cited in Finn and 

Wright 2012:185).  

THE CONCEPT OF SECONDARY USAGE AND ITS AFFECT ON PRIVACY 

Daniel J. Solove (2008:129), citing Arthur Miller‘s ―The Assault on Privacy‖ (1971:34), 

introduces the concept of secondary use: ―[An] individual who is asked to provide a simple item 

of information for what he believes to be a single purpose may omit explanation details that 

become crucial when his file is surveyed for unrelated purposes.‖ 

Indeed, Solove (2008:130) indicates that across the globe, in many jurisdictions, there are 

many regulatory mechanisms that control the use of personal information. For instance, Solove 

(2008:131) states that Canada‘s Personal Information Protection and Electronic Documents Act 

(PIPEDA) safeguards against ―secondary uses.‖ 

Considering the established legal framework to safeguard against secondary usage of 

information, Solove asks: What troublesome issues can arise pertaining to the collection of 

information for secondary use in cases where consent was not sought? Why are there ardent 

attempts made to constrict the use of data for secondary purposes?  

Solove is instructive in clarifying why there are many misgivings concerning secondary 

usage. To reiterate, Solove (2008:131) defines ―secondary use‖ as the utilization of data that are 

extraneous to the originally stated purpose for data collection and to which the individual did not 

consent. Though Solove (2008) readily admits the exceptional circumstances in which secondary 

usage of collected information would be alluring and persuasive, such as halting the progress of a 

                                                      

19
 This term employed by Gary T. Marx (2002, cited in Finn and Wright 2012:185) encapsulates 

novel forms of technology that collect information from all citizens as opposed to simply 

―specific‖ persons of interests, among other techniques.  
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crime or safeguarding human life, there are other reasons why secondary usage of data is 

contentious. Secondary usage is frequently referred to as ―mission creep‖ or ―data creep,‖ which, 

according to Solove, ―describes the gradual expansion of uses of information over time‖ (Solove 

2008:131).  

Secondary data usage is problematic on several fronts. First, Solove indicates that 

secondary use is the action of using information to which person does not explicitly consent and 

which that person may find objectionable, unwanted, and unfavourable. Second, secondary usage 

obstructs people‘s prospects about the manner in which the data they provide will be utilized. 

Persons may be unwilling to provide data if they are aware ―about a potential secondary use, such 

as telemarketing, spam, or other forms of intrusive advertising‖ (Solove 2008:131). As an 

illustrative example, fingerprints taken from US military recruits for the purpose of checking their 

backgrounds were sent to the FBI and incorporated into its criminal fingerprint databank (Sankar 

2001, cited in Solove 2008:131). Solove elucidates that these individuals would have neither 

anticipated nor longed to have their fingerprints contained in a law-enforcement databank 

exclusively meant for convicts and criminals. The theme Solove (2008) underlines that is of most 

value as pertains to secondary use is the legal implications pertaining to breach of confidentiality. 

This breach exemplifies a categorical infidelity to a person‘s inherent right of expectation in 

regard to their providing information (Solove 2008:131). One can extend this breach of 

confidentiality to include a breach of trust or a breach of promise. 

Some have suggested that people should readily anticipate that their data be utilized for 

multiple purposes once they surrender it. However, this view holds that, since there are no 

expectations, no harm can be committed. However, even when privacy policies are formulated 

that explicitly state that information may be used in secondary manners, people do not read, nor 

are they well versed in, the terminology of these policies (Solove 2008:132). Privacy policies are 

categorical and absolute in that they ―rarely specify future secondary uses, so people cannot make 

an informed decision about their information because they have little idea about the range of 
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potential uses‖ (Solove 2008:132). The above is what Paul Schwartz terms the conundrum of 

―asymmetry-of-knowledge‖:  

[I]ndividuals are likely to know little or nothing about their circumstances under which 

their personal data are captured, sold, or processed. This widespread individual ignorance 

hinders development through the privacy marketplace of appropriate norms about 

personal data use. The result of this asymmetrical knowledge will be one-sided bargains 

that benefit data processors. (Schwartz 1999:1683) 

 

The term ―asymmetry-of-knowledge‖ correlates with the notion of asymmetry of 

visibility (see for example Brighenti 2007). An asymmetry of visibility can be described as an 

instance in which there are two parties, one of which holds an advantageous position in that it can 

see the other without being seen. The example used by Brighenti (2007) is that, in military tactics, 

a person can gain a tactical and visual advantage if he is perched atop a mountain overlooking the 

other party. This asymmetry of visibility can be viewed as an individual not being able to 

ascertain in what exact manner his or her information is utilized, stored, and transmitted. This 

reveals also the problem of ―tracking‖ (please see David Lyon 2003) and how certain parties or 

organizations may track individuals‘ personal information for extraneous or unforeseen purposes, 

leaving behind additional data trails. This may result in other entities finding ―points of entry‖ on 

the Internet or different databases to access one‘s personal information, especially if the 

information is not encrypted.  

Solove (2008:132) is informative in that he asserts that secondary use can elicit ―fear and 

uncertainty‖ regarding the future utilization of that information, thus resulting in a discourse of 

―powerlessness and vulnerability.‖ Solove (2008:132) is further instructive when he states that in 

this regard, ―secondary use resembles the harm created by insecurity.‖ The harm is especially 

notable and it emanates from the refusal to give people authority over the future use (and possibly 

dissemination) of their data, which can be used in a myriad of ways and adversely affect their 

personal, public, and social lives (Solove 2008).  

Another point that is raised by Solove can be termed a miscorrelation of contexts. That is, 

Solove acutely describes how secondary usage of information can be problematic, especially 
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considering that the information may not figure well with the new use (Solove 2008). When the 

data is extracted from the primary context in which it was amassed, misunderstanding tends to 

occur. To extend this idea further, if secondary uses are applied to information collected for a 

specific initial purpose, the misunderstanding of that decontextualized information, which is 

stored forever and whose location is unknown to the individual, may have disastrous 

consequences for the individual.  

The issue of secondary use is further obscured when applied to UAV-captured 

information. As was highlighted by the OPC report (2014), the threat of privacy breaches by 

UAVs lies in the technological attributes that render UAVs surreptitious, ―covert,‖ and ―stealth-

like‖ in nature (OPC Report 2014:47). This would mean that an overwhelming majority of 

persons would be unaware that information about them was being extracted, captured, and 

potentially stored for future scrutiny and potentially for ―secondary purposes,‖ as Solove (2008) 

elaborated on. The capacity for these technologies to act individually and/or cohesively in stealth-

like and covert manners signals the paradigmatic and quintessential legal conundrums that arise 

from such technology—namely, individuals‘ inability to consent to their information being used 

for an explicit purpose, let alone for another extraneous and unforeseen one (Solove 2008). What  

further exacerbates this acutely felt issue is that the above may increase concern from a public 

whose awareness of their own monitoring might only be after the fact (Solove 2008). 

 Solove (2011:178) underlines how video surveillance is contentious no matter whether it 

transpires in the private or public realm. Surveillance in public areas can result in ―self-censorship 

and inhibition‖ (Kang 1998, cited in Solove 2011:178). Julie Cohen (2000, cited in Solove 

2011:178), a legal scholar, encapsulates this idea when she states, ―Pervasive monitoring of every 

first move or false start will, at the margin, incline choices towards the bland and the 

mainstream.‖  

Solove (2011:178) indicates how surveillance inhibits individual and collective freedom. 

Surveillance can trace a line through one‘s past, creating ―a trail of information‖ (Solove 
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2011:178) that is stored forever. It can render anonymous speech tenuous and stifle one‘s 

creativity. Surveillance creates ―self-conscious‖ (Solove 2011:178) behaviour dictating how one 

goes about one‘s life, what actions one takes, and where one goes (Solove 2011:178) 
20

 This idea 

can be traced back to Foucault‘s notion that we internalize the gaze of the state, which he 

discusses in his analysis of Jeremy Bentham‘s Panopticon. 

THE DIFFICULTY OF PROVING VIOLATIONS OF PERSONAL INFORMATION BY 

ORGANIZATIONS UNDER PIPEDA 

Section 5(3) of PIPEDA (cited in OPC 2014:51) provides a rudimentary framework for 

organizations to collect, use, or divulge personal information with respect and ―only for purposes 

that a reasonable person would consider are appropriate in the circumstances.‖ Further, consent is 

a supplementary prerequisite. However, as highlighted in the report, the ―invisible‖ character ―of 

UAV specific surveillance‖ (OPC 2014:51) necessarily means that gaining consent ―prior to the 

[bulk] collection or personally identifiable information is a‖ (OPC 2014:51) tenuous objective. 

Consent is not always required, especially when organizations conduct surveillance for 

crime control purposes (OPC 2014). When an organization can demonstrate that UAV 

surveillance is permissible without consent, then evidence for the data collection must be justified 

by undergoing the reasonableness test. Under PIPEDA, it must be confirmed that deferring to 

UAV surveillance without consent is suitable under subsection 5(3) of the act.  

To supplement the above, if UAVs are utilized by the private sector in order to fulfill 

security and surveillance objectives,
21

 they must make evident and justify their position and that 

                                                      

20
 For further information, Solove (1998) refers to Christopher Slobogin (2002); Paul M. Schwartz 

(1999): ―[P]erfected surveillance of naked thought‘s digital expression short-circuits the 

individual‘s own process of decision making‖ (p. 1656). 
21

 This degree of expectation that private sector organizations must justify for security and 

surveillance objectives may very well be challenged, especially during large mega-sporting events 

where complex private-public partnerships for private security are forged. For more information, 

please see chapter 9, ―Mega-events and Mega-profits: Unravelling the Vancouver 2010 Security-

Development Nexus,‖ in Adam Molnar and Laureen Snider, Security Games: Surveillance and 

Control at Mega-Events (2008).  
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this position would resonate for a reasonable person who would find the surveillance appropriate 

given the contextual circumstances (OPC 2014).  

ISSUES OF ENFORCEMENT  

Issues of privacy-law enforcement remain a core problem with respect to UAV usage. 

Most concretely, an individual may be unaware or express difficulty in ascertaining whether their 

personal information has been or is being clandestinely recorded by a UAV (OPC 2014:57). This 

presents a dilemma, as enforcement provisions under PIPEDA may be deemed negligent and 

permissive. Under PIPEDA, the burden is placed upon the individual to establish that the law was 

violated. Last, regarding UAVs, the issue of ―line of sight‖ is slowly fading due to advancements 

in automated sensor-guided drones and the potential for future technological adjustments (OPC 

2014:58). 

―MYTHINFORMATION‖ ACCORDING TO WINNER 

According to Winner (1986:104–105), a number of views espouse the mythology that 

information has a liberating quality. For instance, Hiltz and Turoff (1978:xxiv, cited in Winner 

1986:104) posited that, with the computer revolution, major growth opportunities become 

available to ―disadvantaged‖ groups that would in turn obtain skills and become fully fledged and 

perhaps even productive members of society. The argument was that since information would be 

so readily accessible, it would become the predominant means of acquiring wealth and 

disassemble the hierarchical power associated with property. With the advent of computers, some 

authors expressed optimism that institutions could be reconstituted horizontally rather than 

vertically. The propagation of electronic data, they believed, could create a level ground and 

achieve the lofty ideals of past social reformers. This same view envisioned a potential for 

―participatory democracy‖ (Winner 1986:105). The claim was that technological capacity would 

enable citizens to dialogue with their respective representatives, thus forming a genuine and 

legitimate consensus for democracy (Etzioni, Laudon, and Lipson 1975:64, cited in Winner 

1986:105). Similarly, J.C.R. Licklider (n.d., cited in Winner 1986:105) of the Massachusetts 
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Institute of Technology held the favourable view that an information-laden environment would 

amplify the political sphere, further enriching it. Home computers, he contended, would with 

television usher in an era of recursive communication between political candidates and potential 

voters (Licklider n.d. cited in Winner 1986:105) Information, Licklider claimed, would optimize 

interaction and would create ―a democracy of machines‖ (Winner 1986:405).  

The culmination of these ideologies is what Winner terms ―mythinformation.‖ Winner 

defines this term as the almost sacrosanct belief that widespread use of computers and 

communication systems, along with easily accessible electronic information, will yield a more 

fruitful world for humanity (Winner 1986:105). Winner recognizes that with the introduction of 

new technologies, utopian visions are contemplated. Winner explains that, with the invention 

such of technologies as the telephone, electricity, and airplanes, despite their advantages, there 

remains an overzealous dream of achieving what he terms a ―computer age.‖ According to 

Winner (1986:106), this computer age eclipses other ways of analyzing problems. 

DIGITIZED FOOTPRINTS   

Winner argues that the enduring consequences of computerization will force a 

restructuring of the presuppositions that guide social and political life (Winner 1986:115). As 

daily life continues to be intertwined with electronic devices in mailing, banking, shopping, 

leisure, travel, and other activities, there is an ability to monitor every action—an ability that 

would have been impossible prior to computerization (Winner 1986:115). Winner states that 

these ―digitized footprints,‖ which record ―social transactions,‖ provide many affordances and 

prospects and yet also contain a veiled and dangerous peril. The biggest hazard posed by digitized 

footprints is the ―threat to privacy‖ (Winner 1986:115), in which the potential to retrieve 

information can violate one‘s personal existence. This ―threat to privacy‖ is just one issue of 

relevance among many, but it nevertheless must be stated that the character of electronic and 

computer databases threatens to destabilize basic public freedoms. Winner argues that if concrete 

steps are not taken to prevent these systems from permeating every facet of our existence, this 
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system of ―continual‖ and ―pervasive‖ cataloguing may create a benevolent surveillance (Winner 

1986:115). Winner declares that when persons directly face this benevolent surveillance, they will 

comply with it and be passive rather than undertake political demonstrations or otherwise express 

their ―political liberty‖ (Winner 1986:115). 

 Although Canada has two federal privacy statutes regulating how citizens‘ 

personal information is handled, there remain serious gaps regarding the collection of 

personal information through the use of UAVs. One of the specific issues raised in the 

OPC 2014 report was how there are problematic issues pertaining to the unclear 

distinction between ―core biographical information‖ and ―extraneous‖ information. In 

addition, there is the strong likelihood that private organizations may collect, unfairly 

categorize and discriminate against certain groups and individuals on the basis of certain 

political inclinations, religious affiliations and other social categories. Information that 

may be construed as ―extraneous‖ to an individual may indeed be ―core biographical 

information‖ and of great relevance to the member of said community. These issues, 

combined with other major considerations, raise concerns of democratic relevance and 

reveal a deficit: one where the right of public opinion to shape and establish ―an 

appropriate [degree of] intrusion by authorities or, an inappropriate [degree of] ‗over-

collection of information‘‖ is compromised (OPC Report 2014:46). Another issue of 

contention is the controversy in regards to how public authorities and private 

organizations define regulations pertaining to UAV technology. Law enforcement 

agencies (LEAs) can deploy UAVs from distant aerial locations in order to insure ―public 

safety‖ (OPC 2014:46) yet this pretext do not consider the repercussions of capturing 

environmental data. This capturing of data overshadows the issue of pervasive and 

―invasive surveillance‖ (OPC 2014:47). Further, the concept of ―place‖ regarding UAV 
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data collection is another privacy consideration to highlight. Further, the concept of 

―context‖, ―location‖ and ―boundaries of data collection‖ are elemental in determining 

the degree and extent of ―reasonable expectations of privacy‖. As UAVs proliferate and 

become more widely used, the public will acquiesce and give ―hegemonic‖ consent to 

this technology. This consent could reconstitute the notion of ―reasonable expectation of 

privacy‖ (OPC 2014:17). The covert nature of UAVs would necessarily mean that a vast 

majority of citizens would remain unaware that information about them would be 

captured and potentially stored for future scrutiny and potential ―secondary usage‖. 

Privacy impact assessments (PIAs) are not being conducted as a result of the nebulous 

distinction between core biographical and extraneous information as per UAV usage 

collected by public authorities. The absence of PIAs means that authorities are avoiding a 

key provision of the Privacy Act. As a potential consequence, this may set a precedence 

of persuading private-sector organizations to follow suit. In essence, RCMP authorities 

that avoid conducting PIAs further emaciate the limits required to avoid intrusions upon 

an individual‘s privacy (OPC 2014:49). The Tessling case (2004) further aggravates the 

discussion as to whether any particular UAV application adversely infringes upon the 

right of privacy of Canadians. Further highlighting the issue of democratic deficit is the 

notion of secondary usage. Secondary usage is the utilization of data that do not figure in 

the originally state purpose for data collection and to which the individual did not 

consent. Secondary usage can lead to ―mission creep‖ which gradually expands the use of 

information over time. The concept of asymmetry of visibility can be described as an 

instance in which there are two parties and one party holds a privileged position. This 

privileged position is bolstered by a vertical aerial position from a distance that is 
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achieved through UAV usage. Further, this position allows for one party to avoid being 

seen or identified by the other. In essence, an individual cannot determine the manner in 

which their information is handled, transmitted and / or stored by a UAV. This problem 

brings forth the issue of tracking and the data trail it leaves behind, whereby different 

entities may locate ―points of entry‖ on the internet or different databases to access one‘s 

personal information. Issues of secondary usage are further complicated when applied to 

UAVS and the information they capture. Considering the covert nature of UAV 

technological attributes, difficulty arises for persons to ascertain if information about 

them was extracted, captured and stored for secondary purposes. Further, to add to this 

conundrum is the inability for individuals to consent to their information being used for 

an explicit purpose let along for other extraneous uses. Last, the burden and onus is 

placed firmly upon the individual to demonstrate a violation of privacy laws. Issues 

regarding UAV ―line of sight‖ are slowly fading due to increased advancements in 

automated sensor-guided drones.      
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Chapter 8 

Forecasting What UAVs Will Mean for Canadian Society 

UAVs exemplify surveillance technologies in many respects. They can operate within or 

beyond the line of sight. They can operate in a covert manner, especially when capturing or 

recording someone‘s personal information. In addition, it is difficult to ascertain whether, when, 

how, and in what manner UAVs are recording personal information. 

As was noted earlier in this thesis, a case study once highlighted how the police and 

RCMP were engaged in ―persistent aerial surveillance‖ and, further, were not conducting privacy 

impact assessments (PIA) to determine the privacy effects these activities might have, especially 

when personal information was amassed, sifted through, disclosed, and ―ultimately destroyed‖     

(Office of the Privacy Commissioner of Canada 2011).
22

 

Furthermore, R. v. Tessling (2004) reveals the legitimacy of using FLIR to capture heat 

emanations from the exterior of a person‘s house, dwelling, or domicile. The Supreme Court‘s 

rationale in this ruling was that there is no reasonable expectation to privacy, as heat emanations 

do not reveal personal information.  

THE INADEQUACY OF PIPEDA 

There are three reasons that explain why PIPEDA is unable to regulate personal 

information that private organizations acquire via UAVs. 

First, as was noted in the OPC report, it is difficult for organizations to obtain explicit 

consent from private citizens for use of their personal information. There are some exceptions 

made when consent is not required. Second, there is the issue of ―secondary use‖: when consent is 

gained for the collection of information for one initial explicit purpose, and the information is 

then used for another. Third, a person cannot submit a claim to PIPEDA for recourse, as it is 

virtually impossible for someone to determine whether a UAV obtained personal information 
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 https://www.priv.gc.ca/resource/fs-fi/02_05_d_33_e.asp 

https://www.priv.gc.ca/resource/fs-fi/02_05_d_33_e.asp
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about him or her. Last, PIPEDA has no legal impetus and is difficult to enforce considering that 

an individual must provide evidence that information has been extracted from their personal core 

(OPC Report 2014:53). 

PIPEDA‘s laws are inadequate and outdated, as they largely remain silent about the 

dynamic evolution of UAVs. Also, PIPEDA does not appear to distinguish between recording 

and capturing data.  

A major revelation uncovered in the OPC 2014 report is that PIPEDA neither addresses 

nor regulates how private citizens operate UAVs, including when they use UAVs to conduct 

lateral surveillance. What recourse does an individual have when a neighbour records them and 

extracts information from their biographical core? 

There seems to be a consistent downloading of risk onto the individual, who must defend 

against privacy invasions and find recourse on his or her own. Filing a complaint with the privacy 

commissioner is a rather cumbersome process that requires a person to demonstrate that a clear 

violation of privacy has occurred. This process is even more difficult given the surreptitious, 

covert, and clandestine nature of UAVs, especially vis-à-vis the recording of personal 

information.   

Though it is not specifically within the scope of this thesis, there has been a burgeoning 

surveillance-security matrix in which the state, coupled with private security firms, function to 

create a tapestry woven with the ideology of securitization and militarization. This merging of 

neoliberalism with the state ensures that Canada is attractive for foreign direct investment (FDI). 

In addition, this surveillance-security matrix is growing to ensure that the climate for investment 

is not volatile. In order for this climate of investment to occur, the state must ensure that people 

are passive, docile, compliant, and not resistant to the neoliberal project, which includes 

fortifying state security.  
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WHAT IS THE FUTURE TRAJECTORY OF UAVS AND PRIVACY?  

UAVs will likely proliferate because of their growing uses in various economic and 

agricultural sectors. It is likely that, once safety and beyond line-of-sight issues are dealt with, 

Transport Canada will facilitate the process of granting Special Flight Operations Certificates 

(SFOCs) to companies. Further, it is possible that Transport Canada will render the laws more 

favourable, especially as this Ministry can be viewed as a facilitator of business.  

An ambient society is coming to fruition. This ambient society will likely lower 

Canadians‘ expectations to privacy. Another possibility is that privacy will be relegated to a 

bygone era, since there are conceptual and theoretical differences regarding how to define 

privacy. Society may see the privatization of privacy via the marketing of privacy-enhancing 

tools to a public that can afford to purchase them. 

It is plausible to envision a future in which insurance companies look to privacy-

enhancing technologies as a new mode of insurance, since many third-party cloud sources cannot 

guarantee protection of privacy. 
23

  

HOW UAVS THREATEN THE FABRIC OF SOCIETY 

UAVs arguably automate policing. Policing in Canada is morphing into a force based 

increasingly on the prevention and pre-emption of crime and pacifying the population via 

automation, especially by way of UAVs and other surveillance technologies. 

WHERE DOES RESPONSIBILITY LIE? 

In the case of UAVs used on the public by the police or private organizations, the UAV 

pilot may not be revealed to the public. UAVs may capture de-contextualized information 

whereby the individual becomes removed from the situation in which data was obtained. Further, 

UAVs may capture the ―mistakes‖ of individuals, and these mistakes may be taken out of context. 

UAVs have the capacity to capture, store, retrieve, and transmit information for an indefinite 
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 http://www.canadianlawyermag.com/5103/Saving-your-files-cloud-or-network.html. Retrieved 

August 27 2015. 

http://www.canadianlawyermag.com/5103/Saving-your-files-cloud-or-network.html
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period, and this information may be used in ways that are erroneous and irrelevant to the stated 

cause for capturing this information in the first place.    

WHAT IS THE FUTURE OF PRIVACY? FOUR POTENTIAL, NONEXCLUSIVE, AND 

MUTUALLY ENFORCING SCENARIOS 

In view of the above, one can easily envision a future state of affairs in which privacy 

transforms. First, privacy may become an ―idea of the ruling class‖ used to control the discourse 

of human rights and the right to dignity. Second, the erosion of privacy conceptually, practically, 

and democratically may lead to a burgeoning of market solutions designed to mitigate privacy 

invasions. Third, UAVs, like other surveillance technologies, may perform a larger role—to 

weaken our collective expectation of privacy, as the standard for upholding privacy is 

diminishing. The more citizens engage with UAVs, especially in urban settings, a narrative of 

surveillance emerges—one in which surveillance plays a seductive yet misleading and 

manipulative role. Further, surveillance renders the collective more subservient to the military-

industrial complex, police forces, private security actors, and dominant discourses of docile 

behaviour. Neoliberalism, as expressed by the military-industrial complex, weakens our minds 

and our collective ability to uphold socio-legal rights and responsibilities. UAVs are likely, for 

the foreseeable future, to proliferate in many different fields especially those that are hybrid in 

nature. The effects of UAVs on society will be felt by future generations that are at risk of not 

understanding UAVs‘ origins. UAVs will be in the background, lurking in the shadows. To 

submit to UAVs is to submit to the individual or group using a UAV‘s dominance and authority, 

and this submission ensures compliance with the state and neoliberal power that governs society 

and urban life. 

UAVs are exemplar surveillance technologies in many respects. They can operate beyond 

line of sight, they have vertical capabilities which permit manoeuvrability especially while 

penetrating different aerial and spatial dimensions from various distances. Further, UAVs have 

covert and surreptitious recording capabilities. Another problematic issue pertaining to UAVs is 



 114 

the difficulty in establishing if, when, how and in what manner(s) UAVs may be recording or 

capturing personally identifiable information. A major case study reveals that police and Royal 

Canadian Mounted Police (RCMP) are engaged in persistent aerial surveillance and are not 

conducting PIAs nor are they submitting Special Flight Operations Certificate (SFOCs) or getting 

judicial warrants. It appears that oversight and accountability are seemingly non-existent. Further, 

Tessling (2004) reveals the legal legitimacy of using FLIR to capture heat emanations from the 

exterior wall of a private citizen‘s dwelling or domicile. The rationale for this ruling underpins 

the idea that heat emanations do not reveal personal core biographical information and, thus, there 

is no reasonable expectation of privacy. In addition, PIPEDA is wholly inadequate for three 

reasons. First, there is difficulty for organizations to obtain consent from individuals. There are 

exceptions that are granted where consent is not required. Second, secondary usage of 

information is also an issue with respect to the lack of clear consent given by individuals. Third, a 

person cannot submit a claim to PIPEDA for legal recourse as it is virtually impossible for an 

individual to determine if personal information derived from their core-self was extracted. 

PIPEDA has no legal impetus nor does the Privacy Commissioner have the ability to enforce 

PIPEDA. Another issue that is of timely concern is the subject of the surveillance security matrix. 

The state, coupled with privacy security firms and companies collaborate cohesively to create an 

industrial lattice and tapestry interwoven with the ideology of securitization and militarization. 

This forged alliance between the state and security companies is to bolster and optimize Canada‘s 

competitiveness for potential Foreign Direct Investment. There is another issue that was not 

raised within the scope of this thesis but that is worth underlining. PIPEPA does not address or 

regulate how private citizens operate UAVs and how they may potentially use UAVs for lateral 

surveillance for their own ―personal‖ use. Could drone surveillance be considered an actionable 

offense or cause of action under the Tort of Intrusion upon seclusion in Ontario? Although there 

have been no reported cases in Canada, the U.S. compendium Terrorism: Commentary on 

Security Documents: The Domestic Use of Unmanned Aerial Vehicles (2014) can perhaps offer 
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some perspective. The compendium states that ―Section 652B of the Restatement (Second) of 

Torts creates a cause of action for intrusion upon seclusion, the privacy tort most likely to apply 

to drone surveillance‖ (2014:252). Under the section ―Other Proposals‖ (p.260), one reads:  

 

How would a court assess whether drone surveillance violated this type of tort? First,  

generally speaking, the location of the search  would be determinative of whether a  

person is entitled to an expectation of privacy...The greatest chance for liability occurs  

when a person photographs or videotapes another while in the seclusion of his home.  

While technology has increasingly shrunk other spheres of privacy in the digital age, the  

home is still accorded significant legal protection. Using a drone to peer inside the home  

of another-whether looking through a window or utilizing extra-sensory technology such  

as thermal imaging-would likely constitute an intrusion upon seclusion. (Boon and  

Lovelace Jr. 2014:260). 
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