
 

 

 

 

 

 

Governing Big Data:  

The Political Economy of Power, Knowledge and Consumer Finance in the Digital 

Age 

 

 

by 

Leanne Roderick 

A thesis submitted to the Graduate Program in Political Studies 

In conformity with the requirements for the degree Doctor of Philosophy 

 

 

Queen’s University 

Kingston, Ontario, Canada 

September 2016 

 

 

Copyright © Leanne Roderick, 2016 



 i 

ABSTRACT 

This dissertation offers a critical international political economy (IPE) analysis of the 

ways in which consumer information has been governed throughout the formal history of 

consumer finance (1840 – present).  The central argument advanced in this dissertation is 

that, contrary to the assumptions of most legal and business scholars, the present era of 

big data in consumer finance is not merely a natural extension of capitalist development 

and politically neutral technological advancement.  Rather, it is argued that consumer 

credit data, in its present form, leverages the power - the ability to direct or influence the 

behaviour of others - of consumer financial institutions over that of individual consumers.  

Furthermore, this asymmetry is supported fully by the state through regulative and 

rhetorical means. 

 

Drawing primarily on the United States, this project problematizes the notion of 

consumer financial big data as a ‘new era’ by tracing its roots historically from late 

nineteenth century through to the present.  It is further argued that whereas government 

agencies have tended to view the shift to so-called ‘big data solutions’ as beneficial to 

consumers and consumer protection efforts, big data allows consumer credit companies 

to target ideal consumers with increasing precision and granularity, while, 

disproportionately, borrowers often lack adequate information or means of understanding 

the conditions and implications of the consumer financial products being offered to them.   

 

Using a qualitative case study approach, this project applies a unique theoretical 

framework to three instances of governance in consumer credit big data.  Throughout, the 
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historically specific means used to govern consumer credit data are rooted in dominant 

ideas, institutions and material factors . While many scholars have viewed the coercive 

power of the state as ‘extra-economic’ and therefore separate from capitalist 

accumulation, a central argument advanced in this thesis is that the regulatory 

frameworks through which consumer data is governed in the US and transnationally have 

been central to the development of consumer finance and to its continued reproduction.  

In addition to supporting the development and growth of consumer finance, it is argued 

that regulatory frameworks are used to address and attempt to smooth over crises and 

contradictions that are generated by the gathering, storage, sale, analysis and use of 

consumer data.    
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Chapter One 

Introduction: Big Data1, Consumer Finance and the Digital Age 

 

1.1 Situating the Research Context 

In the years immediately following the 2008 global financial crisis, there was a 

smattering of popular news articles published that investigated the ways mortgage 

brokers used vast and varied types of personal data, coupled with sophisticated risk-based 

pricing and consumer targeting techniques, to woo troubled borrowers into debt (New 

York Times, 2008).  Such practices were singled out as being a contributing factor to the 

financial crisis, as well as having adverse effects on the country’s most vulnerable 

consumers (Aslam, 2008; Carey, 2008).  Despite federal inquiries into these types of 

practices (FTC, 2014; White House, 2014; US Senate Committee on Commerce, Science 

                                                
1 In scientific fields, the term ‘data’ is expressed as the plural of ‘datum’.  However, 
throughout this dissertation, the term ‘data’ is expressed in the singular form, reflecting 
its modern, non-scientific use as a mass noun that is now widely accepted. 
2 FinTech, broadly speaking, describes the rise of Silicon Valley-esque ‘start up’ 
consumer financial companies, which seek to provide financial services in a matter 
claimed to be innovative, technologically advanced and better able to tailor fair consumer 
products to consumers (Chishti and Barberis, 2016).  This industry is one of the fastest 
growing sectors of consumer finance.  The total dollar amount of just thirteen FinTech 
companies’ transactions nationally went from $1.99 billion in 2010 to $15.91 billion in 
2014, an increase of 699.5 percent (California Department of Business Oversight, 2016). 
3Examples of consumer credit data categories include: ability to afford products, purchase 
history, credit card user, presence of Gold or Platinum card, creditworthiness, recent 
mortgage borrower, financially challenged, owns stocks or bonds, investment interests, 
discretionary income level, credit active, credit relationship with financial or loan 
company, credit relationship with low-end standalone department store, number of 
investment properties owned, estimated income, life insurance, loans, net worth indicator, 
underbanked indicator, tax return transcripts, type of credit cards, etc.  Increasingly, and 
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and Transportation, 2013), no meaningful federal regulations addressing these concerns 

were imposed to prevent similar situations from occurring in the future.  

 

 In fact, less than a decade later, in June 2016, White House officials met privately with 

regulators and leaders in the financial technology (or ‘FinTech’) industry2 to discuss how 

the government can work with innovators to help advance critical economic policy 

priorities.  The FinTech Summit, which was closed to news media, featured panel 

discussions comprised of the most powerful government officials and industry leaders on 

how best to encourage public-private partnerships in order to ‘help advance our financial 

well-being and economic prosperity’ (White House, 2016).  FinTech, the term now 

preferred over the original nomenclature referencing database marketing, targeted 

behavioural advertising of financial products and online payday lending, is poised by 

both private and public figures as integral to ‘broad-based economic growth…and for 

laying the foundations for modern, inclusive economies’ (White House, 2016).   

The absence of effective regulations governing consumer data is especially poignant 

given the indomitable mass of data that is increasingly available.  The ability to crunch 

vast amounts of information, analyze it instantly, and draw conclusions from it, a process 

referred to as ‘Big Data’ (Mayer-Schoenberger and Cukier, 2013) fuels the multi-billion 

dollar consumer credit and FinTech industries.  A core question driving this research 

                                                
2 FinTech, broadly speaking, describes the rise of Silicon Valley-esque ‘start up’ 
consumer financial companies, which seek to provide financial services in a matter 
claimed to be innovative, technologically advanced and better able to tailor fair consumer 
products to consumers (Chishti and Barberis, 2016).  This industry is one of the fastest 
growing sectors of consumer finance.  The total dollar amount of just thirteen FinTech 
companies’ transactions nationally went from $1.99 billion in 2010 to $15.91 billion in 
2014, an increase of 699.5 percent (California Department of Business Oversight, 2016). 
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project is: who benefits from the construction, security and maintenance of this type of 

big data?   

As is demonstrated below, the dominant scholarly literature examining the consumer 

credit big data3 tends to be preoccupied with issues of quality, privacy and security of 

large-scale consumer data, and fails to examine the fundamental question of who benefits 

from consumer credit big data.  Briefly, this dissertation is organized around the three 

following arguments: First, that the big data of consumer credit is governed through a 

mélange of hard and soft laws that, taken together, represent the rhetorical and regulatory 

features of a neoliberal state and benefit the interests of companies that comprise the 

consumer finance industry. Second, the shifting nature of public authority and private 

governance with regard to the big data of consumer credit must be understood as more 

beneficial to the interests of consumer finance corporations, despite the trappings of 

‘consumer protection’ and privacy concerns, ultimately leveraging the power of 

consumer financial institutions over that of individual consumers. And, third that the big 

data of consumer credit does not constitute a ‘phenomenon’ or ‘new era’, but must be 

understood as a natural extension of the historical processes that benefit the interests of 

                                                
3Examples of consumer credit data categories include: ability to afford products, purchase 
history, credit card user, presence of Gold or Platinum card, creditworthiness, recent 
mortgage borrower, financially challenged, owns stocks or bonds, investment interests, 
discretionary income level, credit active, credit relationship with financial or loan 
company, credit relationship with low-end standalone department store, number of 
investment properties owned, estimated income, life insurance, loans, net worth indicator, 
underbanked indicator, tax return transcripts, type of credit cards, etc.  Increasingly, and 
as will be more fully explained and interrogated in the dissertation, seemingly non-credit 
data is being used to ascertain creditworthiness, including web browsing history, social 
media, web searches, click tracking, etc. 



 4 

the consumer credit industry, comprised of consumer data brokers, mainstream consumer 

creditors and the FinTech industry, e.g., companies ZestFinance and SoFi. 

Before turning to the core research questions, and elaboration of the main arguments, it is 

helpful to briefly outline the meaning of the big data consumer credit industry in the US 

and the nature of its governance in contemporary capitalism. 

1.2 Big Data and Consumer Credit: The Rise of an Industry 

Neoliberal reforms of the 1980s involved the application of the ideas and ideologies 

associated with economists F.A. von Hayek and Milton Friedman to key social 

institutions at various scales by capitalist states through rhetorical and regulative4 means.  

Following these reforms, it became increasingly necessary in the decade that followed for 

individuals to satisfy the financial and productive functions of their households through 

the provision of expensive forms of privately created money, or what is also referred to as 

‘consumer credit’ or ‘consumer finance’. This consumer credit boom was abetted by the 

use of increasingly sophisticated methods of mitigating risk when lending to consumers, 

often through calculations of credit reporting and scoring (Marron, 2007).   

 

The new methods of risk calculation ushered in an era of ‘risk-based pricing’ (Burton et. 

al, 2004; Dymski, 2009), where probabilities of default correspond to graduated interest 

                                                
4 The use of the term rhetorical refers to the discursive means by which neoliberal logics 
are communicated, documented and socially reproduced.  Neoliberal discourse 
commonly references values like freedom, individualism, growth and competition.  
Regulative, on the other hand, refers to the legal (policy, hard law, soft law) and 
legislative structures underpinning the institutions and processes of neoliberalism – i.e. 
free trade agreements, industry-led or self regulation initiatives. 
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rates.  As Leyshon and Thrift (1999) suggest, the statistical and predictive calculation of 

risk is markedly different from the way repayment of mortgages and consumer borrowing 

was managed during the post-war years, when risk was assessed largely through 

relational and ‘face-to-face’ practices.  Buoyed by the confidence in calculative capacities 

used to break down and communicate uncertainties of future repayments and default 

risks, consumer lending exploded (Langley, 2008).  

 

Following the initial credit boom was the continued exponential growth of consumer 

credit, with the US Census Bureau indicating that in 2012, 160 million individual 

Americans were credit card holders, wielding a total of 1,167 million credit cards that 

brandished a purchase volume of 2.3 trillion dollars and, by extension, created 870 billion 

in outstanding credit card debt (US Census Bureau, 2012: 740).  The US Federal Reserve 

Bank (hereafter: Federal Reserve) reported that in March 2016, non-real estate 

outstanding consumer debt ballooned at the fastest pace since 2001 (Federal Reserve, 

2016; cf. Wall Street Journal, 2016a).   

 

While consumer financial information played a primary role in the growth of credit (vis-

à-vis its use in risk calculations, credit scoring, etc.), the consumer credit boom 

simultaneously occurred alongside an era of exponential growth of data worldwide.  The 

1990s played witness to the growth and advancement of information communication 

technologies (ICTs), increasing the amount of data available more than ever before.  In 

the decades that followed, the accelerated deployment of the Internet and the 

normalization of many different ICTs instituted a shift in the manner in which societies 
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across the world utilize technologies.  What one body of scholarly literature calls the 

‘information society’ (Castells, 1996), the development of this type of pervasive 

information technology allows diverse aspects of social and economic relations to flow 

freely.   

 

The continued innovation of ICTs has ushered in what many call an unprecedented era: 

‘Big Data’ (World Economic Forum, 2012; Hand and Hillyard, 2013; Mayer-

Schoenberger and Cukier, 2013).   Every day, 2.5 quintillion bytes of data is created – so 

much that 90% of data in the world today has been created in the last two years alone 

(IBM, 2012).  There has been a shift from a world of data sampling and extrapolation to 

one in which all data in a given realm can be collected and analyzed.  The storage and 

analysis of big data – expansive bits and bytes of information warehoused in massive 

servers – is heralded as the driving force of innovation in our time (McKinsey Global 

Institute, 2011; Wall Street Journal, 2014). While companies have, for decades, made 

decisions based on transactional data, now big data gleaned from blogs, social media, 

photographs, search engines, mobile phone use, etc., is gathered in an effort to capture 

information that can be leveraged in order to ensure continued profits from consumer 

credit.   

 

Seen from the above angle, this project seeks to problematize the notion of big data and 

its connection to FinTech5 as a ‘new era’ or some sort of naturally evolving 

                                                
5 This dissertation understands the term FinTech as representative of a discursive 
rebranding of the industry that attempts to lend legitimacy to the lucrative project as it 
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‘phenomenon’ by tracing its roots historically from the late eighteenth century through to 

present.  Chapter Three maps out the earliest beginnings of recording consumer data for 

the purposes of allocating credit, then moves on to the post-WWII era, that David Tucker 

(1991) points to as a grand shift in the US national mindset ‘from saving to spending’.  

This chosen historical scope will also incorporate the shift from Keynesian deficit 

interventionism to the ‘supply-side’ economics of Reagan, as well as our current 

historical moment of advanced neoliberalism.  Neoliberalism refers to contested, 

contradictory and complex processes carried out at various scales (global, national, local) 

by capitalist states through rhetorical and regulative means.  These processes are guided 

by the preference for market-led, and entail disciplinary and ideological dimensions (Gill, 

1995; Fine, 2002; Peck and Tickell, 2002; Peck, 2010; Soederberg, 2014).  

 

A political economy analysis is especially germane to understanding the present 

relationship between the big data of consumer finance to the consumer credit industry. 

Leading to the aftermath of the 2008 subprime crisis, for instance, financial institutions 

used direct behavioural marketing (delivering ads to individual consumers based on the 

composites and profiles furnished by consumer data companies) to offer the worst deals 

with the most abusive terms (balloon payments, hidden fees, brutish penalty clauses) to 

the most vulnerable populations (Aslam, 2008; Carey, 2010). Direct behavioural 

marketing of consumer credit products, made entirely possible by analyzing big data in 

order to sort and label ideal subprime candidates, enabled companies to individually 

tailor ads and offers to the ‘right’ type of customer. After the 2008 crisis, big data has 

                                                                                                                                            
continues to grow in the public eye and garner governmental support.  See Chapters Four, 
Five and Six. 
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continued to play an ever-important role in consumer finance, with FinTech lenders able 

to target and ensnare subprime or even payday borrowers (those with little or no credit 

standing) with more precision and granularity (Financial Times, 2012).   

 

Big data has outstripped traditional credit scoring conducted by companies like Experian, 

Equifax and TransUnion, ushering in an era of analytical and statistical techniques that 

open up new spaces for abuse and exploitation of more financially vulnerable populations 

with targeted offers that are ‘largely unseen by the rest of the population’ (Newman, 

2011).  To provide a snapshot of the scope of data collected by these companies, an FTC 

report uncovered that one data broker has information on 1.4 billion consumer 

transactions and over 700 billion aggregated data elements, and yet another has 3000 data 

segments for nearly every US consumer (FTC, 2014).  The impetus is that progressive 

amounts of raw data allow companies to better tune their production in order to both 

mirror and create consumer wants and needs, thereby gaining market advantage over 

competitors (Manzerolle and Smeltzer, 2010: 325).  

 

More than ever before, big data allows companies to zero-in on ideal consumers, 

identified through personal information composites, allowing them to predict future 

consumerist activities. The introduction of a new market for consumer data has both 

stimulated and expanded debt-financed consumption. As of December 2014, total 

consumer indebtedness in the USA stood at US$11.83t, over double of where it stood in 

2000 at US$5.06 trillion (Federal Reserve Bank of New York, 2014).  Scholarship on the 

subprime mortgage crisis in the USA has revealed that the exploitative use of personal 
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data on consumers provided mortgage lenders with extensive information about potential 

targets while, asymmetrically, borrowers lacked enough information about the conditions 

and implications of their subprime mortgages (Rivera et al., 2008). 

 

Over the past several years, Silicon Valley FinTech startups are using the big data of 

consumer finance to change the face of payday lending.  Making their way into the dark 

corners of the financial services industry, these companies use their data-crunching skills 

to analyze over 70,000 variables, using sources like a loan applicant’s Facebook account 

and utility bill payment history, to create a ‘finely tuned risk profile of every borrower’s 

risk of default’ (Wohlsen, 2013), effectively usurping a traditional credit score used for 

underwriting loans. These companies (Zest Finance, SoFi, CommonBond, UpStart) are 

praised for bringing the ‘underbanked’ and ‘unbankable’ into the financial mainstream. 

This dissertation designates the neologism consumer credit big data industry  (CCDI) in 

order to capture the branch of economic and commercial activities made possible and 

carried out by FinTech lenders, partnered alongside consumer data brokers (i.e. Acxiom, 

RapLeaf, Spokeo; SoFi; Factual) and subsidiaries of the major credit reporting agencies 

(i.e. Experian Information Solutions; TransUnion’s Choicepoint).   

 

Despite dazzling references to state-of-the-art algorithms to finely calculate the risk of 

‘underbanked’ and ‘unbanked’6 borrowers, FinTech lenders by and large remain payday 

                                                
6 According to the Federal Deposit Insurance Corporation (FDIC)’s National Survey of 
Unbanked and Underbanked Households, an estimated 9.6 million households were 
unbanked and 24.8 million households were underbanked.  Unbanked refers to 
individuals who do not have accounts at banks or other mainstream financial institutions.  
Underbanked refers to individuals who hold a chequing or savings account but who are 
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lenders as they charge usurious interest rates (ranging in the 300-400%). Zest Finance 

and LendUp rely on big data provided by Factual, a company with plans to build the 

world’s chief reference point for thousands of interconnected supercomputing clouds. 

Financed with $27 million by a number of Silicon Valley luminaries, Factual sells data to 

corporations and independent software developers, and charges millions of dollars for 

providing trillions of data points (New York Times, 2012).  ZestFinance is now moving 

into China, a huge market where credit histories are scarce (New York Times, 2015).  

Understood as a key element in consumer finance innovation, falling costs of collecting 

and processing big data have popularized and leveled the playing field for companies 

applying big data to risk management, non-traditional credit assessment and the 

marketing of consumer financial products.  It has also opened up new spaces in the 

market for capital investment in big data-driven startups.  It is argued here that the 

burgeoning FinTech industry presents a both a structural change and ideational shift in 

the public consciousness and conceptualization of consumer credit big data.  Whereas the 

use of large-scale, granular algorithmic analytical techniques in the consumer credit 

industry was once met with suspicion and general uneasiness (see New York Times, 

2008; 2012), it is now spun as a fledgling industry with the promise of advancing critical 

economic growth and financial inclusion (Wall Street Journal, 2016; Center for Financial 

Services Innovation, 2016). 

 

Even with an acceleration of innovation across the board, with the corporate industry of 

consumer data championing the growth of consumer data broker companies (i.e. Acxiom, 

                                                                                                                                            
dependent on alternative financial services (i.e. payday loans, rent-to-own, etc.) (FDIC, 
2013: 4-5) 
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Epsilon, Corelogic, Datalogix, eBureau, ID Analytics, Intelius, PeekYou, RapLeaf) and 

FinTech firms, the industry has, thus far, thwarted any overarching federal regulation in 

the US.  This arm of consumer finance is not heavily monitored, and reports concerning 

consumer data brokerage firms illegally selling payday lenders’ financial data, leading to 

fraud, are not uncommon (The Washington Post, 2015).  Owning and having access to 

vast amounts of data has morphed into an economic advantage, leading to the creation of 

an asset class that has been dubbed the ‘new oil’ (Boston Consulting Group, 2012; World 

Economic Forum, 2011).  In the consumer financial sector, data created by consumers 

provides deep insight into spending and savings habits, while digital payments allow for 

more detailed credit histories.  Whereas economic production used to be based in the 

factory, involving managers investigating every machine and process in order to audit 

efficiency, today economic production is increasingly founded in big data technologies 

supervised by chief information officers (CIOs), data analysts and statisticians employed 

by companies and corporations wanting to stay on top of ‘Big Data Solutions’.   

 

While the political economy literature confronting consumer studies has provided an 

oeuvre of academic investigation concerning consumer credit - including its history 

(Leadbeater, 1988), cultural dimensions (Hall, 1988; Langley, 2008), conditions for 

emergence (Harvey, 1989; Glennie and Thrift, 1992), interplay with consumer financial 

behavior (Burton, 1994; Tadajewski, 2010) and understandings of ‘risk’ in the neoliberal 

era (Marron, 2007), an investigation of the link between consumer credit big data and the 

bonds of consumer debt remains absent from political economy literature.  As Martijn 

Konings has noted, critical political economy ‘tends to assume that neoliberalism has 
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been reshaping the world in its own image, [however]…neoliberal practices have never 

been about institutional retreat […] but, instead, about the construction of new 

institutional mechanisms of control’ (2009: 110).  Little has been written that explores, 

critically, these types of new institutional mechanisms underpinning the consumer credit 

big data industry.  Filling this gap is a key motivation of the dissertation.  

 

At the center of exploring this link is the question of the commodification of knowledge.  

The drive for profit has now rendered information on consumers as property, and in the 

process has sought to naturalize or neutralize the ownership of big data and its attendant 

analytical devices.  Given that the organization of capitalism is rooted in the logic of 

property, the commodification of knowledge requires the construction of a legal scarcity.  

This being the case, central to understanding the role of consumer credit big data and the 

consumer finance industry is an investigation of regulatory structures that govern this 

relationship.   

 

The US, as a site of study, is of foremost concern given the categorical size of the 

consumer finance industry and its attendant consumer credit big data industry.  

Transnational governance structures, by which is meant the sum of the many ways that 

individuals and institutions (public and private) at the global level manage their common 

affairs, are also pertinent to the study in order to more fully examine the multi-scalar 

dimensions of neoliberalism, i.e. national and global levels of governance.  The consumer 

data broker industry attempts to exist below the radar, thus far shirking privacy concerns 
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and thwarting regulation by the Federal Trade Commission (FTC) as they do not fall 

under traditional classification as credit bureaus (i.e. TransUnion, Equifax).  

 

Consumer data brokers insist that if the data gathered and analyzed by relatively 

unknown third party companies can effectively communicate consumers’ wants and 

needs to the marketplace, there is a strong case against citizen-oriented state intervention 

(Manzerolle and Smeltzer, 2010: 326).  Spending on lobbying in Washington by 

consumer credit big data firms like Acxiom, Epsilon, and Experian numbers in the 

millions (see Table 1.1).  Global privacy and public policy executive at Acxiom, Jennifer 

Barrett Glasgow, reports: ‘We certainly have worked to cultivate relationships with key 

members of committees that have jurisdiction over these issues over the long haul’ (Ad 

Age, 2013).  Teasing through the complex relationship between private corporate 

interests and public governance in the area of consumer credit big data is a key 

preoccupation of the dissertation will provide an empirical contribution to the field of 

IPE.  

 

Presently, there exists a sectoral patchwork of ‘hard laws’ (mandatory or legally binding) 

governing the big data of consumer credit in the US.  These laws apply for specific 

purposes, in certain situations, to certain sectors, or to certain types of entities (GAO, 

2013).  These hard laws, including the Fair Credit Reporting Act (FCRA), Gramm-

Leach-Bliley Act (GLBA) and Dodd-Frank Act, protect the interests of creditors and 

ensure the ‘proper functioning’ of markets (as will be fully demonstrated in the case 

studies of this project).   
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Accompanying these hard laws are a number of soft laws, including self-regulatory 

industry ethics codes, Fair Information Principles (FIPs) and the OECD Privacy 

Framework, which have come to dominate most regulatory framings of the transnational 

governance of consumer credit big data.  Soft law refers to publicly sanctioned codes, 

guidelines and laws that are neither mandatory nor legally binding (May, 2014).  Seen as 

integral features of the neoliberal state and international organizations, an investigation of 

these regulatory structures (thus far absent from political economy literature) is 

paramount to understanding the role big data plays in the power of the consumer credit 

industry, and its role in the deepening of capitalism through the illusion of neutrality and 

disciplinary functions. 

 

As is discussed in the next section, the scholarly literature investigating big data as it 

relates to consumer credit can be organized into three categories: quality (does more data 

lead to better analysis?), privacy (who has what information about consumers, and how is 

it being used?) and security (how is data protected and who should protect it?).  This 

literature will be reviewed in Chapter Two. 
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Figure 1.1 

Lobbying expenditures by digital-data collectors in 2011 and 2012 

 

 
 Source: Ad Age, 2013  

 

The three above preoccupations in the literature on big data have dominated our 

understandings of consumer finance big data, limiting our means of engaging with its 

links to debt, as well as questions of power and what its attendant governance 

frameworks reveal.  The dissertation is preoccupied with the power that stems from the 

ownership and control of big data of consumer credit, and how certain agents can 

maximize their influence through the control of these resources.  The popular framings of 

quality, privacy and security are prohibitive to addressing questions concerning power, 
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discipline, politics and knowledge that prime the conditions for big data, ensure its 

growth, and protect its gatekeepers.  These omissions, explained fully in Chapter Two, 

beseech academic inquiry as they point to gaps in our knowledge about consumer credit 

big data, including the nature of its governance, inherent power relations, its beneficiaries 

and stakeholders, and the types of inequalities it (re)produces.  

1.3 Guiding Questions, Arguments and Proposed Contributions 

This research is fuelled by three separate, yet interrelated, research questions: First: as it 

relates to consumer credit, how is big data governed in the United States and at the global 

level and why?  Second, and relatedly, how might we understand the relationships 

between public authority and private governance mechanisms in the link between 

consumer credit big data and the consumer finance industry?  And, third, can we 

understand the so-called ‘big data era’ vis-à-vis consumer credit data broker industry 

historically?   

The first question tackles issues of private-public governance; the second interrogates the 

power structures and social relations created by the governance schemas; the third seeks 

to undo the belief that these processes constitute a ‘new era’ or that consumer credit big 

data must be understood as an inevitable, neutral and technology-driven phenomenon.  In 

a research project of this magnitude, understanding how big data is governed is pertinent 

given its links to the consumer credit industry (as well as the fact that such an 

investigation has not yet been undertaken); moreover, conducting a critical analysis of 

how these governance structures impact, instantiate and intermediate power relations in 

the neoliberal era is duly necessary in order to fully grasp the role big data of consumer 
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credit plays in financial structure (Strange, 1988) and everyday life (Lefebvre, 2005; 

Davies and Niemann, 2002). Implicit in each of these research questions is cui bono? – 

who benefits from the construction, maintenance and security of this type of big data?   

Using insights from key debates occurring in critical IPE (presented as a part of Chapter 

Two’s literature review and Chapter Three’s theoretical foundations), this study examines 

the role of both power and knowledge in explaining the genesis and form of regulatory 

efforts concerning consumer financial data, the relationship between the consumer credit 

industry and consumer financial big data, and how the big data of consumer credit 

functions in the broader history of neoliberalism and corporate power7 (Soederberg, 

2010). 

This dissertation responds to the research questions with the following three primary 

arguments.  First, that the big data of consumer credit is governed through a mélange of 

hard and soft laws that, taken together, represent the rhetorical and regulatory features of 

a neoliberal state and benefit the interests of companies that comprise the consumer 

finance industry. Second, the shifting nature of public authority and private governance 

with regard to the big data of consumer credit must be understood as more beneficial to 

the interests of consumer finance corporations, despite the trappings of ‘consumer 

protection’ and privacy concerns, ultimately leveraging the power of consumer financial 

institutions over that of individual consumers. And, third that the big data of consumer 

credit does not constitute a ‘phenomenon’ or ‘new era’, but must be understood as a 

                                                
7 Corporate power involves relations of domination and contestation between corporate 
bodies and that which they both directly and indirectly control.  These relations are 
reliant upon and in connection with the wider struggles and contradictions of capitalism 
(Soederberg, 2009: 13). 
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natural extension of the historical processes that benefit the interests of the consumer 

credit industry, comprised of consumer data brokers, mainstream consumer creditors and 

the FinTech industry. As a result, the dissertation provides a timely commentary on our 

contemporary era of neoliberal capitalism through the investigation of a subject area 

novel to the field of IPE.   

In framing the project around these three questions, the dissertation sets out to make an 

empirical and theoretical contribution to the field of IPE.  The project will provide the 

first comprehensive empirical overview of the governance of big data as it relates to 

consumer credit, an important addition to the existing literature on private-public 

governance (Cutler et. al, 1999; Underhill et. al, 2000; Sinclair, 2000; Pauly, 2002; 

Helleiner et. al, 2010).  Additionally, the dissertation makes a theoretical contribution by 

adding to debates concerning the role of knowledge in IPE and structural power, 

particularly by addressing its legal and regulatory dimensions (Strange, 1988; 1990; May, 

2010; Porter, 1999; 2005; Amoore et. al, 2000; De Goede, 2003; Soederberg, 2014; 

Campbell-Verduyn et. al, 2016) as well as through the development of a unique 

theoretical framework necessary for addressing the research questions through the 

investigation of three case studies of consumer credit big data governance.  

Beyond the narrow boundaries of IPE, this dissertation adds to the wider literature of big 

data (Boyd and Crawford, 2012; Mayer-Schoenberg and Cukier, 2013; Hand and 

Hillyard, 2013; Kitchin, 2014; Amoore and Piotukh, 2015).  Particularly, this research 

produces the first history of consumer credit big data and its governance, a history that 

builds upon the insights provided from the fields of economic sociology (Marron, 2007; 
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Burton, 2004) and economic geography (Leyshon and Thrift, 1999) and those studying 

the political economy of consumer credit (Kear, 2013), all described above and in more 

detail in Chapter Two.  In bringing these insights together, whilst maintaining a focus on 

understanding the relationship between consumer credit big data, debt and governance in 

the neoliberal era, the subject matter and theoretical approach of this dissertation is of 

benefit to a wide array of disciplines and approaches. 

1.4 Structure of Dissertation 

The dissertation is organized into eight chapters.  Following this introduction, Chapter 

Two presents a literature review that introduces and interrogates both mainstream and 

critical accounts of issues surrounding the big data of consumer finance, as well as its 

origins.  By engaging with the relevant literature, this review establishes the need of a 

study of this kind. Chapter Three presents overarching theories informing the 

dissertation, including: Strange’s theory of structural power (1988), theories concerning 

private authority and public governance (Cutler et. al, 1999; Brummer, 2012), epistemic 

policy communities and expert knowledge (Haas, 1992; Tsingou, 2003), theories of 

credit-based accumulation and indirect or secondary forms of exploitation through 

consumer loans (Lapavitsas, 2009; Soederberg, 2015); theories of roll-back, roll-out and 

‘fail forward’ neoliberalism (Peck and Tickell, 2003; Peck, 2010) and; apolitical and 

common sense representations of knowledge and power (Murphy and Tooze, 1992).  

Chapter Three also reasserts the dissertation’s main arguments and describes the 

methodology that shapes structure of inquiry and investigation used in the case studies. 
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Chapter Three presents the first case study, that of the Fair Credit Reporting Act (FCRA), 

by examining a history of knowledge creation and regulation of consumer data.  The 

FCRA is heralded as producing the most robust credit system in the world.  The chapter 

identifies three key breaking points where the historical trajectory of consumer data had 

an impact on the role of consumer credit knowledge creation and its attendant regulatory 

structures.  Specifically, this chapter responds to the third research question by 

demonstrating that consumer credit big data is neither a new or naturally-occurring 

phenomenon, but must be understood as a natural extension of the historical processes 

that benefit the interests of the consumer credit industry. 

Chapter Four further theorizes the interplay between power and regulation vis-à-vis the 

FCRA, providing an analysis on the current nature of consumer credit big data regulation 

that is grounded in historical materiality and theorizations of power and capital 

accumulation.  This case study allows for a tracing of the construction of legal and 

regulatory frameworks concerning the big data of consumer credit at the federal level, 

and draws attention to the paradoxes and limitations that have rendered regulatory efforts 

contradictory.  Responding to the first research question, this chapter provides examples 

of the ramifications of this bricolage governance framework, establishing that leading up 

to the 2008 financial crisis, there was a clear regulatory distinction between bank and 

non-bank entities that allowed private consumer data brokerage corporations (i.e. 

Acxiom) to amass trillions of records and sell/use this data in ways that fuelled the crisis.  

Additionally, this chapter provides examples of the role of technocratic experts and 

revolving door actors in the governance of consumer credit big data, demonstrating the 
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shifting nature of public and private governance and, ultimately, how this is of benefit to 

the consumer credit industry. 

Chapter Five presents a case study of the Consumer Financial Protection Bureau (CFPB).  

The Consumer Financial Protection Bureau was created through the Dodd-Frank Act in 

the wake of the 2008 financial crisis.  The result of all-out battle against lobbyists and 

Republicans, the CFPB was created with a mandate to ‘make markets for consumer 

financial products and services work for Americans’, allowing consumers to ‘mak[e] 

financial decisions they believe are best for themselves and their families’ (CFPB, 2012).  

Chapter Five confronts all three guiding research questions of the dissertation by arguing 

that the CFPB’s relationship with the CCDI bolsters the power and influence of the 

industry over that of individual consumers in the US through the perpetuation myths of 

neutrality, technical expertise and ahistorical character by the industry’s attendant policy 

community. 

Chapter Seven concludes the empirical cases by studying the transnational landscape of 

the consumer credit big data industry’s business activities, the types of rules they are 

beholden to, and what these rules reflect vis-à-vis private versus public values, interests 

and power.  This chapter examines the hard and soft laws governing consumer credit big 

data transnationally, tackling specifically the first two research questions. In 

demonstrating how these regulations (including their creators) represent the rhetorical 

and regulatory features of neoliberal states, this chapter highlights and interrogates US 

influence in protecting the interests of consumer finance corporations and the continued 

accumulation of capital despite the trappings of ‘consumer protection’ and privacy 
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concerns, ultimately leveraging the power of consumer financial institutions over that of 

individual consumers. 

A concluding chapter revisits the research questions and arguments outlined in the 

introductory chapter and presents an overall summation of the empirical research and 

theoretical themes before moving on to discuss future trends in regulation and areas for 

continued research.   
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Chapter Two 

Literature Review 

Introduction 

The present character of the global credit economy is marked by two fascinating 

circumstances: the first is the exponential and unprecedented boom in the production, use 

and storage of data worldwide (‘Big Data’) (Mayor-Shoenberger and Cukier, 2013); the 

second is that despite the disastrous fallout produced by the 2008 global financial crisis, 

the consumer credit industry continues to wield tremendous power over regulatory 

processes that effectively impact and shape all aspects of consumers’ everyday lives in 

the post-2008 epoch (Warren, 2010).  This chapter contends that the interrelation between 

these two circumstances is undertheorized in scholarly debates occurring in the 

disciplines of political economy, legal studies, consumer studies and surveillance studies. 

 

This chapter introduces the relevant bodies of literature pertaining to big data and the 

contemporary nature of consumer finance, both separately and in terms of cross-

fertilization, revealing weaknesses within these approaches and explaining how this 

dissertation addresses and moves beyond them.  In doing so, this chapter argues that, 

until now, the politics of big data vis-à-vis consumer credit and its governance have not 

been conceptualized as part of the power, struggles and paradoxes linked to capitalist 

society8.    

                                                
8 Capitalist society refers to the global community of people living together under the 
capitalist system, where the means of production and distribution are privately or 
corporately owned and producers compete to maximize their profits. 
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Despite significant contributions across several disciplines and issue areas - including big 

data, economic geography, economic sociology and critical framings of consumer debt - 

there has been little exchange of ideas and insights among these diverse debates that 

benefit a critical study of big data and consumer finance.  This has resulted in a need for 

research that (1) explores, historically, the rise and impact of the consumer credit data 

industry; (2) examines empirically and analytically the nature of US domestic and 

transnational governance of consumer credit big data; and (3) offers a critical 

understanding of the consumer credit data industry.  Even taken together, the diverse 

literature touching upon the subject matter of this dissertation has remained silent on how 

apolitical or ‘common sense’ framings of consumer credit big data mask the relations of 

power and domination that are (re)produced through its collection, analysis, ownership 

and use.  These mainstream understandings, shaped by the contradictions and dynamics 

of capital accumulation, are wrestled with analytically both here and throughout the 

dissertation9. 

 

The chapter is organized as follows.  In Section 3.1, each of the following three topical 

areas of study is looked at it in turn: big data, economic geography and economic 

sociology, and critical theorizations of consumer finance and debt.  Section 3.2 engages 

with the literature relevant to the topic from the discipline of IPE, within which this 

doctoral project places itself, including the theories that are drawn upon in the theoretical 

                                                
9 Mainstream approaches generally look at many of the same things as critical theorists: 
actors, the motives for their actions, and the events that are the result of interaction 
between them.  Critical theory departs from mainstream approaches, according to RW 
Cox, in that it accepts that actions are given meaning by the context in which they take 
place, i.e. the historical structure (Cox, 1980) 
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approach laid out in Chapter Three.  This section also lays out two key contributions of 

this project to the existing literature.  The first is empirical, via the production of a first-

of-its-kind overview of the governance of big data as it relates to consumer credit.  The 

second is theoretical, accomplished through the development of a unique framework that 

is able to comprehensively address the research questions posed in the Introduction, as 

well as respond the silences contained within existing mainstream literature and what 

these omissions serve to simultaneously mask and bolster (namely, the exploitative social 

relations upon which the modern consumer credit system is built). 

 

Section 2.1 Primary Approaches to the Study of Big Data and Consumer Credit 

 

This section identifies three broad areas of study outside the discipline of IPE that are 

relevant to the research at hand: mainstream approaches concerning big data, consumer 

credit (especially its regulation) and critical approaches to consumer finance and debt.  

Each of these three subject areas have been studied and expounded from multiple 

perspectives, including diverse academic disciplines, private industry actors, popular 

media, public interest groups and government agencies.  This section confronts the 

popular and relevant literature surrounding big data, finding that much of what has been 

written represents neutral, apolitical and ahistorical renderings.   
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Big Data Literature 

It is important to flag that the biggest complication for conducting this aspect of the 

literature review is the ubiquity of the term ‘big data’10.  A simple internet search of the 

term yields hundreds of thousands of hits, as the en masse collection of individual-level 

data and its attendant digital infrastructures of transmission, analysis and presentation 

affect all imaginable areas of interest (such as weather, education, health care, 

governance, business, etc.).  A sampling of definitions found in literature from diverse 

sources referencing Big Data tend to rely on what is referred to as the canon of ‘3Vs’ 

(volume, variety and velocity), a framework first proposed at IT industry conferences that 

has become a commonly agreed-upon means of describing and dealing with big data 

today (Laney, 2001).11   

 

Big data narratives subscribing to this definition, or variations of it, often adopt what has 

been deemed a techno-utopian perspective (Campbell-Verduyn et. al, 2016) of big data as 

having the ability to overcome imperfections and faulty forms of knowledge in order to 

                                                
10 The term ‘big data’ is, often, capitalized.  The usage of the term, uncapitalized, 
throughout this dissertation is intentional, and meant to subvert the rhetorical power of its 
capitalized form and its signaling of something new or revolutionary.  Kitchin describes 
the term as a ‘powerful meme…symbolic of a wider rhetoric and imaginary that is used 
to garner support and spread their roll-out and adoption’ (2014: xvi).  The decision 
concerning the usage is reflective of and in keeping with the third central argument of the 
project, specifically: big data concerning consumer credit does not constitute a new era or 
technological phenomenon filled with promise, but is in keeping with centuries of logic 
concerning capital accumulation and its social reproduction.  
11 Volume refers to the scale of data (i.e. 2.5 quintillion bytes of data are created each 
day); variety refers to different forms of data (i.e. social media, health, etc.); velocity 
refers to the analysis of streaming data (i.e. sensors, network connections) (Laney, 2001).  
Other ‘Vs’ are sometimes added to the original trinity - including veracity, value, 
volatility - but it has been argued that these ‘wanna Vs’ do not belong in the definition of 
Big Data (Grimes, 2013). 
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fundamentally transform (for the better) how we live, work and think (Mayer-

Schoenberger and Cukier, 2013; Minelli et al., 2012). 

 

While a straight-forward definition of big data as ‘the capacity to search, aggregate and 

cross-reference large data sets’ is easy to run with (Boyd and Crawford, 2012: 663), it is 

foolhardy to mistake that similar kinds of ends are possible no matter the arena (Lyon, 

2014: 2).  Given that big data practices occur in a variety of contexts, the review concerns 

itself chiefly with literature that demonstrates the highly significant impact big data has 

for understanding the character of consumer credit today. Big data is purported to reframe 

key questions about the constitution of knowledge, the processes of research, and signals 

a key change at the levels of epistemology and ethics (Hand and Hillyard, 2013).   

 

In Hand and Hillyard’s edited volume about how big data impacts qualitative social 

science research, contributor Hardey disagrees with a characterization of big data as 

being ‘out there’, waiting to be discovered and simply turned into findings (a view 

captured by the ‘quality’ narrative, below) (2013: 121; cf. Vis, 2013; Ruppert, 2013).  

Such a sentiment is shared within this dissertation, albeit in a different context (Hardey’s 

being the use of big data for social science research, this project’s being an interrogation 

of how big data is thought to produce economic value). 

This review develops a categorization of mainstream and popular framings of big data, 

divided as follows: quality, privacy and security.  As the study of big data concerning 

consumer credit is, thus far, absent from the current IPE literature, much of this content-

specific material concerning the big data of consumer credit is gleaned from other fields 
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of study.  However, each category takes care to also highlight relevant debates within the 

field of IPE, which will be further expounded in Section 2.2. These three categories, 

which summarize the most popular discussions and available framings, interrogate their 

apolitical, ahistorical, expert and techno-utopian appeals of knowledge in order to 

establish the foundation upon which the theoretical framework of this dissertation 

(outlined in Chapter Three) is purposed to move beyond.  

Quality 

A first key debate concerns quality: does more data lead to better consumer analytics? 

Consumer analytics is now considered a key driver of profitability, meaning that more 

and more companies are striving to capture, store and properly analyze consumer data 

(Harvard Business Review, 2013). Ergo, this particular motif of quality is underwritten 

by profitability, i.e. whether or not investing in big data analytics yields substantive 

monetary results for companies.  Indeed, the notion that the consumer credit sector need 

only tap into the power of big data in order to drive profits has given rise to an industry of 

consumer data brokers. Providing services to the likes of ‘12 of the top 15 credit card 

issuers; seven of the top 10 retail banks…seven of the top 10 retailers’ (Committee on 

Commerce, Science and Transportation, 2013), consumer data brokers collect, categorize 

and sell information for what they term ‘marketing’ purposes – leaving them exempt 

from Federal Trade Commission (FTC) regulations.  Defined officially as ‘companies 

that collect personal information about consumers from a variety of public and non-

public sources and resell information to other companies’, these entities are left primarily 

to self-regulate, abiding by their own codes of best practices (FTC, 2012).  
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As an example of neutrailty, in a research paper funded by the global investment bank, 

Morgan Stanley , it is argued: 

Fundamentally, Big Data is nothing more or less than a set of tools that 
can be applied to creating, refining, and scaling financial solutions for 
consumers. As a financial technology tool, Big Data is neither inherently 
good nor bad because its value to providers and consumers depends on the 
quality of its application.  

Center for Financial Services Innovation, 2014: 4 

An understanding of big data such as this captures what scholars have described as a 

rhetorical view of data.  In rhetorical terms, data exists prior to argument or interpretation 

that converts them to facts, evidence and information (Rosenberg, 2013).  Floridi (2008) 

argues that such a conception of data is dependent on three forms of neutrality: 

taxonomic (data are relational entities defined with respect to other specific data); 

typological (data can take a number of different non-mutually exclusive forms); and 

genetic (data can have a semantics independent of their comprehension).   

These conceptualizations of data as apolitical do not understand data as being socially 

constructed, or of having materiality, by which is meant not only having physical and/or, 

tangible manifestations, but as an irreducible component of what shapes the phenomenal 

world. These important debates pertaining to Big Data are relevant to the dissertation, as 

the arguments here land firmly on the side of understanding data in explicit terms based 

on studying who captures, analyzes and draws conclusions from it.  Adopting this macro-

perspective of data and applying it to a novel topic area (consumer credit big data) 

contributes to these debates, helping to advance and sharpen critical conceptualizations of 

big data.  Indeed, it is an answer to Kitchin’s demand that individual consumer profiles 
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and the data and data practices underpinning the creation of personalized pricing and 

predictive profiling be given further scholarly attention (2014: 176). 

Consumer credit has outsourced its analytics to big data companies, and relies on them to 

boost corporate performance by 126% (Bokman et al., 2014). Addressing the questions 

over quality, those in the consumer data analytics business write about the challenges 

companies face when extracting value from data.  These same consumer analytics 

service-providers claim that big data concerning consumer credit, if analyzed correctly, 

are ‘prophetic – accurately predicting the outcome of every capital market move, 

investment choice and loan decision’ (Tibco, 2015).  Given the significance of consumer 

credit big data to the analysis, its ‘mystical powers’ propagated by the quality narrative 

must be problematized.   

A key intervention offered by this dissertation is a rigorous interrogation of the 

contradiction presented in the big data literature here – on the one hand, big data is 

presented rhetorically as a neutral ‘thing’, ‘tool’ and ‘knowledge form’ that can be used 

to drive profits, and self-regulation on the part of companies collecting, analyzing and 

selling it is sufficient.  On the other, a techno-utopian perspective of big data touts that it 

is ‘prophetic’, ‘revolutionary’ and indicative of a ‘new era’.  These contradictory 

narratives are highlighted throughout the case studies, where it is argued that these 

conflicting representations work to distract from the highly political nature of consumer 

credit big data processes and the potentials they open up for secondary exploitation.  

Furthermore, close examination of how big data can be simultaneously neutral and 

revolutionary produces novel insight into ongoing IPE debates pertaining to knowledge 
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and structural power, which is defined below (in Section 2.2) and picked up, again, in 

Chapter Three.   

Computer science literature, in describing big data’s potential for ‘customer intelligence’, 

describes big data analytics as ‘providing organizations with the ability to profile 

customers based on different socioeconomic characteristics, as well as customer 

satisfaction and retention’ allowing for ‘informed marketing decisions’ and ‘enabling 

better targeted social influencer marketing, defining and predicting trends from market 

sentiments, as well as analyzing and understanding churn and other customer behaviours’ 

(Elgendy and Elragal, 2014: 222-223).  

Whether or not consumer analytics is a valuable (read: profitable) pursuit appears to be 

the most pressing issue (Forbes, 2014; Harvard Business Review, 2013; Wall Street 

Journal, 2014; Yang and Strong, 1996; Miller, 2003; Schoenberger and Cukier, 2013). 

Companies providing big data analysis to the consumer financial services industry boast 

that those who use big data as a means of predictive analysis, i.e. identifying the most 

profitable customers and prospects, produce a 167% gain in revenue over companies that 

do not use consumer analytics (Tibco, 2014).  Popular accounts claim that when it comes 

to consumer financial services, there is ‘no industry better poised to profit from big data – 

or in need of a boost’ (Forbes, 2013).   

On the whole, the majority of the available literature addressing the quality debate is 

being produced by companies that have cropped up to provide big data analysis and 

related services to the consumer credit industry.  Blogs and special reports created by 

such companies have proliferated over the past five years, and are aimed at encouraging 
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the financial services to ‘harness the power of big data’ and ‘unlock its value’ (SAS, 

2014: 4, 8).   

Beneath the gloss of ‘profit driven results’, a discourse communicated with great elan by 

companies offering analytic services, the quality narrative blots out questions of power 

and privilege, leaving an inherent and seemingly neutral gap between consumers and 

creditors that companies need only ‘tap into’.  This characterization presents big data as a 

neutral thing, available to anyone who chooses to use it.  This dissertation works to show 

how this is a gross misrepresentation of consumer credit big data.  Instead, it highlights 

how the collection and use, means of analysis, sale and dissemination of consumer credit 

big data are all processes imbued with social relations that leverage the power of 

consumer creditors over that of consumers.  

As communication and surveillance scholars have pointed out, consumer data now stands 

as a primary intercessor in the relation constituting the creditor-debtor nexus.  This 

literature, though sparse vis-à-vis consumer credit data, makes tentative inroads toward 

understanding how the growth of this specific type of data is related to the reorganization 

of the US economy around the priorities of finance (Gates, 2010), and provides much 

clarity when it comes to understanding the types of risk faced by consumers since the 

advent of consumer credit big data (Whitson and Haggerty, 2008).  Kitchin (2014) in 

particular makes great strides in capturing a nuanced conception of big data at the macro-

level, understanding that data is not neutral, objective and pre-analytic in nature, but how 

data is framed technically, economically, ethically, temporally, spatially and 

philosophically. 
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While historicizing this ‘phenomenon’ within recent movements in capitalism is vital, 

and gaining a greater understanding of the risk these practices pose at the level of the 

individual is telling, these accounts do no go far enough in grappling with what the 

industry-centric accounts communicate and leave silent, nor does it wrestle with tensions 

and ironies consistent with a narrow focus on questioning consumer credit data’s ‘true 

worth’ to private capital.   

Moreover, the scholarly accounts do not place the big data of consumer credit within the 

longue durée of the historical structure of capitalism (Braudel, 1958) or comment on the 

wider knowledge and financial power structures at work.  Briefly, the longue durée refers 

to a method of studying history that gives priority to long-term historical structures over 

events.  Currently, no scholarly literature (in IPE or other fields in political studies or 

other disciplines) has interrogated the quality narrative that dominates our conception of 

consumer credit big data.  This is a major omission in our knowledge, and there is much 

to be learned from investigating how this particular representation leverages the power of 

consumer credit companies over that of consumers, benefitting corporate capital.  As 

such, studying this particular vector of consumer credit big data will produce an 

important empirical contribution to the field of IPE. 

Privacy 

A second key debate centers on privacy concerns: who has what information about 

consumers, and how is it being used?  Since the information leaked by Edward Snowden 

in 2013 concerning mass surveillance carried out by the National Security Agency 

(NSA), the collection, storage and use of personal data has been brought to the forefront 
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of debates about privacy. Snowden’s whistleblowing made many citizens aware of the 

extent to which privacy was being invaded, and how the compilation of mass amounts of 

data from a host of sources is procured and wielded by the state. The leaks also called 

attention to the state’s reliance on commercially assembled data – most notably from 

telecom companies – and, by extension, the attendant industries that have burgeoned in 

recent decades dedicated to compiling, storing and retailing data on ordinary citizens.  

The Foreign Intelligence Surveillance Act (FISA) amendments passed by Congress in 

2008 protect companies from civil lawsuits and criminal prosecution stemming from their 

complaisance with the government’s surveillance endeavours, and reveal the extent to 

which the state is willing to go in order to secure its access to big data as it is collected by 

the private sector.   

The majority of coverage concerning the NSA leak honed in on the complex relationship 

of personal privacy and national security, while questions concerning the role of for-

profit personal data firms and the economy at large were left silent.  The public was 

provided a peek behind the curtain concerning the vast scope of personal data collection, 

but IPE scholars and journalists alike failed to investigate how these violations of privacy 

and citizen rights enriches our understanding of the power of capital in the contemporary 

era.  Instead, coverage of the topic has encouraged individuals to try and protect their 

privacy while balancing the convenience of data-collecting services (Schneier, 2015).  

These contemporary forms of data mining and analytics beg questions about the power of 

data and the interests of big business and big government. Writing from the field of 

surveillance studies, David Lyon points out that big data techniques have a highly 

significant impact for understanding the contemporary character of surveillance (2014). 
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To be sure, the argument that big data intensifies surveillance trends is well documented 

in sociology’s surveillance studies literature (Haggerty and Ericson, 2000; Deleuze, 1992; 

Mosco, 2014).   

On the whole, these studies have investigated the steady encroachment of capitalism into 

the online sphere, and provide insightful windows into how big data has enabled the 

widespread, indiscriminate surveillance of the public by the NSA, CIA and other 

government agencies.  Writing from the subject field of security studies, IPE scholar 

Louise Amoore introduces the term ‘data derivative’ (2011) to describe a specific form of 

abstraction that comes into being through an amalgam of disaggregated data.  The data 

derivative ‘is not centered on who we are, nor even on what our data says about us, but 

on what can be imagined and inferred about who we might be – on our very proclivities 

and potentialities’ (Amoore, 2011: 3).  Focusing on contemporary security practices, 

Amoore’s call for attention to the data derivative’s proclivity to affect potential futures 

touches on the privacy debate by examining how data is or might be used, but does not 

extend the ‘data derivative’ to the realm of consumer credit.   

This dissertation applies Amoore’s theorization to the topic at hand, unearthing and 

making explicit how consumer credit big data speaks on behalf of consumers in ways that 

are not directly controlled, understood or determined by the individual.  Importantly, it 

will be demonstrated how such practices effectively (re-)entrench consumers into new 

and, in some cases, more exploitative relations of debt. 

Such an undertaking directly confronts and seeks to undo apolitical treatments of big data 

that are highlighted throughout the dissertation.  These treatments render consumer credit 
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big data as benign bits and bytes of information that are neutral and objective, subject 

only to technical constraints.  These approaches hold that data does not have ‘any 

inherent meaning, do not necessarily present any interpretations or opinions, and do not 

carry indicative characteristics that may reveal [their] importance or relevance’ (Perez-

Montoro and Diaz Nafria, 2010). 

The privacy debate is salient to discussions of consumer credit given the fact that 

personal financial data is used to profile creditworthiness and for the direct marketing of 

consumer credit products.  Companies collecting, assembling, analyzing and selling 

consumer data are at the helm of this highly profitable enterprise, and lay claim that their 

ability to reveal new insights through the compilation of personal financial data has a 

significant impact on the bottom line of corporate clients (namely banks).  The FTC has 

only very recently made strides toward publicly acknowledging consumer privacy 

concerns in this regard.  Following a report where nine data brokers were mandated to 

comply, the FTC made several recommendations to Congress to increase the 

transparency of consumer data brokers and give consumers greater control over their 

personal information (a call that has yet to be answered).   

The report confirms that data brokers collect and sell vast amounts of consumer 

information without consumer knowledge and with little regard for privacy, and that it is 

‘foreseeable’ that some data categories cut close to discriminatory tactics and treating 

customers differently (Brill, 2014).  The May 2014 report recommends Congress to enact 

legislation that would enhance the ability of consumers to learn about data brokers (Brill, 

2014: emphasis added).  This response, conveyed as a consumer protection measure, is 
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decidedly lax.  Armed with evidence of the vast scope and resources of the consumer data 

broker industry, proving its links to and impact on consumer finances and volatilities, the 

FTC’s response to calls for greater privacy controls is incomplete. 

As a vector of consumer finance big data, the privacy debate and the responses to it 

outlined here are problematic in three ways.  First, the privacy narrative narrowly asks: 

who has what access to consumer data and how is it used?  Left silent are other important 

questions, such as why certain entities have access, why the data exists, who benefits 

from its use, etc.  These are important questions that, when explored, can help point us 

toward a greater understanding of the role consumer credit big data plays in consumer 

finance and the broader power structures of capitalism.  Second, the privacy debate is 

underpinned by ethical implications of big data collection and its analysis.  This is 

problematic in that the ethics are informed and dictated by law, and yet the history, 

substance and form of both private and public regulatory frameworks pertaining to 

consumer credit big data remain uninvestigated and unquestioned.  The case studies on 

the governance of consumer finance big data presented in this research project will work 

to address this oversight.  Last, responses to the privacy debate on behalf of the state are 

often couched in ‘consumer protection’ rhetoric that maintains a ‘responsibilizing’ 

discourse (Marron, 2007; Whitson and Haggerty, 2008) and reifies the neoliberal state.12 

                                                
12 In this work, the state is understood not as an extra-economic sphere, which can lead to 
an incomplete and overpoliticized conceptualization (Strange, 1988; Helleiner, 1994; 
Germain, 1997; Leyshon and Thrift, 1997), but as an institutionalized form of power that 
represents capitalism as a naturally-evolving economic structure that is harmonious in 
nature, and premised on freedom democracy and equality (Holloway and Picciotto, 
1978).  The neoliberal state, in particular, refers to the complex, contested and 
contradictory sets of rhetorical and regulatory processes that emerged from neoclassical 
economics that have formed the base for the depoliticization of the economic sphere and 
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In these three important ways, the privacy debate fails to explore key aspects of the 

nature of consumer credit big data, its governance, and its place in neoliberal capitalism. 

Security 

The third category concerning big data and consumer credit is security: how is data 

protected and who should protect it?  This section of the literature introduces the 

complicated federal privacy framework governing private-sector consumer data broker 

companies in the US, and the emerging global security framework for consumer credit 

big data.  Lacking an overarching federal privacy law governing the collection, use and 

sale of personal information by private-sector companies, the privacy framework in the 

US is sectoral, or a patchwork of subject-specific laws that apply to discreet economic 

sectors and protect selected types and uses of consumers’ personal data (GAO, 2013). 

 

The security debate came to the forefront in the early 2000s through the increased 

prevalence of identity theft (Milne, 2003; Sovern, 2004).  The Prepared Statement of the 

FTC on Identity Theft and Social Security Numbers, presented in Washington in July 

2004, provides telling evidence as to what role the state chose to play early on in the 

security debate.  In divorcing the occurrence of identity theft from the structural 

conditions that made possible this ‘pernicious crime’, the FTC did not point fingers at 

nationwide credit bureaus or data brokers, which serve as key agents in the distribution of 

social security numbers as the buyers and sellers of personal financial data.   

                                                                                                                                            
the ‘roll outs’ and ‘roll backs’ of the state (Peck, 2010).  Theorization of the state will be 
further unpacked in Section 1.2 and in the theoretical framework provided in Chapter 
Three. 
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Instead, the FTC recommended that these private bureaus increase the number of 

identifying information points that a credit reporting agency is required to match to 

ensure that a consumer is the correct individual  – in effect, deepening and perpetuating 

their use of individual financial identities.  In the same breath, the FTC described that the 

flow of identifying information as only being subject to certain restrictions under the 

FCRA or GLBA, which are meant to regulate the reuse and redisclosure of financial 

information.   

 

This aspect, hastily dealt with and easily skimmed over in the document, shows how the 

state propped up the dissemination of financial identities by private credit bureaus and 

data brokers.  So, while the FTC distributed pamphlets with catchy titles like ID Theft: 

When Bad Things Happen To Your Good Name, which informs consumers what to do in 

the event of stolen financial identity, this arm of the state chose not to touch upon the 

structural features that made possible the growth and commodification of financial 

identities (Marron, 2007).  The consumer protection trope works to mask the powers and 

paradoxes in the realm of consumer credit big data, as well as the root causes of 

consumer financial vulnerabilities. 

 

In many circumstances, consumers have no legal right to control the collection or sharing 

with third parties of sensitive information (shopping habits, tracking of online behaviour, 

etc.) outside of the initial choice to click ‘I Agree’ on a lengthy, jargon-filled privacy 

policy that, in many cases, allows for data collected to be used for myriad future purposes 
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not directly related to the initial point of contact.  How consumer data brokers protect an 

individual’s data falls outside the scope of the FTC’s governability.  As such, no federal 

statue in the US requires these companies to disclose breaches of sensitive information 

and, by extension, there is little incentive for these companies to prioritize data 

safeguarding (GAO, 2006).   Identity theft as a result of data breaches of major retailers is 

occurring with increased frequency and scope.   

 

In 2014, there were 761 recorded data breaches, affecting an estimated 83 million 

consumers (ID Theft Resource Center, 2014). Media coverage serves to heighten 

consumer awareness about the security of their personal (email addresses, names, phone 

numbers) and financial (credit card number, PIN data, account balances) data.  However, 

with news outlets like the Wall Street Journal, CNBC and Forbes providing the brunt of 

media coverage, the focus is often less on consumer rights and questions of power and 

more on forecasting losses for the retailers at fault.  In the legal realm, class action suits 

over data breaches have, so far, been unsuccessful.  It is argued that rarely does a case in 

an evolving area of law create the opportunity to apply well-reasoned precedent, despite 

the fact that there has been widespread consumer harm (Bronstad, 2014). 

Financial identity – the stand-in for consumers that is constructed out of disparate bits 

and bytes of data - has been constructed as something that must be secured through 

individual efforts of vigilant self-monitoring and the purchase of fraud-detection 

instruments (Flavian and Guinaliu, 2006; Milne, Rohm and Bahl, 2004; Culnan and Bies, 

2003). The security debate lacks a thorough discussion of what consumer credit big data 
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and its attendant security structures tell us about the nature of private-public governance 

in the political economy.   

The security debate also speaks to the body of literature theorizing the ‘information 

society’ and its replacement of the modern industrial society (Castells, 1996).  Recent 

scholarship iterating Castells’ landmark theory refer to the ‘Digital Age’, which the title 

of this dissertation references (Sassen, 2003; Dawes, 2009). Analyses of the information 

society posit that information technology is much more pervasive than previous 

technologies; through it, diverse aspects of social and economic relations are able to flow 

freely.  Many IR and IPE scholars claimed that the state was in decline or ‘retreat’ as a 

result of rounds of deregulation through the 1980s and 1990s, and in the face of the 

increasing influence of ICTs.  However, as the OECD pointed out: 

Governments need to take a pro-active response to GII-GIS [global 
information infrastructure - global information society] developments and 
applications. They also need to take action now as new services and 
applications emerge and are being formulated. At the same time it is 
important to understand that the dynamics of change are largely 
technology and private sector driven. Government response needs to focus 
on ensuring that opportunities are opened up and are available to firms, 
and that existing market structures, particularly where there are 
bottlenecks in supply, do not restrict growth and competition. At the same 
time governments need to play a role in stimulating and encouraging 
demand for new services which the GII-GIS is making available.  (OECD 
1997: 4) 

This type of assertion shows that the state remains responsible for legislation that 

supports further economic developments, including the governance and security of big 

data.  Indeed, it is argued here that rather than retreating, states have been restructured in 

ways that privilege capital and the wealthy at the expense of the majority of the global 

population.  As its influence and scope continue to grow, establishing laws that govern 
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the big data of consumer credit is one such key activity of the state in an information 

society.   

Indeed, the state plays a vital role in the security of consumer credit big data: the question 

is – on behalf of whom?  While the security debate often begins squarely from the 

standpoint of the consumer via responsibilizing discourse (how do I protect my personal 

credit data?), much stands to be gained by instead asking how regulatory frameworks 

secure the ability of companies using consumer credit big data to collect, sort, analyze 

and profit.   From a global security standpoint, IPE scholars have asked questions about 

the protection of big data, arguing that even the most comprehensive protection does not 

negate the fact that the data is interpreted by a relational structure of analytics, and the 

individual’s data, while it may be kept ‘safe’ in terms of protection, still has the potential 

to limit life chances and close down potential futures (de Goede, 2012; Amoore, 2014). 

Importantly, this IPE contribution widens our scope when it comes conceptualizing 

‘security’ beyond protective measures against hackers or thieves.  

Furthermore, looking at what Tsingou (2003) calls a transnational policy community 

surrounding this burgeoning area of regulation can help us come to a greater 

understanding of how the security of consumer credit big data is shaped by the wealthy 

capitalists that it benefits and protects.  This line of questioning vis-à-vis the security 

debate opens up avenues to understanding the nature of regulatory structures, current and 

evolving, to protect and privilege corporate capital, moving beyond the basic questions of 

‘how is data protected and who should protect it?’  The importance of understanding and 
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theorizing the role of consumer credit big data’s policy community will be explored 

further in Chapters Two and Four. 

Altogether, the categorization and presentation of the literature concerning ‘Big Data’ 

and the big data of consumer credit presented here has provided a snapshot of current 

debates and popular conceptualizations and pointed out gaps and omissions in the extant 

literature.  While there exists an abundance of commentary on big data, this review has 

sifted through and classified what has been written on consumer financial data in order to 

shed light on what is missing from current accounts and how this project’s empirical and 

theoretical contributions will move beyond the literature in order to enrich our 

understanding of private-public governance, knowledge and structural power.   

Economic and Financial Geography  

Economic geographers have investigated consumer credit data both temporally and 

spatially, seeking to uncover the histories and geographies of how data is processed, 

stored, and how these processes change over time and in different jurisdictions.  For 

example, geographers Curry (1997) and Goss (1995), commented on early forms of 

privatized data collection and their propensity to exercise rational knowledge-power over 

everyday life, what privatized data collection meant for the construction of consumer 

identity, and questioned the presumption that privately held dossiers on individuals and 

households was inevitable and unavoidable. Others in the field of economic geography 

have conducted rigorous empirical work that demonstrates how predictive profiling, 

made possible by consumer credit big data, is used to socially sort populations, selecting 

who receives preferential treatment and who is marginalized (Graham, 2005; Leyshon 
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and Thrift, 1999).  Indeed, the big data processes dealt with in the dissertation are the 

culmination of the social and institutional processes theorized by these earlier works from 

the field of economic geography. 

 

More recent studies from the discipline of geography have been concerned with the role 

of financial products and broad social patterns of exclusion and privilege (Kear, 2013; 

Dymski, 2006; 2009; Wyly et al., 2012; Ashton, 2011).  While each of these studies 

reference responsibilized care of consumer data, and modalities of financial governance, 

they have either neglected or under-represented two important areas with which this 

dissertation concerns itself chiefly.   

 

First, these studies have either only partially or not at all placed their cases within the 

wider context of neoliberal capitalism and the uneven power relations produced between 

consumers and consumer creditors, moreover, they have not engaged with the technical 

and rhetorical assumptions and debates contained in the big data literature (as presented 

above).  Second, financial geography and economic geography scholarship, more 

broadly, touching upon the topic of consumer data and consumer credit have neglected 

the impact of regulatory mechanisms that have shaped, undergird and continue to support 

the consumer credit big data industry.  For these reasons, these insights are not sufficient 

for answering the research questions posed by this dissertation. 

 

Important research coming from the discipline of geography that deals with big data, in 

particular Kitchin’s (2014) The Data Revolution Chapter Ten, mentions, briefly, the 
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subject matter of this dissertation (discriminatory lending practices based on consumer 

credit profiling). His project raises attention to the activities of consumer data brokers, 

and flags that predictive profiling is in need of regulatory and legal oversight, but lacks 

an in-depth, political economic critique of such practices and the power relations they 

imbue.  This doctoral project takes Kitchin’s call for further scholarship on this issue to 

task, and, importantly, further politicizes what he has described by stressing the role of 

the neoliberal state not just for its role in the development of policy and regulation, but as 

a chief agent in the ever-widening scope and power of consumer credit big data and, by 

extension, consumer creditors, over diverse aspects of consumers’ lives.  This includes 

the neoliberal state’s implicit and explicit sanctioning of self-regulation norms that 

presently guide the activities of the CCDI in the US and internationally. 

 

Likewise, portions of Amoore and Piotukh’s (2016) edited volume Algorithmic Life: 

Calculative Devices in the Age of Big Data touches upon what they call ‘digital 

subprime’, the variant of online consumer credit lending grounded in the exploitation of 

diverse data to predict the behaviour of individuals.   The focus of Deville and van der 

Veldon’s chapter, in particular, is on understanding and tracking forms of online 

algorithmic calculation from the outside, by employing ‘tracker tracker’ tools to 

investigate and challenge, from a technological standpoint, the tendencies of individual 

companies’ tracking algorithms used in digital subprime lending (or, generally, what 

kinds of data the digital subprime sites are interested in).  Their initial pilot project 

conducts important, methodologically unique groundwork illuminating the granularity 
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and micro-level activities of consumer credit big data digital methods, rendering visible 

the profiling techniques of subprime websites.   

 

Such micro-level investigations deepen our understanding of the actual credit-assessment 

techniques of digital subprime lenders using consumer credit big data.  In order to 

confront the macro questions posed by this doctoral project, Chapter Five extends 

observations made by Deville and van der Veldon in order to theorize what the 

development of proprietary algorithmic tracking and calculative rhythms means within 

the wider structural conditions of neoliberal accumulation strategies (see Chapter Five).  

In so doing, the dissertation contributes to debates concerning the commodification of 

knowledge (May, 2000) and financial identities (Marron, 2007). 

 
Financialization 
 

Scholars tracing the history of consumer finance have made significant contributions to 

our knowledge.  A great debt is owed particularly to Burton (2004) and her research on 

the consumer credit boom, as well as to Marron (2007) who was one of the first to bring 

attention to increasingly sophisticated methods of mitigating risk when lending to 

consumers, often through calculations of credit reporting and scoring.  This scholarship 

has been complemented by the body of literature devoted to studying ‘financialization’, 

which links the financial to the cultural and social dimensions of everyday life (Krippner, 

2005; Erturk et al., 2008; Montgomerie, 2008).  However, whilst some scholars have 

commented on the how scientific and calculative representations of finance are key to the 

constitution of modern financial power (de Goede, 2005), and others still have theorized 
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the commodification of identity (Marron, 2008; Langley, 2008), consumer credit big data 

guided by self-regulatory modes of governance, their relationship and history with regard 

to credit rating agencies, and their place within wider systems of governance and the 

structural power of capital (both in the US and transnationally) remain unexplored.  

Indeed, there has been silence on the nature and dynamics of the uneven relations of 

power amongst the state, consumer, and private CCDI actors cultivated and maintained 

through the collection, analysis and sale of consumer credit big data.  Using a historical 

materialist lens to conduct in-depth investigations into key moments of regulation, this 

dissertation works to empirically and analytically confront these silences in order to 

understand how the CCDI and its attendant governance structures function in capitalist 

society. 

The neglect in the academic literature dealing broadly with consumer credit is puzzling 

given the hype surrounding ‘Big Data’ over the past decade.  This is especially true given 

its links to ‘financial inclusion’ and ‘democratization of credit’ tropes (Burton, 2008) and 

the role the CCDI has played in the development and growth of the FinTech industry. 

While important research has been conducted that theorizes why lending to the poor has 

become such a highly lucrative and rapidly expanding industry since the 1990s 

(Soederberg, 2014; Coco, 2012; Kear, 2013), the role consumer credit big data plays in 

supporting and perpetuating these processes remains to be investigated in a manner that 

ties it explicitly to neoliberal accumulation strategies, and the power dynamics of 

capitalist society. 

Critical Approaches to Consumer Finance and Debt 
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Cultural anthropologists have produced important critical scholarship concerning the 

structure of credit and debt relations.  Graeber (2014), in particular, presents an important 

publication that seeks to undo the hegemonic discourse that debt relations are natural by 

exploring the historical and philosophical roots of debt throughout long-spanning 

historical periods.  The emphasis on how neoliberal ideologies of free choice and contract 

law logic obscure and render invisible the links between debt and bondage is instructive 

for this project.  This dissertation contributes to important dialogues about the nature and 

history of debt by demonstrating, empirically, how consumer credit big data, masked by 

narratives about how it improves consumers’ lives and provides them fairer credit 

pricing, play into long spanning structures of debt relations. 

Critical scholars dealing topically with the digital age, commodification and exploitation 

have commented on the processes of capital accumulation made possible by corporate 

social media platforms.  Fuchs, using Marxian terms, describes how targeted advertising 

funds the process of capital accumulation, likening a consumers’ production of data about 

themselves (either by user-generated content, transaction data, communication behaviour 

on social media) as free labour (2014: 90-93).  The result of this labour is the use and sale 

of data by social media platforms without payment to its producers that is then used 

impose higher advertising rates and boost the salaries of those employed by both social 

media and advertising agencies.  Most importantly, the social media user’s free labour is 

used to propel exorbitant profits of companies like Google, Twitter, YouTube and 

Facebook.  This in-depth Marxian analysis of online advertising vis-à-vis social media 

explains the nuts and bolts of how capital is accumulated through commercial digital 

media based on targeted advertising, but neglects to two important areas with which this 
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dissertation concerns itself: (1) Fuchs does not examine the role of the public authority 

and regulatory structures that govern and ensure the ongoing function of these processes 

and (2) the targeted advertising of consumer financial products offered at variegated rates 

of interest based on behavioural analytics, in particular, is not discussed, nor is the fact 

that the advertising revenue of all products is usually paid for using consumer credit.  The 

main arguments of this dissertation portend that these are two key understudied areas that 

hold the potential to further broaden our understanding of the present nature of capital 

accumulation and the important ways that the state upholds the primacy of these 

structures. 

Finally, Robert Aitken (2014) has explored so-called fringe finance, raising important 

points about the ‘unbanked’ and ‘underbanked’ discourse mobilized by fringe financiers 

(payday lending, home-credit, commercialized microcredit, peer-to-peer lending, etc.).  

Aitken’s poststructuralist approach looks at the constitution of neoliberal financial 

subjectivities, and his attempts to undo the ‘financial inclusion’ discourse are instructive 

for this dissertation.  To be sure, mapping out of the consumer credit data industry’s 

activities adds to Aitken’s discussion about technologies of immobilization, or the means 

by which financial practices enmesh ‘financially excluded’ populations within spaces of 

formal credit in ways that immobilize flows of people (or create external obstacles or 

barriers to movement that systematically restrict people seeking movement). Aitken must 

be acknowledged as documenting, however briefly, information about the activities of the 

consumer credit industry (including CoreLogic, and Experian’s Extended View) and 

payday lenders using big data analytics (ZestFinance) in his research (2014: 178-181).   
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This dissertation departs from Aitken in his depiction of these companies and their 

activities as, primarily, what he labels as technologies of immobilization.  Such a 

description of consumer credit big data, while apt, is incomplete.  While alternative credit 

scoring techniques, made possible by consumer credit big data, certainly are used to 

‘lock’ people into debt traps or revolving use of expensive forms of credit, Aitken fails to 

theorize and historicize the regulative and rhetorical activities of the state concerning the 

CCDI that enable such activities.  Such an exercise, as is argued within this research 

project, are crucial for three reasons: (1) understanding long-spanning logics of credit-led 

accumulation that underpin these practices (2) grasping the relationship between 

knowledge and finance, and how mapping this relationship enriches our understanding of 

power, and, finally, (3) exploring, historically, the ways in which its attendant regulatory 

structures are created with the intention of producing economic results helps to see why 

consumer credit big data is more than just a means of consumer debt entrapment or 

‘technological immobilization’, but an intentional political economic project that bolsters 

the strength and logics of credit-led accumulation.  Theorized in this way, consumer 

credit big data is more than just a ‘tool’ or means of expanding and locking-in the so-

called fringes of finance.  Rather, this dissertation contends that the rhetorical and 

regulative processes that underpin such activities are crucial vectors of financial and 

knowledge power in contemporary neoliberalism.   

This first section of the literature review has engaged with relevant literature on the topic 

of consumer credit big data and its governance that has been produced outside of the 

discipline of IPE.  Debates concerning big data, common narratives concerning its 

function and potential, insights from economic and financial geographers, those 
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theorizing financialization and important critical scholarship on consumer debt have been 

summarized, with great care taken throughout to highlight silences, areas of 

undertheorization and, overall, the reasons why this literature, on its own, is insufficient 

for responding to the research questions posed by this dissertation.  The chapter now 

turns to Section 2.2, which engages with the literature relevant to the topic from the 

discipline of IPE, within which this doctoral project places itself, including the theories 

that are drawn upon in the theoretical approach laid out in Chapter Three.   

 
2.2 Political Economy Approaches to Consumer Credit Big Data 
 
This section is divided as follows: mainstream approaches (liberal economic), approaches 

in opposition to ‘common sense’ understandings, structural power, credit-led 

accumulation and contributions.  The first four categories reference, broadly, relevant 

political economy approaches or areas of research this dissertation deems as germane to 

the study of consumer credit big data and its governance.  These four areas, introduced 

briefly here, all play a key role in the theoretical framework laid out in Chapter Three.  

Key organizing concepts are introduced here, including common sense, structural power, 

knowledge structure, and credit-led accumulation.  The final subheading contains the 

empirical and theoretical contributions of the dissertation. 

 
 
Mainstream Approaches 

From Adam Smith (1887) to Milton Friedman (1962), economic liberals hold that the 

capitalist market emerges naturally and spontaneously, as the result of the inherent 

tendencies of individual rational actors.  The extension and deepening of capitalism is 

generally held to be proof that, as Margaret Thatcher infamously declared, ‘there is no 
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alternative’ to society organized along the lines of the free market.  Critical political 

economists, drawing from Gramsci’s theorization of hegemony in international relations 

(1971; cf. Gill, 1993; Cox, 1993), have argued that the elevation of this logic to the status 

of ‘common sense’ begets an illusion of coherency and reasonableness that, in turn, 

create frameworks of meaning with which ‘the common people’ make sense of the world 

(Murphy and Tooze, 1991; cf. Hall and O’Shea, 2013).  For economic liberals, the 

economy is understood as separate from the political sphere and the role of the state is to 

legally secure the conditions necessary for economic transactions to take place.   

From this perspective, state law is presented in ahistorical and depoliticized terms as a 

neutral institution that exists separate from and above politics.  For this reason, using a 

mainstream economic liberal perspective is unable to meet the aims of this dissertation: 

that is, to politicize the generation and use of consumer credit big data, including its 

attendant governance structures, and elucidate their relationship with neoliberal capital 

accumulation processes and the uneven and exploitative social relations they engender. 

In place of applying a liberal economic perspective in the development of a political 

economy of consumer credit big data in the digital age, this dissertation organizes itself 

around three central concepts: common sense, structural power and capital accumulation.  

In order to overcome the silences, omissions and undertheorizations in the literature 

reviewed in 1.1, in what follows, a case for combining these three concepts to form the 

backbone of the analysis is presented.  
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Dissecting ‘Common Sense’  

Using the core IPE theoretical tenet of the inseparability of politics and economics as a 

starting point, this dissertation will upend the existing literature on consumer credit big 

data by beginning with what the quality or rhetorical debates leave out, what voices are 

absent, and what purpose they serve (Murphy and Tooze, 1991; Gill and Law, 1993; 

Strange, 1996).  This is a major way that this project will move beyond this dominant 

narratives, outlined in the beginning of Section 2.2, that treat the big data of consumer 

credit as an apolitical vehicle for producing profits.  By untangling the big data of 

consumer credit from the common sense of the quality narrative, the project will be 

poised to ask the three guiding research questions and move on to investigate the case 

studies involving its governance in a manner that is indispensible to understanding 

power, corporate interests and privilege, and how consumer financial big data fits into the 

wider processes of neoliberalism.   

Borrowing from Gramsci, IPE scholars describe common sense as a conception of the 

world that has a material basis as being ‘natural’ or ‘the way of doing things’.  Common 

sense facilitates a situation where ‘we rarely question why we think and act in a certain 

way, but rather, regard our ways of thinking and acting as absolutely objective and 

eternal and, as such, as needing no deep study into their origins or consequence’  (Augelli 

and Murphy, 1988: 18). Those with the ability to define common sense carry out the 

ultimate act of political power, and that which is taken to be common sense makes 

invisible many of the structures of everyday life (see Gramsci, 1971; Bourdieu, 1977; 
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Lefebvre, 2005; Davies and Niemann, 2002).  This will be further explained in Chapter 

Three. 

Structural Power 

Focusing on structural power in this particular economic realm is a central preoccupation 

of the project.  The dissertation defines structural power as the interplay between private 

and public authority, and how power determines the relationship between these two 

realms.  Serving as a key framework for answering the research questions, structural 

power, in short, ‘confers the power to decide how things will be done, the power to shape 

frameworks within which states relate to each other, relate to people, or relate to 

corporate enterprises’ (Strange, 1988: 25).  It has four dimensions: financial (the 

authority to create or control the creation of credit in the international economy), security 

(the provision of security by one group for another), knowledge (the capacity to deny 

knowledge, to exclude others, and the power to convey knowledge) and productive (the 

power to determine what is produced, by whom and for whom, by what method and on 

what terms) (Strange, 1985).  Power is structural because it refers to the increasingly 

diffuse sources and agents that contribute to the functioning of the political economy, and 

stresses the uncontrolled consequences of power actions.   

Strange’s theorizations of structural power were, at the time of her writing, a contribution 

of great magnitude to the field of IR and the founding of IPE.  However, numerous 

critical IPE scholars have since pointed out weaknesses in Strange’s arguments  (May, 

1996; Porter, 1999; DeGoede, 2003; Amoore, 2003). Most prominent for the purposes of 

this dissertation is the interchangeable use of the terms ‘knowledge’ and ‘information’.  
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The primary claim brought against Strange is that the ‘knowledge’ component of 

structural power is theorized narrowly as a resource that can be discovered, stored and 

communicated.  Furthermore, power is derived from knowledge the same way it is 

derived from other security, productive or financial capacities (Strange, 1988: 122). 

While it is easy to assume that Strange’s theorization of power has been outmoded after 

twenty years, current IPE scholarship maintains many of her insights and uses her notion 

of structural power as a core theoretical construct (Helleiner, 2014; Germain, 2014).  

This is a pertinent debate within critical IPE circles, with May arguing that Strange’s 

view of knowledge and information strictly as a resource precludes the possibility that 

knowledge preconditions the other three elements of structural power (1996: 184).  Porter 

argues that the international flow of knowledge is an important resource in the creation 

and maintenance of hegemony (1999: 276). Here, again, knowledge is a clearly 

recognizable entity, which can be owned, contained and shared (DeGoede, 2003: 88; 

Cutler et. al., 1999).  A key question left unanswered by Strange is: How does knowledge 

affect the other structures?  While she states that no one vector of structural power is 

more important than the others, and that each is supported and joined up by the other 

three, she is silent on how this dynamic plays out (Strange, 1988: 26). This dissertation, 

in mapping out empirically how the governance of consumer credit big data (knowledge 

structure) affects the power of those with control over the access to credit (finance 

structure), will fill this gap.   
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Credit Led Accumulation 

A final, central organizing concept of this dissertation is credit led accumulation.  Capital 

accumulation is the engine that powers growth under capitalist modes of production, and 

is necessarily a highly dynamic and expansionary force that continuously and constantly 

reshapes the world (Harvey, 1975). Simply put, it refers to the generation of wealth in the 

form of capital.  It is capital due to the fact that capitalists do not produce it with specific 

social uses in mind, but instead use it to produce commodities for the purpose of profit or 

the continued self-expansion of capital (Bond, 1991).  The profits that a company uses to 

increase its capital base, or use to acquire more assets that can be used to create more 

wealth or that will appreciate in value, are considered capital accumulation.     

The contemporary nature of capital accumulation cannot be considered outside the 

prevailing political economic theory of neoliberalism, described as a hegemonic 

discourse of political economic practices proposing that, “human well-being can best be 

advanced by the maximization of entrepreneurial freedoms within an institutional 

framework characterized by private property rights, individual liberty, unencumbered 

markets, and free trade” (Harvey, 2007: 22).  The role of the state, here, is integral.  The 

state is to create and preserve institutional frameworks appropriate for the practices of 

neoliberalism, taking action and inaction where necessary, with decisions that often 

guided by the interests of powerful capitalists who lobby for policy that is to their own 

benefit (ibid). 

The logic of capital accumulation is pervasive among all levels and classes of the 

political economy.  It is so deeply embedded in common sense understandings that it is, 
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often, above questioning.  Looking at the underlying forces, interests and agents that 

propel certain strategies of neoliberal capital accumulation forward are, all too often, 

omitted from scholarly investigations.  This, as demonstrated in Section 2.1, represents a 

major oversight when it comes to explaining power (including Strange’s constellation of 

structural power), undoing common sense narratives, and understanding monetized 

relations of debt made possible and exacerbated by the consumer credit big data industry.   

For these reasons, to achieve the aims of this dissertation’s inquiries, it is compulsory that 

each of the case studies conducted in this dissertation (Chapters Three through Six), 

which explore different instances of governance concerning the CCDI, be tied to these 

three organizing concepts: common sense, structural power and capital accumulation. 

Critical Approaches to the Financialization of Credit 

Aside from the three above central concepts that will be used to theorize the role and 

governance of the consumer credit big data industry, there are important IPE 

contributions that touch upon the themes that will be explored throughout the 

dissertation.  In particular, over the past decade, two bodies of IPE critiques have 

developed that pertain to (1) the nature of contemporary private versus public governance 

and (2) various political and ideological elements that pertain to the political economy of 

the subprime crisis, financial expropriation or secondary exploitation, consumer credit 

and the nature of debt.  While both of these bodies of literature are insightful in their own 

right, as standalone bodies they are insufficient to theorize the function and role of 

consumer credit big data. Whilst they stress the role of the neoliberal state, not simply in 

policy formation concerning CCDI governance, they also highlight the proliferation of 
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consumer credit big data and the sanctioning of self-regulatory or soft law modes of 

governance which presently guide consumer credit data markets and corporations in the 

US (Chapters Four and Five) and internationally (Chapter Seven).  This portion of the 

literature review introduces these two bodies in more detail, describing the ways in which 

they are insufficient on their own and how cross-fertilization of these ideas is necessary 

in order to respond to the research questions of this dissertation. 

   

A sampling of relevant governance literature investigates private authority and public 

governance (Cutler et. al, 1999; Underhill et. al, 2000; Sinclair, 2000; Pauly, 2002; 

Helleiner et. al, 2010); the legal and regulatory dimensions of the knowledge variant of 

structural power (Strange, 1988; 1990; May, 2010; Porter, 1999; 2005; Amoore et. al, 

2000; De Goede, 2003); as well as regulatory capture and the role of epistemic 

communities (Baker, 2010; Helleiner and Porter, 2010; Lavelle, 2013; Tsingou, 2003; 

2009; Haas, 1992).  While these contributions shed critical light on the nature of private 

versus public authority, they do not call attention to understanding the long-spanning 

structures that support consumer credit accumulation strategies and their attendant 

knowledge industries (Chapter Four) as integral features of neoliberal-led accumulation 

strategies and the relations of power and paradoxes therein (Chapters Four and Five).  

The governance literature referenced above provides important information about how 

power works, mapping out empirically the activities and role of its institutions and 

agents, but fall short when it comes to understanding where power comes from.  

Specifically, over whom it is wielded and why, but also: cui bono?   
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In fairness, these scholars are not driven by the same set of questions as this dissertation.  

However, it is contended that these studies and theorizations are very much incomplete 

without understanding the fluctuating nature of private and public authority as part of the 

mediating, neutralizing and legitimating processes that fuel and preserve neoliberal-led 

capitalism and, specifically, credit-led accumulation. 

The second pertinent body of critical IPE literature touches upon debates about consumer 

society (Burton, 2008); political and ideological elements pertaining to the subprime 

crisis (Dymski, 2007; 2009); financial expropriation or secondary exploitation13 

(Lapavitsas, 2009; Perelman, 2015); and the nature of debt (Soederberg, 2014).  At the 

core of each of these arguments is the fact that consumer finance, as a part of capitalism, 

contributes positively to the accumulation process but, in so doing, exploits the 

consumer.  Theorizing the role and function of consumer credit big data as situated 

within these wider analyses of consumer credit culture, exploitation and debt relations 

adds incrementally to our understanding of the contemporary nature of such structures.  

There also exists dated, though prescient, analyses about the class warfare in the 

information age, with Perelman (1999) predicting that efforts of business to profit from 

the sale of information would result in the reduction of access, it becoming a class-based 

privilege in terms of affordability, and that the rights of individuals would disintegrate as 

the power of the corporate sector grew.  This dissertation updates and extends these 

arguments in order to account for the changes in how information and knowledge is 

                                                
13 Secondary exploitation is a Marxian term used to analyze the role of exploitative 
finance.  It is used to describe that process whereby workers are exploited first within the 
relations of production, and then again after they are paid.  Examples of secondary 
exploitation include payday loans, rent to own, and late fees, all of which turn out to be 
sources of profit for large financial institutions (Perelman, 2015). 
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processed, proliferated, owned and governed today.  It differs from these approaches in 

its emphasis on the centrality of knowledge, in the form of consumer credit data, to 

maintaining and perpetuating the types of processes that disenfranchise consumers in 

serving the interests of credit-led accumulation. 

These two bodies of literature, financial governance and critiques of contemporary 

consumer finance, will be reviewed in more detail in Chapter Three. While each is rich in 

their own right, until now, there has been relatively little cross-fertilization14 between the 

two.  Based on the literature reviewed thus far, the subject matter and research aims of 

this dissertation - a political economy of consumer credit big data – beckons that these 

two bodies be brought into closer dialogue with one another.  To do so enriches our 

understanding of the form and function of consumer credit big data (and the industry that 

controls it), and the role of the state in regulating and protecting its activities. 

Contribution 

This section lays out two key contributions of this project to the existing literature.  The 

first is empirical, via the production of a first-of-its-kind overview of the governance of 

big data as it relates to consumer credit.  Based on extensive research into the relevant 

literature, it can be verified that this project will be the first to understand consumer credit 

                                                
14 with the exception of Soederberg (2014) and her theorization of debtfare states and 
poverty industry.  The arguments presented in this dissertation are complementary to 
those made by Soederberg (2014) and Lapavitsas (2009), but remain distinct not only in 
their empirical focus, but also in the emphasis on knowledge, in the form of consumer 
credit big data, as a crucial factor in how the processes described by these authors are 
carried out. 
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data both historically and in its present form under the aegis of ‘Big Data’.  It will also be 

the first to investigate, specifically, how US domestic and transnational consumer credit 

regulatory structures impact the consumer data industry.  Importantly, the dissertation 

introduces consumer credit big data and the consumer credit big data industry as new 

empirical objects, and, in tracing their history, presents new historical arguments 

pertaining to the role of knowledge in structural power.  While many political economists 

have paid attention to the role of knowledge in structural power, much less recognition 

has been given to the ways consumer data has operated alongside the consumer credit 

industry as key institutions that have historically and presently support the accumulation 

of capital.  By introducing a study of consumer credit big data, this dissertation widens 

the research agenda of the IPE discipline. 

The second is theoretical, accomplished through the development of a unique framework 

that is able to comprehensively address the research questions posed in the Introduction, 

as well as respond to the silences contained within existing literature and what these 

omissions serve to simultaneously mask and bolster (namely, the secondary exploitative 

social relations – see Footnote 13 - upon which the modern consumer credit system is 

built).  By bringing together two areas of IPE scholarship – private authority/public 

governance debates and critiques of contemporary consumer finance – using the concepts 

of common sense, structural power and capital accumulation to draw analytical and 

concrete attention to the types of secondary exploitation15 perpetuated by consumer credit 

big data, this dissertation contributes to our understanding of the processes and paradoxes 

                                                
15 For example, the collection of high rates of interest on consumer loans, and the profits 
created through purchase of consumer goods achieved by granular, behavioural 
advertising made possible through the use of big data analytics. 
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of neoliberalism.  By drawing attention to the history, role and activities of the consumer 

credit big data industry, a new vantage point is reached from which we can understand 

issues of exploitation, the nature of power and the role of the state.  This approach serves 

as a corrective to mainstream accounts that tend to view consumer credit big data as a 

neutral, inevitable thing.  Instead, this dissertation politicizes its creation, use, and 

function within wider strategies and structures of neoliberal capital accumulation. 

Using this unique theoretical framework and employing a historical materialist lens 

(described in Chapter Three), the content of this dissertation challenges conventional 

ways of thinking about big data, consumer credit, and their governance (described in 

Section 2.1) in order to understand the role they play, both separately and together, in the 

dominance, power, and contradictory processes of capital accumulation.  As such, the 

theoretical approach seeks to overcome the analytical limitations of the literature 

reviewed above that fail to bring consumer credit big data and debates about private 

authority and public governance into relation with one another as an instructive means of 

understanding the nature of debt, secondary exploitation and the accumulation of capital, 

largely in the form of credit.  Through the first ever theorization of the commodification 

of consumer knowledge, this contribution advances two of IPE’s most relevant theories: 

Strange’s structural power (1996) and Soederberg’s debtfare state (2014).  This 

theoretical contribution is discussed in more detail in Section 3.2 of the following 

chapter. 
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Chapter Three  

Theory and Method 

Introduction 

The main objective of this dissertation is to undo the common sense surrounding 

portrayals of ‘Big Data’, consumer finance and its governance.  This objective has 

inspired the research questions posed in the Introduction: (1) as it relates to consumer 

credit, how is big data governed in the United States and at the global level and why?  (2) 

relatedly, how might we understand the relationships between public authority and 

private governance mechanisms in the link between consumer credit big data and the 

consumer finance industry?  (3) can we understand the so-called ‘big data era’ vis-à-vis 

consumer credit data broker industry historically?  In the pursuit of answers to these 

questions, empirical and theoretical contributions are produced.  Specifically, new 

empirical objects are introduced in an effort to build a historical analysis that theorizes 

the present nature of power in the processes of credit-led accumulation.  Theoretically, a 

unique framework is developed and applied that is equipped to undo mainstream and 

common sense approaches to describing big data whilst overcoming the analytical 

limitations of two separate bodies of IPE literature (reviewed in Section 2.2). In bringing 

the private authority/private governance and critical consumer finance literature together, 

we are able to highlight the form and function of consumer credit big data (and the 
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industry that controls it) as well as the role of the state in regulating and protecting its 

activities. 

To these ends, historical materialism is adopted in order to navigate through the 

qualitative case studies.  The purpose of this chapter is to show that a historical 

materialist approach offers the richest opportunity to answer the questions posed in this 

dissertation.  Specifically, it allows for an understanding of the key features of 

contemporary forms of credit-led accumulation in a way that is mindful of long-spanning 

historical structures.  In this way, that which is widely held to be ‘new’ or ‘revolutionary’ 

is actually shown as a deepening and extending of longstanding structures and logics of 

capital.  The chapter is organized into two main sections.  Section 3.1 elaborates and 

justifies the theoretical contribution through an explanation of the theoretical framing, 

while Section 3.2 discusses the empirical contribution by justifying the methodology 

employed.   

3.1 Theoretical Approach 

IR scholar Robert W. Cox’s seminal article Social Forces, States and World Orders 

declares that theory is always for someone and for some purpose (1986: 207, emphasis 

original).  Cox’s critical theory, as opposed to problem solving theory, is concerned with 

questioning structural conditions in the world order (that are often tacit assumptions, or 

taken as given), asking whom or for which purposes they serve – cui bono?.   A vital 

component of his critical approach is historicization.  By historicizing structural 

conditions, the researcher becomes reflective on the processes of change, contingency 

and, importantly, how the prevailing order came about (Shouten, 2009).  As an exercise 
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in critical theory, in its conceptualization of consumer credit big data and its mechanisms 

of governance historically, the dissertation explicitly adopts this perspective in its 

approach.   

Rather than falling prey to what Gramsci refers to as ‘historical economism’ (the 

reduction of everything to technological and material interests), Cox develops a theory 

that takes into account the ideas, institutions and material capabilities (including 

technological capabilities and the equipment/wealth required to command them) that 

combine to form particular historical structures (Cox, 1993).  This ‘triangulation’ 

approach of accounting for ideas, institutions and material capabilities in critical theory 

exercises is presented as an alternative to problem-solving theory, or theory that ‘takes 

the world as it finds it’ (Cox, 1981). 

If we view the history of global capitalism as (re)producing vast inequalities between the 

rich and poor , it is possible that the global information society, of which the big data of 

consumer credit is a part, will produce a ‘computer generated caste system’ between the 

information rich and the information poor, continuing this trajectory (Curtis, 1988).  

Whilst Cox is concerned with how particular social forces operate in historical structures 

of power and production, this dissertation places the nature of private authority and 

public governance (particularly their relation to each other in terms of likenesses, 

tensions and contradictions) at the center of its analysis in order to tease out the interplay 

of the knowledge and financial structures and how this enriches our understanding of 

structural power.    
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Epistemologically, the dissertation takes a critical stance in that it pays attention to the 

ways in which knowledge is produced at particular historical moments.  It does not seek 

to uncover a universal truth; rather, the project remains true to Gramsci’s philosophy of 

praxis.  This approach understands that consciousness is full of contradictions, of which 

philosophers are themselves an element.  This element of contradiction is elevated to a 

principle of knowledge and, therefore, of action (Gramsci, 1971: 404-405).  As opposed 

to perpetuating the myth of objectivity in social sciences, this research acknowledges that 

it is situated within the contradictions of contemporary society and attempts to contribute 

to the formation of new ideas and practices.  Understanding knowledge as a social 

product, this doctoral project critically engages knowledge produced by various actors, 

institutions and political economists.  

Leaning on Cox, this dissertation seeks to highlight particular manifestations of the 

triangular interactions between material capabilities, ideas and institutions.  In particular, 

these interactions are investigated within dialectics, that is, contradictions, which become 

an entry point for understanding the nature of debt and credit-led accumulation through a 

study of big data and its governance.  For instance, as highlighted in Chapter Two, 

contradictions and points of disconnect exist in the three mainstream narratives 

concerning consumer credit big data.   

In the quality debate, big data is presented rhetorically as a neutral ‘thing’, ‘tool’ and 

‘knowledge form’ that is best guided by self-regulation, whilst it is simultaneously 

represented in a techno-utopian manner that announces it as ‘prophetic’, ‘revolutionary’ 

‘powerful’ and indicative of a ‘new era’.  Within the security narrative, the FTC 
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recommends that, in order to combat identity theft and make consumers more secure, 

credit bureaus and retailers should increase the amount of data collected about 

individuals (ignoring their susceptibility to data breaches, or that the increases of 

consumer data stockpiled by such entities gave rise to the spike in identity theft in the 

first place).  The privacy narrative encourages individuals to try and protect their privacy 

as a means of balancing the convenience of data-collecting services, inculcating a 

responsibilizing and individualizing discourse on the consumer in the face of increased 

privacy concerns over corporate and government collection of data.  In each of the three 

mainstream bodies of literature pertaining to consumer credit big data, the contradictions 

highlighted in Chapter Two provide salient entry points for teasing out the interactions 

between ideas, materials and institutions as heuristic devices for understanding these 

complex realities. 

The result of this exercise is producing a history of consumer credit big data that suggests 

that it has been a product of the interaction between political and social conceptions of 

the role of data (ideas), the character of the technologies used to produce, analyze, secure 

and disseminate it (material capabilities) and the legal constructions that have been 

created to govern it (institutions).  The history illustrated over the next four chapters 

disputes emergence of consumer credit big data as an inevitable technological advance, a 

rational means of ensuring consumers get the most accurate pricing for credit, or a 

scientific method of capturing unbanked and underbanked into new relations of debt and 

credit-financed consumption.  The approach also works well for an analysis of specific 

aspects of Strange’s structural power, an exercise that strengthens her claims and 

contributes theoretically to debates concerning the knowledge structure (May, 1996; 
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2010; Strange, 1996; Porter, 1999; Tooze, 2000; Amoore, 2002; de Goede, 2003; 

Langley, 2003) 

In particular, this approach underpins a clearer depiction of the modes of interaction 

between two of Strange’s overarching structures (finance and productive).   The original 

critique launched against Strange, referenced in Chapter Two, was that she narrowly 

viewed knowledge as a resource (May, 1996).  Strange’s response to this critique 

clarified that knowledge is not always structurally prior to the other three structures, but 

that other types of power are made more effective through the kind of knowledge sought 

and the means used to store and communicate it (Strange, 1996).  Porter used and 

elaborated on Strange’s theory in his investigation of how ‘new abstract knowledge is 

transformed into routine unquestioned practices which can then be taken as 

commonsense reality’ (1999: 138), arguing that the regulation of the international flow of 

knowledge is an important resource in the creation and maintenance of hegemony.  As a 

contribution to these debates, this dissertation shows how the creation, ownership, use, 

storage, communication and transfer of consumer credit big data is not solely an 

important resource (i.e. commodity) in neoliberal credit-led accumulation.  This 

dissertation sides with May (2010), who holds that to understand how structural power 

over knowledge reproduces social institutions, the links and exchanges between 

materiality and knowledge (that is, between the world and how we conceive of it) are of 

central importance.  Going beyond that, however, the arguments made here highlight 

apolitical and ahistorical narratives surrounding consumer credit big data function as 

legitimizing, depoliticizing signifiers that, ipso facto, confer power on those who collect 

and own consumer credit big data, lay claim to the technical expertise needed to decipher 
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it, and profess how best it is to be used and protected.  The result is creation and 

maintenance of hegemony in our present politico-economic system. 

This approach transcends purely economic treatments of consumer credit big data by 

revealing how it is inextricably linked to debt and the structural power of capital, and 

how its attendant regulatory structures work to ensure capital’s reproduction.  Using a 

historically grounded analysis, this project will provide a much-needed theorization of the 

politics of consumer credit big data using the inseparability of politics and economics as a 

starting assumption. This is in stark contrast to how consumer finance institutions, 

industry lobbyists, and politicians would have the public believe, as was presented in 

Section 2.2 of Chapter Two.   

The continued conceptual separation between politics and economics, evidenced in the 

common sense literature concerning the CCDI reviewed thus far, depoliticizes the 

economic sphere and forecloses any questioning of the ways economic reality and 

financial value are produced (Murphy and Tooze, 1991: 24).  Indeed, one of the enduring 

insights of Marxian theory is that the seemingly apolitical economic spaces generated by 

capitalism – within and across juridical states – are permeated by structured relations of 

social power deeply consequential for political life and, indeed, for the (re)production of 

social life as a whole (Rupert, 2003).  Understanding the nature of consumer credit big 

data as being both economic and political allows for answering the proposed research 

questions concerning its regulation and nature of its public authority/private governance 

frameworks in a way that speaks to structural power.   
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The dissertation develops a critique of the construction and institutionalization of 

governance schemas concerning the big data of consumer credit that, throughout, 

highlights and problematizes apolitical claims of those creating and influencing policy.  

How these apolitical portrayals of consumer credit big data and its attendant industry are 

understood and occur with regard to regulation offers an important theoretical 

contribution to the field of IPE.  Importantly, it speaks to debates concerning epistemic 

communities (Haas, 1992; van Waarden and Drahos, 2002), transnational policy 

communities (Tsingou, 2003; 2009) and regulatory capture (Baker, 2010; Helleiner and 

Porter, 2010; Lavelle, 2013).  Specifically, the research conducted here bespeaks 

apolitical representations as a vital aspect of successful capture by policy or epistemic 

communities.   

Regulatory capture refers to the inordinate influence and control over federal agencies by 

the industries they are meant to regulate (Lavelle, 2013), as a result of four mechanisms: 

lobbying, degree of political salience, institutional design or ‘revolving door’ between 

industry and government, and intellectual capture (Baker, 2010).  Regulatory capture is 

carried out by an industry’s attendant policy community, made up of expert actors that, 

transcending public/private distinctions, are at the helm of policy processes (Tsingou, 

2006).  Policy communities are understood as a variant of what Haas (1992) describes as 

epistemic communities: networks of professionals with recognized expertise and 

competence in a particular domain and an authoritative claim to policy-relevant 

knowledge within that domain or issue area.  Epistemic communities share the same 

culture, norms, values and symbols.   
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Using these established concepts, this dissertation adds to debates concerning regulatory 

capture, policy communities and expert knowledge by demonstrating that presenting or 

framing an industry or issue area as apolitical is a key element of successful capture that 

should not be overlooked.  The perceived apolitical nature of consumer credit markets, 

including consumer credit big data, is an important element of how private actors have 

and continue to acquire policy-making functions and achieve legitimacy, often on the 

basis of their expertise and economic strength.  As the consumer credit big data industry 

writes its own governance script, both domestically and transnationally, understanding 

the mechanisms that enable its authority to do so is significant. 

This study views the big data of consumer credit as more than just a resource.  Rather 

than studying simply who knows what about who, the project seeks to uncover why, 

within the current era of advanced neoliberal capitalism, certain truths are accepted as 

self-evident (i.e. the industry is best left to self-govern, companies are working in the 

interests of consumers, etc.), within the nexus of public authority and private governance.  

This line of questioning is undergirded by the bedrock research question of this project: 

cui bono? – it is not enough to ask who has power, but why they have it and how it is 

used to shape the political economy. In line with this dissertation’s presentation of 

common sense, why are industry-led, self-regulatory modes of governance widely 

accepted?  Moreover, what types of practices and/or discourses legitimize such 

scenarios?  Through a historical examination of ideas, materials and institutions, this 

dissertation contends that apolitical claims to expert technical knowledge perpetuated by 

consumer credit big data’s policy community play a significant role in the maintenance of 
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these types of hegemonic discourses that, in turn, confer power on consumer creditors 

over that of individual consumers.  

To deconstruct the governance of the consumer credit big data industry at the US and 

global level, this dissertation will work to uncover and undo these types of common sense 

claims underpinning each of the three key debates outlined in the literature reviewed in 

the previous section.  Moving beyond the common sense, apolitical approaches of 

looking at the quality, privacy and security of the consumer credit big data, particularly as 

these debates relate to questions of its governance, will serve as a primary undertaking of 

this research project.  Through careful interrogation of what these common sense debates 

serve to mask, obscure and render invisible, the dissertation will be able to more fully 

understand how consumer credit big data factors into the nature of public authority and 

private governance in the neoliberal era.  Furthermore, it is shown that we must 

understand the shifting nature of public authority and private governance with regard to 

the big data of consumer credit as beneficial to corporate capital, ultimately leveraging 

the power of consumer financial institutions over that of individual consumers as a means 

of ensuring the primacy of corporate interests and the reproduction of existing power 

relations within the consumer credit industry.  As a result, the dissertation provides a 

timely commentary on our contemporary era of neoliberal capitalism, and how this re-

articulation of ‘knowledge’ vis-à-vis structural power in the form of big data is central to 

understanding neoliberalism’s attendant governance schemas. 

Through its investigation of the governance of the big data of consumer credit, this 

dissertation will be adding to an impressive body of literature concerning private 
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authority and public governance (Cutler et. al, 1999; Brummer, 2012).  It has been shown 

that international cooperation by firms in the areas of rule-making, standards-setting, and 

organization of industrial sectors is not a temporary or limited phenomenon, but an 

exercise that leads to the acquisition of authority and a process through which we can see 

the emergence of private authority (Cutler et al., 1999: 4-5).  This project will help to 

incrementally advance the study of private authority as it is broadly understood 

analytically (how authority is structured, how it operates and how it recognized and 

distinguished from other elements) and normatively (understanding how authority is 

justified, who or what gives it legitimacy, and why the authority of someone is accepted 

as such) (Cutler et al., 1999; Braithewaite and Drahos, 2000; Sell, 2003; Brummer, 

2012).   

Following the private/public governance scholars, this project theorizes governance as a 

constellation of hard and soft laws that cannot be viewed as neutral or natural evolutions 

of society (Cutler, 2003), but integral features of the capitalist state.  Seen in this way, 

understanding consumer credit big data’s regulatory landscape is vital to understanding 

structural power and de-naturalizing the role of the state therein.   

Paying particular attention to the hallmark soft laws taking form with regard to consumer 

credit big data (i.e. Fair Information Principles and the OECD Privacy Framework, which 

are discussed in Chapter Seven) reveals two important ways that the present system of 

governance privileges corporate capital.  Firstly, soft law, while easier and less expensive 

to implement compared to hard law, is easier to breach by creative lawyering (identifying 

loopholes) and the private shaping of legal regulation (Glasbeek, 2002; Cutler, 2003; cf. 
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Soederberg, 2014).  Secondly, soft laws necessarily enhance the role of the powerful 

capitalists (expert individuals and epistemic communities) that create them (Porter, 2007; 

Picciotto, 2011; Brummer, 2012).  

Finally, an aspect that has been referenced in Chapter Two and remains implicitly front 

and center throughout the case studies is capital accumulation, particularly the nature and 

effects of credit-based accumulation.  As a feature of material capabilities of Cox’s 

approach, the processes resulting from the logics of capital, particularly credit-based 

accumulation strategies, have naturalized abusive and exploitative practices as necessary 

for growth in capitalist economies.  For example, extracting financial profit directly out 

of the income of workers and consumers, an action Lapavitsas (2009) terms financial 

expropriation or secondary exploitation (Soederberg, 2014).  Additionally, under the 

rubrics of ‘financial inclusion’ and ‘democratization of credit’ (Burton, 2008) lending to 

the poor has become a highly lucrative and rapidly expanding industry since the 1990s.  

The societal processes that normalize, discipline and naturalize the reality of pervasive 

debt have been theorized by Soederberg (2014) in her conceptualization of debtfare 

states.   

Debtfare states represent a geographically and historically specific mode of neoliberal 

governance that facilitates the expansion and intensification of credit-led accumulation 

through regulatory and rhetorical or discursive interventions. Specifically, debtfarism 

enables the growing reliance of workers on expensive forms of consumer credit to 

augment/or replace living and social wages. As such, debtfarism mirrors the wider 

neoliberal processes guided by a preference for market-led strategies of accumulation 
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such as deregulation, individualization (self-help) and responsibilization (Gill, 1995; 

Fine, 2002; Peck and Tickell, 2002).  Throughout this exploration of the consumer credit 

big data, the nature and root causes of inequality and consumer exploitation are 

considered, forming a core element of the main thesis.  Through an investigation of the 

structural power inherent both in and to consumer credit big data, this dissertation offers 

novel empirical examples of contemporary forms of consumer exploitation in the name of 

credit-based accumulation strategies. 

This section has shown how this study will itself help to advance the field of IPE by 

confronting existing theories of structural power and, in doing so, work to enhance our 

understanding of the interplay of knowledge and financial structures and the reproduction 

of capitalism.  Using a historical materialist lens and Susan Strange’s theorization of 

structural power as a point of departure, Chapters Three through Six develop a major 

critique of the governance of consumer credit big data that investigates the relationship 

between knowledge and financial structures (May, 1996; Porter, 1999; DeGoede, 2003; 

Amoore, 2003; Langley 2004); works toward the undoing of common sense found in the 

existing literature (Murphy and Tooze, 1991); speaks to the nature of public authority and 

private governance (Cutler et. al, 1999, Braithewaite and Drahos, 2000; Sell, 2003; 

Brummer, 2012; May, 2000); and, finally, bolsters existing theorizations of the role of the 

state in the reproduction of capital (Harvey, 2003).   

3.2 Method 

The qualitative historical methodology of this dissertation is closely integrated with the 

critical approaches that comprise my theoretical framework.   This section draws 
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distinctions between methodology, research strategy and method.  Methodology is 

understood as an analytical framework for approaching and understanding change (in this 

case, the study of structure and agency, incorporating ideational and material analysis) 

(Cox, 1981), research strategy is a choice of what is to be examined that illuminates the 

theoretical issues being studied (for this dissertation, it is a case study approach) (Hartley, 

2004), and method is understood a means of collecting data (in this case, qualitative 

content analysis) (Kohlbacher, 2006).  The dissertation explicitly adopts a 

methodological perspective that has the purpose Robert Cox suggests for critical theory.  

Using a qualitative case study research strategy, this project applies a unique theoretical 

framework to three cases of governance in consumer credit big data: the Fair Credit 

Reporting Act (FCRA), the Consumer Financial Protection Bureau (CFPB) and the 

transnational governance of the CCDI (including the OECD Privacy Framework, the EU-

US Privacy Shield and the Trans Pacific Partnership).  This approach interprets an event 

or text by applying known theory to new terrain, and allows for the continued 

development of the theoretical framework outlined above.  The case studies contained 

here are empirical inquiries where data collection and analysis are guided by the 

theoretical propositions expounded in Section 3.1.   

For case study research, theory development as a part of the research design phase is 

essential.  The theory of this dissertation was developed prior to the collection of case 

study data.  The case study research design of the dissertation was chosen because it is 

ideally suited to the exploration of issues in depth, and for following leads into new areas 

of new constructions of theory (Hartley, 2004: 328).  The dissertation relies on multiple 
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sources of evidence for the case studies, including documents, archival records and 

secondary-source interviews.  These sources are then organized around certain topics (the 

FCRA, CFPB and transnational governance), and a qualitative content analysis of the 

texts is conducted.   

This theory-guided investigation takes into account three aspects of qualitative content 

analysis: the content of text components, the latent structures of sense, and things that do 

not appear in the text (Ritsert, 1972: 19-31).  These aspects are arrived at using the 

analytical procedure of summary, which reduces the material in such a way as to preserve 

the essential content, creating a manageable corpus that still reflects the original material 

(Mayring, 2000).  As this dissertation endeavours to investigate three broad cases, as 

opposed to a single document, it is necessary to summarize the material and highlight 

three aspects defined above (content, structures and omissions) that prove most essential 

to theory development.  The analytical procedure of summary extracts relevant 

information from the text by the means of using a category system. 

The theory-based category system of the dissertation is as follows: content is deemed 

relevant insofar as it speaks broadly to the development of a consumer data policy 

community, the development of policy concerning consumer credit data, consumer data’s 

connection to capital accumulation, and understandings of consumer protection vis-à-vis 

consumer credit data.  This category system was derived deductively, wherein 

theoretically derived aspects of the analysis are brought into connection with the texts 

(Mayring, 2000: 13-15).   
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The goal of this method is not to provide rigorous or a comprehensive approach that 

completely grasps the complexity of the social situations and social data, nor is it to 

transform qualitative evidence into some sort of quantitative evidence.  Such a method is 

incommensurable with the critical epistemology, methodology and goals of the 

dissertation.  Rather, as governments, consumers, jurists and practitioners find themselves 

in a new nexus of law, technology and social processes when it comes to consumer credit 

big data, it is imperative to focus on the history, social actors, systems and structures 

pertaining to consumer credit big data.  A critical theoretical and epistemological 

approach informs this method which places a premium on uncovering the history of 

capabilities, institutions and ideas in order to show the ways in which the big data of 

consumer credit is not a ‘new’ phenomenon. 

The dissertation draws attention to four broad moments in the history of the governance 

of the big data of consumer credit. Though using personal details to inform decisions 

concerning consumer credit has origins as far back as creditor/debtor relationship 

reaches, it is only relatively recently that the wider implications of property in knowledge 

about consumers has become a site of potentially major contention.  The development of 

a comprehensive, overall history of the collection and use of personal data, as such an 

international history is beyond the scope of this study.  Instead, specific instances of 

governance as are explored as watershed moments in such a history. Each case seeks to 

link the governance schemas to ongoing relations of structural power, and, in doing so, 

identify the tensions, contradictions and nature of the private authority and public 

governance therein.   
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Within each case, text from primary documents is examined, including: the Fair Credit 

Reporting Act, Dodd-Frank Act, Senate Hearing transcripts, Federal Reserve reports, 

legal proceedings and judgments, OECD Privacy Framework, TPP and private industry 

meeting minutes.  Also explored are relevant secondary texts, namely media and think 

tank outputs, academic and policy literature, as well as statements and position papers 

produced by relevant lobby groups.  The combination of this literature allows for the 

contextualization of the history of consumer credit big data and its governance.  As the 

dissertation is interested in understanding the nature of power relations within credit-led 

accumulation strategies, examining the structures and language of these documents is 

instructive to understanding key issues and events leading up to various changes and 

developments in laws and governance. 

Concerned with mapping out a history of how consumer credit big data has been 

governed, and how it is presented to the public and consumers at large (including what 

narratives have reached the status of common sense), the textual analysis employed here 

is primarily focused on forward-facing documents.  Other means of data collection, i.e. 

interviews, were considered but ultimately ruled out due to the fact that diligent ‘on the 

ground’ research concerning the types of abuses and consumer experiences have been 

conducted elsewhere (Manzerolle and Smeltzer, 2010; Newman, 2011), and facts and 

figures showing what existing governance structures and narratives work to conceal are 

presented throughout (i.e. Federal Reserve reports).  For the purposes of addressing the 

research questions posed in this dissertation, a text-only analysis was chosen specifically 

as a critical but flexible tool for understanding the governance of consumer credit big 
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data, how relationships between public and private authority are mediated through it, and 

its perceived neutrality. 

In keeping with the theoretical guideposts of the project, each case is examined 

historically in order to reveal the power relations at play and to place this current 

‘moment’ of big data within the longue durée of capitalism.  The case studies seek to 

underscore the fact that the current era of big data is located at a particular nexus of 

historical forces – the development of law, technology, and ‘expert’ individuals – in 

effect, the result of particular histories and processes.  

To conclude, the theoretical approach expounded in this chapter can be labeled as a 

critical political economy that is based on a synthesis of historical materialist 

perspectives.  Namely, in the spirit of Cox’s approach, the dissertation focuses on 

contradictions as a guide to explanation.   By holding up concepts like ‘improved 

consumer choice’, ‘financial inclusion’, and ‘consumer protection’ against reality, we are 

able to focus on and deepen our understanding of power relations between different 

people and institutions in neoliberalism.  This theoretical approach expands on the 

materialist aspect of consumer credit big data, understanding it as a process imbued with 

social relations, not simply in terms of a ‘product’, ‘tool’ or ‘capacity’ of the knowledge 

structure of power that preconditions the financial variant of structural power, as held by 

Susan Strange (1988; 1996).  It is this aspect of the theoretical approach that constitutes a 

contribution to critical political economy debates concerning power, knowledge and 

finance (Strange, 1988; 1996; May, 1996; 2010; Porter, 1999; Tooze, 2000; Amoore, 

2002; de Goede, 2003; Langley, 2003).   
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This contribution can be summed up as a theorization of commodified consumer 

knowledge.  This theoretical contribution speaks to, and pushes forward, two important 

IPE arguments: Strange’s structural power (1996; 1998) and Soederberg’s debtfare state 

(2014).  First, the theorization of commodified consumer knowledge understands 

consumer credit big data as an element of knowledge structure that does not play a 

supporting role to the financial structure (as held by Strange), but as a vector of structural 

power that demonstrates the co-constitutive relationship between Strange’s knowledge 

and financial structures.  Furthermore, this theoretical contribution advances pioneering 

research on financial restructuring that has been conducted by others, namely: 

Soederberg’s theories concerning debtfare (2014) and Lapavitsas’ ideas pertaining to 

financialized capitalism (2009).  These theories are strengthened by the new empirical 

content presented in this dissertation concerning the new contours and character of the 

so-called poverty industry.  The theoretical contribution of this dissertation is novel, in its 

emphasis on the centrality of knowledge, in the form of consumer credit big data, in 

maintaining and perpetuating the types of processes examined by Soederberg and 

Lapavitsas.   

 

Finally, the empirical findings of this study pertaining to the regulative structures 

underpinning the consumer credit data industry contribute to theoretical debates 

concerning epistemic communities (Haas, 1992; van Waarden and Drahos, 2002), 

transnational policy communities (Tsingou, 2003; 2009) and regulatory capture (Baker, 

2010; Helleiner and Porter, 2010; Lavelle, 2013).  Specifically, the research conducted 
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here bespeaks apolitical representations, overlooked in the existing literature, as a vital 

aspect of successful capture by policy or epistemic communities.   

This dissertation now moves forward in synthesizing the empirical and theoretical 

contributions over the next four chapters.  
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Chapter Four 

The History of Knowledge Creation and Consumer Credit Big Data Regulation: 

The Case of the Fair Credit Reporting Act 

 
 
Introduction  

Drawing on the theoretical framework developed in the previous chapter, the aim here is 

to explain historically the emergence of the consumer credit big data industry through an 

in-depth investigation of the emergence of its primary regulatory vessel, the Fair Credit 

Reporting Act (FCRA) in 1971. In particular, the role of knowledge creation (the 

collection of consumer data), the character of the technologies using consumer data (big 

data analysis), and the legal construction of consumer credit big data industry 

(institutions) are examined. In so doing, the case study uses the interaction of ideas, 

materialism and institutions to make sense of the relations of power underpinning the 

historical emergence of the consumer credit data industry (CCDI). Through a historical 

materialist account of the FCRA - including its genesis, influences and repercussions – 

this dissertation argues that regulations are neither neutral nor occur in an apolitical and 

ahistorical vacuum.  Instead, these specific regulations are products of contestation that 

serve to facilitate the expansion of the consumer credit industry, which, in turn, supports 

the interests of powerful US financial corporations. 

 

This argument of this chapter addresses the dissertation’s guiding research questions by 

demonstrating that the CCDI does not constitute a new era, but must be understood as a 

natural extension of historical processes that benefit the interests of the consumer credit 
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industry. Furthermore, this industry is governed through a combination of hard and soft 

laws that represent the rhetorical and regulatory features of the neoliberal state and 

benefit the interests of companies that comprise the consumer finance industry.  The 

chapter demonstrates that private sector interests have been fully internalized into the 

policy process as a result of the policy community’s efforts concerning consumer credit 

big data, and that this aspect of governance relies upon the industry’s insistence that it is 

technical, apolitical and separate from the consumer finance industry.  Stressing that the 

industry is merely a marketing vehicle offering consumers better choice obfuscates the 

underlying relations of power upon which credit is built, making it difficult to discern the 

unequal and exploitative relations therein - or, more to the point:  apolitical and 

ahistorical portrayals of knowledge and power.  Consumers are portrayed as being 

afforded more power to make better decisions in the form of specifically tailored, 

targeted offers and advertisements for credit products and services.  Beneath this 

subterfuge used by the industry, consumers are having increasingly less say in what 

products they are shown, having their actions and data points speak for them in ways that 

are determined and scrutinized in secret by powerful corporations working for the 

consumer credit industry. Chapter Five moves on to discuss the portrayals of knowledge 

and power as it relates to big data policy communities. 

 

Seen from the above, this chapter allows us to limn the contours of a longer history of 

consumer credit data under capitalism, one that features both change and continuity.  In 

so doing, we can see how consumer credit data industry has long relied on the logic of 
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capital accumulation as the alibi for its transformation of social beings into valuated and 

commodified economic knowledge. 

 

Consumer credit big data’s shift from one structure16 of regulation to another has been 

patterned by periods of contestation reflected in the tensions between the right to privacy 

and the right to analyze and disseminate information for profit.  These tensions resulted 

in the making and remaking of consumer data regulation at particular moments.  As 

Robert Cox has pointed out,  

This developmental potential signifies a possible change of structure.  It 
can be grasped by understanding the contradictions and sources of conflict 
within existing structures; and this task may be aided by an understanding 
of how structural transformations have come about in the past.  Thus the 
determination of breaking points between successive structures – those 
points at which transformation take place – becomes a major problem of 
method.  (Cox, 1996: 54) 

 

Viewed from this above perspective, developments in the history of consumer credit big 

data are identified here as moments when the historical trajectory of consumer credit data 

had an impact on the role of knowledge creation and its attendant regulatory structures.  

This section suggests three key breaking points in the history of consumer credit and the 

use of consumer data: (I) the development of consumer credit data institutional 

organizations in the pre-legislative era (1840-1969), (II) the development of the FCRA 

and its implications (1970 – 1996), and (III) the impact of the ‘information age’ on the 

shape and form of FCRA regulatory efforts concerning the consumer credit big data 

industry (1996 – present).  As Cox suggests, by understanding the structural 

                                                
16 Robert Cox’s particular version of historical materialism understands structures and 
agency to emerge out of historical processes that frame, shape and promote or impede 
civilizational change (Cox, 2002) 
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transformations that have taken place in the past, we are better able to understand 

changes in the present.  As noted earlier, such a history of the political economy of the 

consumer credit data industry has never before been undertaken, this type of empirical 

investigation is of utmost importance in understanding the underlying sources propelling 

change in the consumer credit big data industry, especially as a precursor to 

understanding the present regulatory nature of consumer credit big data, which is 

discussed in Chapter Five. 

 

The chapter is organized into three main sections, each reflecting a critical epoch in the 

history of consumer credit big data and its regulation from year to year.  Section 4.1 

traces the history of the collection of consumer credit data from its earliest beginnings in 

1840s commercial credit reporting firms, describing the early development of the modern 

American consumer credit system between 1840 and 1940. Section 4.2 investigates the 

creation of the FCRA, while Section 4.3 covers its subsequent amendments.  Each of the 

three sections highlights critical moments of contestation between the rights of 

consumers and their creditors.  These moments are understood as leading to observed 

structural transformations in consumer credit data’s regulation.  As a result, the chapter 

achieves the first complete historicization of the industry and its primary regulatory 

apparatus.  
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4.1: Pre-legislative Collection of Consumer Data and Making the Modern Consumer 

Credit System 

 

While it may seem logical to imagine the history of big data as only reaching as far back 

as the invention of database computing in the 1960s, as this research project deals with 

consumer credit big data specifically, its history is irrevocably entwined with the 

development and material history of consumer credit in the US.  It is important to 

extricate our understanding of ‘data’ from a narrow understanding of information that is 

stored digitally, as this definition reinforces the notion that human-generated systems of 

knowledge are isolated from contexts and assumptions, and that they simply generate 

neutral ‘facts’ about consumers.  This conception of data as more than digitized patterns 

of binary numbers is important for illuminating the similarities between the earliest forms 

of consumer credit data brokers and the corporations of today – namely, that consumer 

data is aimed at determining the ‘goodness’ of credit consumers as prompt-paying 

customers, trustworthy and morally upright citizens, profitable target markets, and 

collectively as a vital force behind the growth of the 20th and 21st century American 

economy (Lauer, 2010). 

 

In the 1840s, commercial credit reporting firms established surveillance networks that 

identified, monitored and evaluated the credit standing of American business owners.  

Loans to business people spurred the modernization of credit reporting, with firms like 

Mercantile Agency and Commercial Agency created methods of analyzing and scoring 

credit in the ‘productive’ sector of the economy.  Their models served as inspiration to 
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consumer creditors from the mid-nineteenth century through to their professionalization 

in New York in the 1890s (Olegario, 2006; Madison, 1974; Hidy, 1939; Atherton, 1946). 

These firms created an alphanumeric system that converted information in borrowers’ 

reports into actionable financial facts.17  With this development, three pillars of modern 

credit reporting were in place: private-sector mass surveillance that made credit reports 

possible, bureaucratic information-sharing that made them widely available, and a rating 

system which made them actionable.   

 

Consumer credit data reporting did not become necessary until the late 19th century, when 

the growth of the department store and auto industry extended generous credit lines to 

Americans who, through the success of the labour movement, were working less and 

making more (Calder, 1999).  Until this point in history, personal, local knowledge was 

the only necessary condition for credit – a merchant’s personal knowledge and memory 

of each customer’s character and status determine the extension and restriction of credit, 

while social obligation and the threat of social censure was a powerful self-disciplining 

mechanism (Nugent, 1939).  With the advent of larger retail establishments, and the 

growth of consumer credit, retailers such as Macy’s became the main providers of credit 

(Bartlett et al., 1978).  Disorganized and fragile, nascent consumer information-sharing 

organizations began to spring up throughout the US in a variety of forms, including 

private agencies modeled directly on the commercial credit reporting firms, as well as 

                                                
17 Poststructural IPE scholars have deftly warned against taking financial ‘facts’, such as 
statistics and indices, as unproblematic or material starting points, and instead encourage 
investigation as to how these so-called facts have been historically developed to produce 
seemingly incontestable realities.  See de Goede, 2003. 
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offshoots of collections and detective agencies.  These organizations relied on records 

produced by merchants and retailers.18 

 

The history of commercial credit reporting is well preserved in the R.G. Dun Archive at 

Harvard’s Baker Business Library, but the early development of consumer credit 

reporting is difficult to reconstruct, as the first operations did not produce any sort of 

institutional documentation.  One similarity between the earliest forms of commercial and 

consumer credit reporting industry that can be proven, however, was the emphasis on 

confidentiality and the barriers it presented to consumer data collection.  Both 

commercial merchants and, later, early consumer creditors (including grocers, butchers, 

installment dealers and department stores) relied on the privacy of their ledgers for 

productive and consumptive credit information, respectively.   

 

Archival evidence showing this private/public divide regarding accounting methods 

reaches as far back as the fourteenth century (Mellis, 1588; cf. Poovey, 1998).  While a 

merchant’s double-entry ledger books (characterized by debits on the left and credits on 

the right) were made public as principal indexes to a merchant’s honesty, their inventory 

and journal (tracking ships that had not yet returned, or products that were not yet in-

house) were strictly limited-access.  Inventories were kept secret as it was ‘commonly 

accepted that no man should know another’s estate’, although the journal was private 

because circumspection about the current status of a company’s transactions, or that the 

company might not actually possess the money it was theoretically worth as represented 

                                                
18 Examples of these records can be found in archival records of W & A Bacon, 1854-
1869, Mss: 776, H427, Historical Collections, Baker Library, Harvard Business School. 
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in the ledger, was as essential to establishing credibility and creditworthiness as the 

appearance of honesty (Poovey, 1998: 59). Early commercial credit reporting firms 

frequently had to deal with charges of espionage in their collection of data (see Dunbar 

and Tappan, 1846), and early consumer credit data collectors struggled to persuade 

businesses and merchants to participate cooperatively by providing information on 

customers stored in their confidential records (Lauer, 2010).   

 

This struggle is characterized as the first critical instance of contestation between a 

consumer’s right to privacy and the rights of businesses to collect, analyze and 

disseminate information about consumers.  With the dynamic between private and public 

access to consumer credit information now formed, we will see that as historical 

processes concerning consumer credit continued to unfold, the regulation of this 

relationship ultimately leveraged the power of consumer financial institutions over that of 

individual consumers. 

 

This contestation was smoothed over primarily through the creation of the first 

institutional component of consumer credit data.  The Retail Credit Men’s National 

Association (renamed National Retail Credit Association in 1927) formed in the 1910s, 

and was the first cooperative credit reporting organization comprised of consumer credit 

managers, many of whom had worked for department stores.  The secretary of the 

institution stated that their purpose was to 

 
bring together the retail credit grantors of the country, large and small, to 
organize and educate the retail credit man in the possibilities of his job and 
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in the development of his position.  We hope to make the retail credit 
granters of the country professional credit men.  (Woodlock, 1925: 60) 

 

The professionalization and institutionalization of consumer credit data collectors was 

perceived by the public to be linked to the acquisition of scientific knowledge and skilled 

training, laying the foundation stones for the supposed neutrality and superiority of 

consumer credit knowledge systems (Gamlen, 1926; Guernsey, 1932).  Although now 

cloaked in algorithmic objectivity19, the raison d’etre of consumer credit big data 

collectors and brokers of today remains the same as the handwritten ledgers of the 

consumer credit reporting firms of the 1800s – to determine the character of potential 

debtors.  The new perception of consumer credit data collectors as scientific and skilled 

analysts proffered by the National Retail Credit Association (NRCA) helped to rectify the 

resistance of individual merchants to divulge the accounting information found in their 

personal business records. 

 

During the inter-war period (1918-1927), the newly formed institution of consumer credit 

data brokers, the Retail Credit Men’s Association, undertook media blitzes.  These public 

relations campaigns urged Americans to ‘treat their credit as a sacred trust’; characterized 

good credit as a ‘magic want’ and warned that the ‘prompt payment of bills prevents Q.C. 

(questionable credit) (Phelps, 1938; cf. Jeacle and Walsh, 2002).  These media 

                                                
19 Following the passage of the 1974 Equal Credit Opportunity Act (ECOA), which 
prohibited discrimination based on race, religion, nationality, sex, marital status or age, 
lenders sought openly less ‘judgmental’ techniques of credit evaluation.  The ECOA 
spurred a quantitative turn in the industry, an era of statistical and behavioural modeling 
that used so-called forensic approaches for calculating default risk and erase appearance 
of subjective bias and discrimination.  This shift gave credit scoring an outward 
appearance of objectivity, with data points taking the place of qualitative characteristics 
and the industry insisting that scores are objective, mathematical and impersonal.  
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campaigns, in tandem with the growth of consumer credit during this time period, were 

highly successful.  Changing their name to National Retail Credit Association, this 

institutional arm of the consumer credit data collectors and analysts projected itself as the 

driving force in the creation of the creditworthy character.   

 

Vital to determining a consumer’s creditworthiness were the robust systems of records 

and methods of examination required to ‘grade’ the customers.  This type of knowledge 

was perceived to produce ‘scientific’, ‘logical’ and ‘neutral’ facts, with consumer credit 

data collectors arguing that: 

 
The fundamental principle of a scientific Credit Business is the use of 
written methods against memory methods.  Scientific as against hunch 
methods is the laying out of a program of conduct based upon logical 
policies so understood by all concerned that in the absence of the directing 
head the plan may be carried out to a successful conclusion.  (Gayton, 
1929: 148) 

 

These systems and methods were developed and disseminated via the institutionalization 

of consumer credit data collectors and brokers.  This period has been characterized as an 

era where writing replaced the memory of the merchant – local knowledge was still at the 

forefront, but rigorous tracking and analysis of a consumer’s credits and debts began to 

take hold alongside the flourishing consumer credit market (Jeacle and Walsh, 2002).  

New technologies and systems flourished, such as the Kardex Index System which used 

colored signals to flag remittances, and Lamson Store Systems that employed a centrally 

controlled organizer for cash and charge slips (Jeacle and Walsh, 2002).  Those collecting 

consumer credit information made these systems out to be objective and technologically 



 93 

sophisticated compared to the face-to-face and more personal methods of defining and 

determining creditworthiness it sought to replace.   

 

This era of technological change can undoubtedly be understood as a seismic shift in 

what Strange has described as the knowledge structure.  Strange describes the knowledge 

structure as having two components: ideational and material (Strange, 1996).  The first 

ideational component is comprised of the subjective perceptions in the belief system and 

prevailing value-preferences, in this case, the media campaign that professional ‘credit 

men’ and their superior scientific written methods are to be trusted. The second material 

component is the practical mechanisms and institutions through which prevailing beliefs 

and knowledge are acquired, stored and communicated.  Here, the new technologies and 

systems for capturing, storing and assigning scores represent the material component of 

the knowledge structure shift.   

 

Strange argued that technological change, more than anything else, has driven change in 

structures of power (Stopford and Strange, 1991).  The same can be said of this particular 

era of consumer credit data industry history, as the new technologies and ensuing media 

campaign helped to usher in the consumer credit boom of the 1920s, an era that 

commentators of that period found phenomenal: 

In the present generation America is discovering mass finance…The 
working masses of the world’s population – the men and women who 
streamed into factories and shops in the morning and out again at night – 
have been thought of in the past primarily as producers.  Today they are 
being visualized more as consumers: as business men or women in their 
own right…With this discovery has come a realization that the masses, 
like other business concerns, need credit.  (Clark, 1930) 
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With the consumer credit data institution in place to perfect practices for collecting, 

sharing and codifying information on retail debtors, the American ‘credit system’ evolved 

into a full-fledged national credit economy.  The scope of consumer credit data moved 

beyond providing consumer information only to retailers, growing to sell consumer data 

to public utilities companies, personal finance companies and the Federal Housing 

Administration.  In order to participate in the consumer credit economy, individuals now 

had to enter into a system of disciplinary surveillance via consumer data collection.   

 

By 1940, the NRCA had established a nation-wide network comprised of more than 1400 

credit bureaus, which collectively maintained records for more than sixty million 

Americans.20  The collection and analysis of consumer credit data, over the course of fifty 

years, had transformed from a face-to-face exchange based on local knowledge, memory 

and personal relationships into an institutionalized, somewhat-standardized, indispensible 

vector of a booming consumer credit economy.  The institutionalization of the consumer 

credit information industry through the association of industry professionals continued to 

flourish through the twentieth century (see Table 3.1). 

 

 

 

 

 

 

                                                
20 For more information on the history of consumer credit prior to 1940, see Calder, 
1999; Horowitz, 1985; Olney, 1991; Leach, 1993. 
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Table 4.1 

Membership in the Credit Bureau Association 

 
Year Number of Members Organization 
1906 6 National Association of 

Retail Credit Agencies 

1915 
120 National Association of 

Retail Credit Agencies 

1918 
250 Retail Credit Men’s 

National Association 

1925 
580 Retail Credit Men’s 

National Association 

1926 
618 Retail Credit Men’s 

National Association 

1930 
1058 National Retail Credit 

Association 

1936 
1200 National Consumer Credit 

Reporting Corporation 

1940 
1350 ACB of America, Inc., 

Credit Bureau Division 

1946 
1326 ACB of America, Inc., 

Credit Bureau Division 

1950 
1528 ACB of America, Inc., 

Credit Bureau Division 

1955 
1786 ACB of America, Inc., 

Credit Bureau Division 

1960 
1947 ACB of America, Inc., 

Credit Reporting Division 

1965 
2038 ACB of America, In., 

Credit Bureau Division 

1970 
2071 ACB of America, In., 

Credit Bureau Division 

1975 
1993 ACB of America, In., 

Credit Bureau Division 

1980 
1911 ACB of America, In., 

Credit Bureau Division 
 

Source: Associated Credit Bureaus, 1981 in Jentzsch, 2007: 231  
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Seen from the above perspective, the first period of contestation was rectified by the 

institutionalization of consumer credit data collectors in two ways.  First, the founding of 

an institutional arm of consumer credit data collectors who rebranded themselves agents 

of ‘espionage’ into professionals with scientific knowledge and superiority.  Second, 

through its media campaigns, the institutionalization of consumer credit data helped to 

shape and grow the consumer credit movement, encouraging Americans to embrace the 

collection of their data and make strides toward creating and maintaining their 

creditworthiness.  A thorough discussion of the creation of the NCRA and its relation to 

‘expert communities’ in governance literature will be undertaken in Chapter Five.  For 

now, it is important to turn our attention to the second key phase in the emergence of the 

Fair Credit Reporting Act in order to continue our historical materialist investigation of 

the governance of consumer credit big data. 

 

4.2:  The Development of the Fair Credit Reporting Act 

 

What is characterized here as the second major period of contestation in the history of 

consumer credit data collection came as a result of two developments in the 1960s: (1) 

enhanced public awareness of the consumer credit data industry’s questionable collection 

and dissemination practices and (2) the computerization of records.  This section will 

review these causes, as well as the resulting institutional and regulatory responses.  It is 

argued that ultimately, despite speaking the language of consumer protection, state and 

corporate regulatory response to these concerns protected the interests of the consumer 

credit industry and the continued accumulation of capital over that of individual 
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consumers. The state actively facilitated the continuation of the CCDI’s activities through 

the formulation of regulation that permitted the industry to be steered by private modes of 

governance. 

 

While early pioneers of the consumer credit data sector mostly fizzled and dissipated, few 

did have a lasting impact. One such example is Atlanta’s Retail Credit Company (RCC), 

now known as Equifax, which developed files on millions of Americans between 1899 

and 1959.  Not unlike the consumer credit big data companies of today, the RCC 

compiled data about consumers’ social, political and sexual lives in addition to base 

credit information21.  Low-wage, typically young workers collected this information from 

interviews conducted with consumers’ neighbours, co-workers, etc. More than a simple 

credit summary compiled using payment histories and calculating an individual’s 

financial means, the RCC gathered this type of personal information in efforts to capture 

the ‘type’ of consumer an individual is likely to be, by which is meant attaching 

numeracy with personhood in order to predict what form of credit is best suited to the 

consumer (i.e. prime, sub-prime). 

                                                
21 In a Wall Street Journal interview with an employee of Retail Credit Company 
describes the procedure of collecting information about a man suspected of an 
extramarital affair: ‘You go to a neighbor and establish rapport.  Then you ask, ‘What’s 
your opinion of X’s home life; how do you think of him as a family man?’  This will 
usually elicit some hint – through the expression on their faces or the way they answer.  
Then you start digging.  You press them as far as they can go, and if they become 
recalcitrant, you go somewhere else.  If you go to enough people, you get it.’  On 
uncovering information related to sexuality, the employee states: ‘Homosexuality is one 
of the most difficult things to determine.  If you have a sixth sense that something is 
wrong, you dig.  The tipoff is their mode of living, their circle of friends and the 
organizations they belong to…We won’t say he’s a homosexual.  We’ll report, for 
example, that certain people feel he has homosexual tendencies.’  (Wall Street Journal, 
1968) 
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At this point in history, the CCDI, which was still ostensibly self-regulating (Chapter 

Five will interrogate this the conception of the industry’s private rule-making and its 

apparent isolation from state authority), also came under fire for their methods of 

analysis.  The companies instated requirements that the investigators it hired fill quotas of 

negative information on data subjects, leading some investigators to fabricate negative or 

incomplete information.  This negative information was not kept to the strictly financial – 

i.e. unpaid debts or late payments, but included ‘lifestyle’ information on consumers’ 

sexual orientation, drinking habits, cleanliness, etc.  There were no requirements for 

consumer credit data companies to expunge outdated or incorrect information, and no 

rules prohibiting companies from selling these profiles to unauthorized persons or law 

enforcement.  Consumers also had no right to see what was in their files.  Public exposure 

of the industry’s practices brought consumer credit data collectors and analysts under 

fire.  Adding fuel to the flames, when the RCC and other major companies announced 

plans to computerize its records, there was a public outcry by consumers that felt their 

privacy threatened by the digitization of their credit data. 

 

Privacy advocate, Alan Westin, declared in a New York Times article that ‘Almost 

inevitably, transferring information from a manual file onto a computer triggers a threat 

to civil liberties, to privacy, to a man’s very humanity because access is so simple’ 

(Reeds, 1968).  The Wall Street Journal, in that same year, reported on the up and 

coming technology: 
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Eventually any of the Associated Credit Bureau’s 110 million files will be 
available to local bureaus at the touch of a button.  ACB, working with 
International Business Machines Corp., and the Dallas and Houston credit 
bureaus, is designing a computerized system that it expects to become 
nationwide in time.  A central switching system will connect computers at 
all local bureaus.  (Wall Street Journal, 1968) 

 

US Congress heard extensive testimony during the late 1960s on the unfair and abusive 

information practices that the voluntary and self-regulatory guidelines of the consumer 

credit data industry failed to address.  These congressional hearings were the result of 

consumer concern over the practices of the credit scoring industry, which citizens and 

privacy advocates publicized in popular media outlets like the New York Times (Trainor, 

2015).  The result of the congressional inquiry was the recognition that fair information 

practices were essential for the growth of the consumer credit market, and the enactment 

of the Fair Credit Reporting Act in 1971.  The effect of the FCRA was akin to the 

development of the NCRA in that it helped to revamp the image of the consumer credit 

data industry as a trustworthy industry.  This portrayal of the CCDI, undergirded by 

consumer belief in its ethics and objectivity, was key to the continued growth of 

consumer credit in the US.  The CCDI had become a vital component of this particular 

vector of capital accumulation.  As discussed in Chapter Two, state efforts in the form of 

hard law became necessary to smooth over the tension between consumer privacy and the 

priority of ensuring continued capital accumulation.  Maintaining the activities of 

consumer data collection, analysis and dissemination became necessary to ensure its 

survival and growth. 
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Thus begins the formal legislative history of consumer credit data.  Due to contestation 

over the practices of the consumer credit data industry and the ideas guiding them, as 

well as the new material capabilities in the development of technologies for collecting 

and dissemination of data, institutional change in terms of the mode of governance 

resulted.   Central to the argument of this project, the emergence of formal state 

regulation cannot be viewed as a neutral or natural evolution, but as an integral feature of 

the capitalist state.  Rather than adhering to the commonly held notion that the Fair Credit 

Reporting Act is a comprehensive consumer protection statute, it is argued below that this 

particular piece of regulation enhanced the role of the consumer credit data industry, 

privileging private capital and bolstering the integral features of the capitalist state. 

 

According to the archives of the Federal Trade Commission (FTC), the FCRA’s stated 

purpose is twofold: to ensure the continued growth of the consumer credit market, and to 

address concerns of consumers pertaining to inaccurate or obsolete information contained 

in a report which is used as a factor in determining an individual’s eligibility for credit, 

insurance or employment.  The ordering of these objectives is telling.  Under the guise of 

consumer protection, the FCRA facilitated the building of ‘the most robust credit 

information system in the world…making the United States the world leader in the 

development of competitive consumer and mortgage credit markets’ (Staten and Cate, 

2003). 

 

As the first regulatory framework to be imposed on the consumer credit data industry, the 

FCRA was a response to the many instances of people who had been rendered virtually 
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unemployable or who had been refused credit on the basis of inaccurate or damaging 

reports.  At this time in the US political economy, labour market rigidities, intensified the 

high numbers of baby boomers entering the labour market, lead the US to have the high 

levels of unemployment and indebtedness (Nickell et. al, 2005).  Until the FCRA was 

passed in 1971, the consumer reporting industry operated almost entirely outside the 

lawful scrutiny of the state or federal regulators.  The FCRA is held to have created the 

most robust consumer credit information system in the world. Touted as consumer 

protection legislation, the FCRA sets out to regulate a vast network of consumer 

reporting agencies, defined in the Act as: 

 
Any person which, for monetary fees, dues or on a cooperative non-profit 
basis, regularly engages in whole or in part in the practice of assembling 
or evaluating consumer credit information or other information on 
consumers for the purposes of furnishing consumer reports to third parties, 
and which uses any means or facility of interstate commerce for the 
purpose of preparing or furnishing consumer reports.  (FCRA, 1971.  Sec. 
1681a) 

 

An important caveat is worth underscoring here.  Up until this point in the chapter, the 

term consumer credit data industry has been used to refer to the practices of collecting, 

analyzing and disseminating information about consumers in order to make decisions 

pertaining to the extension of credit.  This umbrella-use of the term was intentional, as 

until this time in history, the consumer credit data industry and the consumer credit 

reporting industry were one in the same.  With the implementation of the FCRA, the state 

created a discursive delineation between the now-legally defined credit rating agencies 

(CRAs) and all other types of consumer credit data enterprises.  This is a watershed 

moment in the history of governance over the consumer credit big data industry, as the 



 102 

formal regulation of CRAs through the FCRA effectually created a regulation-free zone 

in which the consumer credit big data industry could operate within.  Unfettered by the 

legal distinction of being a CRA, consumer data broker companies, often offshoots of 

traditional CRAs, began their recondite growth.   

 

The 1971 FCRA represents a fork in the road, where regulatory supervision of consumer 

credit reporting agencies went one way and the consumer credit data industry another.  

While the consumer reporting agency would continually defend its actions to the FTC 

and go through several more rounds of tightening regulations over the next forty years 

(significant amendments were made to the FCRA in 2003, and CRAs were also meant to 

respond to new privacy and disclosure rules made in the GLBA), the consumer credit 

data industry was able to grow within a regulatory vacuum upheld by the state.   

 

The FCRA imposes duties that create significant costs for CRAs.  For example, it 

requires CRAs to set up toll-free numbers, provide consumers with a free credit report 

annually, provide consumers with all the information they sell, affords consumers the 

right to dispute errors and correct inaccuracies, and extends consumers the right to know 

what parties the CRAs sell their information to.  The costs for CRA compliance with the 

FCRA are significant.  There is huge incentive for companies selling new and previously 

unvetted consumer data products to categorize them as outside the reach of the FCRA.  It 

is in the interests of consumer reporting agencies and data brokers to create products that 

are ‘under the radar’ or ‘off the books’ of the FCRA, shielded from regulation and 
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consumer scrutiny.  The industry maintains a firm recalcitrance when it comes to 

defending this position (Francis, 2012). 

 

Chapter Two of this dissertation provided examples of how consumer credit data is used 

to target specific segments of the population with offers of credit.  There is a well-

developed line of cases where courts interpreting the FCRA have held that if a data 

product originates from a consumer report database, the product remains protected by the 

FCRA22, but for consumer data broker companies selling near-identical products in the 

same market, no actionable regulations exist. As Cutler (2003) theorizes, private 

corporate authority like the type exercised in the CCDI (explored further in Section 4.2) 

serves to isolate and insulate certain sectors from public scrutiny and review.   We must 

understand the state as wholly complicit in in these structural and institutional changes. 

 

Courts have interpreted the responsibilities of data brokers under the FCRA’s accuracy 

provisions to be so minimal that plaintiffs rarely prevail in such suits.  It has been noted 

by legal scholars that courts have often interpreted the FCRA with far too much 

deference to the industry’s interests (De Armond, 2007; Wayne, 2012).  In fact, some 

                                                
22 245 F.3d 809 (D.C. Cir. 2001), cert. denied, 536 U.S. 915 (2002); Bakker v. McKinnon, 
152 F.3d 1007, 1012 (8th Cir. 1998) (‘even if report is used or expected to be used for 
non-consumer purpose, it may still fall within definition of consumer report if it contains 
information that was originally collected by consumer reporting agency with expectation 
that it would be used for consumer purpose’); Ippolito v. WNS, Inc., 864 F.2d 440, 453 
(7th Cir. 1988) (‘even if a report is used or expected to be used for a non-consumer 
purpose, it may still fall within the definition of a consumer report if it contains 
information that was originally collected by a consumer reporting agency with the 
expectation that it would be used for a consumer purpose’); Rice v Montgomery Ward & 
Co., 450 F. Supp. 668 (M.D.N.C. 1978). 
 



 104 

FTC enforcement actions have actually resulted in precedents that benefited credit 

bureaus engaging in target-marketing business, such as allowing companies to extract 

consumer-identifying information or ‘header information’ from the top of a credit report 

in order to exploit it commercially (Smith, 2000: 328). This may be seen as a reflection of 

the power of the CCDI, showing that its leadership in the areas of self-regulation, 

standards-setting and industry organization has lead to the acquisition of private authority 

that must be theorized as integral features of the capitalist state.  The court, as an 

institutional arm of the state, has continued to privilege corporate capital.  We must not 

view these types of actions as natural or expected, but as enhancing the role of the 

industry and adding to its power. 

 

When it comes to the consumer credit big data industry, the FCRA, as the main legal 

scheme regulating the aggregation and reporting of personal financial information, has 

failed to maintain the integrity of that information, to respond to its impact on consumers, 

and take meaningful steps towards regulation of the industry.  As the only federal statute 

even tangentially related to consumer credit data brokers, it has proven time and again 

that it is an inefficient vehicle for keeping the industry in check.  To be fair, when the 

FCRA was drafted in 1970, the Internet had not yet been invented.  Members of Congress 

at that time had no way of anticipating how technology would take shape in the decades 

that followed.  However, even with rounds of amendments (discussed in the following 

section), the FCRA still does not necessarily apply to consumer credit big data brokers, 

allowing for the unfettered growth of the industry and the consumer credit market it 

supports. 
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The CRAs remained in the consumer data business (sometimes dubbed ‘individual 

reference providers’ or ‘information resellers’) through their subsidiary companies – 

namely Experian’s Information Solutions Inc., TransUnion’s Performance Data and 

Equifax’s ChoicePoint (now a part of Reed Elsevier).  TransUnion also has a close 

relationship with Acxiom, and is one of its largest stakeholders dating back to 1992.  

Acxiom was ‘intricately involved in the operation of TransUnion’s target marketing 

business’, and substantially profited from the sale and disclosure of consumer’s private 

credit data (Trans Union Privacy Litigation, 2002: 2). These subsidiaries collect and 

analyze consumer data to create a ‘consumer score’.  Based on as many as 1000 data 

points, consumer scores are based on demographic info and past behaviours to predict 

what consumers will do in the future.  These scores are sold to companies (including 

banks, retailers, FinTech companies and payday lenders) who use them to decide which 

customers will receive specialized offers, how to target advertising to specific consumer 

tastes, where to set up store fronts, etc. (FTC, 2013; GAO, 2013).  These alternative 

scoring models, gleaned from big data available via Twitter, Facebook, search engines, 

click tracking, browsing history, emails, and so forth, are built outside of a formal credit 

bureau file, and do not fall under the narrow protections offered by the FCRA23.   

 

The structure of the industry and the regulatory space in which is operates is imperative 

for understanding the relationships between public authority and private governance 

mechanisms in the link between consumer credit big data and the consumer finance 

                                                
23 15 U.S.C. 1681 § et seq.; 15 U.S.C. 1692 et seq.  
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industry.  The knowledge structure of the consumer data industry, through its practices of 

collection, analysis and dissemination of consumer scores, has become a driving force of 

the consumer finance sector.  The knowledge structure of the CCDI affords power to 

those with control over access to credit, and this structural power is reinforced and made 

more effective through control over the kind of knowledge sought and the means used to 

store and communicate it.  This aspect of structural power is starkly juxtaposed with the 

‘common sense’ cultural portrayals of consumer scoring – namely the notion that it is the 

responsibility of each consumer to carefully cultivate, grow and safeguard their scores.  

This particular reckoning leaves silent questions of corporate power, private authority and 

logics of capital accumulation that drive the operation and growth of the CCDI. 

 

In sum, consumer outrage, manifested in the pressure on public officials to undertake 

congressional inquiries over the collection and analytical tactics used by the consumer 

credit data industry in the 1960s (ideas), alongside mounting technological change in the 

form of computerization of records (materials), lead to institutional change in the form of 

the FCRA.  Resplendent in the language of consumer protection, this piece of legislation 

represents a watershed moment in the history of consumer credit big data as it created a 

space for the consumer credit data broker industry to flourish in an extra-legal realm.  

Returning to the bedrock research question of this project: cui bono? – it is not enough to 

ask who has power, but why they have it and how it is used to shape the political 

economy.  We have seen in this particular chapter of CCDI history that the development 

of the FCRA offered only narrow consumer protections and allowed for the continued 

acquisition of private authority by consumer credit data brokers.  In what follows, we will 
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see that this trend continued and in many ways intensified in subsequent rounds of 

amendments to the Act. 

 

4.3:  Governance in Flux - 1996 and 2003 FCRA Amendments 

 

As introduced in the previous section, the FCRA has undergone two major reforms since 

its inception in 1971. These reforms are characterized as the result of a third major period 

of contention in the struggle between the consumer and the consumer credit big data 

industry.  This struggle was predominantly linked to continued technological 

advancement and the more widespread use of consumer credit scores (namely within the 

mortgage industry), and it is here we see the embryonic stages of ‘big data’ and its 

influence on consumer credit.  Although the reforms only directly addressed CRAs and 

consumer credit reports proper, it is important to understand how these reforms 

contributed to the growth of the consumer credit big data industry and its relationship 

with the formal credit reporting companies.  

 

The nature of these reforms, moreover, provide a foreshadow for how we might expect 

the US to deal with mounting public concern over the actions of consumer credit big data 

companies.  Namely, what were ostensibly viewed as consumer protection actions put in 

place in 1996 and 2003 were, in truth, predominantly responsibilizing and self-

disciplinary measures that benefited the CCDI.  Although it is important to make sense of 

these amendments in light of the neoliberal era in which they were launched, it is 

important to keep in mind the argument of this chapter.  Namely, that consumer credit big 
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data is not a transhistorical subject, meaning that it does not transcend traditional 

historical boundaries nor does it stand outside of history as an unconnected phenomenon.  

Instead, the CCDI must be understood a continuation of the debates, struggles and 

institutional transformations that have been ongoing since the late 1800s. 

 

The Consumer Credit Reporting Reform Act (CCRRA) of 1996 was a round of reforms 

that, in many ways, outrightly favoured the interests of the consumer credit data broker 

industry by creating significant exceptions to the definition of a consumer report.  Passed 

quietly as part of an omnibus appropriations bill during the last session of Congress, the 

CCRRA was buried deep within a regulatory reform package that banks and their 

supporters pushed through the last congressional session (Swire, 1996).  The CCRRA 

included provisions that allowed affiliate sharing of credit reports and limited preemption 

of stronger state laws on credit.  Of most interest here was the expansion of the new 

affiliate sharing of credit reports, which expanded the ability of entities within a holding 

company to share transactional information.   

 

Previously, there was concern that an entity releasing information to an affiliate might be 

making a credit report as it is defined in the FCRA.  The CCRRA allowed financial 

entities24 (i.e. banks) to share any customer information (including customer’s 

transactions records) with an affiliate without triggering the rules governing consumer 

credit reports, provided that the information shared was derived from a bank’s direct 

                                                
24 The use of the term ‘financial entities’ reconfirmed the necessity of CCDIs to self-
identify as outside the definition of financial, thereby omitting themselves from the 
authority of the FCRA.   
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experience with the consumer. The consumer is supposed to be offered a clear 

opportunity to opt out of having information shared, and when an adverse decision based 

on information provided by an affiliate occurs, consumers have sixty days to request from 

the affiliate the nature of the information upon which the adverse action was based.   

 

The new rule allowed for substantial gains, as holding companies gained the ability to 

place data processing operations where they wish, without the risk of sharing information 

among affiliates that would be considered a ‘consumer report’ susceptible to FCRA 

regulation.  Corporate affiliates may freely exchange their own experience information 

without it being considered a consumer report, and they may even exchange other 

information if they tell their customers clearly and conspicuously in advance that they 

might do this and their customers do not object (Sections 603(d)(2)(A)(ii) and 

603(d)(2)(A)(iii)).  Unsurprisingly, studies have concluded that consumer credit big data 

brokers engage in deceptive business practices when it comes to presenting their position 

vis-à-vis the FCRA in their privacy disclaimers (Kirshnamurthy et al, 2011; Whipple, 

2013).  

 

The push for new affiliate-sharing rules was largely an industry response to technological 

changes, namely the rapid deployment of the Internet during these years.  Wanting to take 

full advantage of the technological advancements, affiliate sharing allows corporations to 

seamlessly offer financial products to their customers, and share information among 

different affiliates of a company without restriction.  This has lead to ‘black box 

databases’, where affiliated businesses now share information in order to develop and use 
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their own internal credit scores, as consumer credit company Citigroup revealed before 

the US Senate Banking Committee in June 2003 (US Congress, 2003: 26905).   

 

Bolstered by information purchased from consumer data brokers, affiliated consumer 

credit companies share their own transactional data to create ‘insider scores’, supplanting 

the need for a formal credit report and its attendant regulations.  The affiliate sharing 

rules in the CCRRA effectively circumvent the ‘consumer protection’ measures of an 

individual’s right to a free copy of their credit report.  Affiliate sharing, consumer credit 

big data and insider scoring have lead to the creation of ‘underground’ consumer scoring 

and unregulated databases that do not comport with fair information practices. 

 

Also important for our purposes is Section 603 (w) of the amended FCRA, which 

provided a clear definition of a ‘specialty consumer reporting agency’.  One would hope 

that consumer data brokers, i.e. Acxiom, PeekYou or Equifax’s affiliate IXI would fall 

under this categorization and therefore be subject to FCRA regulation.  603(w) defined 

nationwide specialty consumer reporting agencies as: 

Nationwide specialty consumer reporting agency.—The term ‘nationwide 
specialty consumer reporting agency’ means a consumer reporting agency 
that compiles and maintains files on consumers on a nationwide basis 
relating to—(1) medical records or payments; (2) residential or tenant 
history; (3) check writing history; (4) employment history; or (5) 
insurance claims. 

 

Consumer credit big data brokers, who primarily glean their data from social networking, 

cookies and consumer online tracking, have found it relatively easy to shirk classification 

as specialty consumer reporting agencies based on this definition.  In 2014, the FTC’s 
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associate director of privacy and identity protection stated: ‘Under the Fair Credit 

Reporting Act, consumer-reporting companies such as Experian and Equifax must verify 

that a borrower’s credit history is accurate if a consumer disputes that information.  

However, companies that use social media in their lending decisions don’t have to verify 

that information since they don’t provide it to third parties like a reporting agency does’ 

(Armour, 2014).   

 

Importantly, the CCRRA updated its definition of a ‘firm offer of credit’.  This had a 

significant impact for the process of consumer credit companies sending individuals 

preapproval notices.  Prior to this, it was difficult for companies to avoid granting credit 

once the application had been sent.  Under the updated definition, mass-mailings and 

targeting exploded, as consumer credit companies now had the ability to ‘post-screen’25 

consumers following the initial offer and were not required to grant credit.  This new 

practice significantly impacted the use of consumer credit big data companies, as 

consumer creditors were now free to solicit consumers en masse with offers without 

necessarily being obligated to actually grant credit.  Countrywide Financial, one of the 

most aggressive companies in the selling of subprime loans during the housing boom 

leading up to the 2008 financial crisis, reports that it sent out between six million and 

                                                
25 Prior to the amendments, if a consumer financial company solicited a consumer (i.e. 
mailing out an offer of credit), they were obligated to extend the offer should the 
consumer accept.  This created significant upfront pre-screening costs for consumer 
credit companies.  Under the new post-screening rules, offers could be sent out 
indiscriminately and en masse, and thorough screening need not take place until after the 
consumer expressed an interest in the solicitation. 
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eight million pieces of targeted mail per month between 2004-200626.  Consumer 

creditors relied heavily on consumer credit big data for their ‘predictive modeling’ 

analyses used in compiling lists of potential debtors to target (Stone, 2008).  

 

Although there were some provisions mandating disclosure to consumers, these 

superficial protective provisions were tacked on as a means of pushing the bill through 

Congress, as it needed to pass for budgetary purposes (Swire, 1996).  While there were 

some pro-consumer aspects within this amendment, taken together, these highlights of the 

CCRRA follow a theme of deregulation that ultimately benefited the consumer credit big 

data industry.  The CRA industry’s ability to transfer information among affiliates, the 

lax definition of specialty consumer reporting agencies, along with the new ability to 

postscreen consumers after an initial ’preapproval’ offer, were three important changes 

that impacted the role of consumer credit data brokers.  Finally, the CCRRA made strides 

towards preemption of state law, meaning that if states enact more stringent regulations 

concerning consumer credit reporting and consumer protection, the FCRA still preempts 

these laws.  Within the CCRRA, there were somewhat intricate provisions concerning 

preemption authority, including a sunset clause that stated that the state preemption must 

be either erased or extended in 2004. 

 

As a result of the sunset clause on state preemption placed in the CCRRA, the industry 

had their work cut out for them over the next seven years to convince Congress to uphold 

                                                
26 The US Justice Department carried out four years of civil investigation into Angelo 
Mozilo, who built and ran Countrywide, which became the country’s largest mortgage 
issuer before the market collapsed. The DOJ recently closed the investigation without 
further litigation (Yahoo News, 2016).  
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their deregulatory position.  The institutional result of this era of lobbying and bargaining 

was the Fair and Accurate Credit Transactions Act (henceforth: FACTA), passed in 2003, 

the last substantial amendment made to the FCRA.  A major thrust behind many of the 

changes in the FACTA was the increased prevalence of identity theft. It was during this 

era (the lead up to the FACTA) that the security debate concerning consumer credit data 

discussed in the introductory chapter of the dissertation came to the forefront.  Although 

a primary stated purpose of the FACTA is the prevention of identity theft, the changes, in 

many ways, made consumers much less secure vis-à-vis their rights and knowledge about 

consumer credit big data brokers and the impact this industry had on their financial 

security.  These changes and repercussions will be discussed more fully in Chapter Five. 

 

For the majority of the history of CRAs, a consumer’s credit score and the scoring system 

used for its calculation were allowed to be kept secret (Leyshon and Thrift, 1999).  More 

than that, it was not until the mid 1990s, when scoring began to be used for mortgage 

lending, that consumers were made aware of its impact.  Only in the event of being 

turned down for credit were consumers granted access to their scores.  

 

Beginning in 2000, public pressure to make consumer credit scores public escalated when 

E-Loan, an internet-based lending company, was the first company to make credit scores 

available and free to the public. With California state legislation leading the way, the 

FACTA mandated that consumers are now able to review a free copy of their credit 

report.  This type of transparency measure might be the type of regulatory response we 

can expect from mounting pressure to regulate the consumer credit big data broker 
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industry.  While access to a free consumer report is an important development, in light of 

the secrecy surrounding collection methods, scoring models, and knowledge of who the 

score is sold to and to what end, this measure alone is insufficient at capturing more 

thorough consumer protection.  The ways in which this ostensibly pro-consumer action 

actually resulted in a stay concerning the secrecy surrounding consumer scoring will be 

more fully explored in Chapter 4. 

 

In the days before the FACTA was finalized, key pro-industry changes were made to the 

proposed legislation.  Years of lobbying to preserve the existing preemption provision in 

the CCRRA had paid off, and additional preemption restrictions were also signed into 

effect.  The preemption clause was extended to new areas, including preventing the 

ability of states to set their own tougher restrictions on marketing by affiliates, risk-based 

pricing notices, identity theft prevention and disclosure of credit reports and scores.  

These aspects of the FACTA preserved the regulatory vacuum that the consumer credit 

big data broker industry was operating within, contributing to its widespread growth and 

impact on the consumer credit industry from the late 1990s to present.  These changes 

will unpacked fully in the following chapter. 

 

Conclusion 

 

The remainder of history of the FTC vis-à-vis the regulation of consumer credit data 

follows the trajectory of outwardly pro-consumer actions that, effectually, serve to 

benefit the consumer credit data industry.  From 2012 onward we witness an increased 
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interest of the FTC in the consumer data broker industry.  The culmination of mounting 

public pressure was the release of the report Data Brokers: A Call for Transparency and 

Accountability, which compiled information from nine data brokers.  No further 

investigation or enacted legislation have followed the release of this report.  In fact, as 

described in Chapter Two, the industry has grown and established itself as an important 

vector of the consumer data supply chain propping up the exponential growth of the 

FinTech sector. 

 

To conclude this chapter, there were three key ‘breaking points’ in the history of 

consumer credit big data governance: the creation of a professional industry association 

in the early twentieth century, the creation of the FCRA in 1971, and the deregulatory 

amendments occurring in the 1990s-2000s.  These critical junctures of mounting tensions 

between ideas and material capabilities of consumer credit data impacted the 

development of the industry’s attendant governing institutions.  As political scientists 

have long noted, the life cycle of a regulatory agency or rule eventually sees public 

interest progressively subordinated to the interests of the regulated industry (Bernstein, 

1955).   

 

This chapter has conceptualized the agency of the state throughout the life cycle of the 

development of formal, hard law regulation and understood public authority’s 

compliance and support of private corporate power in the continued acquisition of 

capital.  Drawing on the guiding theoretical components of the thesis, this chapter has 

highlighted the ideational, material and institutional histories of the Fair Credit Reporting 
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Act, highlighting key junctures or breaking points in this history and using critical 

theories of corporate power and capital accumulation to explain the underlying logics.  

Further theorization of the interplay between regulation and power in this case study will 

be conducted in the next chapter. 
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Chapter Five 

Conceptualizing the Regulation of the Fair Credit Reporting Act and Consumer 

Credit Big Data 

 

Introduction 

This chapter further examines historically the evolution of the Fair Credit Reporting Act, 

conceptualizing its regulation and its relationship to consumer credit big data.  Here, an 

analysis of the current nature of consumer credit data regulation, one that is grounded in 

historical materiality and theorizations of power and capital accumulation, is conducted.  

 

This chapter explores how the shift in the knowledge structure affected the financial 

structure, ultimately affording the consumer credit industry with enhanced structural 

power compared to that of the consumer.  Because firms – namely consumer financial 

enterprises working alongside the consumer credit data industry – developed the new 

technologies of scoring, they were the ultimate benefactors.  In what follows, the 

dynamics of this shift are demonstrated to echo forward to the contemporary era of 

neoliberal capitalism, where technological change in the consumer credit data industry 

corresponds to the greater mobility of consumer data, affecting the financial structure.  In 

both eras, it is argued by the consumer credit data industry that it is the consumer that 

benefits from new data collection, storage and analytical technologies.  However, the cost 

of implementing these technologies for companies is decidedly little when juxtaposed 

with the profits reaped from the ever-growing consumer finance sector.  In the end, it is 

still consumers who pay and companies who profit.   
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Over the past century, the governance of the consumer credit data industry has undergone 

significant transformations that, despite the rhetoric of consumer protection, have 

gradually come to reflect private sector interests and preferences.  On the one hand, the 

consumer credit big data industry and those representing its interests have become 

increasingly important in governance structures, shaping regulatory and supervisory 

standards whilst working hard to maintain the legislative divide between consumer credit 

big data and consumer credit reporting implemented in the FCRA.  On the other hand, 

consumer data processing and analytics came to be increasingly understood as apolitical, 

technical and detached from the disastrous outcomes of the 2008 crisis and ongoing 

consumer targeting and predatory lending practices.  In an effort to further unpack the 

critical junctures in the history of consumer credit big data’s governance, this chapter 

delves deeper into understanding the regulatory efforts, the role of private actors, and the 

blurring of the private and public in this area of governance.   

 

Placing these developments within the wider historical trajectory of capitalism is 

pertinent to the analysis at hand.  The changes made to the FCRA in 1996 and 2003 

occurred within the ‘long boom’ of neoliberalization, a period that Peck and Tickell 

describe as the ascendant moment of ‘roll-out neoliberalism’ concerning active state-

building and regulatory reform (2002).  This period is characterized as one focused on the 

purposeful construction and consolidation of neoliberalized state forms, modes of 

governance and regulatory relations.  The FCRA reforms described here must be 

understood as proactive statecraft within the neoliberal project, the type that demands 
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focused analysis in order to show how these amendments reflect historical shifts in the 

longue durée of capitalism. 

 

Building on private authority literature in IPE (Hall and Bierstecker, 2002; Cutler et al., 

1999) and theories of capital accumulation in the neoliberal era (Lapavitsas, 2009; 

Soederberg, 2010; 2014) discussed in Chapter Two, in addition to the historical 

materialist analysis of the FCRA contained in the previous chapter, the following two-

pronged argument is developed: (1) that private sector interests have been fully 

internalized into the policy process as a result of the policy community’s efforts 

concerning consumer credit big data; and (2) that the CCDI policy community safeguards 

and upholds a broad understanding or belief that the consumer credit big data broker 

industry is technical and apolitical, masking the power relations therein and the true 

beneficiaries of consumer credit big data.  The argument works to disrupt the dominant 

narratives concerning consumer credit big data as being a neutral technological 

advancement, and unearth instead who benefits from the present arrangement, why, and 

what is the nature of capitalist power underpinning these relationships in neoliberalism.   

 

The chapter is organized in four sections: Section 4.1 establishes the consumer credit data 

industry as a longstanding policy community and explores how this has impacted the 

present forms of its regulation today.  Section 4.2 describes how throughout its history, 

the CCDI has worked diligently to present itself and its activities as apolitical, and how 

this false characterization has masked underlying power relations.  Section 4.3 places the 

historical material account of the Fair Credit Reporting Act conducted in the previous 
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chapter within the wider history of capitalism, particularly the neoliberal era, in order to 

develop a critique of the current regulatory environment.  Section 4.4 explicitly connects 

the industry’s portrayals and representations of knowledge and power with policy 

community, taking care to reveal contradictions and struggles. 

 

5.1: Consumer Credit Big Data’s Policy Community 

 

As was described in Chapter Two, the role of the ‘epistemic’ has been extensively 

explored in IPE literature (van Waarden and Drahos, 2002).  Defined as a network of 

professionals with recognized expertise and competence in a particular domain and an 

authoritative claim to policy-relevant knowledge within that domain or issue area, 

epistemic communities share the same culture, norms, values and symbols (Haas, 1992).  

These communities consist of specialists and experts trained in the same university and 

schools who share a common understanding of ‘technical’ matters.  Epistemic 

community governance does not assume coordinated strategic action free from 

contradictions and struggles, but, instead, views actors making similar choices on the 

basis of belonging to the same community, defined by a body of knowledge (or, 

episteme).  This body of knowledge can be derived from an academic discipline, joint 

socialization in it, or from shared task contingencies, i.e. to safeguard the value of 

consumer credit data and keep it cloistered from government regulation.   

 

The result of these types of socialization is a shared perception of problems and 

appropriate solutions (Markussen, 2000).  Tsingou (2009) extends these ideas to the 
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realm of financial governance, arguing for a notion of a policy community made up of 

expert actors that, transcending public/private distinctions, have been at the helm of 

policy processes.  This policy community formulates the agenda and works to ensure its 

execution.  If we are to understand the role of private authority in the governance of 

consumer credit big data today, we must look back to its earliest beginnings with the 

creation of the National Credit Retail Association (NCRA) of the early twentieth century 

through to today in order to ascertain its classification as a policy community.  Exploring 

this aspect of regulatory impact is vital for understanding the nature of consumer credit 

big data governance.     

 

As discussed in Chapter Four, the creation of the NCRA (now known as the Consumer 

Data Industry Association or CDIA) was a watershed moment in the history of 

institutionalization of consumer credit data.  Forming just before WWI, the initial priority 

of the association was the dissemination of education and re-branding the consumer data 

industry, as was evidenced in the slew of propaganda and ad campaigns reviewed in 

Chapter Four.  The policy community also created and circulated their own literature 

within the group, including the Bulletin of the Association of Credit Men (Madison, 

1974).   

 

The rapid expansion of credit in the 1960s, spurned by the automation of consumer 

reporting through computer systems lead the association (then known as the Associated 

Credit Bureaus of America) to band together to do battle with Congress in the face of 

proposed regulation of their sector.  The ACB formulated Policies to Protect Consumer 
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Privacy, a set of consumer rights and standards that later served as a model for the 

FCRA.  These guidelines were more the product of political tactics to stall legislation 

than a show of reverence for ethical concerns (Van Fleet, 1976).  The policies were 

drafted in a meeting called shortly after Congress called for further investigation into the 

industry, as the policy community discussed a common course of action.  The policy 

community also rallied together to transform the original FCRA bill proposed.  

Commentary on the changes made to the original bill state reveals: 

The original [Senator] Proxmire bill had been butchered: it was drawn and 
quartered and its vitals were left on the Committee’s chopping block.  
How that came to pass is no mystery.  Industry lobbyists and bank-
oriented senators engaged in the dissection, while advocates of consumer 
protection quietly relied on the legislative process to produce a bill that 
would respond to the needs of the public.  (Van Fleet, 1976: 465) 

 

The consumer credit data industry’s policy community almost certainly enjoys a 

‘revolving door’ relationship, whereby actors move between the public and private 

spheres, affecting how policy problems (i.e. consumer credit reporting reforms) are 

addressed (Makkai and Braithwaite, 1998; Tsingou, 2010).  For example, the now-retired 

senior VP of government affairs for the Direct Marketing Association, Jerry Cerasale, 

was previously the attorney advisor to FTC Chairman Janet Steiger and deputy general 

counsel for the US House of Representatives.  Founded in 1917, the Direct Marketing 

Association is now the world’s largest trade association for advancing and protecting the 

interests of consumer data marketing.  In his role with Direct Marketing Association, 

Cerasale ‘always seems to know the score on Capitol Hill…someone who is able to shape 

policy or influence it in a manner that has advanced our professional 

practice…engag[ing] DMA members – giving us opportunities to participate in the 
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lawmaking and policymaking process as citizens and as members of our business 

community’ (DMA, 2013).   

 

DMA’s current government affairs assistant Cristina DeBiase recently interned for key 

members of Congress in the fight against consumer credit big data regulation, as well as 

for the Public Integrity Section in the Department of Justice. Current President and CEO 

of the Consumer Data Industry Association, Stuart Pratt, serves on the US Chamber of 

Commerce and has worked with presidential and gubernatorial task forces on the 

importance of the free flow of information, the US Department of Commerce on the 

European Union-U.S. Safe Harbor negotiations (explored further in Chapter Seven), as 

well as participating in World Bank forums on credit reporting in developing economies.   

 

Perhaps the most controversial ‘revolving door’ member of the policy community 

concerning consumer credit big data is billionaire Penny Pritzker.  She served as the 

Chairperson of the TransUnion board from 2005-2012, at a time that the privately held 

CRA was controlled by the wealthy Pritzker family (who divested their ownership to 

49% in 2010, and then sold the company in its entirety to Goldman-Sachs in 2012). 

Pritzker vacated her board position just prior to her appointment by President Barack 

Obama to US Secretary of Commerce in 2012.  During her tenure at the helm of the 

TransUnion board of executives, TransUnion and Acxiom were embroiled in a data 

theft/hacking lawsuit, accused of stealing billions of dollars worth of data from several 

smaller credit bureaus.  This data formed the root of millions of target marketing lists that 

were then sold to banks and other financial institutions.  Acxiom managed this data on 
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TransUnion’s Cronus Database, and paid for the data with hundreds of millions of dollars 

worth of its stock units.  The case was placed under protective order (Mortenson, 2013).   

 

Pritzker’s chequered history does not end here – she served as Chair for Chicago’s 

Superior Bank, which has been labeled as one the of key financial engineers of the 

subprime mortgage bubble.  At the same time, her family was the owner and sole 

proprietor of TransUnion.  TransUnion’s sale of personal credit information to target 

marketers through a subsidiary (Performance Data) was deemed illegal in a ruling made 

by the FTC several years after Superior Bank’s subprime mortgage spree (FTC, 1998).  

Holding a special place in the history of the 2008 financial crisis, Superior Bank was at 

the forefront of the securitization of subprime mortgages.  When the Pritzker family 

drove Superior Bank into the ground, losing millions of depositor’s savings, they cut a 

deal with the Federal Deposit Insurance Corporation that allowed them to profit off the 

failure of the bank (Wall Street Journal, 2008; Democracy Now, 2013).  US Secretary of 

Commerce Penny Pritzker’s office is now charged with drafting legislation for the 

regulation of big data vis-à-vis business and consumer privacy domestically and abroad 

(US Department of Commerce, 2014). 

 

Highly-connected and revolving door policy creators such as these work hard to maintain 

the close-knit relationships between the industry and regulators, as well as the highest 

levels of executive office, ensuring that bills that threaten the livelihood of the industry 

are staved off (see DMA, 2015) and that existing legislation is amended in favour of the 

industry’s interests.  Industry professionals, trade association staff and the privately-
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contracted lobbyists they employ have ensured that the consumer credit big data 

industry’s interests have been fully internalized into the policy process of regulating 

consumer credit big data. 

 

The role of the policy community cannot be discussed in isolation from aspects of 

neoliberal capitalism.  As described in Chapter Two, in the neoliberal era, the capitalist 

class works diligently to safeguard market freedoms and equality in order ensure that all 

consumers may access the ‘community of money’ (Harvey, 1989: 168).  The policy 

community serves as sentry to this particular ethos of neoliberal capitalism as it relates to 

consumer credit data, moving between ostensibly separate private and public reams in 

order to articulate that market freedoms prevail and ensure that an ever-increasing 

number of consumers have access to credit.  Neoliberalism, while profoundly antistatist 

in its rhetoric, has proven extremely adept at the (mis)use of state power in pursuit of its 

goals of extending markets and logics of competitiveness into everyday life (Peck and 

Tickell, 2002; Martin, 2002).  The CCDI policy community works to establish and 

reestablish the legitimacy of the market economy, naturalize the neoliberal project and 

depersonalize the nature of its activities.   

 

To summarize, three arguments have been made about the consumer credit data 

industry’s policy community: they have steered the regulatory process, engaged in 

‘revolving-door’ policy activism, all the while promulgating a neoliberal ethos of market 

freedom and accessibility that belies the vast discrepancies of power between the 

consumer and the consumer credit market. 
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5.2: Apolitical Representations of the Consumer Credit Big Data Industry 

An apolitical representation of something distorts or neglects underlying power relations, 

and, in its place, puts forth an image of something that is natural, neutral and expected 

(Gramsci, 1971).  In the case of the consumer credit big data industry, apolitical 

representations include the three commonly assigned characterizations found in the 

popular debates documented in the introduction of this dissertation (quality, security and 

privacy).   

 

That said, this section explores how the Fair Credit Reporting Act has upheld notions of 

the CCDI’s apolitical nature, particularly how the absence of formal or hard regulation in 

this sector of the consumer credit market (and the reasons given for this absence) have 

perpetuated an image of consumer data scoring as laying outside the scope of government 

action. 

 

The politics of the consumer credit big data industry primarily revolve around privacy 

concerns.  Despite clear revolving door connections between the industry and the 

government, and a strong policy community working against prohibitive legislation of the 

consumer credit big data industry, a hallmark of the regulatory processes is the industry’s 

insistence that their business is apolitical and technical.  Regulatory and supervisory 

arrangements are discussed and agreed in expert terms, seemingly detached from politics, 

with the continual emphasis being that the industry’s practices have little to no bearing on 

the political landscape.  For example, following the Snowden leaks of 2014, a White 
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House report on big data, produced in part by US Secretary of Commerce Penny 

Pritzker’s office, stated that ‘the increase in the volume of information, variety of 

information and velocity information processing has produced incredible innovation and 

serious potential for the future’ and makes only vague recommendations for pursuing 

privacy concerns and legislation dealing specifically with consumer credit big data and 

the consumer reporting industry it produces (US Commerce Department, 2014).  Playing 

up the benefits of consumer credit big data to the economy, growth and consumer-choice 

is the industry’s mainstay, and the government’s opinion and recommendations have 

followed suit.   

 

Consumer reporting agencies like Acxiom insist that their consumer credit big data is 

necessary to make advertising relevant to customers’ interests and preferences, and for 

consumer credit companies to make optimal (read: profitable) decisions.  In most cases, 

industry specialists insist that the anonymization of consumer credit big data provides 

adequate consumer protection and privacy.  For example, consumer credit companies like 

Visa and MasterCard all sell anonymized data about their cardholders to advertising 

companies.  Data anonymization is a technical and verbal misdirection used by marketers 

and technocrats to keep regulators at bay, while studies proving that it is relatively easy to 

re-identify consumers based on their de-anonymized data (de Montjoye et. al, 2014).   

 

The notion that removing a consumer’s name from their attributable data is a good 

example of how the industry has become de-politicized.  Supported by soft laws (to be 

examined in Chapter Seven), these types of hard laws construct and thus legitimate a 
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reality that conceptualizes the consumer credit big data industry as neutral and exempt 

from needing more stringent regulation.  

 

Patents for data anonymization systems and methods for providing real time anonymized 

marketing information have been created by consumer credit big data industry players for 

their own use.  For example, in 2010 Experian Marketing Solutions, Inc., applied for US 

Patent 20100094758 A1, a data anonymization patent.  There is a patent race occurring 

concerning this type of technology, making it a matter of technical prowess, proprietary 

knowledge in the form of intellectual property and, ultimately, a new revenue stream 

(Wheaton, 2015).  Seen from this perspective, even efforts to safeguard consumer privacy 

within the industry become fertile ground for new strategies of accumulation. 

 

The FTC’s recommendations for businesses and policymakers concerning protecting 

consumer privacy within the consumer data industry advocate the use of privacy-

enhancing technologies (PETs), such as anonymization, as a ‘flexible and technologically 

neutral’ means of ensuring consumer privacy.  The Commission ‘encourages companies 

and researchers continue innovating in the development and evaluation of new and better 

approaches to de-identification’ (FTC, 2012), showing that regulators support the ruse of 

data anonymization as an adequate means of responding to privacy concerns.  Indeed, 

computer science researchers have proven that the promise of privacy under the banner of 

data anonymization is false, yet regulators and legal scholars have paid scant attention 

(Ohm, 2010). 
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This apolitical approach to the consumer credit data broker industry is also, in part, 

propped up by the mythical and larger-than-life characterizations of ‘Big Data’ and the 

quality debate reviewed in the introduction.  As the technology becomes more complex, 

it becomes difficult for public officials to keep up.  Where big data was once the promise 

of all varieties of public good, in the consumer credit big data industry, it has now faded 

into an ‘algorithm economy’, where a company’s algorithm trumps the data it assesses 

(Wheaton, 2015; Ohm, 2010).  Businesses first monetize their proprietary algorithms by 

offering licensing to other non-competing organizations, and organizations like consumer 

credit big data brokers are valued not just on their big data, but the algorithms that turn 

that data into actions and, ultimately, consumer impact.   

 

The ability to gather, crunch, and properly segment mass amounts of bits and bytes into 

‘actionable data’ is spun as a skill of the highest technical and innovative standards.  

Much like high frequency trading (HFT), an automated trading platform used by large 

investment banks to transact a high number of orders at extremely high speeds, the 

consumer credit big data economy is staking itself out to be an extremely technical 

enterprise, best managed by experts. Data warehouses and sorting algorithms belonging 

to consumer credit big data brokers are proprietary knowledge forms, to be kept under 

strict lock-and-key as trade secrets.  Even in light of strong public outcry, the consumer 

credit big data industry has claimed (and convinces regulatory bodies) of exclusive 

expertise of the issues at hand.   
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5.3: Towards a Critical Understanding the US Regulatory Environment 

 

This section places the historical material account of the Fair Credit Reporting Act 

(FCRA) conducted in the previous chapter within the wider history of capitalism, 

particularly the neoliberal era (1980-present).   

 

The industry maintains that it is insular from the political, towing the party line that, as a 

marketing enterprise, it augments consumer choice and boosts the economy.  Acxiom 

CEO Scott Howe urges Americans that marketing data is different, stating that consumer 

credit big data brokers gathering, sorting and selling consumer data is like having 

someone look out for the financial interests of consumers, leading to better lives (DM 

News, 2013).  Through these efforts, industry experts are attempting to recast Big Brother 

as a trustworthy hero of oversight.  The industry’s insistence on the efficacy of self-

regulatory privacy policies and their own best-practices expertise ring loud – in a 60 

Minutes interview, Epsilon’s CEO calls the government’s concern over the data broker 

industry, as communicated in the FTC report, ‘political theatre’ (Ad Age, 2014), 

underscoring that imposing regulations would cripple the economy.  In addressing the 

recent investigation of the consumer data brokers, the DMA – one of the most powerful 

lobbying group when it comes to consumer big data27 – maintains that introducing new 

regulation would tank this growth-producing marketplace.   

 

                                                
27 In 2015, the DMA spent $970k lobbying in Washington (Center for Responsive 
Politics, 2016). 
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In 2013, the DMA produced and circulated a study in Washington estimating that the big 

data driven marketing economy added $156 billion in revenue to the US economy in 

2012 alone (DMA, 2013).  Ivy League business professors from Harvard and Columbia 

business schools were hired by DMA to produce the report in response to ongoing FTC, 

GAO, House Privacy Caucus and Senate Commerce committee investigations into the 

industry.  The president and CEO of DMA stated that it was widely felt that their industry 

was ‘under siege’ (Bachman, 2013).  The report underscored that new regulations 

proposing to restrict the exchange of data across the marketing economy could risk $110 

billion USD in revenue (Deighton and Johnson, 2013).  Appealing to economic 

sensibilities alone, the battle cry of the CCDI’s strongest lobbying arm resounds with 

apolitical, profit-based incentives propounded with the goal of maintaining the present 

regime of lax and industry-led regulations.  The research supporting this battle cry was 

purchased through the commissioning of a pro-industry report produced by policy experts 

at the country’s leading institutes for the advancement of neoliberal economic thought. 

 

The message is clear: consumer credit big data is an apolitical marketing and advertising 

industry, consumer privacy is best left to industry codes of conduct, and any government 

intervention is unwarranted and a threat to the economy.  

 

As discussed in Chapter Two, the apolitical characterization of the consumer credit big 

data market is troublesome in that it masks the exploitative relations of power made 

wholly possible by the collection, analysis and dissemination of consumer credit big data.  

Stressing that the industry is merely a marketing vehicle offering consumers better choice 
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obfuscates the real relationships upon which credit is built, making it difficult to discern 

the unequal and exploitative relations therein.   

 

This may be seen as representations of knowledge and power.  Consumers, for instance, 

are portrayed as being afforded more power to make better decisions in the form of 

specifically tailored, targeted offers and advertisements for credit products and services.  

Beneath this subterfuge used by the industry, consumers are having increasingly less say 

in what products they are shown, having their actions and data points speak for them in 

ways that are determined and scrutinized in secret by powerful corporations working for 

the consumer credit industry. We see that this convenient ‘solution’ for making credit 

decisions serves to heighten rather than resolve the tensions between debtor and creditor, 

such as the disparity of information and knowledge available to consumers versus their 

creditors, and the fact that this knowledge is used to extract profit from the consumer’s 

personal income, meaning that resulting transactions leave the consumer indebted while 

the consumer credit market profits.   

 

For example, leading up to the 2008 financial crisis, it has been proven that financial 

institutions used direct behavioural marketing (delivering ads to individual consumers 

based on the composites and profiles furnished by consumer data companies) to offer the 

worst deals with the most abusive terms (balloon payments, hidden fees, brutish penalty 

clauses) to the most vulnerable populations (Aslam, 2008; Carey, 2010).  The FTC even 

acknowledged the potential for ‘negative effects’ of consumer scoring, such as some 

individuals being limited to ads for subprime credit or receiving different levels of 
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service from companies (FTC, 2014: vi).  The precision targeting, based on sensitive 

information like financial situation, health indicators, and other signs of vulnerability, 

carries the risk of harm. 

 

Seen from the above angle, apolitical perceptions of the consumer credit big data industry 

prop up the power of consumer credit and processes of capital accumulation. As it was 

described in Chapter Two, the trend of retreating public provision from housing, 

pensions, education, etc., from the 1980s onward has contributed to increases in the 

provision of financial services to individual workers.  Extracting financial profit out of 

the personal income of workers and consumers became to be viewed as necessary for 

growth in capitalist economies.  The institutions of economic policy-making changed 

significantly over the course of the enactment of the FCRA through to present day, due in 

part to the many epochal historical changes that immediately followed its creation.   

 

The oil shock of 1973-74 signaled the end of the long postwar-boom, and was followed 

by repeated economic crises (see Brenner, 1998).  New information technology began to 

grow and develop rapidly, and there was a general shift of capitalist activity from 

productive or manufacturing sectors to financial and other services.  This shift was 

coupled with the processes of financial deregulation from the late 1960s onward, when 

commercial banks lost the captive deposits from large corporations that had previously 

sustained their activities.  The result was the pivoting of the credit-system toward 

consumer finance.  Coupled with the trends in consumer credit data we have investigated 

here, we know that having an advantage in information and power make it possible for 
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financial institutions to extract maximum profit from consumers.  And yet, despite the 

obvious political economic historical developments and trends, the CCDI industry 

maintains itself as a marketing enterprise, wholly separate from the political. 

 

In light of the above analysis, the regulatory environment concerning consumer credit big 

data is understood as reflecting two broad trends.  Firstly, that private sector interests 

have been fully internalized into the policy process as a result of the policy community’s 

efforts concerning consumer credit big data; secondly, that the promulgation of the 

consumer credit big data broker industry as technical, apolitical and pro-consumer is a 

key factor in masking and depoliticizing the exploitative relations between the consumer 

and creditor.   

 

The policy community works diligently to uphold this particular characterization of the 

CCDI, as it works to obscure the tensions inherent in the relationship between the 

consumer credit industry, neoliberal capitalism and the consumer discussed in Section 

4.1.  These tensions include the disproportionate levels of knowledge between the typical 

consumer and the consumer credit industry, a consumer’s right to privacy versus the 

industry’s need to collect information, as well as the industry’s claim to exclusive rights 

to the technologies of collection, analysis and storage of consumer data and its attendant 

governance structures. 
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Conclusion 

The content of this chapter supports the overall argument of the dissertation in showing 

that the CCDI does not constitute a new era, but must be understood as a natural 

extension of historical processes that benefit the interests of the consumer credit industry, 

and that this industry is governed through regulatory structure representing the rhetorical 

and structural features of the neoliberal state.  These regulations work to benefit the 

interests of companies that comprise the consumer finance industry.  The chapter has 

demonstrated that private sector interests have been fully internalized into the policy 

process as a result of the policy community’s efforts concerning consumer credit big data, 

and that this aspect of governance relies upon the industry’s insistence that it is technical, 

apolitical and separate from the consumer finance industry.  Stressing that the industry is 

merely a marketing vehicle offering consumers better choice obfuscates the real 

relationships upon which credit is built, making it difficult to discern the unequal and 

exploitative relations therein.  

 

 

 

 

 

 

 

 

 



 136 

Chapter Six 

Protection For Whom? 

The Case of the Consumer Financial Protection Bureau (CFPB) 

Introduction 

 
The Consumer Financial Protection Bureau (hereafter: CFPB) was created through the 

passing of the 2010 Dodd-Frank Wall Street Reform and Consumer Protection Act.  As 

the consumer-focused centerpiece of the post-2008 financial reform package, the 

Consumer Financial Protection Act (hereafter: CFP Act) tasked the CFPB with making 

markets work for consumer financial products and making financial service products 

work for Americans (CFPB, 2012: 1).  This mandate is couched in terms of consumer 

empowerment, including the statements such as: the CFPB ‘helps consumers to make 

financial decisions they believe are best for themselves and their families’ (ibid).  

 

The CFP Act promised a ‘brave new world’ in its pledge of state supervision of nonbank 

financial entities (i.e. mortgage issuers, payday lenders, credit card issuers, financial retail 

goods) as well as ensuring an expanded role for the Federal Trade Commission (FTC) in 

regulating and enforcing laws with respect to nonbank financial institutions (Perkins, 

2010: 2).  The CFPB opened for business in July 2011, when the authority to interpret 

and enforce a number of federal consumer protection laws, including most provisions of 

the Fair Credit Reporting Act (FCRA), was transferred to the CFPB from the FTC.  

 

In the eight years that have passed since the creation of the CFPB, scholars have provided 

detailed histories of the rocky road to the CFPB’s creation (Kennedy et. al, 2011; Levitin, 
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2012).  Several scholars, from a variety of theoretical lenses, have lambasted its final 

bureaucratic structure (Zywicki, 2012; Ludwig, 2012) and criticized its efficacy in 

providing bona fide protection of consumers in an era of debtfarism, where regulative and 

rhetorical forms of governance mediate the poor’s reliance on credit to augment/replace 

their wages (Soederberg, 2014).  None, however, have yet attempted to understand the 

CFPB’s impact on and relationship with the consumer credit data industry, an actor that, 

as is argued in this dissertation, is an understudied vector of the consumer financial 

services industry. This chapter fills this gap. In so doing, it is argued that the CFPB has 

bolstered the power and influence of the consumer credit data industry over that of 

individual consumers in the US by perpetuating myths of neutrality, technical expertise 

and ahistoricity.   

 

This chapter is divided into three main sections. Section 6.1 contextualizes the 

tumultuous political context of the emergence of the CFPB, investigates the interpretation 

of consumer protection propagated by the CFPB, and flags key issues raised in scholarly 

debates concerning the CFPB. The discussion flags what the content and omissions of 

these debates reveal about the gaps in our current understandings of the nature of power 

in the consumer credit industry.  Section 6.2 discusses how the myths of neutrality and 

technical expertise contributed to the determination of the CFPB that the consumer credit 

data industry is essential and not suspect, a classification that upholds the pattern of 

regulation witnessed throughout the CCDI’s history.  After first exploring the case for 

regulatory capture, it is argued that the CFPB upholds the pattern of regulation witnessed 

through the history of the CCDI, making use of portrayals of knowledge argument 
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promoted by the CCDI’s policy community in order to embed itself in structures of 

public authority.  Finally, Section 6.3 presents two cases of touch points between the 

CFPB and the CCDI as a means of providing empirical evidence to support the argument. 

 

6.1: The CFPB - Political and Intellectual Debates 

Situating the CFPB in the Political Context 

In determining the intellectual genesis of the Consumer Financial Protection Bureau, 

many point to a short article authored by Elizabeth Warren in 2007, in which she 

proposes a consumer financial protection agency modeled on the Consumer Protection 

Agency, a body charged with regulating the safety of consumer products (Warren, 2007).  

From its earliest beginnings, what would one day become the CFPB proved to be 

politically controversial.  As originally proposed by the Obama administration after 

taking office in 2009, the new agency would be modeled on Warren’s vision with a 

multi-member commission funded by appropriations.  When the CFPB was first proposed 

to Congress, the US Chamber of Congress, the leading business and lobbying group in 

the country, announced that it would spend ‘whatever it takes’ to defeat the agency 

(Consumer Watchdog, 2009).  The Center for Public Integrity reported that, from 2009 

through 2010, the Chamber of Congress would be one of the biggest spenders among the 

more than 850 businesses and trade groups that together paid lobbyists $1.3 billion to 

fight financial reform (Center for Public Integrity, 2011). 

 

In response to Republican criticism and influential lobbyists, in 2010 Senator Christopher 

Dodd converted the original proposal for the agency into a bureau housed in the Federal 



 139 

Reserve with a single director and independent revenue stream.28  While it was widely 

believed that Warren would serve as the first director, she had catapulted from Harvard 

legal scholar to controversial political figure shortly after Obama took office in 2009. As 

a result, President Obama named her instead as assistant to the President and tasked her 

with the responsibility of setting up the bureau and preparing it for action when it became 

effective in July 2011, one year after the passing of the Dodd-Frank Act. 

 

The level of political theatre that took place from that point onward reached a fever pitch.  

When it became obvious that Warren, who had become a lightning rod for CFPB 

opponents, was no longer a viable candidate for CFPB Director, President Obama 

nominated former Ohio Democratic Attorney General Richard Cordray.  Senate 

Republicans vowed to filibuster any vote on confirmation of Cordray’s nomination until 

structural reforms were made to the commission (Shelby, 2011).  These reforms included 

turning the CFPB into a multi-member bipartisan agency (rather than one with a single 

director), bringing the CFPB under Congress’ appropriations authority, and reducing the 

required level of consensus for the Financial Stability Oversight Commission (FSOC) to 

overrule actions by the CFPB from a two-thirds to a simple majority.  These new 

                                                
28 The traditional template for independent regulatory agencies, such as the Federal Trade 
Commission and the Securities and Exchange Commission, is to operate outside direct 
control of the executive branch and Congress, but with some oversight and involvement 
(i.e. fixed terms for Commissioners, but no veto power for Congress).  Congress funds 
these agencies, and can thus have some indirect control.  The Federal Reserve System has 
a board of governors, appointed by the President and confirmed by the Senate, but as the 
central banking system’s revenue comes from the banks that participate in the reserve 
system.  As an ‘independent bureau’ of the Federal Reserve System, funding comes from 
Federal Reserve revenues with further funding available via Congressional appropriations 
on request by the CFPB Director. 
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structural demands by Republicans closely matched the initial proposals Obama sent to 

Congress that they took issue with in 2009. 

 

The Obama Administration refused to meet these requests, and rather than continue to 

wrestle with Congress, pushed forward to appoint Richard Cordray as director without 

congressional approval.  Even though Congress was not actually in recess on 4 January 

2012, Obama claimed that as President, he had the power to make recess appointments.  

This move opened a Pandora’s box of legal ramifications, bringing into question the 

legality of the CFPB’s ability to exercise the full scope of its authority as proscribed 

under the CFP Act (Zywicki, 2012).  While Cordray’s appointment was deemed 

constitutionally valid, it remained an open question as to whether lack of formal 

confirmation by the Senate satisfied the statutory requirement that the CFPB have a 

confirmed director for it to acquire the authority to regulate consumer credit agencies.   

The passage of time has not smoothed these tensions, as recent judgments in the US 

Court of Appeals continue to question the constitutionality of the independent 

government agency being headed by a single director.  Controversy concerning the 

CFPB’s applicability to online financial activities also abounds.  Scholars have noted that 

the CFP Act does not embody a fully formed vision of regulation for financial activities 

occurring on the internet (Chaffee, 2011).  In Congress’ concession of the limitations of 

the DFA and CFP Act, consumer privacy and data protection are mentioned sparsely.  

While these post-crisis regulatory initiatives were meant to represent a step forward in 

stabilizing the financial system, academics have variously characterized the post-crisis 

regulatory period to be inconsequential as reforms are often incomplete, ambiguous, or 
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too broad (Brummer, 2012: Wolf, 2010).  This vagueness left open the decision of how 

and what to regulate regarding the online activities of consumer creditors. 

The CFPB remains a tempestuous body.  Recently, the Republican-controlled House 

Financial Services Committee has attempted to create three small business boards to 

advise the CFPB on the practices of small businesses, credit unions and community banks 

through House of Representatives Bill 1195.  Originally a bi-partisan bill, Democrats 

would come to oppose the Bill on the grounds that it is, through an amendment, trying to 

gut the CFPB’s funding and weaken its ability to conduct its responsibilities (C-Span, 

2015).   

 

Situating the CFPB in the Scholarly Literature 

 

Notwithstanding the political hyperbole surrounding the creation, launch and ongoing 

activities of the Consumer Financial Protection Bureau (CFPB) that play out widely in 

the popular media, scholarly debates offer important and legitimate insights into 

interpretations of the nature of private power versus public authority vis-à-vis the 

regulation of consumer credit play out within academia. Given that legal scholars 

dominate the majority of the academic literature on the CFPB’s creation and duties 

(Zywicki, 2012; Williams, 2007; Chaffee, 2011), it is not surprising that the primary 

debates fall into one of two views, both of which focus on how the bureau is structured 

and its constitutionality.  This section condenses the wide body of academic literature 

dealing with the CFPB, organizing it into three categories, and then moves on to more 

fully problematize the CFPB’s raison d’être: consumer protection. 
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The first popular argument is that in order to best protect the American consumer, the 

CFPB must act independently and distance itself from traditional avenues of government 

oversight and influence in order to avoid a repeat failure of existing systems of checks-

and-balances in government agencies (Mierzewski et. al, 2012; Wilmarth, 2012; Block-

Lieb, 2012; Barkow, 2010).  It is argued that because agency capture (to be discussed 

more fully in the following section) is most often accomplished through political 

channels and interest group influence, the CFPB must be structured in isolation from 

executive pressure.  In order to distance itself from government involvement, it was 

determined that the CFPB be housed as an ‘independent bureau’ within the Federal 

Reserve (12 U.S.C. § 5491(a) 2011).  The Federal Reserve, as the central banking 

agency, derives much of its revenue from the banks that participate in the Federal 

Reserve System, of which a percentage goes toward funding the CFPB. So, while this 

configuration makes the CFPB less dependent on Congress for funding and ‘political 

turmoil’ (Pridgen, 2013: 411), it is also beholden to the banks that indirectly supply its 

revenues. 

 

The second view upends the first position, arguing that in order to remain accountable to 

the American public that funds it, the CFPB must curtail and disperse aspects of its 

authority in order to ensure the ‘depoliticization of regulations’, a nod towards the 

perceived risk of having a single director heading the bureau rather than a board (Shelby, 

2011: 1; Chaffee, 2011; Barnett, 2011).  Republican senators argued that this 

unaccountable ‘consumer protection czar’ will inevitably lead to the misuse of power, 
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and that the most appropriate solution is to make the CFPB more accountable to 

Congress.  Legal scholars argue that the bureaucratic pathologies in place will likely 

‘raise the price of and reduce access to credit, thereby harming the very consumers it was 

founded to protect’ (Zywicki, 2013: 856).  This line of argumentation lies within the 

realm of exchange, citing economic reasoning as a primary adverse effect of the CFPB’s 

structure. 

 

As the headline story to emerge from the government’s response to the failure of existing 

consumer financial protection measures in place leading up to the 2008 financial crisis, 

this two-sided debate stands as the mainstream embodiment of the private versus public 

power at issue here.  It is not the task of this dissertation to debate the merits of each side 

of the argument, but to probe further what this very public struggle over the nature of 

consumer credit regulation both tells us and conceals about the nature of private 

corporate power versus public authority in this area.  Scholars of the regulation school 

suggest that the struggle highlights the difficulties that hamper the fulfillment of 

regulatory capture in the wake of crisis, and ought to be understood as part of the 

evolutionary life-cycle of regulatory capture (Bernstein, 1955; cf. Baker, 2010; Helleiner, 

2010).  While regulation scholars might classify the controversial creation and 

bureaucratic structure of the CFPB simply as post-crisis regulatory struggle, investigating 

what is absent from these debates pushes the boundaries in order to better grasp the 

power of the neoliberal trope of consumer protection the Bureau embodies.  
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As argued earlier, these two iterations about the CFPB’s independence distract from 

deeper issues concerning the power of consumers versus consumer credit companies, and 

how regulatory bodies appear to smooth these tensions on behalf of the government.  The 

first two lines of academic argumentation share the common sense assumption that a 

regulatory body charged with consumer financial protection is, in fact, capable of 

accomplishing this task.  The arguments differ in their stance that this success is merely 

dependent on the CFPB’s structure and formal relationship with the state.  These 

interpretations obscure the ways that the regulatory agency, for myriad reasons to be 

discussed later on in the chapter, gives the appearance of policing consumer creditors 

while accomplishing very little in terms of systemic change. 

 

A third strand of the scholarly debates delve deeper into how the regulatory body 

supports and is an instrument of wider structures of neoliberal capital accumulation, 

discipline, and the normalization of consumer debt.  From this perspective, the CFPB’s 

formal structure is, in many ways, a non sequitur given the current mode of capitalism it 

finds itself operating within. This third, critical view understands the CFPB as an agent of 

the naturalization of consumer debt and what Gill (1998) has described as new 

constitutionalism (cf. Roderick, 2014).  New constitutionalism, the macro-level, 

institutionalized form of disciplinary neoliberalism, confers rights of citizenship and 

representation on corporate capital, imposing discipline on public institutions like the 

CFPB.  From this lens, the CFPB is understood as part of a broader process of 

disciplinary neoliberalism, or the politico-economic structuring of public policy in order 

to deepen, extend and secure capitalist markets (Gill, 1995; 2003; cf. Roderick, 2014). 
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Soederberg (2014) pushes these perspectives further in her development of the term 

debtfare state: a form of governance, societal structures and processes that have 

normalized, disciplined and naturalized the reality of pervasive debt.  The remainder of 

this chapter continues these critical pursuits by extending them to a new area: the impact 

of, and relationship between, the CFPB on the consumer credit big data industry. 

 

Defining Consumer Protection 

 

As indicated by its very name, the CFPB’s raison d’être is consumer protection.  A plain 

definition of protection alludes to preventing someone from suffering harm or injury.  On 

its own, the term ‘protection’ in Consumer Financial Protection Bureau evocates an 

image of the state as a bulwark for consumers against powerful consumer finance 

corporations (Coalition for Sensible Safeguards, 2013). Opinions about how the CFPB 

ought to operate hinge on different interpretations of consumer protection, prompting us 

to explore and problematize the term.  This short section explores the legal definition of 

consumer protection used by the Bureau, indicating how this definition benefits consumer 

creditors over individual consumers.  From there, the legal definition is juxtaposed with 

more critical treatments of the term.   

 

The bedrock of US consumer protection law is rooted in the FTC’s definition of unfair 

and deceptive acts or practices in commerce.  When these terms were written into law, 

Congress intentionally left their proscription open-ended, delegating both definition and 

enforcement of these prohibitions to the FTC and, later, the CFPB, in the pursuit of 
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maximizing consumer welfare (Schwartz and Silverman, 2005).  In 1994, an FTC Act 

was amended to add a definition outlining unfair acts as: ‘caus[ing] substantial injury to 

consumers which is not reasonably avoidable by consumers themselves and outweighed 

by countervailing benefits to consumers or to competition’ (FTC, 1994).  Following the 

trend of privileging corporate capital over the protection of consumers, an argument 

established and developed in Chapters Three and Four, the language of this consumer 

protection amendment left the onus of proving injury or unfairness on the shoulders of 

consumers.  It is argued that this indicates that the CFPB’s regulatory mandate is in 

keeping with the general trend of corporate-capital privileging regulation that remains 

firmly in place due to deeper long-term structures, effectively limiting the extent to which 

consumer financial governance can be meaningfully restrained.   This idea is explored 

more fully below.  

 

With the CFPB, the term abusive was added to the standing definition of unfair and 

deceptive foundation of consumer protection law.  The addition of the broad legal 

standard of abusive expands the standards of misconduct formerly overseen by the 

FTC.29  The addition of this term poised the CFPB to determine the scope of its power, as 

it could be used in three practices (1) extending high-risk credit without adequately 

assessing each customer’s ability to repay (2) using aggressive sales and marketing 

tactics to harass, oppress, or abuse consumers and (3) steering consumers who qualify for 

                                                
29 The FTC and the CFPB generally are required to coordinate their enforcement 
activities with respect to nonbanks, as is laid out in the Memorandum of Understanding 
(MOU) (FTC, 2015).  
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low-cost credit to higher-cost products (Lee, 2011).  Thus far, the CFPB has yet to enact 

any hard laws regarding abusive consumer financial acts.  

 

It is useful to compare the legal definition of unfair, deceptive and abusive acts that 

serves as a springboard for CFPB action with the underlying economic logic that informs 

the duties of the Bureau.  The following excerpt, taken from Obama’s address to the 

Consumer Financial Protection Bureau, reveals the orthodox economic thinking that 

belies a consumer-focused understanding of consumer protection: 

 

And that’s where all of you come in.  Every one of you here has a critical 
role to play in making sure that everybody plays by the same rules.  To 
make sure that the big banks on Wall Street play by the same rules as 
community banks on Main Street.  To make sure that the rules of the road 
are enforced, and that a few bad actors in the financial sector can’t break 
the law, can’t cheat working families, can’t threaten our entire economy 
all over again…  We can help give everybody the clear and transparent 
information that they need to make informed financial decisions and have 
companies compete for their business in an open and honest way. (The 
White House, 2012) 

We can see here that the CFPB is modeled using behavioural law and economics, and is 

built upon the assumption that consumers systematically make choices that are both to 

their detriment and misrepresentative of their true preferences (Thaler and Sunstein, 

2008).  A critical component of the CFPB’s mission, then, is to improve consumer 

decision-making.  An important assumption is that by simply ensuring that economic 

actors all play by the same rules, consumers and corporations alike will flourish.  Here, 

Obama places a greater emphasis on enforcement of existing regulation over the 

development of new rules.  Further, the CFPB touts that consumers are best protected 

when they are able to make informed financial decisions.  One scholar has gone so far as 
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to argue that the CFPB is Washington’s new weapon in its war for more debt, and that the 

Bureau may do for credit cards and other financial products what the government did for 

mortgages: make the poor think that borrowing large sums of money is perfectly 

reasonable, so long as they understand the terms (Gelinas, 2012).  Going deeper, the 

CFPB works to naturalize and smooth the tensions inherent in the debtfare state 

(Soederberg, 2014). 

 

The intellectual underpinning of the CFPB’s orthodox economic approach predicates 

governmental intervention and regulation upon a demonstrable market failure – when 

‘markets fail to realize full gains from trade through efficient production’ (Wright, 2009; 

cf. Mankiw, 2009).  Importantly, the CFPB’s understanding of consumer protection puts 

into action what academics refer to as responsibilization30 (Marron, 2007; Shamir, 2008; 

Kear, 2013).  CFPB’s consumer protection decree is clothed in the language of consumer 

empowerment, an approach that is awash in neoliberalizing tropes of responsibilization.  

The CFPB describes its duty as ‘making consumer finance markets work by making rules 

more effective, by consistently and fairly enforcing those rules, and by empowering 

consumers to take more control over their economic lives’ (CFPB, 2015), a mission 

statement that clearly props up corporate power, reifies the responsibilization of 

                                                
30 A critical understanding of the shift of ensuring financial responsibility from the state 
to individuals is summed up accurately by Finlayson: ‘Liability is transferred from the 
collective via the state to individuals and as responsibilities that once fell primarily on the 
state are shifted to individuals the state takes up the task of ensuring that those 
individuals will be capable of carrying out their responsibilities. Just as the state seems to 
withdraw from one area of social life it extends deeper into individual life seeking to 
engender within people what are believed to be the appropriate aspirations. In this sense 
the interventionist welfare state, having been delegitimated and ‘rolled back,’ finds a way 
to reinvent itself, intervening into and acting upon new objects in new domains.’ (2009, 
407) 
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consumers as economic citizens, and seeks to ensure the smooth functioning of the 

neoliberal market in the realm of consumer finance.  This trope does not challenge the 

disciplinary nature of neoliberal capitalism, but instead aids in its remaking (Gill, 1995; 

Soederberg, 2015).  

 

The structures and practices of neoliberal capitalism that allowed for, and in many 

instances encouraged, the unfettered growth of the consumer credit since the 1970s 

(including the consumer credit data industry), are left silent. The reliance of American 

citizens on consumer credit as a primary means of obtaining economic security is not 

questioned, but taken as a given.  Effectually, the creation and presence of the CFPB does 

little to alter the types of practices or existing conditions that lead to the growth and 

power of the consumer credit data industry or, more broadly, the 2008 financial crisis 

(Snider, 2011; Gelinas, 2012; Roderick, 2014; Soederberg, 2014)  

 

While the CFPB appears as a body that would act on behalf of consumers vis-à-vis 

privacy and security debates, this section has established that beyond providing 

information on how consumers must protect themselves, the agency maintains a system 

of governance that reinforces corporate power and privileges the flow of capital.  It is to 

be understood as a key component of what Soederberg argues is the debtfare state (2014).  

As a response to crisis, the consumer protection framework here reifies the 

individualization of risk and the historically specific means of governing consumers and 

rooted in the dominant ideas, institutions and material potentials of the neoliberal era.  

The CFPB exemplifies the ways that governance structures ‘lock-in’ the conditions 
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necessary for capitalist accumulation – including the functioning of the consumer credit 

data industry - protecting them from future democratic intervention.   

Departing from Soederberg’s (2014) analysis of the CFPB, in what follows, the centrality 

of the consumer credit data industry to the CFPB’s activities is demonstrated.  This 

investigation challenges the US Senate’s claim that the consumer credit data industry is 

operating behind a ‘veil of secrecy’ (2013).  Section 6.2 upends the myth that the 

government knows little about the CCDI, and is suspicious of its activities.  Furthermore, 

the hypocrisy of such statements will be demonstrated by showing that, in fact, the CCDI 

is integral to the CFPB’s decision-making processes and investigative operations.  

 

6.2: Regulatory Capture? Understanding the Relationship of the CFPB and CCDI  

Regulation and legal scholars have argued that the CFPB is an example of regulatory 

capture (Barkow, 2010).  Regulatory capture occurs when bureaucrats, regulators and 

politicians cease to serve wider collective public interest and begin to systematically 

favour specific interests, usually the very interests they were supposed to regulate and 

restrain (Stigler, 1971; Baker, 2010).  Capture consists of four elements: lobbying (where 

concentrations of capital are spent on influencing politicians), political salience 

(compliant and uninterested publics enable industry to evade scrutiny), institutional 

design/revolving doors (the flow of actors between private and public sectors, leading to 

the colonization of public agencies - i.e. the individuals and corporations identified in 

Section 5.1 of Chapter Five) and intellectual or cognitive capture (a need for information-
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gathering from market participants leads to the industry personnel influencing the 

thinking and mindsets of regulators) (Baker, 2010).   

 

Scholars have suggested that regulatory capture does not happen in isolation, but is the 

product of a life-cycle consisting of decades of graduated regulatory easing that facilitates 

the emergence of largely unregulated financial sectors (Bernstein, 1955).  From what has 

been revealed thus far in the chapter, the CFPB serves as an example that the CCDI has 

achieved regulatory capture, as it was outlined in Chapter Two.  In its furnishing of data 

to both private consumer finance firms as well as the public regulatory agency set up to 

protect consumers from abuses by said firms, the CCDI has carved out a unique space for 

itself that evades restrictive regulatory action and purports to benefit whomever decides 

to purchase and use it.   

For example, CFPB Director Richard Cordray defends the use of consumer credit big 

data, stating that ‘Big Data’ is ‘the way of the world…The big banks know more about 

you than you know about yourself and me, too….The notion that the regulators wouldn’t 

keep up with them in trying to do our job of overseeing them, I think could be quite 

misguided’ (Dougherty, 2013: 1).  The CFPB cites the neutrality and necessity of 

consumer credit big data and, by extension, its attendant industry (Dougherty, 2013).  In 

2013 the CFPB signed a four-year, $2.9 million contract with Argus Information and 

Advisory Services to obtain credit card data from nine of the largest consumer credit card 

issuers in the US (Pollock, 2013).  Over the course of the contract, the CFPB will collect 

51 terabytes of data about consumer debtors from Argus, which it will add to the 

stockpile of data acquired from Experian’s Analytics Solutions, CoreLogic and other 
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companies that it acquired for $10 million (Dougherty, 2013).  These companies all 

purport to be consumer analytic companies, compiling information from credit 

transactions, social media, online reviews, etc., creating what they deem to be ‘invaluable 

insight’ into consumer perception, demand and market momentum.   

Undoubtedly, the companies that the CFPB are using for consumer data fall under 

classification of what has been as the consumer credit data industry in this dissertation.  

In both word and deed, the Consumer Financial Protection Bureau supports an industry 

that is directly correlated to the proliferation targeting and ensnaring vulnerable 

consumers with expensive forms of credit.  According to the CFPB, the monitoring of 

bank activities by regulators necessitates the use of information about market 

participants.  By viewing the consumer credit big data industry as an apolitical tool, the 

purchase and use of consumer credit big data by the CFPB further obscures the traditional 

view that private corporations and public regulators as distinct sectors.  Instead, we 

observe the growth of genuine like-minded policy communities.  The use of consumer 

credit big data by the CFPB perpetuates its reputation as a neutral tool - a public and 

private good, benefiting all those who use it, whatever the ends.   

This dissertation has presented numerous examples of abuses, harms and exploitation 

made possible and carried out by the CCDI.  Given these examples, the deployment of 

apolitical frames of reference to consumer credit big data, its use and its attendant 

industry by the state institution created specifically for consumer protection constitutes, 

what this dissertation argues is a key vector of regulatory capture.  Furthermore, it is 

argued that promulgating an understanding of the CCDI as separate from both political 
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and economic spheres discursively absolves the industry from the power it both exercises 

and confers to processes of capital accumulation.  Finally, political framings of this kind 

are argued to be a key element in the production of convincing expert, professional or 

technocratic knowledge structures (all of which fall under the category of intellectual 

capture), and are pertinent to the theorization of public and private authority in IPE. 

The influence of lobbyists and industry professionals on the development, structure and 

continued (in)action of the CFPB was discussed in Section 6.1 of this chapter.  The 

element of intellectual capture is undoubtedly the foremost factor of regulatory capture in 

this instance, and this element was hard won by CCDI actors31.  It is achieved largely by 

the delusion that consumer credit big data is, in and of itself, neutral.  This narrative 

portrays consumer credit big data as merely a product that, when purchased, can be used 

to extract profit.  Consumer data is gathered, stored, analyzed and sold for a price as 

commodified knowledge that enables ‘better decision making’ (see Chapter Two).  The 

characterization of consumer credit big data is devoid of questions of power, and, 

importantly, cui bono?  One must have access to vast amounts of capital in order to 

gather, store, analyze and wield this information.  The average consumer lacks the 

                                                
31 A 2010 Acxiom Analyst Meeting’s transcript, on the subject of the creation of the 
CFPB, includes the following statement by CEO Scott Howe: ‘we're monitoring very 
closely. We don't expect anything to come out of that this year, they've got bigger fish to 
fry on that one. We're actually working with them through our -- we have our own pack, 
we're doing our own influencing on that through our respective senators and the places 
where we have large employee bases on that. And Jennifer [Glasglow] spoke on the Hill 
twice last year, she'll continue to play a role. They need to understand some of the things 
they've -- and one of the things they put in there that won't make it through, but one of 
these days it may, is the requirement for consumers to opt in for any use of their 
information. That would kind of be the death of the direct marketing business. Or I think 
it puts us in a position, we are already dabbling with some direct-to-the-consumer type 
business.’ 
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financial means to do so, not to mention the time to devote to increasing the required 

‘digital IQ’ or ‘financial literacy’32 the CFPB and CCDI insist are necessary to properly 

safeguard their online and offline activities. Alongside consumer creditors, the CFPB 

becomes just another powerful body with considerable knowledge-power that claims to 

have the best interests of consumers in mind.  

The revolving door aspect of regulatory capture can also be evidenced in the case of the 

CFPB and the CCDI.  For example, during her tenure as Assistant Director of the CFPB, 

former CapitalOne senior executive Marla Blow was lead author of the federal 

government’s most comprehensive analysis of the consumer credit market to date, and 

was responsible for investigating policy related to credit card, prepaid card and payments 

industries.  Blow left the CFPB to found and serve as CEO of FS Card, whose Build 

credit card charges 29.9% APR (coming in just below the common 30% standard of 

usury) and targets subprime, small-dollar borrowers ($500) using direct behavioural 

advertising to distribute offers of credit (First Annapolis, 2016).  At FS Card, Blow was 

joined by former CFPB deputy director Raj Date.  Deemed as a mass-market credit card, 

the Build Card is described as the perfect marriage between consumer finance and tech 

start-ups.  Following her CFPB exit, Blow also joined the board of directors at Factor 

Trust, the alternative credit bureau that provides lenders with information about 

                                                
32 In an article by Acxiom’s Jennifer Glasgow (2014), Digital IQ is defined as ‘a person’s 
intelligence about how to live safely, express preferences, exercise informed choices, and 
navigate the risks found in the digital age.’  Barrett-Glasgow models her definition of 
Digital IQ using the CFPB’s financial literacy initiative, which is meant to ‘educate and 
empower consumers to make better informed financial decisions’.  Enhancing the digital 
IQ of everyone is argued to support ‘the hopes, dreams and life goals of individuals and 
families.  Comfortable, confident consumers make great customers for great brands.’  
Both initiatives are examples of the responsibilization of consumers as economic citizens, 
as discussed in Section 5.1. 
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underbanked consumers gleaned from its proprietary database of subprime loan 

performance and third party data sources33 (read: consumer credit big data industry) 

(SubPrime News, 2016).  Blow and Date are just two examples of the revolving door 

between public and private concerning the CFPB and CCDI, wherein those crafting and 

proposing regulations are able to profit from their leniency and omissions. 

The political salience factor of regulatory capture here is also of note.  Maintained by the 

perceived highly technical – and thus apolitical and ahistorical - nature of the consumer 

credit big data industry, this particular trope has long been in use by the CCDI (see 

Chapters Three and Four).  Of course, the corporate and public bodies for whom the 

distributional consequences of consumer credit big data are most clear are those that have 

the greatest incentives to seek to influence regulation.  Capture is relatively easy during 

boom times, i.e. in the lead up to the 2008 financial crisis, but it has been argued that it 

becomes harder when regulation is repoliticized in the context of a crisis.  While there 

were some fingers pointing at the consumer credit data industry in the midst of the 

crisis34, the industry managed to appear aboveboard in the government’s dealings with 

the consumer finance market.  As the sector and profits grow, the use of consumer 

                                                

33 For many reasons, consumers agree to share information with certain companies for 
specific purposes.  Many consumers are unaware, however, that their data is often 
furnished to third party companies who aggregate data over time from multiple sources 
and make it available for sale.  These third party companies – or, data brokers - 
sometimes use data for the purpose of ascribing consumer scores that claim to reveal 
aspects of an individual’s creditworthiness not captured by a traditional credit score.  
Companies engaging in these types of activities belong to what has been defined here as 
the consumer credit big data industry. 

34 see New York Times.  2008. “Banks Mine Data and Woo Troubled Borrowers” 21 Oct 
2008.  Accessed on 17 February 2016, available at/URL: 
http://www.nytimes.com/2008/10/22/business/22target.html?pagewanted=1&_r=3 
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creditors’ own use of consumer data has become widely accepted, even by the regulatory 

agencies.   

The Consumer Financial Protection Bureau works closely with the consumer credit data 

industry, and vice versa, with the CCDI providing troves to data to the CFPB in support 

of their alleged surveillance of the consumer finance industry and resulting regulatory 

pursuits35.  CFPB representatives declared in a 2013 Financial Services Committee 

hearing that they obtain ‘market data in an efficient manner with an eye toward reducing 

the burden and cost on industry. The Bureau also makes every effort to safeguard and 

protect the information that it does obtain. The Bureau collects and studies data in order 

to protect consumers throughout the United States in accordance with its statutory 

mandate, not to study any particular individuals’ (Financial Services Committee, 2013).   

This CFPB’s defense of its relationship with the CCDI captures all three of the common-

sense understandings of consumer credit big data as presented in the Introduction 

(quality, security and privacy).  In terms of the quality debate, the CFPB purports that the 

data it purchases enable better decision-making and informed choices regarding 

consumer credit protection and regulation.  Touching upon the security debate, the CFPB 

underscores its efforts to protect consumer data, as if this were the only cause for concern 

(never mind how the data is collected, the inability of consumers to voice how their data 

is used, as well as the incongruity of information between individual consumers and 

consumer creditors and consumer credit regulators).  The CFPB also brings attention to 

                                                
35 It is worth noting that the majority of the CFPB’s regulatory ‘action’ is decidedly 
lethargic in nature. Proposed legislation is often tabled or thrown out altogether.  For 
more, see (2015: 155)  
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consumer privacy in its insistence that it is not studying particular individuals, but using 

consumer credit big data in order to protect consumers as a whole.  As explained at 

length in Chapter Two, these three common-sense understandings frame the use of 

consumer credit big data by both private corporations and public regulators alike in a 

manner that is reticent of the deepening of corporate power in the neoliberal era, and the 

types of inequalities this data (re)produces. 

Most recently, the CFPB has engaged with FinTech companies by administering ‘No-

Action Letters’, a part of the Project Catalyst Initiative, with the stated mission of 

supporting innovators in creating consumer-friendly financial products and services 

(Wall Street Journal, 2016).  A no-action letter indicates that CFPB staff have no present 

intention to recommend initiation of an enforcement or supervisory action against the 

FinTech industry.  With open arms, the CFPB welcomes and encourages the growth of 

the FinTech industry, an evolving and rapidly growing aspect of what has been defined 

here as the consumer credit data industry throughout the dissertation.  

The third section of this chapter shifts the analysis to the Bureau’s dealings with the 

consumer credit data industry by exploring the CFPB’s interactions with ZestFinance and 

Spokeo.  Overall, it will be shown that the CFPB has had no perceptible impact on 

reining in the growth, power and role of the consumer credit data industry in the US. 
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5.3: Contesting Consumer Protection: ZestFinance and Spokeo  

ZestFinance 

In a report funded by global financier Morgan Stanley entitled Big Data, Big Potential: 

Harnessing Data Technology for the Underserved Market, consumer credit big data is 

touted as means of reaching the final financial frontier of America’s unbanked (Center 

for Financial Services Innovation, 2014). ZestFinance categorizes itself as a financial 

technology start-up that mines streams of digital data in order to produce unique 

consumer scores.  Similar companies, including LendUp, Affirm, Earnest and Elevate 

have also cropped up as actors in this new market.  ZestFinance’s founder, Douglas 

Merrill, has a PhD in cognitive science from Princeton and served as Google’s chief 

information officer from 2003-2008.  The primary argument of this section is that the 

growth of ZestFinance and other so-called ‘fringe financiers’36 using big data technology 

rely heavily upon what this dissertation has argued are the two major motifs of consumer 

credit big data industry: portrayals of expert knowledge and apolitical representations of 

the industry.  In order to carve out a space for itself within the financial inclusion 

movement, consumer creditors using consumer credit big data rely upon a 

characterization of their industry as being cutting-edge, innovative, and technical.  

Furthermore, their business relies on the apolitical tropes of ‘democratizing credit’ and 

‘financial inclusion’.  These two approaches are used to persuade state regulatory 

                                                
36 Given their strong ties to some of the largest mainstream banks, companies providing 
subprime forms of credit, like ZestFinance, should not be considered a part of the fringe 
economy (alongside cheque cashiers, rent-to-own, title loan offices and pawnshops) 
(Aitken, 2015; Soederberg, 2014: 94). 
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agencies, including the CFPB, as well as attract capital investors, that they are helping 

consumers who have been ‘left out of the credit system’ (Wired, 2013).  

 

Initially financed by Silicon Valley luminaries37 to provide small loans averaging $600, 

ZestFinance has since grown to provide near-prime loans targeting the middle class and 

has attracted over $180 million in venture and debt financing.  Experts have coined 

ZestFinance as deploying fringe alternative scoring models, and often describe the 

company as serving the unbanked or underbanked (Novet, 2015).  This plays directly into 

the North American neoliberal trope of democratization of credit, which refers to the 

removal of barriers that exclude access to credit, particularly for poor people or those 

with no credit history (Burton, 2008; cf. Soederberg, 2014) 

 

ZestFinance builds a bridge between consumer credit big data and consumer creditors.  

Purchasing data from third party consumer data firms, including Atlanta’s L2C Inc., 

which tracks rent payments, ZestFinance started out by applying an ensemble of complex 

algorithms in order to determine whether applicants qualify for one of the company’s 

Spotloans or ZestCash, which charge APRs38 of 390% (Bloomberg, 2014).  Merrill has 

described the company’s approach to consumer finance as bringing social responsibility 

to the consumer loan industry, and argues that people will trade their personal 

                                                
37 Since 2011, ZestFinance has attracted $62 million in venture financing, plus $50 
million in debt financing from Chicago-based hedge fund Victory Park Capital Advisors 
LLC.  In 2013, a group lead by PayPal Inc. billionaire Peter Thiel invested $20 million, 
and LendUp has raised $64 million. 
38 APR translates to annual percentage rate.  Payday lenders often advertise their financial 
products in 14 day terms – i.e. a $350 loan will cost $50 if paid back in two weeks.  
Calculated annually, however, this equals an Annual Percentage Rate of 372.45%. 
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information for economic value (Merrill, 2013).  While the CFPB drags its feet in its 

efforts to ‘develop an approach to analyzing the use of big data’ (CFPB, 2016), 

companies using consumer credit big data continue to dole out usurious loans, and 

continue to attract large amounts capital.  The CFPB’s stagnant approach to consumer 

credit big data regulation matches its regulatory lethargy in many other areas of consumer 

financial protection. 

 

The company argues that it is tapping into a niche market by creating loan products for 

those consumers that find themselves in the gray area between pawn and payday loans 

(where the average APRs are 521%) and subprime credit (where average APRs are 30%). 

– again, they are trying to overcome the various state usury laws, which would prohibit 

this (an old trick in the industry, but obviously one that the CFPB permits). 

 

The apolitical nature of consumer creditors using big data technologies, like ZestFinance, 

is slightly different than what was described in Chapter Four.  The companies 

investigated in that chapter (Acxiom, LexisNexis, etc.) promote themselves as marketers.  

ZestFinance, LendUp and other major CCDI creditors take a different approach to 

underscoring their apolitical nature, instead arguing that this is purely economic, 

mathematic, digital science that will help those not able to be served by America’s prime 

banking sector.  These companies have been branded as FinTech companies (Chisti and 

Barberis, 2016).  As discussed in Chapter Two, this is indicative of the economy no 

longer being understood as a way of exercising power and accumulating knowledge, but 

instead as an object of power and knowledge (see Mitchell, 2008). 
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Of course, administering sky-high APR loans, and amassing millions in private capital in 

the meantime, is an entirely political endeavour that simultaneously ignores and inflames 

the conditions underlying consumer dependence on privately created money.  In effect, 

Silicon Valley’s rich are financing America’s poor through the use of consumer credit big 

data technologies.   

 

The CFPB has stated that it is not likely to object to ‘the use of big data by creditors to 

reconsider credit applications that would otherwise be denied’ (2016: 206).  These two 

facts indicate that it is doubtful that we can expect the consumer protection bureau to take 

action against the growth of big data consumer creditors.  CFPB officials have, on the 

whole, heralded innovation when asked about the potential of big data digital 

technologies on fair lending (Taylor and Sadowski, 2015).  Falling into formation, former 

deputy director of the CFPB, Rajeev V. Date, has stated that these consumer credit big 

data banking start-ups ‘save millions of people billions of dollars’ (New York Times, 

2015).  ZestFinance does not allow rollover loans, meaning that debtors cannot take out a 

loan until the current one is paid in full.  The CFPB has stated for the past five years that 

their regulatory focus will be on the crackdown of rollover loans, or ‘debt traps’ (CFPB, 

2014).   

 

While action has yet to be taken on this front, Merrill argues that his company will 

benefit from future CFPB regulation of this nature, and he is not alone. Soederberg 

(2014) has argued that the proposed legislation effectively bolsters the growth of 
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companies using big data analytics.  Together, ZestFinance’s business model and 

harmonization with purposed CFPB regulatory outlook work together to normalize 

consumer credit big data practices.  It suggests the beginning of a process whereby CCDI 

practices, a sector of the political economy kept cloistered for much of its existence, are 

being legitimated and naturalized in the public eye. 

 

ZestFinance’s proprietary consumer scoring models are being for its own loan products, 

but are also being furnishing to other financial entities. The company does not name its 

clients, but claims that it works with short-term lenders and collection agencies.  Despite 

calls to action by members of the National Consumer Law Center, at the time of writing, 

no regulation has been or is being produced that clearly defines how the Fair Credit 

Reporting Act applies to companies like ZestFinance (Allen, 2014), or how the Consumer 

Financial Protection Bureau ought to oversee this industry.  Although the CFPB has 

claimed jurisdiction over the regulation of the payday industry, it has demonstrated a 

hands-off approach to the growth of these companies.  Additionally, the CFPB has given 

no indication of regulating or enforcing actions that would slow the development of 

FinTech companies.  The inaction of the regulatory bodies charged with protecting 

consumer debtors is perhaps indicative of a burgeoning shift in the payday lending 

industry, where loan offices in derelict neighbourhoods are being replaced by venture-

capital funded online platforms promising innovative means of scoring and financing 

America’s poor. 
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ZestFinance’s rhetoric certainly points in this direction.  On the ‘Who We Are’ page of 

the company’s website, Merrill distances himself from the traditional payday loan 

industry39.  Merrill and the CFPB leads the public to believe that ZestFinance’s business 

model is a Robin Hood-esque scenario, where some of America’s richest individuals are 

working toward the philanthropic goal of helping out ‘good people with bad credit’ 

(ZestFinance, 2016).  This image works to clean up the reputation of the industry as 

predatory and, in its stead, elevates the industry as a high-tech, complex digital science 

that strives toward financial inclusion for all.  Such an image ignores the social realities 

that create the need for America’s working poor to take out high-interest loans to meet 

their basic subsistence needs, while simultaneously painting the consumer credit big data 

industry as an innovative feature of a competitive marketplace.  Erstwhile, the federal 

body charged with consumer financial protection props up and legitimates a consumer 

credit big data industry that continues to develop new and increasingly penetrative means 

of siphoning capital from vulnerable consumers under the banner of technological 

expertise and innovation. 

 

                                                
39 Merrill states: ‘My vision was that we could make lower price products possible by 
turning the world of underwriting on its head, with Google-style big data analysis. We 
created ZestCash, which offered installment loans that allowed borrowers to pay down 
their loans a little at a time. Each payment went toward both principal and interest, so 
borrowers made progress toward paying off their loan with every payment. And, thanks 
to our big data underwriting capabilities, we were able to charge about 50% less than a 
typical payday loan. The loans were designed to help people get out of debt — not further 
in it…The more people we can help get out of payday loans and into a lower cost 
alternative, the closer we come to achieving our mission of saving the underbanked 
billions of dollars. If we can get even 10% of payday loan customers out of the payday 
loan trap, it will put $800M back in the pockets of the people who need it most. That 
would be a huge win for people like my sister-in-law, who work hard to make ends meet 
and need as many pennies to stay in their pockets as possible.’ (ZestFinance, 2016) 
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Spokeo 

Founded in 2006, users and businesses paying a subscription to Spokeo are able to access 

a range of consumer data, including basic personal details and things like ‘economic 

health’ indicators based on online purchase histories and political leanings. In 2010, 

Spokeo settled $800k in FTC charges for marketing profiles in the human resources, 

background screening and recruiting industries without taking steps to protect consumers 

required under the FCRA.  It was the first FTC case addressing the sale of Internet and 

social media data in the employment screening industry.  Spokeo agreed to settle the 

charges without admitting they were true, and added to its company profile that it was not 

a consumer reporting company.  Since this brief legal scuffle, which has been variously 

characterized as a slap on the wrist, Spokeo claims to have amassed 12 billion records 

and projects yearly revenue of $79 million for 2016 (Spokeo, 2015).  Through Spokeo, 

people’s financial reputations continue to be surveilled, managed and exposed (Bhatti, 

2016).   

The most current charges brought against Spokeo have been making legal waves 

throughout the US, involving some of the CCDI’s most powerful actors (Facebook, 

Google, Apple, etc.) and reaching the highest level of courts.  The plaintiff, Thomas 

Robins, sued Spokeo for willful violations of the Fair Credit Reporting Act (15 U.S.C. § 

1681 et seq.), claiming that Spokeo disclosed inaccurate information about him that 

harmed his employment prospects and violated his rights. Spokeo sought to dismiss the 

case, claiming that that there was no injury-in-fact.  Inaccuracies on Robins’ consumer 
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report included that he was married, had a university degree, and was employed.  Robins 

claimed that this misinformation harmed his employment prospects.  The ruling, which 

was delievered by the Supreme Court of the United States (SCOTUS) in May, came 

down in favour of Spokeo.   

The Spokeo v. Robins case made, and continues to make, headlines as a hallmark case in 

major data security class action suits.  At the time of writing the SCOTUS adjudication 

determined that a plaintiff in a suit under the Fair Credit Reporting Act (FCRA) cannot 

recover damages without suffering actual harm.40  The case has been peddled by scholars, 

media and policymakers alike as having huge implications, beyond the FCRA, with 

regard to whether a consumer who was not harmed-in-fact has the ability to bring 

litigation on a minor technicality (Scrudato and Crispin, 2015; Laycock et. al, 2015; 

Electronic Privacy Information Center, 2015). 

Both lower and higher courts were split on whether or not the case has standing, or 

whether or not the plaintiff has suffered a concrete, particularized harm as described in 

Article III of the US Constitution. Google, Facebook and other Silicon Valley firms, 

along with the powerful corporate-capital interests such as the US Chamber of 

Commerce, American Bankers Association and the Consumer Data Industry Association, 
                                                
40 In an opinion by Justice Samuel Alito, the court stated: ‘We have made it clear time 
and time again that an injury in fact must be both concrete and particularized.  An 
example that comes readily to mind is an incorrect zip code.  It is difficult to imagine 
how the dissemination of an incorrect zip code, without more, could work any concrete 
harm’ (Supreme Court of the United States, 2015: 1).  Privacy advocates were quick to 
take to Twitter to point out privacy’s disparate impacts vis-à-vis incorrect zip codes, 
including being charged a higher mortgage rate because your neighbourhood is 
characterized by a particular race, or someone’s child is kicked out of a high-ranking 
public school because it appears the parents are misrepresenting their address (see 
McGeveran, 2016; Calo, 2016). 
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as well as consumer credit bureaus TransUnion and Experian, all filed amicus briefs to 

the Supreme Court in support of Spokeo (Supreme Court of the United States, 2016).  

This line up of powerful companies, state agencies, consumer credit bureaus and 

consumer data industry lobbyists lending their support to the consumer big data broker 

firm provides a glimpse into the capital and power backing the industry in the face of 

state action.  These heavyweight companies argue that class action lawyers abuse these 

types of rulings, using small technical violations to force companies into billion dollar 

settlements (Business Insider, 2011).  

 

The media and consumer credit data industry would have us believe that this case is 

solely a showdown between beleaguered companies and trial lawyers seeking to cash in 

on frivolous class actions. The subject matter of Robins v. Spokeo had the potential to 

spotlight the growing power and scope of the consumer credit data industry.  However, 

the courts, media and industry have made the case solely about standing.  The 

conversation is not about the power wielded by consumer credit data companies over 

private citizens and public courts, or the industry’s relationship with the state, or the 

present status of regulation – all topics that might help illumine the role of the CCDI in 

the US neoliberal political economy (as this dissertation has purposed to do).  Instead, the 

vanguard of this case is America’s litigious culture. 

 

It is of note that it is neither the CFPB nor FTC going after Spokeo, but a single 

consumer and private law firm (Edelson McGuire LLC).  The CFPB has not produced a 

single published rule about the consumer credit data industry, leaving the CCDI to infer 
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the CFPB’s position on important matters like those pending in the Spokeo case. The 

CFPB’s lack of interpretive guidance and failure to produce regulations of any kind has 

been likened to reading tea leaves when it comes to understanding the agency’s position 

on a number of important matters (Nieman, 2015).  Though the CFPB has released 

multiple bulletins and reports in the area of consumer reporting since 2013, there has yet 

to be any action taken against the consumer credit data industry. 

 

The decision in support of Spokeo also effectively works to bolster the current regulatory 

scheme of the CFPB and FTC, particularly the FCRA.  As was argued in Chapters Three 

and Four, the FCRA is an ineffective vehicle for the reining in of the CCDI’s power.  A 

major court decision using the FCRA sends a message that present regulations, though 

quite dated, are sufficient for today’s consumer big data marketplace.   

 Conclusion 

The chapter has established that the CFPB, a ‘new’ piece of governance, is cut from the 

same cloth that makes up the state’s overall approach to governing the big data of 

consumer credit.  As opposed to collective rights-based protection, this market-driven 

understanding of consumer protection put forth by the CFPB consolidates the role of the 

capitalist market in rectifying perceived problems, namely through the continued pursuit 

of financial inclusion for America’s working poor.  The role of the state is minimized to 

guaranteeing the formal equality of exchange, and, in doing so, reinforces market 

mechanisms that serve as an example of a capital-privileging disciplinary force acting 

upon both state and consumer.  Adding to what has been written about the role of the 
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CFPB in the debtfare state, particularly that the CFPB ensures that the neoliberalized 

consumer financial market functions and flourishes without ever addressing the systems 

of debt and oppressive relations in place, it has been shown that that the consumer credit 

data industry is a notable actor at the core of this structure.  

In keeping with the previous chapters, Chapter Six has continued to move beyond 

theories of private versus public regulation in the twentieth century, including regulatory 

life-cycles and regulatory capture, by examining the emergence of the CFPB within the 

historical context of consumer credit regulation and the CCDI’s portrayals of knowledge. 

By focusing this chapter on the exploration of how this branch of state authority, 

including debates concerning its structure and scope of regulatory power, it has been 

demonstrated how these debates have impacted public perceptions of the consumer credit 

data industry and portrayals of knowledge and power.  This ideational component of 

exploring the CFPB extends the arguments that have been made about the rhetorical and 

regulatory features of the debtfare state (Soederberg, 2014).  This analysis has been key 

to understanding how consumers make sense of private power versus public authority 

when it comes to consumer credit and consumer credit big data.  The following chapter 

turns our attention to how these understandings play out on a global scale. 

 

 

 

 

 

 



 169 

Chapter Seven 

Global Dimensions of Consumer Credit Big Data 

‘Too often, well-intentioned efforts to address legitimate concerns over issues like 
privacy and security lead to unintended consequences…[such as] barriers to 

competition, innovation and free expression.’ 

 – US Secretary of Commerce Penny Pritzker at the OECD Digital Economy Ministerial 
Meeting (Intellectual Property Watch, 2016: 1) 

Introduction 

Although the US represents the epicenter of consumer credit big data, there are important 

transnational dimensions to this industry.41 Cross-border data flows42 generate 

approximately $2.8 trillion of global gross domestic product each year (McKinsey, 2016).  

On 11 March 2016, US Secretary of Commerce Penny Pritzker announced the launch of 

the Digital Attaché program, an initiative establishing an expert network of ‘digital 

attachés’ in key markets, including the Association of South East Asian Nations Brazil, 

                                                
41 The language used in this chapter to describe and characterize the nature of governance 
of the consumer credit data industry beyond the US has been chosen intentionally.  In the 
tradition of relevant private versus public governance debates, the use of the word 
‘global’ here is meant to reflect the fact that the major actors in this realm are not limited 
to state or national representatives (Rosenau, 1995; Nye and Keohane, 1998).  The term 
transnational suggests that territorial grounds and national autonomy or sovereignty 
cannot be taken for granted, while simultaneously implying that governance activities are 
embedded in particular geopolitical structures and institutional webs (Djelic, 2006). 
Taking this understanding a step further, this chapter draws heavily on a Coxian approach 
to understanding historical structures, such as the transnational governance of consumer 
credit big data, that takes into account the ideas, institutions and material capabilities that 
combine to form particular historical structures. 
42 Cross-border flows of data, or digital commerce channels, can be broadly organized 
into three categories: (1) information data (i.e. financial) and company data, to support 
production, marketing, sales, after-market services, and functionality of goods (this 
includes consumer credit big data) (2) the export and import of digitally enabled services 
and goods, as well as goods ordered through digital means (3) the export and import of 
digitized content, including software, music and audio-visual content   
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China, Japan, India, and the European Union.  The primary goal of the Digital Attachés is 

to provide support and assistance to help US businesses43 successfully navigate 

regulatory issues in digital foreign markets and expand exports through global digital 

commerce channels.  For US Secretary Pritzker, promoting the US digital economy is a 

top priority, stating: ‘America’s economic growth and competitiveness depend on our 

capacity to embrace digitization in the economy’ (US Department of Commerce, 2016).  

Citing roughly $400 billion in digitally deliverable services exported in 2014, the Digital 

Attaché program is part what the Department of Commerce’s describes as a 

comprehensive effort to address barriers and help the digital economy thrive.  Other 

examples of these efforts include the finalization of the Trans-Pacific Partnership 

Agreement (TPP) (which features digitally enabled trade and data flows as a central 

theme) as well as the World Trade Organization (WTO) agreement in 2015 to renew a 

moratorium on tariffs on data that has persisted for almost two decades (USTR, 2015; 

WTO, 2015).  With this new zeal and intensified approach to growing global digital 

markets, including financial markets, it is pertinent to understand how the US influences 

its governance transnationally, particularly with regard to the consumer credit data 

industry (CCDI).    

This chapter draws attention to (1) the global business activities of CCDI firms; (2) the 

history and types of rules, barriers and guidelines they are beholden to; and, (3) what the 

nature of these rules reflect vis-à-vis private versus public values, interests and power. In 

                                                
43 These businesses include Information Handling Services (IHS), a multinational 
corporation (with global headquarters in Englewood, CO, USA) that collects and 
analyzes consumer spending across over 100 countries in over 36 categories (including 
consumer financial services).  IHS provides data collection and analysis services to 
companies, and reported its 2015 annual revenue as $2,184 million (IHS, 2015) 
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so doing, this chapter undertakes a macro- political economic approach that asks and 

seeks to understand the ‘whys’ of policy convergence and divergence using a Coxian 

triadic of investigating ideas, institutions, actors and their intersections.   These questions 

include: who benefits from the growth and expansion of consumer credit big data 

transnationally?  Why has a privatized approach to global governance prevailed in this 

sector of the political economy? And, given the geopolitical significance in global 

finance and the consumer credit big data industry, to what extent has the US shaped and 

influenced consumer data governance transnationally? 

To address these questions, this chapter draws on the theoretical approach developed in 

the previous chapters and insights from financial regulation scholars (Porter, 2010; 

Helleiner, 2010; Brummer, 2012) to explore the global dimensions of power inherent to 

the regulatory structures and processes of the consumer credit big data. It is argued that 

the politics and power of global consumer credit data industry can be characterized as 

transnational governance that is marred by the same characteristics identified in the US 

case, namely: overemphasis on its technocratic and neutral nature and the susceptibility 

to capture.  Furthermore, this likeness is argued to be representative of US dominance 

and influence on a global scale.  

The chapter begins in Section 7.1 by flagging competing approaches to the topic of 

transnational financial governance, engaging closely with some of the key issues while 

introducing a set of debates with which the remainder of the chapter will engage (i.e. 

legal approaches, economic approaches).  While nothing has been published at the time 

of writing that addresses the consumer credit big data industry and its governance 
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transnationally, key insights and debates concerning global finance writ large provide 

fertile ground for examining the private-public dualism that this dissertation concerns 

itself with.  Section 7.2 moves on to examine specific mechanisms of CCDI governance 

at the global level, using the information and debates revealed in Section 7.1 to justify its 

characterization as transnational governance that, as is the case domestically in the US, 

has proven susceptible to technocracy and capture.  Finally, Section 7.3 traces the 

empirical landscape of CCDI activities transnationally, demonstrating that these 

transnational governance mechanisms, designed by networks of domestic market actors 

in the US, experience the same weaknesses as their domestic equivalents.   

7.1: Toward an Understanding of Transnational Mechanisms of Governance 

Previous chapters have demonstrated that the consumer credit data industry, although 

understudied, is a key vector of consumer finance.  Beyond that, consumer finance is 

widely acknowledged to play a pivotal role in finance globally (Langley, 2008; 

Lapavitsas, 2009; Martin, 2011).  The scholarly debates concerning transnational 

financial governance are rich and varied, with much to be gleaned in order to better 

understand the transnational regulation of consumer credit big data.  Understanding the 

supervision and oversight of the international financial system involves many disciplines, 

including international law, corporate law, and international relations.  This section will 

briefly highlight some key approaches to understanding transnational financial regulation, 

highlighting those that best contribute to our understanding of the character of CCDI 

governance transnationally. 
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For the most part, legal scholars, particularly within business law and legal philosophy, 

have occupied a backseat when it comes to studying and theorizing international financial 

law.  Taking a positivist stance, many argue that international financial law does not 

qualify as ‘law’ proper, and challenge the study of international financial law as a 

coherent discipline, given the absence of a centralized, coercive authority (Baradaran et. 

al, 2012). Exploring the transnational networks of private and public actors that have and 

continue to shape the governance of consumer credit big data globally does not fit 

comfortably with these types of theories about global politics.  Other legal scholars, of a 

more interpretive and critical bent, have produced exhaustive and informative volumes 

investigating the nature of global financial regulation.44  The focus of such work is often 

the theorization of soft law, a form of law that blurs the traditional public-private divide 

and allows regulatory regimes to be developed and applied directly by the body involved 

(Picciotto, 2011: 22).  These scholars have variously argued that the effectiveness and 

legitimacy of the global financial system depends on the broader institutional 

environment (Brummer, 2012; Verdier, 2013; Galbraith and Zaring, 2013).   

Broadly speaking, these legal scholars agree that in sharp contrast to international 

regimes like trade or environmental law, international financial regulation that has 

emerged since the 1970s relies on soft law standards designed by informal networks of 

national regulators.  These networks have been termed ‘transnational regulatory 

networks’, comprised of actors such as the International Organization of Securities 

Commissions (IOSCO), the Basel Concordat on bank supervision, and Multilateral 

                                                
44 For a thorough history of international financial regulation, see Picciotto, 2011 and 
Chapter 8 ‘Financial Regulation’ in Braithewaite and Drahos, 2000. 
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Memorandum of Understanding (MMOU).  It is argued that these transnational 

regulatory networks have developed highly unevenly, informally and without a unifying 

rationale (Verdier, 2013: 140).  With regard to the transnational governance of consumer 

financial data, this dissertation argues the opposite: that the current regime serves quite 

specific interests, unifying its rationale, which include, but are not limited to (1) the 

central institutions of the consumer credit big data industry, (2) the network of private 

and public actors responsible for its legal construction, (3) the alliances between these 

two groups and the complex institutional arrangements of modern neoliberal capitalism.   

Contributions from international relations literature in the 1980s helped to reveal the 

importance of transnational social networks, unearthing mechanisms of governance that 

reproduced the class power of particular groups and associated structures of dominance 

(Van der Pijl, 1984; Haas 1989).  Haas’s concept of ‘epistemic communities’, introduced 

in Chapter Four, makes reference to communities of expertise and practice that are 

increasingly transnational (1992).  Since these early theorizations in the school of 

international relations, IPE scholars have written prolifically about the role of experts, 

epistemic communities and elites in international financial regulatory architecture 

(Seabrooke and Tsingou, 2009; Baker, 2010; Helleiner and Zimmerman, 2010).  These 

actor-centered explorations of transnational governance underscore the complex 

interplays between regulated and regulating actors.   

The networks of actors described in the international financial regulation literature also 

act as discursive networks, laying claims to knowledge and various forms of expertise 

that shape their authority and lend to the perceived legitimacy of their governance 
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activities (Marcussen, 2000).  The discourse dominating the shape of transnational 

governance initiatives, examined in Section 7.3, is hallmarked by the goal of tearing 

down barriers to digital trade in data, including: data privacy and protection requirements 

in territories for cross-border transfer, uncertain legal liability rules, and localization 

requirements (requirements to use domestic server suppliers to host data, or compliance 

with country-specific versus international standards).  The elimination of barriers to 

digital trade is a slight variation on a long-held theme of neoliberalism, where the 

apparent scaling back of state rules and regulations in global commerce and trade is 

purported to be of benefit to all. Individual rights to privacy and security are only 

discussed insofar as they foster trust in the system, enabling and ensuring its continued 

growth.  Although these strategies have failed time and time again, they have 

nevertheless continued to ‘fail forward’ in that their inadequacies continue to drive 

forward the same pattern of neoliberalization (Peck, 2010; cf. Soederberg, 2012). 

It has been widely accepted for nearly two decades that private governance has displaced 

public governance (Strange, 1996; Cutler et al, 1999; Hansen, 2008; Stringham, 2015).  

The foci of these authors have been on public-private dualism, understanding power, and 

the effects on global order.  IPE scholars, borrowing from and adding to soft law 

theorizations, have produced a rich sub-discipline of literature confronting the 

institutional dimensions of transnational financial regulation.  The premise of such 

studies is that actors and networks ought not to be looked at solely, as they have been 

shaped, constrained and framed by more general institutional and cultural processes.  

This chapter focuses on the geopolitical power and influence of US-based private and 

public actors within wider transnational networks of governance.  Premised on the liberal 
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economic idea that freely functioning can and will lead to economic prosperity, 

evidenced in statements of US Secretary Pritzker given at the start of this chapter, 

through its power and influence the US has been able to create an enduring sectoral 

approach to governing consumer credit big data that privileges corporate capital over 

consumer privacy and security.  Furthermore, this chapter exhibits how the US has been 

able to successfully implement their regulatory approach on a transnational scale.  

Transnational modes of governance are described as structuring, guiding and (somewhat) 

controlling human social activities and interactions beyond, across and within national 

territories, erstwhile ordering and re-ordering patterns of our contemporary world (Cutler 

et. al, 1999; Braithewaite and Drahos, 2000; Hall and Biersteker, 2002; Slaughter, 2004; 

2009). The majority of scholars studying transnational governance recognize that the 

development of networks involves highly dynamic processes, with diverse social forces 

contending with one another over the negotiation of rules, translation, appropriation and 

diffusion.  The chapter demonstrates the ways that the US has successfully carried out a 

neoliberal offence in its conceptualization of consumer credit big data and how it ought to 

be gathered, stored, analyzed and used transnationally.   

Coming out of the US ‘heartland’ of neoliberal discursive production and sites of 

intensive institutional construction and reconstruction (Peck and Tickell, 2002), the 

remainder of this chapter outlines and simultaneously problematizes the complex 

interactions taking place at the transnational level concerning the governance of 

consumer credit big data.  The rolling out of US digital economic policy approaches, 

which marry an unlikely combination of technocratic economic management techniques 
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with invasive social policies, reveal the contradictions and tensions inherent within the 

consumer credit big data industry and the consumers it purports to benefit. 

The framework builds upon an understanding of transnational governance that takes into 

account networks of individuals, increasingly private actors, that are engaging in rule-

making, as well as the implementation, monitoring and enforcement – that is, governance 

– both in concert with states or on their own.  The mechanisms of governance developed 

by these networks have, and are having, profound impacts on the global economy.  Due 

attention must be brought to transnational governance’s component parts, including the 

nature and actions of epistemic communities and their geopolitical significance, the types 

of rules they are creating and re-creating, and whose interests they claim to actually 

represent.  This theoretical foundation informs the line of questioning, particularly its 

focus on cui bono? or, understanding who benefits, and whose interests are represented, 

through the present transnational governance structures and institutions pertaining to 

consumer credit big data. 

Maintaining a particular focus on how the US has extended its ideology concerning the 

CCDI and its governance, this chapter equips itself theoretically by bringing together 

what financial governance scholars have argued regarding epistemic communities, the 

development and maintenance of both hard and soft laws, and the development of 

networks.  Bearing in mind a broader Coxian approach of understanding structures 

historically through a study of ideas, institutions and actors, the chapter now moves on to 

an empirical analysis of the mechanisms of consumer credit big data governance.  
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7.2: Transnational Mechanisms of Governance of Consumer Data 

As was revealed and contended with in Chapter Two, the three primary narratives 

concerning consumer credit big data are privacy, security and quality.  By extension, the 

chief regulatory mechanisms pertaining to consumer data address these three concerns.  

Commentators have noted remarkable convergence of global privacy policies (Bennett, 

2006; Rotenberg, 2001).  Countries around the world, with distinct historical contexts and 

systems of governance, nonetheless have adopted roughly similar approaches to digital 

privacy protection. Even in the absence of consensus regarding digital and electronic 

flows of data, a neoliberal stratagem has prevailed.45 With regard to other areas and codes 

of corporate and financial ‘good governance’, scholars have found that while intricate 

webs of governance seem to (falsely) convey pluralistic arrangements, upon closer 

inspection, the coercive element of power and US dominance has lead to the private 

sector having been granted more power over policy formation in both foreign states and 

global markets (Peck and Tickell, 2002; Soederberg, 2003).  As the chapter progresses, it 

will be shown that this same pattern applies to the consumer credit big data industry. 

Legal and data protection scholars generally agree that the building blocks of institutional 

digital privacy concerning consumer data are derived from the Fair Information 

                                                
45 In 1998 the WTO adopted a declaration on global electronic commerce, establishing a 
Programme to report to the 1999 Ministerial Conference in order to move forward with 
the development of rules.  Erstwhile, a moratorium stating that members continuing the 
current practice of not imposing customs duties or tariffs on electronic transmissions was 
enacted.  The issue of digital flows of data remains unresolved through to 2015, with 
Ministers split and stymied on many issues.  Throughout almost a decade of unresolved, 
complex and difficult trade negotiations, the default for all members of the WTO is to 
allow for the free and unencumbered movement of data across borders in the name of 
economic prosperity and growth.  The moratorium is expected to become binding (E15 
Initiative, 2016). 
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Principles (FIPs), a set of globally recognized principles for protecting privacy and the 

security of personal information (particularly in the field of healthcare) that were first laid 

out in a 1973 report entitled Records, Computers and the Rights of Citizens.46  The report 

was commissioned by the Department of Health, Education and Welfare as a result of 

mounting public concerns over the application of then-burgeoning computer technology 

to personal record keeping.  Privacy scholar and prolific author, Graham Greenleaf, finds 

ten elements common to four of the most influential transnational privacy instruments, 

listing them as follows: 

1. Collection – limited, lawful and by fair means; with consent or 
knowledge 

2. Data quality – relevant, accurate, up-to-date 
3. Purpose specification at time of collection 
4. Notice of purpose and rights at time of collection 
5. Uses limited (including disclosures) to purposes specified or 

compatible 
6. Security through reasonable safeguards 
7. Openness re: personal data practices 
8. Access – individual right of access 
9. Correction – individual right of correction 
10. Accountable – data controllers accountable for implementation  

(Greenleaf, 2012: 6) 

                                                
46 The Committee’s Fair Information Principles were straight-forward: 
 (1) There must be no personal-data record-keeping systems whose very existence is 
secret. (2) There must be a way for an individual to find out what information about him 
is in a record and how it is used. (3) There must be a way for an individual to prevent 
information about him obtained for one purpose from being used or made available for 
other purposes without his consent. (4) There must be a way for an individual to correct 
or amend a record of identifiable information about himself.  (5) Any organization 
creating, maintaining, using, or disseminating records of identifiable personal data must 
assure the reliability of the data for their intended use and must take reasonable 
precautions to prevent misuse of the data (Records, Computers and Rights of Citizens 
Report, 1973) 
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The above principles, derived from the original 1970s FIPs, provide a common language 

of privacy for different data protection regimes.  Scholars have noted a global policy 

convergence around FIPs dating back to their creation in the 1970s (Solove, 2012; Tene 

and Polonetsky, 2012; Gellman, 2015).  This language originated in the US, and has since 

become a global touchstone for personal data protection and privacy.  FIPs ought to be 

considered a keystone institution in personal data privacy and protection as they now 

provide underlying policy for many national regulatory regimes. Around the same time 

that the FIPs were drafted, European countries began to pass national privacy laws and 

policies that reflected them.  FIPs are what financial regulation and governance scholars 

would describe as a transnational form of soft governance.  They are also a textbook 

example of US influence over the transnational convergence in political, economic and 

social practices (Cox, 2004).  

The Organization for Economic Cooperation and Development (OECD) is a group 

comprised of powerful industrialized states that has contributed to the construction of a 

common western liberal identity with clear political consequences (Marcussen, 2004).  

The actions of this transgovernmental organization are motivated by the liberal economic 

mantra, as evidenced in their slogan: ‘Better Policies For Better Lives’.  It plays a crucial 

role in myriad transnational governance initiatives, the orchestration of knowledge 

networks, and the development of liberal-democratic policy prescriptions.   

The OECD has played a pivotal role in the codification of a very specific conception of 

privacy of consumer information.  Although the 1973 FIPs principles were not officially 

legal requirements, the OECD eventually codified them in 1980 with the Guidelines on 
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the Protection of Privacy and Transborder Flow of Personal Data (see Table 6.1 below).  

Most recently, the OECD adopted a revised Recommendation Concerning Guidelines 

Governing the Protection of Privacy and Transborder Flows of Personal Data (henceforth 

‘Privacy Guidelines’).  Although the principles held in the Privacy Framework are 

nonbinding, they are touted as having the propensity to influence national legislation 

concerning personal data and transborder flows of personal data.  This aspiration 

succeeded with the passing of the 1980 guidelines, as dozens of national and regional 

privacy regimes adopted them into their regulatory frameworks.  
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Table 7.1 

1980 OECD Privacy Principles 

Principle Description 
Collection limitation The collection of personal information 

should be limited, obtained by lawful and 
fair means, and, where appropriate, with 
the knowledge of the individual 

Data quality Personal information should be relevant to 
the purpose for which it was collected, and 
should be accurate, complete, and current 
as needed for that purpose 

Purpose specification The purposes for the collection of personal 
information should be disclosed before 
collection and upon any change to those 
purposes, and the use of the information 
should be limited to those purposes and 
compatible purposes 

Use limitation Personal information should not be 
disclosed or otherwise used for other than a 
specified purpose without consent of the 
individual or legal authority 

Security safeguards Personal information should be protected 
with reasonable security safeguards against 
risks such as loss or unauthorized access, 
destruction, use, modification or disclosure 

Openness The public should be informed about 
privacy policies and practices, and 
individuals should have ready means of 
learning about the use of personal 
information 

Individual participation Individuals should have the following 
rights: to know about the collection of 
personal information, to access that 
information, to request correction, and to 
challenge the denial of those rights 

Accountability Individuals controlling the collection or use 
of personal information should be 
accountable for taking steps to ensure the 
implementation of these principles 

Source: OECD, 1980  
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The updated OECD Privacy Framework was the result of meetings of an Expert Group 

and a working group to review the 1980 Guidelines and make suggestions for their 

revision.  The most influential member of the working group, moderator Fred H. Cate, 

has previously testified to the US Senate and CCDI lobby groups on numerous occasions 

against the need to adjust federal financial privacy law.47  Cate and the other working 

group moderator, Viktor Mayor-Schoenberger, are also regular speakers consumer credit 

big data industry meetings and professional association conferences (DMA, 2013).  A 

detailed discussion of the updated OECD Privacy Framework can be found in Section 

7.3. 

The EU Data Protection regime is another key piece of the transnational digital 

governance puzzle.  It has played a major role in the transnational privacy debate.  Like 

the US and Western Europe, the early European integration project consensus was that 

information privacy statutes were to be constructed around the FIPs.  The Data Protection 

Directive established common rules for information privacy among EU member states, 

and, importantly, contains important provisions concerning international transfers.  

Article 25 of the Directive permits transfers to countries outside the EU only if there 

exists ‘an adequate level of protection’ (Data Protection Directive, supra note 4, Article 

25).  The impact of this directive has caused tension between the EU and US, as the US 

does not limit data exports to other countries and has not created a national data 

protection commission.   

                                                
47 Cate argued that ‘in the absence of consumers being physically or financially harmed 
by unregulated uses of their personal financial information, Congress has the time to wait 
and see how existing laws are working and to allow market responses to more fully 
mature’ (US Senate Committee on Banking, Housing, and Urban Affairs, 2001); see also 
Cate, 2001.  
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The US and the EU are a popular topic of legal scholarship concerning data, as they are 

often described as taking different paths when it comes to data protection, with the US 

giving relatively free rein to companies to test innovative new practices or finding new 

ways to violate privacy (Schwartz, 2013).  This is a key example of the complex 

governance arrangements concerning individual data and its transfer internationally.  The 

development of transnational standards is not a neutral process, and involves competing 

interpretations of individual privacy rights, consumer benefit, protection standards, etc.  

As Section 7.3 expounds more fully, with the US and EU presently in the embittered 

throes of negotiating arrangements that outwardly suggest a balance between competing 

approaches, with billions of dollars in potential trade hanging in the balance, there serves 

no better example of the complex political nature of transnational governance with regard 

to data. 

Scholars generally consent that the EU’s privacy model has been highly influential, with 

the ‘European standard’ becoming the norm for many countries (Greenleaf, 2012).  

However, this is not to discount the role of the US, as it has been found to have 

successfully engaged in shaping the form and meaning of EU data protection law by what 

Slaughter (2009) terms as harmonization networks.48  The latest EU Data Protection 

Directive, proposed in 2012 and adopted in 2014, is a new directly binding law for all EU 

member states.  To be sure, there is a vibrant body of scholarship addressing EU data 

                                                
48 Harmonization involves the adoption of an international standard that adjusts the 
regulatory standards or procedures of two or more countries until they are the same.  The 
networks of actors performing the harmonization on both sides who, over time, learn to 
think, speak and write about issues in a similar way through their participation in 
discussions, association, conferences and publications.  This community has the 
propensity to become an interest group itself.  (see Slaughter, 2009: 59-61). 
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privacy regulation, its effects on US data privacy standards, the resultant US-EU Safe 

Harbor compromise and recently updated EU-US Privacy Shield.49  These studies 

generally argue about the effects of EU influence on data governance globally, citing the 

supranational organization as prompting a ‘race to the top’ in terms of stringent digital 

protection laws (Greenleaf, 2012; Schwartz, 2013).  However, as Section 7.3 argues, we 

are in the midst of a US-led governance shift towards the softening of regulations 

concerning the transnational governance of consumer data. 

While there is policy convergence concerning using the FIPs as a benchmark for national 

and transnational regulation, the transnational governance of consumer big data is also 

marked by divergence.  One of the hallmark problems of basing a data protection regime 

on FIPs, whether nationally or transnationally, is determining which set of FIPs to apply.  

As the FIPs are nonbinding, states and transgovernmental agencies are able to pick-and-

choose which configuration of FIPs to adopt. For example, the 1980 OECD provide 

eight, the EU data protection directive of 1990 provides eleven, the FTC principles 

provide four.  The differences between these regimes are often substantive, considering 

the principle of openness, transparence and data quality adopted by the OECD Guidelines 

and the EU Data Protection Directive are not mentioned in the FTC principles.  In the 

latter example, the broad goal of transparency has been reduced to mere notice. The 

                                                
49 the ‘Safe Harbor program was a regulatory program that gives subscribing US firms 
‘safe harbor’ from sanctions under the EU Directive.  It was designed to fill in what the 
EU viewed as inadequacies, or gaps, in US data privacy protection, without requiring any 
additional legislation.  The negotiations over the Safe Harbor program lasted two years, 
during which time the EU suspended its right to interrupt data flows to the US.  The Safe 
Harbor program was slated to be replaced on 2 February 2016 the EU-US Privacy Shield. 
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‘consistent inconsistence’ concerning its adoption of FIPs is emblematic of the uneven 

nature of these data protection principles globally. 

Legal observers (Cate, 2006, Gellman, 2015) who have studied their history lament that 

while the FIPs, at their inception, were broad, aspirational and included a blend of 

substantive (i.e. data quality, use limitation) and procedural (i.e. consent, access) 

principles, when translated into national law they have increasingly been reduced to 

narrow, legalistic principles that reflect an approach to maximizing individual control 

over data rather than societal welfare.  As digitized information has gained economic 

value, the global regulatory regime concerning digital privacy, security and data quality 

has shifted to reflect the interests of those poised to benefit the most economically from 

the gathering, analysis and sale of personal data.  

This is perhaps most readily exemplified by the fact that the chief US regulatory agency 

monitoring consumer credit data (the FTC) does not subscribe to the FIPs’ full scope.  

Privacy experts have commented that the FTC restates, waters down, and leaves out some 

FIPs elements (namely, enforcement had no clear directives) (Gellman, 2015).  Although 

a December 2010 FTC staff report acknowledged the gaps in the Commission’s previous 

version of FIPs, it nonetheless failed to take any action regarding enforcement (ibid).  

This is par for the course given the FTC’s history of investigating consumer protection 

concerns and following up their findings with inaction.  The FTC’s description and 

application of FIPs, from 1998 through 2010, has been described as ‘consistently 

inconsistent’ (Gellman, 2015: 12).  On the surface, it seems counterintuitive that the 

primary regulatory agency we might reasonably expect to advocate principles of 
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consumer credit big data privacy protection in the US makes no comment as to how it 

will actually administer or enforce these principles.  However, based on what has been 

revealed about the FTC thus far in the dissertation, its ambivalence concerning globally-

recognized privacy benchmarks (especially its omission of the enforcement principle) 

comes as little surprise.   

Legal scholars, speaking of transnational financial regulation, have argued that the 

complexity of enforcement mechanisms is indicative of the degree to which a regulatory 

instrument is coercive and/or binding (Brummer, 2012). The inertia exhibited by the FTC 

concerning the enforcement of FIPs, coupled with the uneven nature of FIPs adoption 

across national and regional data protection regimes, is symptomatic of the overall 

effectiveness of transnational mechanisms and forums for regulating the CCDI writ large.  

In the following section, it is argued that the uneven distribution of FIPs in different 

regulatory regimes proves their contingent nature, and that this contingency is the result 

of soft law and networked-based governance. 

Yet another angle to the question of power vis-à-vis data privacy and protection is a 

discussion of the role of US power and influence on the development of transnational 

data privacy configurations.  Legal scholars have noted that the US is a major exception, 

keeping fundamentally low standards (Greenleaf, 2012; Hoofnagle, 2010; Solove, 2004).  

These low standards are amplified due to the core role the US plays as the host or 

provider of numerous Internet-based personal information services which have 

transnational reach, including the consumer credit big data industry.  Attempts by US 

companies and US government ‘to use their combined economic and political influence 
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to limit the development of data privacy laws in other countries will continue to be 

important’ (Greenleaf, 2012: 5).  Contending with the might of the US’ deliberate 

weaknesses when it comes to data privacy is a fundamental way that the consumer credit 

privacy landscape is being shaped globally.  So far, as will be described fully throughout 

the remainder of the chapter, the US-based network of consumer credit data industry 

actors has and continues to push for relatively weak overarching privacy and protection 

rules concerning consumer credit data.  This observation is in keeping with what many 

IPE scholars have suggested about the Anglo-American variant of private regulation that 

has dominated many financial regulatory landscapes (Soederberg, 2003; Peck and 

Tickell, 2004). 

The OECD recognizes that transborder data flows are often now produced unknowingly 

by consumers (for example, using search engines, doing their banking online, making 

online purchases), and that this data has lead to online advertising that, in 2008, was 

worth more than 55 billion USD worldwide (OECD, 2013: 87). Furthermore, the 

document acknowledges that consumer credit data collected by the private sector has lead 

to profiling, behavioural targeting and audience segmentation occurring on a large and 

advanced scale (OECD, 2013: 88).  Despite these acknowledgments, the OECD, as a 

transnational body comprised of powerful developed countries, is intent on preserving the 

CCDI’s unfettered access to consumer data, underscoring that member countries must 

‘encourage and support self-regulation’ of the data industry above other policy 

alternatives (OECD, 2013:79).  Relatedly, the OECD’s newly updated set of FIPs 

encourages consumer self-control or consumer empowerment concerning the collection, 

transfer and dissemination of credit-affiliated information about themselves.  This is 
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opposed to protecting individuals from uses of information about them that are unfair or 

harmful.  Giving consumers notice to opt-in to collection of their information often 

provide consumers with few meaningful choices.50   

7.3: Transnational Governance of the Consumer Credit Big Data Industry 

This section investigates some of the transnational activities of the consumer credit data 

industry.  In so doing, it is demonstrated that although there exists transnational 

benchmarks for privacy and security concerning consumer credit big data (FIPs, OECD 

Privacy Framework), these regulations are based on soft law, and are contingent upon the 

interests of networks of actors involved in their creation and application (particularly 

actors based in the US).  By shedding light on the most recent activities of CCDI actors, 

and focusing on the US’ renewed offensive against robust transnational regulations 

concerning data, it is argued that these actors shape and influence the character of 

                                                

50 The fact that the consumer has little to no control over the collection of their data is 
where the CCDI derives value from profiling and behavioural targeting.  This link is 
compounded by the illusion of choice.   The system works because consent-based access 
to sensitive and telling information about consumers, achieved by a customer mindlessly 
and robotically clicking ‘I Agree’ tabs (oftentimes without reading the privacy policy), is 
compiled in order to uniquely personalize/target consumers with offers of credit.  If a 
consumer could decide – on a case-by-case basis – whether they want their information 
reported, consumer credit marketers would create profiles skewed in a manner that the 
consumer, not the marketer or creditor, sees fit. Opaque notice and consent requirements 
give the appearance of meaningful consumer choice, but the surrendering of personal 
data for all future purposes in order to download an app or use an online service is an 
example of uninformed consent and a bad bargain (Schwartz, 1999). This fact lead to a 
push by the Direct Marketing Situation in 1996 for an ‘opt-out’ regime in the US, which 
allowed businesses to go forward with various uses of personal data, as long as there are 
some means (however burdensome or inefficient) for consumer objections (Rotenberg, 
2001).  This type of consent and choice preserves the value of the consumer credit data 
industry to its customers. 
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transnational governance concerning consumer credit big data.  Overall, the profit-driven, 

free market rhetoric continues to champion over individual consumer protections and 

privacy at the transnational level. 

Against the backdrop of the 2008 global financial crisis, cross-border regulatory 

cooperation (such as what has been laid out in the Digital Attaché program) has been 

increasingly viewed as a necessary tool for providing financial market stability and 

consumer protection (Brummer, 2012; Helleiner and Porter, 2010).  The ability to move 

information around the global economy has resulted in increased flows of consumer data 

and knowledge services worldwide.  Major actors in the consumer credit data industry 

that have been discussed in previous chapters, such as Acxiom, are global companies. 

Chinese e-commerce giant, JD.com, recently raised $1 billion in capital in order to 

partner with US-based ZestFinance (the consumer credit big data company specializing 

in proprietary risk scoring used for selling its subprime, small-dollar financial products 

described in Chapter Six) and provide credit risk scores to Chinese lenders (Fortune, 

2016).  Experian Information Systems is the largest e-mail based marketer of financial 

products globally with offices in ten countries, wherein they deliver various information 

services, including geo-demographic segmentation systems, commercial credit reports, 

and decision analytics (Experian, 2010).  These all serve as examples of US power in this 

industry transnationally.  As these companies continue to amass power, influence and 

wealth at the global scale, the more interest they have vested shaping transnational 

governance mechanisms concerning their business activities in their likeness. 
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Transnational players in the consumer credit data industry have legal barriers to 

overcome given that countries have different standards of data-gathering and digital 

marketing standards. Transnational governance efforts to reduce these barriers facilitate 

the continued worldwide growth of consumer data brokers and, by extension, consumer 

finance.  In 2013, the Information Accountability Foundation (IAF), a global information 

policy think tank, was formed.  The IAF, comprised of key CCDI actors (board members 

hail from Acxiom, Oracle, and MasterCard), was formed to ‘work with regulatory 

authorities, policymakers, business leaders, civil society and other key stakeholders 

around the world to help frame and advance data protection law and practice through 

accountability-based information governance’ (IAF, 2016).  Alongside other globally-

minded consumer data interest groups, including the Global Alliance of Data Driven 

Marketing Association (GDMA) and International Association of Privacy Professionals 

(IAPP), the IAF is proof that the CCDI is intent on ensuring that their asset class, 

consumer data, be able to move freely throughout the globe, unhindered by diverse 

privacy regulations, so that they may continue to profit from the continued growth of 

their industry. 

For the most part, privacy and personal data protection laws arose through interactions 

between governmental and business elites in the context of broader global harmonization 

efforts (Slaughter, 2009; Bennett, 2011; World Economic Forum, 2013; Schwartz, 2013). 

The US has played a critical role in the updated OECD Privacy Framework, and 

continues to push back against ‘cumbersome regulations’.51  Making use of rhetoric 

                                                
51 In an opening statement at the OECD Ministerial on digital economy in June 2016, US 
Secretary of Commerce Penny Pritzker warned against ‘digital protectionism’, warning 
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reinforcing the idea that the economic value derived from the free movement of digitized 

data trumps consumer privacy and security, the US continues its global offensive of 

softening and loosening transnational regulations.  

In June 2016, three years following the updated OECD Privacy Framework, 

representatives from forty one countries met at the Ministerial Declaration on the Digital 

Economy and signed on to the Cancun Declaration – proclaiming their commitment to 

stimulate economic growth and social prosperity by reducing impediments to e-

commerce within and across borders.  The high-level meeting of elite private and public 

actors from the most powerful economies resulted in their commitment to grow the 

digital economy.  In her opening statement at the meeting, US Secretary of Commerce 

Penny Pritzker warned against ‘digital protectionism’, warning ‘too often, well-

intentioned efforts to address legitimate concerns over issues like privacy and security 

lead to unintended consequences…[such as] barriers to competition, innovation and free 

expression’ (Intellectual Property Watch, 2016: 1).  Pritzker’s comments echo decades of 

neoliberal reason concerning barriers to trade, free market rationale, and the dangers of 

privileging social concerns over economic growth.  Furthermore, statements of this 

nature exemplify the fact that when devolved governance, public-private partnerships and 

other forms of neoliberal ‘logic’ do not realize their transformative promise with which 

they were invested, they continue to ‘fail forward’ (Peck, 2010) without dampening the 

ardor of that promise’s further pursuit. 

                                                                                                                                            
‘too often, well-intentioned efforts to address legitimate concerns over issues like privacy 
and security lead to unintended consequences…[such as] barriers to competition, 
innovation and free expression.’  Intellectual Property Watch, 2016. 
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We are presently in an era of rapid change when it comes to the transnational governance 

of big data. Whilst the EU has long been considered a global leader in data protection 

regulation, the US has launched a transnational offensive pushing its own agenda 

premised on the notion that the American and global data-driven economy be allowed to 

grow in order to promote jobs and revenue.  A major instance of this agenda came with 

the ratification of the Trans-Pacific Partnership (TPP), a multinational trade agreement 

between twelve countries that rewrites the transnational rules on digital policy. US 

negotiators pushed an agenda concerning digital policies that benefit corporations at the 

expense of the public (encouraging personal data to be sent across borders with limited 

privacy protections, with the Electronic and Telecommunications Chapters establishing 

only the weakest baseline for the protection of private data.  This includes enforcing self-

regulation by the companies profiting from consumer data, and prohibiting future privacy 

laws that may amount to ‘arbitrary and unjustifiable discrimination or a disguised 

restriction on trade’ (TPP, Article 14.11(3)).  The TPP upholds in-place consumer 

protection policies across different countries, arguing that this ‘diversity promotes 

interoperability between diverse legal regimes’ (USTRa, 2016).  In effect, the TPP 

ensures that the loose consumer protections concerning consumer data at home are kept 

sacrosanct, and that this approach is kept intact domestically and the benchmark for 

digital commerce across the TPP zone. 

The TPP also contains a financial services chapter, which governs cross-border financial 

data flows.  Each country permits the transfer and processing of financial data by another 

country’s financial service provider, however, some countries specify that their privacy 

laws will apply to the data being transferred or processed (see Table 7.2 below).   
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It is interesting to note which countries take extra precautions to stipulate that their own 

privacy laws govern the financial data flows (Chile, Mexico, Peru, Singapore and 

Vietnam) versus those that did not (Australia, Brunei, Canada, Japan, New Zealand and 

the US).  Given the location of financial firms and financial centers, the countries that 

opted for additional stipulations are likely the countries from which data flows.  The 

stipulations allow the US to maintain its present (decidedly lax) data privacy protections, 

ensuring the free transfer between other powerful countries that opted out of additional 

safeguards (including Canada, Japan, Australia and New Zealand).  Allowing these 

stipulations to occur fits in with the US offensive in establishing the rules that govern 

trade across the transnational digital economy, while it continues to negotiate additional 

free trade agreements – i.e. the Trade in Services Agreement (TiSA) – that work to 

incrementally peel back regulations concerning data transfer, even in the realm of 

financial services, across a broader spectrum of countries (Cory, 2016).  Importantly, the 

TPP puts some countries in a difficult position between different digital governance 

regimes.  This will be elaborated upon shortly. 
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Table 7.2 

TPP Financial Services Chapter – Transfers and Stipulations Between Countries 

Country Agree to allow transfer and 
processing of financial service 
suppliers of another country? 

Added stipulations 

Australia Yes No 
Brunei Darussalam Yes No 
Canada Yes • Cross-‐border	  financial	  

services	  supplier	  maintains	  
a	  local	  agent	  and	  records	  in	  
Canada	  

 
Chile Yes • Regulatory	  authorization	  

• Chile’s	  privacy	  laws	  regulate	  
protection	  of	  data 

Japan Yes No 
Malaysia Yes • Agreement	  does	  not	  include	  

electronic	  payment	  services	  
for	  payment	  card	  
transactions 

Mexico Yes • Regulatory	  authorization	  
• Mexico’s	  privacy	  laws	  

regulate	  protection	  of	  data	  
New Zealand Yes No 
Peru Yes • Regulatory	  authorization	  

• Peru’s	  privacy	  laws	  regulate	  
protection	  of	  data	  

 
Singapore Yes • Regulatory	  authorization	  

• Singapore’s	  privacy	  laws	  
regulate	  protection	  of	  data 

United States Yes No 
Vietnam Yes • Regulatory	  authorization	  

• Vietnam’s	  privacy	  laws	  
regulate	  protection	  of	  data 

Source: Klein, 2015 

Spurned in part by the Snowden revelations, in October 2015, the fifteen year-old EU-US 

Safe Harbor agreement was found by the highest European court to be invalid because it 
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did not provide sufficient protection for European citizens when their data was 

transferred to the US (European Court of Justice, 2015).  The US Department of 

Commerce and EU Commission moved quickly to negotiate the EU-US Privacy Shield in 

order to prevent the halt transatlantic flows of data that Secretary of Commerce Pritzker 

valuates at $260 billion per year.  Unveiled in February 2016, the new EU-US Privacy 

Shield took the place of the defunct Safe Harbor clause.  While the business community 

breathed a collective sigh of relief, consumer privacy advocacy groups like Electronic 

Privacy Information Center and Amnesty International, were quick to label the Privacy 

Shield as non-transparent, lacking adequate legal remedies, and insufficient for meeting 

the standards of the ECJ judgment. 

The US ability to maintain transatlantic data flows in such situations is telling.  European 

and US legal cultures of privacy could not be more different, with the former equating the 

privacy of its citizen as an unalienable human right necessary to preserve their freedom 

from oppression (Bignami, 2004).  Despite this, networks of state and non-state actors are 

able to harmonize standards in order to ensure the continued, profitable flow of data.  The 

US maintains its sectoral approach to privacy by creating a self-certification system for 

US firms in the business of transatlantic consumer data transfers.  The Article 29 Data 

Protection Working Party, charged with producing an opinion on the new legislation, 

found that the new Privacy Shield still allows for the massive and indiscriminate 

collection of EU citizens’ data by the US, with potential routes for redress complex to 

understand and difficult to navigate (Article 29 Working Party, 2016).  Edward Snowden 

commented that the new Privacy Shield was a sell-out in terms of EU fundamental rights, 

and that he had never seen a policy agreement so criticized (Snowden, 2016).  Despite all 
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of this, the European Commission proceeded with the implementation of the EU-US 

Privacy Shield, with ratification expected in July 2016. 

Much has been published concerning the EU’s global influence on privacy policy 

(Bignami, 2004; Greenleaf, 2012; Schwartz, 2013). However, the US has been able to not 

only solider on with its weak sectoral regulation of consumer credit big data 

domestically, but to receive, store and analyze consumer data from countries that claim 

consumer privacy as an inalienable human right.  US Secretary of Commerce Pritzker, 

former owner of the bank that created the securitization of subprime mortgages as well as 

pioneer consumer credit big data company TransUnion, maintains that the US sectoral 

privacy structure, while lacking an overarching privacy law, offers robust privacy 

protection.  She affirms that ‘trust in the Internet and trust in the ability to send data back 

and forth is fundamental to the global economy’ (New York Times, 2016).  The CCDI 

network of actors, represented by the Direct Marketing Association, applauded Pritzker 

and the Privacy Shield, claiming that it will ‘allow the stimulus of the American economy 

to continue’ (DMA, 2016).  

The US continues its global offensive to ensure the eradication of trade barriers to 

transnational data flows, irrespective of privacy concerns.  The TPP, for example, 

restricts the ability of country officials to react to transnational privacy developments, 

such as the Schrems case, as the features a ban on the ability of member countries to 

establish restrictions on data transfers.  While there is a ‘public policy’ exemption to the 

band, the exception relies on rules that have proven notoriously difficult to apply.  

Countries like Canada may be caught up in a global privacy battle in which Europe 
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restricts data transfers with Canada due to its ties with the US surveillance activities, 

whilst the TPP restricts the ability of Canada to address European privacy concerns 

(Geist, 2016).   

The US Digital Attaché program is another such example.  One of the core pillars of the 

new Digital Economy Agenda is ensuring that international firms do not unfairly burden 

American companies.  The Attachés, or commercial diplomats, will provide support and 

assistance to American companies dealing with policy and regulatory issues in foreign 

markets.  In effect, the US is building an army of networked actors to ‘advance the 

mission’ for the evolving digital economy and American companies, assisting companies 

with the transnational acquisition and transfer of data (Pritzker, 2016). These recent 

government actions are premised on economic reasoning, and include multiple references 

to growth, stimulus and profit. 

Conclusion 

There exist several important transnational governance mechanisms that touch upon the 

privacy, quality and security of consumer credit big data.  Some of these mechanisms, 

including the OECD Privacy Framework and Cancun Declaration, are based on soft law: 

benchmark-setting, Fair Information Practice Principles that are non-binding and non-

enforceable.  Others, still, are based in hard-law trade agreements, including WTO 

Programmes, Trans Pacific Partnership and EU-US Privacy Shield.  It has been  argued in 

this chapter that the adoption of these soft law objectives into hard law, or legally-binding 

transnational agreements concerning the transfer of consumer data, is contingent upon the 

desires and interests of transnationally-linked actors.   
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These binding governance mechanisms are the result of negotiations between 

constellations of private and public actors representing the profit-seeking, revenue-

generating interests of those promoting the growth of the digital economy.  Individuals 

and organizations, both private and public, who are most active in furthering the interests 

of the consumer credit big data industry in the US domestically are also found negotiating 

and championing the free flow of consumer data at the transnational level.  By examining 

these transnational social networks, and the governance initiatives and regulations they 

have produced, mechanisms of consumer credit big data governance that reproduce the 

power of particular groups (in this case, the CCDI) and associated structures of 

dominance have been unearthed.  Taken together, this chapter has drawn attention to the 

transnational business activities of CCDI firms; the history and types of rules, barriers 

and guidelines they are beholden to; and, what the nature of these rules reflect vis-à-vis 

private versus public values, interests and power.  It has demonstrated that the power of 

the CCDI reflects the US mode of neoliberal governance. Moreover, it has been 

suggested that the US-led transnational regulatory structures and processes reflect an 

Anglo-American variant of neoliberalism, which, following Jamie Peck (2010), are 

partial contingent and on-going, tending to ‘fail forward’ in that their manifest 

inadequacies have animated further rounds of neoliberal governance schemas. 
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Chapter Eight 

Conclusion 

Introduction 

The primary objective from the outset of this doctoral project has been to undo the 

common sense surrounding the proliferation, use and ownership of consumer credit big 

data.  With this goal in mind, it was the intention to develop a history of consumer credit 

big data that placed it contextually and analytically within the history of capitalism, and, 

in particular, the present era of neoliberal credit-led accumulation strategies. From these 

humble starting points, borne of the desire to historicize and politicize big data and its 

manifestation in the consumer credit industry, a set of research questions was developed. 

First: as it relates to consumer credit, how is big data governed in the United States and at 

the transnational level and why?  Second, and relatedly, how might we understand the 

relationships between public authority and private governance mechanisms in the link 

between consumer credit big data and the consumer finance industry?  And, third, can we 

understand the so-called ‘big data era’ vis-à-vis consumer credit data broker industry 

historically?   

This dissertation has argued that the big data of consumer credit is governed through a 

mélange of hard and soft laws that, taken together, represent the rhetorical and regulatory 

features of a neoliberal state and benefit the interests of companies that comprise the 

consumer finance industry. It has also shown how and why the shifting nature of public 

authority and private governance with regard to the big data of consumer credit must be 
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understood as more beneficial to the interests of consumer finance corporations, despite 

the trappings of ‘consumer protection’ and privacy concerns, ultimately leveraging the 

power of consumer financial institutions over that of individual consumers. Lastly, it has 

been contended that the big data of consumer credit does not constitute a ‘phenomenon’ 

or ‘new era’, but must be understood as a natural extension of the historical processes that 

benefit the interests of the consumer credit industry, comprised of consumer data brokers, 

mainstream consumer creditors and the FinTech industry. 

 

The purpose of the concluding chapter is threefold. Section 8.1 reiterates the main 

theoretical and empirical contributions of the study as well as how the main arguments 

listed above have been supported by evidence throughout the chapters. Section 8.2 

provides some general answers in response to the three motivating research questions that 

were posed in the introduction and, in so doing, highlights the contributions of this work 

to the study of IPE.  Finally, Section 8.3 discusses possible future trends and sets out 

areas for continued research. 

 

8.1  Main Arguments  

Throughout this dissertation, substantial evidence gathered from primary documents (the 

FCRA, Dodd-Frank Act, Senate Hearing transcripts, legal proceedings, court amicus 

briefs, Federal Reserve reports, OECD Privacy Framework, TPP, private industry 

meeting minutes) and examples were provided to support the arguments listed above.  In 

particular, the hard and soft laws that regulate the consumer credit big data industry were 

evidenced in numerous instances as rhetorical and regulatory features of the neoliberal 
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state that work to ensure the interests of the consumer finance industry are met.  

Additionally, the shifting nature of public authority and private governance proved time 

and time again to be in the interest of consumer finance corporations. 

 

For example, Chapter Four produced the first ever history of knowledge creation vis-à-

vis consumer credit big data, conducted by ‘consumer data brokers’, identifying three key 

moments therein.  The regulations, institutions and types of actors resulting from these 

structural transformations, or ‘breaking points’ (Cox, 2003), were shown to work to the 

benefit of the consumer finance industry, the consumer credit data industry, and 

mechanisms of capital accumulation.  In each of the three critical moments of 

contestation between the rights of consumers and their creditors identified in Chapter 

Four, the consumer financial industry, and those who profit from it through the financial 

expropriation or secondary exploitation of consumers (as per Lapavitsas, 2013; 

Soederberg, 2014), benefited significantly over the average consumer.  Specifically, the 

professionalization of the consumer credit information business jumpstarted the 

production of a culturally-validated, ostensibly scientific and trustworthy policy 

community championing the use of consumer data for the purposes of verification, 

calculation and, ultimately, the extraction of personal wages through consumer financial 

channels.  This policy community became the primary arm of private authority within the 

CCDI. 

 

Later chapters drew attention to the ways in which these institutions (and the discourses 

underpinning them) continued to operate as mechanisms of capital accumulation by, for 
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instance, adding an estimated $156 billion in annual revenue through big data-driven 

marketing of financial and non-financial products in the US alone (as calculated by a 

Direct Marketing Association-funded report) (Deighton and Johnson, 2013; cf. Bachman, 

2013).  While these companies make appeals to customer convenience, customization, 

individualized or tailored online offers, beneath the subterfuge of these euphemisms lies 

the fact that debt-funded consumption of products (as the majority of online advertising 

requires the use of a credit card for purchase) and continued efforts to (re)entrench 

consumers into credit-debtor relationships are essential aspects of financialized, 

neoliberal capital accumulation strategies that benefit the corporate consumer finance 

industry above all.  What is more, Chapters Three through Six demonstrated that the 

attendant regulative and rhetorical structures governing this industry fall into the trap of 

what Jamie Peck (2010) has coined as ‘fail forward’ strategies, in that their inherent 

inadequacies have tended to animate subsequent rounds of neoliberalization i.e. the 

sunset preemption clause of the CCRA and FACTA, the EU-US Privacy Shield and the 

TPP.  The latter two examples are also demonstrative of US hegemony in transnational 

regulations concerning consumer credit big data. 

 

Exposing the apolitical narratives championed by the CCDI concerning the creation and 

growth of the industry directly contradicts the myth advanced by liberal political 

economists that capitalism emerges naturally.  Rather, in building on Strange’s 

understanding of structural power, this work highlighted the exploitative relations of 

power made wholly possible by the collection, analysis and dissemination of consumer 

credit big data by corporate entities.  Stressing that the industry is merely a marketing 
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vehicle offering consumers ‘better choice’ obfuscates the real relationships upon which 

credit is built, making it difficult to discern the unequal and exploitative relations therein.  

Further, in offering examples of the continued use of consumer credit big data in myriad 

areas of consumer finance (targeted online advertising, sophisticated scoring models used 

by online payday lenders, the development of the FinTech industry), this project has 

sought to problematize the assumption of many scholars that the only red flags raised by 

this industry pertain to data quality, security and privacy.  Instead, the case studies 

conducted here have provided novel empirical evidence that help to more precisely map 

out the nature of, and intersections between, what Strange has demarcated as the financial 

and knowledge structures.  In so doing, the research here has added to debates that, in a 

similar vein, have attempted to fill the gaps in Strange’s theorization of structural power  

(May, 1996; Porter, 1999; DeGoede, 2003; Amoore, 2003). 

 

Whereas orthodox academic and industry-produced literature on this subject works 

diligently to analytically separate the structural power of capital from the so-called 

‘purely economic’ activities carried out by the CCDI, the historical material, critical 

political economy method employed throughout the dissertation draws attention to the 

ways in which capitalist markets (particularly neoliberal) are fundamentally underpinned 

by a range of institutions and power relations that uphold the primacy of profit and the 

logics of capital accumulation above all.  Through an investigation of the shifting nature 

of private and public authority in this area of consumer finance, it was continuously 

demonstrated that regulations – be they hard, soft, absent, private or public – all operate 

for the benefit of capital over consumers.  A liberal economic rationale underlies these 
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regulatory schemas in that the unfettered growth of the market is believed to lead to the 

eventual betterment of all. 

 

In a similar vein, examples were offered throughout the dissertation of apolitical frames 

of reference utilized by the CCDI and its attendant policy community.  In offering 

examples of the continued use of this misnomer throughout the history of consumer 

credit big data’s history provided, Chapter Four linked the creation and use of this 

designation with the amassing of private authority exercised by the policy community.  

Chapter Four continued this line of argument by linking shifting regulatory and 

supervisory standards (constituting regulatory capture) with prevailing private sector 

interests within the ‘long boom’ of neoliberalization (Peck and Tickell, 2003).   

 

Chapter Six spoke most specifically to the second argument: that the shifting nature of 

public authority and private governance with regard to the big data of consumer credit 

must be understood as more beneficial to the interests of consumer finance corporations, 

despite the trappings of ‘consumer protection’ and privacy concerns, ultimately 

leveraging the power of consumer financial institutions over that of individual 

consumers.  As an example of shifting regulatory structures in response to crisis, the 

CFPB adopted an inherently neoliberal, individualizing, responsibilizing approach to 

consumer protection and consumer financial governance that focuses on better, more 

informed decision making on the part of consumers.  While the creation of the CFPB, at 

the outset, appeared to be a pro-consumer shift from private to public authority 

concerning consumer financial ‘safety’, Chapter Six revealed the ways that the CFPB 
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works to naturalize and smooth the tensions inherent in the debtfare state, and does little 

to alter the types of practices or existing conditions that lead to the growth and power of 

the consumer credit data industry.  Moreover, this chapter argued that the knowledge 

structure of power, in the form of consumer credit big data, plays a vital role in the 

(in)activity demonstrated by the CFPB concerning consumer protection.  It argued that 

the CFPB has bolstered the power and influence of the consumer credit data industry over 

that of individual consumers in the US by perpetuating myths of neutrality, technical 

expertise and ahistoricity.  In so doing, appeals to neutrality concerning consumer credit 

big data were, again, established as being a key means that the policy community secures 

regulatory capture. 

 

In each of the cases covered in this dissertation, the ways in which capitalism demanded 

new and more advanced means of extracting profit through the collection, ownership and 

use of consumer credit big data were pointed out.  In centralizing the complex 

interactions between private and public authority that mediate these processes throughout 

the history of consumer data, credit data and knowledge creation, this dissertation departs 

from the ‘common sense’ framings that understand ‘Big Data’ as a politically neutral, 

potentially impotent commodity.  Instead, the persistence of this trope was clearly 

evidenced and problematized throughout, and it was offered instead that this framework 

is used as means of expanding and deepening the relations of debt, as well as a strategy 

for containing some of the contradictions and insecurities generated by these relations.   
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Chapter Seven demonstrated that the patterns emerging from the domestic historical 

analysis carried out in Chapters Three through Five can also be seen at the transnational 

level.  Transnational regulation concerning consumer data is not inevitable, but is used as 

a means of securing the globally expanding production of capital.  It has been argued 

throughout that there is a tension between the creation, use and transfer of consumer 

credit big data and the social relations that neoliberal capital accumulation strategies 

depend upon.  The purpose and effect of regulations has been to smooth these tensions.  

This was the case, for instance, in the EU-US disputes concerning data privacy.  The 

response of the US, dominated by corporate interests, is to institutionalize, on the one 

hand, the adoption of transnational harmonization standards that favour their approach to 

data governance and, on the other, to disseminate transnationally a discourse that 

underscores the vital nature of data to economic growth and prosperity.  However, the 

historical account in this chapter demonstrated that such responses to the problems of 

data privacy and security were not inevitable or naturally-evolving, but, rather, rooted in 

particular historical conditions.  These include historically specific frameworks of 

thought (the promise of Big Data), shaped by social struggle (privacy concerns), all 

within the context of the present neoliberal moment, lead to the resultant governance 

matrices and authority structures examined in each of the cases. 

 

Throughout this dissertation, responses to problems related to the large-scale creation, 

sale, analysis and use of consumer data have been situated in the context of shifting social 

structures of ideas, institutions and material potentials.  In so doing,  the dissertation has 

attempted to construct a historical narrative that highlights certain continuities and 
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patterns, as per Cox (2003).  These patterns and continuities speak to the third hypothesis 

concerning the perceived ‘phenomenon’ of big data.  For instance, it was argued in 

Chapter Four that the nineteenth and early twentieth century bore witness to attempts to 

construct a legitimate, scientific industry dedicated to the collection and analysis of 

consumer credit data.  These efforts were accompanied by the creation of technologies 

(material capabilities), institutions and regulations that ostensibly sought to strike a 

balance between consumer concerns and the perceived necessity of a robust consumer 

data industry to support the expansion of consumer credit.  It was revealed, however, that 

spinning new means of collecting, storing and analyzing consumer information, for the 

purposes of marketing and selling credit, as scientifically objective and technologically 

sophisticated enterprise, is a pattern repeated time and time again throughout the history 

of the consumer credit data industry.  These narratives work to smooth the tensions 

inherent to the collection and use of consumer data, and mask the ways the regulations 

and institutions ultimately protected the industry and created a regulation-free vacuum for 

the CCDI to flourish within.   

 

Similarly, agents of the state have been shown to uphold and adopt these interpretations.  

Chapter Four discussed a White House report on Big Data, Chapter Six highlighted the 

CFPB’s use and promotion of consumer credit big data, and Chapter Seven discussed the 

multi-scalar aspects of this narrative, i.e. the transnational forums the US has used to 

promote the use of consumer credit big data as a means of ensuring continued economic 

growth, wealth and prosperity on the transnational scale.  Consumer protection is 

promoted only insofar as its appearance fosters trust on behalf of consumers, encouraging 
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their continued agreement to release their data to the CCDI, the act of which ensures the 

continued boom of the consumer credit industry.  While this dissertation has identified 

numerous contradictions concerning the collection, analysis, sale and use of consumer 

credit big data at both the domestic and transnational levels – contradictions that held 

potential for opening new spaces for competing ideas and political projects, or a new 

‘common sense’ – it was shown that time and time again the logic of neoliberal iterations 

of capital accumulation prevailed as a means of governing the industry. 

 

The second argument was supported using insights from IPE debates concerning 

regulatory life-cycles and regulatory capture.  In particular, the idea that regulatory 

bodies start off in a gestational stage as relatively weak in the face of well-organized 

private interests, eventually reaching maturity once standards of regulation are set and 

then, inevitably, suffer a decline (Bernstein, 1955; cf. Baker, 2010; Helleiner, 2010) was 

problematized.  Given this dissertation’s emphasis on historicity, key examples were 

provided throughout that contradict a taken-for-granted or common sense notion that 

regulatory agencies’ powers simply ebb and flow in relation to crises.  Such 

understandings forestall asking how these same regulatory agencies deeply influence the 

occurrence and inevitability of crises and their negative impact on consumers.  

Specifically, the timing of the CFPB’s post-2008 creation is of note, as scholars 

promoting theories of regulatory capture argue that regulation follows a life cycle in 

relation to financial boom and bust periods (as discussed in Chapter Six). 
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As the dissertation sought to move beyond this narrow understanding of regulatory 

power, it drew on critical treatments of consumer credit that discuss how and why 

regulation and financial reform pass over relations of power and have a vested interest in 

maintaining consumers’ dependence on private credit as a means of obtaining economic 

security (Montgomerie, 2009; Coco, 2014; Soederberg, 2014).  This theoretical 

perspective was useful in supporting the first two arguments, as it fostered a theorization 

of debt and that speaks to the ways state regulations and rhetoric normalize the power of 

the consumer credit data industry.  This unique approach illumined the structures of 

power and nature of knowledge with respect to the FCRA, CFPB and the transnational 

regulation of the consumer credit data industry, showing that, ultimately, the power of the 

consumer finance sector is leveraged over the protection of and guarantees for individual 

consumers. 

 

Chapter Four demonstrated that private sector interests have been fully internalized into 

the policy process as a result of the policy community’s efforts concerning consumer 

credit big data, and that this aspect of governance relies upon the industry’s insistence 

that it is technical, apolitical and separate from the consumer finance industry.  Stressing 

that the industry is merely a marketing vehicle offering consumers better choice 

obfuscates the underlying relations of power upon which credit is built, making it 

difficult to discern the unequal and exploitative relations therein - or, more to the point:  

apolitical and ahistorical portrayals of knowledge and power. Coupled with the examples 

provided in Chapter Seven concerning the rhetorical and regulative offensive deployed 

by US officials assuring the continued global growth of the CCDI, this discovery 
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supports the third hypothesis: that the big data of consumer credit does not constitute a 

‘phenomenon’ or ‘new era’, but must be understood as a natural extension of the 

historical processes that benefit the interests of the consumer credit industry.   

 

8.2 Key Questions and Contributions 

The primary goal at the outset of this research was to challenge and therefore unsettle the 

prevailing technocratic, apolitical narrative assigned to ‘Big Data’, especially as it 

pertains to consumer finance.  While in pursuit of this goal, important empirical and 

theoretical contributions to the literature were produced.  A key question left unanswered 

by Strange is: How does knowledge affect the other structures?  While she states that no 

one vector of structural power is more important than the others, and that each is 

supported and joined up by the other three, she is silent on how this dynamic plays out 

(Strange, 1988: 26). This dissertation, in mapping out empirically how the governance of 

consumer credit big data (knowledge structure) affects the power of those with control 

over the access to credit (finance structure), worked diligently to fill this gap.  Its findings 

are discussed below. 

Chapter One’s introduction presented three guiding questions motivating the research.  

To recap, they were as follows: (1) as it relates to consumer credit, how is big data 

governed in the United States and at the transnational level and why?  (2) how might we 

understand the relationships between public authority and private governance 

mechanisms in the link between consumer credit big data and the consumer finance 

industry?  And (3) can we understand the so-called ‘big data era’ vis-à-vis the consumer 
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credit data industry historically?  Bearing in mind that the critical theory adopted 

throughout the dissertation does not seek to answer the research questions full stop, in 

keeping with Gramsci’s philosophy of praxis, general observations can nonetheless be 

made from the research conducted here that elucidate some broad responses.  

 

The first question was partly addressed in Chapters Three and Four by mapping, 

historically, the emergence, growth and structure of the US consumer credit data industry 

in tandem with the proliferation of consumer finance.  Additionally, Chapter Six shed 

light on how the state has (dis)engaged more completely from the industry following the 

2008 financial crisis by studying the genesis and actions of the CFPB.  Finally, Chapter 

Seven highlights key relevant examples of both soft and hard transnational regulations 

concerning the transnational activities of the CCDI.  This empirical content substantively 

contributes to the limited literature on consumer credit big data in the US and 

transnationally. Specifically, the dissertation identified, mapped and discussed the 

structures and central features of consumer credit big data through the creation of its first 

ever history.   

 

Moving beyond a simple analysis of its structure and function, the dissertation provided 

an original historical analysis of the CCDI while also being situated within a larger 

chorus of scholars investigating historically specific moments of power vis-à-vis financial 

governance structures in the global political economy (Cutler et. al, 1999; Peck and 

Tickell, 2002; Lapavitsas, 2009; Soederberg, 2014).  In terms of a contribution to the 

discipline, this dissertation has considerably widened the research agenda for mainstream 
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and critical political economy by introducing consumer credit big data and the consumer 

credit big data industry as new empirical objects.  By investigating the intersections of 

big data with the state, the consumer credit industry, as well as private and public actors, 

this doctoral project has drawn attention to how regulatory structures and mechanisms of 

governance have historically and presently play a role in the extension and deepening of 

capitalism.  

 

A partial answer to the second question can be drawn from the link established between 

the so called ‘consumer protection’ hard laws and formal institutions created in the US 

and the resulting creation of spaces these regulations and bodies allowed for.  Chapters 

Three and Four described how the creation of the FCRA created a safe, unregulated space 

for the consumer data industry to grow while it continued to undergird the actions of 

CRAs and the consumer finance industry.  Chapter Six described how a perception of the 

CFPB as a body championing the rights of consumers, coupled with the spectacle of its 

creation and ongoing contestations concerning its legality and authority, distracts from 

and silences suspicions and deeper inquiry into the CCDI.  Furthermore, the CFPB itself 

subscribes to the notion that the big data of consumer credit is an apolitical tool, 

abrogating the fact that it a primary component of what Strange (1996) describes, and 

what this dissertation argues, is the knowledge structure of power exercised by the 

consumer credit industry. 

 

The second research question is also partly satisfied by the plethora of examples given in 

each of the case studies illustrating the consumer credit data industry’s unremitting stance 
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that it is merely a marketing industry, bettering and simplifying the lives of consumers, 

and a significant driver of US and global economic growth.  This purely economic, 

neutral treatment of the CCDI discursively purges the consumer credit big data industry 

from the exploitative relations of consumer finance it perpetuates and, generally 

speaking, the power relations inherent in the processes of neoliberal capital accumulation.   

 

Relatedly, Chapters Four through Six specifically argued that earnest avowals made by a 

policy community concerning its highly specialized, apolitical and ahistorical nature 

constitutes a critical element in the achievement of regulatory capture.  This assertion 

contributes incrementally to the study of regulatory capture (Stigler, 1971; Baker, 2010), 

epistemic communities (Van der Pijl, 1984; Haas, 1989); and expert knowledge 

(Seabrooke and Tsingou, 2009) theorized elsewhere in the field of IPE and the study of 

financial governance. 

 

This contribution overlaps with the third guiding research question that seeks to undo the 

belief that these processes constitute a ‘new era’ or that consumer credit big data must be 

understood as an inevitable, neutral and technology-driven phenomenon.  The literature 

reviewed in Chapters One and Two revealed three ‘common sense’ narratives concerning 

big data and, more specifically, the big data of consumer finance.  First, that consumer 

credit big data is a neutral knowledge commodity that is only as reliable as the 

algorithmic models used to analyze it (quality); second, that privacy is important insofar 

as it fosters trust on behalf of consumers and ensures their continued complaisance in 

relinquishing their data (privacy); third, that authorities need only address how data is 
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protected, and not on the potentiality for harm created by its very existence (security).  

Addressing the research questions guiding this dissertation has meant identifying these 

three systems of representation, and mapping out their intersections.  The analytic 

moments when different narratives intersect are experienced as spaces of silence.  The 

regulations studied in each of the cases effectively work to maintain these silences. 

 

For instance: the intersection of the quality narrative - which hinges on an apolitical or 

rhetorical characterization of big data - with both the privacy and security narratives 

presents tensions.  In Chapter Four, this was evidenced in the discontinuity between the 

construction and presentation of consumer credit big data industry as objective, scientific 

and professional business with the heightening of privacy concerns arising in the late 

1960s about consumer data.  These tensions were quelled, ostensibly, by the enactment of 

the FCRA while, in fact, it was shown that the same struggles continued to fester for 

decades, coming to a head with the abusive and exploitative actions carried out by the 

consumer credit data industry leading up to the 2008 financial crisis.  As concerns over 

data breaches, state-sanctioned surveillance and the growth of FinTech companies 

continue to grow in the present era, based on what has been uncovered here, one might 

reasonably expect the enactment of regulations that follow the patterns highlighted 

throughout.  More precisely, these types of legislative reactions to consumer protection 

concerns represent the rhetorical and regulatory features of the neoliberal state and 

benefit the interests of companies that comprise the consumer finance industry 
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The same pattern of introducing legislation and/or regulatory bodies in response to crises 

was revealed throughout each of the case studies.  With respect to the third research 

question, we can infer, generally, that the current moment of ‘Big Data’ can be connected 

to and, in part, understood by studying the extant historical processes and power 

structures that have sought to continually deepen and reproduce the corporate power in 

the neoliberal era. 

 

Taken together, the three questions posed here sought to build on the theoretical 

contributions of political economists concerning structural power (Strange, 1996), the 

nature of public governance and private authority (Cutler et. al, 1999, Braithewaite and 

Drahos, 2000; Sell, 2003; Brummer, 2012; May, 2000) and existing theorizations of the 

state in within credit-lead accumulation strategies (Peck and Tickell, 2002; Harvey, 2003; 

Lapavitsas, 2009; Soederberg, 2014).   

 

While the facets of this dissertation’s empirical and theoretical contributions given above 

are manifold, it is possible to sum up, broadly, the primary contribution as a theorization 

of the commodification of consumer knowledge.  This contribution advances two 

important IPE theories: Strange’s structural power (1996) and Soederberg’s debtfare state 

(2014).  In relation to Strange, this dissertation understands commodified consumer 

knowledge (as it is explored within the bounds of consumer credit big data) as an element 

of knowledge structure that is co-constitutive of (as opposed to secondary to) the 

financial structure.  As it relates to Soederberg’s debtfare state, this dissertation contends 

that commodified consumer knowledge is a key component of the processes she 
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describes as central to the present character of capital accumulation.  This theoretical 

contribution to the field of IPE is novel, timely and instrumental to pushing forward two 

of the discipline’s most relevant and highly regarded theoretical frameworks. 

 

Beyond the theoretical and empirical contributions highlighted above, in the development 

of this critique of consumer credit big data, practically, this study is important because it 

has highlighted historical and ongoing examples of consumer harm, coercion and abuse.  

It is hoped that the development of this critical knowledge, developed in the spirit of 

Cox’s critical theory, allows for a ‘normative choice in favour of a social and political 

order different from the prevailing order’ (1996: 88).  

 

8.3 Future Trends and Research Agenda 

 

This section discusses, briefly, three anticipated future trends in the regulation of 

consumer credit big data and lays out two areas for continued research. 

 

Robert Cox (1996) suggests that pending shifts in regulatory structure can be grasped by 

understanding the contradictions and sources of conflict within existing structures.  This 

dissertation proposes that we are on the precipice of a major structural transformation 

relating to the legitimization of the consumer credit big data industry through the state-

sanctioned sponsoring of FinTech.  Cox describes this type of structural transformation as 

emerging out of the historical processes that frame, shape and promote civilizational 

change (2002).  These types of historical processes were studied in-depth throughout this 
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dissertation, and can be used to inform our expectations of how this consumer credit big 

data industry will continue to evolve.  The purpose of this section is not to lay claim to 

concrete predictive analysis, but to try and shift the developmental path through a rethink 

exercise. 

 

Recently, following concerns over online privacy and security issues, lawmakers and 

consumer advocacy groups have pushed for stronger US regulations over how personal 

data is used for marketing purposes (Chester, 2009; Burkitt, 2010).  Following 

congressional inquiries, an FTC investigative report, as well as mounting public 

awareness of the consumer credit big data industry, there is anticipation that regulatory 

reform may be on the horizon. In this section, the various proposed reforms are examined 

and anticipated future governance trends are presented. 

 

Perhaps the oldest justificatory scheme is the industry’s insistence that self-regulation is 

sufficient.  For decades, consumer credit big data brokers have been championing their 

own privacy policies in Washington.  In a 2005 Congressional Inquiry, Acxiom’s Chief 

Privacy Officer Jennifer Barrett Glasgow stated, ‘Acxiom has a longstanding tradition 

and engrained culture of protecting and respecting consumer interests in our business.  

The company is today, and always has been, a leader in developing self-regulatory 

guidelines…our own comprehensive approach to information use and security goes far 

beyond what is required by either law or self-regulation’ (Government Publishing Office, 

2005).  In a Direct Marketing Association article, Barrett Glasgow gloats: ‘we pass laws, 

as opposed to lawyers and people on Capitol Hill trying to tell our industry what it should 
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do without understanding how marketing operates.  Self-regulation is back in vogue’ 

(DMA, 2011).  The argument that those best suited to govern this industry are also those 

who profit most from its workings represents an inherent tension, smoothed out by the 

‘quality’ debate and claims that in this highly technical and specialized industry, only 

experts can extract value from consumer credit big data in order to benefit consumers.   

 

Given the momentum in Washington, it is unlikely that the industry will be left to wholly 

self-regulate. It is to be expected that revolving door actors, insuring that the key terms of 

impending regulation are in the hands of the robust policy community, are setting the 

institutional and intellectual parameters of this brewing regulatory change while the 

industry itself desperately spins its image as a pro-consumer, economy-boosting and 

apolitical marketing sector that is best left to technocratic self-regulation.   

 

A second most-likely regulatory measure will give consumers access to free reports.  The 

FTC has suggested this transparency measure to Congress, and is reminiscent of the 

regulatory measures put forward in the FCRA.  This type of measure is aimed at giving 

consumers access to the information and the ability to correct it.  As occurred in the era 

immediately preceding the creation of the FCRA, the consumer credit big data industry 

has been savvy, staying ahead of the curve with recommendations, shaping the debate in 

terms of how behaviour should change, and, in turn, pushing other aspects off of the 

agenda.  For example, in light of increased public scrutiny, Acxiom created 

AboutTheData.com, a service that ostensibly gives consumers the power to see what 

types of data the company has on them, and a chance to edit any outdated or incorrect 
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information.  In reality, consumers are only able to see very basic data points, and must 

input their home address, last four digits of their social security number and date of birth 

in exchange for this paltry access.  The endeavour has been called out as both a data-

gathering ploy and a feeble attempt to keep regulators off the back of the industry.  This 

type of maneuver harkens back to the measures taken by credit reporting agencies faced 

with scrutiny over their practices.  For instance, the PR campaign undertaken by the 

NCRA in the early 1900s aimed at changing the face of consumer reporting from an act 

of espionage to a valuable service conducted by trustworthy professionals.  The ACB’s 

creation of self-regulatory codes of practice in the late 1960s as a means of staving off 

federal regulation is another example.   

 

Only time will tell if these sorts of self-imposed ‘consumer facing’ efforts will prove 

sufficient at holding off federal regulation.  At the very least, they might be considered a 

prototype of anticipated consumer protections.  The data that can be accessed via a portal 

such as AboutTheData.com is only very basic, and more granular ‘Big Data’ (browsing 

history, cookie tracking, online purchase history) as well as analytical sorting techniques 

(not to mention to whom they are sold) remain cloistered.  More than anything, this 

façade gives the illusion of equality of access while upholding the knowledge power 

exercised by the CCDI.  The FTC recommended that the data provided to consumers in 

free reports contain a ‘reasonable level of detail’, and that retailers ‘provide prominent 

notice to consumers when they share information with data brokers, along with the ability 

to opt-out of such sharing’ (FTC, 2014a).  Similar recommendations have been legislated 
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with regard to access and affiliate-sharing in the credit reporting sector, explored in 

Chapter Four, ultimately fall short of hoped-for transparency enhancements.   

 

The third anticipated regulatory action is preemption of state law in the area of consumer 

credit big data reporting once federal codes have been put in place.  Once revolving door 

actors have shaped the development of federal legislation, ensuring that it affects their 

industry and revenue streams minimally, it is vital that these regulations preempt state-

level actions that may provide stronger consumer controls and protections.  Preemptive 

federal law has manifold effects.  To begin, it permanently restricts states from enacting 

most future laws in the area of consumer credit data reporting.  As law theorists have 

pointed out, Congress and the executive branch, backed by the courts, have limited 

competition for public policy ideas and, as a result, crippled state-level accountability in 

this particular regulatory arena (Mierzwinski, 2004).  Congress rarely acts to protect 

consumers unless the states at first, and with a federal monopoly on this area of 

regulation, the federal branch of government has rolled back the ability of state attorneys 

general or other officials to investigate and legislate consumer credit big data brokers.  

No state would impose stricter rules or take strong enforcement actions against these 

entities if such actions would place them at a competitive disadvantage to entities in other 

states abiding by more lax federal regulatory structures. 

 

On their face, these three most-likely regulatory fixes pander to consumer protection.  

The idea that technocratic industry experts are best suited to govern, the promotion of 

enhanced consumer access measures and the preemption of state law each work to 
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obscure the tensions between the power of consumers and private capital in the consumer 

credit big data industry.  In each of these scenarios, power remains in the hands of 

corporate entities and actors despite the trappings of consumer protection language.  Each 

can be arguably classified as ‘fail forward’ strategies, in that previous iterations have 

failed to provide adequate protections for consumers. 

 

The rhetoric of big data – particularly the premise that it is an apolitical, digital science – 

coupled with existing and anticipated regulatory structures has helped to bring the 

consumer financial services industry to the edge of yet another cliff.   As consumers grow 

tired of  ‘big banks’, the FinTech industry has sprung up presenting itself as an 

alternative.  This industry is experiencing a huge spike in growth with the blessing of the 

US government (as outlined in Chapter Two).  While the dissertation is careful not to 

make bold claims concerning the future, the tensions examined throughout the case 

studies here are only heightened and accelerated by the growth of this industry.  At the 

time of writing, FinTech companies are a burgeoning area of academic inquiry. It has 

been suggested here that the rebranding of this area of the CCDI as ‘FinTech’ is a 

discursive misdirection that serves to mask the continued exploitative relations of credit.  

While FinTech has been mentioned throughout this dissertation in passing, it is new 

subject area in dire need further critical IPE scholarship.  The arguments offered in this 

dissertation would prove instructive in such an endeavour. 

 

A second area for future research relates to the debt buying industry (DBI) in the US.  

The DBI reaps its profits from the purchase of seriously delinquent or charged-off 
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consumer debts for pennies on the dollar, and then going after individual consumers for 

the full amount.  Despite the fact that the DBI has proven to cause substantial and 

widespread consumer harm, operating primarily through the use and sale of often 

incomplete or incorrect consumer credit big data, this industry continues to wreak havoc 

on the judicial small-claims court system and has evaded any substantive regulatory 

restraint by federal agencies like the Federal Trade Commission. Much like the consumer 

credit data industry has been flagged by regulators and ultimately passed over, it is 

important to highlight the immense role of the DBI and why it ought to be investigated 

using a political economy lens as an extension of the cases investigated here.  

 

 

Conclusion 

In closing, this dissertation has produced empirical and theoretical contributions to the 

field of international political economy.  Empirically, consumer credit big data and its 

attendant industry have been introduced a new areas of study of interest to political 

economists.  In particular, critical IPE debates concerning power, knowledge and finance 

have been added to in this dissertation’s claim that the materiality of consumer credit big 

data, more than the ‘tool’ or ‘idea’ variants of knowledge power (as per Strange, 1988; 

1996), is a process imbued with social relations.  In highlighting the centrality of this 

theorization of knowledge power, the dissertation has made a distinctive contribution to 

important arguments that have been made pertaining to financialized capitalism, credit-

led accumulation and the state (Lapavitsas, 2009; Soederberg, 2014).   Throughout, the 

dissertation has spotlighted examples of apolitical, ahistorical, neutral claims of consumer 
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credit ‘Big Data’ practitioners in both the private and public spheres.  These claims were, 

often, coupled by an underscoring of expert/technical specialization.  By interrogating 

these narratives, it has been argued that apolitical representations of this nature are an 

overlooked aspect or operating mechanism in the literature concerning regulatory capture 

and epistemic communities. 

 

The significance of these contributions, coupled with the main arguments, are important 

for engendering a critical rethinking of the consumer credit big data industry, particularly 

its political dimensions.  Through an interrogation of the three dominant narratives of 

‘Big Data’ (quality, security and privacy), as well as purely economic treatments that 

underscore it as a key driver of economic growth, the aim of this dissertation has been to 

examine and re-theorize the role of knowledge in power, and how this is linked to the 

hegemony of credit-led accumulation.  While it has not been the aim of this dissertation 

to provide a concrete strategy for action, it has certainly made the case that there needs to 

be a balance struck between the ever-expanding power of the consumer finance industry 

and ordinary citizens.  This balance has not been achieved through pro-market regulative 

framings, nor the rhetorics of responsibilization, financial inclusion and fairness 

expounded by the governing bodies examined here. 
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