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Letters

RESEARCH LETTER

Data Breaches of Protected Health Information
in the United States
Reports of data breaches have increased during the past
decade.1,2 Compared with other industries, these breaches are
estimated to be the most costly in health care; however, few
studies have detailed their characteristics and scope.1

Methods | We evaluated an online database maintained by the
US Department of Health and Human Services describing data
breaches of unencrypted protected health information (ie, in-

dividually identifiable infor-
mation) reported by entities
(health plans and clinicians)

covered under the Health Insurance Portability and Account-
ability Act (HIPAA).3 Under the Health Information Technol-
ogy for Economic and Clinical Health Act of 2009, breaches in-
volving the acquisition, access, use, or disclosure of protected

health information and thus posing a significant risk to af-
fected individuals must be reported.4

When data breaches affect 500 individuals or more, the re-
port must include the name and state of the entity breached,
the number of records affected, the type and source of the
breach, and the involvement of any external vendor using pro-
tected health information. Examples include the theft of un-
secured laptops, dissemination of data in emails, and im-
proper disposal of patient records. Reports are made online via
form templates.3

We included breaches affecting 500 individuals or more
reported as occurring from 2010 through 2013, accounting for
82.1% of all reports.3 We quantified the frequency and geo-
graphic locations of breaches, adjusting for 2013 population es-
timates from the US Census Bureau.

Based on categorical templates, we grouped breaches as
occurring via theft, loss or improper disposal of data, unau-
thorized data access or disclosure, hacking or information tech-
nology incidents, or other and missing (n = 2). We described
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Table. Characteristics of Data Breaches of Protected Health Information Affecting at Least 500 Individuals Reported by Entities Covered by the
Health Insurance Portability and Accountability Act

Overall

Year of Data Breach
P
Valuea2010 2011 2012 2013

Total No. of data
breaches reported

949 214 236 234 265 <.001

Total No. of records
affected, in millions

29.1 5.1 11.6 3.4 9.0 .02

No. of data breaches
affecting at least 1
million records

6 1 3 0 2 .37

Data breach by media type,
No. (%) [95% CI]

Portable electronic
device or laptop

310 (32.7) [29.7-35.7] 77 (36.0) [29.8-42.7] 72 (30.5) [24.9-36.7] 78 (33.3) [27.5-40.0] 83 (31.3) [26.0-37.2]

.09

Desktop, email, or
EMR

148 (15.6) [13.3-17.9] 32 (15.0) [10.7-20.4] 25 (10.6) [7.2-15.2] 43 (18.4) [13.9-23.9] 48 (18.1) [13.9-23.3]

Paper 212 (22.3) [19.7-25.0] 50 (23.4) [18.1-30.0] 55 (23.3) [18.3-29.2] 52 (22.2) [17.3-28.0] 55 (20.8) [16.3-26.1]

Network server 101 (10.6) [8.7-12.6] 16 (7.5) [4.6-11.9] 25 (10.6) [7.2-15.2] 29 (12.4) [8.7-17.3] 31 (11.7) [8.3-16.2]

Other 178 (18.8) [16.7-20.9] 39 (18.2) [13.6-24.0] 59 (25.0) [19.9-31.0] 32 (13.7) [9.8-18.7] 48 (18.1) [13.9-23.3]

Data breach category,
No. (%) [95% CI]

Theft 552 (58.2) [55.0-61.3] 139 (65.0) [58.3-71.1] 142 (60.2) [53.7-66.3] 141 (60.3) [53.8-66.4] 130 (49.1) [43.0-55.1]

<.001

Loss or improper
disposal

105 (11.1) [9.1-13.1] 24 (11.2) [7.6-16.2] 21 (8.9) [5.9-13.3] 28 (12.0) [8.4-16.8] 32 (12.1) [8.6-16.6]

Unauthorized
access or disclosure

140 (14.8) [12.5-17.0] 16 (7.5) [4.6-11.9] 39 (16.5) [12.3-21.9] 36 (15.4) [11.3-20.6] 49 (18.5) [14.2-23.7]

Hacking or IT
incident

67 (7.1) [5.4-8.7] 10 (4.7) [2.5-8.5] 20 (8.5) [5.5-12.8] 14 (6.0) [3.6-9.9] 23 (8.7) [5.8-12.8]

Other 85 (9.0) [7.1-10.8] 25 (11.7) [8.0-16.8] 14 (5.9) [3.5-9.8] 15 (6.4) [3.9-10.4] 31 (11.7) [8.3-16.2]

Data breach involved
external vendor,
No. (%) [95% CI]

273 (28.8) [25.9-31.7] 54 (25.2) [19.8-31.5] 76 (32.2) [26.5-38.5] 70 (29.9) [24.4-36.1] 73 (27.6) [22.5-33.3] .39

Abbreviations: EMR, electronic medical record; IT, information technology.
a Calculated using linear regression or χ2 tests.
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the media through which breaches occurred as electronic (in-
cluding network server; desktop computer, email, and elec-
tronic medical records; or laptop computer and electronic por-
table devices), paper, or other.

We compared annual data with χ2 tests and linear regres-
sion using Stata version 13.1 (StataCorp) with a 2-sided signifi-
cance level of P < .05. The Kaiser Permanente Northern Cali-
fornia institutional review board determined that this study
did not qualify as human subjects research.

Results | We evaluated 949 breaches affecting 29.1 million rec-
ords between 2010 and 2013. Six breaches involved more than
1 million records each and the number of reported breaches
increased over time (P < .001; Table). Breaches were reported
in every state, the District of Columbia, and Puerto Rico. Five
states (California, Texas, Florida, New York, and Illinois) ac-
counted for 34.1% (95% CI, 31.2%-37.2%) of all breaches. How-
ever, when adjusted by population estimates, the states with
the highest adjusted number of breaches and affected rec-
ords varied (Figure).

Most breaches occurred via electronic media (67.0%; 95%
CI, 64.3%-69.7%; Table), frequently involving laptop comput-
ers or portable electronic devices (32.7%; 95% CI, 29.7%-
35.7%). Most breaches also occurred via theft (58.2%; 95% CI,
55.0%-61.3%). The combined frequency of breaches resulting
from hacking and unauthorized access or disclosure in-
creased during the study period (12.1% in 2010 to 27.2% in 2013;
P < .001). Breaches involved external vendors in 28.8% (95%
CI, 25.9%-31.7%) of reports.

Discussion | Between 2010 and 2013, data breaches reported by
HIPAA-covered entities increased, involving 29 million rec-
ords. Most data breaches resulted from overt criminal activ-
ity. The persistent threat of theft and the increase in hacking
raise serious security concerns.

Our study was limited to breaches that were already rec-
ognized, reported, and affecting at least 500 individuals.
Therefore, our study likely underestimated the true number
of health care data breaches occurring each year. Some enti-
ties or patients may have been involved in more than 1
breach.

We were unable to assess the costs or the effect on opera-
tions caused by these breaches and the accompanying in-
creased data security measures. We were also unable to cal-
culate the rates at which breaches occurred based on the
number of total US records or entities at risk.

Given the rapid expansion in electronic health record de-
ployment since 2012, as well as the expected increase in cloud-
based services provided by vendors supporting predictive ana-
lytics, personal health records, health-related sensors, and gene
sequencing technology, the frequency and scope of elec-
tronic health care data breaches are likely to increase.2,5,6 Strat-
egies to mitigate the risk and effect of these data breaches will
be essential to ensure the well-being of patients, clinicians, and
health care systems.
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Figure. Adjusted Number of Data Breaches and Affected Records Between 2010 and 2013 by State and Quartile
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Adjusted values were calculated by dividing the number of breaches and the
affected records by 2013 population estimates from the US Census Bureau
based on the state in which the breach was reported. The data quartiles

are per 100 000 residents. The Figure does not display data for Hawaii, Alaska,
or Puerto Rico.
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Recognizing Data Generation

To the Editor: The International Committee 
of Medical Journal Editors (ICMJE) recently an-
nounced data-sharing requirements for member 
journals.1 Among the issues that were raised is 
giving adequate academic credit to the people 
who design clinical trials, enroll and treat pa-
tients, and curate the resulting data. Two main 
parties are involved in data sharing: those who 
have performed a clinical trial and possess the 
data (data generators) and those who want to use 
those data for other purposes (data reanalysts). 
Data-sharing requirements need to ensure that 
the interests of both parties are protected.

Data-sharing requirements may discourage 
researchers from initiating and participating in 
clinical trials. Our personal experience2,3 has been 
that such trials require a long-term commitment 
of both time and resources. Given researchers’ 
concerns about their own competitiveness and 
academic advancement, one answer to the ICMJE 
call for giving academic credit to data generators 
is to introduce a new class of contributor on the 
title page of published articles that derive from 
the secondary analysis of extant data: “data gen-
erator.” For this approach to succeed, scientific 
databases such as PubMed and Medline would 
therefore need to create new categories of author-
ship for such articles: “data generators” and 
“analytic authors.” Data sharing, as shown by 
“data generator” authorship, should count for 
promotions, grant applications, and ranking of 
researchers (e.g., the h-index). There are obviously 
challenges to the implementation of such a solu-
tion, but we are confident that they can be re-

solved once the overarching issue of academic 
credit is settled.

We further propose that original investigators 
be required to specify and continuously update 
future projects in the trial record in the clinical 
trial registry. Investigators should be able to re-
ject requests for data sharing that compete with 
planned or ongoing projects.

We welcome the ICMJE data-sharing initia-
tive. It will allow cost-effective use of resources 
and benefit patients by fostering new ideas. How-
ever, to make data sharing a success, we now 
need to redefine how academic credit is parceled 
out; we think that “data generator” is an idea 
whose time has come.

Mette Kalager, M.D., Ph.D. 
Hans-Olov Adami, M.D., Ph.D. 
Michael Bretthauer, M.D., Ph.D.
University of Oslo 
Oslo, Norway 
mkalager@  hsph . harvard . edu

Disclosure forms provided by the authors are available with 
the full text of this letter at NEJM.org.

This letter was published on April 20, 2016, at NEJM.org.
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