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Secret 
Confidence of the Queen's Privy Council 

17300-3 
2011 11 17 

TO / A: DIRECTOR 

FROM / DG: ADS 

BRIEFING NOTE / NOTE D'INFORMATION 

SUBJECT / SUJET: UPDATE ON SYRIAN REFUGEE UNDERTAKING FOR THE  
MEETING OF THE AD-HOC CABINET COMMITTEE ON 2015 11 17 

BACKGROUND / HISTORIQUE:- 
The Government of Canada has committed to receiving 25,000 Syrian refugees by December 31, 
2015. Current planning indicates that arrival of refugees could reach up to 6,300 per week. While 
the Government of Canada has committed to this throtigh Cabinet announcements last week, the 
Government has yet to make a formal announcement on the detailed plan. 

To date, the role of the Service has been focused on two main activities: continuing to provide 
threat assessments as intelligence warrants that will support decision making throughout all phases 
of this undertaking; and, to provide security screening in support of reducing the risk that a 
terrorist organization could infiltrate the Syrian refugee movement. 

DISCUSSION / DISCUSSION: 
The plan to select, process, transport, welcome and settle these refugees continues to be in a fluid 
state. Furthermore, the Government has made public statements demonstrating that they are not 
certain when they will make a public announcement that this initiative will start. However, at this 
point, CSIS has taken the necessary steps to support the broader Government in meeting its stated 
objectives: 
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4. Andrew McIntosh 2015 11 17 article: In this article, Tom Quiggin is quoted as 
saying that CSIS does not have the capacity to screen 25k Syrian refugees by January. 
FYI, the numbers cited from 2012-13 and 2013-14 as to how many refugees the Service 
vetted each of those two fiscal years (12,400 and 8,500 respectively) were pulled from 
the Security Screening section of our corresponding Public Reports. 

RECOMMENDATION / RECOMMANDATION: 

The Service is fully engaged on this initiative and resources are working collaboratively to ensure 
that CSIS is prepared to support other government organizations in the selection, processing and 
resettlement of Syrian refugees in a safe and secure manner. 

should provide some level of comfort to Ministers 
that the risk is being minimized as much as is possible. 

PREPARED BY / PREPARE PAR: 
DDG OPS, SSB 	DG SSB 



141 
	

Public Safety Securite publique 
Canada 	Canada 

MectiaLinesi 
Public Safety Portfolio 

Technical Briefing on Syrian Refugees 

Public Safety 

Key Messages: 

• Ensuring the safety and security of Canadians is always a top priority. 

• We are taking appropriate steps to ensure security considerations are 
incorporated into our efforts to help those in need. 

Questions and Answers:,.  

Ql. How are the recent Paris terrorist attacks taken into consideration in the 
security screening process for the upcoming resettlement of Syrian refugees? 

The Government of Canada remains unwavering in its commitment to protect the 
safety and security of Canadians. 

National security and law enforcement partners are working together to ensure 
security considerations are incorporated into our efforts to help those in need. 

We believe the vast majority of Syrians seeking refuge pose little or no risk to 
Canada. That said, our national security and law enforcement partners vigilantly 
monitor all potential threats and have robust measures in place to address them. We 
are being diligent in taking appropriate steps to ensure that security considerations 
are incorporated into our efforts and no compromises will be made. 

To manage. potential risks that some individuals may pose from a security 
perspective, a complete screening process will be in place. If security concerns 
arise, there are mechanisms within our immigration system to address them and 
take appropriate action. These would be determined on a case-by-case basis. 

Q2. If pressed —Will Public Safety invoke security certificates on Syrian 
refugees who are deemed inadmissible on grounds of national security? 

The vast majority of national security inadmissibility cases follow the same 
procedures as other inadmissibility proceedings before the Immigration and Refugee 
Board. 
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Security certificates are rare and only used in exceptional circumstances. They allow 
the Government to use and protect classified information before the Federal Court of 
Canada when pursuing inadmissibility proceedings. Security certificates are 
accompanied by strong procedural protections, such as Special Advocates, who 
protect the interests of the individuals during the closed portions of the proceedings 
when classified information is presented. 

RCMP 

The RCMP main's role in biometric screening is to process search requests from 
immigration officials against repositories of criminal and immigration fingerprint 
records. 

• The RCMP maintains fingerprints and biographic information on behalf 
of Immigration Refugee and Citizenship's immigration programs. 

• The IRC-RCMP partnership includes criminal screening, intelligence sharing and 
referrals for investigations. 

• The Immigration and Refugee Protection Act gives the RCMP authority to retain, 
use, disclose and dispose of biometric information and any related personal 
information that is provided for domestic laW enforcement purpose. 

• All information managed by the RCMP is in accordarice with Canadian law and 
government directives in relation to the release of criminal record information. 

CSIS 

The Canadian Security Intelligence Service (CSIS) will play an important role in 
the Whole of Government Mission to bring 25,000 Syrian Refugees to Canada. 

• While CSIS provides advice to CBSA and IRCC on potential threats to national 
security, IRCC is responsible for decisions related to admissibility into Canada, 
the granting of a visa, or the acceptance of applications for refugee status, 
permanent residence or citizenship. 

Lines for clarification or on background 

• As mandated by our CSIS Act, CSIS' Immigration and Citizenship Screening 
program conducts screening investigations in order to provide security advice to 
the Canada Border Services Agency (CBSA) and Immigration, Refugees and 
Citizenship Canada (IRCC) regarding persons attempting to enter or claim status 
in Canada who might represent a threat to national security. This screening also 
supports the administration of the Immigration and Refugee Protection Act(IRPA) 
and the Citizenship Act. 

Canada, 
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• Through this program, CSIS will provide security advice on permanent residence 
and citizenship applicants; persons applying for temporary resident and persons 
applying for refugee status in Canada. 

CBSA 

MEDIA LINES: 

• The Canada Border Services Agency is proud to be supporting the 
government's humanitarian effort to welcome Syrian refugees to Canada. 

• As the Agency responsible for securing the border, our role in this effort will 
be to ensure that refugees are screened to minimize risk to Canadians; as we 
do for all travelers to Canada. 

• We are working closely with our federal government partners to seamlessly 
integrate security screening at key points in the process. 

• Refugees would arrive in Canada with travel documents issued prior to their 
departure for Canada followings an initial screening by government officials. 
Upon their arrival in Canada, they will be welcomed and processed by Border 
Services Officers for admission into Canada. 

• Our goal is to ensure screening is thorough and efficient so that refugees and 
their families are able to move on to the important work of settling in their new 
communities. 

QUESTIONS AND ANSWERS: 

Ql. 	With the attacks that occurred in Paris, will Canada be increasing 
vigilance at the border? 

Al. 	The Canada Border Services Agency (CBSA) exercises vigilance every day 
and works closely with its security partners, both in Canada and 
internationally, to ensure the safety and security of Canada and Canadians. 

Q2. 	Will you be increasing the level of screening of the refugees in light of 
the attacks in Paris? 

A2. 	The CBSA has a long, well-established and well-respected practice in the 
area of security screening and collaborates closely with relevant departments 
and agencies as well as with international partners to ensure the integrity of 
the process. While I cannot comment on the actual process for obvious 
reasons, I will tell you that we constantly monitor changes in the security 
environment at home and abroad and adapt our approach as is required. 

Canada 
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Q3. 	Does the CBSA have the resources to screen 25,000 individuals within 
the prescribed timeline? 

	

A3. 	In fact, our efforts related to the refugee crisis have been ongoing. We remain 
fully committed to supporting the Government's response to this humanitarian 
crisis and we continue to maintain our ability to assign resources to assist 
where and as required. 

	

Q4. 	Will CBSA officers be sent overseas to help with security screening and 
what role will they play? 

	

A4. 	The CBSA has identified officers who are prepared to travel overseas to 
support the Government of Canada's efforts. 

CBSA officers work closely with partner agencies to screen all refugees. 
Furthermore, CBSA officers will collaborate with other departments and assist 
specifically in establishing relationships with local authorities and airlines will 
lead in providing expertise in document integrity, including the validation of 
travel documents, all with a view to ensuring that we prevent those who are 
inadmissible and pose a security threat from reaching Canada. 

	

Q5. 	What role will the CBSA play when refugees arrive in Canada? 

	

A5. 	All refugees referred for resettlement in Canada will be screened by 
government officials. Refugees would'then arrive in Canada with travel 
documents issued prior to their deParture. Upon arrival in Canada, refugees 
will be welcomed and processed by Border Services Officers for admission 
into Canada. 

	

Q6. 	How much will this cost the CBSA? 

	

A6. 	It is still very early. That said, we are committed to ensuring that the 
resources are in place to screen refugees efficiently. We are working closely 
with our federal government partners to ensure we support this important 
humanitarian effort. 

Q7. 	Would the CBSA deport inadmissible individuals back to Syria or from 
whichever country they were in when they were selected? 

	

A7. 	Individuals who have been found inadmissible may be removed from Canada, 
subject to procedural steps required. 

Canada 
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Q8. 	What happens if an individual must be detained after arriving in Canada 
but has children? 

A8. 	All steps are taken to minimize separation of the children from their parents. 

CBSA officers will consider alternatives, such as transferring a child to the 
care of provincial child protective services when there are no issues with the 
safety or security of the child. 

The CBSA will ensure that accompanied children remain with their parent 
when possible in appropriate facilities. 

If Dressed:  

Some of the factors that officers consider include: 
• the availability of alternative childcare arrangements; 
• the anticipated length of detention; 
• the importance of keeping the family unit together; 
• the availability of separate living areas for children and their parents or 

guardians; and,, 	• 
• access to counselling, education and recreation services. 

Q9. 	Does the CBSA have the capacity to detain inadmissible individuals? 

A9. 	Should an individual be found inadmissible, the CBSA may detain him or her. 
However, our officers must consider reasonable alternatives before ordering 
the detention of an individual. The CBSA relies upon a variety of alternative 
measures to detention when appropriate, such as imposing reporting 
requirements. 

If pre§sed: 

The CBSA has the authority to detain,  a person under very strict guidelines: 
the person is unlikely to appear for their removaVinterview; the person's 
identity has yet to be established; or when they represent a danger to the 
public. 

Q10. What role does the CBSA play if individuals appear to be ill when they 
arrive in Canada? (reviewed by PHAC Communications) 

A10. The Public Health Agency of Canada (PHAC) is the lead agency responsible 
for the health screening of travelers. The CBSA is working closely with PHAC 
and will provide any assistance PHAC may require to ensure the health of 
refugees and Canadians. 

Canada' 
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The CBSA is collaborating with the Public Health Agency of Canada to 
develop an approach to assessing refugee health as they arrive in Canada. 

Approvals: 
Scott Bardsley, Minister's Office 

Canad5 
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CONSIDERATIONS: 

Additional issues raised by the Service include the need 
for verification of identity and use, wherever possible, of documentation in addition to that 
provided by the UNHCR. 

ISIL and other terrorist organizations operating in Syria and Iraq have stated their intent to target 
Canada for terrorist attack, 
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Key Messages 

Please do not hesitate to contact me should you require any further information. 

Assistant Director 
Policy and Strategic Partnerships 
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Enclosed: 

• Tab E: Security Screening and Immigration Screening Deck and Q&A 

This document constitutes a record which may be subject to mandatory exemption under the Access to Information Act or the Privacy Act. The 
information or intelligence may also be protected by the provisions of the Canada Evidence Act. The information or intelligence must not be 
disclosed or used as evidence without prior consultation with the Canadian Security Intelligence Service. 
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Secret 

Q & A 

(SSB - Immigration & Citizenship program) 

What is the mandate of the Service's Security Screening program? 

Often referred to as Canada's "first line of defence", CSIS Security. Screening Branch (SSB) is 
an important, primary means of keeping Canada and Canadians safe from threats to national 
security. 

Of the two major operational programs mandated by the CSIS Act, the Security Screening 
program is perhaps the most visible across government, providing threat-related security 
assessments or advice to over 100 Government of Canada (GoC) clients. 

Acting under the authority of ss. 13, 14 and 15 of the CSIS Act, SSB operations: 

• prevent persons of national security concern from gaining access to classified or sensitive 
government information, assets, sites, or major events; and 

• help prevent non-Canadians who pose a threat to national security from entering or 
acquiring status in.  Canada 

What type of threats is SSB investigating in order to carry out its mandate? 

Through its two sub-programs -- Government Security Screening (GSS) and Immigration and 
Citizenship Screening (ICS) — SSB investigates, analyses and provides assessments or advice 
to GoC partners and clients on a wide range of national security threats, including terrorism and 
extremism, as well as espionage, foreign interference and the proliferation of weapons of mass 
destruction. 

What, specifically, is the role of SSB in immigration and citizenship 
screening? 

As stated above, its objective is to prevent non-Canadians who pose a threat to the security of 
Canada from entering or receiving status in Canada. It does this by providing advice in 
accordance with s. 14 of the CSIS Act to the Canada Border Services Agency (CBSA) and 
Citizenship and Immigration Canada (CIC) and supports their efforts under the Immigration and 
Refugee Protection Act (IRPA) and the Citizenship Act. 

1 
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What is the difference between the CSIS Act s.2 and IRPA s. 34 (1) — Threat 
versus Inadmissibility? 

The CSIS Act relates to current and future threats to the security of Canada; IRPA relates to past, 
present, and future inadmissibility. 

What type of immigration programs is the Service providing advice on? 

CSIS provides security advice on permanent residence and citizenship applicants; persons 
applying for temporary resident visas (whether visitors, foreign students or temporary foreign 
workers); and, persons applying for refugee status in Canada. 

What does CSIS do with the immigration referrals it receives? 

Upon receipt of an immigration case, CSIS reviews' all the information and assesses it against our 
databases for any threats to the.security of Canada;  investigates any suspected threat activities, 
and provides advice based on the resultS of our investigations. The security screening process 
includes an automated auto-clearance system which performs searches in the CSIS classified 
database to identify where an individual may pose a security concern: If the case is not auto-
cleared, it is then reviewed by a Screening Analyst or case officer. 

If the Service determines that there is a threat to the security of Canada posed by the applicant, it 
will prepare a brief outlining our advice to CBSA and CIC. 

Who is responsible for decision-making on applications? 

While CSIS provides advice to CBSA and CIC on potential threats to national security, CIC is 
responsible for decisions related to admissibility into Canada, 
acceptance of applications for refugee status, permanent residence or citizenship. 

How does CSIS assist CIC missions overseas? 

2 
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What else does CSIS do to assist CBSA and CIC in keeping Canada and 
Canadians safe from threats to national security? 

CSIS also works with Government of Canada partners in reviewing the national security 
component of the immigration system to ensure that the Service's security screening operations 
remain efficient and effective, and that its advice is relevant and timely. In an effort to meet 
increasing demands, CSIS continues to refine business processes and exploit new technologies; 
with the aim of focusing resources on legitimate threats to Canada and Canadians and helping to 
facilitate the travel of legitimate applicants. 

What other programs does SSB operate to keep our borders safe? 

How many screening requests would CSIS receive in a year? 

In 2013-14, the Service received approximately 61,600 permanent resident applications; 208,800 
Citizenship applications, 46,300 Temporary resident applications and processed 8,500 Front-end 
screening requests (individuals claiming refugee status in Canada or at ports of entry). 

How would you summarize CSIS' role in the immigration screening process? 

Conduct investigations and provide advice pursuant to s. 14 and s. 15 of the CSIS Act 
and in consideration with threats to the security of Canada as defined in s. 2 of the CSIS 
Act. 
Provide security advice to, liaise and cooperate with CIC and CBSA domestically and 
abroad. 
Develop security indicators in collaboration with counterparts, and 
Provide training sessions and briefings. 

3 



Security Screening 

I— -Is 

immigr inn Screening 

Objective of training: Have partiCipabt understand that 'CSIS.assecses whether an 
individual looking to come to Canadilaose a threat to the securitfof Canada 

Introduction: 
- What do you think CSIS Security Screening does once you submit an immigration case 
to CSIS for A34 checks? 

1 



CS1S' s Core Mandate 

The Service shall collect, by investigation or 
otherwise, to the extent that it is strictly 

necessary, and analyse and retain information 
and intelligence respecting activities that may on 
reasonable grounds be suspected of constituting 
threats to the security of Canada and, in relation 

thereto, shall report to and advise the 
Government of Canada. 

Immigration programs fall under CSIS Act s.14 and s.15, CSIS can conduct investigations 
and analysis, pursuant to s. 12, required to provide advice on threats to the security of 
Canada relevant to 	 under Citiienship Act and IRPA. 
Upon receipt of an immigration case, CSIS reviews all the information and assess it 
against our databases for any threats to the security of Canada, investigate any 
suspected threat activities, and provide advice based on the results of our 
investigations. 



Threat vs. Inadmissibility 

CSIS Acts. 2 

Current Threats to the Security of 
Canada: 

a). Espionage or sabotage 

b) Foreign influenced activities 

c) Threat or use of acts of violence 
to achieve a political, religious 
or ideological objective 

d) Overthrow by violence the 
established system of 
government in Canada 

IRPA s.34 (1) 

Security grounds for inadmissibility: 

a) Acts of espionage against Canada 

b) Subversion by force of any 
government 

c) Terrorism 
d) Danger to security of Canada 

e) Acts of violence endangering 
Canadians 

f) Member of organization that 
engages in espionage, subversion 
or terrorism 

•	 

CSIS Act relates to current and future threats to the security of Canada; IRPA relates to 
past, present, and future inadmissibilities. 

Espionage and Sabotage: 
Espionage: Activities conducted for the purpose of acquiring by unlawful or 
unauthorized means information or assets relating to sensitive political, 
economic, scientific or military matters, or for the purpose of their unauthorized 
communications to a foreign state or foreign political organization. 
Sabotage: Activities conducted for the purpose of endangering the safety, 
security or defence of vital public or private property, such as installations, 
structures, equipment or systems. 

Foreign-influenced Activities: 
Activities which are detrimental to the interests of Canada, and which are 
directed;Controlled, financed or otherwise significantly affected by a foreign 
state or organization, their agents or others working on their behalf. 

Example: 	Foreign governments or groups which interfere with or 
direct the affairs of ethnic communities within Canada by pressuring 
members of those communities. Threats may also be made against 
relatives living abroad. 

Political Violence and Terrorism: 



The threat or use of acts of serious violence may be attempted to compel the 
Canadian government to act in a certain way. Acts of serious violence are those 
that cause grave bodily harm or death to persons, or serious damage to or the 
destruction of public or private property and are contrary to Canadian law or 
would be if committed in Canada. 
Hostage-taking, bomb threats and assassination attempts are examples of acts 
of serious violence that endanger the lives of Canadian. Such actions have been 
used in an attempt to force particular political responses and changes in this 
country. 

Subversions: 
Activities intended to undermine or overthrow Canada's constitutionally established 
system of government by violence. Subversive activities seek to interfere with or 
ultimately destroy the electoral, legislative, executive, administrative or judicial process 
or institutions of Canada. 

Ex. Someone who used to work for the KGB as a janitor, but has not conducted any 
espionage or foreign influenced activities, CSIS would conclude that this person is not a 
threat to the security of Canada; however, this person would have been a member of an 
organization that engaged in eipionage and ,  as such be inadmissible on security grounds 
based on s.34 (f). In such cases, we will advise 	that this person may be relevant to 
them under IBPA s.34(f). 
- CSIS security advice is based on threats in our Act, which largely corresponds to s.34 

a, c, d, and f under IRPA 
- Sabotage: Ex. Sony hacking incident, if that were to happen in Canada or against a 

Canadian company, we would be involved 
- When in doubt, consult the Service 

The 2 pieces of legislation work together to provide a framework for the GoC to control 
access to. Canada of foreign nationals who may pose a security risk. 
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A34 Record Check vs. Comp -ehensive 

Comprehensive — sent to both CSIS 

• , 
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- The difference between CSIS Act s. 2 & IRPA s. 34 means that an immigration case 
should not just get sent to CSIS if there are A34 concernsi they should be sent to 
both Service 

- 

	

	In GCMS, there are two options when referring a case for Security Admissibility 
concern: record check and comprehensive check. 

- In a record check, 	does not receive the case and is not involved unless the 
Service determines there is relevant threat information 

- 	If we don't hold relevant information, there would be no advice from us 	even 
if there may be A34 concerns, and we may recommend to 	to conduct 
comprehensive check 

In a comprehensive check, 	is involved from the start in reviewing all admissibility 
grounds, even in the absence of threat info from the Service -) This way, nothing gets 
missed. 
- Best to use when there is admissibility concerns that may not directly relate to CSIS 

Act S. 2 

5 



Stats for 2014/15 
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Immigration Programs 

Temporary Residents: 46.600 requests 

• 67 adverse security assessment 

Asylees (Front-end screening): 10,200 requests 

• 7 adverse security assessment 

Permanent Residents 33,900 requests 

• 91 adverse security assessment 

CAtizenship 185,60© requests 

• 4 adverse Security assessmer*' 



 

CITY SCREENING PRO 

 

 

Manual Screening 
Stage 1 

46.5% NRT 

 

Stage 4 
1% ilriefing 

- CIC submits all PR IN applications (Oamily, H&C, Refugees); upon submission of the 
referral, the Service first examines whether all the necessary information for 
screening is included and examines whether applicant meets a threat profile from 
country of origin, employment, education, or associations standpoint 

- 	For PR OUT, CIC uses the a CSIS developed set of indicators that outline security 
concerns of a potential applicant to identify cases for referral 

- 	Upon submission of the referral, the Service first examines whether all the necessary 
information for screening is included, and all the activities in each stage remain the 
same. 

Identify factors 	 or risk factors 
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Stage 4: Type of advice valid for 
- Brief — Service determines that there is a threat to security of Canada posed 

by the applicant and will provide all relevant information outlining our 
concern to 

- Incidental letter — Service determines that there is no security concerns with 
respect to CSIS Act S. 2, but that we have info that may be relevant to 
under IRPA S. 34 
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Briefs 

Contains applicant-specific classified information 

• Provides lead information to partner departments to 
conduct further investigations 

• P/MUWS Caveat is information that may be used for 
additional discussion with the subject 

Request for exceptional uses to be sent to Client 
Liaison Unit via 

Applicant-specific classified information provided relating to threats to the security 
of Canada as defined in section 2 of the CSIS 

- 	Briefs are classified at the highest level. Of the info that the brief contains 
Classified information will require explicit permisSion from the Service prior 
to further disclosure 

Provided as lead information for 	to conduct further investigation — 

P/MUWS Caveat — Information in this paragraph may be used by officials of your 
agency for additional discussions with the subject. 

- Information can be used to form your own interview questions with which to 
confront the subject, without permission from the Service 

- 	Info cannot be used verbatim or presented to the subject in a written form, 
such as a convocation email or PFL, unless you obtain permission from us 

- Exceptional uses are all other uses not covered in the P/MUWS caveat — requires 
explicit permission from the Service 

- 	Please send request to PILLAR OTT via 	with full detail of your request to 
use this info 
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CSIS' Role 

• Conduct investigations and provide advice pursuant to s. 14 & s. 
15 of the CSIS Act and in consideration with threats to the security 
of Canada defined in S.2 of the CSIS Act 

• Provide security advice to, liaise and cooperate with CIC 
domestically and abroad 

• Develop security indicators in 
collaboration with counterparts 

• Provide training sessions and briefings 

	

te• 	Citizenship and 	Citoyennetit et 

	

II 	Immigration Canada Immigration Canada 

CSIS's Role: Ask participants what they know about our role now after the presentation. 

Cooperation: 
- CSIS Assistance to IPMs 
- Temporary Duty Assignments to assist CSIS / IPM 
- Training Sessions & Briefings - Visa Officers and IPMs 
- Semi-annual 	 CSIS managerial meetings / workgroups 
- Fusion Center 

Indicators: to ensure that threats to the security of Canada concerns are reflected all 
the immigration programs of the GoC 

Message take home: The Service assess an immigration case under the lens of threats 
to the security of Canada, employing all investigative techniques necessary, and provide 
resulting advice to 	and CIC. 
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