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Abstract 

 

Cognitive Solutions for Resource Management 

 in Wireless Sensor Networks 

 

 

   Wireless Sensor Networks (WSN) is an important technology that can be used to provide new 

data sets for many applications ranging from healthcare monitoring to military surveillance. Due 

to the increasing popularity of WSNs, user demands have evolved as well. To achieve the end-to-

end goals and requirements of the applications, managing the resources of the network becomes a 

critical task. Cognitive networking techniques for resource management have been proposed in 

recent years to provide performance gains over traditional design methodologies. However, even 

though several tools have been considered in cognitive network design, they show limitations in 

their adaptability, complexity, and their ability to consider multiple conflicting goals. Thus, this 

thesis proposes novel cognitive solutions for WSNs that include a reasoning machine and a 

learning protocol. Weighted Cognitive Maps (WCM) and Q-Learning are identified as suitable 

tools for addressing the aforementioned challenges and designing the cognitive solutions due to 

their ability to consider conflicting objectives with low complexity. 

   WCM is a mathematical tool that has powerful inference capabilities. Thus, they are used to 

design a reasoning machine for WSNs. Two case studies are proposed in this thesis that illustrate 

the capabilities of WCMs and their flexibility in supporting different application requirements 

and network types. In addition, an elaborate theoretical model based on Markov Chains (MC) is 

proposed to analyze the operation of the WCM system. Extensive computer simulations and 

analytical results show the ability of the WCM system to achieve the end-to-end goals of the 

network and find compromises between conflicting constraints.  
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   On the other hand, Q-Learning is a well known reinforcement learning algorithm that is used to 

evaluate the actions taken by an agent over time. Thus, it is used to design a learning protocol that 

improves the performance of the WCM system. Furthermore, to ensure that the learning protocol 

operates efficiently, methods for improving the learning speed and achieving distributed learning 

across multiple nodes are proposed as well. Extensive computer simulations show that the 

learning protocol improves the performance of the WCM system in several metrics. 
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“Obstacles cannot crush me. Every obstacle leads to stern resolve.  

He who is fixed to a star cannot change his mind” 

                                                                                                          Leonardo da Vinci    
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Chapter 1 

Introduction 

   Wireless Sensor Networks (WSN) is a powerful enabling technology that is fast becoming a 

popular solution for a wide variety of applications. They have already been used in fields such as 

intelligent transportation, health care monitoring, military surveillance, environmental 

monitoring, smart homes, and many more [1] [2] [3] [4] [5]. In WSNs, sensor nodes are spatially 

distributed over the target area. Each sensor node senses and relays data through single or 

multiple hops via wireless interface to a single or multiple data collector points, called sink nodes 

or Base Stations (BS). Sensor nodes can also be used to control some aspects of their 

environment by enabling interactions between persons or computers and the surrounding 

environment. For example, WSNs can be used in industrial automation applications to optimize 

the manufacturing process, perform preventive maintenance, or monitor critical equipment [1] [2] 

[5]. All nodes within the WSN can be stationary or mobile, and they can also be homogeneous or 

heterogeneous.  

   WSNs have several attractive characteristics [1] [3] [5]. For example, nodes can be deployed in 

large numbers over vast target areas, thus providing new data sets that were not obtainable before. 

In addition, sensor nodes can be manufactured at low cost and WSNs do not require any fixed 

infrastructure, which makes projects involving WSNs quite feasible and easy to deploy. 

Furthermore, sensor nodes are autonomous and have the ability to self-configure and form ad-hoc 

links, which means that WSNs can operate for extended periods of time without human 

intervention.  
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   WSN architectures can be mainly classified into single-layered and multi-layered architectures 

[6]. Within each category, there are multiple methods for designing a WSN. For example, a single 

layered WSN may have a flat hierarchy with homogeneous nodes, where all nodes have similar 

capabilities and perform similar functions; or it may have a clustered hierarchy with 

heterogeneous nodes, where some nodes may perform different functions either permanently or 

temporarily. Note that, in a clustered hierarchy, the network is divided into clusters, where each 

cluster is managed by a Cluster Head (CH). Some nodes can be designated as permanent CHs or 

the role may be exchanged among the nodes within the cluster. CHs are typically responsible for 

collecting data from their clusters and relaying it to the sink node. On the other hand, multi-

layered WSN architectures are typically built using heterogeneous nodes, where nodes may have 

different capabilities and are divided into layers, with each layer being responsible for certain 

functions. The design may employ a clustered hierarchy or not. Some examples of different WSN 

architectures are illustrated in Figure 1.1. 

 

Figure 1.1 WSN architectures (a) Single layered flat (b) single layered clustered (c) multi-layered  
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1.1    Challenges of WSN 

   In spite of the attractive features of WSNs, there are several challenges that have to be 

considered in the design of the protocols and architectures that can achieve the end-to-end goals 

and requirements of the network. Some examples of these goals are the maximization of network 

lifetime, maximization of throughput, or achieving a target level of reliability of communications, 

among others [2] [3]. Thus, some of the important WSN challenges include [1] [2] [5]: 

- Limited Energy of Nodes: this is usually the most important challenge in WSNs. This is 

because the deployed network has a target lifetime specified by the designer, which can be 

several months or even more than one year. However, nodes typically have small sizes and 

operate using non-rechargeable batteries. Replacing these batteries after deployment is highly 

challenging to several reasons that may include the remoteness of the location or the large size 

of the network. Thus, energy efficiency is essential in all aspects of the WSN, including 

protocols, hardware, firmware, etc. Management of energy resources must be done from a 

network perspective and not just at individual nodes, since the collective lifetime of the 

network needs to be maximized. Since communication tasks typically consume the most 

energy, issues such as interference management, transmission scheduling, and energy-efficient 

routing become critical. Even if some renewable energy resources are available at nodes, such 

as solar panels, network protocols have to ensure that the rate of energy consumption is slower 

than the rate of energy generation. 

- Architectural Issues: WSN topologies are dynamic. Nodes may die over time, changing the 

topology of the network. They may also be mobile. Moreover, nodes within a WSN usually 

employ sleep scheduling in order to conserve energy and increase lifetime. These issues must 

be considered by network protocols such as routing and scheduling. The heterogeneity of 

nodes is also important and should be exploited by protocols to improve network efficiency. 
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Nodes with higher capabilities can relieve some of the processing and communication burdens 

of nodes with lower capabilities. 

- Different Traffic Patterns: Data delivery in WSNs may have different patterns. They may be 

event-driven, query-driven, or periodical. Furthermore, communication in WSNs may be 

point-to-point (P2P), point-to-multi-point (P2MP), or multi-point-to-point (MP2P). For 

example, individual nodes may exchange data, the sink node may send packets to several 

nodes simultaneously, or several nodes may send their data to the sink. Therefore, network 

protocols should be flexible in supporting all the patterns required by the application. 

- Connectivity and Coverage: The WSN is deployed to cover a specific area or some specific 

targets. Sometimes the application requires that each target area be covered by more than one 

sensor node. In addition, every node must be able to find a path to a sink node. Thus, network 

protocols must guarantee connectivity and coverage when performing sleep/active scheduling. 

This must be done in an energy-efficient manner in order to avoid rapid energy consumption. 

- Quality of Service (QoS) Requirements: With the progress made in hardware and software 

design for WSNs, some advanced applications may now be supported. Therefore, some 

applications may require the support of strict metrics such as latency, reliability, bandwidth, or 

throughput. These metrics must be supported end-to-end, not just for individual links. This 

may be a highly challenging task due to the limited processing and communication capabilities 

of nodes. Network protocols must strive to support the requirements of different applications 

in an energy-efficient manner. 

- Other Challenges: Scalability and fault-tolerance are common challenges in WSNs, since 

networks typically operate for extended periods of time and are often large in size. In addition, 

it is recommended that protocols be designed in a distributed way since centralized protocols 

requires gathering information from all parts of the network, which may be very expensive in 

terms of energy consumption. However, distributed protocols typically rely on localized 
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information which means that decisions may not be optimum for the whole network. This 

trade off must be considered during protocol design. 

  1.2     Emerging Research Directions 

   It is clear that the challenges mentioned in Section 1.1 may reach across several network layers. 

For example, guaranteeing connectivity and coverage is a challenge that involves sleep 

scheduling at the Medium Access Control (MAC) and Physical (PHY) layers and routing at the 

Network layer. In another example, QoS support may require information from the Application 

layer, as well as processing at the Network and MAC layers. Addressing these challenges may 

also involve several nodes in the network. These intricate interactions may have a profound 

impact on network performance (detailed discussion of network interactions is presented in 

Chapter 2). In recent years, research in WSNs has been evolving towards more complex protocols 

and architectures. Cross-layer design has been the leading research methodology in addressing 

various WSN challenges [7]. For example, sleep/awake scheduling at the MAC layer can be 

combined with routing at the Network layer in order to guarantee connectivity and coverage in an 

energy-efficient manner. In another example, flow control at the MAC layer can be combined 

with route maintenance at the Network layer in order to avoid congestion. Moreover, transmit 

power and data rate control at the PHY layer can be combined with scheduling at the MAC layer 

and routing at the Network layer in order to perform functions such as guaranteeing QoS 

requirements or achieving connectivity and coverage and energy-efficiency. Several examples of 

recent research efforts employing cross-layer design are reviewed in Chapter 2. 

   However, cross-layer design has significant limitations [7]. Particularly, cross-layered protocols 

are typically memory-less, which means that they cannot learn from network interactions and past 

mistakes. In addition, cross-layered protocols are reactive and static, typically designed to 

optimize a particular set of goals using a fixed set of algorithms. Thus, they cannot adapt to 

varying network conditions or changing application requirements. Also, optimizing a particular 
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set of goals might come at the expense of other goals. For example, optimizing throughput might 

come at the expense of fairness or congestion. This is known as adaptation loops. In the presence 

of multiple conflicting objectives, cross-layered protocols often fail to converge to an optimum 

solution. 

   To address the limitations of cross-layer design, there has been a trend in recent years to use 

Computational Intelligence (CI) [8] [9] [10] in several types of wireless networks, including 

WSNs. CI uses tools such as game theory, fuzzy logic, and genetic algorithms, among others, in 

order to mimic aspects of human intelligence such as learning and adaptation, as illustrated in the 

cognitive cycle shown in Figure 1.2. This process has been described in literature using various 

terms such as cognitive networking, smart environments, sentient networks, etc [8]. 

Unfortunately, there is no consensus on the definition of networks that employ CI. In this thesis, 

we define cognitive networking as a framework that combines network observations with 

reasoning and/or learning techniques in order to determine the appropriate actions and parameters 

that can achieve the end-to-end goals and QoS constraints of the network. Ideally, the network 

should be proactive and learn from its past mistakes. It should also be flexible and able to adapt to 

changing user requirements and network conditions. In addition, it should be able to address 

multiple conflicting objectives and constraints. 

 

Figure 1.2 The cognitive cycle 

   These goals must be achieved while considering the cost of implementing CI tools. The cost of 

overhead, added computational complexity, and energy must be considered in evaluating 
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cognitive solutions. Naturally, the cost must justify the improvement in performance. This is 

particularly important in WSNs due to the limited resources and capabilities of nodes. 

Unfortunately, most tools that have been utilized in literature suffer from increased complexity as 

the number of goals and constraints increase, as will be seen in Chapter 2. Moreover, some tools 

are only efficient when implemented in a centralized way [8]. This imposes a significant 

processing and communication burden on the central node. Therefore, new tools and design 

methods that can consider multiple conflicting objectives and constraints with low complexity are 

desired. 

   It is important to note the main difference between cognitive networking and traditional 

network management techniques. Cognitive networks provide a holistic perspective to network 

design that transcends the limitations of the layered protocol stack and mimics aspects of human 

intelligence in order to achieve the objectives and requirements of the network. On the other 

hand, traditional network management techniques are often unable to consider multiple processes 

and variables from different layers since they typically follow the layered protocol stack and their 

complexity increases significantly as the number of variables increase. 

1.3    Problem Statement 

   It can be deduced from the previous sections of this chapter that classic design methodologies 

such as single and cross-layer design have significant limitations in their ability to adapt to 

changing network conditions and application requirements. These systems become increasingly 

complex as the number of objectives and constraints increase. Moreover, the complexity issue is 

still incurred with current CI tools, even though their potential for performance improvement is 

higher than cross-layered techniques. Thus, it is desirable to identify new tools that are able to 

achieve the end-to-end goals of cognitive WSNs with low complexity. 
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   Due to the advancement of WSN technology, user demands have evolved as well. Thus, any 

new design methodology must take into account that WSN applications may require QoS support 

or advanced application requirements. The issue of mobility should be addressed as well to 

provide a larger degree of flexibility in WSN design. However, it is expected that nodes will not 

move at very high speeds. Thus, only pedestrian speeds may need to be supported. To address all 

these challenges resource management is a critical task, particularly because resources in WSNs 

are limited. Resource management can consider aspects from multiple layers in order to provide a 

holistic perspective to network design that can achieve the evolving end-to-end goals and 

requirements of WSN applications. 

   Therefore, in order to specify new cognitive tools for resource management in WSNs, certain 

issues must be considered. First, the new tools must have the potential of addressing all the 

challenges specified in Section 1.1. Second, the new cognitive network must be able to adapt to 

changing user requirements and network conditions. Ideally, the network should also be able to 

learn from past mistakes and its efficiency should evolve with time. To achieve this task, a strong 

knowledge base should be built by monitoring the environment and gathering information 

regarding the wireless medium and the states of nodes. Third, the new methodology should be 

flexible enough to satisfy the constraints specified by the application. Finally, the network should 

provide better end-to-end performance than current systems. 

   Once the new methodology has been specified, the performance of the new cognitive network 

must be thoroughly evaluated. Analytical techniques should be used to model the new network. 

Furthermore, the cost of implementing the new protocols in metrics such as overhead and 

computational complexity should be determined. In addition, extensive simulations and 

comparisons to state of the art protocols are critical in determining the performance gain of the 

new network. 
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1.4     Thesis Contributions 

   In this thesis, novel cognitive solutions for resource management in WSNs are proposed. These 

solutions are based on CI tools that have the potential of achieving the end-to-end goals of the 

network with low complexity. Particularly, we have chosen the mathematical tool known as 

Weighted Cognitive Maps (WCM) [11] [12] to design a reasoning engine that can combine 

information from the network to produce accurate and efficient decisions, even in the presence of 

changing application requirements. In addition, the Q-Learning algorithm [13] [14] is used to 

design an efficient learning protocol that can monitor the decisions of the system and improve 

their efficiency with time. 

   In WCMs, each process, environment variable, or end-to-end goal is simply represented as a 

concept in the system, and edges of the map connect concepts that are causally related (an 

overview of WCMs is given in Chapter 3). The inference properties of WCMs enable conflicting 

interactions within the network to be represented as simple mathematical operations, requiring 

only information about causal relationships between processes. Thus, multiple objectives and 

constraints can be considered with low complexity, avoiding long processing times that may be 

associated with other design methodologies such as optimization techniques. Several case studies 

are presented, which show that WCM engines are able to achieve efficient compromises 

regarding conflicting issues such as energy efficiency and QoS support or energy efficiency and 

connectivity and coverage. To the best knowledge of the author, WCMs have not been considered 

in the design of cognitive WSNs. Although WCMs have been considered in [15] to design 

cognitive nodes, those nodes operated independently and the design did not consider network 

interactions between nodes. The design proposed in this thesis primarily targets the needs of 

WSNs. We illustrate how multiple objectives, constraints, system processes, and environment 

variables can be translated into concepts of a WCM, and how protocols can be implemented using 

their underlying causal relationships. 
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   On the other hand, Q-Learning is a method of reinforcement learning that can evaluate the 

decisions taken by an agent over time. Thus, it is used to design a learning protocol that is used in 

combination with the WCM system in order to evaluate its decisions and improve its 

performance. Even though Q-Learning has been used before to design WSN protocols [16] [17] 

[18], it is used in this thesis in a novel way. The proposed learning protocol directly targets the 

end-to-end goals of the WSN. A new reward system is presented that considers several aspects 

that affect system performance such as buffer capacity, throughput, and energy consumption, 

among others. Thus, the learning protocol uses information from the network to build knowledge 

that can improve the efficiency of the actions taken by the WCM system. Moreover, the number 

of possible actions and options available to the WCM system in large networks may be 

substantial, which means that the time taken for the learning protocol to build a sufficient 

knowledge base may be long. Thus, we also propose methods for increasing the learning speed of 

the protocol. In addition, the learning protocol is implemented in a distributed way across 

multiple agents, where each agent is responsible for learning about a specific set of nodes, in 

order to limit the learning space and reduce the learning time. Distributed Value Functions (DVF) 

[19] are used to ensure that all agents are operating coherently towards common end-to-end goals.  

   In order to evaluate the performance of the proposed cognitive solutions, extensive simulations 

are performed. Comparisons to state of the art protocols in different scenarios and environmental 

conditions are presented. Furthermore, the cost of implementing the new system in terms of 

overhead, computational complexity, and learning speed is studied. Special attention will also be 

given to the performance of the cognitive solutions under node mobility.  

   In addition, a comprehensive analytical framework is presented for modeling the performance 

of the new system. The analytical model is designed using Markov Chains (MC) and considers 

several aspects that may impact system performance such as sleep/active scheduling, routing, and 

limited buffer capacity, among others. Moreover, the analytical model considers several elements 
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that are also considered by the cognitive solutions such as transmit power and data rate 

adaptation. The reason for choosing MC to design the analytical model is that the WCM system 

can be easily represented using a set of states. Thus, utilizing MC becomes straightforward. The 

analytical model is used to evaluate the performance of the WCM system and identify ways in 

which it can be improved. 

1.5    Thesis Outline 

   This thesis is structured into six chapters. Chapter 2 presents a detailed literature review of 

some important research efforts and design methodologies. In Chapter 3, some important 

background material regarding the fundamentals of WCMs and Q-Learning are presented. This 

chapter also includes some information regarding the design and evaluation of WSNs in general 

and some background material regarding MC. This material is necessary for understanding the 

proposed cognitive solutions. Following that, Chapter 4 presents the details of the reasoning 

machine based on WCMs. Case studies that illustrate how WCMs can be used in designing 

networks with different end-to-end goals and constraints are also proposed. Extensive simulation 

results for these systems are given. In addition, Chapter 4 provides the details of the analytical 

model for the WCM system based on MC. Based on the analytical results, some methods to 

improve the performance of the cognitive solutions are proposed. Afterwards, Chapter 5 

introduces the learning protocol based on Q-Learning. Methods for improving the learning speed 

and achieve distributed learning are illustrated as well. Extensive simulation results for the 

combined reasoning and learning protocols are also presented in Chapter 5. Finally, Chapter 6 

offers some concluding remarks and future research directions.  
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Chapter 2 

Related Work 

   This chapter presents a review of the main research efforts that inspired the work of this thesis. 

The chapter starts with an overview of cross-layer design, which has been the leading 

methodology in WSN research in recent years. Then, some cross-layered proposals targeting 

different aspects of WSNs such as resource management, connectivity and coverage, topology 

management, and QoS support will be discussed. Afterwards, a study of the main CI tools used in 

recent years in the design of cognitive networks will be given. Finally, the chapter ends with a 

summary of the topics covered in this chapter. 

2.1    Network Interactions and Cross-layer Design 

   Cross-layer design is the methodology that has been proposed in order to address the rigidity 

and sub-optimality of the single-layered protocol stack. By crossing the boundaries between 

different layers, significant performance improvement can be achieved. This is because the 

impact of several network interactions reaches across multiple layers. For example, power control 

is a PHY layer aspect that has an impact on the overall network topology. Thus, it could have an 

impact on scheduling at the MAC layer and routing at the Network layer. On the other hand, 

scheduling at the MAC layer may have an impact on the level of interference in the network, thus 

affecting power control at the PHY layer. Moreover, routing decisions at the Network layer may 

result in congestion, which may affect scheduling and flow control at the MAC layer. By 

considering some of these effects, cross-layer design can tackle several issues simultaneously, 

which would not be possible with the traditional single-layered framework. 
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   Several architectures have been proposed for cross-layer design [7] [8] [20] . Generally 

speaking, cross-layered structures can be classified into protocols that are designed across 

multiple layers, and protocols that exploit information exchange between layers to enhance 

system performance. For example, with regards to the first category, a joint routing and link rate 

control scheme was proposed in [21] to maximize throughput in WSNs. This was done using 

optimization problems that were formulated and solved to find the optimum transmission power 

of nodes that either minimized the transmission power or minimized interference. The constraints 

for the optimization problems considered data rate at nodes as well as routing constraints. In 

another example, the Channel-Aware Geographic-Informed Forwarding (CAGIF) protocol was 

proposed in [22]. This protocol represented a cross-layer design between PHY/MAC/Network 

layers. A metric named Efficient Advancement Metric (EAM) was proposed that considered 

channel conditions as well as maximum forwarding distances between nodes. Using this metric, 

CAGIF chose the next hop that maximized energy efficiency. Nodes only needed to know their 

own locations as well as the locations of the source and destination nodes. In [23], a 

comprehensive cross-layer protocol (XLP) was proposed that integrated functionalities from the 

PHY up to the transport layer to achieve congestion control, routing and medium access control. 

XLP considered channel conditions and receiver-based contention for MAC operations. 

Distributed duty cycle operation was also considered at the MAC layer. In addition, a concept 

called initiative-based forwarding was employed at the routing protocol, which also exploited 

knowledge of channel conditions. Moreover, congestion control was performed at the transport 

layer using only information from the receiver. When congestion occurred, packet generation 

rates were reduced. Another cross-layer analytical model was proposed in [24] to determine the 

optimal number of clusters in WSNs. The model considered transmission power and distance as 

well as shadowing from the PHY layer, scheduling and number of retransmission attempts from 
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the MAC layer, and the number of hops from the Network layer. Numerical results showed that 

the optimal number of clusters was able to improve energy consumption. 

   On the other hand, with regards to the second category of cross-layer design, which involves 

information exchange between multiple layers, some of the most important research efforts [25] 

[26] [27] [28] suggested implementing a parallel plane or database that stored all the parameters 

that are influenced by multiple layers. The advantage of this solution is that changes made by one 

layer become apparent to all layers. This may be used to address some of the concerns facing 

cross-layer design such as adaptation loops. 

   Even though cross-layer design achieves significant performance improvements over single-

layered techniques, it has significant drawbacks. One of the main problems of cross-layered 

protocols is that they are static, unable to adapt to changing network conditions or user 

requirements. It can be seen from the protocols reviewed in this section that they are designed for 

a specific purpose and consider a specific set of metrics. Thus, they cannot consider other 

parameters outside their scope. In addition, cross-layer design cannot consider inter-nodal 

interactions outside their limited scope. Nodes affect the operations of each other in different 

ways, for example by causing congestion, interference, or rapid energy consumption. However, 

only the interactions included in the design of cross-layered protocols will be taken into account. 

Furthermore, cross-layer design is memory-less and has no ability to learn from past mistakes. 

Also, cross-layered protocols will typically be reactive, dealing with problems only after they 

occur. Thus, learning and adaptation techniques are necessary to address the limitations of cross-

layer design. 
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2.2 Cross-layer Protocols for Different Research Areas in WSN 

2.2.1 Resource Management 

   Managing the resources of WSNS is a highly challenging task due to the dynamic nature of the 

network and the large number of factors that should be considered, such as sleep scheduling, 

connectivity, and coverage. In addition, these issues must be managed with energy efficiency in 

mind. Therefore, factors such as residual battery power, energy consumption, and load balancing 

should be considered as well. Due to the large number of constraints, resource management has 

often been tackled as an optimization problem. For example, the resource management protocol 

proposed in [29] attempted to improve energy-efficiency and network lifetime while considering 

routing and coverage constraints in a clustered network architecture. An optimization problem 

was formulated, labeled (OPT-ALL-RCC), which minimized energy consumption and achieved 

load balancing while guaranteeing coverage and connectivity. OPT-ALL-RCC was shown to be 

NP-Complete and a heuristic algorithm named TABU-RCC was proposed to achieve a 

compromise between efficient performance and processing time. In another example, the 

Coverage Time Optimization (CTO) protocol was proposed in [30], with the objective of 

maximizing the time until the first Cluster Head (CH) runs out of energy. CTO allowed for the 

existence of inter-cluster and intra-cluster traffic, and proposed two analytical schemes for 

achieving energy-balanced communications. In the first scheme, the locations of nodes were 

known and an optimization problem was formulated to find the optimum cluster sizes and routing 

solutions. In the second scheme, the locations of nodes were not known and two mechanisms 

were proposed to optimize the coverage ranges of nodes as well as the routing scheme to 

maximize the lifetimes of the CHs.  

   The resource management protocol known as energy-efficient m-coverage and n-connectivity 

routing (EECCR) was proposed in [31]. It considered the routing problem under coverage and 
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connectivity constraints. EECCR was divided into two main phases. In the first phase the network 

was divided into mutually exclusive scheduling sets, and sets that could guarantee m-coverage 

were switched on. Then routing paths were set up to achieve n-connectivity. The second phase in 

EECCR was the data transmission phase, where the set up routing paths were utilized to relay 

data to the sink node. In [32], the idea of using lossy links for intermittent communications and 

topology management was studied. The protocol named CONREAP was proposed that exploited 

lossy links efficiently to improve network connectivity. Simulations showed that CONREAP 

guaranteed a certain degree of connectivity without incurring long processing times. In [33], an 

analytical framework for network lifetime maximization was proposed. An optimization problem 

was formulated that considered channel conditions at the PHY layer, a Time Division Multiple 

Access (TDMA) based MAC layer, as well as routing at the network layer. The problem was 

solved to find upper bounds on network lifetime of several WSN topologies. 

   The main disadvantage of the protocols discussed in this section is their rigidity. The protocols 

were designed for particular end-to-end goals and constraints and thus cannot adapt to changing 

network conditions. In addition, optimization techniques typically used to address resource 

management problems may require significant processing times, which impacts the adaptability 

and response time of the proposed protocols. 

2.2.2 Connectivity and Coverage 

   The primary goal of deploying a WSN is to cover a particular region. In some applications, 

such as intrusion detection, some regions may need to be covered by k sensors. This is called the 

k-coverage problem. Assuming a circular disk-shaped coverage range for each sensor, a point is 

said to be k-covered if it is within the coverage range of at least k sensors, and an area is said to 

be k-covered if every point within this area is within the coverage range of at least k sensors. 

Determining the suitable number of nodes that can guarantee k-coverage while achieving energy 
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efficiency is a challenging problem that has received significant attention from the research 

community [1] [34] . The problem is usually studied while assuming redundancy in the number of 

nodes and sleep scheduling. In [35], the critical conditions for k-coverage were studied for grid 

and random node deployments. Given a number of nodes n in the network, a sensing range rs for 

every node, the probability p that a node wakes up in every time period, and a slowly growing 

function φ(np), it was shown that all points in a network with grid deployment of nodes are 

almost always k-covered as n approaches infinity if the inequality 
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is satisfied. In addition, for uniform random deployment, it was shown that all points in the 

network are almost always k-covered as n approaches infinity if the inequality 

                                                
 

   

 

2 log log
1

log log

s
np k npnp r

np np

 
                                      Eqn  2.2 

is satisfied. On the other hand, connectivity refers to the ability of every sensor node to find a 

path to a sink node. The critical power for asymptotic connectivity has been studied in [36]. For a 

network where all nodes transmit using the same transmit power, it was assumed that the 

communication range of each node is a circular disk of radius rc. Thus, it was shown that the 

minimum communication range for asymptotic connectivity must satisfy  
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                                                   Eqn  2.3 

As φ(n)∞. The problem of m-connectivity, where every node can find m paths to a sink node 

has also been studied in [37]. Since guaranteeing connectivity and coverage is achieved by 

switching a suitable number of nodes to active mode, it is desirable to study these two problems 

jointly. Some attempts to find critical conditions for joint connectivity and coverage can be found 

in [34]. In [38], the critical conditions for connected-k-coverage were studied. Connected-k-
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covered means that the network is k-covered by a connected component of active sensors. It is 

clear that the number of nodes required for connected-k-coverage would be less than the number 

of nodes required for k-coverage alone plus connectivity alone. Thus, guaranteeing connected-k-

coverage can be considered more energy-efficient. For a network with rs ≤ rc, it was shown in 

[38] that the network is almost surely connected-k-covered if inequality 

                                                    2 log loglogsnp r np k np np                                 Eqn  2.4 

is satisfied. Note that “almost surely” means that the probability of connected-k-coverage goes to 

1 as n goes to infinity. 

   In addition, a fully distributed algorithm for achieving coverage was proposed in [39]. The 

advantage of this algorithm is that the locations of nodes were not needed to achieve coverage. 

The nodes were divided into subsets and given weights based on their remaining energy. Then, 

subsets with the maximum total remaining energy were chosen. This way, coverage was achieved 

while providing strict guarantees on network lifetime. In [40], it was shown that a synchronized 

network can achieve better connectivity than an asynchronous network. An analytical framework 

was proposed to partition the network into subsets that can guarantee connectivity and coverage 

in every time period. In [41], a graph theoretical framework was proposed to study the joint 

problem of connectivity and coverage in a network with random deployment of nodes with no 

restrictions on the sensing and communication ranges of nodes. Heuristic algorithms were 

proposed to find the suitable number of nodes to guarantee connectivity and coverage while 

maximizing network lifetime. Connectivity and coverage were also addressed by the TABU-RCC 

[29] and EECCR protocols [31], which were reviewed in Section 2.2.1. 

2.2.3    QoS Support in WSN 

   In some WSN applications QoS support may be required. For example, surveillance and 

healthcare applications may have multimedia traffic such as video, images, or audio. In order to 
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support these applications, some parameters may need to be guaranteed end-to-end between any 

source-destination pair. Particularly, the most important QoS metrics are latency, bandwidth, 

reliability, and jitter. Latency refers to the time taken for a packet to reach its destination and 

typically depends on queue length and propagation time (which depends on data rate and other 

factors). Jitter is usually defined as the variance in delay, and is an important metric in 

applications that require continuous flow of data. Reliability refers to the percentage of lost 

packets and is an important metric for applications such as intruder detection or forest fire 

detection. Finally, bandwidth depends mainly on the data rate used by nodes, which depends on 

the received signal strength and other factors. Multi-hopping imposes an additional challenge on 

QoS support since multiple nodes and network interactions need to be considered. 

   QoS support is a highly challenging task in WSNs due to limited node capabilities. Generally 

speaking, only soft QoS can be achieved. This means that QoS can only be supported for 

intermittent periods. Due to the dynamic nature of WSNs, QoS can only be achieved if the 

protocols can react faster than network dynamics. To support QoS in WSNs, the multi-path multi-

SPEED protocol (MMSPEED) was proposed in [42] to address delay and reliability metrics. If 

delay was the required QoS parameter, every node maintained an estimate of the delay, called 

“progress speed”, needed to transmit to each of its active neighbors. The neighbor with the 

greatest progress speed was chosen as the next hop. As long as the progress speed at every hop 

was greater than a predefined threshold, SetSpeed, the end-to-end delay across the network was 

bounded by SetSpeed and the distance between the source and the destination. In addition, 

MMSPEED supported reliability of packet delivery by allowing multiple paths to deliver packets. 

Intermediate nodes determined how many paths should be used based on an error metric. As the 

required reliability increased, more paths were utilized to ensure low Packet Loss Ratio (PLR). 

However, utilizing multiple paths can increase interference in the network and increase the 

chance of collisions. Alternatively, the Distributed Aggregate Routing (DARA) protocol [43] also 
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supported latency and reliability metrics in WSNs using multiple sinks. Packets with strict delay 

requirements were delivered using the shortest paths to the sink, while packets with loose delay 

requirements used longer paths. Reliability was achieved by transmitting multiple copies of the 

packet to multiple sink nodes. Packet scheduling was performed at forwarding nodes by 

prioritizing packets with strict delay requirements. The disadvantage of DARA is that 

transmitting multiple copies of packets is not energy efficient and creates interference. Thus, to 

address the combined issue of energy efficiency and QoS support, the Optimized Energy-Delay 

Sub-Network Routing (OEDSR) was proposed in [44]. Routing in OEDSR was based on a metric 

that considered the available energy, average end-to-end delay, and the distance between the 

source and the destination. Another protocol that addressed energy-efficiency and QoS is the Cost 

and Collision Minimizing Routing (CCMR) protocol [45]. CCMR is a cross-layer design between 

MAC and Network layers, where the goal is to choose the next hop that maximizes the 

probability of successful contention and has a minimum cost. This cost can be any metric of 

importance to the network such as residual energy, link quality, delay, reliability, etc. It can also 

be a combination of several metrics. In CCMR, the size of the contention window at the MAC 

layer was adjusted based on the routing metric. Thus, the node with the minimum routing metric 

had the smallest contention window, which gave it higher priority in transmitting. 

   The main problem in the protocols proposed in literature for QoS support thus far is that they 

are highly reliant on the traditional protocol stack. Unfortunately, several layers in the protocol 

stack are not designed to support end-to-end goals. For example, PHY and MAC layers are 

typically concerned with link operations. Even some network layers are designed from a hop-by-

hop perspective. Thus, researchers are always striving to get around this challenge, for example 

by jointly designing multiple layers as in CCMR. Therefore, there is a need for a new paradigm 

that transcends the limitations of the traditional protocol stack if better QoS services are to be 

achieved. 
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2.2.4    Mobility Support in WSN 

   Mobility in WSNs is double edge weapon. On one side it can have several benefits. For 

example, mobile sensors can be used to fill coverage gaps in the network and improve 

connectivity. They can also be used to relieve congested areas by increasing resources around 

high traffic zones. In addition, higher reliability can be achieved by moving receiving nodes 

closer to the transmitting nodes. On the other hand, there are several challenges that have to be 

considered in mobile WSNs. A sensor moving from zone x to zone y may improve coverage at y 

but decrease coverage at x. Furthermore, connectivity may not be guaranteed while the node is 

moving. Also, areas to be covered might not be obstacle-free. Thus, protocols cannot assume that 

they can deploy or move sensors at any location. Moreover, node movement consumes energy. 

Therefore, the performance improvement to be gained from node movement must be weighed 

against the energy that will be consumed.  

   To address these issues, the Floor-based scheme (FLOOR) was proposed in [46]. Particularly, 

FLOOR did not assume any knowledge of the area and thus did not assume that it is obstacle-

free. Thus, FLOOR aimed to achieve connectivity in a WSN with some mobile nodes, given an 

arbitrary node deployment. This was done while trying to minimize node movement in order to 

minimize energy consumption. The idea was to divide the area into floors, where each floor had 

height equal to double the sensing range (2rs), as shown in Figure 2.1. Then, nodes were 

encouraged to stay at the center of the closest floor. This reduced the overlaps between sensing 

ranges of nodes and improved coverage. Mechanisms were proposed for identifying nodes with 

mobility capabilities and specify the coverage status of each node. 
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Figure 2.1 Division of deployment area into floors 

   Node speed is another issue that needs to be considered. On one hand, high speed means that 

the node will reach its target area quickly. However, connectivity may be lost and the detection of 

some events may be missed on the way. On the other hand, if the speed is too low then the node 

will take too much time to reach its target area. If the node was moving to address a coverage 

gap, then this gap will persist for a long time until the node arrives. This issue was studied in [47], 

where it was found that the optimal node speed depends on the application. A framework for 

calculating this optimum speed was proposed for a regular sensing application and an intruder 

detection application. The delay in intruder detection was analyzed as well. 

   Using mobile nodes to extend network lifetime was attempted in [48]. A heterogeneous WSN 

was assumed, where mobile nodes had more energy than static nodes. These nodes were used to 

relieve some of the traffic burden of static nodes. It was illustrated in [48] that mobile nodes may 

significantly extend the lifetime of bottleneck zones, particularly the ones closer to the sink node. 

In addition, an upper bound was calculated for the lifetime of a WSN with mobile nodes, which 

was shown to be approximately four times that of a static network. Thus, a routing protocol was 

proposed that exploited mobility in order to extend network lifetime. Performance evaluation 

showed that this protocol achieves results that are close to the upper bound. 
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   It is important to note that traditional sensor networks tend to be static. However, the 

aforementioned research efforts show that performance improvements can be gained from node 

mobility. Cognitive protocols must consider this feature and the increased dynamic nature of the 

environment that result from node mobility.  

2.2.5    Other Research Areas 

   There are many open research areas in WSNs. It is not possible to explore them all in this 

thesis. However, from the point of view of the author, two key areas deserve attention. 

Particularly, this section explores research efforts that address congestion and transmit power and 

data rate control in WSNs. 

   Congestion occurs when the buffer or memory at a node or group of nodes is being filled faster 

than the rate at which it is being emptied. This can be due to several factors such as the node 

generating too many packets, being involved in relaying too many packets for other nodes, or 

channel conditions causing too high packet loss and retransmissions (a packet cannot be deleted 

from the buffer until it has been acknowledged, it has timed out, or the maximum number of retry 

attempts has been reached). In [49], a framework called Topology-Aware Resource Adaptation 

(TARA) was proposed with the primary goal of alleviating congestion in WSNs. The idea was to 

activate a larger number of nodes in periods of congestion in order to increase network resources 

and transmit more packets. Network topology and traffic patterns were considered in order to 

propose heuristics that can detect congestion, activate the correct number of nodes, and discover 

alternative routing paths that can relay packets away from congested spots. Another protocol for 

congestion control called Enhanced Congestion Detection and Avoidance (ECODA) was 

proposed in [50]. ECODA used two buffer thresholds, Qmin and Qmax, to detect congestion. Once 

buffer capacity dropped below Qmax the protocol started to filter packets based on their delay 

requirements. If buffer capacity dropped below Qmin, most packets were rejected. A dynamic 
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scheduler was also proposed that ensured fairness in packet delivery between nodes that were 

close to the sink and nodes that were far away from the sink node. In addition, source sending rate 

control was used to mitigate packet dropping due to congestion. 

   On the other hand, transmit power and data rate control can be used to increase throughput, 

reduce energy consumption, and improve connectivity, among other benefits.   In [10], a protocol 

for transmit power, data rate, and duty cycle control was proposed with the goal of improving 

energy efficiency and throughput. In this protocol, nodes that observed good channel conditions 

transmitted at higher data rates, and therefore could conclude their transmissions earlier and stay 

in sleep state for longer periods. Thus, by adapting the duty cycle according to the observed 

channel conditions, considerable energy savings were achieved. Another protocol named 

Symphony was proposed in [51], and targeted transmit power and data rate adaptation while 

considering throughput and energy efficiency. Algorithms were proposed to ensure that frequent 

changes in transmit power and data rate were avoided, and that fairness in accessing the wireless 

medium was ensured among interfering links. In [52], a protocol named Throughput Plus 

Fairness Optimization (TPFO) was proposed. In this protocol, an optimization problem was 

formulated with the goal of maximizing throughput while ensuring that asymmetric channel 

access was avoided. Given a certain set of data rates used at different nodes, the optimization 

problem was solved to find the optimum packet lengths and contention window sizes that would 

maximize throughput and guarantee fairness. 

2.3    Cognitive Networking Tools in WSN 

   Several CI tools have been used in literature to design cognitive networks. In this section some 

of these tools are identified and some important research efforts that have exploited them are 

reviewed. 

 



25 

 

2.3.1 Game Theory 

   Game theory [53] [54] is a well known tool that has found applications in many areas such as 

economics and computer science. Using game-theory, the system is modeled as a set of players. 

Each player has a utility function and a set of actions called an action space. The utility function 

evaluates the quality of the action taken in combination with the actions of the other players. 

Players are said to play rationally if they choose actions that maximize their utility functions. One 

of the important properties of game-theory is the Nash Equilibrium (NE). A system is said to be 

in NE if each player has chosen an action such that no player can improve his utility function by 

choosing another action while the actions of the other players remain unchanged. Thus, if â is the 

action vector of all players, ai is the action taken by i, a-i  is the set of actions taken by all other 

players, and ui(ai, a-i) is the utility function of i given the actions ai and a-i, then the system is said 

to be in NE if, for every player i and every action vector a, 

                                                              , ,i i ii i iu a a u a a                                                Eqn  2.5 

Games can be cooperative or non-cooperative. In cooperative games, players can cooperate and 

form coalitions in order to achieve higher profit. On the other hand, players in non-cooperative 

games make their decisions independently. Furthermore, games can be zero-sum or non-zero-

sum. In zero-sum games, the total profit is constant and thus an increase in profit of one player 

must result in an equal decrease in profit from other players. On the other hand, in non-zero-sum 

games, the amount of profit gained or cost incurred from players are not related. 

   Thus, game theory can be used to perform efficient reasoning by considering the actions or 

statuses of several nodes when making decisions. Game-theory has been used to address several 

challenges in WSNs. For example, in [55], it was used to perform power control. A non-

cooperative game based on incomplete information was designed. The set of players were the 

nodes and the action space was the discrete set of transmit powers available at every node. Each 
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node made independent decisions and did not have information about the transmit power levels of 

other nodes in the network. However, nodes had information about their own transmit power and 

channel conditions as well as the expected interference level at the neighboring nodes. This 

information, together with the expected cost of transmitting at a certain power, was used to 

formulate the utility function. Using this function, every node made decisions about the transmit 

power level to be used. The existence of NE was proven under the conditions that there are 

maximum and minimum thresholds for channel conditions and transmit power. In [56], game 

theory was used to analyze the relationships between topology management, transmit power 

control, and network connectivity. In addition, the protocols named NEPow and BEPow were 

proposed to perform reasoning in a cognitive heterogeneous WSN. Based on game theory, 

NEPow and BEPow performed transmit power control and topology optimization in order to 

reduce energy consumption and ensure reliable connectivity. The existence of NE was also 

proven. On the other hand, game-theory was used in [57] to address the coverage problem in 

WSNs. The sensor nodes constituted the set of players and were divided into cover sets. The 

action space was the set of cover sets that could be chosen by nodes. In addition, the utility 

function for each node was the area covered by that node that is not covered by any other node. A 

non-cooperative game was designed, where nodes only had information about the statuses of their 

neighbors. The existence of NE was also shown. Additional research efforts concerning the usage 

of game-theory for reasoning in WSNs can be found in [53] [54]. 

   Even though game-theory is a popular reasoning tool, its ability to consider multiple conflicting 

objectives and constraints is limited. Any objective has to be included in the utility function. 

Thus, if application requirements change the game may have to be redesigned. This imposes 

restrictions on the adaptability of the system. 
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2.3.2 Evolutionary Algorithms 

   Evolutionary algorithms [58] constitute a branch of computational intelligence that involves 

mechanisms inspired from biological evolution. Several techniques fall under evolutionary 

algorithms such as ant colonies, particle swarm optimizations, and bees algorithms. One of the 

most popular types of evolutionary algorithms is genetic algorithms. Genetic algorithms is a 

popular tool for solving optimization problems as they provide methods of doing heuristic 

searches that gradually evolve towards better solutions. Another popular tool for evolutionary 

algorithms is memetic algorithms. These algorithms can also be used to solve optimization 

problems and perform learning. 

   In [59], genetic algorithms were combined with scheduling algorithms in order to address the 

coverage problem in a way that maximizes network lifetime. The protocol named Scheduling 

Transition Operations using Genetic Algorithms (STHGA) was proposed, which was able to 

divide the nodes into disjoint sets, each capable of covering the entire network. The maximum 

number of disjoint sets was found in order to maximize network lifetime. Different solutions to 

the disjoint cover set problem were encoded as chromosomes so that the maximum gene value of 

each chromosome reflected the solution quality. In another paper [60], particle swarm 

optimization was used to find the optimal number of clusters that can guarantee energy efficiency 

in WSNs. The trade off between energy efficiency and several performance metrics such as the 

rate of data extraction was studied. It was shown that particle swarm optimization can be used to 

find the optimum number of clusters in most conditions. The work in [61] uses particle swarm 

optimization and ant colony optimization to perform topology maintenance and congestion 

control in WSNs. Particle swarm optimization considered node positions and data transfer rate, 

while ant colony optimization considered the time taken to traverse a path and the number of 

successful iterations in the search process. Simulation results showed that the proposed 

algorithms were able to reduce congestion and delay and increase throughput. Other efforts that 



28 

 

used evolutionary algorithms include [62], where the coverage and connectivity problem was 

addressed using a multi-objective optimization problem. This problem was solved using genetic 

algorithms. In addition, particle swarm was used in [63] to study the optimum deployment of 

sensors. 

   Evolutionary algorithms provide various tools to find solutions for persistent problems. 

However, as we have seen, they have only been used to tackle individual issues and the 

complexity of the system will increase if the constraints increase. 

2.3.3 Other CI Tools 

    In addition to game theory and evolutionary algorithms, which may be considered two of the 

most popular CI tools used in networking, several other tools have been considered for cognitive 

networks. Another important CI tool is Artificial Neural Networks (ANN) [64] [65]. Inspired by 

biological neural networks, the ANN consists of a set of interconnected neurons that are trained to 

emulate the behaviour of a particular system. The weights of the synapses which connect between 

different neurons reflect the knowledge that the system is trying to represent. To illustrate how 

neural networks operate, consider the model of a single neuron, shown in Figure 2.2. 

 

Figure 2.2 Neuron model 
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   The neuron shown in Figure 2.2 has k synapses. Each synapse i has weight wi and input xi. The 

bias synapse can be used to turn the neuron ON/OFF. The output of this neuron is determined by 

the weights of the synapses, the input to the synapses, and the activation function, f(x). Thus, the 

output of this neuron can be written as 

                                                                  
0

.
k

i

y f wi xi


 
  

 
                                                  Eqn  2.6 

   In order for the neural network to represent the real system accurately, a learning process has to 

take place. During this process, the weights of the synapses are adjusted according to 

observations from the environment. Several learning methods have been proposed for neural 

networks such as Hebbian learning, supervised learning, and unsupervised learning [64]. 

However, their details are out of scope of this thesis. Interested readers can refer to [64] [65].  

   Neural networks have been utilized in various research efforts in WSNs. For example, a neural 

network model was used in [66] to formulate clusters in an energy efficient way. In [67], neural 

networks were used for topology management and cluster formation while considering the 

remaining energy of nodes as well as their geographical coordinates. In another paper [68], neural 

networks were used to design a routing protocol that aims at extending network lifetime. 

Similarly, neural networks were exploited in [69] to find the most energy efficient routes for data 

collection in WSNs. It is clear that ANN can be a very efficient reasoning tool that can determine 

the correct output based on a given set of inputs. ANN can also adapt to network changes using a 

learning algorithm. However, the main disadvantage of ANN is that it can be seen as a black box 

model. It can only be trained to model the behaviour of the real system but its inner configuration 

may not fully reproduce components from that system. It also relies heavily on the efficiency of 

the learning process. If this process takes too long or its accuracy is impaired, the system will not 

perform efficiently. Thus, ANN may not be efficient in highly dynamic networks. 
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   Another important CI tool is Bayesian Networks (BN) [70] [71]. A BN is a probabilistic 

graphical model where every vertex represents a random variable, and edges connect concepts 

that are dependent on each other. Thus, the edges represent probabilistic conditional dependencies 

between random variables. BNs can therefore be used to model real systems and the inference 

properties can be used to determine how this system may react in different conditions. Several 

learning algorithms have also been proposed for BN, and they are also out of the scope of this 

thesis. Some of them are discussed in [72]. 

   BN have been used in WSNs in [73] to detect malfunctioning sensor nodes. Data from the 

system was used to determine the conditional dependencies. In [74], BN were used for path 

selection in a way that guaranteed energy efficiency and load balancing. In another paper [75], 

BN were combined with reinforcement learning techniques (for reinforcement learning, see 

Chapter 3) to perform efficient sensor management. Even though BN have powerful inference 

techniques, they suffer from a major disadvantage: they do not allow for feedback loops. This 

may be crucial for accurate representation in some systems. 

   Other CI tools include multi-objective optimization [76], which can consider multiple user 

requirements simultaneously. Some protocols employing multi-objective optimization have been 

previously reviewed [61] [62]. As mentioned before, these optimization techniques suffer the 

advantages of being static and often require long processing times.  

2.4    Cognitive Networking Architectures 

   In addition to the CI tools that have been previously reviewed in Section 2.3, research work in 

cognitive networking has also involved new architectures. These architectures tend to break away 

from traditional network design by transcending the layered protocol stack or introducing smart 

systems.  
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  The cognitive network framework (CNF) proposed in [8] is considered one of the most 

prominent research proposals made in this area. This framework provided methodology for 

extensive cross-layer interactions and adaptations while keeping end-to-end goals in mind. The 

top layer of the CNF contained all the end-to-end goals of the network. The task of this layer was 

to evaluate the decisions made by the cognitive engine and make sure that end-to-end goals are 

satisfied. The goals were passed to the second layer, which contained the cognitive processes. 

Every process, or element, was responsible for a set of tasks that optimized a particular goal. The 

processes may interact with each other to improve network performance. The decisions made by 

the cognitive processes were passed to the software adaptable network layer, which contained all 

the tunable elements such as adaptive modulation or data rate. The software adaptable network 

layer was also responsible for monitoring network parameters and passing observations to the 

cognitive processes layer. Another interesting proposal is the Knowledge Plane (KP) [77], which 

was constructed from knowledge of network conditions rather than specific functions and its 

main task was to make decisions in the presence of conflicting objectives, based on incomplete 

information gathered from observations. This was done while keeping end-to-end network goals 

in mind. The KP had the ability to restructure itself and adapt to changing conditions. In addition, 

an intelligent heterogeneous WSN paradigm was proposed in [6]. In this paradigm, new 

“intelligent” nodes were introduced which were given the task of collecting information from 

neighboring nodes, such as remaining battery power, buffer capacity, etc. The intelligent nodes 

could then use this information to make decisions on behalf of the neighboring nodes. The 

advantage of these new nodes was that they were oriented towards the end-to-end goals of the 

user, and could adapt to changing requirements. The proposal named MONSOON [78] used ant 

colony techniques to model the application as a decentralized collection of agents. The agents 

collected information from their surroundings and made decisions under conflicting constraints. 

They were also able to adjust their behavior dynamically in response to changing conditions. 
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2.5 Summary 

   In this chapter, a comprehensive literature review of some important research efforts made in 

the area of WSNs was given. The chapter started with a discussion of the diverse interactions that 

take place within any WSN. These interactions are the main drive for cross-layer design, the 

current leading design methodology in WSNs. Thus, some cross-layered protocols were reviewed 

and their advantages and disadvantages highlighted. It was concluded that cross-layer design 

cannot fulfill the ambitions of next generation WSNs. In addition, several protocols that 

addressed various research areas in WSNs were discussed. The areas targeted by these protocols 

included connectivity, coverage, QoS support, mobility support, among others. However, the 

efficiency in performance to be achieved from these protocols was limited due to the fact that 

they followed the traditional layered protocol architecture. To improve network performance, 

several CI tools have been utilized in WSN design. An overview of some of the most important 

CI tools was presented in this chapter as well as some research efforts that exploited these tools. It 

was clear that these tools have limitations such as their inability to include multiple objectives 

and constraints, their inability to learn and adapt to dynamic network conditions, or the high 

complexity associated with some of these tools. Furthermore, some important cognitive 

networking architectures were presented in this chapter. After reviewing all these different 

proposals, it can be determined that new research directions in cognitive networking are needed. 

The new directions must target the end-to-end goals of the user directly and must be dynamic and 

adaptive in addressing changing network conditions. 
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Chapter 3 

Background Material 

   In this chapter, some important fundamentals pertaining to cognitive WSN design are 

presented. Particularly, this chapter pays close attention to some design and performance 

evaluation aspects of WSNs. In addition, the fundamentals of the tools that will be used in 

designing our cognitive WSN are given. This material is necessary for understanding the 

cognitive solutions that will be proposed in Chapters 4 and 5. 

3.1    End-to-End Goals and Performance Evaluation of WSN 

  The first step in designing a WSN is to determine the end-to-end goals that the system will try to 

achieve. Once the system is designed, its performance has to be evaluated using a set of metrics. 

These metrics should be closely oriented towards the goals of the WSN in order to accurately 

reflect the efficiency in supporting the applications and user requirements. 

3.1.1    End-to-End Goals 

   The end-to-end goals and requirements of a WSN are dependent on the applications to be 

supported, and can be classified according to the layer to which they belong [2] [5]. The primary 

goal that is common to most WSNs is that they must remain operational for as long as they are 

needed, which gives importance to metrics such as network lifetime and energy consumption 

(network lifetime metrics are discussed in Section 3.1.2). Network lifetime can be classified as an 

application layer goal. Other application layer goals include any QoS requirements that may have 

to be supported. Note that, even though metrics that support QoS may belong to the PHY or 
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MAC layers (such as bandwidth or delay), the goal of QoS support ultimately belongs to the 

application layer. This is because the application layer is the only one that can determine if the 

QoS level achieved by the system is sufficient for the applications or not. Percentage of service 

disruption is another application layer metric that reflects the fraction of time when the 

maintained service level is sufficient. Other important goals are connectivity and coverage, which 

belong to the Network and MAC layers. Since a typical WSN is implemented to cover a 

particular region and transmit the sensed data to the sink node(s), connectivity and coverage 

reflect the ability of the network to perform its task. Moreover, in some applications there could 

be a strict bound on metrics such as bandwidth, reliability, or delay for all transmissions. In this 

case, these metrics become end-to-end goals of the network as well. 

   It is important to note that this is not an exclusive list of end-to-end goals of WSNs. The 

aforementioned goals are intended to give the reader an idea of some requirements that a WSN 

may need to consider. Furthermore, these goals may not be constant for the entire duration of 

network operation. For example, the WSN may be running a video application that is event-

based. Thus, some QoS requirements may be demanded only when this application is triggered. 

In another example, the level of reliability required from the system may change as nodes die in 

the network and connectivity decreases. Thus, the system must be able to detect these changes in 

application requirements and adapt to them. 

3.1.2    Network Lifetime Metrics 

   As mentioned before, network lifetime is an important metric of WSN performance. However, 

evaluating network lifetime may not be a straightforward issue and is often application-

dependent. For this reason, several lifetime metrics have been proposed in literature [79] [80] [81] 

[82]. One definition of network lifetime is the time until all nodes die in the network [80]. 

However, this may not be an accurate indicator of system performance since at some point the 
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remaining nodes may lose connectivity and degenerate into isolated islands, or they may not 

provide sufficient coverage of the region. Conversely, another metric for lifetime is the time until 

the first node dies in the network [80]. This may be used as a pointer as to whether the system 

performs load balancing or not. Unfortunately, this metric also may not be accurate since one 

node dying may not give a clear indication about system performance, unless the death of one 

node is disastrous to the status of the network.  For this reason, some research efforts have tried to 

find a compromise between these two metrics. In [80], the metric known as operative node 

percentage was proposed. This metric defines network lifetime as the time until a certain 

percentage of operational nodes are still alive in the network. This percentage is determined by 

the application. Although this metric may be more accurate than first node death, it does not 

discriminate between the nodes that are required to die before lifetime is reached. Therefore, this 

metric may not necessarily reflect the impact of dying nodes on network performance. 

Alternatively, the metric known as monitored interest points percentage can be used [80]. This 

metric measures the time until the percentage of monitored points in the network falls below a 

certain threshold. The advantage of this metric is that it reflects the ability of the system to 

guarantee coverage throughout network lifetime. 

   In some networks, coverage alone may not be the only parameter affecting network lifetime. 

For example, the percentage of service disruption may need to be considered if full coverage is 

not achieved during intermittent durations. To address this issue, a generic lifetime metric called 

Weighted Cumulative Operational Time (WCOT) was proposed in [81]. This metric divides 

network lifetime into intervals, where each interval is given a weight depending on the utility 

offered by the network during this interval. Thus, WCOT can be given by 
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                                  Eqn  3.1 

Where ∆ti is the duration of the i
th
 interval, Ui is the utility offered by the network in the i

th
 

interval, and D is the number of durations available before the network reaches its lifetime. D is 
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determined by the application and the required utility. WCOT offers several advantages. First, it 

gives the user the flexibility to define a utility function suitable for the application. In addition, it 

does not assume that the service level is constant throughout network lifetime, and evaluates 

network performance based on the different service levels achieved during different time 

intervals. Thus, WCOT can provide a more accurate indication of network performance. 

Therefore, it can be concluded that, in case service disruptions can be tolerated in WSNs, the 

network lifetime metric should consider these periods for higher accuracy. Upper and lower 

bounds can be defined for performance metrics, where the network is determined operational with 

reduced service quality if one of the metrics is below the upper bound but all metrics are higher 

than the lower bound. On the other hand, network lifetime is reached when one of the metrics 

violates the lower bound. 

3.1.3    Other Metrics 

   There is a number of metrics that have been proposed in literature for evaluating various aspects 

of WSN performance. Some of the important metrics are those used to support QoS applications, 

particularly, bandwidth, latency, and reliability. These metrics have been reviewed in Section 

2.2.3 and will not be repeated here. In addition to these metrics, throughput, Expected 

Transmission Count (ETX) [84], and Expected Transmission Time (ETT) [85] are among the 

metrics that have been used for QoS support. Throughput can be defined as the number of bits 

successfully delivered per second; ETX is the expected number of retransmissions needed for 

successful packet delivery; while ETT is the expected time needed for successful packet delivery. 

ETX and ETT can reflect link quality. Furthermore, ETT can also be used to indicate fairness 

between nodes in accessing the wireless medium.  

   Another interesting metric for WSN performance evaluation is called the price of a feature, 

which was proposed in [8]. This is a generic metric that can be used to evaluate the performance 
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gain from implementing a certain aspect of the system. Particularly, the price of the feature ρ in a 

network with feature c compared to a network with feature c following a sequence of actions a
π
 

can be given by 
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                                               Eqn  3.2 

Where C(x) is the cost of x. In [81], the metric known as operational cost was proposed for WSN 

performance evaluation. This metric considered several aspects of WSN performance such as the 

distribution of sensor energy consumption, network density, and signal modulation.  

   It is important to note that the metrics reviewed in section do not constitute a comprehensive 

list. However, they are intended to provide the reader with an idea of how different aspects of 

WSN performance are evaluated. 

3.2    Fundamentals of WCM 

   In order to design a cognitive solution for resource management in WSN, it is desirable to 

identify a CI tool that can consider multiple objectives and constraints with minimum complexity. 

After considering several CI tools, some of which have been reviewed in Chapter 2, it can be 

determined that a new CI tool needs to be considered. Our research has led to the mathematical 

tool known as Weighted Cognitive Maps (also known as Fuzzy Cognitive Maps), which has great 

potential in supporting the aforementioned requirements. 

   A WCM is a graphical model used to represent dynamic systems through their underlying 

causal relationships [11] [12] [86] [87]. Each vertex in the WCM is called a concept, and 

represents a particular process or event in the system being modeled. For example, in WSNs, a 

concept in the WCM can represent the processes of transmit power control or routing; or it can 

represent environment variables such as PLR or ETT at a particular node. A concept can also 

represent end-to-end goals or constraints such as network lifetime or connectivity. Each concept 
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Ci is characterized by a scalar Ai that represents the value of the concept or its activation level in 

the real system. These characterizing scalars can take values either in the range [0, 1] or [-1, 1]. If 

the allowed interval is [0, 1], then a concept can be inactive (Ai = 0), fully active (Ai=1), or 

partially active. On the other hand, if the allowed interval is [-1, 1], then Ci can be increasing (0 < 

Ai ≤ 1) or decreasing (-1 ≤ Ai < 0). Edges of the WCM connect concepts that are causally related. 

Edge weights can take on any value from the interval [-1, 1]. Negative edge weights imply 

negative causality; positive edge weights imply positive causality; while zero edge weights imply 

the absence of a causal relationship between concepts. WCMs can be qualitative or quantitative. 

Qualitative WCMs only represent causal relationships between concepts, while quantitative 

WCMs can also represent different levels of granularity in concepts.        

   One of the main advantages of WCMs lies in their inference capabilities. To illustrate, consider 

the following WCM representing processes of a wireless node, depicted in Figure 3.1. 

 

Figure 3.1 WCM representing processes of a wireless node 

   The WCM of Figure 3.1 models the relationships between 6 processes (concepts) affecting a 

wireless node, namely, transmit power, data rate, maximum number of retransmissions allowed 

before a packet is dropped, Bit Error Rate (BER), throughput, and ETT. The edge weights shown 

represent the strength of causality between concepts. We can classify concepts in any WCM into 

end-to-end goals, environment variables, and processes. All processes interact to achieve the end-

to-end goals. On the other hand, environment variables cannot be manipulated directly, but only 
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as a result of other actions. It can be seen from Figure 3.1 that the end-to-end goal is throughput 

(C5), since all other concepts can cause changes in it. It can also be seen that there are two 

environment variables considered, namely BER and ETT, since they cause changes in other 

processes but cannot be changed directly by them. They can only be affected by changes in the 

environment or as a result of actions taken by the WCM. The processes available to the WCM are 

transmit power and data rate adaptation, and changing the maximum number of retransmissions. 

The WCM can be represented in matrix form as 

                                                            Eqn  3.3 

For a WCM with n concepts, its status at time t can be given by 

                                                         A(t) = [A1   A2   A3   …   An]                                         Eqn  3.4 

Where Ai is a scalar value representing the activation level of concept Ci. The inference process of 

WCMs is the one by which the values of concepts change according to their underlying causal 

relationships. Thus, according to the inference properties of WCMs, the status at time t + 1 can be 

given by 

                                                          

 ( 1) ( )A t f A t W                                                Eqn  3.5 

where f(x) is a threshold function that determines the type of WCM. Typically, f(x) can be one of 

three functions [88]: 
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                                                                      Eqn  3.6         

 

Where the activation levels of concepts can either be 0 or 1, and the WCM in this case is called a 

simple WCM. 
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                                                                       Eqn  3.7 

where concepts can take values from the set {-1,0,1}, and the WCM is called trivalent WCM. 

 Hyperbolic tangent function:       ( ) tanh( )f x x                                                             Eqn  3.8 

Where the activation levels of the concepts can take any value from [-1, 1], and the WCM is 

called a continuous WCM. 

   The inference process is initialized when a particular concept is triggered, causing its activation 

value to change. For example, due to a sudden increase in BER. Therefore, the input to the WCM 

at time t is A(t), including the new value of the concept that was just triggered. The triggered 

concept influences other concepts according to W, thus producing an output to the WCM, A(t + 

1), as given by Eqn 3.5. If the system is left free to interact through a series of matrix 

multiplication processes, it will finally reach one of three conditions [88]:  

- An equilibrium, where further multiplications do not change the status of the WCM. 

- A limit cycle, where the system keeps returning to a specific status after a number of 

multiplications.  

- The system enters a chaotic status, where every new iteration results in a new state. 

   Simple and trivalent WCMs have finite number of states (2
n
 for simple WCMs and 3

n
 for 

trivalent WCMs), and therefore can only reach equilibrium points or limit cycles. Continuous 

WCMs can represent the system with finer granularity but may risk chaotic behavior, if not 

carefully designed. 

   WCMs have significant advantages over other tools, such as Bayesian and neural networks 

[89]. They allow for feedback loops, which are not present in Bayesian networks. Concepts in 

WCMs also represent events or processes from the real system. This is not available in neural 

networks, as mentioned before. The simple inference properties also make WCMs attractive for 

systems that require low complexity, such as WSNs. WCM is a well established tool that has 
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been used for inference, prediction, and analysis in several fields such as civil engineering, 

industrial processes, and economics [90]. However, there has been limited research on using 

WCMs in wireless networks. The work in [15] used WCMs to analyze the performance of 

wireless nodes. These nodes operated independently and did not consider the requirements of 

WSNs. They also did not consider changing user requirements or network conditions. 

    It is also worth noting that WCMs have some disadvantages [15] [89]. They rely on expert 

knowledge to design the system, which may be challenging, especially in quantitative WCMs. 

Also, there is no research on how to build a WCM with a centralized view of the network, where 

multiple WCMs may exist and have to work together to achieve end-to-end goals. 

3.3    The Q-Learning Algorithm 

   In order to design a learning protocol for a cognitive WSN, it is necessary to specify tools that 

can be used to build a knowledge base over time. The three main categories of learning 

algorithms are [13] [91]: supervised learning, unsupervised learning, and reinforcement learning. 

In supervised and unsupervised learning, examples or training sequences are used to accomplish 

the learning process. Learning agents use these sequences to identify patterns or recurring 

behavior and learn about the system. On the other hand, reinforcement learning does not need 

training sequences, but the learning agent observes the normal interactions of the system and 

identifies the actions that yield the most reward. In situations where the system interacts with an 

environment, such as the case in WSNs, it is difficult to obtain training sequences that are 

representative of all situations that can be encountered [13]. In these interactive systems, it is 

better to have agents that can learn from their own experience. Thus, it can be concluded that 

reinforcement learning is better suited to cognitive WSNs, especially if user requirements or 

network conditions change, which would mean that the training sequences may have to change as 

well. 



42 

 

   Q-Learning is a method of reinforcement learning that can evaluate the actions taken by an 

agent over time [13] [92]. Q-Learning agents can be given specific goals, which they will 

consider in evaluating the actions of the system. In addition, Q-Learning does not need a model of 

the environment to work. This algorithm has three main elements: policy, reward function, and 

value function [13]. A policy is the set of states that the system may encounter after executing a 

set of actions. The reward function specifies the immediate reward to be gained from executing 

any action. Finally, the value function determines how rewards are accumulated over time. Thus, 

the value function specifies which actions are good over the long run. Generally speaking, the 

learning agent maintains a table which stores the values updated by the value function following 

the execution of any action. Thus, the Q-Learning agent updates the value of state st if action at is 

executed at time t using 
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                 Eqn  3.9 

Where ε is called the learning rate and can take values form [0, 1]. It determines the weight that 

the learning agent gives to new information. Thus, ε = 0 means that all new information is 

discarded, while ε = 1 means that only new information is considered and old information is 

constantly erased. On the other hand,   is called the discount factor and can also take values 

from [0, 1]. It determines the weight given to short run vs. long run rewards. Therefore,  = 0 

means that short term rewards, given by rt+1, will be the only rewards used to update the value 

function, while   = 1 means that the system will strive for long term rewards. It can be seen from 

Eqn 3.9 that the learning agent needs to observe the state of the system at t+1 in order to calculate 

the value function at t. This means that the learning agent has to observe the result of executing 

the action before determining how good it was. 
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   The best way to illustrate how the Q-Learning algorithm works is to use an example. Consider 

an arbitrary system that has six states: S1  S6, where state S6 is the end-to-end goal. The states 

and the possible actions are shown in Figure 3.2. 

 

Figure 3.2 States and actions of an arbitrary system 

Assume that ε = 1 and  = 0.5. Let us also assume a simple reward system where 
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                                            Eqn  3.10 

Initially, the Q-Learning agent will have a table of the value functions, as shown in Figure 3.3. 

Assuming that the system starts operating form a random state S1, the available actions are a12 and 

a14. The system consults the value table and finds that the value of both actions at S1 is equal to 

zero. Thus, the system chooses one of the two actions at random. Assuming that the system 

chooses a12, the new state will be S2. At this point, the system updates Q(S1, a12) = 0 + 0.5*max 

[Q(S2, a21), Q(S2, a23), Q(S2, a25)] = 0. 

 

Figure 3.3 Initial value table of the learning agent 
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   This process is repeated at S2. Assuming that a23 is chosen, the new state is S3, and Q(S2, a23) 

will similarly be updated to zero. If a36 is chosen at S3, the end-to-end goal, S6, will be reached. At 

this point a reward will be given according to Eqn 3.10, causing Q(S3, a36) in the table to be 

updated to 100. The learning agent can then go back and update Q(S2, a23) = 0 + 0.5*max [Q(S3, 

a32), Q(S3, a36)] = 0 + 0.5*100 = 50 and Q(S1, a12) = 0 + 0.5*max [Q(S2, a21), Q(S2, a23), Q(S2, a25)] 

= 25. If the system is left free to interact, after some iterations the value table may look something 

like the one in Figure 3.4. 

 

Figure 3.4 Value table after some iterations 

   One of the main design issues that should be considered when using Q-Learning is the tradeoff 

between exploitation and exploration [13]. On one hand, to obtain a reward, actions that have 

been previously proven to be good should be exploited. On the other hand, to get to this reward 

and achieve better rewards, new actions must be explored. The system will not work if only one 

side is taken. Thus, it is up to the designer to find a suitable policy for exploitation and 

exploration depending on the application. 

   Q-Learning is a well known reinforcement learning algorithm that has been utilized in many 

fields, such as robotics [93] and intelligent transportation [94]. It has also been used in different 

ways in wireless networks. For example, Q-Learning was used in [16] to design a packet 

scheduler for QoS support in WSNs. In [17], Q-Learning was used to find the optimum energy 

conservation policy for a wireless sensor node by identifying which components should be 
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switched ON/OFF at different times. In another example [95], reinforcement learning was used to 

address the coverage and connectivity problem in the presence of interference. 

3.4 Markov Chains 

   Markov chains (MC) is a mathematical tool that can probabilistically model the transitions 

between the states of a system [96] [97]. A process is said to possess the Markov property if the 

conditional distribution of any future state depends only on the present state and independent of 

past states. That is, the process is said to be memoryless. Thus, if Xn = i means that the system is 

in state i at time n, and Pij is the transition probability from state i to state j, then the Markov 

property can be expressed as [96] 

                       1 1 1 1 0 0, 1, , ,             0n n n ijP X j X i X i X i X i P n                   Eqn  3.11 

Thus, the transition from state i at time n to state j at time n+1 is independent of any states prior 

to n and depends only on i at time n. Some important properties of MCs are [96] 
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                               Eqn  3.12 

The probability Pij is called a one-step transition probability. On the other hand, n-step transition 

probabilities can be expressed as  

                                                        0,   , 0n

ij n k kP P X j X i n i j                          Eqn  3.13 

   A class of a MC is the set of states that can reach each other via finite transition probabilities. 

An irreducible MC is one that has only one class. Thus, all states can reach each other. 

Furthermore, a positive recurrent state is one that requires a finite time until the process returns to 

that state. In addition, if states can only exist at times that are multiples of some integer l, then 

these states are periodic. If l=1, then these states are aperiodic. Thus, if states are positive 

recurrent and aperiodic, then these states are called ergodic states.  
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   An interesting property arises in irreducible ergodic MCs, which is that they exhibit steady-state 

or limiting probabilities. This means that, if P is the matrix of one-step transition probabilities 

(Pij’s), then P
n
 converges to some steady state values as n∞. Thus, if 

                                                              lim ,           0n

j ij
n

P j


                                         Eqn  3.14 

Then, it can be deduced that πj is the unique nonnegative solution of  
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                                                      Eqn  3.16     

   MC is a widely used mathematical tool. It has been applied in many diverse fields such as 

chemical engineering, weather prediction, and finance [97]. They have also been used in WSNs. 

For example, in [98] they were used to predict energy consumption of trigger-driven WSNs. In 

[99], MCs were used to design a duty cycling scheme that addresses the tradeoff between delay 

and energy efficiency. Moreover, MCs have been used in modeling and analyzing WSNs. One 

such model was proposed in [100] and considered sleep/active dynamics, channel contention, and 

routing. It was divided into three main parts. The first part used MCs to model the behavior of 

individual sensors (sleep/active dynamics, data reception, transmission, etc.). The second part 

modeled network behavior, particularly routing dynamics, while the third part analytically 

modeled channel contention. However, the model did not consider transmit power or data rate 

adaptation or limited buffer capacity. In [101], a model for evaluating the usable throughput in 

wireless networks was presented. MCs were used to model the wireless channel, where each state 

represented the number of simultaneous transmissions in the network. In another example [102], 

MCs were used to analyze the reliability of WSNs, and a model was created for determining the 

suitable number of nodes to meet the network’s lifetime and reliability requirements. 
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3.5 Summary 

   In this chapter, some fundamentals for the design of cognitive WSNs were presented. 

Particularly, this chapter discussed different possible end-to-end goals and QoS requirements for 

WSNs, and some metrics for supporting these requirements. Some CI tools with high potential for 

achieving the end-to-end goals of WSNs were identified, namely WCMs and Q-Learning. The 

fundamentals of these tools were reviewed, showing their capabilities in performing reasoning 

and learning. In addition, some fundamentals of MCs were discussed in this chapter as well. 

These tools will be exploited to design, model, and analyze the cognitive solutions that will be 

presented in Chapters 4 and 5.  
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Chapter 4 

Reasoning in Cognitive Networks 

using WCM 

   This chapter explains how a reasoning machine for resource management in cognitive networks 

can be designed using WCMs. Fundamental design concepts are introduced that show the general 

guidelines about how to use WCMs in designing a reasoning machine. Afterwards, two case 

studies are presented that illustrate how the design concepts can be applied. Extensive computer 

simulations are used to evaluate the performance of the proposed WCM machines in different 

network conditions and scenarios. Finally, an analytical model based on Markov chains is 

proposed in order to study the performance of the WCM machines. 

4.1    Fundamental Design Concepts 

   In order to design a reasoning machine based on WCMs, we have to identify the concepts to be 

considered by the map and the causal links between them. As mentioned in Chapter 3, concepts 

of the WCM can be classified into end-to-end goals, processes, and environment variables. Thus, 

the first step is to identify the end-to-end goal(s) of the WCM. These are the concepts that will be 

constantly monitored by the WCM in order to ensure that they are achieved. Therefore, all 

concepts will interact to achieve these goals. The goals of the WCM must relate directly to the 

end-to-end goals of the application and the requirements of the network. In addition, it is 

desirable to design the goals in a way that facilitates monitoring by the WCM. For example, if the 
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network is required to remain operational for a specific period of time, then a suitable goal of the 

WCM would be energy consumption, which the WCM monitors and takes actions when it is 

above an unacceptable threshold. On the other hand, if the network is expected to support QoS 

applications that require the guarantee of certain parameters such as bandwidth, reliability, and 

delay, these parameters can be directly incorporated as end-to-end goals of the WCM. Thus, the 

WCM will monitor these parameters and take actions at appropriate nodes when required. 

Furthermore, a goal of the WCM can incorporate several parameters simultaneously. For 

example, a goal can be the product of bandwidth and distance, which is a common performance 

metric in optical networks; or the ratio of source load to transmission rate, which can be used to 

avoid congestion. 

   After determining the goals of the WCM, the next step is to identify the processes that will be 

used to achieve these goals. Any process can be incorporated in the WCM, depending on the 

capabilities of the nodes in the network. For example, some of the processes can be transmit 

power and data rate control, adjusting the size of the contention window, adjusting the 

sleep/active schedule of devices, or routing. The task of the WCM is to determine when to 

activate these processes in response to environmental changes. Therefore, after determining the 

processes, the environment variables that trigger the WCM to operate have to be specified. For 

example, if transmit power and data rate control are considered, a suitable environment variable 

that would trigger these processes can be PLR, BER, ETT, or others depending on the system and 

the application requirements. In another example, channel utilization (the percentage of time the 

channel is detected to be busy) can be the environment variable used to trigger the WCM to 

perform congestion control. Choosing the processes and environment variables ultimately 

depends on the issues that the WCM must take into account. Thus, if congestion is a probable 

event that must be addressed, processes such as source loading rate control and routing might be 

incorporated, and the environment variables in this case might be remaining buffer capacity and 
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channel utilization. On the other hand, if traffic is expected to be slow and congestion is not an 

issue, then these processes may be omitted from the WCM. 

   After determining all the concepts of the WCM, the next step is to identify the causal 

relationships and edge weights between them. These edge weights may depend on the nature of 

the processes or the protocols and design principles utilized. For example, the edge between the 

concept of PLR and the concept of transmit power control should have a positive weight. This is 

because an increase in PLR requires an increase in transmit power, and vice versa. Conversely, 

the edge between PLR and data rate should have a negative edge weight, because an increase in 

PLR requires a decrease in data rate, and vice versa. Furthermore, causal relationships may also 

be affected by the system design itself. For example, if the system considers both transmit power 

and data rate control; it may not be desirable to activate both concepts every time there is a 

change in PLR. To address this issue, the idea of conditional edge weights can be used [103], 

where only specific edges are activated depending on the status of the system. For example, if 

there is an increase in PLR and the WCM has the option of either increasing the transmit power 

or decreasing data rate, the WCM can make the decision based on the current value of energy 

consumption and throughput. Thus, if energy consumption is too high, the WCM may opt to 

decrease data rate to avoid excess drainage in battery power. On the other hand, if throughput is 

too low, then the WCM may choose to increase transmit power to avoid any impact on the speed 

of data delivery. This way, multiple objectives and conflicting constraints can be considered by 

the WCM when executing every action. 

   An important issue arises in WCM design, which is how to determine the specific weights of 

the edges. As explained in Chapter 3, a WCM can be qualitative or quantitative. A quantitative 

WCM may provide an accurate representation of system interactions but will ultimately require a 

continuous supervised learning operation to determine the exact value of the edge weights 

depending on the network conditions. This imposes a heavy processing burden on the system, 
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which may not be acceptable in networks with limited capabilities such as WSNs. Moreover, the 

efficiency of the overall system will be highly affected by the accuracy of the learning process. 

Thus, in this thesis, focus will be given to qualitative WCMs, which do not require supervised 

learning processes. For example, the edge weight between PLR and transmit power would simply 

be equal to 1, which means that an increase in PLR causes the system to use the next higher 

transmit power. However, in order to incorporate some of the advantages of quantitative WCMs, 

some design methods will be proposed in the following sections that illustrate how to give the 

system some quantitative traits while maintaining the qualitative nature of the WCM. 

   The final issue to be considered in the design of a reasoning machine based on WCMs is the 

implementation. Particularly, distributed vs. centralized implementation has to be studied. The 

advantages and disadvantages of each of these options are well known and will not be repeated 

here. A hybrid implementation can also be adopted with WCMs, where concepts that require 

centralized operation are implemented at a central node, while other concepts are distributed over 

other nodes.  

   In the following sections some case studies will be presented that illustrate how WCMs can be 

used to design reasoning machines. It is important to stress that WCM design is not restricted to 

the concepts included in these case studies. They are only being used as examples of how WCMs 

can be used to achieve multiple conflicting goals with low complexity. 

4.2 Case Study 1: A WCM-Based Reasoning Machine for WSN  

   In this section, a WCM reasoning machine will be designed for resource management in a WSN 

with challenging applications [10] [104] [105] [106] [107]. Particularly, the objective is to design 

a WCM system that addresses the conflicting end-to-end goals of network lifetime and 

throughput, while considering multiple constraints such as coverage, connectivity, congestion, 

and link quality. In addition, the network supports mobility of nodes. It is clear that this is a 
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highly challenging application with multiple issues to be considered. Such requirements can be 

found in applications such as highway safety, smart grids, and intelligent transportation systems, 

among many others, where application requirements may be challenging and may change over 

time. 

4.2.1 Network Model 

   We consider a WSN with one sink node located at the center of the area to be covered. Regular 

sensor nodes can be deployed in random or pre-determined (specific) patterns. Mobility is 

supported by the regular nodes according to the random walk model. This model was chosen for 

simplicity. However, any other model can be used without requiring modifications to the WCM 

system. For illustrative purposes, let us consider a clustered hierarchy where the WCM system is 

implemented at the Cluster Heads (CHs) and sink node. Other hierarchies will be considered 

when the system is evaluated. Furthermore, the CHs and sink node are assumed to be “intelligent 

nodes” that have higher energy and processing capabilities than regular nodes. The sink node and 

CHs are placed in strategic geographic positions in the network to maximize the performance 

gain from their deployment. The WSN topology is shown in Figure 4.1. 

 

Figure 4.1 Proposed WSN topology 
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   Figure 4.1 shows regular sensor nodes randomly deployed throughout the area to be covered, 

with the sink node at the center of the network. There are four clusters with four CHs strategically 

deployed in positions such that the number of regular sensor nodes managed by each CH is fairly 

even. Each CH will gather information from its cluster (such as PLR and residual battery power 

of nodes) and use the WCM to make decisions about different system parameters, such as 

transmit power and data rate, which will then be applied by regular nodes. On the other hand, the 

sink node will be responsible for monitoring WCM concepts that require a centralized view of the 

network, such as connectivity and coverage. It is also responsible for ensuring that end-to-end 

goals of the network are achieved. This implementation has the advantages of being cost-efficient 

and easy to maintain, since all the control functions are performed by the WCM and the regular 

nodes are not required to have any intelligent capabilities. 

   It is assumed that nodes are synchronized and that time is slotted. Every time slot has the same 

duration as one duty cycle. Thus, in one time slot, a node may wake up, sense the medium, 

transmit one packet, and go back to sleep mode. Moreover, it is assumed that the active portion of 

the duty cycle is adaptive according to the data rate utilized, similar to the algorithm proposed in 

[10], which has been previously reviewed in Chapter 2. If there are redundant nodes in the 

network, which is typical in WSNs, not all nodes will wake up in every duty cycle. Thus, 

scheduling which nodes to wake up takes place every M time slots. This means that, for every M 

consecutive time slots, the same group of nodes will wake up. During this time, the WCM system 

will monitor the network and react to changes. If nodes fail or need to be switched off for any 

reason, the WCM will be responsible for making decisions that guarantee connectivity and 

coverage in every time slot. Therefore, every M time slots, a set of nodes will wake up with 

probability p, which is a value determined by the WCM in order to guarantee connectivity and 

coverage. We also assume that the locations of nodes are known to the WCM. This can be done 

using GPS devices or any other method for node localization.  
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   In addition, it is assumed that every node transmits using one transmit power from the set Tx = 

{Tx1, Tx2, … , TxL}, and one data rate from the set Rate = {R1, R2, … , RK}. Also, every node can 

choose from a discrete set of duty cycles, DC = {D1, D2, … , DK}. Furthermore, nodes have 

limited buffer capacity of B packets. Thus, the set of occupied buffer slots is given by BF = {BF1, 

BF2, … , BFB}. A simple routing protocol is assumed, where nodes formulate a tree that identifies 

the shortest path to the associated CH. Thus, multiple hops are allowed within a cluster. 

4.2.2 Designing a WCM for WSN with Challenging Applications 

4.2.2.1 End-to-End Goals 

   As mentioned in Section 4.1, the first step in designing the WCM is to specify the end-to-end 

goal(s). Since network lifetime and throughput are the two main goals of the network, they should 

be directly incorporated as goals of the WCM. This way the WCM can constantly monitor these 

goals and make sure they are constantly achieved. Therefore, in order to consider network 

lifetime, one goal of the WCM will be energy consumption. Given that the initial battery power 

of nodes is E mAhr, and that a target lifetime, X time slots, is defined by the user, the task of the 

WCM is to make sure that the rate of energy consumption does not exceed E/X mAhr per time 

slot per node. However, due to the expected variation in the energy consumption of nodes, 

forcing the WCM to react whenever there is an increase in energy consumption in a time slot will 

result in frequent changes, which is undesirable. Thus, if G is the number of nodes within the 

cluster, the WCM at the CH will monitor the energy consumption, EC, within its cluster and 

makes sure that the total energy consumption satisfies  
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     mAhr per M/4 time slots                        Eqn  4.1 

Where monitoring takes place every M/4 time slots so that the WCM has enough time to take 

action before the next scheduling round takes place. Similarly, if N is the total number of nodes in 
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the network, the sink node is responsible for making sure that the total energy consumption of the 

network satisfies 
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    mAhr per M time slots                            Eqn  4.2 

   Note that monitoring at the sink node takes place every M time slots for reasons that will be 

explained later in this Chapter. On the other hand, the end-to-end throughput can be monitored at 

the sink node by counting the number of packets successfully received per time slot. Thus, if T is 

the throughput required by the user, the task of the WCM at the sink is to make sure that  

                   Number of Packets Successfully Received at the Sink in M Time Slots ≥ MT   Eqn  4.3 

Similarly, since G/N is the ratio of the number of nodes within a cluster to the total number of 

nodes, the WCM at the CH can calculate its throughput by counting the number of successfully 

received packets per time slot and making sure that is satisfies 

        Number of Packets Successfully Received at the CH in M/4 Time Slots ≥ MGT/4N    Eqn  4.4 

4.2.2.2 Constraints, Processes, and Environment Variables of the WCM 

    It was mentioned in Section 4.2 that the WCM needs to consider the constraints of coverage, 

connectivity, congestion, and PLR threshold. Coverage and connectivity are typical constraints of 

most WSNs. On the other hand, congestion needs to be considered since it may have a significant 

impact on throughput. Moreover, PLR threshold is necessary to guarantee the required level of 

reliability of the application. The tools that the WCM will utilize to achieve the end-to-end goals 

and constraints are transmit power, data rate, and duty cycle control, routing, adjusting the data 

transmission rate (loading rate), and the ability to switch nodes ON/OFF. In order to determine 

the environment variables, it is better to consider different parts of the WCM separately. 
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4.2.2.2.1 WCM for Transmit Power, Data Rate, and Duty Cycle Control 

   We will incorporate PLR directly as the environment variable that triggers transmit power and 

data rate control in the WCM. Thus, a significant increase in PLR at a particular node triggers the 

WCM to increase transmit power or decrease data rate, or both. Conversely, a sufficiently low 

PLR would encourage the WCM to decrease transmit power in order to conserve energy, or 

increase data rate in order to improve throughput. The decisions are determined according to the 

status of the system and are implemented in the WCM using conditional edge weights. To 

illustrate, consider the WCM shown in Figure 4.2. Note that from this point on, the end-to-end 

goals of the WCM will be drawn in rectangular shapes, the processes will be drawn in oval 

shapes with solid edges, while the environment variables will be drawn in oval shapes with 

dashed edges. 

 

Figure 4.2 WCM for Transmit power, data rate, and duty cycle control 

    The causal relationships between concepts (C2, C5), (C4, C5), (C3, C4), and (C3, C6) are 

straightforward. This is because an increase in transmit power or duty cycle will ultimately result 

in an increase in energy consumption, and vice versa. In addition, an increase in data rate results 
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in a decrease in duty cycle and an increase in throughput, and vice versa. Thus, W(C2, C5) = W(C4, C5) 

= W(C3, C6) = 1 and W(C3, C4) = -1. On the other hand, W(C1, C2), W(C1, C3), and W(C1, C7) are conditional 

upon the status of the system. The decision to activate W(C1, C2), W(C1, C3), and W(C1, C7) depends on 

the current value of energy consumption and throughput in the cluster. Thus, if PLRH is the high 

PLR threshold, PLRL is the low PLR threshold; and ECthresh and Tthresh are the energy 

consumption and throughput thresholds, respectively, calculated by Eqn 4.1 and Eqn 4.4, the 

rules to activate these edges are as shown in Table 4.1. 

Table 4.1 Rules to activate the conditional edges of the WCM for transmit power and data rate 

control in Case Study 1 

If / Elseif Energy Consumption Status Throughput Status Action 

PLR > PLRH 

(C1 = 1) 

Any value T > Tthresh + (Tthresh*10%) Decrease data rate i.e. W(C1, C3)  =   

-1, W(C1, C2)  = 0, and W(C1, C7)  = 0 

PLR > PLRH 

(C1 = 1) 

EC < ECthresh – 

(ECthresh*10%) 

T ≤ Tthresh +  (Tthresh*10%) Increase transmit power i.e. W(C1, 

C2)  = 1, W(C1, C3)  = 0, W(C1, C7)  = 0 

PLR > PLRH 

(C1 = 1) 

EC ≥ ECthresh – 

(ECthresh*10%) 

T ≤ Tthresh + (Tthresh*10%) Invoke routing since increasing 

transmit power or decreasing data 

rate will violate goals i.e. W(C1, C7)  

= 1, W(C1, C2)  = 0, W(C1, C3)  = 0 

PLR < PLRL 

(C1 = -1) 

EC > ECthresh – 

(ECthresh*10%) 

Any value Decrease transmit power i.e. W(C1, 

C2)  = 1, W(C1, C3)  = 0, W(C1, C7)  = 0 

PLR < PLRL 

(C1 = -1) 

EC ≤ ECthresh – 

(ECthresh*10%) 

Any value Increase data rate i.e. W(C1, C3)  =   -

1, W(C1, C2)  = 0,  W(C1, C7)  = 0 

   Note that PLRH and PLRL are defined by the requirements of the application. In addition, the 

values (ECthresh*10%) and (Tthresh*10%) are used to provide a safe margin so that the end-to-

end goals are not violated. According to these rules, the WCM will execute the decision to adapt 

transmit power and data rate while considering the end-to-end goals of the system. 

4.2.2.2.2 WCM for Congestion Control 

   The traditional way of dealing with congestion is to instruct the source node to reduce its 

loading rate, which is the number of bits inserted in the transmission queue per second. Note that 

this is different from the node’s data rate, which corresponds to the rate at which bits are 

transmitted from the transmission queue. Although reducing source loading rate may reduce 
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congestion, it has a significant disadvantage from the point of view of the QoS observed by the 

user. Decreasing the loading rate reduces the resources given to the user at the specific time when 

she/he is requesting more resources [49]. In WSNs, there is a possibility for another solution to 

this problem, which is to increase the amount of resources available in the network (See Chapter 

2, Section 2.2.5). This can be done by exploiting redundancy in the network and switching more 

nodes around the congested area to active mode. Another solution is to increase the duty cycle to 

force nodes to stay active for longer periods in order to transmit and receive packets. In both 

cases route maintenance will have to be invoked to disperse paths that are causing congestion. 

   Channel utilization and buffer capacity are the environmental variables chosen to detect 

congestion in the WCM, since they can be easily measured in real networks. Channel utilization 

is the fraction of time that a node detects the channel to be busy during a predefined interval, 

while buffer capacity is the remaining slots available in the buffer. Both parameters are required 

for an accurate indication of congestion. Thus, the WCM for congestion control is shown in 

Figure 4.3. 

 

Figure 4.3 WCM for congestion control 
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   The edge weights of the WCM in Figure 4.3 are conditioned on the status of the network. To 

avoid sacrificing QoS, loading rates are not decreased unless there is no other solution. Thus, the 

edges in Figure 4.3 are activated according to the rules in Table 4.2. 

Table 4.2 Rules to activate the conditional edges of the WCM for congestion control in Case 

Study 1 

If / Elseif Energy Consumption Status Throughput Status Action 

C8 = 1 EC < ECthresh – 

(ECthresh*10%) 

Any value Increase duty cycle and use location information of 

nodes to switch the one-hop neighbors of the 

congested nodes to active mode. Also, invoke 

routing to find alternative paths away from 

congested nodes i.e. W(C8, C4)  = W(C8, C7)  =  W(C8, C9)  

= 1, W(C8, C10)  = 0 

C8 = 1 EC ≥ ECthresh – 

(ECthresh*10%) 

Any value Decrease loading rate and invoke routing to 

disperse paths. i.e. W(C8, C7)  =  1, W(C8, C10)  = -1 and 

W(C8, C4)  =  W(C8, C9)  = 0 

   In all cases, increasing duty cycle and activating more nodes will increase energy consumption 

and throughput, while decreasing loading rate will decrease energy consumption and throughput. 

Thus, W(C9, C5)  = W(C9, C6)  =  W(C10, C5)  = W(C10, C6) = 1. 

4.2.2.2.3 WCM for Guaranteeing Connectivity and Coverage 

   It was mentioned in Section 4.2.1 that scheduling the set of active nodes takes place every M 

time slots, where a random set of nodes wakes up with probability p. This value should ensure 

that every point in the area is within the sensing range of at least k sensors (k is the coverage 

factor specified by the application), and every node can find a routing path to the sink node. We 

assume that every node has a circular sensing range with radius rs. The value p is lower as the 

number of redundant nodes increase, and should increase to 1 as nodes die throughout the 

network’s lifetime. This is because, as nodes die, the number of redundant nodes in the network 

decreases, and thus the remaining nodes need to wake up with higher probability to guarantee 

connectivity and coverage. Note that this method can only work if the nodes are uniformly 

deployed in the network, which is assumed in our model.  
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   Therefore, the objective of the WCM is to calculate the value of p every M time slots in order to 

guarantee connectivity and coverage according to the number of operational nodes in the 

network. In addition, the WCM should monitor the network every time slot so that, if nodes fail 

for any reason, the system can determine if more nodes need to be switched to active mode so 

that the conditions of connectivity and coverage are not violated. If this occurs, the WCM will use 

the information of the location of nodes and switch on the nodes that are closest to the failed 

nodes. The environment variable that triggers the activity of this WCM is node failure. Thus, the 

CH will gather information from its cluster to determine how many nodes are active in every time 

slot. This can be done by monitoring traffic from regular sensor nodes. Once the CH detects that 

the number of active nodes is close to violating the conditions of connectivity and coverage, the 

WCM will be triggered to switch more nodes to active mode in the following time slot. 

   In order to perform this task, we will utilize the theorem that was proposed in [38], which has 

been previously reviewed in Chapter 2, Section 2.2.2. Thus, the goal of the WCM is to calculate 

the minimum value of p that would satisfy Eqn 2.4 every M time slots, given the current value of 

n, which is the number of remaining nodes in the network. However, this theorem was proposed 

for asymptotic connectivity and coverage. Thus, to utilize this theorem efficiently, some 

experimentation is needed to find a suitable function φ(np) that would guarantee connectivity and 

coverage whenever Eqn 2.4 is satisfied. 

    The choice of this function depends on the area to be covered as well as sensing and 

communication ranges of nodes. To illustrate, an experiment that is divided into two parts is 

conducted. In the first part, computer simulations are performed with parameters k = 1, rs = 100m, 

and communication range rc = 200m. The area to be covered is a square of size 500m×500m. The 

number of nodes n = [100, 110, 120, …. , 1600] nodes. For every value of n, 1000 simulation 

runs are performed, whereby every run consists of a new random deployment of nodes. In every 

run, the current deployment of nodes is checked to find if it achieves connectivity and coverage. 
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After 1000 runs the probability that the network is connected and covered using this value of n is 

calculated. This is repeated for values of p = [0.1, 0.15, …. , 0.3]. Simulation results are plotted in 

Figure 4.4. 

 
Figure 4.4 Probability of connectivity and coverage using different values of p 

   In the second part of this experiment Eqn 2.4 is used with the same values of k, rs, rc, and p that 

were used in the simulations. A slowly growing function φ(np) = (loglog(np))
ρ
 is chosen to 

provide fine granularity for choosing p that satisfies Eqn 2.4 and the value of ρ provides some 

flexibility in the speed at which this function grows. However, a different φ(np) can be chosen 

provided that it is slowly growing. A fast growing function may lead to values of p that are either 

too conservative (activates too many nodes) or too low to guarantee connectivity and coverage. 

We use values of ρ = [4.0, 4.1, 4.2, …. , 5.5] for experimentation. For every value of ρ, the 

minimum number of nodes n that would satisfy Eqn 2.4 is evaluated. Then, simulation results 

from Figure 4.4 are used to check the probability of connectivity and coverage using this value of 

n. This is repeated for every value of p used in the simulations. The results are shown in Table 

4.3.  
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Table 4.3 Values of ρ and their corresponding probability of connected-k-coverage 

ρ p = 0.1 p = 0.15 p = 0.2 p = 0.25 p = 0.3 

min n  

 

Prob- 

-ability 

min n Prob- 

-ability 

min n Prob- 

-ability 

min n Prob- 

-ability 

min n Prob- 

-ability 

4.0 876 0.63 584 0.57 438 0.57 351 0.55 292 0.57 

4.1 904 0.66 603 0.60 452 0.60 362 0.57 302 0.60 

4.2 934 0.68 623 0.62 467 0.63 374 0.59 312 0.62 

4.3 966 0.71 644 0.65 483 0.66 387 0.62 322 0.64 

4.4 1002 0.74 668 0.67 501 0.69 401 0.64 334 0.67 

4.5 1041 0.77 694 0.70 521 0.72 417 0.67 347 0.69 

4.6 1084 0.80 723 0.74 542 0.75 434 0.70 362 0.72 

4.7 1131 0.83 754 0.77 566 0.79 453 0.73 377 0.75 

4.8 1184 0.87 789 0.80 592 0.82 474 0.77 395 0.78 

4.9 1242 0.90 828 0.84 621 0.86 497 0.80 414 0.81 

5.0 1307 0.93 871 0.87 654 0.89 523 0.83 436 0.85 

5.1 1379 0.97 919 0.92 690 0.92 552 0.87 460 0.88 

5.2 1460 1.00 973 0.95 730 0.95 584 0.90 487 0.91 

5.3 1550 1.00 1034 0.97 775 0.97 620 0.93 517 0.94 

5.4 1652 1.00 1102 0.99 826 1.00 661 0.96 551 0.97 

5.5 1767 1.00 1178 1.00 884 1.00 707 1.00 589 1.00 

   As Table 4.3 shows, with ρ = 4.0, the minimum values of n that satisfy Eqn 2.4 for different 

values of p are 876, 584, 438, 351, and 292 nodes, respectively. However, the simulation results 

specify that the probability of connected-k-coverage is less than 0.63 using this value of n for all 

values of p. Therefore, ρ = 4.0 does not guarantee connectivity and coverage. On the other hand, 

with ρ = 5.4, the minimum values of n that satisfy Eqn 2.4 for different values of p are 1652, 

1102, 826, 661, and 551 nodes, respectively. Here the simulation results specify that the network 

is connected-k-covered with probability greater than 0.96 for all values of p. Thus, this value of ρ 

provides a better guarantee for connectivity and coverage. Thus, in order to use Eqn 2.4 in the 

WCM system, a small offline experiment can be performed using the given target area to be 

covered and the sensing ranges of nodes to determine the appropriate value of ρ. It is important to 

note that (np) was chosen in this way so that there is no need to change it for different areas and 

sensing ranges of nodes. The advantage of this theorem is that it achieves connectivity and 

coverage in a dynamic way, by adjusting p using simple mathematical operations, thus avoiding 

intensive processing operations typically associated with optimization problems used to address 

this issue. Thus, the WCM for connectivity and coverage is illustrated in Figure 4.5. 
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Figure 4.5 WCM for connectivity and coverage 

   Once the WCM detects that a node has failed, it uses C11 to find out if the current value of n 

still guarantees connectivity and coverage. If not, then a new value of p will be calculated and 

used in the next scheduling round (the next M time slots). In case connectivity cannot be 

guaranteed with the current value of n, then transmit power (C2) will be increased. If the WCM 

detects that connectivity and coverage are violated using C11, a node will be activated to replace 

the failed one using C9. Activating more nodes may have an impact on energy consumption and 

throughput. Thus, the WCM in Figure 4.5 has two conditional edges, W(C11, C2) and W(C11, C9). 

W(C11,C2) = 1 only if no value of p can satisfy Eqn 2.4, given the current value of n. On the other 

hand, W(C11, C9)  = 1 only if a new value of p is calculated. The weights of the remaining edges can 

be easily deduced as W(C12, C11) = W(C2, C5) = W(C9, C5) = W(C9, C6) =  1. 

4.2.2.3 The Overall WCM 

   In previous sections, methods to design WCMs for transmit power, data rate, and duty cycle 

control; guaranteeing connectivity and coverage; and congestion control were shown. In addition, 

the end-to-end goal, environment variables, and processes of the proposed WCM system were 

explained. This section illustrates how these WCMs can be combined to form a reasoning 
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machine capable of considering all the goals, constraints, and variables in the individual WCMs. 

The overall WCM that is implemented at the CHs is presented in Figure 4.6.  

 

(a) 

  

(b) 
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(c) 

Figure 4.6 (a) Overall WCM at the CH (b) Edges from the processes and environmental variables 

only (c) Edges from the goals only 

   Figure 4.6 (a) shows the complete components of the proposed WCM. To clarify the edges, 

Figure 4.6 (b) shows only the edges going out of all the processes and environment variables, 

while Figure 4.6 (c) shows the edges going out of the end-to-end goals. The edges in Figure 4.6 

(b) are activated according to the rules specified in Section 4.2.2.2. On the other hand, the edges 

in Figure 4.6 (c) are activated when the thresholds for one of the goals that were specified in 

Section 4.2.2.1 are violated. The rules for activating these edges are summarized in Table 4.4. 

 

 

 

 

 

 



66 

 

Table 4.4 Rules to activate the conditional edges of the overall WCM in Case Study 1 

Energy Consumption 

Status 

Throughput  

Status 

Coverage Status 

(using Eqn 2.4) 

Action 

EC > ECthresh 

(C5 = 1) 

T > Tthresh 

+(Tthresh*10%) 

OK Switch off nodes and decrease transmit power at nodes 

where PLR<PLRL. Also, invoke routing at nodes 

where PLR>PLRH to find routes where lower transmit 

power can be used. i.e. W(C5, C9) = W(C5, C2) = -1, W(C5, 

C7) = 1 

EC > ECthresh 

(C5 = 1) 

T > Tthresh 

+(Tthresh*10%) 

Not OK Decrease loading rate and decrease transmit power at 

nodes where PLR<PLRL. Also, invoke routing at 

nodes where PLR>PLRH to find routes where lower 

transmit power can be used.  i.e. W(C5, C10) = W(C5, C2) =  

-1, W(C5, C7) = 1 

EC > ECthresh 

(C5 = 1) 

T ≤ Tthresh 

+(Tthresh*10%) 

Any value Decrease transmit power at nodes where PLR<PLRL. 

Also, invoke routing at nodes where PLR >PLRH to 

find routes where lower transmit power can be used.  

i.e. W(C5, C2)  = -1, W(C5, C7) = 1 

EC < ECthresh – 

(ECthresh*10%) 

T  < Tthresh 

(C6 = -1) 

Any value Switch more nodes to active mode and increase the 

loading rate. i.e. W(C6, C9)=W(C6, C10)= -1 

EC ≥ ECthresh – 

(ECthresh*10%) 

T  < Tthresh 

(C6 = -1) 

Any value Increase data rate at nodes where PLR<PLRL.  Also, 

invoke routing at nodes where PLR >PLRH to find 

routes where lower transmit power can be used. i.e. 

W(C6,C3) =  W(C6, C7) = -1 

   Note that the decisions taken by the WCM are qualitative in nature (e.g. increase transmit 

power, decrease data rate, increase number of active nodes, etc.). However, since all the options 

available to the WCM are discrete and finite (limited number of transmit power, data rate, loading 

rates, etc.), the decisions of the WCM will have a quantitative effect. For example, a decision to 

increase transmit power will instruct nodes to use the next power that is greater than the current 

one. This way the WCM retains some quantitative implementation aspects without requiring 

supervised learning associated with quantitative WCMs. 

   On the other hand, the WCM at the sink node is responsible for monitoring the concepts that 

require a centralized view of the network. Particularly, the WCM at the sink node will receive 

reports from the CHs every M time slots about the number of active nodes, cluster throughput, 

and cluster energy consumption. The sink node will use this information to check if the current 

performance levels are satisfactory. If a problem is detected, the sink node instructs the 

appropriate CH to take action. Thus, for a network with C clusters, the WCM at the sink node is 

illustrated in Figure 4.7.  
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Figure 4.7 WCM at the sink node 

   When the WCM at the sink node detects that one of the goals or constraints are violated (C13, 

C14, or C15 are equal to 1), it chooses which edge to activate based on the status of the network. 

For example, if the WCM detects that energy consumption is too high, it will activate the edge to 

the CH with the maximum energy consumption. The WCM at that CH will be instructed to lower 

its energy consumption. Thus, this particular CH will trigger its WCM to operate with C5=1 and 

the CH will take the appropriate actions according to its status. In another example, if the WCM 

at the sink node detects that the number of active nodes is not sufficient to guarantee coverage 

and connectivity (using Eqn 2.4), then the WCM will activate the edge to the CH with the 

minimum number of active nodes. Thus, the WCM at this CH will be triggered to operate with 

C11 = 1. Note that the WCM at the sink node checks the status of the network every M time slots 

to avoid frequent interference with the operations of the individual clusters. 

4.2.3 Operation of the WCM 

   After designing all the parts of the reasoning machine, the WCM can now be implemented at 

the CHs and sink node and left free to operate. The WCM is triggered to operate when there is a 

significant change in one of the environment variables or when a particular goal or constraint is 

violated. When this occurs, the WCM formulates an array, A(t), containing the current activation 

levels of all the concepts in the system, similar to Eqn 3.4 (See Chapter 3, Section 3.2). For 

example, if PLR is the only environment variable that is active at time t at a particular CH, then 
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                                                     A(t) = [1 0 0 0 0 0 0 0 0 0 0]                                            Eqn  4.5 

Afterwards, the WCM will formulate the weight matrix by activating the necessary edges 

according to the status of the network. Thus, the complete weight matrix for each CH, WCH, if all 

the edges are activated can be given by 

 C1 C2 C3 C4 C5 C6 C7 C8 C9 C10 C11 C12 

C1 0 1 -1 0 0 0 1 0 0 0 0 0 

C2 0 0 0 0 1 0 0 0 0 0 0 0 

C3 0 0 0 -1 0 1 0 0 0 0 0 0 

C4 0 0 0 0 1 0 0 0 0 0 0 0 

C5 0 -1 0 0 0 0 1 0 -1 -1 0 0 

C6 0 0 1 0 0 0 -1 0 -1 -1 0 0 

C7 0 0 0 0 0 0 0 0 0 0 0 0 

C8 0 0 0 1 0 0 1 0 1 -1 0 0 

C9 0 0 0 0 1 1 0 0 0 0 0 0 

C10 0 0 0 0 1 1 0 0 0 0 0 0 

C11 0 1 0 0 0 0 0 0 1 0 0 0 

C12 0 0 0 0 0 0 0 0 0 0 1 0 

  On the other hand, the complete weight matrix for the WCM at the sink node, Wsink, can be 

given by 

 C13 C14 C15 C16 C17    C(16 + C – 1) 
C13 0 0 0 1 1    1 
C14 0 0 0 1 1    1 
C15 0 0 0 1 1    1 
C16 0 0 0 0 0    0 
C17 0 0 0 0 0    0 

          
          
          

C(16 + C – 1) 0 0 0 0 0    0 

      It is important to note that not all the edges shown in WCH or Wsink will be activated when the 

WCM is triggered, only the necessary ones. After formulating the weight matrix at the 

appropriate CH or sink node, a multiplication takes place according to Eqn 3.5 in order to 

calculate A(t+1). Since our WCM is qualitative, the threshold function in Eqn 3.7 will be used in 

Eqn 3.5. After calculating A(t+1), the new activation levels of concepts can be known and the 

WCM can take the appropriate actions (for example, if A2 = 1 then transmit power has to be 

increased, etc.). The operation of the WCM system is summarized in the flowchart in Figure 4.8. 

This figure shows that violations of the end-to-end goals are given priority over other constraints. 

The WCM addresses those issues independently to avoid conflicting with other actions. 
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Figure 4.8 Flowchart of WCM operation 



70 

 

4.2.4 Simulation Results 

   In this section, the performance of the proposed WCM system is evaluated through computer 

simulations. A network simulator was created in MATLAB, in which we consider different 

network topologies and application requirements to study the performance of the system under 

different scenarios. The lognormal propagation model with shadowing and multi-path fading is 

used, and correlated shadowing is also considered to ensure a realistic propagation environment. 

The WCM system is compared to several known protocols. Particularly, the resource 

management protocols TABU-RCC [29] and EECCR [31], and the transmit power and data rate 

adaptation protocol known as Symphony [51] are chosen. TABU-RCC and EECCR were chosen 

because their end-to-end goal is to maximize network lifetime in the presence of coverage and 

connectivity constraints, which is similar to the goals and constraints considered by our WCM 

system. Since TABU-RCC and EECCR do not consider transmit power or data rate adaptation, 

the WCM system is also compared against a network with the Symphony adaptation protocol. 

The parameters from the IEEE Standard 802.15.4 are used for all simulations in this section. The 

main simulation parameters are summarized in Table 4.5. 

Table 4.5 Simulation Parameters of the WCM System for WSNs 

Parameter  Value  

Grid size 500×500 m 

Number of nodes (N) 

Number of clusters 

100, 169, 225, 289, 361, 400, 529, and 625 

8 

Transmit power levels [0, 2, 4] dBm 

Data rates [20, 40, 250] kbps 

Cycle period 100 ms 

Duty cycle 

Number of cycles per scheduling period (M) 

[0.25,0.5,0.75,1] × 100 ms 

50 

Packet size 80 bytes 

Packet generation rates 

(Parameter of the Poisson process) 

[0.007, 0.009, 0.02] Pckts/sec 

Initial battery power 10Ahr 

Power consumption Rx:26mAhr 

Tx: 26mAhr + (Tx power × packet size/data rate) 

Sleep: 0.3µAhr × sleep time 

Initial buffer capacity 100 packets 
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   In order to determine the thresholds for the WCM machine, we will assume an application with 

a target lifetime of at least 1500 cycles, minimum aggregate throughput of 50 kbps, packet 

reliability of at least 98%, and 100% coverage of the area (every point in the area should be 

covered by at least one sensor at all time). Therefore, using Equations 4.14.4, the CH should 

ensure that the total energy consumption per cluster should not exceed  

                      MGE/4X = 50×(N/8)×10/ (4×1500) = 10.042N mAhr per M/4 ≈ 13 cycles   Eqn  4.6 

   On the other hand, it can be easily determined that the requirements for throughput per cluster 

should be at least (50kbps/8clusters) = 6250 bps per cluster. However, in order to translate this 

number into a threshold for the WCM to be monitored per M time slots, a simple conversion can 

be performed as follows 

                                 
6250 50

100 13
(80 8) 4

bps cycles
ms

bits

 
   

 
pckts per 13 cycles                 Eqn  4.7  

Similarly, the energy consumption at the sink node should not exceed 

                                   MNE/X = 50×N×10/1500 = 333.3N mAhr per 50 cycles                   Eqn  4.8 

and the aggregate throughput at the sink node should be at least 

                               
 

50 50
100 391

80 8 4

kbps cycles
ms

bits

 
     

pckts per 50 cycles                Eqn  4.9 

4.2.4.1 Performance Evaluation Using a Grid Topology 

   In this section, the performance of the proposed reasoning machine is evaluated using a grid 

deployment of nodes, similar to the one shown in Figure 4.9. The metrics of network lifetime, 

throughput, PLR, average number of active nodes per cycle, and the percentage of area covered 

by sensors throughout network lifetime are considered. We have chosen to define network 

lifetime as the time spanning from the start of network operation until the time when the 

remaining nodes can no longer guarantee full coverage and connectivity of the network. This 
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particular definition was chosen as it reflects the capability of the systems to guarantee the QoS 

constraints of the network. 

 

Figure 4.9 Grid topology used in the simulations 

4.2.4.1.1 Simulating the WCM while Considering Two End-to-End Goals 

   In the first experiment, the performance of the WCM is compared to other protocols while 

considering the end-to-end goals of network lifetime and throughput, in addition to the constraints 

of PLR and coverage. Note that in WCM, TABU-RCC, and EECCR, the probability, p, that a 

node wakes up every M cycles changes throughout network lifetime to maximize energy 

efficiency. However, in Symphony there are no methods for adapting p. Thus, this protocol will 

be simulated using a pre-defined value for p that will not change throughout the lifetime of the 

network. The value of p = 0.6 was chosen since it is the minimum value that guarantees coverage 

and connectivity using the minimum number of nodes. The simulation results are shown in 

Figures 4.10-4.14.  
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Figure 4.10 Network lifetime of WCM in grid topology 

 

Figure 4.11 Throughput of WCM in grid topology 
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Figure 4.12 PLR of WCM in grid topology 

 

Figure 4.13 Average number of active nodes of WCM in grid topology 
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Figure 4.14 Percentage of area covered by WCM in grid topology 

   From Figure 4.10 it can be seen that the WCM system is able to achieve or exceed the desired 

network lifetime under all numbers of nodes used for testing. It can also be seen that Symphony 

cannot achieve the desired network lifetime except when the number of nodes is very high (at 

least 529 nodes). This is because Symphony does not have methods to achieve energy efficiency 

and it was simulated with constant p. Furthermore, first observation of Figure 4.10 may suggest 

that EECCR and TABU-RCC protocols achieve better performance than WCM. However, close 

inspection of Figure 4.11 clearly illustrates that EECCR and TABU-RCC achieve this 

performance at the expense of throughput. EECCR cannot achieve the desired throughput for any 

number of nodes, while TABU-RCC only achieves the desired throughput with the maximum 

number of nodes. This is because EECCR and TABU-RCC only target energy efficiency and 

have no means of adapting their parameters to improve throughput. It can also be seen that 

Symphony achieves the desired throughput level only at higher numbers of nodes, because it has 

no ability to adjust the number of active nodes to achieve the desired throughput. Figure 4.11 

shows that the WCM system achieves or exceeds the desired throughput level for almost all 

numbers of nodes used. This can be attributed to the actions taken by the WCM whenever the 

throughput violates the desired threshold, such as increasing the number of active nodes and 
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increasing source loading rates. Therefore, Figure 4.10 and Figure 4.11 show that WCM is able to 

achieve both end-to-end goals of the WCM, particularly network lifetime and throughput, for 

almost all numbers of nodes. In addition, these figures show that, once the WCM achieves the 

desired network lifetime, it strives for higher throughput in order to give the user better 

performance. This is done simply by setting the desired edge weights and thresholds for the 

WCM. 

   The aforementioned observations are confirmed by Figure 4.13, which shows that the average 

number of nodes activated by the WCM system throughout network lifetime is much higher than 

EECCR and TABU-RCC. This clearly illustrates that EECCR and TABU-RCC achieve energy 

efficiency by switching off the maximum number of nodes. Moreover, the average number of 

active nodes does not increase significantly with higher numbers of nodes for EECCR and 

TABU-RCC, illustrating that these protocols only switch nodes that can guarantee connectivity 

and coverage without any regard to throughput. On the other hand, the WCM system utilizes the 

higher numbers of nodes to achieve higher throughput as long as the desired lifetime is achieved. 

Figure 4.13 also shows that the average number of active nodes increases with Symphony as the 

number of nodes in the network increase. This is because Symphony is simulated with constant p, 

and thus more nodes will be active as more nodes are deployed.  However, Symphony has no 

means of adapting the source loading rate or dealing with congestion, which is why it achieves 

lower throughput than WCM. 

   The results in Figure 4.12 and Figure 4.14 show that WCM is able to satisfy the desired PLR 

and coverage constraints for all numbers of nodes. This is due to the constant monitoring of the 

WCM of the PLR and the number of active nodes in the network. Furthermore, the WCM is able 

to take appropriate actions whenever it detects one of these thresholds are close to being violated, 

such as increasing transmit power, decreasing data rate, or increasing the number of active nodes. 

Figure 4.12 also shows that EECCR and TABU-RCC do not achieve the desired PLR level. This 
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is because these protocols do not consider channel conditions and have no means of maintaining 

good link quality. On the other hand, Symphony achieves good PLR results since it has the ability 

to control transmit power and data rate. Also, Figure 4.14 shows that Symphony and TABU-RCC 

do not guarantee full network coverage. This is because TABU-RCC is a heuristic algorithm that 

does not guarantee optimum performance, while Symphony is simulated with constant p. 

4.2.4.1.2 Simulating the WCM while Considering Network Lifetime and 

Low Throughput 

   In order to illustrate the full range of capabilities of the WCM system, we will repeat the above 

experiments for an application that requires low throughput of 15 kbps and the maximization of 

network lifetime, in addition to the constraints of PLR and coverage. Note that the performance 

of EECCR, TABU-RCC, and Symphony will not change in this case because they have no means 

of considering throughput. Thus, changing the throughput constraint will not change their 

behavior. The Simulation results are shown in Figures 4.15-4.18. 

 

Figure 4.15 Network lifetime of WCM under low throughput constraint 
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Figure 4.16 Throughput of WCM under low throughput constraint 

 

Figure 4.17 PLR of WCM under low throughput constraint 
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Figure 4.18 Average number of active nodes of WCM with low throughput constraint 

   The simulation results in Figure 4.15 illustrate that, when the throughput constraint is relaxed 
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lifetime results than EECCR, TABU-RCC, and Symphony for all numbers of nodes. Figure 4.15 

also shows that lifetime increases significantly as the number of nodes increase. This is because, 

as the throughput constraint is relaxed, the WCM system focuses on improving energy efficiency 

by reducing the number of active nodes, transmit power, source loading rate, etc. Conversely, the 

network lifetime in Figure 4.10 did not increase significantly with higher numbers of nodes 

because the throughput constraint was high. Thus, the WCM system focused on improving 

throughput as long as the desired energy consumption level was achieved. Similarly, Figure 4.16 

shows that the WCM system was able to surpass the desired throughput level (15kbps) for all 

numbers of nodes but the throughput does not increase significantly with higher numbers of 

nodes, as opposed to the WCM system in Figure 4.11, which focused on increasing throughput. 
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maximize network lifetime as much as WCM, even though their throughput was higher. Similar 

to 4.2.4.1.1, Symphony was not able to achieve energy efficiency but the throughput performance 

was relatively better. This is proven by the results in Figure 4.18, which shows that the average 

number of nodes activated by Symphony was significantly higher than WCM, EECCR, and 

TABU-RCC. This figure also illustrates that the average number of nodes activated by WCM, 

EECCR, and TABU-RCC were close to each other. 

   In addition, Figure 4.17 shows that only WCM and Symphony were able to achieve the desired 

PLR level. This proves the importance of transmit power and data rate control in maintaining 

good link quality. The results for percentage of area covered were identical to the ones shown in 

Figure 4.14, and so were not repeated in this section. The results show that WCM was still able to 

guarantee the desired coverage constraint in spite of focusing on energy efficiency. 

4.2.4.1.3 Simulating the WCM System while Considering High Throughput 

Only 

   In this section, the WCM system is simulated under a very high throughput constraint of 

600kbps and with minimum consideration for network lifetime. Thus, the system focuses on 

achieving the desired throughput level and maximizing network lifetime is a second priority. 

Since EECCR, TABU-RCC, and Symphony have no methods of adapting throughput, they will 

be forced to transmit the same number of packets as the WCM system, in order to ensure a fair 

comparison between all systems. The simulation results are shown in Figures 4.19-4.23. 
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Figure 4.19 Network lifetime of WCM under high throughput constraint 

 

Figure 4.20 Throughput of WCM under high throughput constraint 
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Figure 4.21 PLR of WCM under high throughput constraint 

 

Figure 4.22 Average number of active nodes of WCM under high throughput constraint 
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Figure 4.23 Percentage of area covered by WCM under high throughput constraint 

   Figure 4.20 shows that the WCM system achieves the desired throughput level for all numbers 

of nodes. Furthermore, Figure 4.19 and Figure 4.20 illustrate that WCM is able to outperform 

EECCR, TABU-RCC, and Symphony in metrics of lifetime and throughput. Even though the 

protocols used for comparison were forced to transmit the same number of packets, these 

protocols were not able to utilize network resources as efficiently as WCM, since they have no 

means of adapting the number of active nodes, source loading rate, dealing with congestion, etc. 

This is proven by the results in Figure 4.22, which show that WCM switches more nodes to active 

mode than any other protocol in order to achieve the desired throughput level. Moreover, Figure 

4.21 shows that WCM is the only protocol that is able to achieve the desired PLR level for all 

numbers of nodes. This is also attributed to the adaptations done by the WCM and the constant 

monitoring of channel quality at nodes. Finally, Figure 4.23 shows that WCM is also able to 

guarantee 100% coverage for all numbers of nodes. 

   The results in Section 4.2.4.1 show that the proposed WCM system is able to adapt efficiently 

to different user requirements and consider multiple goals and constraints while requiring only 

minor adjustments to the thresholds considered by the system. 

100 200 300 400 500 600
88

90

92

94

96

98

100

Number of Nodes

A
ve

ra
ge

 P
er

ce
nt

ag
e 

of
 A

re
a 

C
ov

er
ed

 in
 E

ve
ry

 C
yc

le

 

 

WCM

EECCR

TABU-RCC

Symphony



84 

 

4.2.4.2 Evaluation in Different Topologies and Conditions 

   In this section, the performance of the WCM system will be evaluated in different topologies 

and network conditions in order to test its adaptability. Particularly, we will evaluate network 

performance in comparison to other protocols under random deployment of nodes, in a flat 

network hierarchy, and under different node mobility situations. 

4.2.4.2.1 Simulating the WCM System in Random Topologies 

   The experiments in this section will assume the same application used in Section 4.2.4.1.1, 

where the target network lifetime is 1500 cycles and the minimum aggregate throughput is 

50kbps. The same reliability constraint of 98% and coverage constraint of 100% are applied. A 

clustered hierarchy is still utilized, with the CHs in the same locations as in the previous section. 

However, nodes will be deployed in a uniform random manner, as shown in Figure 4.24. 

 

Figure 4.24 Random topology used in the simulations 

   Similar to Section 4.2.4.1, the performance metrics of network lifetime, throughput, PLR, 

average number of active nodes, and percentage of area covered, will be used for evaluations in 

this section. The simulation results are shown in Figures 4.25-4.29. 
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Figure 4.25 Network lifetime of WCM in random topology 

 

Figure 4.26 Throughput of WCM in random topology 
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Figure 4.27 PLR of WCM in random topology 

 

Figure 4.28 Average number of active nodes of WCM in random topology 
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Figure 4.29 Percentage of area covered by WCM in random topology 

   The results in Figures 4.25-4.29 are similar to the ones in Section 4.2.4.1.1. The WCM system 

is the only system able to achieve both end-to-end goals of the application for most numbers of 

nodes. In addition, the WCM system focuses on increasing throughput once the target lifetime is 

achieved. Figure 4.28 confirms this observation as it shows that the WCM system switches more 

nodes to active mode in order to achieve the desired throughput. Even though Symphony also 

switches a similar number of nodes to active mode, it does not have the ability to adjust the 

loading rate, data rate, or transmit power. Thus, it does not achieve the same energy efficiency 

and throughput of WCM. Moreover, Figure 4.28 and Figure 4.29 show that WCM is the only 

system capable of guaranteeing both constraints of PLR and coverage. These results show the 

ability of the WCM to operate efficiently in different topologies. 
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4.2.4.2.2 Simulating the WCM System in a Flat Hierarchy 

   In this section, the WCM system is simulated in a different hierarchy. Particularly, a flat 

hierarchy is utilized instead of a clustered hierarchy. Therefore, regular sensor nodes will transmit 

their data through single or multiple hops directly to the sink node rather than the cluster heads. 

Consequently, new nodes, called intelligent nodes (IN), are deployed in strategic positions over 

the area and used to implement the WCM. These nodes have higher energy and processing 

capabilities than regular sensor nodes. The target area is divided into even grids with the same 

number as the INs. Thus, each IN will monitor its grid and use the WCM to make decisions about 

the parameters to be used by the sensor nodes within the grid. Moreover, regular sensor nodes are 

deployed in a uniform random manner. The network topology is shown in Figure 4.30.  

 

Figure 4.30 Flat hierarchy with random node deployment 

   The same application requirements and parameters that were used in 4.2.4.2.1 will be used for 

simulations in this section. However, EECCR will not be simulated since it was specifically 

designed for clustered hierarchies. The simulation results are shown in Figures 4.31-4.35. 
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Figure 4.31 Network lifetime of WCM in flat hierarchy 

 

Figure 4.32 Aggregate throughput of WCM in flat hierarchy 
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Figure 4.33 PLR of WCM in flat hierarchy 

 

Figure 4.34Average number of active nodes of WCM in flat hierarchy 
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Figure 4.35 Average percentage of area covered with WCM in flat hierarchy 

   Figures 4.31-4.35 show similar performance in the flat hierarchy to the clustered hierarchy. The 

WCM system is still able to achieve the target requirements of the application in metrics of 

network lifetime, throughput, PLR, and coverage. In addition, the WCM focuses on improving 

throughput as long as the network lifetime requirements are achieved. Furthermore, the 

performance of TABU-RCC and Symphony in the flat hierarchy is similar to the clustered 

hierarchy. They are only capable of achieving one of the two goals. This clearly illustrates the 

ability of the WCM system to adapt to different environments and network structures. It is 

important to note that the similarity in performance of the protocols in the clustered hierarchy and 

the flat hierarchy is mainly due to the fact the CHs in the clustered hierarchy are not assumed to 

have any extra communication capabilities (even though they have higher energy and processing 

capabilities). Thus, CHs will also use multiple hops to relay the data to the sink node. In this case, 

having CHs acting as data collector points does not significantly improve performance.  
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4.2.4.2.3 Simulating the WCM in Mobility Scenarios 

   In this section, the performance of the WCM system is investigated when some of the nodes in 

the network are mobile. A flat hierarchy, similar to the one utilized in Section 4.2.4.2.2, is 

utilized. Intelligent nodes are also deployed in strategic positions in the network, and the WCM 

system is implemented at the intelligent nodes and the sink node. In every time slot, a random 

number will be chosen to be mobile for all systems under comparison. Since a flat hierarchy is 

being used, only TABU-RCC and Symphony will be considered for comparisons. Moreover, 

several node speeds and network sizes are investigated. In addition, the same application 

requirements are assumed in this section. 

   In the first experiment, average node speed is fixed at 1.5m/s and the network size is varied. 

Simulation results are shown in Figures 4.36-4.40. 

 

Figure 4.36 Network lifetime of WCM under node mobility 
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Figure 4.37 Aggregate throughput of WCM under node mobility 

 

Figure 4.38 PLR of WCM under node mobility 
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Figure 4.39 Average number of active nodes with WCM under node mobility 

 

Figure 4.40 Percentage of area covered with WCM under node mobility 
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   Figures 4.36-4.40 show similar results with the WCM system to the case where nodes are 

stationary. It can be seen that the proposed system is able to achieve the desired end-to-end goals 

under most network sizes. Figure 4.38 and Figure 4.40 also show that the WCM system satisfies 

the constraints of PLR and coverage. This is because of the ability of the WCM system to adapt 

quickly to the dynamic topology and implement efficient decisions such as switching more nodes 

to active mode, controlling transmit power and data rate, or executing routing. Some exceptions 

appear in smaller networks since nodes in these networks are relatively sparser. In these cases, 

node mobility could mean that the WCM system cannot find any options that can satisfy the goals 

of the application. On the other hand, TABU-RCC and Symphony are unable to achieve the 

desired performance levels for any network sizes. Furthermore, Figure 4.38 and Figure 4.40 show 

that mobility has a severe impact on the PLR and coverage of TABU-RCC and Symphony.  

   In the next experiment, the network size is fixed at 400 nodes while node mobility is varied. 

The simulation results are shown in Figures 4.41-4.44. Note that the results for the average 

number of active nodes are not shown since they are quite similar to the case of Section 4.2.4.2.2.  

 

Figure 4.41 Network lifetime of WCM under different node speeds 
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Figure 4.42 Aggregate throughput of WCM under different node speeds 

 

Figure 4.43 PLR of WCM under different node speeds 
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Figure 4.44 Percentage of area covered with WCM under different node speeds 

   As Figures 4.41-4.44 show, the performance of all systems deteriorates as node mobility 

increases. Figure 4.41 shows that TABU-RCC experiences the most significant deterioration in 

network lifetime. This is because this protocol schedules nodes to be active every M time slots 

and has no means to adjust this schedule when network topology changes during this period. On 

the other hand, network lifetime of the WCM system deteriorates gracefully as node speed 

increases. This is because of its multiple adaptive features and its ability to constantly monitor the 

end-to-end goals and constraints. Similarly, Figure 4.42 and Figure 4.43 show that throughput 

and PLR performance of WCM do not experience significant decline as node mobility increases. 

In addition, Figures 4.41-4.44 show that the WCM system is able to achieve the desired end-to-

end goals and constraints except under high mobility. However, in high mobility, the performance 

of WCM is still significantly better than its existing counterparts, demonstrating its adaptive 

capabilities and the ability to support node mobility. 
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4.3 Case Study 2: A WCM for Application-Aware Ad-Hoc Network 

   In order to demonstrate the range of capabilities of the WCM in supporting different types of 

networks and applications, this section proposes a WCM reasoning machine that targets ad-hoc 

networks with challenging QoS requirements. Therefore, the end-to-end goals of the application 

under consideration in this section are throughput, delay, and reliability, which are parameters 

that are typically used in determining the QoS requirements of applications. In addition, the 

constraints of congestion, node lifetime, and link quality are considered. Moreover, nodes in the 

network are assumed to be mobile with pedestrian speeds.  

   An example of such an application is the Semantic Adaptive Framework for Collaborative 

Systems (FADYRCOS) [108]. FADYRCOS is an application-level framework that provides a 

platform for collaborative communications, where the users can change their contexts 

(applications, priority levels, etc.) seamlessly without interruption to their QoS level. Therefore, a 

WCM for such a network has to be context-aware and application-aware. This means that the 

WCM has to keep track of the changing user requirements as well as the status of the nodes, and 

be able to perform admission control and fast adaptations to achieve the required QoS levels. 

4.3.1 Network Model 

   We consider an ad-hoc network with a server node located at the center of the network. The 

regular nodes can be laptops or other wireless devices, and are positioned randomly throughout 

the area. Only the regular nodes are mobile, and the random walk model is used to simulate 

mobility. Furthermore, regular nodes have limited battery power, memory, and processing 

capabilities; while the server node has unlimited energy but limited memory and processing 

capabilities.  

   The WCM system is implemented at the server node, which has a centralized role. The server is 

responsible for receiving application requests and determining if they can be accepted or rejected, 
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according to the current status of the network. In addition, all nodes send their data to the server 

node, which then sends this data to the correct destination. In this sense, the server acts similar to 

a Wi-Fi access point, where nodes that need to communicate with each other have to send the 

data to the centralized node first. However, the difference here is that multi-hopping is allowed to 

relay the data to and from the server node. 

   To enable collaborative communications, similar to the requirements of the FADYRCOS 

framework, communication sessions are organized in “workgroups”, where each workgroup runs 

a set of applications with different QoS requirements. Therefore, a user can request from the 

server the formation of a new workgroup or to join an existing workgroup. Within any 

workgroup, users may be assigned “roles”, where different roles have different priority levels. 

Moreover, users may change roles or applications at any time, by sending a request to the server. 

In addition, users may belong to multiple workgroups, where they may run different applications 

and have different roles in each group. The network structure is illustrated in Figure 4.45.  

 

Figure 4.45 Network structure of application-aware WCM 
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   Figure 4.45 shows a network with two workgroups, each running a different set of applications. 

The figure also shows that users may join different workgroups or change roles. It is assumed that 

all nodes in the network are synchronized and that time is slotted, where nodes can transmit 

several packets in each time slot. Also, the WCM monitors the network status for every group of 

M consecutive time slots. In addition, nodes may leave and join the network in any time slot, 

which means that the network topology is highly dynamic.    

   It is assumed that every node transmits using one transmit power from the set Tx = {Tx1, Tx2, … 

, TxL}, and one data rate from the set Rate = {R1, R2, … , RK}. Furthermore, regular nodes have 

limited buffer capacity of B packets, while the server node has limited buffer capacity of 4B 

packets. Thus, the set of occupied buffer slots is given by BF = {BF1, BF2, … , BFB}. Moreover, 

the processing capacity of each node is measured in percentage of the total capacity, and is 

limited for all nodes. A simple on-demand routing protocol is used, where the server node is 

responsible for finding paths that have sufficient resources for supporting the applications. 

4.3.2 Designing the Application-Aware WCM 

4.3.2.1 End-to-End Goal 

Similar to Case Study 1, the first step in designing the application-aware WCM is to determine 

the end-to-end goals. Since the main goal of the network is to achieve seamless QoS support, 

therefore the end-to-end goals that will be constantly monitored by the WCM are throughput, 

delay, and reliability.  

   Throughput is monitored at the server node for each running application by counting the 

number of packets successfully received at the server node per time slot for every application and 

for every user. Thus, if TA1 is the throughput required by user 1 running application A, the task of 

the WCM at the server is to make sure that  
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Number of Packets Successfully Received at the Server from Application A at User 1 in M Time 

Slots  ≥  MTA1                                                                                                                      Eqn  4.10 

   On the other hand, delay is monitored by measuring the time (in units of time slots) between 

generating each packet at each node for each application and the time this packet is received at 

the server node. However, delay is monitored in a different way than throughput, where the 

WCM measures the delay for each packet and then calculates the average delay for all received 

packets over M time slots. Thus, if DA1 is the delay required by user 1 running application A, the 

task of the WCM at the server is to make sure that  

 Average Time Over M Time Slots Between Packet Generation at Application A at User 1 and 

Packet Reception at the Server  ≤ DA1                                                                                Eqn  4.11 

   Finally, reliability is monitored by measuring the percentage of packets that are successfully 

received at the server out of all packets generated by an application running at a particular node. 

Thus, if RA1 is the reliability required by user 1 running application A, the task of the WCM at the 

server is to make sure that 

Number of Packets Successfully Received at the Server from Application A at User 1 Over M 

Time Slots / Total Number of Packets Generated from Application A at User 1 Over M Time Slots 

≥ RA1                                                                                                                                    Eqn  4.12 

4.3.2.2 Constraints, Processes, and Environment Variables 

   Earlier in Section 4.3 it was mentioned that the constraints that need to be considered are 

congestion, node lifetime, and link quality. Congestion needs to be considered due to the 

potentially large volumes of data that may be transmitted, which may overwhelm the nodes. 

Furthermore, node lifetime needs to be considered since regular nodes are assumed to have 

limited battery power. Note that node lifetime is only considered as a constraint in this case study 

since network lifetime is not an end-to-end goal. On the other hand, link quality is required to 
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achieve reliable communications, since this will ultimately have an impact on all end-to-end 

goals. The tools that the WCM will utilize to achieve the end-to-end goals and constraints are 

transmit power and data rate control, routing, adjusting the loading rate, admission control, and 

packet scheduling (prioritization). Similar to Case Study 1, each part of the WCM will be 

considered separately. 

4.3.2.2.1 WCM for Transmit Power and Data Rate Control 

   This part of the WCM is used to achieve the desired link quality, reduce energy consumption, 

and support the end-to-end goals of the applications. The environment variable that triggers this 

WCM to operate is PLR. Thus, a significant increase or decrease in PLR will trigger the WCM to 

adjust the transmit power or data rate, or invoke routing to find alternative paths. Furthermore, in 

order to achieve energy efficiency, the WCM is triggered to decrease energy consumption or 

invoke routing when the battery power of a node decreases to a critical value. To illustrate the 

rules used to activate the edge weights of this WCM, consider the WCM shown in Figure 4.46. 

 

Figure 4.46 Application-aware WCM for transmit power and data rate control 
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    Figure 4.46 shows the relationships between the eight concepts involved in the WCM for 

transmit power and data rate control. It can be seen that invoking routing or adjusting the data rate 

will affect the three end-to-end goals. For example, increasing data rate will lead to faster 

transmissions and therefore lower delays. In another example, invoking routing will lead to new 

paths that have different throughput, delay, and reliability levels. On the other hand, adjusting 

transmit power only affects throughput and reliability. Particularly, increasing transmit power 

will lead to a higher probability of successful packet delivery and therefore higher reliability and 

throughput. Therefore, W(C2, C6) = W(C2, C8) = 1; W(C3, C6) = 1 and W(C3, C7) = W(C3, C8) = -1; and W(C4, 

C6) = W(C4, C8) = 1 and W(C4, C7) = -1. In addition, assuming that Tthresh, Dthresh, and Rthresh, are 

the thresholds for throughput, delay, and reliability, respectively, a significant change in PLR 

causes edges W(C1, C2), W(C1, C3), and W(C1, C4) to be activated according to the rules in Table 4.6. 

Table 4.6 Rules for activating the conditional edges of the WCM for transmit power and data rate 

control in Case Study 2 

If / Elseif Reliability Status Throughput Status Action 

PLR > PLRH 

(C1 = 1) 

Any value T > Tthresh + (Tthresh*10%) Decrease data rate i.e. W(C1, C3)  =   

-1, W(C1, C2)  = W(C1, C4)  = 0 

PLR > PLRH 

(C1 = 1) 

Any value Tthresh <T ≤Tthresh + (Tthresh*10%) Increase transmit power i.e. W(C1, 

C2)  = 1, W(C1, C3)  = W(C1, C4)  = 0 

PLR > PLRH 

(C1 = 1) 

Any value T ≤ Tthresh Invoke routing i.e. W(C1, C4)  = 1, 

W(C1, C2)  = W(C1, C3)  = 0 

PLR < PLRL 

(C1 = -1) 

R > Rthresh + 

(Rthresh*10%) 

Any value Increase data rate i.e. W(C1, C3)  =    

-1, W(C1, C2)  = W(C1, C4)  = 0 

PLR < PLRL 

(C1 = -1) 

R ≤ Rthresh + 

(Rthresh*10%) 

Any value Decrease transmit power i.e. W(C1, 

C2)  = 1, W(C1, C3)  = W(C1, C4)  = 0 

   On the other hand, when the residual battery power of a node reaches a critical value (only 10% 

remaining), then C5 = 1, and the edges W(C5,C2) and W(C5,C4) are activated according to the rules in 

Table 4.7. 

Table 4.7 Rules for activating the conditional edges for addressing critical battery power in Case 

Study 2 

If / Elseif Reliability Status Throughput Status Action 

C5 = 1 R > Rthresh + (Rthresh*10%) Any value Decrease transmit power i.e. W(C5, C2)  = -1, 

W(C5, C4)  = 0 

C5 = 1 R ≤ Rthresh + (Rthresh*10%) Any value Invoke routing i.e. W(C5, C4)  = 1, W(C5, C2)   = 0 
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4.3.2.2.2 WCM for Congestion Control 

   In this section, a WCM for congestion control is designed. The environment variables of buffer 

capacity and channel utilization are used to detect congestion. However, since sleep scheduling is 

not utilized in this network, congestion will be addressed by decreasing the source loading rate 

and/or invoking routing to find paths away from congested nodes. The WCM for congestion 

control is shown in Figure 4.47. 

 

Figure 4.47 Application-aware WCM for congestion control 

   When the WCM detects that buffer capacity is less than 10% and channel utilization is greater 

than 90%, then congestion control is triggered (C9 = 1). Edges W(C9,C4) and W(C9,C10) are activated 

according to the rules in Table 4.8. 

Table 4.8 Rules for activating the conditional edges of the WCM for congestion control in Case 

Study 2 

If / Elseif Throughput Status Action 

C9 = 1 T > Tthresh + (Tthresh*10%) Decrease loading rate i.e. W(C9, C10)  = 1, W(C9, C4)  = 0 

C9 = 1 T ≤ Tthresh + (Tthresh*10%) Invoke routing i.e. W(C9, C4)  = 1, W(C9, C10)   = 0 
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4.3.2.3 The Overall WCM 

   In this section, we present the overall application-aware WCM. This WCM includes the 

concepts illustrated in Section 4.3.2.2 for congestion and transmit power and data rate control, as 

well as concepts for admission control and scheduling. In addition, concepts that provide context-

awareness are added to address the different needs of users such as forming new workgroups, 

joining existing workgroups, changing roles, etc. The overall WCM is shown in Figure 4.48. 

 

Figure 4.48 Overall application-aware WCM 

   The dashed edges in Figure 4.48 are the ones going in and out of the end-to-end goals. The edge 

from C5 to the context-aware concepts (C11-C16) is activated when the battery power reaches a 

critical level and no action (transmit power control, data rate control, or routing) can repair this 

problem. In this case edge (C5, C11) is activated to delete the user from the group since the 

application can no longer be run on this node. On the other hand, the edge from C9 to the context-

aware concepts is activated when adjusting the loading rate or invoking routing are unable to 
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reduce congestion. In this case, edge (C9, C13) is activated to change the role of the user into one 

that has higher priority. If the user already has the highest priority, then he is alerted to the fact 

that the desired QoS level cannot be achieved. It is up to the user to decide if he wants to continue 

using the current QoS level or leave the workgroup. 

   Admission control and scheduling are performed when a node requests the formation of a new 

group (C15), to join an existing group (C11), increase its priority (C13), or change the application 

(C14). The rules for performing these tasks are summarized in Table 4.9. 

Table 4.9 Rules for admission control in Case Study 2 

Request Parameters to be checked Action 

C15 = 1  Processing capabilities at the 

server node  

 Buffer status at the server 

node 

 Routing paths that can 

support the application 

 If sufficient processing capabilities are available and remaining buffer 

capacity is greater than 20% 

  Then, invoke routing to find paths that can support the application 

  If paths are found then accept request 

  Else reject request 

Endif 

 Else reject request 

Endif 

C11 = 1  Processing capabilities at the 

server node  

 Buffer status at the server 

node 

 Routing paths that can 

support the application 

 If sufficient processing capabilities are available and remaining buffer 

capacity is greater than 20% 

  Then, invoke routing to find paths that can support the application 

  If paths are found then accept request 

  Else reject request 

Endif 

 Else reject request 

Endif 

C13 = 1  Nodes with critical delay in 

the group 

 If there are nodes within the group with D > Dthresh – (Dthresh*10%) 

Then reject request 

 Else accept request 

Endif 

C14 = 1  Processing capabilities at the 

server node 

 If sufficient processing capabilities are available then accept request 

 Else reject request 

Endif 

On the other hand, the rules for activating the dashed edges in Figure 4.48 are summarized in 

Table 4.10. 
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Table 4.10 Rules for activating the conditional edges of the overall WCM in Case Study 2 

Throughput 

Status 

Delay Status Reliability Status Action 

T  < Tthresh 

(C6 = -1) 

Any value R > Rthresh 

+(Rthresh*10%) 

Increase data rate W(C6, C3) = -1 and increase loading 

rate W(C6, C10) = -1 

T  < Tthresh 

(C6 = -1) 

Any value R ≤ Rthresh 

+(Rthresh*10%) 

If maximum loading rate is used then reject user W(C6, 

C12) = -1. Otherwise increase loading rate and invoke 

routing to find an alternative path W(C6, C10) = W(C6, C4) 

= -1 

Any value D  > Dthresh 

(C7 = 1) 

R > Rthresh 

+(Rthresh*10%) 

Increase data rate W(C7, C3) = 1 

Any value D  > Dthresh 

(C7 = 1) 

R ≤ Rthresh 

+(Rthresh*10%) 

If maximum data rate is used then reject user W(C7, C12) 

= 1. Otherwise increase data rate and invoke routing to 

find an alternative path W(C7, C10) = W(C7, C4) = 1 

Any value Any value R < Rthresh 

(C8 = 1) 

If maximum transmit power is not used then increase 

transmit power W(C8, C2) = 1 

T > Tthresh 

+(Tthresh*10%) 
D < Dthresh 

- (Dthresh*10%) 
R < Rthresh 

(C8 = 1) 
Decrease data rate W(C8,C3) = -1 

T < Tthresh+(Tthresh*10%) 

Or D > Dthresh- (Dthresh*10%) 

R < Rthresh 

(C8 = 1) 
If routing has not been previously invoked at this node 

in the last M slots then invoke routing W(C8, C4) = 1. 

Otherwise reject user W(C8, C12) = 1 

   Note that we have not mentioned how resources are discovered for admissions control. The 

WCM system in this case study assumes that there is a mechanism for achieving this and that 

resources have already been discovered. Since call admission is a popular research area, the 

author saw no need to propose a new mechanism for it. Any mechanism can be incorporated in 

the WCM system. Examples can be found in [109] [110] [111]. 

4.3.3 Operation of the WCM 

   The WCM in this case study operates using the same basic principles that were explained in 

Section 4.2.3. Once one of the environment variables or context-aware concepts are activated or 

if one of the end-to-end goals are violated, an array A(t) is formed that reflects the current 

activation levels of the concepts. Then, the matrix of edge weights is formed according to the 

rules in Section 4.3.2. Finally, a multiplication operation is performed to find the new activation 

values of concepts and the actions that need to be taken. The operation of the WCM is 

summarized in the flowchart in Figure 4.49. 
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Figure 4.49 Flowchart of the operation of application-aware WCM 
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4.3.4 Simulation Results 

      In this section, the performance of the application-aware WCM system is evaluated using 

computer simulations. A comprehensive simulator was created in MATLAB that considers 

correlated shadowing and multi-path fading as well as collisions. In addition, node mobility with 

pedestrian speeds is simulated using the random walk model. The proposed system is compared 

to several known protocols. Particularly, the admission control protocols known as QoS-Aware 

Routing and Admission Control (QARAC) [111]  and Adaptive Admission Control (AAC) [110], 

and the transmit power and data rate control protocol known as Symphony [51], are chosen. 

QARAC and AAC were chosen because they target end-to-end QoS achievement of multiple 

parameters. Moreover, QARAC utilizes multiple routing paths and data rate control. On the other 

hand, Symphony was chosen to illustrate the importance of transmit power and data rate control 

on the QoS level. The simulations in this section assume a random deployment of nodes. The 

parameters of the IEEE Standard 802.11 are utilized due to their suitability to the nature and 

requirements of this network. The main simulation parameters are summarized in Table 4.11. 

Table 4.11 Simulation Parameters of the Application-Aware System 

Parameter  Value  

Grid size 200×200 m 

Number of nodes in the network (N) 20, 50, 100, 150, and 200 

Transmit power levels [6, 12, 18] dBm 

Data rates [6, 24, 54] Mbps 

Time slot length 1ms 

Number of cycles per scheduling period (M) 10 

Packet size 500 bytes 

Initial battery power 10Ahr 

Power consumption Rx:26mAhr 

Tx: 26mAhr + (Tx power × packet size/data rate) 

Initial buffer capacity 100 packets 

    In addition to the parameters in Table 4.11, it is assumed that workgroups can be created at any 

time slot, if the server approves. In any workgroup, there can be a minimum of 2 nodes and a 

maximum of 5 nodes. The exact number is chosen randomly when the workgroup is first set up. It 

is also assumed that nodes can request either one or two applications from a list of 4 applications. 
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The duration for which each application is run at any node is random. However, each workgroup 

exists for a period of 5000 time slots, unless it is dropped by the admission control protocol. 

Furthermore, nodes can change their applications at any time slot while the workgroup is active. 

They can also switch to a different active workgroup in any time slot. The QoS requirements of 

each application are defined in metrics of throughput, delay, and reliability. These metrics are 

measured end-to-end for each node. Thus, throughput is measured by counting the number of 

successfully received packets at the server for each node and each application per M time slots. In 

addition, delay is measured by calculating the average number of slots needed to deliver each 

packet to the server for each node and each application. Also, reliability is measured by counting 

the fraction of packets that are successfully delivered to the server for each node and each 

application. Note that nodes can also become inactive or return to active mode in any time slot. 

The QoS parameters used in the simulations are shown in Table 4.12. 

Table 4.12 QoS Parameters of the Application-Aware System 

Parameter  Value  

Workgroup duration 500 time slots 

Number of nodes per workgroup [2, 3, 4, 5] 

Number of applications per node [1, 2] 

QoS Requirements Throughput 

(pckts/10 slots) 

Average packet delay 

(slots) 

Reliability 

Application #1 8 5 0.99 

Application #2 6 6 0.99 

Application #3 4 7 0.98 

Application #4 2 8 0.98 

  

   Thus, the WCM system monitors the status of the network every M time slots (M = 10 in this 

Section) and is triggered to operate whenever any of the QoS requirements shown in Table 4.12 

are violated for any application. Note that an application is terminated by the server if one or 

more QoS thresholds are violated for 5M consecutive time slots. To evaluate the performance of 

the WCM system, several parameters are used. First, the performance is evaluated from a 

network perspective by measuring the average throughput, average delay, and average reliability 

of all nodes and applications in the network. Then, QoS performance is compared by calculating 

blocking, dropping, and service disruption percentages for each application in the network. 
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4.3.4.1 Performance Evaluation from a Network Perspective 

   In this section, the average throughput, average delay, and average reliability of the network are 

evaluated for the WCM system and compared to other systems. In the first experiment, these 

metrics are evaluated for different network sizes. The load is fixed at two active workgroups at 

any given time, with 4 nodes and 4 applications per group. However, the applications are random 

and can change in any time slot. The simulations are run for a sufficiently long time to ensure 

fairness between all protocols under comparison. The simulation results for different network 

sizes are shown in Figures 4.50-4.52.  

 

Figure 4.50 Average network throughput against network size of the application-aware WCM  
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Figure 4.51 Average network delay against network size of the application-aware WCM 

 

Figure 4.52 Network reliability against network size of the application-aware WCM 
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   The results in Figures 4.50-4.52 show that the proposed WCM system outperforms its 

counterparts in metrics of average network throughput, average delay, and reliability. This is 

because the WCM system is capable to adjust multiple parameters such as transmit power, data 

rate, loading rate, among others. In addition, the WCM system performs accurate admission 

control based on constant monitoring of the QoS level. Figures 4.50-4.52 also show that 

throughput, delay, and reliability increase with larger numbers of nodes. This is because in denser 

networks the distances between nodes are smaller, which means that the probability of packet loss 

decreases. A larger number of nodes also mean that the carrying capacity of the network 

increases. However, the delay also increases with larger numbers of nodes due to the larger 

probability of using a larger number of hops. The figures also show that QARAC achieves better 

performance than AAC or Symphony due to its ability of using multiple paths and data rate 

control. Also, AAC has the lowest reliability due to its inability to adapt transmit power or data 

rate. 

   In the next experiment, the metrics of throughput, delay, and reliability are evaluated against 

different network loads. The network size is fixed at 100 nodes and the number of active 

workgroups is increased from 2 to 10 (note that a node can be a member of multiple workgroups).  

The number of nodes and applications in each workgroup is chosen randomly from Table 4.12. 

The simulations are run for a sufficiently long time to ensure fairness between the protocols under 

comparison. The simulation results are shown in Figures 4.53-4.55. 
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Figure 4.53 Average network throughput against network load of the application-aware WCM 

 

Figure 4.54 Average network delay against network load of the application-aware WCM 
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Figure 4.55 Network reliability against network load of the application-aware WCM 

   Figures 4.53-4.55 show that the performance of all protocols improves with higher loads for 

metrics of throughput, and deteriorates for the metrics of delay and reliability. This is because 

higher loads mean that queues may be longer, and packet delivery at the server may be slower. 

Furthermore, higher loads mean that interference and congestion are more likely, which leads to 

higher packet loss and lower reliability. However, the proposed WCM system outperforms its 

counterparts at all network loads. This illustrates the capabilities of the WCM system in utilizing 

the available resources efficiently. By including concepts that directly address congestion and 

concepts that are context-aware and application-aware, the WCM system is able to adapt 

efficiently to the increasing load. QARAC achieves better performance than AAC and Symphony 

because it uses multiple paths, thus achieving load balancing, which is important for addressing 

increasing network loads.  
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4.3.4.2 Performance Evaluation from a QoS Perspective 

    In this section, the ability of the WCM system to achieve the desired QoS level for each 

application is evaluated. Particularly, we evaluate the session blocking percentage and session 

dropping percentage of the WCM system and the protocols under comparison, as well as the 

percentage of service disruption of every QoS metric. The session blocking percentage is the 

percentage of application requests that are denied by the server due to the lack of sufficient 

resources. Note that workgroup requests have to include application requests. On the other hand, 

the session dropping percentage is the percentage of applications that are terminated by the server 

due to the violation of the thresholds of one or more QoS metrics for 5M consecutive time slots. 

In addition, the percentage of service disruption of a particular metric is the percentage of time 

slots that the threshold for this metric is violated while the application is running. Furthermore, 

we evaluate the capabilities of the systems for successful QoS support by calculating the 

percentage of time slots where the QoS thresholds for all three metrics are simultaneously 

achieved. 

    In the first experiment, the aforementioned QoS metrics are evaluated at different network 

sizes. The load is fixed at two simultaneous active workgroups at any given time, with 4 nodes 

and 4 applications per workgroup. Note that, since Symphony is not an admission control 

protocol, its session blocking and dropping percentages are not calculated. The simulation results 

are shown in Figure 4.56-4.59. 



117 

 

 

Figure 4.56 Session blocking percentage against network size of the application-aware WCM 

 

Figure 4.57 Session dropping percentage against network size of the application-aware WCM 

0 50 100 150 200
0

1

2

3

4

5

6

7

8

9

Number of Nodes in the Network

S
e
ss

io
n
 B

lo
ck

in
g
 P

e
rc

e
n
ta

g
e

 

 

App-Aware WCM

QARAC

AAC

0 50 100 150 200
0

1

2

3

4

5

6

7

8

9

10

Number of Nodes in the Network

S
e
ss

io
n
 D

ro
p
p
in

g
 P

e
rc

e
n
ta

g
e

 

 

App-Aware WCM

QARAC

AAC



118 

 

 

Figure 4.58 Percentage of service disruption against network size for metrics of throughput, 

delay, and reliability for the application-aware WCM 

 

Figure 4.59 Successful QoS support against network size of the application-aware WCM 
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   The results in Figure 4.56 show that the WCM system rejects more sessions than AAC, but 

fewer sessions than QARAC. However, Figure 4.57 indicates that WCM drops the least number 

of sessions. These results suggest that WCM is able to perform efficient admission control by 

directly considering the status of the end-to-end goals. These figures also suggest that QARAC is 

too conservative and AAC is too imprudent in admitting sessions. In addition, Figure 4.56 and 

Figure 4.57 show that the blocking and dropping probabilities decrease with larger network sizes, 

which is due to the availability of more resources to accommodate the fixed load. Furthermore, 

Figure 4.58 shows that the WCM achieves the smallest percentage of service disruption for all 

metrics. Only the percentage of service disruption of delay increases with larger networks due to 

the possibility of using longer paths. This figure shows the ability of the WCM to adapt 

parameters accurately and react when the threshold for any QoS parameter is violated. Moreover, 

Figure 4.59 shows that the WCM achieves the highest probability of all QoS metrics being 

supported simultaneously, which illustrates its capabilities in considering multiple end-to-end 

goals and constraints. 

   In the next experiment, the QoS metrics are evaluated against increasing load. The network size 

is fixed at 100 nodes and the number of active workgroups is increased from 2 to 10 (note that a 

node can be a member of multiple workgroups).  The number of nodes and applications in each 

workgroup is chosen randomly from Table 4.12. The simulations are run for a sufficiently long 

time to ensure fairness between the protocols under comparison. Figures 4.60-4.63 show the 

simulation results. 
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Figure 4.60 Session blocking percentage against network load of the application-aware WCM 

 

Figure 4.61 Session dropping percentage against network load of the application-aware WCM 
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Figure 4.62 Percentage of service disruption against network load for metrics of throughput, 

delay, and reliability of the application-aware WCM 

 

Figure 4.63 Successful QoS support against network load of the application-aware WCM 
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   Figures 4.60-4.63 suggest that QoS support becomes more challenging with increasing load. 

However, the performance of the proposed WCM system degrades gracefully for all QoS metrics 

and outperforms all other protocols. In addition, Figure 4.60 shows that the WCM admits the 

largest number of sessions at high loads, whereas AAC becomes more conservative as it detects 

higher bandwidth utilization. However, this does not come at the expense of poor QoS support as 

illustrated by Figure 4.61 and Figure 4.62. These figures show that the blocking percentage and 

the percentage of service disruption are the lowest for all metrics with the WCM system. 

Furthermore, Figure 4.63 shows that the WCM system has the strongest capability in supporting 

the three QoS metrics simultaneously, even with increasing network loads. This illustrates the 

strength of the WCM system in utilizing network resources efficiently. On the other hand, 

QARAC remains conservative in admitting sessions, as illustrated by Figure 4.60, but achieves 

better QoS support than AAC and Symphony. Moreover, the Symphony protocol achieves 

relatively poor QoS levels since it does not perform admission control. 

4.4 Theoretical Analysis of the WCM System using Markov Chains 

   In this section, a theoretical framework is proposed to model the operation of the WCM system. 

Focus will be given to the WCM system in Case Study 1 (Section 4.2), since it mainly targets the 

needs of WSNs.  

   It can easily be seen that the WCM system can be represented by a set of states that can identify 

the parameters used by the system. Thus, using Markov Chains (MCs) to describe this system is 

straightforward. In order to ensure accurate representation of the WCM system, the theoretical 

framework must consider multiple aspects of network operation such as sleep/active dynamics, 

transmit power and data rate control, routing, and channel contention, among other aspects. 

However, before the details of this framework can be studied, the network model is first 

presented. 
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4.4.1 Network Model 

   The network model considered in this section is similar to the one used in Section 4.2.1. Thus, 

we consider a network with N nodes deployed in fixed grid positions, as illustrated in Figure 4.9. 

The sink node is located in the center of the network. Fixed grid positions were chosen to 

simplify the analysis. However, the model can be easily extended to consider random node 

positions as well. It is assumed that nodes have limited buffer capacity of B packets. In addition, 

each node can transmit using any transmit power and data rate from the sets Tx={Tx1,….,TxL} and 

R={R1,….,RK}, respectively. The transmission range of each node depends on the transmit power 

and data rate used, and thus can be represented by the set TR={TR1,….,TRKL}. The exact values 

of the transmission ranges depend on the wireless channel conditions and the propagation model 

used. In this paper, we assume that the values of the transmission ranges have already been 

mapped to TR. 

   It is assumed that nodes are synchronized and that time is divided into slots. Similar to the 

WCM system in Case Study 1, nodes wake up with probability p and go to sleep with probability 

q at the beginning of every group of M time slots. Furthermore, a node may transmit one packet 

in every time slot if it is active. Packet generation occurs according to a Poisson process with 

generation rate λ pckts/sec, but only at nodes that are active and have buffers that are not full.  A 

simple routing mechanism is utilized, where each node chooses its next hop that is within its 

transmission range, according to the current TR, and which provides the maximum geographical 

advancement towards the sink node. For a transmission to succeed between transmitting node x 

and receiving node y, four conditions have to be satisfied: 

1) Node y has to be idle and its buffer not full, 

2) Node y has to be within the transmission range of x, depending on the data rate and transmit 

power used at x, 

3) No other transmitting node has chosen y as its next hop, 
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4) For any other transmitting node i, the distance di,y between i and y must satisfy  

                                                                        di,y > TRi                                                      Eqn  4.13                                        

Where TRi is the transmission range of node i. 

   Finally, it is necessary to specify some variables that will be used to calculate the transition 

probabilities of the MC. These parameters are summarized in Table 4.13. 

Table 4.13 Variables for characterizing node operation 

Parameter  Description  

λ  Packet generation rate in pckts/sec. It is assumed to be according to a Poisson process  

r  The probability that a next hop along a routing path is in idle state and its buffer is not full. It depends 

on the sleep/active dynamics and the routing policy 

  The probability that a node successfully transmits a packet in a time slot. It depends on the PLR and the 

routing policy 

µ  The probability that a packet is received from another node in a time slot. It depends on the sleep/active 

dynamics of nodes and the routing policy 

4.4.2 Markov Chains for Modeling WCM Operation 

   Due to the complexity of the system being model, node operation will be modeled in this 

section as a set of interacting MCs. The state of a node can be classified into three categories: 

operational state, parameter state, and buffer state. Operational state refers to the mode of 

operation of the node, particularly sleep, idle, receiving, and transmitting modes. Parameter state 

refers to the levels of transmit power, data rate, and duty cycle. Note that it is assumed that there 

is one duty cycle value associated with each data rate. Finally, buffer state refers to the number of 

occupied buffer slots. The states of nodes are summarized in Table 4.14. 

Table 4.14 Classification of node states 

Operational State Parameter State Buffer State 
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4.4.2.1 MC for Packet Generation and Sleep/Active Dynamics 

   The first MC models packet generation and the sleep active dynamics at each node. Since 

packet generation follows a Poisson process only when a node is in active mode, packet arrival 

can be modeled as an Interrupted Poisson Process (IPP) [112] [113]. To illustrate this process, 

consider the packet arrival process at a node shown in Figure 4.64. 

 

Figure 4.64 Packet arrival in the interrupted Poisson process 

   As Figure 4.64 shows, packet arrival can be modeled as two Poisson processes. In the active 

state, packets arrive in each slot according to a Bernoulli distribution with parameter λA/T, where 

λA is the packet generation rate during active mode and T is the slot period [113]. On the other 

hand, in sleep state, arrivals come at a rate of λS and are ignored. Thus, the sleep/active dynamics 

of each node can be modeled using the MC in Figure 4.65. 

 

Figure 4.65 MC modeling sleep/active dynamics 

Thus, the transition matrix of this MC can be given by 

                                                           /

1

1
S A

p p
Q

q q

 
  

 
                                               Eqn  4.14 
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And the steady-state distribution, πS/A, of this MC can be given by 

                                                 /S A A S

q p

p q p q
  

 
   

  
                                   Eqn  4.15 

Where πA is the steady-state probability that the node is in Active state and πS is the steady-state 

probability that the node is in Sleep state. Therefore, by assuming that packets cannot be 

generated in the Sleep state (i.e. λS = 0), we can deduce that 

                                                                          λ = πA λA                                                    Eqn  4.16 

   To calculate the values of p and q, it must first be noted that, at the beginning of every group of 

M time slots, the node can either change its state (Sleep to Active or Active to Sleep), or remain 

in its current state. Thus, it can be concluded that p + q = 1. Thus, πA = 1-p and πS = p. Moreover, 

it was mentioned in Section 4.2.2.2.3 that the WCM system adapts the value of p to achieve 

connectivity and coverage. Thus, p will depend on the node density in the network. A simple 

method can be used to find an approximation for p. Given a certain area to be covered and a 

sensing range, rs, at every node, Eqn 2.4 can be used to find the minimum number of nodes, 

min_Nodes, required to cover that area. Therefore, if there are min_Nodes in the network, p has to 

be equal to 1 for the entire duration of network operation to guarantee connectivity and coverage. 

Furthermore, if there are 2*min_Nodes in the network, then approximately half of them will be 

asleep at any time. Therefore, p will be approximately equal to 0.5. Thus, for a network with N 

nodes, we can approximate p by 

                                                   
1 min_

/ min_

Nodes
p

N Nodes N
                                  Eqn  4.17 

   It is important to stress that this is only an approximation. Its accuracy will be examined later in 

this section. 
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4.4.2.2 MC for Node Operation during Active Mode 

   Once a node transitions into active mode, it directly goes into idle state. At this point, the node 

can receive packets if the buffer is not full or it can transmit packets according to the Carrier 

Sense Multiple Access (CSMA) rules. Thus, buffer state can only change during Active 

operational state. While a node is in receive state, buffer state can only transition to higher values. 

Buffer state can also transition to higher values during idle state, if packets are generated and 

there are no next-hop neighbors available for reception. On the other hand, buffer state can only 

transition to lower values when a node is in transmit state.  

   Assuming that states Ti, Ri, and Ii represent transmit, receive, and idle operational states, 

respectively, while the subscript i refers to the buffer state associated with each operational state, 

the MC modeling node operation during active state is shown in Figure 4.66. 

 

Figure 4.66 MC modeling node operation in active mode 

   It can be seen form Figure 4.66 that idle state can exist with any buffer state. However, the zero 

buffer state can only exist during idle state. Therefore, in every time slot where the node is active, 

the following rules for transitions apply 
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 While in Idle state 

 If state is I0 and no packets are generated or received, the node will remain in I0. 

 If a packet is generated or received and the buffer state is not full, the node will transition to 

transmit or receive states, respectively. 

 If the buffer state is full, the node cannot transition to receive state and cannot generate more 

packets. 

 In all cases, a node will only transition to transmit state if there is at least one next hop in idle 

state with buffer state not full. 

 If the buffer state is not zero and not full, and there are no next hops available, the node will 

either stay in idle state or go to receive state, if packets are received. 

 While in receive state 

 The node will transition to idle state if no more packets are received. 

 The node cannot transition to transmit state directly, according to CSMA rules. Thus, if a 

packet is generated while a node is in receive state, it has to transition to idle mode to prepare 

for the upcoming transmission. 

 Once a node is in state RB (maximum buffer status), it cannot receive any more packets and 

has to transition to idle state. 

 While in transmit state 

 A node in transmit state will only transition to idle state if no next hops are available for 

reception, or when all packets in the buffer have been transmitted. 

 Nodes will transition to the same buffer state in transmit state if the transmission was not 

successful and there are still next hops available for reception, or if the transmission was 

successful and one new packet was generated. 

 A node cannot transition from transmit state to receive state before passing over idle state first. 
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In order to mathematically express the transition probabilities of the MC shown in Figure 

4.66, we use the variables summarized in Table 4.13. Table 4.15 lists the main transition 

probabilities Pij from state i to state j. 

Table 4.15 Transition probabilities for a node in the active state 

i j Pij Condition 

I
0
 I

0
 (1-λA) (1-µ)  

 I
1
 λA(1-µ) (1-r)  

 R
1
 (1-λA) µ  

 R
2
 λA µ (1-r)  

 T
1
 λA r  

    

I
i
 I

i
 (1-λA) (1-µ) (1-r)  

 I
i+1

 λA (1-µ) (1-r)  

 R
i+1

 (1-λA) µ (1-r) i > 0 

 R
i+2

 λA µ (1-r)  

 T
i
 (1-λA) r  

 T
i+1

 λA r  

    

R
i
 I

i
 (1-λA) (1-µ)  

 I
i+1

 λA 0 ≤ i ≤ B – 1 

 R
i+1

 (1-λA) µ  

    

R
B
 I

B
 1  

    

T
1
 I

0
 (1-λA)   

 I
1
 (1-λA)  (1-) (1-r) + λA   (1-r)  

 I
2
 λA (1-) (1-r)  

 T
1
 λA   r + (1-λA) (1-) r  

 T
2
 λA (1-) r  

    

T
i
 I

i-1
 (1-λA)  (1-r)    

 I
i
 (1-λA)  (1-) (1-r) + λA   (1-r)  

 I
i+1

 λA (1-) (1-r) 2 ≤ i ≤ B – 1 

 T
i-1

 (1-λA)   r  

 T
i
 λA   r + (1-λ) (1-) r  

 T
i+1

 λA (1-) r  

    

T
B
 I

B-1
   (1-r)  

 I
B
 (1-) (1-r)  

 T
B-1

   r  

 T
B
 (1-) r  
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   To calculate the transition probabilities in Table 4.15, the variables r,, and  have to be 

determined. The variable r
i
 of node i is the probability that there is at least one neighbor in idle 

mode with buffer not full. Thus, r
i
 can be expressed as 

                                                      
1

0

1 1
y

i

B
i m m

S I

ym N

r  




  
      

  
                                     Eqn  4.18 

Where Ni is the set of one-hop neighbors of i, πS
m
 is the steady state probability that node m is in 

the Sleep state, and πIy
m
 is the steady state probability that node m is in idle state with buffer state 

y. Thus, the second term of the product calculates the probability that the buffer is not full. Since 

the load in WSNs is not expected to be very high and WCM employs congestion control, it can be 

reasonably assumed that the buffers will rarely be full. Therefore, as an approximation, the 

second term of the product in Eqn 4.18 will be set to zero. The validity of this approximation will 

be examined later in this section. 

   Furthermore, the variable i
 of node i depends on the packet generation rate of nodes and the 

routing policy. Assume that the routing protocol sorts the possible next-hops of any node 

according to some metric (in our model this metric is the distance from the sink node). Thus, the 

probability of j using i as its next hop is the probability that i is idle and its buffer is not full, and 

all other next hop neighbors of j that have higher priority than i are either not idle or have full 

buffer. Thus, i
 can be expressed as 

                                                   
1

0

1
1

y
i

i j

B
i j m m

A S I

j N ym HiN
   



 

 
   

 
                                Eqn  4.19 

Where Ni is the cardinality of Ni, λA
j
 is the packet generation rate during Active mode of node j, 

and Hj
i
 is the set of one-hop neighbors of j that have higher priority than i. Similar to Eqn 4.18, 

the second term of the product in Eqn 4.19 can be neglected. Finally, to calculate  a model is 

proposed in the following section. 



131 

 

4.4.2.3 Calculating the Probability of Successful Packet Delivery 

   The variable  depends on several factors such as transmit power, data rate, routing policy, 

channel conditions, etc. In order for a transmission to succeed, the four conditions specified in 

Section 4.4.1 must be satisfied. Thus, to calculate  analytically, we have to calculate the 

probability that a node uses a particular transmit power and data rate and the probability that 

interference will occur. 

   Given the set of transmission ranges TR = [TR1, TR2, …., TRKL], we can specify the matrix of 

transmit powers and data rates that should be used according to each transmission range as 

                                                          

1 1 1

1

K

L L K

Tx R Tx R

TxR

Tx R Tx R

 
 

  
 
 

                                    Eqn  4.20 

   Thus, if the distance between two nodes is less than TRi but greater than TRi-1, then the 

recommended transmit power and data rate that should be used are Txi/K and Ri – K( i/K - 1), where 

x is the ceiling of x. In fact, for the transmission to succeed any Transmit power Txi/K  TxL 

and any data rate R1  Ri – K( i/K - 1) can be used. Note that these are the recommended transmit 

powers and data rates for the transmissions to succeed, not the actual parameters used by nodes. 

The actual parameters depend on the adaptations of the WCM. Thus, two versions of  are 

calculated. The first version, called Rec, assumes that the recommended transmit powers and data 

rates are always used, while the second version, WCM, uses the parameters specified by the WCM. 

   Thus, in order to satisfy the four conditions in Section 4.4.1, Rec
i
 for node i can be calculated as 

                                                             Re

1
*

i

i i

c j j

j Ni

v Int
N




                                             Eqn  4.21 

Where vj
i
 is the probability that node j gets chosen as the next hop of i, and Intj is the probability 

of interference not occurring at j. 
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   To calculate vj
i
, we assume that the routing protocol sorts the possible next-hops of any node 

similar to the method used before. Therefore, vj
i
 can be given by 

                                                 
1 1

0 0

1
y u

j
i

B B
i m m j

j S I I

y um H

v   
 

 

    
          

                                 Eqn  4.22 

Where Hi
j
 is the set of next hops of i that have higher priority than j, πS

m
 is the steady state 

probability of node m being in Sleep state, and πIy
m
 is the steady state probability of node m being 

in idle state with buffer state y. Similar to Eqn 4.18, the probability that the buffer state is full can 

be neglected. Thus, the second term of the product in Eqn 4.22 can be set to zero and the last term 

is approximately equivalent to the steady state probability that node j is idle, which can be 

designated as πI 
j
. 

   To calculate Intj, we have to account for collisions and possible interference. Collisions occur if 

another node has chosen j as its next hop, while interference occurs if j is within the transmission 

range of another transmitting node. Thus, Intj can be expressed as 

                                  
{ }

1 1 1
, , , ,

1 1
1 1 1 r

jf f

N N N
l l f f

j A j A r d TR
l f r
l i j f i j r i j f

Int v v
N N

 


  
  

  
    
  
  
  

                       Eqn  4.23 

Where N is the number of nodes in the network, λA
l
 is the packet generation rate during Active 

mode of node l, 1{.} is an indicator function that is equal to 1 if the conditions within {.} are 

satisfied, and equal to zero otherwise, djf is the distance between j and f, and TRf 
r
 is the 

transmission range of f according to the transmit power used if node r was chosen as the next hop. 

Therefore, by substituting Eqn 4.22 and Eqn 4.23 into Eqn 4.21, Rec
i
 can be calculated. 

   On the other hand, to calculate WCM, we have to calculate the probability that a node uses a 

specific transmit power and data rate according to WCM adaptations. Since these adaptations 

depend on several parameters such the status of the end-to-end goals of the network, it is difficult 

to obtain an analytical expression for them. Therefore, the probability that node i uses Txm and Rn, 
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hereby designated as πi(TxmRn), will be determined using computer simulations and plugged into the 

theoretical model. Accordingly, Eqn 4.21 will be modified to 

                                       { }

1 1

1
* *1 *

ij xt

i

K L
i i

WCM j i x t d TR j

j N t xi

v Tx R Int
N

  

  

 
  

 
                    Eqn  4.24 

Where TRxt is the transmission range if Txx and Rt are used. Also, Eqn 4.23 has to be modified to 

                                            
{ }

1 1
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1 *1 l

lj x

N t
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l x
l i j

Int Tx
N

 


 


 
        

 

                             Eqn  4.25 

Where πl(Txx) is the probability that node l uses Txx with any data rate, and TRx
l
 is the maximum 

transmission range of node l if Txx is used. 

4.4.3 Solving the Model and Obtaining the Performance Metrics 

    In order to obtain accurate figures from the MCs, an additional step is needed to model the 

interactions of the nodes with each other. The data transmitted by a particular sensor consists of 

the newly generated data and the data forwarded by other nodes. To obtain the actual 

transmission rate ζi,j between nodes i and j, the system of flow equations must be solved [100]. 

These equations can be written as 

                                                                   F                                                         Eqn  4.26 

Where   is a row vector of size N specifying the internal arrival rate at each node, F is the matrix 

of outgoing traffic between sensors, where F(i, j) is the fraction of outgoing traffic from node i to 

node j, and Г is a row vector of size N specifying the packet generation rates of each node. The 

parameters F(i, j) can be expressed as 

                                               
1

0

( , ) 1
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j
i

B
m m j

S I R

ym H

F i j   




  
      

  
                                Eqn  4.27 
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Where πR 
j
 is the steady state probability that node j is in the receive state, with any buffer state, 

and   is a normalization factor to ensure that the sum of F(i, j) over all j is equal to 1. All the 

other parameters have been specified before. Similar to previous discussions, the second term of 

the product in Eqn 4.27 can be neglected. Once the flow equations are solved, the transmission 

rates can be obtained. 

   The theoretical model will be solved using the fixed point iteration method [100]. First, the 

packet generation rates, the number of nodes in the network, and the sensing ranges of nodes are 

used to solve the MC for sleep/active dynamics (Section 4.4.2.1). After obtaining πS and πA for 

different nodes, these values can be used to find r, . Then, computer simulations are run to find 

the probabilities of nodes using transmit power and data rate parameters. These values are used to 

calculate Rec and WCM. An initial estimate for πI for every node can be obtained from simulations 

as well. Alternatively, the first iteration step can assume that each node is generating data by itself 

when solving the MC for node operation (Section 4.4.2.2), similar to the approach used in [100]. 

Then, the MC in Section 4.4.2.2 can be solved to obtain all the steady state probabilities. 

Afterwards, the system of flow equations is solved to obtain the actual transmission rates. These 

rates are used to replace λA in Eqn 4.19, Eqn 4.24, and Eqn 4.25 to recalculate  and. Then, the 

new values are fed back to the sensor model and the process is repeated until the parameters 

converge. The fixed point iteration process is summarized in Figure 4.67. 

 

Figure 4.67 Fixed point iteration procedure to solve the theoretical model 



135 

 

   After solving the model, several performance metrics can be calculated. The throughput Ti of 

node i, defined as the average number of successfully transmitted packets in every time slot, can 

be given by 

                                                                 1

* *
j

B
i i

i A i T

j

T   


 
                                            

Eqn  4.28 

Where πTi
i
 is the steady state probability that node i is in transmit state with buffer state j. Note 

that the summation in Eqn 4.28 calculates the total portion of time that i spends transmitting. 

Alternatively, the throughput can also be calculated using the flow balance equations as 

                                                                    
i i iT                                                          Eqn  4.29 

In addition, the average remaining Buffer Occupancy (BOi) of node i can be expressed as 

                                                      

 
1

j j j

B
i i i

i I R T

j

BO B j   


   
                                     

Eqn  4.30 

Where πIj
i
, πRj

i
, and πTj

i
 are the steady state probabilities of node i being in buffer state j, whether 

the node is idle, receiving, or transmitting, respectively. Furthermore, the energy consumption 

ECi of node i is given by 

                                            
(Re ) ( ) ( )i i i iEC E ceiving E Transmitting E Idle  

                       
Eqn  4.31 

Where Ei(Receiving), Ei(Transmitting), and Ei(Idle) are the energies consumed in receiving, 

transmitting, and idle states, respectively. Ei(Receiving) can be given by 

                                                        1

(Re )
j

B
i

i Rx R

j
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Eqn  4.32 

Where ERx is the energy consumed by the transceiver in receiving a packet. Furthermore, 

Ei(Transmitting) can be calculated using 

                                  1 1

( ) ( )* *
k

L B
amp i

i Tx i j j T

j k
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Eqn  4.33 
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Where ETx is a constant representing the energy consumed in the transceiver’s electronics, and 

Ej
amp

 is the energy consumed by the amplifier if the j
th 

transmit power is used. Finally, Ei(Idle) can 

be given by 

                                                               1

( ) *
j

B
i

i I I

j

E Idle E 


 
                                           

Eqn  4.34 

Where EI is the energy consumed by the transceiver’s electronics during idle mode. Thus, ECi is 

the summation of Equations 4.32, 4.33, and 4.34. 

4.4.4 Performance Analysis 

   In this section, the performance of the WCM system is analyzed using the proposed theoretical 

model. The same MATLAB simulator that was used in Section 4.2 will be used here. This section 

is divided into two parts. In the first part, the accuracy of the proposed theoretical model is 

investigated, while in the second part, the model is used to analyze the performance of the WCM 

system. The simulation parameters used in the experiments in this section are the same as the 

parameters specified in Table 4.5. 

4.4.4.1 Investigating the Accuracy of the Model 

   In this section, the accuracy of the parameters of the proposed theoretical model is investigated 

by comparing their values to those obtained by simulations. Particularly, the accuracy of the 

values of p, r, μ,  is discussed, as well the metrics of T, BO, and EC for every node. Several 

network sizes are considered to illustrate the accuracy under different conditions. 

   First, the accuracy of p is examined by studying the values obtained from Eqn 4.17. Since we 

are using a network of size 500m500m, and the sensing range is 100m, the value of min_Nodes 

is equal to 60. Thus, this value is used to calculate p for different network sizes. Then, 

simulations are run and p is re-calculated by measuring the fraction of time slots where the node 
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is asleep. The average sleep time is calculated for all nodes and compared to p obtained by 

analysis. In addition, the percentage error between analytical and simulation results is calculated 

using 

                           

  Re  Re
 100

 Re
Percentage

abs Analytical sults Simulation sults
Error

Simulation sults


             Eqn  4.35 

Where abs(.) denotes the absolute value. The comparison between the values obtained by the 

model and the simulation is shown in Figure 4.68. 

 

Figure 4.68 Comparison of the analytical and simulation results for p 

   The figure shows that the values obtained by simulations are quite close to the analytical results 

and the error is less than 8% for all network sizes. It can also be seen that the percentage error 

decreases with larger network sizes. This is because the values are averaged over a larger number 

of nodes. Thus, it can be concluded that Eqn 4.17 is a suitable approximation of the real values. 

   In the next experiment, the accuracy of r, μ, and  are studied. Analytical values of Rec and WCM 

are calculated using Eqn 4.21 and Eqn 4.24. Their results will be denoted “Rec” and “WCM” for 

short. We consider network sizes of 100, 225, and 400 nodes. Thus, the Cumulative Distribution 

Function (CDF) of the percentage error between analytical and simulation results is calculated. 

The results are shown in Figures 4.69-4.72. 
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Figure 4.69 CDF of the percentage error in r for different network sizes 

 

Figure 4.70 CDF of the percentage error in  for different network sizes 
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Figure 4.71 CDF of the percentage error in Rec for different network sizes 

 

Figure 4.72 CDF of the percentage error in WCM for different network sizes 
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   Figures 4.69-4.72 show that the analytical results of r, μ, and  are quite close to the simulation 

results. In fact, the error is under 10% for almost all network sizes. In addition, for most network 

sizes, the accuracy improves with larger networks due to the larger sample space. An important 

observation from Figures 4.71-4,72 is that the accuracy of WCM is better than that of Rec, 

especially in larger networks. This is because WCM considers the transmit power and data rate 

adaptations of the WCM system by obtaining the statistical probabilities from the simulation. 

Although this means that some parameters have to be simulated, the accuracy improves. 

However, Rec serves as a good approximation and obtains satisfactory values for smaller 

networks. Henceforth, WCM will be used in all future experiments for higher accuracy. It can also 

be noted from Figure 4.71 that the percentage error in Rec increases in larger networks. This is 

because larger networks will probably suffer more adaptations in transmit power and data rate, 

which are not considered by Rec. 

   In the next experiment, we will compare the analytical and simulation results of the metrics of 

T, BO, and EC. Similar to the previous experiment, network sizes of 100, 225, and 400 nodes are 

considered and the CDF of the percentage error is calculated. The results are shown in Figures 

4.73-4.75. 
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Figure 4.73 CDF of the percentage error in T for different network sizes 

 

Figure 4.74 CDF of the percentage error in BO for different network sizes 
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Figure 4.75 CDF of the percentage error in EC for different network sizes 

    As Figures 4.73-4.75 illustrate, the results of the model are quite close to the simulation results 

for all nodes and network sizes. In addition, the accuracy improves with larger network sizes. The 

lowest accuracy can be seen in the results for EC in a network with 100 nodes (Figure 4.75). This 

is because energy consumption is affected by many factors, some of which are random (such as 

channel conditions). EC is also affected by the adaptations of the WCM, which depend primarily 

on the end-to-end goals. On the other hand, BO is mainly affected by routing and packet 

generation rates, among other factors. Since all these factors are considered by the model, the 

results are quite accurate (Figure 4.74). However, the accuracy of EC improves with larger 

network sizes.  
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4.4.4.2 Investigating the Performance of the WCM System using the 

Theoretical Model 

   Now that the accuracy of the theoretical model has been ascertained, it can be used to 

investigate certain aspects of the WCM system in order to improve its performance. Particularly, 

the model is used to calculate the metrics of T, BO, and EC for every node in the network against 

its distance from the sink. This is in order to study how the performance of nodes varies in 

different parts of the network and determine those nodes that may be critical to network 

performance. Therefore, we will calculate the distance of every node in the network from the sink 

and use the theoretical model to determine the aforementioned performance metrics for every 

node. Simulation results for these metrics will be shown as well for comparison. Note that only 

the results for a network with 225 nodes are shown due to the similarity of the results for all other 

network sizes. Simulation results are shown in Figures 4.76-4.78. 

 

Figure 4.76 Throughput performance of nodes against their distances from the sink 
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Figure 4.77 BO performance of nodes against their distances from the sink 

 

Figure 4.78 EC performance of nodes against their distances from the sink 
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   Simulation results in Figure 4.76 illustrate that the throughput is higher for nodes that are closer 

to the sink. This is because these nodes are more likely to be on the routing paths for many nodes 

in the network, since they will probably have a path (possibly a single hop path) to the sink node. 

Thus, nodes close to the sink will probably forward more packets (on behalf of other nodes) than 

nodes that are farther away from the sink. This is in addition to the packets that they themselves 

generate. These observations are confirmed by the results in Figure 4.77 and Figure 4.78, which 

show that the energy consumption and buffer consumption are higher for nodes that are closer to 

the sink. In fact, Figure 4.78 shows that there is a higher chance for the energy consumption of 

nodes that are closer to the sink to reach 10 Ahr (the maximum battery value), which means that 

these nodes are likely to expire. Therefore, it can be concluded that the performance of these 

nodes is critical to the end-to-end goals of the network and that they are vulnerable to rapid 

energy consumption and congestion. 

   To address this issue, it is desirable to distribute the network load evenly over these critical 

nodes to avoid their rapid consumption. In addition, limiting the number of forwarded packets by 

these nodes and allowing nodes that are farther away to transmit using higher powers may also 

distribute the load across the network. These measures would reduce congestion and energy 

consumption, thereby increasing network lifetime. This can be easily done in the WCM system 

by adjusting the thresholds. Recall that, in Section 4.2.4, two simulation scenarios were studied 

for the WCM system: one with strict requirements for two end-to-end goals (lifetime and high 

throughput), and the other with considerations for one goal only (lifetime only). Thus, to improve 

system performance, we allow the critical nodes to use the thresholds for the second scenario 

(lifetime only), and the remaining nodes to use the thresholds for the first scenario (lifetime and 

high throughput). This is because the critical nodes are in no danger of violating the throughput 

thresholds since they are more likely to transmit. Thus, we allow the WCM in the CH controlling 

these nodes to focus on maximizing network lifetime. 
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   The critical nodes are identified as those nodes whose batteries are likely to be completely 

consumed and whose buffers are likely to be consumed over two thirds of the way (these 

definitions were arbitrarily chosen and can change from application to application). From Figure 

4.77 and Figure 4.78, it can be determined that these are the nodes with distance less than 

approximately 180m from the sink. Thus, the simulation results of every node in the network for 

metrics of throughput, buffer occupancy, and energy consumption are compared for the cases of 

WCM with threshold adaptation and the regular WCM with no threshold adaptation. The results 

are shown in Figures 4.79-4.81. 

 

Figure 4.79 Throughput performance of nodes with WCM threshold adaptation 
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Figure 4.80 BO performance of nodes with WCM threshold adaptation 

 

Figure 4.81 EC performance of nodes with WCM threshold adaptation 
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   As Figure 4.79 show, by adjusting the WCM thresholds according to the distance from the sink, 

the throughput for nodes that are close to the sink is reduced, while the throughput for nodes that 

are farther from the sink is increased. This means that the load is now more balanced across the 

network. This is confirmed by the results in Figure 4.80, which shows that the buffers of nodes 

that are closer to the sink are not consumed as much as the case with no threshold adaptation. In 

addition, the buffers of nodes that are farther from the sink are consumed more. The impact of 

threshold adaptation on energy consumption is shown in Figure 4.81, which shows that more 

nodes in the network consume higher energy values. This means that the load was balanced 

across the network more efficiently such that nodes were allowed to remain operational for longer 

periods of time, thus consuming more of their battery power.  

   To prove this point, and to illustrate the impact of threshold adaptation on the end-to-end goals, 

the simulations in Section 4.2.4.1.1 are repeated for different network sizes. Thus, the results for 

network lifetime and throughput are shown in Figures 4.82-4.83. 

 

Figure 4.82 Network lifetime results of the WCM system with threshold adaptation 
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Figure 4.83 Throughput results of the WCM system with threshold adaptation 

  Figure 4.82 illustrates that lifetime improves with threshold adaptation, especially in larger 

networks. This is because threshold adaptation leads to load balancing, which means that network 

resources are used more efficiently and nodes remain operational for longer periods of time. In 

larger networks, the results are more obvious because the impact of the resource management 

increases as the resources increase. On the other hand, Figure 4.83 shows that the aggregate 

throughput does not increase much, especially in smaller networks. This is because the offered 

load is simply shifted from one part of the network to the other. Thus, the overall throughput 

performance is more or less the same. However, there is an increase in throughput with larger 

networks because the improved lifetime gives the nodes a chance to transmit more packets. 

4.5 On the Complexity of the WCM System 
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complexity as the number of steps needed to execute the protocol. On the other hand, 

communication overhead typically refers to the control packets needed for the protocol to operate. 

   It is undeniable that the WCM system imposes an increased processing burden over the 

traditional protocols installed (such as routing, transmit power control, call admission, etc.). 

However, any resource management system would require an increased processing burden as 

well. The advantage of the WCM system is that its execution requires simply the WCM matrix 

multiplication operation. The activated concepts determine the input array, and the status of the 

nodes determines the WCM matrix. In addition, it can be seen from Figure 4.8 and Figure 4.49 

that there no loops in the algorithm for formulating the WCM matrix. The algorithm consists only 

of if statements and variable assignments. This means that the complexity of the WCM system is 

constant, regardless of the number of nodes in the network or the frequency at which the system 

is triggered to operate. Thus, the protocol does not require extensive search operations or loops 

that may be required by optimization problems. This makes the processing time of the system 

relatively short, which also means that it can react quickly to network conditions before they 

change. It is also important to note that the computational complexity of the WCM system is 

directly proportional to the number of concepts included. This gives the network designer a 

degree of flexibility in choosing the required level of complexity. For example, if traffic in the 

network is expected to be light, one can remove concepts that consider congestion to make 

execution faster. The network designer has to ensure that the performance gain from the concepts 

included outweigh the incurred complexity. Furthermore, the WCM system does not require 

storage tables other than the ones already used by other protocols such as routing and admission 

control. Therefore, the additional memory required for implementing this system is limited. 

Moreover, the WCM system will not require the installation of new nodes if a cluster hierarchy is 

used. Even though the CHs should have more energy and processing capabilities, their cost is 

distributed over the large number of nodes that they control. 
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   The system also requires a small increase in communication overhead. The information 

required for protocol execution, such as PLR levels, battery consumption, and channel utilization, 

can simply be piggybacked on transmitted data packets. Special packets may be occasionally 

needed if some nodes need instant action from the CH. Note that in WSNs, nodes typically 

transmit sensed information periodically, which means that data packets will be regularly 

available for piggybacking information.  

   On the other hand, the advantages to be gained from implementing the WCM system are 

significant. It can address multiple end-to-end goals and constraints efficiently and utilize 

network resources proficiently. WCM systems are also suitable for multiple network types and 

various applications (especially challenging applications). The simulation results strongly suggest 

that the performance gains of the WCM system outweigh their costs. 

4.6 Summary 

   In this chapter, we have presented WCMs as a tool to design reasoning machines for resource 

management in WSNs. The chapter started with some general guidelines about how to use 

WCMs in designing a reasoning machine. Then, two case studies were presented that illustrate 

the capabilities of WCM. The first case study addressed a WSN with challenging applications. 

The WCM of this case study considered the end-to-end goals of network lifetime and throughput, 

in addition to the constraints of coverage, congestion, and link quality. Simulation results 

illustrated that the WCM system is able to address multiple application requirements efficiently 

and achieve good compromises with conflicting goals. In the second case study, a WCM system 

was proposed for supporting challenging QoS applications in ad-hoc networks, in order to 

illustrate the capabilities of the WCM system to address the needs of different networks. The 

system considered the goals of throughput, delay, and reliability, in addition to the constraints of 

congestion and energy consumption. Furthermore, the proposed system was application-aware 



152 

 

and offered the user the flexibility to change the contexts of their work seamlessly. Simulation 

results showed the ability of the WCM system to support multiple goals efficiently and achieve 

the desired QoS levels. 

   In addition, a theoretical model was proposed to analyze the performance of the WCM system. 

The model was designed using multiple interacting MCs and considered multiple aspects of 

system performance, such as sleep/active dynamics, routing, and limited buffer capacity. 

Performance analysis showed that the model represents the interactions of the network accurately. 

Thus, it was used to analyze various aspects of the performance of the WCM system. The results 

were then used to propose improvements to the WCM system based on adapting the thresholds 

according to the locations of nodes. Furthermore, the complexity of the system was discussed and 

it was concluded that the performance gains from the WCM system outweigh the costs. 
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Chapter 5 

Learning in Cognitive Networks using 

the Q-Learning Algorithm 

   The goal of the learning protocol is to build a knowledge base over time that can enhance 

network performance. In this chapter, we will study how learning can be performed in cognitive 

networks using the Q-Learning algorithm. First, some fundamental design concept about how to 

design a learning protocol using Q-Learning are introduced. Afterwards, a learning protocol for 

WSNs is proposed that targets multiple end-to-end goals and constraints. Finally, extensive 

computer simulations are used to evaluate the performance of the proposed protocol. 

5.1 Fundamental Design Concepts 

   As mentioned in Chapter 3, the Q-Learning algorithm has three main elements: policy, reward 

function, and value function. Thus, in order to design a learning protocol based on Q-Learning, 

these three elements have to be specified. Policy is designed by carefully choosing a set of states 

that can accurately represent the system. It is preferable to choose states reflecting controllable 

parameters so that when the system changes those parameters the state changes as well. For 

example, the state of the system can be represented using the values of transmit power, data rate, 

size of contention window, and source loading rate that are currently being used. Thus, when the 

system changes the transmit power, data rate, etc. the state changes. This way, the learning 

protocol can monitor the actions executed by the system simply by monitoring its states. 
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Nevertheless, there is a tradeoff between learning speed and accurate representation. In order to 

represent the system accurately, multiple controllable parameters may have to be included. 

However, as the number of parameters increase, the possible number of states increases, which 

means that it may take a long time for the learning protocol to encounter these states and evaluate 

their performance. It is up to the designer to choose an appropriate number of parameters that can 

provide sufficient accuracy in system representation while achieving an appropriate learning 

speed. It is important to note that the appropriate learning speed depends on the nature of the 

network and the application. In highly dynamic networks, learning has to be performed before 

network conditions change so that this knowledge can be used. 

   On the other hand, the purpose of the reward function is to evaluate the performance achieved 

when the system is in a particular state. Thus, the reward function should target the end-to-end 

goals of the application and the constraints that may be present. For example, the reward function 

may consider energy consumption, throughput, buffer capacity, or PLR. Application requirements 

can be used to identify the appropriate thresholds for each of these parameters and rewards will 

be given to the states that satisfy these thresholds.  

   Finally, the value function (Eqn 3.9) is used to accumulate the rewards over time. These 

accumulated rewards are stored in a table that can be used as a knowledge base by the system to 

choose the states that achieve the best performance. In order to calculate the value function, the 

designer has to choose values for the learning rate, ε, and the discount factor, . In highly 

dynamic networks, it is better to focus on short term rewards since the varying network 

conditions will render the long term rewards useless. Thus, in this case, ε should approach 1 and 

 should approach 0. Conversely, in networks that are not dynamic, it may be desirable to strive 

for long term rewards to improve the accuracy of the knowledge base. Therefore, in this case ε 

should be small and  should approach 1. 
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5.2 Designing a Learning Protocol for WSN 

   In this section, a learning protocol will be proposed for the WCM system in Case Study 1 

(Chapter 4, Section 4.2). This WCM system targeted WSNs with multiple end-to-end goals and 

constraints. Thus, the objective of the proposed learning protocol is to build a knowledge base 

that improves the performance of the WCM system. The learning protocol monitors the actions 

executed by the WCM system and evaluates the resulting performance level. The outcome of this 

evaluation is stored in a table that the WCM can use to determine the parameters that can achieve 

the end-to-end goals of the network. This can be of great importance, especially in large 

networks, where the learning protocol can have significant advantages in evaluating the options 

available. Moreover, in dynamic networks, the learning protocol can be used to determine links 

that are more stable, since these are the links that will observe higher values and long-run 

rewards. However, in order to ensure efficient performance while guaranteeing low complexity in 

terms of memory requirements and overhead, the learning protocol has to be implemented in a 

distributed way and achieve learning at sufficiently high speed.  

   The network model used in this chapter is the same one used in Section 4.2.1. Thus, a clustered 

hierarchy is assumed with regular sensor nodes mobile according to the random walk model. The 

learning protocol is implemented at the CHs, since this is where the WCM is implemented. In 

order to design a policy with a limited number of states (so that learning time and table sizes are 

reduced), we have chosen to represent the state of any node using the combination of {transmit 

power (Tx), data rate (R), next hop index (NI)}. These parameters were chosen because they can 

be controlled by the WCM and their impact can propagate across several nodes in the network. 

For example, changing transmit power or next hop can affect the level of interference or 

introduce congestion among several nodes. Therefore, by considering these parameters in the 

learning protocol, the system can learn how executing one decision at a particular node may 

affect the overall performance of the network. Accordingly, the set of actions that are considered 
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by the learning protocol are {increase transmit power, decrease transmit power, increase rate, 

decrease rate, change next hop}. The last action is executed when routing is invoked. Therefore, 

an example of the value table of each node is shown in Figure 5.1. 

 

Figure 5.1 Initial Q-value table at each node 

   The next step is to determine the reward system that will be used to evaluate the actions taken 

by the WCM. The proposed reward system has to monitor the rate of energy consumption and 

throughput, since these are the end-to-end goals of the WCM. Furthermore, it will consider the 

rate of buffer consumption, in order to avoid congestion, and PLR, in order to ensure that the 

desired reliability levels are achieved. In order to determine how rewards are given for these goals 

and constraints, the application requirements are incorporated. Therefore, if the required lifetime 

is X time slots and the initial battery power of the node is E mAhr, then energy consumption 

should not exceed E/X mAhr/time slot per node, or ME/X mAhr/M time slots per node. Similarly, 

if the required throughput is T packets per time slot, then the throughput should be at least MT 

packets/M time slots per node. Moreover, PLR at each node should be less than PLRH, as 

specified in Section 4.2.2.2.1. Finally, the rate of buffer consumption should be less than or equal 

to zero so that the buffer is not consumed, rendering the node unable to receive any more packets 

and creating congestion. Note that monitoring is done every M consecutive time slots to get a 
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clearer picture about system performance, since parameters may fluctuate from one time slot to 

another. The flowchart for calculating the reward rt+1 in Eqn 3.9 is shown in Figure 5.2. 

 

Figure 5.2 Flowchart for calculating the rewards of the learning protocol 

   The flowchart in Figure 5.2 shows that no reward is given unless all the goals of the system are 

satisfied. If at least one goal is not satisfied, the reward is zero. In addition, the reward increases 

as the performance improves. For example, if the buffer consumption is zero, meaning that the 

remaining buffer capacity is neither increasing nor decreasing, then the reward is 10. However, if 

the buffer consumption is less than zero, meaning that the remaining buffer capacity is increasing, 

the reward is 50. Note that the numbers 10 and 50 were chosen arbitrarily to differentiate between 

different levels of performance. Thus, states with better performance get higher rewards.  

   As the WCM system operates, the learning protocol accumulates knowledge about the different 

states and actions. Every M time slots the CH will execute the algorithm in Figure 5.2 and 

calculate the reward. This reward will be used in Eqn 3.9 to calculate the Q-value of the current 
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{state, action} pair and this value is stored in a table similar to the one in Figure 5.1. Note that we 

use ε = 0.5 to give the same importance to new and old knowledge. Moreover, we start the 

algorithm with  = 0 to improve the learning speed and this value is increased by 0.1 every X/20 

time slots until it reaches 1. At that point it would be desirable to strive for long term rewards. In 

addition, we put a safety condition that if rt+1 = 0 for 5M consecutive time slots, then knowledge 

of this {state, action} pair is reset to zero, since confidence in this knowledge can no longer be 

guaranteed. This is important in dynamic networks to ensure that information in the table is not 

outdated. The WCM system can use information from the Q-table to make more informed 

decisions about the parameters to be used. 

5.2.1 Distributed Learning 

   The algorithm described above enables the CHs to learn about the nodes in their clusters. 

However, this learning process is independent for each CH and does not consider effects from 

neighboring clusters. For example, a node may transmit to a next hop that is present in a different 

cluster, thus affecting its level of congestion. In another example, choosing a particular transmit 

power level may impact the level of interference at nodes in a different cluster. In order to 

consider such effects, a distributed cooperative learning process must be designed. Information 

about the performance of nodes (Q-values) must be exchanged between clusters and combined at 

the CH to improve the accuracy of the learning process. The effects of different clusters on each 

other are illustrated in Figure 5.3. 
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Figure 5.3 The effects of inter-cluster interactions on the learning protocol 

However, it may be prohibitive to exchange the complete Q-value tables between clusters. 

Therefore, to limit the overhead, only Q-values of nodes that may be affected by the decisions of 

different clusters will be exchanged. Particularly, nodes at the borders of the clusters are more 

likely to be affected by other clusters. Thus, if node A and B are present in clusters 1 and 2, 

respectively, and are 1-hop neighbors of each other, their Q-values will be exchanged between 

CH1 and CH2. The set of nodes that are included in the information exchange process between 

clusters is called the common zone. 

   Once information becomes available from different CHs, they can be combined to calculate 

new Q-values. This is done using the Distributed Value Function (DVF) [19]. Using DVF, the Q-

values for each {state, action} pair is calculated as 
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Eqn  5.1

                   

 

Where f is a weight factor that can be used to give more importance to information from certain 

nodes. In this thesis, equal importance is given to all nodes. Thus, f = 1/|common_zone|, where 

|common_zone| is the number of nodes in the common zone. Note that distributed learning 
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requires more overhead that has to be justified. In networks with high node density, the common 

zones may be large and their effects on performance may be significant. On the other hand, in 

low density networks, the common zones may be small and their effects may be ignored. In this 

case, learning may be done independently at each CH. 

5.2.2 Improving the Learning Speed 

   At the start of network operation, each node may have several options to choose from regarding 

transmit power, data rate, and next hop. Even though exploring these options may be necessary to 

evaluate their performance levels, it would be desirable to identify the options that are more likely 

to achieve better performance. In this thesis, the geographical locations of nodes are used at each 

CH to calculate the possible number of interferers for each node. Since different transmit powers 

can be used at each node, the interference range will depend on the transmit power used. Thus, 

the interference range when transmit power x is used can be designated as IR(x). To illustrate how 

the possible number of interferers can be calculated, consider the nodes and their interference 

ranges, shown in Figure 5.4. 

 

Figure 5.4 Interference ranges of nodes according to the transmit power used 
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   As Figure 5.4 shows, node j has three possible interferers {A, B, C}. Node A is transmitting 

using the minimum transmit power and so its interference range is IR(1). Since node j is within 

IR(1), interference will occur at j whenever A transmits. On the other hand, node j is within IR(2) 

of node B, which means that interference will occur at j only if transmit power equal to, or higher 

than, transmit power 2 is used at B. Similarly, interference will occur at j from C only if node C 

uses the maximum transmit power (transmit power K). Thus, the number of possible interferers, 

INTj, at each node j can be calculated using 

                                                       
, ( )

1 1
,

1 ( ( ))
z j IR i

K N K

j d z

i z y i
z i j

INT Tx y


  


                                   Eqn  5.2 

Where K is the number of transmit powers available, N is the number of nodes in the network, 1{.} 

is an indicator function that is equal to one only if the conditions in {.} are satisfied, and πz(Tx(y)) is 

the probability that node z transmits using transmit power Tx(y). Note that, initially, information 

about πz(Tx(y)) will not be available. Thus, it is assumed that nodes may use all transmit powers 

with equal probability. After the network operates, these probabilities change and can be 

recalculated. Thus, each CH will obtain this information from their clusters and calculate Eqn 5.2 

for each node. Then, the neighbor with the minimum INTj will be chosen. This process is repeated 

every M time slots to give enough time for probabilities in Eqn 5.2 to change. 

5.3 On the Complexity of the Learning Protocol 

   The complexity of the learning protocol is constant and depends mainly on the number of steps 

needed to execute the algorithm in Figure 5.2. This figure shows that there are no loops in the 

execution of this algorithm. It consists only of if statements and variable assignments. In addition, 

in the case of independent learning, there is no extra overhead required since the protocol uses the 

information already required by the WCM system. Thus, the overhead of the learning protocol is 

the same as that of the WCM system. However, extra overhead is required in distributed learning 
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to exchange the necessary information about nodes in the common zone. Nevertheless, the cost of 

implementing the learning protocol lies mainly in the memory requirements of the learning tables. 

The memory required increases with network size and the parameters being considered. Thus, 

prudent design is required to achieve a compromise between memory consumption and 

performance gain. This means that the learning protocol will primarily be suitable for networks 

with vast resources and dynamic operation. In these networks, the knowledge base built by the 

learning protocol can lead to significant performance gains that justify the cost of its 

implementation. 

5.4 Simulation Results 

   In this section, the performance of the learning protocol is studied using extensive computer 

simulations. The same simulation parameters and setting in Section 4.2.4 are used here. Thus, 

parameters from the IEEE Standard 802.15.4 are used and the performance of the protocol is 

compared to the TABU-RCC [29], EECCR [31], and Symphony [51] protocol. Since the 

simulation results in Section 4.2.4 have shown that the performance of the WCM system is 

similar in grid and random topologies and flat hierarchies, simulations in this section will only 

consider grid topologies. However, simulations will include the “independent learning” protocol, 

where the WCM system is combined with a learning protocol that does not employ the algorithms 

proposed in Sections 5.2.1 and 5.2.2 for distributed learning and improved learning speed. In 

addition, simulations will include the “distributed learning” protocol where the WCM system is 

combined with the complete learning protocol, including the algorithms in Sections 5.2.1 and 

5.2.2. The thresholds for the learning protocol are calculated in the same way as the thresholds for 

the WCM system in Section 4.2.4. Furthermore, nodes are assumed to be mobile with average 

speed 1.5m/s unless mentioned otherwise. 
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5.4.1 Evaluating the Performance of the Learning Protocol using Multiple 

Goals 

   In this Section, nodes are initially deployed in a pre-determined grid pattern. In the first 

experiment, the application requirements as Section 4.2.4.1.1 will be used. Thus, the target 

network lifetime is 1500 cycles, the minimum aggregate throughput is 50 kbps, reliability is 98%, 

and coverage is 100%. Only the metrics of network lifetime, throughput, and PLR will be studied 

in this section, since the learning protocol has no effect on the number of active nodes or the 

coverage that can be achieved. Simulation results are shown in Figures 5.5-5.7. 

 

Figure 5.5 Network lifetime results of the learning protocol with two end-to-end goals 
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Figure 5.6 Throughput results of the learning protocol with two end-to-end goals 

 

Figure 5.7 PLR results of the learning protocol with two end-to-end goals 
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   Figures 5.5-5.7 show that the learning protocol improves the performance of the WCM system 

in metrics of network lifetime, throughput, and PLR. In addition, distributed learning has better 

performance than independent learning. The improvement in performance increases as the size of 

the network increases. This is because larger networks have more possible combinations of 

routing, transmit powers, and data rates that can be used by nodes. Thus, the learning protocol 

becomes more valuable in evaluating these options and determining which ones are able to 

achieve the end-to-end goals of the network. The algorithm in Section 5.2.2 improves the learning 

speed, which means that the knowledge base can be used faster, even in larger networks. Figure 

5.7 shows an improvement in PLR, which is also a reason for the improved throughput (due to 

the higher success probability of packet delivery). This is because links that are stable and have 

higher quality will be given higher rewards by the learning protocol. This is particularly 

important in the presence of mobility, where the learning protocol becomes very useful in 

identifying links that can achieve better performance. 

   In the next experiment, the performance of the learning protocol will be investigated with the 

application requirements that were used in Section 4.2.4.1.2. Thus, the minimum aggregate 

throughput is 15 kbps and the system strives for maximizing network lifetime. The same 

constraints of PLR and coverage are used. The simulation results are shown in Figures 5.8-5.9. 

Note that the results for PLR were not shown because they were quite similar to the ones in 

Figure 5.7. 
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Figure 5.8 Network lifetime results of the learning protocol with one end-to-end goal 

 

Figure 5.9 Throughput results of the learning protocol with one end-to-end goal 
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   The results in Figures 5.8-5.9 confirm those in Figures 5.5-5.6. Particularly, the learning 

protocol improves the network lifetime and throughput performance of the WCM system and the 

distributed learning protocol achieves better performance than the independent learning protocol. 

These results illustrate that the learning protocol provides a knowledge base that can improve the 

performance of the system by directly addressing the end-to-end goals. Thus, even if the 

application requirements change, simply adjusting the constraints of the protocol would enable it 

to address the application requirements efficiently. 

5.4.2 Evaluating the Performance of the Learning Protocol in Different 

Mobility Conditions 

   Due to the importance of the effects that mobility have on learning speed, this section studies 

the performance of the learning protocol under different node speeds. The application 

requirements that were used in Section 4.2.4.1.1 will be used here. Thus, the target network 

lifetime is 1500 cycles, aggregate throughput required is 50 kbps, reliability is 98%, and coverage 

is 100%. Furthermore, the network size is fixed at 400 nodes and the mobility is varied from 

1.5m/s to 4m/s. The simulation results for network lifetime, throughput, PLR, and percentage of 

area covered are shown in Figures 5.10-5.13. 
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Figure 5.10 Network lifetime results of the learning protocol under different node speeds 

 

Figure 5.11 Throughput results of the learning protocol under different node speeds 
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Figure 5.12 PLR results of the learning protocol under different node speeds 

 

Figure 5.13 Percentage of are covered with the learning protocol under different node speeds 
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   The results in Figures 5.10-5.13 show that the learning protocol improves the performance of 

the WCM system under low speeds in metrics of lifetime, throughput, PLR, and percentage of 

area covered. As the speed increases, the performance converges to the performance of the 

standalone WCM system. This is because, in highly dynamic networks, the network topology 

changes very quickly and the information accumulated in the knowledge base becomes obsolete. 

For example, as the node moves its set of neighbors changes, giving it a new set of states that 

have to be explored by the learning protocol. However, due to the measures implemented in the 

proposed learning protocol to delete the information if new rewards are not constantly 

accumulated, the WCM system does not end up using this obsolete information and the 

performance does not deteriorate below the standalone WCM system. In addition, Figures 5.10-

5.13 show that distributed learning perform better than independent learning, especially at low 

speeds, due to its ability to produce more accurate learning information and learn at faster speeds. 

Nevertheless, the performance of distributed learning also converges to the performance of the 

standalone WCM system at high node speeds. 
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5.5 Summary 

   In this chapter, learning in cognitive networks based on the Q-Learning algorithm was studied. 

Fundamental design concepts on how to use Q-Learning to design a learning protocol were 

introduced. Furthermore, a learning protocol was proposed for the WCM system that targets 

WSNs with multiple goals and constraints. Novel policy and reward systems were presented that 

target the end-to-end goals of the WCM. Moreover, methods for implementing this protocol in a 

distributed way and to achieve learning at high speeds were presented. The performance of the 

learning protocol was investigated using extensive computer simulations. The results show that 

the protocol improves the performance of the WCM system in metrics of lifetime, throughput, 

and PLR. The results also show that the learning protocol is easily adaptable to the different 

application requirements that may be present. Finally, the simulation results also showed that, 

under high node mobility, the performance of the learning protocol converges to the standalone 

WCM system and does not deteriorate below it. 

  



172 

 

Chapter 6 

Conclusions and Future Directions 

6.1 Conclusions 

   In this thesis, novel cognitive solutions for resource management in WSNs with challenging 

applications were proposed. These solutions included a reasoning machine, which was designed 

using the mathematical tool known as WCMs, and a learning protocol, which was designed using 

the Q-Learning algorithm. The thesis proposed general guidelines for designing different parts of 

the reasoning and learning systems as well as case studies that considered different types of 

networks and different application requirements. In addition, a theoretical model based on MC 

was proposed to analyze the performance of the WCM system. 

  In Chapter 2, a review of some important related research efforts was offered. Some examples 

were given for proposals in several research topics in WSNs such as resource management, 

connectivity and coverage, QoS support, and mobility support. It was concluded that the current 

leading design methodologies, such as cross-layer design, are not sufficient to address the 

evolving needs of WSNs. Thus, cognitive networking was studied as a new research direction in 

WSNs. Research efforts utilizing several CI tools, such as game theory, neural networks, and 

evolutionary algorithms, were reviewed. Even though these tools offer better prospects for 

network performance, they have limitations in adapting to changing network goals and 

conditions. In addition, their complexities increase as the number of goals and constraints 

increase. Thus, it was concluded that new CI tools are desired for designing cognitive networks. 
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   In Chapter 3, some important background information was reviewed. This information was 

necessary for the understanding of the proposed cognitive solutions. Guidelines for choosing the 

end-to-end goals and constraints of the system were presented. In addition, the CI tools known as 

WCMs and Q-Learning were identified for the design of the cognitive solutions. A review of their 

fundamentals was given, which illustrated their potential and the flexibility that can be achieved 

in system design with their utilization.  

   Afterwards, Chapter 4 presented the details of the design of the first cognitive solution, which is 

the reasoning machine. The chapter started with some general guidelines for using WCMs to 

design the reasoning machine for any network. Then, two case studies were proposed. The first 

case study addressed the needs of WSNs with challenging applications. The WCM of this case 

study considered the conflicting end-to-end goals of network lifetime and throughput, as well as 

the constraints of coverage, congestion, and link quality. The WCM monitored network operation 

and took fast and efficient actions whenever one of the goals or thresholds was violated. 

Extensive computer simulations were used to investigate the performance of this system. Multiple 

scenarios, simulation conditions, and application requirements were studied. The results clearly 

show that the WCM system was able to adapt to changing application requirements and achieve a 

good compromise between the conflicting end-to-end goals. In addition, it was shown that the 

focus of the WCM system can easily be changed by adjusting the thresholds. Thus, the system 

was able to maximize one goal instead of two when the situation required it. Therefore, it can be 

concluded that the system is quite efficient in networks with challenging applications and 

conflicting goals and can adapt to changing application requirements efficiently.  

   On the other hand, the second case study presented in Chapter 4 addressed QoS support in an 

ad-hoc network with challenging applications. The WCM in this case study considered the goals 

of throughput, delay, and reliability, in addition to the constraints of congestion and energy 

consumption. Furthermore, this WCM was designed to be application-aware and context-aware. 
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Thus, to support QoS requirements, the WCM considered call admission and scheduling and 

offered the users the flexibility to change their roles (priorities) or application requirements 

seamlessly. Extensive computer simulations showed that the WCM system was able to support 

QoS requirements efficiently, with acceptable service disruption and call dropping percentages. 

Thus, it can be concluded that the WCM system can be used to address the needs of different 

network types and is able to support challenging applications efficiently. 

  In addition, Chapter 4 presented an elaborate theoretical framework that models the operation of 

the WCM system for WSNs. This model was designed using multiple interacting MCs and 

considered multiple aspects of system operation such as sleep/active dynamics, routing, and 

limited buffer capacity. Performance analysis showed that the theoretical model was able to 

represent the operation of the system accurately. Thus, the model was used to analyze different 

aspects of system operation, where it was observed that the performance of nodes is dependent 

upon their distance from the sink. Thus, modifications were proposed to the WCM system in 

order to adapt its thresholds according to the node location. Simulation results showed that these 

modifications achieved load balancing and were able to extend network lifetime, especially in 

larger networks. The complexity of the system was also discussed, and it was concluded that the 

performance gained from implementing the WCM system far outweigh the costs. 

   In Chapter 5, the learning protocol was proposed based on the Q-Learning algorithm. Similar to 

Chapter 4, this chapter started with some general design guidelines. Then, the details of the 

protocol were proposed including how to design a policy and a reward system. Furthermore, 

methods for improving learning speed and achieving distributed learning over multiple CHs were 

offered. Extensive computer simulations showed that the learning protocol was able to improve 

the performance of the WCM system in several metrics such as network lifetime and throughput. 

The performance improves in larger networks as the impact of the learning protocol becomes 

more pronounced with more network resources. However, it was concluded that the complexity 
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of the learning protocol was dependent on the network size and the number of parameters 

considered.  

   Therefore, it can be concluded that the proposed cognitive solutions can provide significant 

performance gains and that WCM and Q-Learning can be seen as a flexible, adaptive, and 

efficient tools of cognitive network design. This may provide possibilities for new applications 

that could not be previously considered. 

6.2 Future Directions 

   There are several directions that can be explored by researchers who are interested in using the 

tools and techniques proposed in this thesis. Some of these are listed below. 

 It would be interesting to see new installations for the cognitive solutions in different network 

types. Due to the flexibility of WCMs and Q-Learning, applications such as highway safety 

monitoring [105], smart grids [114], and environmental monitoring can be explored. 

 A hardware implementation of the cognitive solutions would provide significant insights into 

its performance and ways in which it can be improved. Deployments in several environments 

such as urban, rural, forests, etc. can illustrate the suitability of the proposed cognitive 

solutions for different applications. 

 It would also be beneficial to compare the performance of the cognitive solutions with 

different underlying protocols, such as different routing protocols, MAC protocols, etc. It is 

important to note that the proposed solutions impose no restrictions on the protocols to be 

used. In fact, its flexibility allows it to consider several protocols in any layer, depending on 

the application requirements. 

 As the popularity of WSNs increases, the user requirements will evolve as well. Thus, in the 

future, the cognitive solutions may need to be modified or combined with other CI tools to 

address these evolving needs. 
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 Cognitive radio [8] is another research direction that is becoming increasingly popular among 

researchers. This technique allows radio devices to use licensed bands for their transmission 

only when these bands are not being utilized by their primary users. It would be interesting to 

see how cognitive radio can be incorporated into the cognitive solutions and the challenges 

that would have to be addressed (such as spectrum sensing). 

 Since the cognitive solutions rely on monitoring network parameters to take actions, building 

a comprehensive profile for these parameters may improve system performance. Some aspects 

of the environment are deterministic and can be easily calculated. For example, the inherent 

correlation that may be present in the shadowing can be used to enhance routing decisions. 

This idea was explored in [115]. 
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