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Abstract 

This research examines a new concept called information systems (IS) control alignment, 

which refers to the degree that controls within an IS process such as systems development are 

similar to an ideal profile of controls. IS controls are used to influence the behaviour of 

employees, often via approaches such as formal policies or managerial oversight. Many 

companies continue to struggle with ineffective IS controls, as evidenced by underperforming 

systems development projects, ongoing security breaches, and inconsistent service from third-

party providers. A qualitative case study approach is adopted, drawing on data collected via 

interviews and company documents. IS controls are found to most effectively achieve their 

objectives when they are grouped into mutually reinforcing profiles characterized by either agile 

attributes (e.g. evolution, innovation), traditional attributes (e.g. stability, prevention), or hybrid 

attributes that are employed based on unique organizational circumstances. Findings from this 

research will help organizations to better achieve their goals by identifying IS controls that 

complement, rather than conflict, with one another. By more closely examining the implications 

of IS control choice, organizations can better understand how to influence employee behaviour 

and oversee day-to-day operations, a topic that is increasingly on the minds of executives and 

shareholders in light of the rash of business failures in recent years. Findings will also contribute 

to the academy by conceptualizing and empirically evaluating the new concept of IS control 

alignment, as well as building theory regarding the relationships between IS processes, controls, 

and employee behaviour. 
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Chapter 1 

Introduction 

“We are a car that has 12 cylinders but is only firing on eight. I can get it to at 

least 10. There is a lot of upside. The point is to undo the bureaucracy without 

losing control.” 

-Stuart Gulliver, Chief Executive of HSBC, Interview with 

Henny Sender, Financial Times, February 25, 2011.  

 

 Today’s organizations continue to struggle with ineffective information systems (IS) 

processes, as indicated by reports of underperforming IS development projects (Barclay, 2008; 

Henry, McCray, Purvis, & Roberts, 2007), ongoing IS security breaches (Chenoweth, Minch, & 

Tabor, 2010; Khansa & Liginlal, 2009), and inconsistent service from third-party providers 

(Bayuk, 2009; Durkee, 2010). Past academic and practitioner reports suggest that two key factors 

contribute to this ongoing challenge: the rapid pace of technology change and evolving regulatory 

requirements. Due to the rapid adoption of new technology-related processes, including recent 

trends towards cloud computing and agile development, maintaining an up-to-date collection of 

controls that is effective in addressing risks can be challenging for managers (Rai & Chukwuma, 

2010). As well, many organizations are under pressure to conform to recent changes in 

compliance regulations and rely on consultants to aid in the design and implementation of IS 

controls. The result is a collection of controls that are aimed at fulfilling financial statement audit 

requirements, but do not necessarily consider the unique aspects of each organization’s situation 

in order to derive strategic and operational benefits (Sollis, 2010).  
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 Control refers to the attempt to affect the behaviour of others as a means to achieve goals 

(Davis, 1940; Flamholtz, Das, & Tsui, 1985; Tannenbaum, 1962).  It encompasses a wide range 

of activities, from managerial oversight to establishing formal policies to defining output 

expectations for employees. For example, an IS department transitioning from internally-provided 

technology services to an offshore model will typically experience changes in their control 

structure. Under an internal approach, a manager might have visually monitored the behaviour of 

employees to detect if their activities were in accordance with set procedures in order to 

maximize the efficiency of the process; however, under an offshore arrangement, such a control 

approach may no longer be feasible. The manager may instead rely on a formal contract 

guaranteeing a defined level of service relating to server uptime or bug-free lines of code as a 

means to prevent any performance issues from occurring and achieve optimal systems 

development quality. 

 IS departments are responsible for the execution of a wide variety of technology-related 

processes, including systems development, maintenance, strategic planning, user training, 

security, incident management (e.g. helpdesk), data management (e.g. backup and recovery), and 

facilities management (e.g. data centre physical security). Due to the changing nature of 

technology tools and techniques used to support these processes, managers responsible for 

overseeing day-to-day operations, as well as higher level IT governance, can struggle to 

determine what controls are most appropriate for a particular situation (Farahmand, 2010; 

Natovich, 2009; Raval, 2010).  

 Following the well-publicized business failures of the early 2000s, including Enron, 

WorldCom, Tyco, and Nortel, the importance of more rigorous governance and control 

evaluations has emerged. This increased focus on controls by auditors applies not only to 
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financial processes, but also to the information systems processes that support financial 

transactions. In recent years, both accounting firms and large organizations subject to new 

compliance regulations have adopted a range of IS control guidelines such as the Information 

Systems Audit and Control Association’s COBIT (Control OBjectives for Information and related 

Technology) framework and The Committee of Sponsoring Organizations of the Treadway 

Commission (COSO) internal control framework. These guidelines have provided useful, 

practical guidance for practitioners, auditors, and consultants in selecting controls that address a 

range of organizational and process risks. 

 However, the regulatory focus has led to additional challenges for organizations. 

Financial auditors advocate the implementation of organization-wide controls that fulfill financial 

reporting guidelines. Although this approach may overlap with some internal IS process 

objectives, in many cases it does not. The result is a collection of IS controls advocated by 

auditors to fulfill financial statement guidelines that conflict with IS controls advocated by 

management to fulfill strategic and operational goals. Because of the lack of any guidance to 

organizations on how these diverse controls work together or conflict with each other, uncertainty 

exists about how to optimize the selection, implementation, and monitoring of all IS controls. In a 

recent annual survey of the top ten technology-related issues for Canadian Chartered 

Accountants, all of the practitioner concerns include an IS control element, including data 

integrity, legal compliance, and infrastructure management (Datardina & Parker, 2011). 

 This research aims to address this practical problem by using a new approach referred to 

as IS control alignment, which refers to the degree that controls within an IS process are similar 
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to an ideal profile of controls
1
. Although no research has yet been conducted on benefits that 

might stem from control alignment, due to similarities between the phenomenon and other forms 

of alignment research, it is expected that strong control alignment has the potential to result in 

organizational benefits. Appendix A presents two sample scenarios that outline different types of 

controls, as well as situations with differing degrees of control alignment, which will be defined 

in detail in the following section. 

 To evaluate the alignment of IS controls, I examine the similarity between the control 

characteristics of an IS process and an ideal profile of control, using an approach that follows 

Venkatraman’s (1989) profile deviation view of alignment. In doing so, I address the research 

question: how does IS control alignment function in organizations? A qualitative approach is 

employed in six case studies at four organizations to investigate how controls are configured 

within IS processes and what consequences the degree of control alignment can have on the 

achievement of objectives. 

 This thesis aims to provide insights into the theoretical relationships between controls and 

information systems processes, as well as actionable solutions for practitioners to address their 

ongoing technology management and governance challenges. The opportunity to better 

understand the relationship between controls, as well as the organizational consequences of IS 

control choices, is an issue that is of increasing importance to both practitioners and academics. 

Corporate governance concerns are increasingly on the minds of executives, shareholders, and the 

public, in light of the rash of business failures in recent years. Where IS controls are ineffective, 

                                                      

1
 The use of the term ‘ideal’ is employed in a manner consistent with past alignment research such as 

Venkatraman (1989), which denotes a particular pattern of variable characteristics that corresponds to a 

positive relationship with a criterion variable. In the context of this research, the term is neither intended to 

suggest that only a single ideal profile exists, nor that the control characteristics defined within the profile 

are exhaustive or absolute. 
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organizations can be exposed to significant risks regarding the accuracy of their financial records 

and reliability of their technology systems (Mehta, 2010). 

 In the remainder of this chapter, key definitions used throughout the research will be 

discussed, the research philosophy will be outlined, and boundaries to the research will be 

established. The chapter will conclude with an outline of the subsequent sections of the thesis. 

1.1 Key Definitions 

 Establishing clear definitions of the key terms to be used in this research program is an 

essential element to developing an unambiguous and understandable approach. The following 

section outlines the terminology used, including justification as to why alternative definitions of 

the terms were not adopted. It is not intended as a literature review or critique of the terminology, 

but rather an opportunity to establish a common understanding of the specific terms. 

1.1.1 Control 

 In the context of this research, control is defined in a manner consistent with the 

managerial and information systems literature as the attempt to affect the behaviour of others as a 

means to achieve goals (Davis, 1940; Flamholtz, et al., 1985; Tannenbaum, 1962). Groups of 

controls that are executed together in relation to a particular process are often referred to as a 

portfolio of controls (Choudhury & Sabherwal, 2003; Kirsch, 1997). Choosing the most 

appropriate control in a particular circumstance is commonly viewed as being at the discretion of 

the controller (e.g. manager), based on the related context (e.g. organizational, departmental, 

process) (Kirsch, 1997). 

 Broadly defined, control can occur anywhere the behaviour of others is attempting to be 

influenced. The focus of this research is control within organizations; specifically, control related 

to information systems activities, which is considered to be a subset of overall organizational 
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control. Three categories of definitions have been established to distinguish between key control 

concepts (refer to Appendix B for the complete listing). The first category is concerned with the 

boundaries of the control concepts being studied. These definitions highlight the specific focus of 

the control being investigated, such as organizational control, managerial control, and financial 

control. 

 A second collection of definitions distinguishes between the unique characteristics of 

control. These definitions consider variance between particular aspects of control and assign 

specific terms to represent the different types of control that can exist. For example, control 

modes are a widely used categorization that distinguish different types of control on the basis of 

the controller-controlee relationship (e.g. manager-subordinate control versus control over a 

group), as well as the nature of the control mechanism (e.g. control through monitoring behaviour 

versus control by setting output targets). Other definitions in this category include distinctions 

between formal/informal control, preventive/detective/corrective control, and 

controlee/controller-driven. 

 A third category of control-related definitions focuses on various approaches to control. 

These definitions consider the higher-level strategies and outcomes of employing control. The 

definitions in this category are concerned with the reasons leading to the choice of a particular 

control, as well as the characteristics of different types of controls that can be put into place. 

 From the perspective of this research, the definitions listed in Appendix B that are seen to 

be most salient to the study of IS control alignment are information systems control (i.e. attempts 

to affect the behaviour of others as a means to achieve objectives related to the development, 

operation, and use of information systems), internal control (i.e. the policies and procedures used 

to aid in achieving objectives), and the objectives/practices/effects approach. These definitions 
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are most applicable to the IS control alignment phenomenon as they recognize the unique control 

aspects of information systems processes, while also building on the past research of related 

fields such as management and accounting. A detailed examination of past research in the area of 

IS control in organizations is examined in the following chapter. 

 The concept of control is sometimes confused with other related terms such as 

governance, power, authority, and influence (Flamholtz, et al., 1985; Tannenbaum, 1962). Some 

prominent definitions for these terms are noted in Table 1. Drawing from these views, I 

distinguish control from other related concepts on the basis of three key characteristics: it requires 

action, has uncertain effectiveness, and applies within any organizational process. 

Term Unique Characteristics of the Term 

Governance Corporate governance is “the determination of the broad uses to which 

organizational resources will be deployed and the resolution of conflicts 

among the myriad participants in organizations” (Daily, Dalton, & Cannella 

Jr., 2003, p. 371). 

 

(IS context) Governance “represents the framework for decision rights and 

accountabilities to encourage desirable behaviour in the use of 

IT...governance is about systematically determining who makes each type of 

decision (a decision right), who has input to a decision (an input right) and 

how these people (or groups) are held accountable for their role. Good IT 

governance draws on corporate governance principles to manage and use IT 

to achieve corporate performance goals” (Weill, 2004, p. 3). 

Power Power is the ability to get someone to do something against their will (Dahl, 

1957). 

 

Power is “the determination of the behaviour of one social unit by another” 

(Hickson, Hinings, Lee, Scneck, & Pennings, 1971, p. 218). 

 

Power is the ability of one party to get another party to undertake an activity 

they would not normally do (Anderson & Weitz, 1989). 

Authority Authority is “the power to make decisions which guide the actions of 

another” (Simon, 1947). 

Influence Influence is defined as communication involving a face-to-face exchange 

between the communicator and the receiver which results in changed 

behaviour or attitudes on the part of the receiver (Merton, 1957). 

 

(IS context) “Influence is defined as the extent to which members of an 
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organization affect decisions related to the final design of an IS” (Robey, 

Farrow, & Franz, 1989, p. 1174). 

Coordination The direction of individuals’ efforts to achieve organizational goals (Faraj & 

Xiao, 2006; Kellogg, Orlikowski, & Yates, 2006). 

Table 1. Control-related Definitions 

 First, control requires action. That is, it consists of a series of activities that are 

systematically put into place over a period of time. Under this view, control is not simply the 

ability or desire to influence others, such as with power or authority, but is the actual realization 

of actions taken to attempt the influence of behaviour. In comparison, where coordination is 

defined as the direction of individuals to achieve goals (Faraj & Xiao, 2006; Kellogg, et al., 

2006), control is viewed as a more end-to-end process by including other supporting activities 

such as monitoring, oversight, and motivation of those individuals (Flamholtz, et al., 1985; 

Ouchi, 1979; Weber, 1947). 

 Second, the effectiveness of control is uncertain. Unlike the concept of influence, which 

is defined as the extent that decisions are altered (Robey, et al., 1989), the notion of control does 

not assume that behaviour changes actually do occur. Rather, as noted in the definition by 

Flamholtz et al. (1985), control is considered an attempt to influence behaviour and its intent is to 

influence people in a particular way. Whereas influence defines the extent that an individual or 

group’s behaviour can be modified, control refers only to the attempt to influence, not the actual 

extent of that influence. This view is consistent with Tiwana and Keil (2009), who categorize 

control based on characteristics of either ‘attempted control’ (i.e. a control that endeavors to 

influence employee behaviour) or ‘realized control’ (i.e. a control that actually succeeds at 

influencing employee behaviour). 

 Third, control applies within any organizational process. Control definitions tend to be 

intentionally general in terms of identifying the bounds of such processes, such as Tannenbaum 
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(1962) who argues that control refers to any process that affects the behaviour of others. The 

intent of control is not as specific at it is with governance, where the focus is on the use of 

organizational resources, decision rights, and accountabilities (Weill, 2004). Instead, control takes 

a broader view of achieving organizational goals, whatever they may be. This perspective also 

expands the collection of individuals involved in the control process. Whereas governance largely 

deals with senior managers who have the power and influence to make high level organizational 

decisions, control is conceptualized more broadly to include a wider range of organizational 

actors, including top management, middle management, and lower level employees, who can all 

act as controllers and/or controlees.  

1.1.2 Alignment 

 The concept of alignment has a number of definitions in an organizational context. At the 

broadest level, alignment refers to the “fit, match, agreement, or similarity between two 

conceptually distinct constructs” (Edwards, 1994, p. 51). That is, the extent to which two or more 

organizational dimensions meet theoretical norms of mutual coherence (Sabherwal, Hirschheim, 

& Goles, 2001). Within the field of information systems, the study of IS alignment has examined 

a collection of unique IS-based constructs and their alignment with other organizational 

constructs. Four dominant forms have been established: strategic alignment, structural alignment, 

cultural alignment, and project alignment (see Table 2).  

IS Alignment Type Definition 

Strategic Alignment Strategic alignment refers to the degree to which the business strategy 

and plans, and the IS strategy and plans complement each other (Chan & 

Reich, 2007b). 

Structural Alignment Structural alignment refers to the degree of structural fit between IS and 

the business. Structural alignment is influenced by the location of IS 

decision-making rights, reporting relationships, (de)centralization of IS, 

and the deployment of IS personnel (Chan & Reich, 2007b). 

Cultural Alignment Cultural alignment is the degree that an organization or nation’s culture 

is congruent with an organization’s IS strategy and objectives (Chan, 
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2002; Cram, 2011; Leidner & Kayworth, 2006) 

Project Alignment Project alignment is the degree to which an IS project’s deliverables are 

congruent with the organization’s IS strategy and project objectives 

(Jenkin & Chan, 2010). 

Table 2. IS Alignment Definitions 

 In broadly defining IS alignment, Henderson and Venkatraman (1999) consider the 

degree of fit and integration among business strategy, IS strategy, business infrastructure, and IS 

infrastructure. Similarly, Reich and Benbasat (2000) view IS alignment as the degree to which the 

mission, objectives, and plans contained in the business strategy are supported by the IS strategy. 

Building on the concept of strategy within IS alignment, Chan (2002) considers alignment more 

broadly to represent a series of simultaneous alignments bringing together an organization’s 

structure, strategy, and culture at the organizational, IS, and business unit levels. For this 

research, I will draw on Edwards’ (1994) broad definition of alignment relating to the similarity 

between two conceptually distinct constructs. This is more consistent with the view of IS control 

alignment, which evaluates the similarity between a set of constructs not yet explored in past IS 

research.   

1.1.3 Information Systems Control Alignment 

 A new concept that integrates the ideas of control and alignment is proposed in this 

research. IS control alignment is defined as the degree that controls employed within an IS 

process are similar to an ideal profile of controls. The unit of analysis for this research is at the 

process level, where an IS process is defined as “a collection of practices influenced by the 

enterprise’s policies and procedures that takes inputs from a number of sources, manipulates the 

inputs and produces outputs” (Information Systems Audit and Control Association, 2012, p. 19). 

The Control Objectives for Information and related Technology (COBIT), a governance and 

control framework, defines a total of 37 processes for the governance of enterprise IS and 
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classifies them into five groups: evaluate, direct and monitor; align, plan and organize; build, 

acquire and implement; deliver, service and support; and monitor, evaluate and assess 

(Information Systems Audit and Control Association, 2012). Refer to Appendix C for a complete 

listing of IS processes, as defined by COBIT. Examples of processes include: manage security, 

manage knowledge, manage service requests and incidents, and manage continuity. My focus is 

on determining the similarity between controls within an IS process and an ideal profile of 

controls. 

 The approach employed in this study to evaluate the alignment of IS controls draws on 

Venkatraman’s (1989) profile deviation perspective, which represents “the degree of adherence to 

an externally specified profile” (Venkatraman, 1989, p. 433). That is, alignment is determined 

through the internal consistency amongst multiple contingencies to a pre-defined ‘ideal’ profile. 

Where a high degree of similarity to this multi-dimensional profile is realized, a positive impact 

on the criterion variable is then expected; a low degree of adherence to the profile is expected to 

result in a negative impact on the criterion variable. Profiles can be established by drawing on 

either a theoretical or empirical configuration (Hirschheim & Sabherwal, 2001). By establishing a 

set of profiles that correspond to ideal patterns of IS control alignment, the level of control 

alignment is evaluated by determining how similar an IS process’ control profile is to the ideal 

profile. Three ideal profiles are proposed in this research, based on both past control theory and 

empirical observations: a traditional profile consistent with structured, stable, repetitive 

processes; an agile profile consistent with quickly changing, team-based processes; and a hybrid 

profile that draws on a variety of diverse controls to fit the requirements of a particular activity. 

Other methodological and theoretical bases were considered for this study, but were determined 

to be less suitable than a control-based alignment approach. Details regarding profile deviation, 
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the method used to evaluate IS control alignment, and the alternative approaches considered are 

provided in Chapters 3 and 8. 

 IS control alignment is positioned in this research as a phenomenon that is distinct from 

past conceptualizations of IS alignment (i.e. strategic, structural, cultural, project). The premise of 

IS control alignment originates from past alignment research; however, it is positioned in this 

study as a phenomenon that is unique in six important ways: core alignment constructs, level of 

analysis, behavioural element, temporal element, participant element, and alignment 

consequences. Table 3 highlights the differences across the four types of IS alignment. The 

shaded areas under the strategic, structural, cultural, and project alignment columns represent a 

comparison element that is considered to vary notably from IS control alignment. 

Comparison 

Element 

Strategic 

Alignment 

Structural 

Alignment 

Cultural 

Alignment 

Project 

Alignment 

IS Control 

Alignment 

Core 

alignment 

constructs 

Strategic 

planning and 

activities 

related to 

business and IT 

groups. 

Primarily 

focused on the 

decision-making 

rights, 

centralization of 

IT, and 

deployment of IT 

personnel. 

Primarily 

focused on 

values 

associated with 

organizational 

and national 

cultures. 

The deliverables 

of an IS project, 

relative to the 

project’s 

objectives and 

the 

organization’s IS 

strategy (Jenkin 

& Chan, 2010). 

Considers 

strategic, 

structural, and 

project elements, 

but is more 

broadly 

concerned with 

the collection of 

controls used to 

influence 

individual or 

group behaviour.  

Level of 

analysis 

Strategic 

alignment tends 

to focus at a 

departmental/ 

organizational 

level in 

assessing the 

compatibility 

between 

strategic plans 

and activities. 

Primarily 

focused on the 

organizational 

and departmental 

structures. 

Primarily 

focuses at an 

organizational 

level, but some 

lower level 

examples exist. 

Considers the 

project 

deliverables and 

objectives, as 

well as the 

organizational 

strategy. 

Although this 

research focuses 

at the IS process 

level, IS control 

alignment is 

conceptualized 

to exist at a 

departmental and 

organizational 

level as well. 

Behavioural 

element 

Though the 

intellectual 

Concerned with 

how fixed 

Concerned with 

how cultural 

One dimension 

of project 

Concerned with 

the processes 
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dimension of 

strategic 

alignment 

focuses on non-

behavioural 

elements (e.g. 

goals, plans), 

the social 

dimension 

considers the 

alignment of 

cognition and 

understanding. 

organizational 

structures can 

influence the 

behaviour of 

people. 

values can 

influence the 

behaviour of 

employees. 

alignment 

considers the 

degree of social 

congruence: the 

interactions 

related to 

communication, 

coordination, and 

shared 

understanding 

(Jenkin & Chan, 

2010). 

used to 

intentionally 

influence the 

behaviour of 

people. 

Temporal 

element 

Strategy is 

viewed as 

changing over 

time, though 

this typically 

requires a 

senior 

management 

initiative. 

Structural 

characteristics 

tend to be 

relatively fixed 

and slow to 

change, though 

they can be 

modified through 

upper 

management 

initiatives. 

Cultural values 

tend to be 

relatively fixed 

and slow to 

change, though 

they can be 

modified over 

time as 

employees join 

and leave an 

organization. 

A process view 

of project 

alignment is 

recognized, with 

distinct stages, 

such as planning, 

executing, and 

measuring 

(Jenkin & Chan 

2010). 

Control 

characteristics 

are typically 

flexible and are 

seen to evolve 

incrementally 

over time. They 

can also be 

modified 

significantly 

through upper 

management, 

middle 

management, or 

employee 

initiatives. 

Participant 

element 

Key 

participants 

involved in 

strategic 

alignment 

include the 

executive team 

and other top 

managers. 

In terms of 

formal structural 

characteristics, 

decisions are 

generally made 

by upper 

management. 

Structural 

decisions affect 

all organizational 

participants. 

National 

cultural values 

are generally 

inherent, while 

organizational 

cultural values 

may be subject 

to some 

guidance by 

upper 

management. 

Participants are 

restricted to 

those involved in 

a particular 

project (e.g. 

project manager, 

IT manager, 

functional 

business 

manager). 

Participants 

(controllers and 

controlees) in IS 

control 

alignment 

include 

executives, 

middle 

managers, and 

line employees.  

Alignment 

consequences 

Most alignment 

literature points 

to the positive 

effects that 

strategic IS 

alignment has 

on business 

performance 

(Chan & Reich 

2007). 

Most alignment 

literature points 

to the positive 

effects that IS 

alignment has on 

business 

performance 

(Chan & Reich, 

2007b). 

Structural 

Cultural 

alignment is 

seen to be 

associated with 

IS 

implementation 

success 

(Leidner & 

Kayworth, 

2006) and 

Project 

alignment is seen 

to influence 

project and firm 

performance 

(Jenkin & Chan, 

2010). 

Due to a lack of 

previous 

research, 

uncertainty 

exists regarding 

the positive or 

negative 

consequences of 

IS control 



 

14 

 

changes are seen 

to better align IS 

responsibilities 

with the 

characteristics of 

the organization 

(Brown & 

Magill, 1994). 

improved 

performance 

(Cram, 2011). 

alignment. 

Table 3. Comparison of Alignment Characteristics 

1.2 Research Project Design 

1.2.1 Research Question 

 This dissertation explores the new concept of IS control alignment in organizations. The 

research question posed is: how does IS control alignment function in organizations? This 

question implicitly assumes the existence of the IS control alignment phenomenon, which is 

largely based on the experiences of IS practitioners. As a result, this research seeks first to 

establish what IS control alignment is and how it can be evaluated. Following this activity, I 

endeavour to understand what factors lead to IS controls becoming aligned or misaligned, as well 

as the implications of aligned or misaligned IS controls. The answers are anticipated to provide a 

detailed understanding of the phenomenon, which can be used alongside past research findings to 

build and enhance theoretical concepts and organizational practice. 

1.2.2 Research Approach 

 A qualitative research approach is employed in six case studies at four organizations to 

investigate the nature of controls in IS processes and the extent that the controls align to one of 

the ideal profiles. A new IS control construct is introduced in Chapter 3 and employed in 

Chapters 4, 5, 6, and 7. This is followed by an evaluation of IS control alignment in Chapter 8, 

leading to a process model of IS control alignment and a series of related research propositions. A 
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detailed description of the methodological elements of each stage of the research is provided 

within the respective chapters. 

1.2.3 Boundaries 

 A key element of any research program is to define the boundaries of what will be 

addressed versus what is outside the scope of the project. For this research, two key boundaries 

are established. First, the study focuses on IS control, but only within organizations. Although IS 

control can be employed to influence the behaviour of individuals or groups outside of 

organizations (e.g. social networking websites, e-commerce transactions), this research will focus 

specifically on the forms of IS control that have both controllers and controlees as employees of 

the same business organization (i.e. company). This view is consistent with the definition of the 

information systems discipline provided by Ives et al. (1980), which refers to the development, 

operation, use, and impact of information systems in an organizational environment. On that 

basis, I consider IS control issues outside organizations to be beyond the scope of this research. 

Details regarding the characteristics of the organizations where data collection activities took 

place are detailed in Chapter 3. 

 The second boundary is that the alignment aspect of the research program will be 

restricted to the alignment of controls within information systems processes only. The study will 

not directly examine non-IS processes (e.g. inventory, sales, etc.) or other forms of alignment (i.e. 

strategic, structural, project). These areas of inquiry are viewed to extend beyond the scope of this 

research. Details of the specific IS processes under investigation are detailed in Chapter 3. 

1.3 Philosophical Approach 

 Epistemology refers to a philosophical perspective regarding knowledge and how it can 

be obtained (Myers, 2009). Within the social sciences, a prominent classification of 
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epistemologies has identified three categories: positivist, interpretivist, and critical (Chua, 1986; 

Orlikowski & Baroudi, 1991; Yin, 2009). Positivism adopts a philosophy consistent with natural 

science that is characterized by an objective, testable, and measurable reality that exists 

independently of the researcher (Myers, 2009). Research categorized as positivist typically adopts 

formal methodological activities, including propositions, variable measurement, and hypothesis 

testing (Dube & Pare, 2003; Orlikowski & Baroudi, 1991). In comparison, interpretive research 

builds on an anthropological model by assuming that reality exists via social interactions such as 

language and shared meanings (Klein & Myers, 1999; Myers, 2009). In interpretive research, the 

researcher plays a more interactive role with participants and is increasingly sensitive to different 

interpretations and biases (Klein & Myers, 1999). Critical research assumes that social reality is 

historically constituted and the ability of individuals to change their social and economic 

circumstances is constrained by social, cultural, and political domination (Myers, 2009). Critical 

research attempts to reveal historical and ideological aspects of social practices that are associated 

with social tension and change (Orlikowski & Baroudi, 1991). 

 The philosophical approach adopted in this research is positivism. Two key factors 

dictate this view. First, my approach to this research assumes that reality is objective and testable 

through the uncovering of facts and observations via data. I do not adhere to the interpretivist 

view that the researcher plays an active role in unraveling the socially constructed understanding 

of participants. Second, the research adopts a series of formal methodological activities that 

attempt to limit bias and demonstrate reliability.  A qualitative methodology is also adopted in this 

research and is described in the following section; although quantitative methods are commonly 

associated with a positivist view and qualitative methods with an interpretive view (Creswell, 

2008), I adopt Myers (2009) perspective that suggests the choice of a particular epistemology 
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does not dictate the research method. As evidenced by Dube and Pare’s (2003) evaluation of 

positivist case study research, a rich history of qualitative research adopting a positivist 

epistemology has been conducted within the information systems field. As well, a lengthy list of 

formal attributes that characterize the approach has been established (e.g. clear research 

questions, multiple data collection methods, data collection protocols, coding and reliability 

checks). 

1.4 Contributions 

The findings from this research make contributions to management practice, research 

methods, and theory development. From a practical perspective, this research aids managers by 

proposing a comprehensive IS control construct to provide insights into the structure of IS control 

characteristics. Managers who better understand why particular controls are chosen and the 

organizational implications of control choices are likely to be increasingly mindful of the 

importance of IS control. As well, the approach to evaluate IS control alignment can be used by 

practitioners who struggle to select controls that work together with one another to fulfill 

organizational objectives. For those tasked with the planning, design, implementation, and 

monitoring of information systems controls, the findings from this research can complement the 

use of other control resources such as COBIT. Where strong alignment is found, organizations 

can move forward with increased confidence that their control choices avoid fundamental 

conflicts with one another. Where strong misalignment is found, organizations are provided with 

areas where concerns exist and control changes should be considered. Such an approach may be 

of particular value to internal audit departments and professional services firms, who regularly 

evaluate the control structures of IS processes. By moving beyond the control mechanism-
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focused approach advocated by many frameworks, IS control alignment instead suggests a more 

holistic, multi-dimensional approach to evaluating and improving IS controls. 

 From a research methods perspective, this study presents a new five-dimension control 

framework in Chapter 2 and associated construct in Chapter 3 that attempts to broadly encompass 

all critical aspects of IS control by considering the organizational drivers that influence control, 

the characteristics of the controls themselves, the impact on employees of controls, how controls 

change over time, and the objectives of control. This construct extends beyond past 

conceptualizations of control that, although valuable, tend to focus on only particular aspects of 

the phenomenon. By stepping back to get a wider view of the range of IS control characteristics, 

researchers can more clearly understand the inter-relationships and complexities within IS control 

phenomena. This research also outlines a new method to qualitatively evaluate the alignment of 

IS controls using a profile deviation approach, which provides researchers with a way to evaluate 

the similarity of IS controls compared to an ideal control profile. This approach extends past IS 

control research by concurrently considering the relationships across the five control dimensions, 

rather than focusing on the linkages between only some of the dimensions. 

This thesis also contributes to theory development. First, this work extends past 

alignment theory by outlining three ideal profiles of IS control. These profiles weave together a 

set of formerly disparate research results into an integrated collection of defined relationships 

between control characteristics that are associated with a high level of IS process performance. 

As well, a process model and series of research propositions are outlined that draw on the results 

of the study. These deliverables aid in further understanding how controls become aligned or 

misaligned, as well as the implications of control alignment on a processes’ perceived 

effectiveness. This research also answers past calls to examine IS alignment decisions at an 
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increasingly micro level (Slaughter, Levine, Ramesh, Pries-Heje, & Baskerville, 2006), research 

related to theories informing changes of control (Kirsch, 2004), the examination of 

interrelationships between controls (Kirsch, Sambamurthy, Ko, & Purvis, 2002), and the study of 

the context of complex and dynamic settings that move beyond the conceptualization of control 

modes (Kirsch, 2004). 

1.5 Summary 

 The thesis is organized over nine chapters. This chapter has outlined the motivation, key 

definitions, and design of the study. The second chapter will present an extensive literature 

review that examines past research in the field of information systems control. Drawing on the 

key elements of control identified in the literature review, the third chapter will propose a new 

approach for establishing a comprehensive IS control construct. Using empirical data from six 

case studies at four organizations, the construct is employed using case study data presented in 

Chapters 4, 5, 6, and 7. The eighth chapter will draw on the results from this exercise to conduct 

an evaluation of alignment between the IS controls identified in the case studies and three ideal 

profiles of control. A discussion of the theory-related implications of the findings will follow. 

Finally, Chapter 9 summarizes the study, provides implications for the results, and outlines 

directions for future research. 
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Chapter 2 

Literature Review 

 Control is a topic of interest in a variety of managerial disciplines, including accounting, 

strategy, marketing, and organizational behaviour.
2
 In this review of literature, the origins of 

control research within management research will first be introduced, followed by an in-depth 

examination of control within the information systems discipline. Five distinct information 

systems dimensions are outlined in this review, which form an important foundation for the 

research activities conducted in Chapters 3-7.  

Although past literature on alignment also plays a significant role in this research, it is 

primarily drawn on within the work done in Chapter 8. As such, the literature review in this 

chapter focuses exclusively on reviewing the control literature, while Chapter 8 discusses the 

relevant alignment literature. 

2.1 Control 

 The concept of control has a long and varied history within the management discipline 

(Eisenhardt, 1985; Giglioni & Bedeian, 1974). Beginning in the early 1900s and continuing 

through the present day, publications have examined the concept and role of control in 

organizations. Though the primary focus of this research program is on information systems 

control, by tracing the key concepts addressed in the organizational control literature, a richer 

understanding of the relevant IS control issues can be constructed. 

                                                      

2
 It is also recognized that the study of control has a long research history within the fields of philosophy, 

psychology, sociology, physical sciences, and military studies. The focus of this research is within the 

modern management disciplines. 
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 Three broad themes emerge from the organizational control literature that can help to 

inform work on IS control: the foundation of what control is, how control is employed in practice, 

and at what level control can be evaluated. This section will outline these key themes based on a 

review of literature in the field. 

2.1.1 Control Foundations 

 The first dominant theme in the early managerial control literature is concerned with 

what the concept of control refers to within an organizational context. One stream of inquiry 

views control as a unique activity that falls within the broader concept of management; however, 

the relationship between control and other related activities is unclear. For example, Fayol (1949) 

views control as one of the five fundamental elements of management (along with planning, 

organizing, command, and co-ordination). In contrast, Urwick (1944) argues that control exists 

principally as an underlying component of the planning process, while Emerson (1919) suggests 

that control is synonymous with management responsibilities. Despite these inconsistencies, 

organizational control is generally seen as being distinct from related constructs such as 

procedures (Davis, 1940) and business activities such as accounting (Urwick, 1944).  

 Another stream of inquiry suggests that control enables the achievement of organizational 

goals. This perspective focuses on control as a means to coordinate activities in order to make 

certain that plans are transformed into actions (Davis, 1951; Koontz, 1958) and to ensure that 

initiatives produce the desired results (Tannenbaum, 1968). Early work in the field adopts a 

hierarchical management perspective, whereby control is necessary for managers to ensure 

employee compliance with the rules and plans of the organization (Davis, 1940; Urwick, 1944). 

These initial writings tend to view control as a set of activities or methods necessary to regulate 

business affairs, improve quality, and reduce costs (Diemer, 1915). 
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 A separate stream of research focuses on organizational control as being complementary 

to the concepts of authority, power, and influence. This view considers control to be a device of 

power over subordinates to be wielded by managers and executives in order to achieve 

organizational objectives. For example, Bartolke et al. (1982) consider control as being 

synonymous with influence, while Flamholtz et al. (1985) suggest that control can be difficult to 

distinguish from leadership, influence, and power. 

 Another perspective views control as being associated with access to information. This 

approach considers information to be necessary to engage in the oversight and evaluation of 

others. Where this information is timely, accurate, and relevant, managers can gain insight into 

past, current, and future activities of an organization. Control under this view is largely a passive 

exercise, resulting in the creation of knowledge by the receiving manager. However, control is 

conceptualized not just in the provision of information, but in the collection and organization of 

information in order to develop the required knowledge to overcome organizational issues and 

remedy them (Diemer, 1915; Robinson, 1925). This perspective is common throughout the 

control literature, including Robinson (1925), Reeves and Woodward (1970), and Ouchi (1978). 

 Finally, control can be viewed as the process of acting to identify, correct, and prevent 

operational issues and deficiencies. Robinson (1925) suggests that control can lead to increased 

organizational efficiency. The preventative benefits of control are highlighted under this view, 

such as the avoidance of fraudulent practices (Cross, 1928) and “undesirable surprises, capable of 

degenerating into catastrophes” (Fayol, 1949, p. 109). Here, researchers view control as an end-

to-end activity that includes monitoring, evaluating, providing feedback, and taking corrective 

action (Ouchi, 1978; Reeves & Woodward, 1970).  
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2.1.2 Control in Practice 

 The second theme emerging from the early managerial control literature is concerned 

with how control is employed in practice. One approach to control articulates sets of guiding 

principles. For example, Urwick (1944) supplies a series of guidelines to managers, such as 

ensuring that control information is consistent with the organizational structure and is comparable 

across periods, ensuring that control activities are intellectually and emotionally adopted by 

subordinates, and that the value of control information is a function of its period of coverage and 

the elapsed time since collection. Similarly, Davis (1951) proposes six control objectives: 

assurance of correct performance, well-coordinated action, minimization of losses, greater asset 

turnover, increased customer satisfaction, and greater leadership confidence. Koontz (1958, 1959) 

and Koontz and O’Donnell (1972) propose a detailed set of control principles structured around 

the nature and purpose of control, the structure of control, and the process of control. This work is 

recognized as the most comprehensive framework of principles of the period (Giglioni & 

Bedeian, 1974). 

 In terms of actionable instantiations of control in practice, standardization and monitoring 

is seen as a key control activity. By standardizing expectations and monitoring actual results, 

managers can efficiently and effectively establish control over operations. Koontz (1959) utilizes 

this component of control by suggesting that the control process is comprised of three steps: 

establishing standards, appraising performance against these standards, and correcting the 

deviations. Jaworski (1988) recognizes a similar perspective by suggesting that a traditional view 

of control includes reliance on cybernetic principles (i.e. standard setting, monitoring, and 

corrective action). Where control is seen as an ongoing, iterative process, the active monitoring of 

information, rules, activities, and people by managers is viewed as a key control component 

(Eisenhardt, 1985; Ouchi, 1978; Reeves & Woodward, 1970; Weber, 1947).  
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 Enforcement is also viewed as a fundamental means to employ control in practice. Where 

procedures are breached or new rules are put into place, effective control requires these to be 

made obligatory by management. Davis (1940), Urwick (1944), and Weber (1947) advocate this 

component of control, including the importance of sanctions. Control is seen to contribute value 

to organizations not in the process of checking and overseeing, but in the timely action and 

remediation of identified issues (Fayol, 1949). The source of these enforcement rules can be 

viewed from a broad, organizational perspective (Urwick, 1944), from a specific, activity 

perspective (Weber, 1947), and from both perspectives (Davis, 1940; Fayol, 1949). 

 Related to enforcement is the concept of oppression, suggesting that control can be 

implemented in practice as a mechanism to limit discretion, restrict human rights, and 

demonstrate superiority and dominance over others. Child (1973), Tannenbaum (1962), and 

Weber (1947) recognize this component of control. Others, such as Urwick (1944) acknowledge 

this position, but dismiss it as being inapplicable to the concept of organization control on the 

basis that control is viewed as being employed over facts rather than over people. 

2.1.3 Control Evaluation 

 The third theme emerging from the early managerial control literature is concerned with 

differing perspectives on the appropriate level of analysis for organizational control research. 

Flamholtz et al. (1985) propose three categorizations of control along the lines of the sociological, 

the administrative, and the psychological perspectives, which are applied within this context from 

examples within the organizational control literature. The first perspective, the sociological, 

considers control as it exists at an organizational level. Sociological controls are frequently 

exhibited through mechanisms such as general rules or policies. For example, Eisenhardt (1985) 

argues that control can be achieved through people policies such as training and socialization that 
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focus organizational actors towards a common outcome. Other commentators including Diemer 

(1915), Cross (1928), Weber (1947), Fayol (1949) also adopt this perspective. 

 The second commonly adopted level of analysis, the administrative view, considers 

control as it exists at a group level over teams and departments. Administrative controls are 

exhibited through formal plans, outcome measurement, supervision, evaluation, and feedback. In 

this body of research, the focus tends to be on specific operational activities, rather than the more 

general control over organizations as a whole. For example, Ouchi (1978) conceptualizes two 

types of control, behaviour and output, which differentiate the actions of controllers and 

controlees in particular operational circumstances (e.g. checking on a subordinate’s activities 

versus monitoring a subordinate’s level of output). Other commentators including Emerson 

(1919), Davis (1940, 1951), Flamholtz et al. (1985) also adopt a similar administrative view. 

 Finally, the psychological view considers control as it exists over individuals. Here, the 

focus is on cognitive and emotional constructs related to controlling or being controlled. 

Psychological controls are exhibited through goal setting, rewards, and interpersonal influence. 

One perspective within this view is a critical analysis of the political and moral role of control in 

the oppression of individuals in organizations (Tannenbaum, 1962). Rather than building solely 

on the previous control literature, this line of inquiry draws from social psychology literature in 

examining the interpersonal and cognitive concepts related to controlling and being controlled. 

Other commentators such as Koontz (1958, 1959) and Child (1973) consider the psychological 

view of control. 

 This section has highlighted some of the key ideas raised in the early managerial control 

literature. The themes and findings highlighted within this body of work have contributed to the 

development of IS control research, which is discussed next. 
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2.2 Information Systems Control 

 The information systems control literature draws on many of the managerial control 

principles outlined above; however, I argue that the research on IS control is distinct in its 

coverage of the underlying topic areas, as well as the relationships found to exist between areas. 

 Information systems control is defined as the attempt to affect the behaviour of others as 

a means to achieve objectives related to the development, operation and use of information 

systems. This conceptualization includes both managerial methods of controlling individual and 

group behaviour (e.g. monitoring subordinate output, implementing a policy or procedure), as 

well as technical methods (e.g. information security mechanisms). That is, IS control 

encompasses not only the internal controls embedded within technology tools, but also the 

managerial techniques used to influence employees to act in accordance with IS aims. This 

definition is consistent with past views on IS control that refer to the topic in a behavioural and 

technical sense (Orlikowski, 1991); that is, IS control is focused on the relationship between the 

behaviour of organizational actors as they conduct their day-to-day activities and pursue IS 

objectives (Kirsch, 1997). IS control research focuses on a range of information systems 

initiatives within organizations, including IS development projects (Kirsch, 1997), global systems 

deployment (Kirsch, 2004), outsourcing (Choudhury & Sabherwal, 2003), open sourcing (Stewart 

& Gosain, 2006), and information security (Boss, Kirsch, Angermeier, Shingler, & Boss, 2009). 

 In order to conduct a comprehensive and rigorous literature review on IS control, I 

followed the guidance provided by Webster and Watson (2002). The specific details on the 

methodology employed for the literature review are outlined in Appendix D. 

 The framework used to present the IS control literature is grounded on the dominant 

concepts examined in the managerial control literature, then is refined and expanded based on the 

specific characteristics emerging from the IS control literature. The work of Powell et al. (2004) 
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was drawn upon as an initial motivation for this model, which was then subsequently refined 

through themes that emerged from the data. Five distinct control dimensions are identified: 

control environment
3
, control mechanisms, control execution, socio-emotional experiences, and 

control outcomes (see Figure 1), each addressing a unique perspective on control (see Table 4). 

Each dimension consists of a series of underlying sub-dimensions that also emerged during the 

review. The sub-dimensions are not based on a pre-existing theory of control, but are grounded in 

patterns of ideas and empirical results identified within the literature. Taken together, this 

framework represents a collection of the individual topics that the literature suggests are relevant 

to IS control processes within organizations. 

 By examining the IS control literature, this review identifies the extent that each sub-

dimension has been addressed in the literature and uncovers the areas that have received limited 

examination, which could represent a future research opportunity. By adopting a broad, holistic 

approach to evaluating the IS control literature, a comprehensive understanding of the theoretical 

foundation of IS control can be established. 

Control Dimensions Focus of Inquiry 

Control Environment What factors influence why a particular control is chosen? 

Control Mechanisms What are the characteristics of the controls themselves? 

Control Execution How effectively does a control operate and to what extent 

does it evolve once put into place? 

Socio-Emotional 

Experiences 

What social and emotional consequences does control have 

on employees? 

Control Outcomes What are the organizational outcomes of control? 

Table 4. IS Control Dimensions 

                                                      

3
 Note that the label ‘control environment’ in this context is intended to be distinct from the control 

environment component of the COSO Internal Control Framework (1992). This literature review considers 

the control environment to represent the collection of organizational factors that influence the choice of 

control, while the COSO control environment refers to the tone set by the board, audit committee, and 

management of an organization in regard to ethics, reward structures, and effective governance (Rittenberg, 

Johnstone, & Gramling, 2010). 
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Figure 1. IS Control Framework 

2.2.1 Control Environment 

 The control environment dimension encompasses research that examines the factors 

influencing why a particular control is chosen for implementation. Past work on the control 

environment draws most heavily on Ouchi’s (1978, 1979, 1980) work that argues control choice 

is influenced by the degree of task interdependence, output measurability, and the manager’s 

knowledge of the process. Other research suggests that task characteristics such as task 

programmability, behaviour observability, feedback-seeking behaviour, and outcome uncertainty 

relate to specific control strategies (Ashford & Tsui, 1991; Eisenhardt, 1985). Controls are 
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designed to follow the principle that they will reflect the organization’s plans, structure, and 

personal needs of managers (Koontz, 1959; Urwick, 1944). Particular strategies have been shown 

to be most effective when implemented alongside consistent forms of control (e.g. low cost 

strategy with output control, differentiation strategy with behavioural control) (Govindarajan & 

Fisher, 1990). Based on this range of environmental factors, controls are chosen based on broad 

category conceptualizations such as behaviour control or output control (Ouchi, 1978) or as 

specific mechanisms such as performance evaluation or employee training (Eisenhardt, 1985). In 

general, the control environment construct is concerned with understanding why a particular 

control or group of controls is chosen. 

 The creation of information system controls can be influenced by a wide variety of 

factors. Five sub-dimensions are identified as being the primary determinants of IS control 

choice: strategy, structure, processes, culture, and people. Refer to Table 5 for an overview of the 

control environment concepts appearing in the IS literature. 
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(Baskerville & Stage, 1996) Action Research  X X  X 

(Bunker, Kautz, & Anhtuan, 2008) Case Study (s) 
a
  X   X 

(Cardinal, 2001) Archival/ Survey     X 

(Choudhury & Sabherwal, 2003) Case Study (m)
 
  X X  X 

(Duh, Chow, & Chen, 2006) Survey X     

(Harris, Collins, & Hevner, 2009) Case Study (m) X X    

(Karimi & Konsynski, 1991) Theoretical X X    

(Kellogg, et al., 2006) Case Study (s) X    X 

(Kirsch, 1996) Survey   X  X 

(Kirsch, 1997) Case Study (m)   X  X 

(Kirsch, et al., 2002) Survey   X X X 

(Kirsch, 2004) Case Study (m)    X X 

(Kirsch, Ko, & Haney, 2010) Survey     X 

(Kling & Iacono, 1984) Case Study (s)  X  X  
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(Kohli & Kettinger, 2004) Action Research     X 

(Kulp, Randall, Brandyberry, & 

Potts, 2006) 

Case Study (s)    X  

(Mao, Lee, & Deng, 2008) Survey   X X  

(McFarlan, 1981) Theoretical  X    

(Morris & Marshall, 2004) Survey   X  X 

(Nidumolu, 1996) Survey   X   

(Orlikowski, 1991) Case Study (s) X   X X 

(Phan & George, 1995) Case Study (s)      

(Pick, 1991) Survey     X 

(Rao, Brown, & Perkins, 2007) Survey X X    

(Riehl, 1982) Case Study (m) X X    

(Rustagi, King, & Kirsch, 2008) Survey   X  X 

(Sia & Neo, 1997) Case Study (s)   X   

(Stewart & Gosain, 2006) Survey    X  

(Tiwana & Keil, 2009) Survey  X X  X 

(Wallace, Keil, & Rai, 2004) Survey  X    
a 
The label ‘Case Study (s)’ is used to identify a single-site case study and ‘Case Study (m)’ is 

used to identify a multiple-site case study. 

Table 5. Control Environment Concept Matrix 

2.2.1.1 Strategy 

 The strategy sub-dimension refers to the influence that the business and IS strategy 

employed within an organization has on the nature of IS controls. From an organizational strategy 

perspective, the approach to competitive differentiation and the unique role played by divisions of 

the company can influence what IS controls are employed. For example, Orlikowski (1991) finds 

that an organization with a corporate strategy of consistent, quality service influences the use of 

formal systems development methodologies as a control mechanism. The results also identify the 

implementation of IS productivity tools as a means for the organization to maintain profitability 

and remain competitive by increasing the number of consultants per senior manager. Similarly, 

Kellogg et al. (2006) finds that organizational demands for internal flexibility and speed can 

influence the design of oversight activities. In relation to how strategic issues in the external 

environment can influence control decisions, Harris et al. (2009) find that when a market is 
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characterized by uncertainty, a more adaptive, uncontrolled approach is typically undertaken. The 

overall business and IS strategy can also have an effect on the choice of controls. Depending on 

the strategic role of overseas subsidiaries (Rao, et al., 2007) or the maturity of the IS application 

strategy (Duh, et al., 2006), the selection of control mechanisms will be altered. 

2.2.1.2 Structure  

 The structure sub-dimension refers to the organizational and/or project structure 

characteristics that relate to the types of control chosen. Though past research argues that control 

is fundamentally different than structure (Ouchi, 1977), the IS control literature suggests that the 

two concepts are related. The organizational structure is seen to influence IS control processes 

(Karimi & Konsynski, 1991; Kling & Iacono, 1984; Rao, et al., 2007), as well as the specific 

structure of the associated IS project (McFarlan, 1981). However, Choudhury and Sabherwal 

(2003), find only partial support for the assertion that project size influences the choice of 

controls. A recent focus of IS control research relates to the structure of sourcing arrangements 

for IS activities. Research has found that internally sourced IS initiatives are associated with 

different types of controls than outsourced initiatives (Tiwana & Keil, 2009; Wallace, et al., 

2004). 

2.2.1.3 Process 

 The process sub-dimension refers to the characteristics of an information systems process 

that influences the choice of IS controls. A key focus of the IS control literature is on the degree 

of behaviour observability and the outcome measurability of the processes being undertaken. 

Behaviour observability is found to relate to increased behaviour control and outcome control; 

outcome measurability is found to relate to reduced self control and increased outcome control 

(Kirsch, 1996). Later research finds that these relationships are contingent on the internal versus 
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external nature of the IS initiative, as well as the client’s knowledge of the process (Kirsch, et al., 

2002; Tiwana & Keil, 2009). 

 Another key aspect of the process sub-dimension is the degree of task uncertainty. Where 

process tasks are seen to be unclear or unstable, they are associated with higher risks and 

managers tend to react by implementing greater levels of formal control (Baskerville & Stage, 

1996; Rustagi, et al., 2008). In cases of considerable process changes, the corresponding control 

changes are also found to be substantial (Sia & Neo, 1997). 

2.2.1.4 Culture 

 The culture sub-dimension refers to characteristics of a national or organizational culture 

that influence the choice of IS controls. In this context, national culture refers to the set of values 

that exist within a particular country or geographic region, while organizational culture refers to 

the collection of dominant values that guide organizational behaviour (Leidner & Kayworth, 

2006). Research into this theme is relatively sparse and somewhat varied. In the work that has 

been conducted into the overall global context, characteristics including ideology and geography 

are viewed as influencing the choice of particular controls (Kirsch, 2004; Kling & Iacono, 1984). 

For example, cultures valuing formality are more likely to influence the selection of outcome 

control rather than self-control (Kirsch, et al., 2002). From an organizational perspective, 

Orlikowski (1991) finds that workers internalize the assumptions, values, and interests of the 

organization and culture becomes indoctrinated into employees via IS-enabled control. 

Mechanisms such as systems development methodologies and IS productivity tools are designed 

to echo an organization’s values and interests; when used by employees, the control becomes 

embedded in an organization’s culture.  In a more recent example focusing on open source 
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software development, Stewart and Gosain (2006) argue that the values, norms and beliefs of a 

development team will enable clan control in the absence of other formal controls. 

2.2.1.5 People 

 The people sub-dimension refers to how a controller or controlee’s role, knowledge, or 

social capital can influence the choice of IS control. Past research has suggested that personal 

characteristics such as the required skills or anticipated goals can influence the creation of IS 

controls (Kirsch, 1997, 2004). 

 Some literature, such as Kellogg et al. (2006), considers the influences of knowledge 

shared across departments, but the bulk of IS control studies examine issues of controller versus 

controlee knowledge. For example, Kirsch (1996) finds that a controller’s task knowledge relates 

to increased behaviour control and self control. Others, such as Rustagi et al. (2008), find that the 

level of client (i.e. controller) technical and relationship management knowledge is negatively 

related to the amount of formal control (i.e. behavioural and outcome control). 

 From a controlee perspective, users and developers are considered to represent specific 

risks to IS processes and managers are advised to implement controls to counteract these risks 

(Baskerville & Stage, 1996). In a case study conducted by Orlikowski (1991), the organization 

utilized selective recruitment of new hires from college, in part because they were young and 

impressionable. This lack of controlee knowledge enabled the organization to more easily use 

socialization to influence employee behaviour. In cases where the controlee’s knowledge of 

systems development is high, Choudhury and Sabherwal (2003) find that outcome and self 

control is more prominent. 

 The degree of social capital established between controllers and controlees also 

contributes to the nature of IS controls. When the stakeholders of an IS initiative like and respect 
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one another, informal controls are more likely to be chosen (Kirsch, 2004). This corresponds to 

the results of Rustagi et al. (2008), who find that controller-controlee trust is negatively related to 

the amount of formal control. On a group basis, Kirsch et al. (2010) investigate social capital as 

an antecedent to the use of clan control by team members and project managers. They find that 

structural social capital, relational social capital, and cognitive social capital are associated with 

team-based clan control. 

2.2.2 Control Mechanisms 

 Control Mechanisms refer to the core characteristics of the IS controls that are selected 

for implementation and are generally seen to represent the core artifact of control phenomena, 

with other related constructs being either antecedents or implications of the control process 

(Ouchi, 1979; Tannenbaum, 1962). Two sub-dimensions are identified: control categories and 

control activities. Refer to Table 6 for an overview of the control mechanism concepts appearing 

in the IS literature. 
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(Baskerville & Stage, 1996) Action Research  X 

(Boss, et al., 2009) Survey  X 

(Bunker, et al., 2008) Case Study (s)  X 

(Cardinal, 2001) Archival/ Survey X  

(Choudhury & Sabherwal, 2003) Case Study (m) X  

(Drury, 1984) Survey  X 

(Essex, Magal, & Masteller, 1998) Survey X  

(Fitzgerald, 1996) Theoretical  X 

(A. Gopal & Gosain, 2009) Survey, Archival X  

(R. D. Gopal & Sanders, 1997) Survey X  

(Gray, 2001) Theoretical  X 

(Grundy, Collier, & Spaul, 1994) Commentary  X 

(Halloran et al., 1978) Theoretical  X 
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(Harris, et al., 2009) Case Study (m) X X 

(Helms & Weiss, 1986) Archival  X 

(Henderson & Lee, 1992) Survey X  

(Jin & Montague, 2003) Action Research  X 

(Kirsch, 1996) Survey X  

(Kirsch, 1997) Case Study (m) X X 

(Kirsch, et al., 2002) Survey X  

(Kirsch, 2004) Case Study (m)  X 

(Kirsch, et al., 2010) Survey X  

(Kling & Iacono, 1984) Case Study (s) X  

(Kohli & Kettinger, 2004) Action Research X X 

(Kulp, et al., 2006) Case Study (s)  X 

(Lee, Miranda, & Kim, 2004) Survey  X 

(J. Liu, Chen, Jiang, & Klein, 2010) Survey  X 

(L. Liu & Yetton, 2009) Survey  X 

(Mao, et al., 2008) Survey  X 

(Maruping, Venkatesh, & Agarwal, 2009) Survey X  

(McFarlan, 1981) Theoretical   X 

(Nidumolu & Subramani, 2003) Survey X  

(Orlikowski, 1991) Case Study (s)  X 

(Phan & George, 1995) Case Study (s)  X 

(Pick, 1991) Survey  X 

(Rao, et al., 2007) Survey X X 

(Riehl, 1982) Case Study (m)  X 

(Rustagi, et al., 2008) Survey X  

(Silva & Hirschheim, 2007) Case Study (s)  X 

(Stewart & Gosain, 2006) Survey X X 

(Tiwana & Keil, 2009) Survey X  

(Tiwana, 2010) Survey X  

Table 6. Control Mechanisms Concept Matrix 

2.2.2.1 Category Focus 

The category sub-dimension refers to logical groupings of controls with similar 

characteristics. The most dominant category in the literature employs the use of control modes 

(i.e. behavioural, outcome, clan, self), such as Kirsch (1996, 1997). However, some publications 

including Gopal and Sanders (1997) and Tiwana and Keil (2009) utilize distinct categorizations 

of control characteristics (e.g. preventative/deterrent controls, attempted/realized controls). 
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2.2.2.2 Activity Focus 

The control activity sub-dimension refers to a specific activity or tool employed by 

controllers that attempt to influence the behaviour of IS employees. Research literature in this 

sub-dimension focuses on the selection of a particular mechanism, ranging from security policies 

and procedures (Boss et al. 2009) to development methodologies (Fitzgerald 1996; Orlikowski 

1991) to software testing tools (Helms and Weiss 1986; Phan et al. 1995). 

2.2.3 Control Execution 

 The control execution dimension represents the issues related to how a control operates 

and changes once put into place. Past research has suggested that control is a continuing, ongoing 

process that evolves over time as a result of establishing standards, appraising performance, and 

correcting deviations (Ashford & Tsui, 1991; Kavcic & Tannenbaum, 1981; Tannenbaum, 1962; 

Urwick, 1944). Control should be flexible to enable it to be useful even in sub-optimal situations 

and should be reviewed and revised periodically (Koontz, 1959). 

 After IS controls are selected and put into operation, the literature focuses on two primary 

sub-dimensions. First, how effectively a control is operating. Second, the extent to which a 

control evolves and is adapted over time. Refer to Table 7 for an overview of the control 

execution dimension within the IS literature. 
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(Choudhury & Sabherwal, 

2003) 

Case Study (m) X X 

(Jin & Montague, 2003) Action Research X X 
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(Kirsch, 2004) Case Study (m)  X 

(Kohli & Kettinger, 2004) Action  X 

(Kraut & Streeter, 1995) Survey X  

(Kulp, et al., 2006) Case Study (s) X  

(Maruping, et al., 2009) Survey X  

(Orlikowski, 1991) Case Study (s)  X 

(Riehl, 1982) Case Study (m) X  

(Sia & Neo, 1997) Case Study (s) X X 

(Silva & Hirschheim, 

2007) 

Case Study (s)  X 

(Tiwana & Keil, 2009) Survey X  

Table 7. Control Execution Concept Matrix 

2.2.3.1 Control Effectiveness 

 The control effectiveness sub-dimension refers to the extent that an implemented control 

is perceived to be operating as intended. Where controls are perceived as being effective, they 

address the risks they were designed for; where controls are ineffective, they are not perceived as 

effectively mitigating the relevant risks. Studies focusing on this sub-dimension commonly relate 

a control’s effectiveness to the anticipated realization of organizational outcomes. In cases where 

a control is deemed insufficient, performance issues are predicted, including systems 

development failures (Kraut & Streeter, 1995) and limited cost reductions (Sia & Neo, 1997). 

When a particular control or collection of controls is considered to be inadequate, additional 

controls are commonly added (Choudhury & Sabherwal, 2003). 

2.2.3.2 Control Evolution 

 The control evolution sub-dimension refers to the incremental adjustments that occur to 

implemented controls as a result of their ongoing use, interpretation, and adaption by controllers 

and controlees. One aspect of this sub-dimension considers changing controls to be the result of 

controller-controlee interactions. Choudhury and Sabherwal (2003) suggest that changes in 

control over time can be attributed to the ongoing interactions between outsourced software 



 

38 

 

development clients and vendors over the course of a project, which can influence the 

motivations for choosing a control in the first place (i.e. the control environment). Similarly, 

Kohli and Kettinger (2004) find that when control mechanisms are newly introduced or revised, 

their validity is either rejected or strengthened within clans of controlees based on a set of shared 

values. These shared values can change normative expectations, which can lead to revised control 

expectations. 

 Other research views control evolution to be a function of the changing nature of projects 

and people over time. For example, past research has found that depending on the project phase 

(e.g. design versus testing), IS control is exercised differently (Kirsch, 2004). From a people 

perspective, Orlikowski (1991) argues that the relative experience and age of controlees may also 

play a role in changing controls. In the context of systems development methodology use, this 

research finds that younger, inexperienced consultants tend to interpret the methodology literally; 

however; as consultants grow older and gain additional experience, they have an increased 

tendency to modify, override, or ignore the same control.  

 Organizational structures are another influence on the change of control over time. When 

a new system is implemented, the structural arrangements such as the corresponding IS controls 

that are put into place become institutionalized and reinforced over time (Kling & Iacono, 1984). 

Business process reengineering and systems implementations are seen as a common source of 

these changes. For example, Sia and Neo (1997) examine a set of reengineering changes that 

result in a greater reliance on outcome control (e.g. performance targets) and Silva and 

Hirschheim (2007) find that evolving expectations and business requirements leading to a 

strategic IS system installation result in IS control modifications that better meet the 

organization’s needs. 
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2.2.4 Socio-Emotional Experiences 

 The socio-emotional experiences dimension represents the social and emotional 

implications on employees that occur in relation to selected and implemented controls. Past 

managerial control research suggests that the controls must be “adopted intellectually and 

emotionally by those who have to execute them” (Urwick, 1944, p. 111). Control is not only seen 

as guiding the activities of an organization, but is concerned with the social interactions of its 

employees (Tannenbaum, 1962) and the cognitive structuring of the activities they must perform 

(Bigley & Roberts, 2001). By utilizing techniques such as socialization and political influence, 

the implications of control go beyond organizational objectives to impact the social and 

emotional states of individuals (Bartolke, et al., 1982; Eisenhardt, 1985; Flamholtz, et al., 1985). 

This application of control can alter psychological wellbeing, restrict autonomy, and constrain 

workers (Child, 1973; Tannenbaum, 1962; Weber, 1947). In general, the socio-emotional 

experiences construct is concerned with how control affects individuals on a social and emotional 

level. 

 Research on socio-emotional experiences encompasses sub-dimensions that address 

motivation and satisfaction, psychological and cognitive structures, as well as the socialization 

processes that impact employees as a result of information systems control. Refer to Table 8 for 

an overview of the socio-emotional experiences control dimension, as it exists in the IS literature.  
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(Baronas & Louis, 1988) Experiment  X  

(Boss, et al., 2009) Survey  X  

(Bunker, et al., 2008) Case Study (s)  X X 
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(Choudhury & 

Sabherwal, 2003) 

Case Study (m)   X 

(Fitzgerald, 1996) Theoretical  X  

(Gray, 2001) Theoretical X  X 

(Jin & Montague, 2003) Action Research X X X 

(Kohli & Kettinger, 2004) Action   X 

(Kulp, et al., 2006) Case Study (s) X   

(J. Liu, et al., 2010) Survey X  X 

(Love, Irani, Standing, & 

Themistocleous, 2007) 

Survey  X  

(Morris & Marshall, 

2004) 

Survey  X  

(Olson, 1982) Case Study (s)  X  

(Orlikowski, 1991) Case Study (s) X X X 

(Piccoli & Ives, 2003) Experiment  X  

(Roberts, Hann, & 

Slaughter, 2006) 

Survey, Archival X   

(Santana & Robey, 1995) Survey X   

(Sia & Neo, 1997) Case Study (s) X   

(Stewart & Gosain, 2006) Survey   X 

Table 8. Socio-Emotional Experiences Concept Matrix 

2.2.4.1 Motivation and Satisfaction 

 The motivation and satisfaction sub-dimension refers to the intrinsic and extrinsic 

motivations that an individual or group has to participate in an information systems process, as 

well as their satisfaction with the process as it relates to IS control. When an IS activity or tool is 

seen to slow or obstruct an employee’s work, they may choose to not use it, thus undermining the 

effectiveness of the embedded control mechanism (Orlikowski, 1991). However, intrinsic and 

extrinsic motivations can influence an individual’s participation in an IS initiative, which can 

work to reinforce the related controls (Roberts, et al., 2006; Sia & Neo, 1997). Interestingly, 

Santana and Robey (1995) find that IS professionals’ perceptions that an IS initiative employs 

managerial control, team-member control, and self control relates to a significant and positive 
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relationship with general satisfaction. Managerial control has the strongest effect on extrinsic 

satisfaction; self-control has the strongest effect on intrinsic satisfaction. 

2.2.4.2 Psychological Structures  

 The psychological structures sub-dimension refers to a change in an individual’s 

psychological state stemming from the existence of IS controls. Early work on this sub-dimension 

uncovers that the implementation of information systems can lead to a perceived lack of self, 

which could result in stress, uncertainty, and discomfort (Baronas & Louis, 1988; Olson, 1982). 

This sub-dimension is further developed in later work, which suggested that the use of some IS 

controls is associated with employee oppression. Fitzgerald (1996) argues that systems 

development methodologies do not consider factors such as intuition or learning and can stifle the 

creative process. Similarly, Orlikowski (1991) argues that as a control mechanism, methodologies 

can become embedded in the thinking of workers, to the extent that they are dependent on them. 

As well, IT productivity tools are seen to restrict autonomy and constrain workers to the extent 

that they can “diminish the potential for workers to reflect on their action” (Orlikowski, 1991, p. 

35). Because employees are unable to question their own actions, their adaptability and 

effectiveness in other environments decreases, leading to a long-term lack of flexibility in the 

workforce and decreased competency as employees become unable to differentiate their own 

skills and knowledge from that embedded in the tools they use. 

 Other views within the sub-dimension include control mandatoriness and trust. 

Mandatoriness refers to the extent that a controlee perceives a control to be compulsory, which 

can influence the extent that it is adopted and adhered to (Boss, et al., 2009). In comparison, trust 

is also investigated as a psychological structure that relates to control. Piccoli and Ives (2003) 

find that behaviour control has a negative effect on trust in a virtual team environment, resulting 
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from an increase in team members’ vigilance and salience of reneging and incongruence incidents 

during a project. 

2.2.4.3 Socialization 

 The socialization sub-dimension refers to the interactions and relationships between or 

within controller and controlee groups that influence the effectiveness, choice, or perceived 

performance of controls. Socialization is seen to encourage employees to internalize the 

organization’s assumptions and beliefs as a means to influence shared norms through the use of 

particular vocabulary, images, and relations in order to understand the norms of behaviour 

(Orlikowski, 1991). On a team level, core values, norms, and beliefs of the group will influence 

the communication quality, trust, and expectations of the team (Kohli & Kettinger, 2004; Stewart 

& Gosain, 2006). 

2.2.5 Control Outcomes 

 The control outcomes dimension represents the pursuit and achievement of organizational 

objectives for which controls are implemented. Past literature identifies a range of desired 

outcomes, including broad organizational objectives (Urwick, 1944), reduced costs (Diemer, 

1915), compliance with laws and regulations (Weber, 1947), and risk reduction (Koontz, 1959). 

When environmental aspects of the organization are seen to be consistent with the types of 

control put into place, past research has found that the achievement of objectives is enhanced 

(Govindarajan & Fisher, 1990). In general, the control outcomes construct is concerned with what 

the desired and actual objectives of control are. 

 Seven sub-dimensions underlie control outcomes: quality, profit, speed, innovation, risk 

reduction, compliance, and hybrid. Each refers to specific organizational objectives that IS 
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control can be employed to achieve. Refer to Table 9 for an overview of the control outcomes 

concept as it appears in the IS literature. 
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(Baskerville & Stage, 1996) Action Research     X   

(Boss, et al., 2009) Survey     X   

(Bunker, et al., 2008) Case Study (s)      X  

(Cardinal, 2001) Archival/Survey    X    

(Choudhury & Sabherwal, 2003) Case Study (m)       X 

(Drury, 1984) Survey       X 

(Essex, et al., 1998) Survey X X     X 

(Fitzgerald, 1996) Theoretical    X    

(Fitzgerald, 2006) Theoretical  X   X   

(A. Gopal & Gosain, 2009) Survey, Archival X X X     

(R. D. Gopal & Sanders, 1997) Survey  X   X   

(Grundy, et al., 1994) Commentary     X   

(Halloran, et al., 1978) Theoretical X       

(Harris, et al., 2009) Case Study (m)       X 

(Helms & Weiss, 1986) Archival  X      

(Henderson & Lee, 1992) Survey X X X     

(Jiang, Klein, Hwang, Huang, & 

Hung, 2004) 

Survey X X X   X  

(Jin & Montague, 2003) Action Research X  X     

(Kirsch, 2004) Case Study (m)       X 

(Kohli & Kettinger, 2004) Action Research X X      

(Kraut & Streeter, 1995) Survey       X 

(Kulp, et al., 2006) Case Study (s)  X    X  

(Lee, et al., 2004) Survey  X  X   X 

(L. Liu & Yetton, 2009) Survey X X X     

(J. Liu, et al., 2010) Survey       X 

(Mao, et al., 2008) Survey  X      

(Maruping, et al., 2009) Survey X       

(McFarlan, 1981) Theoretical     X   

(Nidumolu & Subramani, 2003) Survey       X 

(Orlikowski, 1991) Case Study (s) X X X X    

(Phan & George, 1995) Case Study (s) X       
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(Pick, 1991) Survey X       

(Rittenberg & Purdy, 1978) Survey     X X  

(Roberts, et al., 2006) Survey, Archival  X      

(Sia & Neo, 1997) Case Study (s)  X X     

(Spears & Barki, 2010) Survey     X X  

(Straub & Welke, 1998) Case study (m)     X   

(Tiwana & Keil, 2009) Survey X X X    X 

Table 9. Control Outcomes Concept Matrix 

2.2.5.1 Quality 

 The quality sub-dimension refers to the objective of receiving process or product quality 

benefits through IS control. Quality is a fundamental driver of control and is widely examined in 

the IS literature. The quality of software is the primary focus, as investigated by studies such as 

Maruping et al. (2009), Gopal and Gosain (2009), and Phan et al. (1995). Though process quality 

is examined to a lesser extent, studies such as Jiang et al. (2004) address the topic in relation to 

the software process maturity. 

2.2.5.2 Profit and Cost Monitoring 

 The profit and cost monitoring sub-dimension refers to the objective of maximized profits 

and minimized costs through IS control. The literature addressing this theme primarily examines 

how IS control can be used to monitor and control budgeted costs and expected profits (Helms & 

Weiss, 1986; Kohli & Kettinger, 2004). Studies in this area share characteristics with project 

management literature, due to a focus on topics such as staff workload (Sia & Neo, 1997) and 

efficiency (A. Gopal & Gosain, 2009). 

2.2.5.3 Speed and Schedule Achievement 

 The speed and schedule achievement sub-dimension refers to the objective of the timely 

delivery of an IS initiative. The literature addressing this theme focuses on efficiency issues in 



 

45 

 

order to increase the speed of IS activities such as systems development (Jiang, et al., 2004; 

Orlikowski, 1991). 

2.2.5.4 Innovation 

 The innovation sub-dimension refers to the degree of innovation experienced by an 

organization. The findings in this area appear somewhat contradictory. Work by Orlikowski 

(1991) and Fitzgerald (1996) argue that control can constrain workers, stifle the creative process, 

and limit adaptability. However, Cardinal (2001) considers how control enhances both radical 

(i.e. major changes in technology) and incremental (i.e. minor changes in technology involving 

small advances) innovations. Interestingly, this research finds that behaviour and output control 

are associated with enhanced radical innovation, while input and output control are associated 

with enhanced incremental innovation. 

2.2.5.5 Risk Reduction 

 The risk reduction sub-dimension refers to the objective of managing technology risks 

through IS control. Such risks are presented from sources as information security (Boss, et al., 

2009; Spears & Barki, 2010; Straub & Welke, 1998), systems development projects (Baskerville 

& Stage, 1996; McFarlan, 1981), and piracy (R. D. Gopal & Sanders, 1997). 

2.2.5.6 Compliance 

 The compliance sub-dimension refers to the verification and fulfillment of relevant 

external (e.g. legal rules) or internal (e.g. management policies) regulations, such as those 

established related to auditing and accounting. Recent legislation such as Sarbanes-Oxley is 

considered (Spears & Barki, 2010), as well as more general objectives of complying with IS audit 

standards and policies (Jiang, et al., 2004; Rittenberg & Purdy, 1978). 
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2.2.5.7 Hybrid 

The hybrid sub-dimension refers to broad organizational and IS objectives that are 

realized as outcomes, as it relates to IS control. These benefits are often conceptualized in the 

form of general performance (Choudhury and Sabherwal 2003; Kirsch 2004) or IS development 

performance (Nidumolu and Subramani 2003; Tiwana and Keil 2009), which are commonly 

formed by aggregating underlying metrics of more specific performance (e.g. cost, schedule, 

speed). 

2.2.6 IS Control Gaps and Opportunities for Future Study 

 This examination of the IS control literature has highlighted a series of dimensions and 

sub-dimensions. This section will examine these observations in detail and highlight the resulting 

implications and opportunities for research and practice. 

2.2.6.1 Expanded Topic Focus 

 The overwhelming majority of IS control studies investigate discrete project activities, 

typically in the context of a software development initiative or an outsourcing arrangement. Some 

exceptions do exist, such as Rao et al. (2007), who consider a broader, functional management 

perspective. However, a significant opportunity remains to expand the focus of IS control 

research to go beyond a project focus and examine the larger departmental issues. Although 

restricting the study of IS control to a discrete project context makes the data collection and 

analysis less complicated, it results in the potential to overlook the control activities that occur 

outside of IS projects. For example, little IS control research addresses the common day-to-day 

activities of IS, such as support, planning, and security. 
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2.2.6.2 Advanced Control Concepts 

 Findings from the literature review also indicate that the majority of work being 

conducted on IS control relates to the Control Environment, Control Mechanisms, and Control 

Outcomes dimensions. Relatively little work has been done in relation to Socio-Emotional 

Experiences and Control Execution. Two key opportunities for future research exist in relation to 

these concepts. For Socio-Emotional Experiences, limited work has been conducted to understand 

the psychological effects of control on employees. For example, Orlikowski (1991) and Santana 

and Robey (1995) have differing findings on how control can psychologically impact individuals 

(i.e. oppression versus satisfaction), but this issue has been largely ignored within the IS control 

literature. Future research could attempt a more comprehensive examination of motivation, 

satisfaction, psychological structures, and socialization as it relates to the employment of IS 

control. 

 This review also finds that the IS control literature largely avoids the actual execution 

components of control (i.e. control effectiveness, control evolution). Past studies tend to 

concentrate on the choice and outcome of control, but avoid an examination of the actual use of 

that control in practice. An increased adoption of longitudinal or retrospective studies rather than 

cross-sectional studies may enable researchers to address these issues more easily. Because past 

research has recognized that control does change over time (Choudhury & Sabherwal, 2003), 

work in this area represents an important opportunity. 

 Another key area for future research related to advanced control concepts is the broad 

acceptance of control modes as the de facto standard categorization. The results from this review 

suggest that the dominant approach to grouping control mechanisms is done using 

behavioural/outcome/clan/self control mode categories. Though some attempts have been made 

to move beyond control modes (Boss, et al., 2009; Cram & Brohman, 2010, 2013; Harris, et al., 
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2009), there are further opportunities to conceptualize control in new ways to enhance our 

understanding of how organizations currently oversee information systems processes. For 

example, Harris et al. (2009) find that the modes of control are inadequate to represent how 

organizations conduct flexible information systems development activities. They propose a new 

concept, emergent outcome control, which represents a more iterative, closely monitored form of 

outcome control that is periodically evaluated rather than reviewed only after an outcome is 

achieved. Similarly, Cram and Brohman (2013), conceptualize a typology of control based upon 

the control objectives and control practices utilized within IS processes as a means to differentiate 

unique approaches to systems development control. They find that such an approach can provide 

a unique perspective on control, particularly in relation to new development trends, that may not 

be apparent when the analysis is restricted to control modes. Future research could continue to 

pursue opportunities for the continued evolution, re-conceptualization, and critical assessment of 

the categorizations of control to ensure that the field remains relevant to the practical aspects of 

control in organizations. 

2.3 Summary 

 This chapter has provided a detailed outline of the research literature in the field of IS 

control, as well as an overview of early managerial control literature. The review resulted in a 

five dimension framework based on key concepts found in the literature: control environment, 

control mechanisms, socio-emotional experiences, control execution, and control outcomes. Past 

research in the field of IS control has focused most heavily on the concepts of control 

environment, control mechanisms, and control outcomes, while examining the operational 

processes related to the execution of control and the socio-emotional experiences of employees 

resulting from control to a lesser extent. A range of future opportunities in the study of IS control 
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are presented, including expanding the IS control topics beyond a project focus and enhancing 

new, innovative conceptualizations of IS control that better reflect the realities of technology in 

today’s organizations. 

The following chapter addresses these future research opportunities by drawing on the 

five identified dimensions in the design a new IS control construct. This construct is then used to 

evaluate IS process controls in six case studies at four organizations (Chapters 4-7). Based on 

these findings, an assessment of IS control alignment is conducted in Chapter 8. 
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Chapter 3 

Information Systems Control Construct 

 As introduced in the preceding chapters, this dissertation focuses broadly on an 

examination of the new concept of information systems control alignment. However, in order to 

determine how IS controls can become aligned (or misaligned) and the resulting implications, a 

means to identify and evaluate the core elements of IS control is first required. The objective of 

this chapter is to develop and refine a construct that can be used to examine IS controls in 

organizations. This construct is then employed within a series of case studies in Chapters 4, 5, 6, 

and 7. Based on the results of this exercise, the evaluation of IS control alignment is completed in 

Chapter 8.  

Defining the term ‘construct’ has been subject to some debate within the information 

systems discipline; some argue for a narrow view that only applies to particular types of 

variables, while others argue for a broader conceptualization of the term (Petter, Straub, & Rai, 

2007). In this research, I adopt the broader view that defines a construct as a “concept, model, or 

schematic idea” (Shadish, Cook, & Campbell, 2001, p. 506), since this interpretation is consistent 

with the approach taken in recent information systems research such as Petter et al. (2007). This 

definition is also consistent with other studies such as Lewis et al. (2005) that distinguish the 

development of a construct from the development of a measurement instrument. As such, this 

research develops and refines the elements underlying the concept of IS control, but does not 

subsequently create an instrument to quantitatively measure the elements. Because of the lack of 

previous investigation into the IS control alignment subject area, a rich contextual understanding 

of the phenomenon must first be developed. Past commentators such as Pinsonneault and Kramer 
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(1993) have noted the limitations of employing single-method quantitative approaches that do not 

provide a detailed understanding and history of a subject. However, the value of such a 

quantitative approach would be a useful complement to the method employed in this study. 

Further discussion is provided in Chapter 9 related to future research opportunities. 

The development of the IS control construct will draw on the results of the literature 

review in the previous chapter and seek to address the research opportunities noted. Using 

empirical data collected through a series of case studies, the IS control dimensions specified in 

the new construct will then be evaluated in the following four chapters. Chapter 8 will then build 

on the results of this exercise by conducting an evaluation of IS control alignment within and 

across the case studies. 

  Although a range of IS control constructs has been established in past research, including 

Tiwana (2010), Tiwana and Keil (2009), Kirsch (1996), and Gopal and Gosain (2009), none focus 

broadly on all of the core IS control dimensions outlined in the previous chapter’s literature 

review. As noted in Chapter 2, each of these dimensions focus on key elements of the control 

phenomenon and a comprehensive, holistic construct that considers all dimensions concurrently 

may aid practitioners and researchers in understanding IS control more fully. In response, this 

chapter will draw on the findings from the literature review to define and refine a new IS control 

construct that is based around these core IS dimensions. By re-defining the fundamental aspects 

of IS control, this research will enable a comprehensive look at the subject, which in turn will 

allow for a more meaningful examination in Chapter 8 of how IS controls can be aligned in 

practice and what the implications of control alignment are. 

 This chapter is organized as follows. First, the methodology for the construct definition 

and development will be explained. Next, the approach used to evaluate IS controls using a case 
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study approach will be explained. Finally, the chapter will conclude with applications for the 

construct; specifically, how the findings can be used to aid in the evaluation of IS control 

alignment. 

A detailed presentation of the empirical studies that employ the construct will be 

presented in Chapter 4 (CanBank), Chapter 5 (InsureCorp), Chapter 6 (HealthOrg), and Chapter 7 

(LargeMan).  

3.1 Methodology 

 The approach employed in this chapter first seeks to establish and define the domain of 

IS control. This is followed by a refinement and development of a detailed IS control construct. 

Although this work is qualitative in nature, in order to follow a rigorous process that can 

subsequently lead to quantitative research in future studies, I draw upon the work of Lewis et al. 

(2005), who suggest that the first step in establishing a construct within IS research should be to 

carefully define the premise of the construct, which focuses on articulating the construct’s 

purpose. The second step is to produce a conceptual definition, which defines the construct in 

general or theoretical terms. The final step is to generate a list of dimensions and sub-dimensions 

that represent the core elements of the construct (Lewis et al., 2005). The authors suggest that the 

input for the completion of these activities can be derived from “a review of the literature, case 

studies, open-ended questionnaires, interviews, or some combination of these sources” (Lewis et 

al., 2005, p. 391). A structured process to establish the IS control construct is adhered to in this 

chapter, whereby the premise is first established, the definition flows from it, broad dimensions 

are established, and lower level categories are then iteratively refined into distinct groupings, 

based on the literature review in Chapter 2. Following this, the use of the construct in practice is 

described in the subsequent chapters. 
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3.1.1 Premise Specification 

The first step in the development of the IS control construct is the premise specification, 

which establishes the purpose of the construct. In defining the construct’s purpose, I considered 

three lines of inquiry: How is this construct different from existing IS control constructs? Why is 

this construct needed by the practitioner or research community? What will the construct be used 

for? 

After consideration of these questions, the purpose of the IS control construct established 

in this study is three-fold. First, the construct developed in this study should be comprehensive 

and not focus on any particular element of IS control, but instead draw on all core dimensions of 

the phenomenon. The development of such a construct is unique and extends beyond the more 

focused IS control concepts currently in use within the research community (e.g. formal/informal 

control, behavioural/outcome/clan/self control modes). Such a construct can prove useful to the 

research community by taking a more multi-dimensional view of control that considers not only 

the links between an organization’s environment (control environment), its controls (control 

mechanisms), and its objectives (control outcomes), but also considers the well-being of 

employees (socio-emotional experiences) and the changing aspects of control (control execution). 

Second, the construct is intended to evaluate the qualitative elements of IS control. 

Although I recognize the value of quantitative measurement of control phenomenon, this research 

is unique from past forms of IS control research in that it draws on aspects of control that can be 

described by informants or recorded in documents, but may be difficult to measure in quantitative 

terms (e.g. the emotional impact of control on an employee). By doing so, this IS construct has 

the potential to uncover insights that prior research may have been unable to discern due to the 

need to quantify and measure underlying control variables. 
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Third, the construct should be designed in such a way that it can be used to aid the 

evaluation of IS control alignment in the following chapter. To do so, the IS control construct 

must be standardized and well defined in order to apply to a range of organizations, industries, 

and processes. It should be consistent with a positivist epistemology that is able to systematically 

evaluate IS controls against a set of defined criteria to enable comparisons with other collections 

of IS controls. This approach is in contrast to an interpretive or critical philosophy, which may 

allow for more judgment and opinion in the evaluation of IS controls. Although such approaches 

may result in valuable insights into control phenomenon, they are inconsistent with the intended 

use of the IS construct developed for this research, which requires more objectivity in order to 

demonstrate its methodological rigor. 

3.1.2 Conceptual Definition 

The second step in the construct creation is the conceptual definition, which describes the 

construct in general or theoretical terms. The IS control construct is established at the IS process 

level, allowing each ‘case’ to focus on the IS controls associated with a discrete collection of 

related IS activities. In this context, an IS process is defined in terms of the Information Systems 

Audit and Control Association’s COBIT 5 framework as “a collection of practices influenced by 

the enterprise’s policies and procedures that takes inputs from a number of sources, manipulates 

the inputs and produces outputs” (Information Systems Audit and Control Association, 2012, p. 

19). COBIT defines a total of 37 processes for the governance of enterprise IS and classifies them 

into five groups: evaluate, direct and monitor; align, plan and organize; build, acquire and 

implement; deliver, service and support; and monitor, evaluate and assess. Refer to Appendix C 

for a complete listing of IS processes, as defined by COBIT. Examples of these processes 
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include: manage security, manage knowledge, manage service requests and incidents, and 

manage continuity. 

 Two specific processes from COBIT 5 are selected for empirical investigation in this 

study as a means to aid in the refinement of the construct. The first is ‘managing enterprise 

architecture’ (APO03: pp. 63-67). The framework defines enterprise architecture process as 

“establishing a common architecture consisting of business process, information, data, application 

and technology architecture layers for effectively and efficiently realizing enterprise and IT 

strategies by creating key models and practices that describe the baseline and target architectures” 

(p. 63). This terminology is consistent with other prominent definitions such as the one provided 

by Ross, Weill, and Robertson (2006), who define enterprise architecture as “the organizing logic 

for business processes and IT infrastructure, reflecting the integration and standardization 

requirements of the company’s operating model” (p. 9). COBIT establishes the overall purpose of 

the enterprise architecture management process as enabling a standard, responsive, and efficient 

delivery of operational and strategic objectives by establishing principles that guide the design 

and evolution of core enterprise components (ISACA, 2012). A variety of possible controls are 

proposed by COBIT, such as aligning architecture objectives with strategic program priorities, 

maintaining an architecture repository, and establishing architecture scope and priorities to guide 

solution development and deployment. 

 The second process selected from COBIT for investigation in this research is ‘manage 

solutions: identification and build’ (BAI03: pp. 133-139). The framework defines this process as 

“establishing and maintaining solutions in line with enterprise requirements covering design, 

development, procurement/sourcing and partnering with suppliers and vendors” (ISACA, 2012, p. 

132). This process includes activities including managing configuration, test preparation, testing, 
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and requirements management. The definition of this COBIT process is highly similar to 

previously established definitions of managing information systems development. Sambamurthy 

and Kirsch (2000) define this process as “the tasks undertaken to construct a computer-based 

information system, and the management of this effort, by a group of stakeholders with agendas, 

who engage in transactions over time within an institutional context by applying structure to their 

work with a set of tools and methodologies, and who judge outcomes of their efforts and act 

accordingly” (p. 400). Because the term ‘manage information systems development’ is more 

widely recognized and accepted within the academic and practitioner community, it is used in this 

research in place of the COBIT term ‘manage solutions: identification and build’. However, I 

consider both terms to refer to the same IS process; for simplicity in explaining and presenting the 

research, ‘managing information systems development’ will be used. COBIT establishes the 

overall purpose of the process to “establish timely and cost-effective solutions capable of 

supporting strategic and operational objectives” (ISACA, 2012, p. 133). A variety of possible 

controls are proposed by COBIT, such as stakeholder and sponsor approval of quality assurance 

results, tracking of user change requests, documenting solution components, and creating 

integrated test plans. 

The two processes were selected for investigation in this research in order to provide 

potential IS control comparisons and contrasts. Specifically, managing enterprise architecture was 

chosen because it is a process of growing interest and importance in organizations (Ross, 2008), 

which was likely to generate interest from potential participating organizations. As well, because 

the enterprise architecture process has not been the focus of any substantive studies related to IS 

control, it provided an opportunity to examine controls in a novel area. In regard to the choice of 

selecting the managing information systems development, the process typically represents a large 
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proportion of IS department spending and is also frequently associated with IS control issues that 

can be costly and risky to organizations (The Canadian Institute of Chartered Accountants, 2007). 

Because of the importance of the process, organizational interest in participating in this research 

was also anticipated to be high. As well, because the majority of IS control literature focuses on 

the information systems development process, this research serves to extend past work in the 

field, as well as enable comparisons with past findings. 

Although more than two processes could have been selected for empirical investigation at 

participating organizations, after initial correspondence with potential participants it was 

concluded that most companies would be reluctant to offer the necessary staff time and resources 

required to investigate more than two processes. As well, by looking at more than two processes 

in each company, it became clear that the total number of organizations would need to be limited 

due to the time commitment required. Selecting a maximum of two processes to investigate at 

each organization was deemed to be an appropriate balance between a reasonable time 

commitment for participating organizations’ staff, while still attaining sufficiently detailed and 

rich data that could contribute to useful and interesting findings, as well as adequate refinement of 

the construct being developed. 

3.1.3 Dimension Generation and Refinement 

The third construct creation step is the generation of a list of dimensions that represent 

elements of the construct. Drawing from the five dimensions identified from the literature review 

in the previous chapter (i.e. control environment, control mechanisms, socio-emotional 

experiences, control execution, control outcomes), an iterative process was employed to refine 

their underlying elements using empirical data within six case studies at four organizations. A set 

of in-depth, retrospective case studies are employed in order to establish the new IS control 
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construct and use it to empirically evaluate the controls in a sample of organizations. Case studies 

provide a rich and contextualized examination of organizational phenomena (Yin, 2009), which 

will allow for a detailed assessment of IS controls. 

 A multiple case study design was utilized to enable the refinement of the IS control 

construct in a variety of settings. The use of case studies is considered to be appropriate where 

research questions inquire about the ‘how’ of a phenomenon (Yin, 2009), as is addressed in this 

study. By examining the rich context of IS control within a real organizational setting, this 

research provides an opportunity to develop insights into the phenomenon and extend theory. 

Because of the exploratory nature of this study and the lack of an established quantitative 

foundation to assess such relationships, a qualitative approach is adopted. Case studies are an 

accepted and widely employed approach in both IS alignment research (Reich & Benbasat, 2000; 

Sabherwal, et al., 2001; Slaughter, et al., 2006) issues, as well as IS control research (Choudhury 

& Sabherwal, 2003; Kirsch, 1997, 2004). 

 Alternative methods were considered for this research, but were ultimately deemed less 

appropriate than a case study approach. One of those alternatives, action research, was considered 

as a potential methodological approach. Action research seeks to concurrently solve practical 

problems while also expanding scientific knowledge (Baskerville & Myers, 2004). Action 

research typically takes on iterative tactics relying on collaboration between researchers and 

subjects (Baskerville & Wood-Harper, 1996). Although action research is accepted as a useful 

method to link academic research to organizational problems, it has also been criticized for 

introducing challenges for researchers to demonstrate the level of rigor, including 

uncontrollability, contingency, and subjectivity (Baskerville, 1999; Kock, 2004). Although 
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suggestions for addressing these challenges have been provided in the literature, action research 

was not considered appropriate for this study due to uncertainty related to research rigor.   

 A survey methodology was also considered for this research. Surveys are used to gather 

information about characteristics, actions, or opinions that can be used to quantitatively describe a 

large group of people  (Pinsonneault & Kraemer, 1993). However, surveys are noted as not 

necessarily providing details regarding the context of a phenomenon. Pinsonneault and Kraemer 

(1993) suggest that case studies are more appropriate when such insights are required. As noted 

above, because this research on IS control alignment is exploratory in nature and rich, contextual 

information is required to better understand the diverse aspects of the phenomenon before moving 

on to more quantitative methods, a survey methodology was not considered appropriate. 

 An ethnographic approach was also contemplated as an alternative. Ethnographies refer 

to in-depth, intensive fieldwork and are characterized by the researcher thoroughly examining the 

social and cultural aspects of a particular group (Myers, 2009). By employing an ethnography, 

which originates from the field of anthropology, this research could seek to develop a deep 

understanding of IS control, particularly in relation to the socio-emotional experiences concept. 

However, because the intended focus of this research is to look not only at the social aspects of 

control, but also at the broader control environment, mechanism, execution, and objective 

concepts, the use of an ethnographic approach for these topics does not take advantage of the 

methodology’s strengths. As well, Myers (1999) suggests that ethnographies are limited by their 

breadth because only a single organization can be studied at one time. Since the intended focus of 

this research is to build a basis of knowledge on the new topic of IS control alignment, a single 

organization provides only a narrow view of the phenomenon and is severely limited in terms of 
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its generalizability. On this basis, an ethnographic approach was not considered appropriate for 

this research. 

Case sites were recruited through personal and professional contacts and were selected 

using a purposeful sampling strategy of theoretical replication, whereby contrasting results are 

anticipated across the sites due to the variation in their underlying components (Yin, 2009). Refer 

to Appendix E for a comparison of key organizational characteristics. This variation in 

components refers to fundamental differences in the controls employed within each organization, 

as a means to obtain as broad a view possible on the control phenomenon. In order to obtain such 

variation, participating organizations were sought that varied on the basis of four factors: 

industry, company size, technical architecture, and systems development approach. Past research 

(Cardinal, 2001; Kohli & Kettinger, 2004; Silva & Hirschheim, 2007) suggests a unique link 

between the controls used within IS-related processes and the industry of the organization. Other 

research (Choudhury & Sabherwal, 2003; McFarlan, 1981), suggests that IS controls relate to the 

size of IS initiatives (e.g. project size). Variance in technical architecture and systems 

development controls is desired in order to gain insights into controls related to the two IS 

processes under investigation. Past research (Cram & Brohman, 2013; Harris, et al., 2009) 

suggests that controls within specific IS processes will vary on the basis of guiding frameworks 

or methodologies, such as waterfall or agile systems development.  

In order to identify cases that varied upon these four factors, the researcher conducted a 

pre-screening interview with a senior representative from each prospective organization. The 

discussion focused on gaining a general understanding of the industry, size of the company, and 

characteristics of the technical architecture and development processes. Organizations that were 

noted to differ significantly from previous case study sites (e.g. different industries, different 



 

61 

 

development approaches, etc.), were asked to participate on the basis that they would provide a 

beneficial contrast in findings. From a total of seven organizations that were approached, four 

were selected to participate and represented different industries (banking, healthcare, insurance, 

and manufacturing), a range of sizes (750 employees – 80,000 employees), different architectures 

(i.e. mainframe, client-server, cloud computing), and different development approaches (i.e. 

waterfall, agile, hybrid). Within these four organizations, a total of six case studies were 

conducted: in two of the organizations, a single case study on managing systems development 

was conducted; in the other two organizations, two cases studies (enterprise architecture and 

systems development) were conducted. The two organizations that contained only a case study 

for the systems development process either did not have a sufficiently established enterprise 

architecture process that could provide adequate data for the research or had insufficient 

availability of key staff to meet with the researcher. 

 Case study data was collected using two techniques: semi-structured interviews and 

organizational documents. The use of multiple data collection methods allows for triangulation; 

that is, the verification of repeatability of an observation or findings (Stake, 2006), which results 

in more convincing and accurate findings (Yin, 2009). Data was collected during the period of 

June 2011 to November 2011. 

 Interviews were conducted on a retrospective basis, such that data can be collected at a 

single point in time, but relate to events that have occurred at a variety of points in the past. Past 

commentators such as Golden (1997) and Miller et al. (1997) have highlighted the usefulness of 

retrospective studies in organizations. Guidelines related to increasing the reliability and validity 

of retrospective data collection were adhered to during the data collection, in line with Golden 

(1992, 1997) and Miller et al. (1997). Techniques were employed such as utilizing interview 
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questions that focus on facts, events, and behaviours rather than beliefs, abstract concepts, 

opinions, or intentions; utilizing multiple respondents in order to minimize any systematic error 

associated with emotion-related interpretations of past events; providing incentives to motivate 

interviewee participation (e.g. confidentiality will be confirmed, data collection inconvenience 

will be minimized, explanations of the usefulness of the project, and a copy of the final report 

provided to participating organizations/individuals); free, rather than forced reporting (i.e. 

interviewees are encouraged to respond that they do not remember, if that is the case); and cross-

checking of interview data with other data sources (e.g. company documents).  

A formal interview protocol was established and is provided in Appendix F that adheres 

to the above guidelines. Data was collected that corresponds to controls in both past and present 

time periods by asking questions such as ‘what organizational circumstances would lead one 

control mechanism to be selected over another’ or ‘do the control mechanisms for the systems 

development process change over time?’. Such questions elicited responses regarding both 

controls currently in place within the IS processes, as well as circumstances that existed in the 

past that led to changing controls. Research challenges related to this approach are addressed 

below. 

The number of required interviews, documents, or case studies required to be completed 

for this research were not pre-defined. After the first round of interviews and data collection at 

each organization, the researcher conducted a preliminary review of the data to determine if 

additional information regarding IS controls would be useful. For three of the four organizations, 

a second round of interviews and document collection requests were conducted. After the second 

round of data collection, the researcher again reviewed the data and for all case studies concluded 
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that theoretical saturation had been achieved and that additional interviews or collection of 

documents was unlikely to result in a significant contribution to the collected data.  

In terms of evaluating the total number of case studies that were required before 

theoretical saturation was reached (i.e. the inclusion of additional case studies would not result in 

significantly enhanced findings), the researcher conducted detailed data analysis of the case 

studies within each organization prior to commencing data collection for case studies at 

additional organizations. By synthesizing the findings not only within the individual case studies, 

but across multiple case studies, the researcher considered whether there were still key questions 

that needed clarification or if the current data provided an adequately complete picture of the IS 

control phenomenon. During this process, refinements to the IS control construct were completed 

as insights from new case studies were established. As well, the researcher informally presented 

and discussed the findings corresponding to each case study after the completion of data analysis 

with his supervisors, as well as representatives of the participating organizations. Where 

questions and clarifications were raised by these parties, additional enhancements and data 

collection procedures were considered. This iterative data collection-analysis-synthesis approach 

provided the researcher with the opportunity to evaluate if the quantity of case studies was 

sufficient to finalize the construct development or if additional case studies were required to 

complete the research. Upon completing the analysis for the fifth case study, the researcher had 

established a construct model that was consistent with the data collected to that point. No 

significant IS control questions remained outstanding, but at least one additional case study was 

deemed appropriate in order to further validate the construct design. During the data collection 

activities of the sixth case study, the researcher confirmed all of the key elements of the construct 

and noted that interviewees were largely making comments that had been previously stated by 
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participants in prior case studies. On this basis, the researcher concluded that after six case 

studies, theoretical saturation had been reached: additional case studies would not provide 

significant new insights into the phenomenon under study. This quantity of cases is within the 

range said to generate sufficiently complex insights without creating an unmanageable quantity of 

data (Stake, 2006). 

 Due to the exploratory nature of the study, adjustments were made to the interview 

protocol during the study in order to improve the quality of the data collected and to focus on the 

most important elements of the topic. As data was being collected, the data analysis process, 

which is described below, was continuing to evolve. The changes to the interview protocol were 

made in order to continually refine the data collection to remain consistent with the evolving view 

of IS control that was taking shape. Data collection was conducted sequentially by organization in 

the order of CanBank (two case studies: enterprise architecture and systems development), 

HealthOrg (one case study: systems development), InsureCorp (two case studies: enterprise 

architecture and systems development), and LargeMan (one case study: systems development). 

After the interviews were completed for each organization, preliminary data analysis was 

conducted, including a reflection on the direction of the questions and the content of the 

interviewee answers. Although portions of the interview protocol remained the same throughout 

the study, updates and enhancements were included after each organization’s interviews (i.e. after 

CanBank and subsequent to HealthOrg, after HealthOrg and subsequent to InsureCorp, after 

InsureCorp and subsequent to LargeMan). The table below shows the key areas of focus for each 

interview protocol, including the changes made from the previous version.  

Organization Case Studies 

Conducted 

Interview Focus Changes from Previous 

Protocol 

CanBank Enterprise 

Architecture, 

Focused on examining the 

five control dimensions and 

N/A 
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Systems 

Development 

identifying cases and 

characteristics of IS control 

alignment within each 

dimension. 

HealthOrg Systems 

Development 

Focused on examining the 

five control dimension areas 

and identifying cases and 

characteristics of IS controls 

that are similar and 

complementary within 

specific processes. 

A refined view of 

alignment was incorporated 

into the interviews, 

focusing on the similarity 

and complementarity of 

controls. 

InsureCorp Enterprise 

Architecture, 

Systems 

Development 

Focused on examining the 

five control dimensions and 

distinguishing between 

control classifications within 

each area (e.g. preventive or 

detective control 

mechanisms). 

A refined view of the 

classes underlying each of 

the five dimensions (e.g. 

traditional versus 

progressive control 

environments, preventive 

versus detective control 

mechanisms). 

LargeMan Systems 

Development 

Focused on examining the 

five dimensions and 

identifying patterns of control 

classifications. 

A refined view IS control 

alignment focusing on 

patterns of IS control 

alignment across control 

classes. 

Table 10. Interview Protocol Enhancements 

 Interviewees were selected to include a mixture of both senior and junior staff, as a 

means to obtain data pertaining to both sides of the controller-controlee relationship.  All 

interviewees were directly involved with the enterprise architecture and/or systems development 

processes.  

 A total of 29 interviews were conducted. A detailed listing of the interviewee job titles 

and interview lengths by case study is provided in Appendix G. In total, over 20 hours of 

interviews were conducted, totaling 619 pages of transcribed notes. The average length of 

interview was 42 minutes and 21 transcribed pages in length. All interviews were digitally 

recorded.  
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 A total of 31 company documents were also collected, totaling 269 pages. A detailed 

listing of collected documents by case study is provided in Appendix H. The documents relate to 

current and past control activities pertaining to the IS process examined in each case. The use of 

documents as a data source can provide important details of events and makes decisions and 

activities within an organization traceable (Myers, 2009). Control-related research has been 

conducted in the past using archival documents, such as in Helms and Weiss (1986). The 

documents were used as a data source that could corroborate the control-related data collected via 

interviews, as well as contribute additional refinements to the IS control construct being 

developed.  

Organization Total 

Number of 

Interviewees 

IS Process Examined Number of 

Interviewees
1
 

Number of 

Documents 

Collected 

CanBank 8 Enterprise Architecture 7 8 

Systems Development 6 4 

InsureCorp 9 Enterprise Architecture 5 4 

Systems Development 8 5 

HealthOrg 7 Systems Development 7 6 

LargeMan 5 Systems Development 5 4 

TOTAL  38 31 

Table 11. Summary of Data Collection Activities 

1 
- Some interviewees at CanBank and InsureCorp were involved in both the enterprise 

architecture and systems development process, while others were involved in one process 

but not the other. As a result, the total number of interviewees who participated in some IS 

process case studies is fewer than the total number of total organizational interviewees. 

Similarly, the sum of all interviewees in the above table is greater than the number of 

participants, who numbered 29. 

 The data coding took place in two phases. In the first phase, the controls that existed 

within the IS process that composed each case were identified from the collected transcripts and 

documents through descriptive coding, which refers to classifying a phenomenon to a segment of 

text (M. B. Miles & Huberman, 1994). Coding categories were used that corresponded to the five 
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control dimensions identified in the literature review within the previous chapter: control 

environment, control mechanisms, socio-emotional experiences, control execution, and control 

outcomes. This five-dimension model allows a detailed evaluation of all aspects of control, in line 

with the key elements examined in past IS control literature. The coding process consisted of the 

researcher tagging text segments of each interview transcript and document with one or more 

codes. In total, 1341 segments of text were coded during this exercise across all data sources. 

Organization IS Process Control Dimension # 

Interview 

Segments 

# 

Document 

Segments 

Total # 

Codes 

Total # 

Codes/ 

Process 

CanBank 

Enterprise 

Architecture 

Control environment 18 52 70 

295 

Control mechanisms 22 61 83 

Socio-emotional 

experiences 

24 14 38 

Control execution 23 27 50 

Control outcomes 23 31 54 

Systems 

Development 

Control environment 9 2 11 

101 

Control mechanisms 15 28 43 

Socio-emotional 

experiences 

11 2 13 

Control execution 8 2 10 

Control outcomes 6 18 24 

InsureCorp Enterprise 

Architecture 

Control environment 15 18 33 

161 

Control mechanisms 12 50 62 

Socio-emotional 

experiences 

6 4 10 

Control execution 7 23 30 

Control outcomes 6 20 26 

Systems 

Development 

Control environment 31 15 46 

278 

Control mechanisms 57 49 106 

Socio-emotional 

experiences 

35 9 44 

Control execution 28 17 45 

Control outcomes 21 16 37 

HealthOrg Systems 

Development 

Control environment 27 10 37 

281 

Control mechanisms 67 72 139 

Socio-emotional 

experiences 

23 8 31 

Control execution 24 1 25 

Control outcomes 26 23 49 
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LargeMan Systems 

Development 

Control environment 12 7 19 

225 

Control mechanisms 24 35 59 

Socio-emotional 

experiences 

23 23 46 

Control execution 21 42 63 

Control outcomes 11 27 38 

TOTALS 635 706 1341 1341 

Table 12. Data Collection Details 

 The second phase of the coding process focused on an assessment of the underlying 

characteristics of each IS control dimension through the use of pattern coding, which employs 

inference making as a means to explain a theme or configuration (M. B. Miles & Huberman, 

1994). In this research, the configuration of controls within each case study was evaluated on the 

basis of a set of control dimensions noted within the IS control literature from the previous 

chapter. In order to better understand the nature of the controls within each case’s control 

dimensions, a pair of IS control classifications was established for each category. These 

classifications build on the sub-dimensions identified in the literature review (e.g. strategy is a 

sub-dimension of control environment), but are distinct. Each class represents an aggregation of 

common control characteristics that are divergent from the control characteristics in its ‘paired’ 

class. This collection of sub-dimension elements provides an opportunity to establish unique 

profiles within the control dimensions that can enable comparisons between organizational 

processes. For example, the control mechanisms dimension is commonly investigated within the 

literature in terms of either preventive or detective controls. Preventive controls seek to limit the 

opportunity for issues to occur through means such as standard policies and procedures. In 

contrast, detective controls are concerned less with the prevention of issues, but focus instead on 

ensuring that issues that occur are identified and remediated though approaches like audits and 

management review. Both preventive controls and detective controls are considered control 

mechanisms, but represent unique and divergent classes of the concept. Table 13, below, outlines 
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the underlying classification used to analyze the collected data, including definitions and 

references from the literature that justify the use of the class. More detailed definitions of the 

specific characteristics of each category are provided in the following section. 

IS Control 

Dimension 

IS Control 

Class 

IS Control Class 

Definition 

Theoretical Justification for 

Classification 

Control 

Environment 

Traditional Traditional control 

environments are 

characterized by process 

standardization, established 

organizational structure, 

cautious decision making, 

and internal stability. 

 Traditional organizational 

characteristics such as structure, 

power, politics, strategy and 

culture are reinforced over time 

and influence the nature of 

control (Kling & Iacono 1984; 

McFarlan 1981; Rao et al. 2007). 

Progressive Progressive control 

environments are 

characterized by process 

flexibility, technology-

intensive initiatives, risk 

taking, and innovation. 

 Organizations characterized by 

high uncertainty and rates of 

change employ controls related 

to strategy and knowledge 

differently than more traditional 

companies (Kellogg et al. 2006) 

 An organization’s dependency on 

controls influences its ability to 

be flexible and make process 

changes (Sia & Neo 1997; Silva 

& Hirschheim 2007). 

Control 

Mechanisms 

Preventive Preventive control 

mechanisms are proactive 

attempts to avoid the 

occurrence of an activity or 

incident that could 

potentially have a negative 

impact on the achievement 

of organizational 

objectives. 

 Alternative forms of controlling 

employee behaviour exist. One is 

the attempt to prevent an issue 

from occurring in the first place 

(Gopal & Sanders 1997; Phan et 

al. 1995). 

 Organizations should ensure 

structural and cultural 

compatibility with control 

systems prior to implementation 

(Kulp 2006). 

 Standardizing controls by 

establishing detailed performance 

criteria and expectations is one 

method of implementing controls 

(Nidumolu & Subramani 2003; 

Riehl 1982) 

Detective Detective control 

mechanisms are procedures 

conducted to identify if an 

 Alternative forms of controlling 

employee behaviour exist. One is 
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activity or incident has 

occurred that could have a 

negative impact on 

organizational objectives. 

Detective controls do not 

directly attempt to prevent 

the incident from occurring, 

but rather identify when it 

has occurred and then 

remediate the issue. 

the attempt to identify employees 

who have not followed the rules 

and levy penalties against them 

(Gopal & Sanders 1997). 

 Providing employee discretion 

and empowerment to project 

teams to decide on controls they 

see as being appropriate is one 

method of implementing controls 

(Nidumolu & Subramani 2003). 

Socio-

Emotional 

Experiences 

Individual Individual socio-emotional 

experiences refer to the 

employees whose response 

to control is consistent with 

a prioritization of 

individual goals, the focus 

on individual rights, and an 

emphasis on personal 

autonomy. 

 The mandatoriness of controls 

considers the extent that 

individuals perceive that 

compliance with policies and 

procedures are compulsory (Boss 

et al. 2009). 

 Some controls, such as systems 

development methodologies can 

restrict individuals’ creativity, 

learning, and intuition (Fitzgerald 

1996). 

 The nature of control in IS 

processes influences the 

psychological well-being of 

employees (e.g. individual 

satisfaction, stress, discomfort) 

(Love et al. 2007; Olsen 1982; 

Santana & Robey 1995). 

 Individuals’ perceptions of 

controls are driven by factors 

such as timeframe and feedback 

(Morris & Marshall 2004). 

Collective Collective socio-emotional 

experiences refer to 

employees whose response 

to control is consistent with 

a priority on group goals 

and the cohesion of groups. 

 Users as a group value the ability 

to provide input into systems 

design. It provides them 

perceptions of influence and 

reduces threats that they have no 

control over systems they use 

(Baronas & Louis 1988; Kohli & 

Kettinger 2004). 

 Some forms of control draw on 

shared norms and values across 

team members (Kirsch et al. 

2010). 

 Communication between 

employees is an important 
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component of effective IS 

processes (Kraut & Streeter 

1995). 

 Organizational control choices 

become embedded in IS tools 

over time, resulting in 

influencing the broad structures 

related to employee activities, 

including relationships and 

communication with one another 

(Orlikowski 1991). 

 The nature of IS controls can 

influence the degree of trust 

between employees, motivation 

to participate in initiatives, and 

overall employee morale (Piccoli 

& Ives 2003; Roberts et al. 2006; 

Rustagi et al. 2008; Sia & Neo 

1997; Stewart & Gosain 2006). 

Control 

Execution 

Stability Stable control execution is 

characterized by controls 

that are viewed as 

performing adequately 

within mature, well 

established processes. Few 

adjustments to controls are 

required and controls are 

rarely added. 

 Some controls, such as systems 

development methodologies, 

provide a standardized, static 

method of controlling costs, 

benefits, and risks (Fitzgerald 

1996). 

 Collections of controls are 

chosen in a rational, structured 

manner on the basis of defined 

criteria such as outcome 

measurability, behaviour 

observability, level of 

knowledge, task characteristics, 

role expectations (Kirsch 1996; 

Kirsch 1997; Kirsch et al. 2002).  

Evolution Evolutionary control 

execution is characterized 

by the identification of 

issues or areas for control 

improvement that require 

remediation, as well as the 

associated adjustments and 

additions to controls over 

time. 

 Controls within a particular 

project may evolve throughout 

the course of a project, 

depending on the existence of 

criteria such as performance 

problems, extent of shared goals, 

interactions between controllers 

and controlees, and project phase 

(Choudhury & Sabherwal 2003; 

Kirsch 2004; Kohli & Kettinger 

2004). 

 Controls should be periodically 
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monitored, evaluated, and 

modified during the completion 

of a process (Harris et al. 2009; 

Jin & Montague 2003). 

Control 

Outcomes 

Product-

focused 

Product-focused control 

outcomes represent 

characteristics of a 

particular IS artifact (e.g. 

software application) that 

are desirable to 

organizations, which 

controls can help to 

achieve. 

 The nature of controls will 

influence the extent that product 

innovations occur (Cardinal 

2001). 

 The nature of controls will 

influence the quality of products 

(Gopal & Gosain 2009; Halloran 

et al. 1978; Maruping et al. 2009; 

Phan et al. 1995). 

Process-

focused 

Process-focused control 

outcomes represent 

characteristics of internal IS 

processes (e.g. systems 

development) that are 

desirable to the 

organization, which 

controls can help to 

achieve. 

 The nature of controls will 

influence the efficiency of 

projects (Gopal & Gosain 2009). 

 The nature of controls will 

influence the cost, schedule, 

and/or audit compliance of a 

process (Jiang et al. 2004; Mao et 

al. 2008; Rittenberg & Purdy 

1978; Spears & Barki 2010). 

Table 13. IS Control Classifications 

This approach to establishing a series of underlying elements of the five control 

dimensions was chosen on the basis of distinguishing between key aspects of control that have 

been investigated in prior literature. An alternative approach could have been to adopt a more 

grounded method, whereby the control characteristics are derived from the collected data. 

However, the approach taken was chosen because it is consistent with the approach used in 

Chapter 8, where IS control alignment is examined. Because the control characteristics evaluated 

in this chapter have been the subject of extensive scrutiny from IS researchers in the past, a 

stronger case is able to be made that when organized in particular patterns, IS controls can be 

mutually reinforcing and contribute positively to organizations.  

Although the control classifications are based on past control research, some iteration and 

refinement of the categories was necessary to enable reliable and valid coding of the data. Using 
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broad definitions drawn from the IS control literature for each class, the researcher re-reviewed 

the case study data for examples of interviewee comments and situations that were representative 

of each class to enable a more detailed and tangible definition to be established. Throughout the 

data analysis, minor refinements were made to the class definitions, but the grouping concepts 

remained unchanged. For example, management supervision is a control mechanism commonly 

viewed as preventing issues in real-time, via observation, as they occur; however, during the data 

collection, some IS processes used managers to instead detect issues on completed work via ad-

hoc reviews. As a result, a refinement to the management supervision control mechanism was 

made. Under the current view, supervision can be considered either a preventive or a detective 

control, depending on the intent of the activity (i.e. to prevent or to detect). After the definitions 

for all the classes were finalized, all the text segments from the first phase of data analysis were 

coded. Table 14 notes the quantity of codes from the interviews and documents that were 

allocated to each class. 
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CanBank 

Enterprise 

Architecture 
43 27 56 27 15 23 33 17 12 42 295 

Systems 

Development 
8 3 28 15 5 8 8 2 2 22 101 

InsureCorp 

Enterprise 

Architecture 
12 21 40 22 5 5 28 2 2 24 161 

Systems 

Development 
29 17 73 33 18 26 39 6 15 22 278 

HealthOrg Systems 

Development 
19 18 84 55 16 15 23 2 20 29 281 

LargeMan Systems 

Development 
3 16 24 35 9 37 63 0 16 22 225 

TOTALS 114 102 305 187 68 114 194 29 67 161 1341 

Table 14. IS Control Classifications 



 

74 

 

 In presenting the empirical results, checklist matrices are used as a data display technique 

to enable effective exploration and description of the qualitative data (M. B. Miles & Huberman, 

1994). Checklist matrices analyze field data along a set of defined components. In this study, 

checklist matrices are used to summarize the degree of adherence to the control classifications. 

Examples of checklist matrices are Table 27 and Table 28. 

The following sections consist of a detailed description of each control dimension’s 

underlying control classifications, including details of the coding procedures used for the case 

study data. 

3.1.3.1 Control Environment 

 In order to examine the control environment of each IS process, an evaluation is 

conducted to determine the extent that controls are either traditional or progressive. Some control 

environment characteristics can be seen as uniquely traditional, such as rigid bureaucracy, 

structured procedures, and clear role definition, while others are distinctly progressive, such as 

process flexibility, decentralized structure, and loosely defined roles. The following table outlines 

the characteristics used to differentiate traditional control environment characteristics from 

progressive control environment characteristics. 

Control 

Environment 

Class 

Representative Control Environment Characteristics 

Traditional  Strategies relying on consistency, cost control, quality products and 

services 

 Business-driven strategy; technology to support business interests, not 

lead them 

 Aversion to accepting risk 

 Structured, static, formalized process steps 

 Structured, defined, centralized organizational hierarchy 

 Importance placed on supervisor-subordinate directives 

 Subject to extensive rules and regulations (internal or external) 

 Reliant on internal sourcing of skills and technology 
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 Employees with highly defined roles and responsibilities 

 High degree of outcome measurability 

 High degree of behaviour observability 

 Focus on processes that are executed with a high degree of accuracy 

and repetition 

 Homogenous organizational and national culture of employees 

 Clearly defined supervisor-subordinate roles 

 Long term employee roles; low staff turnover 

Progressive  Strategies relying on flexibility, speed to market of products and 

services, innovation 

 Highly integrated business-technology strategy 

 Calculated acceptance of risks 

 Heavy importance placed on technological tools and capabilities 

 Highly flexible, adaptive process steps 

 Flat organizational hierarchy 

 Importance placed on collaboration and agreement 

 Decentralized organizational structure 

 Reliant on external sourcing of skills and technology 

 Employees with loosely defined roles and responsibilities 

 Only moderate importance placed on outcome measurability and 

behaviour observability 

 Focus on processes that are modified and improved over time 

 Heterogeneous organizational and national culture of employees 

 Ambiguous supervisor-subordinate roles 

 Short term employee roles; high staff turnover 

Table 15. Control Environment Characteristics 

 Each characteristic of the control environment that is identified through the interviews or 

documents was assessed as being either traditional or progressive. By evaluating the proportion of 

control environment characteristics rated as either traditional or progressive, an overall rating of 

control is produced (i.e. highly traditional, hybrid, or highly progressive) for each case study.  

An approach drawing on Nidumolu’s (1996) study of coordination in software 

development projects was employed in this research in order to determine the broad classification 

that should be used for an IS process’ controls: tertiles (three equal sections) were established, 

each representing a distinct classification of control characteristics within each control dimension. 

For example, a process characterized by controls that are more than 66% traditional would belong 
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within the first tertile (i.e. traditional); a process characterized by controls that were characterized 

by both traditional and progressive controls being more than 33% but less than 66%, would 

belong to the second tertile (i.e. hybrid); and a process characterized by controls that are more 

than 66% progressive would belong to the third tertile (i.e. progressive). Similar breakdowns for 

the other control categories are used and are described in detail below. In evaluating the control 

environment characteristics, the model illustrated in the table below will be used. 

Control 

Environment 

Rating 

Control Environment Characteristics 

Highly 

Traditional 

Control environments deemed to be traditional will have a large 

proportion of characteristics that are consistent with traditional 

approach to control. That is, 66% or more of control environment 

characteristics will be consistent with a traditional environment, 

while 33% or less will be consistent with a progressive environment. 

Hybrid Control environments deemed to have a hybrid control environment 

will be characterized by both traditional and progressive 

characteristics. That is, control environment characteristics for both 

types of environments will range from between 33% to 66%. 

Highly 

Progressive 

Control environments deemed to be progressive will have a large 

proportion of characteristics that are consistent with a progressive 

approach to control. That is, 66% or more of control environment 

characteristics will be consistent with a progressive environment, 

while 33% or less will be consistent with a traditional environment. 

Table 16. Control Environment Elements 

3.1.3.2 Control Mechanisms 

 In order to examine the control mechanisms of each IS process, an evaluation is 

conducted to determine the extent that controls are either preventive or detective. By categorizing 

all the control mechanisms used within an IT process as either preventive or detective, the 

dominant characteristics of the mechanisms can be ascertained. The following table outlines the 

characteristics used to differentiate preventive controls from detective controls. 
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Control 

Mechanisms 

Class 

Representative Control Mechanisms 

Preventive  Documented standards, policies, procedures, guidelines 

 Management review and approval of future initiatives 

 Strategic plans 

 Architecture plans 

 Periodic reviews of IS assets (e.g. scheduled IS asset retirement, 

preventative maintenance program) 

 Impact assessment of IS initiatives prior to commencement 

 Development methodologies and techniques 

 Management supervision (monitoring of work being completed) 

 Automated tools (passwords, application permission restrictions) 

Detective  Internal audit procedures 

 External audit procedures 

 Independent regulatory reviews 

 Periodic reviews of IS assets (e.g. daily error report monitoring) 

 Impact assessment of in-progress IS initiatives 

 Compliance assessments 

 Peer-reviews 

 Management supervision (reviews of already completed work) 

Table 17. Control Mechanism Characteristics 

 Each control mechanism that is identified in the collected data was assessed as being 

either preventive or detective. By evaluating the proportion of control mechanisms in each class, 

an overall rating is produced (i.e. highly preventive, hybrid, or highly detective). For example, 

where a documented systems development policy is implemented that outlines the steps 

developers should follow while designing software, the control mechanism would be scored as 

preventive. Where regular audits occur over IS processes to identify and correct issues, the 

control mechanism would be scored as detective. In evaluating control mechanisms, the model 

illustrated in the table below will be used. 

Control 

Mechanism 

Rating 

Control Mechanism Characteristics 

Highly 

Preventive 

Control mechanisms deemed to be preventive will have a large 

proportion of mechanisms that are consistent with a preventive 
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approach to control. That is, 66% or more of control mechanisms will 

be preventive, while 33% or less will be consistent with a detective 

approach. 

Hybrid Control mechanisms deemed to have hybrid control mechanisms will 

utilize both preventive and detective controls. That is, control 

mechanisms characterizing both approaches will range from between 

33% to 66%. 

Highly 

Detective 

Control mechanisms deemed to be detective will have a large 

proportion that are consistent with a detective approach to control. 

That is, 66% or more of control mechanisms will be detective, while 

33% or less will be consistent with a preventive approach. 

Table 18. Control Mechanism Elements 

3.1.3.3 Socio-Emotional Experiences 

 In order to examine the socio-emotional experiences of each IS process, an evaluation is 

conducted to determine the extent that experiences are characteristic of either individualism or 

collectivism. Rather than simply examining the positive or negative aspects of the control-related 

experiences of employees, examining the individual versus collective grouping allows a deeper 

assessment of the characteristics of the experiences themselves. A range of experiences can be 

associated with IS controls and this evaluation considers whether they relate to experiences that 

impact individuals (e.g. job satisfaction) or the collective team (e.g. team communication). The 

examination of individualism versus collectivism has roots in the psychology and organizational 

behaviour literature, as well as past control work. Generally, individualism refers to the priority 

of individual goals, the focus on rights over duties, and an emphasis on personal autonomy 

(Hofstede, 1980). In comparison, collectivism places importance on group goals and the cohesion 

of groups in defining identity (Oyserman, Coon, & Kemmelmeier, 2002). By categorizing all the 

socio-emotional experiences related to an IS process as either individual or collective, the overall 

rating of the dimension can be ascertained. The following table outlines the characteristics used to 

differentiate individual socio-emotional experiences from collective socio-emotional experiences. 
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Socio-

Emotional 

Experiences 

Class 

Representative Socio-Emotional Experiences 

Individualism  Controls reinforce employees working independently from one another 

on discrete segments of work 

 Control changes correspond to alterations in psychological states of 

individuals or small groups of employees (e.g. stress, uncertainty, 

discomfort, happiness, motivation, contentment, etc.) 

 Controls reinforce traditional supervisor-subordinate roles; employees 

are motivated to impress their supervisor 

 Reluctance to share knowledge with other employees 

 Individual employees have little or no voice in influencing IS process 

control design 

 Management restricts the modification of implemented controls by 

individual employees 

Collectivism  Public recognition of employee performance 

 Motivation to work effectively and impress co-workers 

 Providing team autonomy and flexibility for a group of employees with 

interrelated responsibilities (e.g. policy for systems development 

projects allowing for employees to define their own roles) 

 Motivation to share knowledge with other employees 

 Acceptance or resistance to a particular control based on organizational 

or national culture norms 

 Controls correspond to enhanced communication, socialization, and 

interaction among employees 

 Controls correspond to enhanced trust and expectations in other team 

members, particularly where independent judgment is required 

Table 19. Socio-Emotional Category Characteristics 

 Each socio-emotional experience identified through the interviews or documentation was 

assessed as being either individual or collective. By evaluating the proportion of ratings in each 

category, an overall rating is produced (i.e. highly individual, hybrid, or highly collective). For 

example, where a development methodology is seen to enhance the communication quality 

between developers, the socio-emotional experience would be scored as collective. Where the use 

of standardized policies corresponds to employees working independently, the experience would 

be coded as individual. In evaluating the socio-emotional experience characteristics, the model 

illustrated in the table below is used. 
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Socio-

Emotional 

Experience 

Rating 

Socio-Emotional Experience Characteristics 

Highly 

Individual 

Experiences deemed to be individual-based will have a large 

proportion of individual-specific characteristics. That is, 66% or more 

of experiences will be individual, while 33% or less will be consistent 

with collective experiences. 

Hybrid Experiences deemed to be hybrid will correspond with both 

individual and collective characteristics. That is, experiences 

characterizing both categories will range from between 33% to 66%. 

Highly 

Collective 

Experiences deemed to be collective-based will have a large 

proportion of collective-specific characteristics. That is, 66% or more 

of experiences will be collective, while 33% or less will be consistent 

with individual experiences. 

Table 20. Socio-Emotional Elements 

3.1.3.4 Control Execution 

 In order to examine the control execution of each IS process, an evaluation is conducted 

to determine the extent that controls are either evolving or stable. Evolving controls are those that 

are in an ongoing state of revision and adjustment, while stable controls are those that remain 

static for long periods of time. Companies whose processes undergo ongoing efforts to evaluate 

and change controls over time represent a fundamentally different approach from those 

companies whose processes remain relatively unchanged, either because no issues exist or issues 

are being ignored. The following table outlines the characteristics used to differentiate evolving 

control execution characteristics from the stable characteristics. 

Control 

Execution 

Class 

Representative Control Execution Characteristics 

Stability  Common view that controls are performing adequately 

 Mature, well established processes requiring few adjustments 

 Few new controls are added over time 

 Few modifications to existing controls are made 

 Controls remain virtually identical as time passes (i.e. no ongoing 

adaptations or fine-tuning) 

 A static set of controls is used to apply to multiple process 
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circumstances 

Evolution  Identification of inadequacies in control performance that require 

remediation 

 Changing processes requiring frequent adjustments 

 Numerous controls are added over time 

 Numerous modifications to existing controls are made 

 Controls are adapted and fine-tuned by employees 

 Controls are changed in order to apply to particular circumstances 

 Modification of control philosophy resulting in evolving control design 

(e.g. move towards strong centralization/decentralization of control) 

Table 21. Control Execution Category Characteristics 

 Each control execution characteristic identified through the interviews or documentation 

was assessed as being either stable or evolutionary. By evaluating the proportion of control 

execution characteristics in each class, an overall rating is produced (i.e. highly stable, hybrid, or 

highly evolutionary). For example, where an enterprise architecture policy is viewed as 

inadequate and is re-written, the control execution characteristic would be scored as evolutionary. 

Where a systems development methodology remains unchanged over a number of years, the 

control execution would be coded as stable. In evaluating the control execution characteristics, 

the model illustrated in the table below will be used. 

Control 

Execution 

Rating 

Control Execution Characteristics 

Highly 

Stable 

Control execution characteristics deemed to be highly stable will have a 

large proportion of activities that are consistent with stable controls. That 

is, 66% or more of control execution characteristics will be stable, while 

33% or less will be consistent with evolutionary characteristics. 

Hybrid Control portfolios deemed to have hybrid control execution will utilize 

both stable and evolutionary controls. That is, control execution 

characterizing both approaches will range from between 33% to 66%. 

Highly 

Evolutionary 

Control execution characteristics deemed to be evolutionary will have a 

large proportion of activities that are consistent with evolutionary 

controls. That is, 66% or more of control execution characteristics will be 

evolutionary, while 33% or less will be consistent with stable 

characteristics. 

Table 22. Control Execution Elements 
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3.1.3.5 Control Outcomes 

In order to examine the control outcomes of each IS process, an evaluation is conducted 

to determine the extent that controls are either product-focused or process-focused. Product-

focused outcomes are those that address characteristics of the artifact created from a process, 

such as functionality, compliance with regulations, and quality, while process-focused outcomes 

are those that address characteristics of the process itself, such as delivery speed, achievement of 

budget, and risk reduction. The following table outlines the characteristics used to differentiate 

product-focused control outcomes from process-focused control outcomes. 

Control 

Outcome 

Class 

Representative Control Outcome Characteristics 

Product-

focused 
 Ensuring functionality of products and services is delivered 

 Product compliance with relevant internal or external rules and 

regulations (e.g. developed software being sold to clients adheres to 

financial accounting standards, data privacy regulations) 

 Software and systems quality (e.g. within a defined threshold of 

software defects per 1000 lines of code) 

 Interest in enhancing product innovation (e.g. new product or service) 

 Ensuring data integrity and accuracy 

 Delivering value through technology products and services that increase 

business efficiency, reduce costs, etc. 

Process-

focused 
 Project delivery speed 

 Project adherence to schedule 

 Process compliance with relevant internal or external rules and 

regulations (e.g. systems development process adheres to Sarbanes-

Oxley internal control guidelines) 

 Maintaining IT process efficiency 

 Interest in enhancing process innovation (e.g. new development 

methodology) 

 Budget, profit, and cost monitoring 

 Reduction and management of business and technology risks during 

projects 

Table 23. Control Objective Category Characteristics 

 Each control outcome characteristic identified through the interviews or documentation 

was assessed as being either process- or product-focused. By evaluating the proportion of control 
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outcomes in each classification, an overall rating is produced (i.e. highly product-focused, hybrid, 

highly process-focused). For example, where a control outcome within a systems development 

process focuses on restricting costs to a defined budget, it would be scored as process-focused. 

Where a systems development process includes controls that aim to achieve a high level of 

quality in the software application being developed, the control outcome would be coded as 

product-focused. In evaluating the control outcomes, the model illustrated in the table below will 

be used. 

Control 

Outcome 

Rating 

Control Outcome Characteristics 

Highly 

Product-

Focused 

Control outcomes deemed to be highly product-focused will have a 

large proportion of outcomes that are consistent with product-related 

outcomes. That is, 66% or more of desired control outcomes will be 

product-focused, while 33% or less will be consistent with process-

related outcomes. 

Hybrid Control portfolios deemed to have hybrid control outcomes will utilize 

both product- and process-focused outcomes. That is, control execution 

characterizing both approaches will range from between 33% to 66%. 

Highly 

Process-

Focused 

Control outcomes deemed to be highly process-focused will have a 

large proportion of outcomes that are consistent with process-related 

outcomes. That is, 66% or more of desired control outcomes will be 

process-focused, while 33% or less will be consistent with product-

related outcomes. 

Table 24. Control Outcome Elements 

3.1.4 Construct Validity and Reliability 

 Three distinct activities are completed in this research to verify the validity and reliability 

of the coding approach outlined above; the first two activities utilize the assistance of an 

independent coding assistant and the third involves confirmation with a representative from the 

case study organizations. 

 The objective of the first activity is to confirm that the pre-defined control classifications 

can be reliably extracted from the case study data by an independent party. In order to evaluate 
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this objective, an independent graduate research assistant was hired to help verify the consistency 

of the coding process. The assistant was provided with a set of detailed definitions for each of the 

IS control dimensions (e.g. control environment, control mechanisms, etc.), as well as a set of 

exemplar interviewee quotes for each category. A listing of coding guidelines was also provided 

to the assistant, which was verbally discussed in detail with the researcher. The definitions, 

exemplar quotes, and guidelines are provided in Appendix I.  During a two hour training session 

with the assistant, the researcher reviewed the definitions and exemplar quotes and answered 

questions. A randomly selected interview transcript was then selected and coded by the assistant. 

Discrepancies between the assistant’s coding results and the researcher's results were discussed 

and resolved. A total of six complete interview transcripts and six company documents (i.e. one 

transcript and one document from each case study) were then randomly selected and coded by the 

research assistant into the IS control dimension categories. The selected interview transcripts 

averaged 39 minutes in duration and 21 pages in length. Combined, the sample totaled 231 

minutes (19.2% of the total interview minutes) and 123 pages (19.9% of the total pages). The 

selected documents averaged 12 pages in length. Combined, the sample totaled 72 pages (26.8% 

of the total document pages). 

The coding exercise utilized NVivo software, which enables multiple researchers to code 

the data sources and then automatically report on Cohen’s Kappa, which is considered a robust 

measure of reliability for categorical items (Cohen, 1960). The coding exercise resulted in an 

average inter-rater agreement Kappa of 0.74 for the interview transcripts and 0.79 for the 

company documents. Refer to Appendix J for details of the calculation. These values fall within 

the ‘substantial’ strength of agreement range noted by Landis and Koch (1977). Past research 
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such as Webster (1998) have employed similar techniques (using a 10% transcript sample) to 

evaluate the degree of coding reliability. 

 The objective of the second coding consistency verification is to confirm that the 

collected data were reliably coded to the correct control classification. Using the same 

independent coding assistant, the researcher provided a listing of the control class definitions, 

coding guidelines, and two sets of data extracts; one set of extracts comprised a collection of 

interviewee quotes and one set comprised a set of passages drawn from the collected company 

documents. The definitions and guidelines were reviewed with the assistant during a one hour 

training session. A total of 60 passages (30 interviewee quotes and 30 document extracts) were 

extracted from the collected data, corresponding to one interviewee quote and one document 

passage for each IS control dimension in each case study. This balance of interview coding and 

document coding corresponds to the overall quantity of codes allocated during the author’s 

coding process. For example, in the CanBank systems development process, one interviewee 

quote and one document passage were selected that had been coded by the researcher to each of 

the control class pairs (e.g. traditional or progressive). This approach was continued for the 

remaining five case studies. Interview quotes and document extracts were grouped by control 

dimension and a mixture of control classifications were utilized within the exercise. A table was 

provided to the independent assistant, who checked a box corresponding to the control class 

determined to best fit the passage. See Appendix K for a copy of the exercise used for interview 

quotes and Appendix L for a copy of the exercise used for document extracts. A similar approach 

has been used in past research such as Keil (1995), who provided a table containing individual 

‘project information’ descriptions to two IS doctoral students, who were asked to code the entry 
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as either positive or negative. Cohen’s Kappa was calculated at 0.67 for the exercise, which 

corresponds to the ‘substantial’ strength of agreement range noted by Landis and Koch (1977).  

 The third coding verification activity involved a validation exercise with representatives 

from the organizations where the case study was conducted. The objective of the exercise was to 

confirm the validity of the control characteristics noted in each case study, as well as the overall 

rankings of control alignment. For each case study, a set of definitions of the IS control 

dimensions (i.e. control environment, control mechanisms, socio-emotional experiences, control 

execution, and control outcomes) and classes (e.g. preventive and detective control mechanisms) 

were compiled, as well as the assessed control rankings (e.g. highly preventative, hybrid, highly 

detective) for the reviewed IS process. A brief summary explanation explaining why the ranking 

was assigned to each case was also included (see sample in Appendix M). A key informant for 

each case study was provided with the package and was asked to provide feedback to the 

researcher on any modifications or suggestions that should be made to the observations or 

findings. The informant was encouraged to distribute the information to other informants who 

took part in the case study and provide their feedback as well. Feedback was received on five of 

six case studies and no issues were identified by participants that required significant 

modification. Similar approaches have been used in past research such as Goldstein (1990) and 

Levine and Rossmoore (1993), where preliminary findings were circulated to research subjects, 

with corresponding comments being integrated into the final version of the research report. 

 In summary, three exercises were conducted in order to evaluate the reliability and 

validity of the data analysis conducted for this research study. Based on the results detailed 

above, the data coding is concluded to be reliable and valid. 
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3.2 Contributions 

The research presented within this chapter makes a number of contributions. From a 

research perspective, this work develops and refines a new information systems control construct. 

It is unique in that it departs from the approaches of past IS control research that focus on specific 

aspects of control phenomena. Rather, this construct attempts to broadly encompass all critical 

aspects of IS control by considering the organizational drivers that influence control (i.e. control 

environment), the characteristics of the controls themselves (i.e. control mechanisms), the impact 

of controls on employees (i.e. socio-emotional experiences), how controls change over time (i.e. 

control execution), and the objectives of control (i.e. control outcomes). Such a construct can aid 

research focusing on control both inside and outside the IS discipline to more closely consider the 

breadth of control issues and the important inter-relationships between the underlying control 

dimensions. 

This chapter presents an IS control construct, but stops short of developing a quantitative 

measurement instrument. As noted in Chapter 5, this is a key area of future research; however, 

the work conducted in this chapter is a necessary first step to enable this instrument to be 

developed. As noted by Lewis et al. (2005), the construct development activities complete the 

first stage of an instrument’s development, followed by activities including testing, item 

screening, and exploratory/confirmatory assessments. The foundation built in this chapter will aid 

in the end objective of creating a validated IS control measurement instrument. 

From a practical perspective, the activity of creating such a comprehensive IS control 

construct has generated a classification of IS control characteristics that may be of use to 

managers and auditors. In order to carefully define each of the construct’s classifications, a 

detailed listing of control elements is created (e.g. Table 15). For those practitioners tasked with 
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designing, evaluating, and improving information systems controls, this classification may 

complement the use of other control resources such as COBIT. Such frameworks commonly 

provide broad objectives for controls to achieve, including high level activities that organizations 

may consider implementing. However, these suggestions tend to focus exclusively on the 

characteristics of the controls themselves (i.e. control mechanisms), including recommendations 

for managerial sign-offs, review, and peer review. Based on the representative characteristics 

proposed for each of the control dimensions outlined in this chapter, practitioners may be 

provided with additional considerations when implementing control changes, including the 

impact on employees and the consistency with the organizational environment. Although Chapter 

8 will more fully develop these considerations through the use of alignment concepts, the 

development of core IS control characteristics is also helpful by itself to enable practitioners to be 

mindful of the relationships of control mechanisms to other areas of a process or organization. 

3.3 Summary 

As with any research initiative, the work in this chapter is subject to limitations. Refer to 

Chapter 9 for a consolidated listing of the limitations for this study. 

The preceding research has outlined the creation of a new information systems control 

construct. This work was motivated by the need for a holistic, comprehensive IS control construct 

that builds on the existing IS control constructs that are more focused in nature. Drawing from the 

literature review in Chapter 2, this construct includes five key dimensions: control environment, 

control mechanisms, socio-emotional experiences, control execution, and control outcomes. In 

order to create this new construct, a three-part approach was used consisting of premise 

specification, conceptual definition, and dimension generation and refinement.  
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Following the proposed construct framework, a series of six case studies were conducted 

in order to evaluate control characteristics at the IS process level. The results from these cases are 

presented in Chapter 4 (CanBank), Chapter 5 (InsureCorp), Chapter 6 (HealthOrg), and Chapter 7 

(LargeMan). In each case study, one of three possible values has been assigned for each control 

dimension (e.g. the control environment value can be assigned as highly traditional, hybrid, or 

highly progressive), based on the collected data. These values are explained in detail in the 

subsequent chapters, but are also summarized in the table below. 

Case Study Control 

Environment 

Control 

Mechanisms 

Socio-

Emotional 

Experiences 

Control 

Execution 

Control 

Outcomes 

CanBank Enterprise 

Architecture 

Hybrid Hybrid Hybrid Highly 

Evolutionary 

Highly Process-

focused 

CanBank Systems 

Development 

Highly 

Traditional 

Hybrid Highly 

Collective 

Highly 

Evolutionary 

Highly Process-

focused 

InsureCorp Enterprise 

Architecture 

Hybrid Highly 

Preventive 

Highly 

Individual 

Highly 

Evolutionary 

Hybrid 

InsureCorp Systems 

Development 

Hybrid Hybrid Hybrid Highly 

Evolutionary 

Hybrid 

HealthOrg Systems 

Development 

Hybrid Highly 

Preventive 

Highly 

Individual 

Highly 

Evolutionary 

Highly Product-

focused 

LargeMan Systems 

Development 

Highly 

Progressive 

Highly 

Detective 

Highly 

Collective 

Highly 

Evolutionary 

Hybrid 

Table 25. Summary of Information Systems Control Ratings 

Following the presentation of the case study data, Chapter 8 will conceptualize an 

approach to evaluate the alignment of controls within an organization’s information systems 

processes. The first step of establishing a broad control construct and then refining it using 

empirical data was a necessary element in enabling this alignment activity to be conducted. The 

chapters are closely linked in that they draw on the same set of empirical data; this chapter 

establishes the nature of controls within the information systems processes, while Chapter 8 takes 

the result and evaluates it using an alignment approach. 
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Chapter 4 

CanBank: Case Studies 1 and 2 

4.1 Introduction 

Based on the approach outlined in Chapter 3, this chapter presents two case studies that 

were completed using the new IS control construct. Both case studies were conducted at an 

organization referred to as CanBank, which is described below. The first case study focuses on 

the enterprise architecture process and the second case study focuses on the systems development 

process. Each of the five control dimensions noted in Chapter 3 are examined in detail and an 

overall value is assigned for each dimension. These results are utilized in Chapter 8 during the 

evaluation of IS control alignment. 

4.2 Participating Organization Overview: CanBank 

 CanBank is a large Canadian bank with approximately 40,000 employees. With 

operations around the world, the bank provides a variety of financial services, ranging from retail 

banking (e.g. personal banking, wealth management) to wholesale banking (e.g. investment 

banking, merchant banking). These services correspond to a collection of distinct and relatively 

autonomous business units within the bank. In the most recent financial year, CanBank generated 

over $12B in revenue and $2.5B in net income. The bank’s information technology services are 

currently provided by a centralized IS department, based in Toronto. 

4.3 Case Study #1: CanBank Enterprise Architecture 

 From a leadership perspective, four Senior Directors report to the Senior VP of 

Architecture. These directors are responsible for infrastructure, retail markets technology, 

wholesale markets technology, and corporate services. Over the past 3-5 years, the enterprise 
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architecture group has become increasingly centralized, moving away from a past model where 

elements of IT architecture resided within the business units. Each Senior Director is responsible 

for a specific business unit (e.g. retail), but still reports to the enterprise architecture group within 

IS. 

 Beginning in 2006, concerns about inconsistent technology standards led to the creation 

of a number of organizational initiatives related to the architecture process at CanBank. One of 

these initiatives relates to the creation and implementation of a comprehensive collection of IT 

policies, standards, and guidelines. Prior to 2008, a range of different technology standards were 

defined at different levels of the organization, were complied with to varying degrees, and in 

some cases conflicted with each other. Leadership changes, as well as a number of highly 

publicized data privacy and security breaches, led to a reassessment of the standards process. 

Different levels of guidance were established: policies (e.g. high level principles, broad 

direction), standards (e.g. general objectives), and guidelines (e.g. specific activities). Policies are 

established on an enterprise basis and a central policy office was established with complete 

control over the creation and change of policies. Standards are created and owned by individual 

departments (e.g. Finance, HR, Technology, etc.). Although standards may need to be complied 

with across the enterprise, they are owned by one department only (e.g. Finance). Guidelines are 

implemented by the individual operational units in a way they see fit that enables them to fulfill 

the relevant standards and policies. Guidelines are not mandated by a centralized group. This 

gives the operational groups some flexibility and autonomy in how they execute standards 

guidance. 

 From a technology perspective, research was done to examine the industry-standard 

frameworks such as COSO and COBIT. This resulted in a single, integrated framework 
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established by the bank related to technology standards. All standards that are established are 

subject to a mandatory two year review. A variety of standards (e.g. network, integration, change 

management) were established and owners are assigned to each standard.  

 Related to the standards-setting process are two controls related to infrastructure and 

applications adopted by the bank. The Managed Application Portfolio (MAP) is a book of record 

for all applications that are utilized within CanBank. Currently there are approximately 1000 

applications, down from about 1400 applications in 2008. MAP is a repository that details the 

profiles, attributes, components, and costs of all applications. This information is then used to 

track the application’s lifecycle, manage risks, enable compliance, monitor costs, and assist in 

strategy formulation. Each application is assigned a ‘buy’, ‘hold’, or ‘sell’ rating, indicating the 

priority of the application in regard to its strategic importance. 

 Similarly, the TAG (Technology Acquisitions Guide) is a book of record for the 

technology infrastructure assets of the bank. Any technology product that an area of the bank 

wants to invest in (e.g. PCs, servers, OS, databases, middleware, etc.) needs to be approved and 

added to the TAG before approval can be received to make a purchase. Similar to MAP, each 

item on the TAG is assigned with a ‘core’, ‘emerging’, or ‘special use’ categorization. Core 

technologies are considered synonymous with a buy or hold status; emerging technologies are 

considered a strong buy; and special use is considered a sell. The TAG is highly institutionalized 

and rigidly adhered to. 

4.3.1 Case Study #1: CanBank Enterprise Architecture Controls 

 A variety of controls exist at CanBank in relation to the enterprise architecture process. A 

complete listing of all identified controls is provided in the tables below, including a coding of 

each control into one or more of the IS control dimensions and classifications. These controls are 
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drawn from the data collected in both the interviews and the company documents. Empirical 

support for the overall control dimension rating is provided through the provision of a series of 

representative interviewee quotes. The company documents are found to be fully consistent with 

the interviewee quotes; however, examples are not included in the write-up due to confidentiality 

concerns. 

 The table below outlines the results for the control evaluation conducted for the CanBank 

enterprise architecture process, which is explained in detail below: 

Case Study Control 

Environment 

Control 

Mechanisms 

Socio-

Emotional 

Experiences 

Control 

Execution 

Control 

Outcomes 

CanBank Enterprise 

Architecture 

Hybrid Hybrid Hybrid Highly 

Evolutionary 

Highly Process-

focused 

Table 26. CanBank Enterprise Architecture Control Evaluation 

4.3.1.1 Case Study #1: Control Environment 

 The table below outlines the control environment characteristics for the CanBank 

enterprise architecture process. A range of control environment factors characterize the process; 

however, controls are moderately weighted towards a progressive environment rather than a 

traditional environment. Of the 16 control environment characteristics identified, 7 were coded as 

traditional (44%) and 9 were coded as progressive (56%). This translates to a hybrid control 

environment. 

Control Environment Characteristics 
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Cost-focused strategy: Changes to process standards closely consider costs. X  

Innovation-focused strategy: The architecture organization considers emerging  X 
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technologies, anticipates where future opportunities might exist, then invests in future-

looking applications and infrastructure. 

Business-technology integration strategy: There is recognition that the technology 

architecture supports business operations and should align with business requirements. 
 X 

Formal structure: Changes to process standards require technology standards board 

formal approval. 

X  

Centralized structure: Technical architecture in the bank is heavily centralized. The 

central inventorying of applications increased the centralization of the technology 

function and minimized allegiances to individual business units. Centralized 

governance of the architecture function has enabled the current initiatives. 

X  

Regulatory influence: The highly regulated nature of the business environment results 

in tight restrictions over many activities at the organization, including technology 

architecture. 

X  

Improvement-focused process: Periodic process and standardization reviews, including 

consultation with subject matter experts, sponsors, and executives. 

 X 

Formal process: Application definitions during the inventory process were carefully 

defined to enable a concise listing. Ongoing formal counts continue today. 

X  

Exception-based flexibility: Management recognizes that applications assigned to 

specific tasks may be utilized for other tasks in the future, when certain circumstances 

arise. Flexibility is maintained to expand application use, where exceptions are noted. 

 X 

High technological importance: The technology architecture supports business 

processes that represent extraordinarily large sums of money and high value 

transactions. 

 X 

Collaborative culture: Process standards changes are made in consultation with a broad 

audience. Tasks are objectives-oriented, encouraging staff to work together to generate 

optimal solutions. 

 X 

Risk-averse culture: Recent negative publicity from security glitches has increased 

resistance to risky activities at the bank. 

X  

Heterogeneous business units and executives: The technology architecture supports 

business units with varying outlooks on risk, security, and control. 
 X 

Process uniformity: Common vocabulary in terms of capabilities, components etc. are 

used by the architecture team, company-wide. 

X  

Varied employee skill sets: Staff within the enterprise architecture area are recognized 

to vary in their skill sets. 

 X 

Periodic employee change: The management team is noted for being relatively quick 

to change key staff. 
 X 

Table 27. CanBank Enterprise Architecture Control Environment 

 One example of the traditionally-oriented control environment focuses around the high 

degree of centralization of the enterprise architecture process. The following quotes articulate this 

traditional characteristic of establishing a single point of decision-making and oversight:  
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All of architecture is centralized in the bank, which is actually I think a real bonus 

for us. Some of my peers would die to have a centralized group. (Senior Director, 

CanBank) 

 

We could not do this without a centralization of the governance. You can 

decentralize architecture and I think that would be much more difficult to do because 

one of the things that centralization has brought is a common thought process. 

(Senior Director, CanBank) 

 

So there was an undercurrent…through this entire process of actually centralizing 

the entire IT function. So not just the enterprise architecture becoming centralized 

over the last 7 or 8 years, but technology as a whole is highly centralized at 

CanBank. Very different than some of the other organizations and some of the other 

banks. (Senior Director, CanBank) 

 

 Other traits characterizing the traditional nature of the enterprise architecture process 

focus around the standardization and formalization of IS processes. The following quotes display 

characteristics of the enterprise architecture process that focus on repetition, structure, and 

accuracy:  

 

So our standards - all the ones in the framework - have all been developed so we 

have a mandatory every-other-year review of the standards to keep them current. 

And if they need to be reviewed in between that mandatory review, either because 

the standard owner thinks so or they got feedback from the organization and said 

that [it] is a good idea and it is urgent, so we should do it. So we can do those 

whenever and then we follow the same process. (Senior Consultant, CanBank) 

 

We established a baseline and we had a very rudimentary process to manage [the 

application system] inventory. We did not have a lot of data in the inventory at that 

time, but we actually did have at least a concise list of applications that for the most 

part everybody would agree to. If you named an application and inventory someone 
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would say ‘oh yeah, I know that application’. And we began to govern to that in 

terms of just a raw count. (Senior Director, CanBank) 

 

We also look at a process where you can formally apply to deviate from a standard, 

but it is a fairly rigorous process and requires lots of management approval on it 

and so on. (Senior Consultant, CanBank) 

 

 Another aspect of the traditional control environment at CanBank is the supporting role 

of enterprise architecture in supporting the business. The following quote illustrates the business-

first nature of the organization, with enterprise architecture providing services that are desired. 

 

It is the business which defines what future state architecture should be to support 

the growth of the bank or whatever objectives we have, right?…Which allows us to 

cross-pollinate information so that we could look for cross-portfolio opportunities 

and just sharing knowledge. (Senior Director, CanBank) 

 

 A defining trait of traditional environments is the strategic focus on consistency and cost 

control. Within the CanBank enterprise architecture process, these characteristics exist during the 

formulation of rules and regulations. While standardization is seen as an important trait of the 

process, there is a key focus on maintaining the cost effectiveness of such controls. The following 

quote highlights this perspective: 

 

So we basically say, ‘if we implement the changes to the standard as they are now 

shown, what is it going to cost for your area?’. And the reason we do that is we 

thought that with the old standards from years gone, you would get a standard where 

the owner says, ‘yeah this is really good’ and then we would find that it would take 

50 million dollars to implement it and we don’t have that kind of money kicking 

around. So that also helps to ground it and that is actually really valuable. (Senior 

Consultant, CanBank) 
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 Traditional control environments also rely on standardization in terms of employee 

characteristics. At CanBank, the enterprise architects are seen to share a common vocabulary to 

communicate, leading to uniformity in the terminology used by the team. The following quote 

highlights this characteristic: 

 

And even the vocabulary, the taxonomy of business capabilities, of 

components...these are all shared now across the entire architecture team. And the 

other thing that we have actually been able to do is drive that same thought process 

into the delivery organization. (Senior Director, CanBank) 

 

 In contrast to the traditionally-oriented characteristics above, CanBank is also 

characterized by a series of characteristics of a more progressive nature, focusing on attributes 

including informality, flexibility, and a willingness to change. One key characteristic that 

emerged during the analysis is the pursuit of new technology and innovation within the process. 

Management are keen to seek out what new technologies are emerging in the external 

environment and establish aggressive plans to map out the changes that need to be pursued. The 

following quotes highlight this approach to innovation: 

 

Technology still drives the process and on an annual basis we drive a very formal 

review of our current position. So, on an annual basis we…drive a complete review 

of all one thousand applications to say, ‘has our thinking changed?’ for whatever 

reason. (Senior Director, CanBank) 

 

For our own employees, in terms of that remote access to the corporate assets, you 

should start looking at technologies that are platform-independent that will allow for 

equal access from all of those consumer devices, right? Independent of carrier and 
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independent of whatever. In fact, that is where you should be investing your dollars 

if you are going to make any sound bets. (Senior Director, CanBank) 

 

The [architecture] blueprint paints a target and says, ‘we are here’ and ‘here is 

everything that is going on in the industry. You should be here specifically and in 

fact you should be here in 3 years. This is where you have to get to’. My 

organization hands that to infrastructure planning and engineering and they build 

something called a roadmap which says they are saying…’we have to get to this spot 

in the map. This is how we are going to get there and you have to change all of our 

servers from physical to virtual this year. And then we have to consolidate them the 

year after and then transform them the year after that’. (Senior Director, CanBank) 

 

 Highly collaborative organizational cultures with self-directed, flexible objectives are 

more characteristic of progressive control environments than the increasingly command-and-

control environments of traditional organizational cultures. Within the enterprise architecture 

process at CanBank, these progressive characteristics were mentioned by a variety of informants, 

who highlighted the characteristics of collaboration, unconventional objective setting/skill sets, 

and the importance of employee adaptation. The following quotes highlight these attributes: 

 

It is more of a collaborative culture and collaborative mindset. Time and time again 

they are always asking anybody working on it and you may think that you can share, 

because they are really not into reinventing the wheel…I would say that our 

compensation model is not only based on that, so there is no incentive for them to 

task-manage things or ‘I delivered this’. It is more objective based, where we move 

forward as a bank, right? (Senior Director, CanBank) 

 

At the beginning of the year, you look at [employee] scorecards and they are not 

saying ‘thou shalt implement five projects and reduce costs by 10%’. It is not like 

that. (Senior Manager, CanBank)  
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A wide range of skill sets [are important]. People typically in my shop are 

more…they are more like a consulting type of group.  But kind of an internal 

consulting group, I guess. (Senior Director, CanBank) 

 

Some people are more adept to adapting to situations. Some people don’t. I would 

say that [as a result of transitioning] my team from the [decentralized] model, to the 

[centralized] model I have not had to change anybody up. My group is more, I would 

say, consulting-based. So the personalities and capabilities are within them and 

adaptation is a key point. I hire for those traits. (Senior Director, CanBank) 

 

 Whereas traditional environments tend to be characterized by static, unchanging 

viewpoints on control, the enterprise architecture process within CanBank demonstrates a more 

evolutionary view of improvement, complete with evolving staff perspectives. Interviewees’ 

point out the conventional perspectives on risk and privacy in the past, but note evidence of a 

more progressive view becoming apparent in recent years due to events both internal and external 

to the organization. The following quotes highlight this perspective: 

 

So we have had a few [technology-related] stumbles that in our culture... I think that 

where before people would say, ‘that is never going to happen to me’ or ‘I will take 

that risk’, if you live first hand through some of that and you actually saw what could 

happen I think that it changes people’s point of view. (Senior Director, CanBank) 

 

It is just a whole different view. And the whole privacy thing, you know...it is 

interesting so you talk about a culture thing. I have seen executives who ranted and 

raved and pounded the desk at me on these standards and we were just over- 

clubbing and blah, blah, blah. And now maybe even two years later they are actually 

bragging and taking credit for the work, which is totally okay by me. I think that 

some of the stuff now they realize, like with privacy, and we are probably better off 

to have done some of what we did and be in a better place. (Senior Manager, 

CanBank) 
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 In summary, both traditional and progressive controls exist within the control 

environment characterizing the CanBank enterprise architecture process: 44% of controls are 

noted as traditional, while 56% are progressive. Therefore, the IS control environment is 

considered hybrid. 

4.3.1.2  Case Study #1: Control Mechanisms 

 The table below outlines the control mechanisms for the CanBank enterprise architecture 

process and highlights the proportion of preventive versus detective controls. A range of control 

mechanisms are employed within the enterprise architecture process at CanBank; however, 

controls are moderately weighted towards the prevention of issues rather than the detection of 

issues. Of the 11 control mechanisms identified, 6 were coded as preventive (55%) and 5 were 

coded as detective (45%). This translates to a hybrid collection of control mechanisms. 

Control Mechanisms 
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Standard: Architecture standards X  

Management supervision: Standard deviation review and approvals  X 

Compliance assessment: Technology standard compliance assessments and 

reporting 

 X 

Procedures and guidelines: Strategic updates to the MAP and TAG X  

Guideline: Triage assessments X  

Plan: Final architecture plans X  

Compliance assessment: Annual review of applications listing to determine 

buy/sell/hold status 

 X 

Policy: Enterprise policies X  

Audit procedures: Internal audit  X 

Audit procedures: Sarbanes-Oxley, IT general computer controls  X 

Management assessment: Impact assessment of standards prior to implementation 

(e.g. financial, staff, etc.) 

X  

Table 28. CanBank Enterprise Architecture Control Mechanisms 
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 Examples of preventive controls include the formalized documentation that is used as a 

method of carefully defining what is allowed and not allowed prior to the commencement of an 

initiative. The following quotes highlight the importance of standardized documents and 

management approvals in preventing deviations from CanBank standards: 

 

It will show how things talk to each other, what protocols, what data will be 

exchanged; all that is specified in our architecture document. And there is a very 

formal process; again a very formal document. We all complete the same 

document…There is a review, a sign-off process. (Senior Director, CanBank) 

 

The [change management] standard itself has key rules… in terms of things that you 

have got to do. All changes need to be approved. They need to have the risk of the 

change…assessed. They have to do it within change windows. So those kinds of 

things are in the change management standard, but then we have an enterprise 

change management process which goes into a whole bunch of the details of the 

hows. So how you open a change record and what kind of things you need to put in 

and what the mandatory date is and so on. (Senior Consultant, CanBank) 

 

[For] every project in the bank that needs technology…we create something called a 

triage, which does an assessment of the nature of the project’s impact both in terms 

of business, operational, technology, and architectural risk…Based on the ranking at 

triage we create something called a final architecture, an FA…So every project that 

the company engages in and decides they are going to spend money on needs this 

final architecture that sets at a high level with the strategic intent of the outcome is 

supposed to be from a technology capability, right? That is one portion of the 

portfolio...and it goes through a couple of reviews and… the actual FA process is 

onerous so there are a number of gates that you go through and a number of these 

sorts of attempts. (Senior Director, CanBank) 

 

 In situations where exceptions are required from the standard guidelines, a formal process 

is in place for scenarios to be proactively reviewed. Where they are approved by management, 
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applications may be allowed that go outside of the CanBank guidelines; however, this process is 

done before the application is initiated, then is reviewed on an annual basis thereafter. The 

following quote explains this example of a preventive control: 

 

If you have to implement something, you are going to invest in the technology and it 

does not select the componentry from the TAG (Technology Acquisition Guide), you 

have cut a deviation. And so there is a process to follow for declaring a deviation. 

And you say ‘I need to use DB2 or whatever.’ I need to use this technology and it is 

not considered core; it is considered special use. But the vendor only supports their 

application on this particular product, so I have to use it. Am I allowed to?’ And you 

are like, ‘yes’. And it renewed for a year. So every year you have to come back and 

we validate not only does your initial decision still hold weight, but has anything else 

changed in the market too? (Senior Director, CanBank) 

 

 In defining the future state of applications within the enterprise architecture, a detailed 

process is conducted to establish guidelines for what is acceptable and what is not. This control 

prevents any organizational departments from investing in applications that do not comply with 

the direction sought by the enterprise architecture group without a detailed explanation. The 

following quotes explain this preventive control further: 

 

So the TAG [Technology Acquisitions Guide] has everything that the bank wants to 

invest in or to acquire on an approved list…products, phones, blackberries, PC’s, 

servers, operating systems, database technologies, middleware technologies, web-

based technologies, message-brokering technologies, mainframe, AS/400. You name 

it. It is all there in gory detail. (Senior Director, CanBank) 

 

[The TAG] is institutionalized and it is rigidly adhered to. To the point where if you 

call the service desk and you want to consume a laptop with specific applications 

and if it is not on the TAG, then you can’t get it. It is very specific. (Senior Director, 

CanBank) 
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If you are developing a solution, you need to align to basically two things. You need 

to align to MAP (Managed Application Portfolio), i.e. the applications and that you 

are using strategic applications for the capabilities that they are intended to be used 

for. The other thing is you need to comply with the TAG, which is the infrastructure 

that your solution is going to run on. So as an example, let’s say for highly available 

systems we are Unix-based, Solaris and Oracle. If you want to deploy a highly 

available solution that does not run on Unix, Solaris, or Oracle, you need a 

deviation. You need to basically go through a process to say that, ‘I want to run that 

client-facing, highly available solution on a Windows box’. (Senior Director, 

CanBank) 

 

So if you are using a ‘buy’ application for the three things that it was intended to do, 

all is good. You get a big checkmark and your project goes down to execution and 

there is nothing for you to do. If you use a non-strategic, a ‘sell’ application, to solve 

a problem in a project, then you are misaligned; so reporting comes out of that and 

you have to justify why you are doing that and there is a cost. You have to provide 

some rationale as to why the project is investing either in a sell application or it 

might be a strategic application, but you are investing and you are using a capability 

that is not strategic for that application. (Senior Director, CanBank) 

 

In essence, we have attached kind of a three-tier value to an application. We want to 

buy it (i.e. we want to invest more in it). So it is an application that we think is 

strategic. We want to hold. Which basically means we don’t really know; we are 

kind of indifferent to the application, but we have not made a decision that we want 

to sell it (i.e. we don’t think that this application has any long term strategic merit in 

our portfolio). So eventually, even though we may not have any plans, we don’t want 

to use it. So when we are solutioning, we don’t want to use those applications that 

we have deemed to sell, because over time we would like to remove them out of the 

portfolio. (Senior Director, CanBank) 

 

 In terms of allowing applications into production, preventive controls are in place to 

ensure that only approved applications are allowed. The following quote explains the approach to 

preventing non-approved systems: 
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Unless you are really a cowboy out there, you are running your stuff in our data 

centres. And so you are not getting into the data centre. Our operations guys have 

some pretty strict acceptance criteria. We run a gating-type program. We are not 

putting you in production if you have not given us the right capacity management 

requirements or we don’t have those runbooks or we are not going to support you on 

the service desk. So because we have centralized and because we have matured, it is 

kind of like...’I really can’t get it done any other way’. (Senior Director, CanBank) 

 

 Enterprise architecture is viewed within CanBank as a largely ‘up front’ type of control 

activity, that plans and charts a future path of applications, infrastructure, and data. When projects 

are initiated, the role of the enterprise architecture process is to ensure they comply with this 

future state, in effect preventing potential deviations from occurring. As well, higher level 

committees have been implemented to guide the organization’s investments in certain 

technology-related areas. These preventive controls consider what could go wrong, but are 

proactive in attempting to minimize those risks. The following quotes summarize this position: 

 

Architecture by itself…can’t drive change; we have not budget. So what we do is we 

say, ‘here is where we want to get to; here is our blueprint; here is our strategy and 

map’. Every time that we execute a project, we try to take a step in the right 

direction in terms of aligning to the strategy that we have documented in MAP. 

(Senior Director, CanBank) 

 

Last year the bank implemented a strategic project office. So in the past where you 

would get a certain amount of money…now it is all decided, so there is a cross 

functional [structure] and technology sits on the team. They are a member of the 

team, but you really have to go and make your case. So the example might be that we 

may have a line of business that is extremely profitable and [has] good market share 

and they always tend to get the money that they needed. And the strategic project 

office is saying that maybe we are actually happy where you are, so you stay put for 

a year and we are actually going to take that money and invest where we are third in 

the market because we think you are okay. So it is causing some - I think the right 
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decisions - but it is a bit of a change. So the lines of the business are becoming less 

autonomous in that one way. (Senior Director, CanBank) 

 

 In contrast to the large collection of preventive controls in place, a collection of detective 

controls are also employed, which identify issues as they occur and then implement remedies. For 

example, a report is produced that highlights the degree of compliance with enterprise 

architecture standards. Those that are found to be non-compliant are noted on a report distributed 

to key organizational figures. This type of control is considered detective as it is highlighting 

issues that have arisen after occurring, rather than attempting to proactively prevent issues. 

Quotes noted by interviewees on these control mechanisms include the following: 

 

They know that they are going to show up on what we call our misalignment report. 

And so it is starting to change behaviour. Metrics and reporting to me are the 

biggest thing to change behaviour. (Senior Director, CanBank) 

 

And we track compliance at a detailed level. So we can tell you how many 

applications are actually non-compliant to certain things. So one, [staff] know they 

can’t just nod their head and not comply. Now it is a self-identification, but they also 

know that we have auditors come around and shame on them if they get caught. 

(Senior Director, CanBank) 

 

One of the things that we are actually doing now is providing reporting around 

alignments and misalignment. So that means if you are creating a new solution for a 

new project and you are using strategic assets and strategic applications for the 

right reasons, then you are aligned. (Senior Director, CanBank) 

 

 As well, annual reviews take place to evaluate where applications sit within the strategic 

planning process for enterprise architecture. Where issues are identified based on changes in the 
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market or changes within the organization, remediations can then take place. This is an example 

of a detective control. The following quote illustrates this process: 

 

Technology still drives the process and on an annual basis we drive a very formal 

review of our current position. So on an annual basis we go through [the review], 

which is now under a thousand applications. We drive a complete review of all one 

thousand applications to say, ‘has our thinking [changed], for whatever reason?’. 

Sometimes it is an external factor like a vendor goes belly up or a vendor gets 

bought. The purchasing vendor says we are deprecating that product. We can’t 

continue to say that it is strategic if the vendor that now owns the product is going to 

punt it in 3 years’ time. So there is lots of different rationale or different triggers as 

to why there is movement in the portfolio. (Senior Director, CanBank) 

 

 Audits and compliance reviews are also another type of detective control. Issues may 

exist within enterprise architecture that are unknown to management until an audit is performed. 

A description of this control is provided in the following quote: 

 

If you are not documenting your proper change management [activities] and don’t 

have governance for it, that is a pretty big deal. As a bank, those are significant key 

controls that you cannot have fail. So my team would document them if they find any. 

So we do self assessments as well around that space. (Senior Director, CanBank) 

 

 In summary, both preventive and detective controls exist within the control mechanisms 

employed within the CanBank enterprise architecture process: 55% of controls are noted as 

preventive, while 45% are detective. Therefore, control mechanisms are considered hybrid. 

4.3.1.3 Case Study #1: Socio-Emotional Experiences 

 The table below outlines the socio-emotional experiences for the CanBank enterprise 

architecture process. Evidence was collected corresponding to each of the employee experiences 
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as they relate to either individual or collective classifications. Of the 7 socio-emotional 

experiences identified, 3 were individual (43%) and 4 were coded as collective (57%). From an 

IS control perspective, this translates to hybrid socio-emotional experiences. 

Socio-Emotional Experiences 
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Psychological state: Employee resistance related to new enterprise 

architecture rules and regulations 

X  

Public recognition of adherence to controls: Public reporting of 

employees whose applications or infrastructure are non-compliant 

 X 

Psychological state: Employee resistance to changing the way 

people complete activities (i.e. standards, procedures) 

X  

Psychological state: Encouragement of standards as the norm; 

individual indoctrination 

X  

Team autonomy and flexibility: Operational teams are able to self-

define policies and procedures 

 X 

Cultural norms: Individual and cultural biases towards particular 

perceptions of prescriptive guidance 

 X 

Enhanced trust: Levels of trust between IT and the business  X 

Table 29. CanBank Enterprise Architecture Socio-Emotional Experiences 

 Individual socio-emotional experiences at CanBank largely focus on the perceived 

resistance of employees to recent changes in the enterprise architecture process. The source of the 

employee resistance appears to stem from either broad, organizational controls that restrict 

enterprise architecture activities or controls related to the enterprise architecture process that 

indirectly impact the activities of related processes. One interviewee, a Senior Director, 

sympathizes with employees who resist the controls, as it can be frustrating to change proven 

approaches and adopt new, untested methods. Evidence of this situation is presented in the 

following quotes: 
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I think that when we first did the SOx (Sarbanes-Oxley) stuff and the key controls, 

there was a whole lot of, ‘this is just way overboard; it is over-governing. We are 

spending a lot of money on things that are never going to happen’. And that may 

have been a bit true, but it was also just part of the resistance. (Senior Director, 

CanBank) 

 

Well nobody likes transparency, right? I mean I always like to say that enterprise 

architecture is here to create a little bit of friction. So we are here to create a little 

bit of friction ....projects are always going to take the quickest path to the end, right? 

A project manager’s job is to deliver the project and not to think about what is the 

right thing long term for the bank to do. So we are kind of the counter balance to 

that. To say, ‘hold on a second, we should not be doing it this way, we should be 

thinking about not only the immediate needs of the project but the long term view of 

the asset and it’s intended use’. And ‘how do we build things so that they are 

reusable for the next project that needs to use that capability?’. (Senior Director, 

CanBank) 

 

[Lower level employees] definitely feel the pain of the rules. So if I am at the 

executive level, I am not experiencing that. I think that some of them, particularly in 

the development world [where], we have done an awful lot of application security 

and so they suffer in needing more education and knowledge. They suffer in [that] it 

is probably taking more time and then it is just, ‘not in my backyard, thank you’ and 

that kind of stuff. (Senior Director, CanBank) 

 

There has been resistance to [having staff] abandoning what [they] know works for 

the bigger picture and we have not built all of the right tools that help them, so that 

does not help either...the least little glitch and they have a perfect excuse not to 

follow [the rules] and that sometimes is quite legitimate. (Senior Director, CanBank) 

 

 Other individual socio-emotional experiences highlight how the enterprise architecture 

controls impact the cognitive and psychological structures of employees. Although there was 

evidence of initial resistance to the controls relating to newly introduced enterprise architecture 

standards, management suggested that the resistance would diminish over time as the controls 
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become ingrained in the way the staff conduct their day-to-day jobs. The architects are seen to fit 

into a common mould as hard working, respected professionals. As both new and current 

architects are seen to conform to this template, it suggests that an individual level dedication to 

self-discipline and direction exists. The following quotes illustrate this perspective: 

 

A lot of what we have in standards today is basics. So whether you are talking of a 

musician or a runner, there are certain things that you do and you get to a level 

where you don’t think about them anymore. You don’t need to think about them and 

you don’t really need to practice them; they are just so basic and then you spend 

time as specialists getting even better…and so that is where we are really trying to 

level out, ‘what are the basics?’ I don’t need to think about certain things, they just 

come; second nature. You think about a baby learning to walk. It takes all of their 

concentration or the training the golfer does to get stuff to the point where they just 

do it naturally and they don’t think about it. (Senior Director, CanBank) 

 

I think that some of our architects are best practice. They are true professionals in 

terms of what I have seen. Or what I have seen when we see a new one come in. You 

really invest a lot of time to get them up to speed on some of this stuff and the role 

that they play. I think that they are also well respected. (Senior Director, CanBank) 

 

 In contrast to the individual-focused experiences, a range of collective experiences 

related to enterprise architecture controls was also noted in the analysis. One example of 

collective experiences suggests that enterprise architecture controls contribute to minimizing the 

negative socio-emotional impact of imposing controls on others. By having documented 

standards, the enterprise architecture group can avoid collective resistance to controls that 

originate from their process area by others in the organization. Interviewees suggest that the 

existence of controls actually reduces potential conflicts during communications, as well as 

streamlining work processes by restricting the activities employees can perform to only those 
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detailed in the relevant policies and procedures. The following quotes highlight this collective 

control experience: 

 

In fact, our operations people are the ones that want to write the 50 pages [of IT 

standards]. They love our standards. They are just the messenger. They are saying 

[to staff resisting the standard that], ‘I have no authority to do what you are asking 

me to do because the standard says I can’t’…So they actually love [the standards] 

because it is not them saying, ‘no, I am sorry’ and being the bad guy. It is, ‘I would 

love to help you out, but this is the rule’. So they actually push for more rules, [but] 

we are not quite prepared to go there [yet]. (Senior Director, CanBank) 

 

So sometimes you are the messenger and you are going to take flack for that. It is, I 

think, balanced [by] the fact that we have had so much input into [the standards] up 

front that it is not personal, they are sometimes just grumbling. By and large I think 

that everybody is behind it. (Senior Consultant, CanBank) 

 

 Another example of collective experiences relates to how controls are used to broadly 

encourage particular employee behaviours that might have been otherwise resisted. By reporting 

the level of control compliance to upper management and demonstrating the importance of 

control to employees, both staff and management began to realize that the rules and regulations 

are requirements that are established for the benefit of the organization. The following interview 

quotes highlight this perspective: 

 

But we are now finding that once we started reporting this up the line, it was almost 

like they woke up and went, ‘I didn’t know you were serious about this stuff’. So we 

are starting to see behaviour change there. And that is a real key from an overall 

strategic point of view, but it is still big governance in my mind. (Senior Director, 

CanBank) 
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I don’t want to paint the perfect picture because we often get project teams coming 

to us and saying, ‘here is the solution: just do the architecture work and document 

the solution’. And that is where we get a little bit of friction. I think that it is about 

driving the right dialogue and driving that long term strategic view. (Senior 

Director, CanBank) 

 

 References to employee trust appeared in numerous occasions during the interviews, 

suggesting positive levels of collective experiences associated with the enterprise architecture 

controls. Trust is seen as a key factor in the process, particularly in the ability to employ more 

progressive, flexible controls that require judgement. Not only do individuals need to abide by the 

controls, but employees rely on other co-workers to also execute their job responsibilities 

consistent with expectations, particularly in light of compliance requirements that require senior 

management attestation that controls are designed and operating effectively. The following 

interviewee quotes articulate the levels of trust that are established between employees: 

 

I think that some of [the enterprise architecture process] also depends on the 

relationships. I think that we focus on those relationships and for the most part do a 

pretty good job. So there is a level of trust. There is also a history. (Senior Director, 

CanBank) 

 

To me the governance is not control; it is very clear permissions and rules and 

responsibilities. Who actually does approve this? Who has the authorities to do 

things? And architects are a good example where we really rely a lot on their 

judgement because you cannot be prescriptive on a lot of what they do. So they have 

the standards, but there are a lot of things that we do not put in there that we rely on 

their judgement. (Senior Director, CanBank) 
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 In summary, both individual and collective controls exist within the socio-emotional 

experiences of employees in the enterprise architecture process: 43% of experiences are noted as 

individual, while 56% are collective. This corresponds to hybrid socio-emotional experiences. 

4.3.1.4 Case Study #1: Control Execution 

 The table below outlines the control execution characteristics for the CanBank enterprise 

architecture process. Evidence was collected corresponding to each of the control execution 

characteristics as they relate to either stability or evolution. Of the 10 control execution 

characteristics identified, 7 were associated with evolution (70%), while 3 were associated with 

stability (30%). From an IS control perspective, this translates to a highly evolutionary collection 

of control execution characteristics. 

Control Execution 
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Control inadequacy identification: View that policies and standards were 

insufficient and risks were not being managed adequately 
 X 

Control inadequacy identification: View that the number of applications 

used within the bank was becoming unmanageable due to the increasing 

complexity 
 X 

Control changes: Significant changes over time related to policies and 

standards 
 X 

Mature processes: Increasingly positive and mature view of outsourcing X  

Control philosophy modification: Increasingly centralized, enterprise 

view of applications and infrastructure control 
 X 

Control philosophy modification: Increased awareness of compliance-

related controls 
 X 

Mature processes: Increasing maturity of the technology standards X  

Mature processes: Perception of technology as a trusted advisor X  

Control philosophy modification: Changing views of control by 

employees  
 X 

Control changes: Evolving expectations of architecture as technology 

continually evolves 
 X 

Table 30. CanBank Enterprise Architecture Control Execution 
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 The controls employed within the enterprise architecture process at CanBank have been 

in a state of change over the past six years. During the interviews, staff were consistent in their 

recognition that past controls were ineffective: they were too complex, inconsistently applied, and 

were not well complied with. As a result of these problems, changes to the controls were enacted: 

policies and standards were established to reduce complexity; more closely integrated strategies 

with the business were established; alternative architectures and service providers were engaged; 

and awareness of compliance was enhanced. The following quotes illustrate this position: 

 

We could not continue to operate at the level that we were. So if you look at the 

number of applications that we were running in the bank, it was steadily increasing. 

So two things happened. One is cost, right? Your costs keep on going up with the 

more and more applications that you introduce the higher the costs obviously. More 

servers, more staff. But the other important thing is complexity; the complexity of the 

base growth. So you can imagine if you have a hundred applications versus a 

thousand applications and now you want to do financial reporting…So part of it was 

really, I think, a realization at the senior management levels that we just could not 

continue to operate the way that we did and continue to deploy new solutions every 

time someone wanted one, just because they wanted one. (Senior Director, CanBank) 

 

So if I go back about 4 years to ’08, we had 50 different standards and they were all 

different levels. Some of them were like 50 pages long and very little compliance. 

[Staff] used them or not...so we started out and we did a whole lot of research. 

Partly it was that we were going to ground these in industry best-practice. We were 

not going to start with blank sheets and create our own…so we put a framework 

together bank-wide. (Senior Director, CanBank) 

 

Actually having a target state to get to and that you are trying to get through each 

investment that you do and that investment is a project. That is really the shift. Ten 

years ago each project was a piece of work, period, full stop. There was very little 

thinking about how do we spend that money over two or three years’ time to get us to 

a much better place. Each project was, ‘here is my business problem; as long as I 
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solve the business problem I get a big checkmark’. Well we are saying that is not 

good enough anymore, right? (Senior Director, CanBank) 

 

Years ago we were not very big consumers of Salesforce.com for instance. We 

thought that we were it. We built our own systems. We had our own applications. We 

ran them ourselves and they were awful. They were awful on a regular basis and 

they fell over and nobody said anything. ‘Oh well, you know, maybe next time’. 

Finally, I think with natural attrition in the organization, both in terms of IT and on 

the business side, everyone else was using Salesforce. Why can’t we use Salesforce? 

Surely...let’s just see what it does. Be a leap frog…It is turn-key. Instead of laying 

copper in the desert we just put up 4G towers. Why wouldn’t we do that? Why would 

you not leap frog? (Senior Director, CanBank) 

 

 A variety of explanations can be put forth to identify the source of the changes that 

occurred in relation to the enterprise architecture controls. One prominent view that was 

expressed by multiple respondents was a ‘natural’ change or evolution that will inevitably occur. 

One staff member attributed this evolution to a new generation of employees entering the bank. 

Another suggested that market changes resulted in the necessity to change internal processes. 

These positions are expressed in the following quotes: 

 

There is a push and pull of natural law. There is a great…example where there is the 

letter of the law and then the spirit and intent. It is fine for me to say that you follow 

the letter, but if you did not get it, I would [rather] the organization at large follow 

the spirit and intent…I can check the box in the report, but there is a limited value to 

anybody...in that case, the letter does not help me at all. The letter of the law is 

useless. In fact it is precisely the wrong thing, in a very binary way...I have 

increased the amount of risk to the bank instead of doing what I wanted to do, which 

was to decrease the amount of risk. (Senior Director, CanBank) 

 

The downside [of establishing standards] is that you still have to manage that 

standard and it is living and breathing. It is not like Ten Commandments....they are 



 

115 

 

not shifting tablets. They do have to change over time because the market changes 

over time and because we change over time. And it is that thing, that balance, that is 

always painful for companies. (Senior Director, CanBank) 

 

I think that there is an evolution coming…or a revolution coming, right? As people 

retire and the next generation steps into more senior positions, you will see that 

evolve. So the newer generation will be more open to [collaboration, social 

networking, information sharing], right? And they will embrace it versus push[ing] 

back on it. It is almost inevitable. It is going to happen at some point, depending on 

how fast these people decide to retire. (Senior Manager, CanBank)  

 

 Another interesting view on the control changes relates to the inherent complexity of the 

controls themselves. This perspective suggests that rules were not being complied with because of 

the excessive documentation that went along with communicating the controls. From this 

perspective, by simplifying and clarifying what the controls are, increased compliance resulted. 

This was taken into account in designing the new controls: 

 

Some people said, ‘just tell me what the rule is and I don’t want to read through [the 

policies and procedures]. I can’t even see the rules because there is so many other 

words around it’…but when we started out, we did a lot of reviews with people on 

what is broken and a lot of it was, ‘unless you give me something very, very clear, I 

am not going to read it. I want it to be easy to find, easy to understand…give me the 

road sign’. If you are in a school zone you go 40 miles per hour. I don’t care about 

why…that is the rule. I follow the rule and I know that I am okay if I am at 40. I 

know that I am covered. So we had lots of that feedback. (Senior Director, CanBank) 

 

 The fast pace of change related to enterprise technology is also noted as a source of 

evolutionary control execution characteristics. Expectations exist that CanBank will continue to 

adopt new technology assets and tools, but maintaining a robust collection of controls for a 

changing target has proved challenging. The following quotes outline this view: 
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I think everyone tends to think that they are an expert [with technology]. So nobody 

really wants to be an expert in finance or HR, but they all believe that they have a 

level of expertise on what technology [they] need…vendors are always coming in 

and telling us about the latest and greatest. You don’t get people doing that with a 

brand new way to do finance or a brand new way to hire people. We are a bank, so 

we are very technology-intensive. We don’t have products that we put on shelves. 

Everything is technology...so we have this thing where we want to use the latest 

technology; the old technology can’t be any good because this new stuff has to be 

better. (Senior Manager, CanBank) 

 

 From a stability perspective, the newly introduced standards related to enterprise 

architecture have begun to mature since their implementation. Directly after they were put into 

place, interviewees noted that a large number of changes and alterations were being made to the 

standards. However, more recently, employees suggested that a degree of stability was beginning 

to emerge with the standards. Although clarifications on the regulations were still being posed to 

management, fewer broad changes were being requested. The following quote highlights this 

increasing sense of control execution stability: 

 

We definitely get comments as we go through the initial development of the standard 

or in the bi-annual reviews. And we definitely get comments on how [employees] are 

feeling about standards…and it is not necessarily that people were saying that they 

can’t follow it, but now that they are actually living it…is more a question of some of 

the things you can interpret in different ways and they may want to help clarify them 

a little better. (Senior Consultant, CanBank) 

 

 The outsourcing of enterprise architecture-related services is also seen as representing a 

level of maturity from a control execution perspective. Although still experiencing some degree 

of change, interviewees suggest that outsourced services are reaching a point of industry 
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consolidation, leading clients to gravitate towards a small number of established service 

providers. The following quote explains this perspective: 

  

The industry specifically in outsourcing has gone from adolescence to maturity. I 

will say adolescence. Not infancy. Adolescence to right before maturity. So it is 

not....well, I am going to say young adulthood. Call it that because of the 

acquisitions. The acquisitions remind me of airline acquisitions or auto industry 

acquisitions, right? [The] market got to a certain spot and a certain amount of 

players that either remained viable or did not and there were a certain number of 

tier one or tier three vendors etc. that started to partner up. And then suddenly 

started [to get] acquired or acquire equipment manufacturers...so it is a very 

interesting development. And in a flurry, it is sort of collapsing in the market to get 

to a spot where there is a member who is viable that points to allow continuing 

growth for those organizations. I don’t think that it is finished. It is a maturing 

industry for sure. (Senior Manager, CanBank) 

 

 Another example of stability in control execution relates to how the IS group, specifically 

the enterprise architecture team, is viewed by the business. Interviewees suggested that in contrast 

to past perceptions of a support service, technology is increasingly trusted as an advisor on 

business issues. This reliance on the group indicates a level of maturity and stability in the control 

over the process. The following quotes articulate this position: 

 

It has gotten better and it has gotten to a more consolidated view. In the past, you 

would not have had that type of [business-technology] dialogue. Alignment has been 

the key theme that we have been focusing on for the last 3 years. So we have come a 

long way. Technology is viewed as a trusted advisor, as a mediator, and as a 

brokering point between business areas. (Senior Manager, CanBank) 

 

So the journey that we are on right now is actually getting [the business and IT] 

more aligned and working our alignment intra-technology and getting [enterprise 

architecture] to focus a bit more around what the business is doing as well. But then 

again, they are in a very different position, right? Sometimes the business would not 
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necessarily push for the right thing from a pure operations [perspective] because 

sometimes you need to be a bit more heavy on certain things. So we are working 

through those things. (Senior Manager, CanBank) 

 

 In summary, both stability and evolution characteristics exist within the execution 

enterprise architecture controls: 30% of experiences are noted as stable, while 70% are 

evolutionary. This balance of controls translates to a highly evolutionary collection of control 

execution characteristics. 

4.3.1.5 Case Study #1: Control Outcomes 

The table below outlines the control outcome characteristics for the CanBank enterprise 

architecture process. Evidence was collected corresponding to each of the control outcomes as 

they focus on either product- or process-related objectives. Of the 9 control outcomes identified, 3 

were product-focused (33%), while 6 were process-focused (67%). From an IS control 

perspective, this translates to highly process-focused control outcomes. 
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Quality: Uptime for key systems is critical X  

Cost: Transparency in how technology funds are allocated  X 

Cost and schedule: More effective use of corporate assets  X 

Speed and innovation: Speed to market of services is critical 

due to fast changing technology 
X  

Innovation: Adoption of advanced technology tools can be 

key to maintaining competition 
X  

Innovation and quality: The achievement of strategic 

objectives through the use of technology 
 X 

Compliance: Risk reduction through the use of technology  X 

Compliance: Increasingly standardized and compliant 

internal technology processes 
 X 

Compliance: Adherence to internal audit standards  X 

Table 31. CanBank Enterprise Architecture Control Outcomes 
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 Product-focused control outcomes include those related to the functionality of technology 

assets, systems quality, and product innovation. Within the enterprise architecture process at 

CanBank, quality was noted as a key outcome of effective enterprise architecture controls. Key 

systems cannot experience downtime and controls can help to prevent these outages from 

occurring. This product-focused position is illustrated in quotes such as: 

 

If our online banking is not working, the whole senior team is awake at night. It is 

really very high visibility and high profile…so it is important stuff. (Senior Director, 

CanBank) 

 

We track what we call our ‘severity one’ outages. We have made orders of 

magnitude improvement in that. (Senior Director, CanBank) 

 

 The effective management of technology assets is also seen as a key product-driven 

control outcome. By ensuring properly functioning technology assets, the bank can deliver quality 

services to customers. This view is articulated in the following quote: 

 

So we are, in essence, managing the bank’s [technology] assets…typically or 

historically, business lines have viewed direct ownership of the applications. They 

did not view them as more holistic enterprise assets of CanBank; they said that the 

finance business owns this data warehouse. It is their data warehouse. It is not to be 

viewed as an enterprise asset. So we have actually been working for a number of 

years now to say that is the wrong view. The right view is to say all the application 

assets in the bank are enterprise assets and support or have inherent capabilities 

that should be leveraged regardless of what line of business is asking for that 

capability. So really from a portfolio management perspective, we are trying to 

leverage the assets that we have to solve problems and provide solutions. (Senior 

Manager, CanBank) 
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Now everybody wants iPads. All the executives want them. It is kind of a prestige 

thing or again we have just gone through some arguments about some analytic tools. 

And the analytic tools we have, yes they will do the job, but this tool is sexier and 

fancier and it is easier to use. It is that kind of stuff going on that we get a lot of. 

(Senior Manager, CanBank)  

 

 Similarly, although control and innovation are commonly perceived to be at odds with 

one another, some interviewees discussed how outsourcing services to a third party can impact 

the overall level of product-related innovation to the bank. Controls are established to guide the 

specific infrastructure that is used to support such technology services: 

 

[Outsourced service providers] could buy Commodore 64s if they want, as long as 

they hit the service level agreements. As long as we can demonstrate [compliance] to 

[the financial regulator], right? Then we know what the data is and if it is encrypted 

and it’s not increasing risk to the bank. Blah, blah, blah. So as long as it meets some 

very specific controls. But honestly, if you wanted to run it on any old piece of crap 

technology that you wanted, as long as you took the proper care...I am exaggerating, 

but as long as you took the proper care and the agreement was papered correctly 

and we believe that our risks were mitigated, sure. Absolutely. Which is weird for 

architecture. Because you are like, ‘this is nothing; I have no line of sight into that 

now. The most that I can speak to is interfaces and data and where it lives’. Which in 

theory is plenty for architecture. It is still liable and you are still able to steer and 

manage the risk to the company, but not with the same tools that you had before. You 

can say you should be on this platform using this database layer. It is a different type 

of gig entirely. It is more of a governance gig then it is a technology or specifically 

an architectural gig. (Senior Director, CanBank) 

 

So then you are like, ‘if I have to spend $1.10 doing it in-house or $0.90 doing it 

outside? I will take the point nine. I will take the point nine because I am never 

going to be in that [outsourced] business and I want to leverage the capability and 

capacity and the goodwill. And the best practices of somebody who is already 

servicing all of my competitors’. Right?...we will follow the market. Follow where 

others have already tread. Thank you, because it is better for us. (Senior Director, 

CanBank) 
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 In contrast, process-focused control outcomes seek to achieve objectives such as on-time 

projects, compliance with procedures, efficiency, and cost control. The reduction of costs was a 

key area of discussion for many interviews related to enterprise architecture controls. Staff 

viewed the controls as an enabler of transparency to allow management to obtain a clearer picture 

of how company funds were being invested in technology, as well as the ability to make more 

informed decisions about re-using technology assets that had already been invested in and where 

cost savings could be generated. The following quotes are examples of this view: 

 

My view is that [transparency] is a great thing. Put the facts on the table and let 

people see the facts. Is it worth spending an extra hundred thousand dollars to do 

something in a strategic way worth it to the organization? You have got to put that 

data out there. And that is really what the architecture team does. The project team, 

if you are talking to them, are going to say, ‘those guys they should just get out of 

our way so that we can execute projects’. (Senior Director, CanBank) 

 

So I would say that there is much more [software and hardware] re-use. There is 

certainly a realization in the organization that I can go reuse someone’s’ 

application. If I am trying to build a solution that meets the automated faxing some 

place. Then I don’t need to buy a fax server we have got one of those, right? I am 

just going to reuse what we have. There is a much higher degree of sharing. (Senior 

Director, CanBank) 

 

At the end of the day, the standards are in place for a couple of reasons. One, so 

corporate services, who is our procurement arm, is with us on the Technology 

Acquisition Guideline. So they negotiate the highest discounts for these volumes and 

it is to our benefit to drive as much business as we can down these paths as we can, 

purposely. (Senior Director, CanBank) 
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 The speed of processes integrated with enterprise architecture is noted as well. Although 

the control outcome of speed was not highlighted as a primary driver of controls, it was identified 

as one of the key factors considered by executives when determining the extent of restrictive 

controls put into place: 

 

[Executives] usually come around with, ‘okay, I get it’ and actually I feel good that 

we have got people who are paying attention to all these things. But when the rubber 

hits the road, they think that we are over-governing and there are too many rules 

and this market is just too fast. ‘I have got to move faster; you are not letting me’. 

(Senior Director, CanBank) 

 

 Risk reduction was noted by numerous interviewees as a key process-focused driver for 

effective enterprise architecture controls. By standardizing and focusing the tools that are used by 

the bank, as well as being aware of outsourcing pitfalls, the associated risk level can be 

effectively managed. This perspective is illustrated in the following quotes: 

 

We are trying to mitigate our risks by using some very specific technologies, so we 

tend to focus on the heaviest hitters. When you say things like is there a constant 

push and pull, yeah absolutely there is. (Senior Director, CanBank) 

 

So first principles; I am a big fan of first principles. What is TAG (Technology 

Acquisitions Guide) and what is it for? What is MAP (Managed Application 

Portfolio) and what is it for? The first principles for TAG were to lower the risk 

threshold for the bank. And manage the Wild West. Everyone is going to buy their 

own technology and no one is going to share and no one is going to go down a very 

specific path and spend their money on something that may or may not be the market 

leader. Because that is where we were. So before the standards, people were saying, 

‘I think that it is good without [any guidance]...you know because Lenny in accounts 

payable said that he really like Lotus 123’. (Senior Director, CanBank) 
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You can never outsource risk. Risk does not move. It does not go anywhere. I would 

put somebody in front of me. Which is really what it is, right? But that is retained. It 

is retained. (Senior Director, CanBank) 

 

 Compliance is another key area seen to be an important control outcome. Due to the 

significant industry regulation for financial services companies, effective enterprise architecture 

controls are important to ensure the bank stays within the rules set out by internal and external 

parties. The following quote illustrates this view: 

 

As a bank, we have a very active internal audit group and it is always a debate. Do 

they audit for what they think is the right thing to do or do they audit to our 

standards? And the reality is it is kind of both. I mean, they will definitely audit to 

our standards. So if we as technology say ‘these are our standards and we are doing 

these things’, they will definitely go into a group and if you are not doing them, you 

are definitely going to have an audit finding, which you are then going to have to 

deal with. (Senior Consultant, CanBank) 

 

 In summary, both product- and process-focused control objectives exist within the 

objectives of the enterprise architecture process: 33% of desired outcomes are related to products, 

while 67% relate to processes. This collection of control characteristics translates to highly 

process-focused control outcomes. 

4.4 Case Study #2: CanBank Systems Development 

 Within the systems development process at CanBank, about 450 project managers work 

alongside 600 business analysts, 600 testers, and 1400 developers. Development projects are 

considered to be any initiative that is not day-to-day maintenance (e.g. building or changing an 

application). The bank uses a loosely federated model of project management, with a central, 

Finance department-based project management office (PMO) that tracks the financial aspects of 
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projects over a set dollar threshold. As well, a series of 20-30 business line PMOs are scattered 

throughout the organization, managing their own portfolios and staff. An Enterprise PMO is in 

the process of being set up, but won’t be in place until next year. Different boards and executive 

levels are involved in project approvals depending on the size of the project. One of these levels 

is the Strategic Project Office, which was established approximately 1.5 years ago. It is a cross-

functional body (including IS) that conducts centralized project approval and review. Project 

leaders that require funding go to this committee to plead their case to obtain funds. Prior to 2008, 

the bank utilized a range of project methodologies that were unique to the operational 

departments. Last year, the Enterprise Delivery Framework (EDF) was introduced to remedy this 

issue. EDF is a broad-based framework that ties together all project-related processes in the bank 

that provides standards and guidance to staff involved in the project process. This includes both 

IS and non-IS components. 

4.4.1 Case Study #2: CanBank Systems Development Controls 

 A variety of controls exist at CanBank in relation to the systems development process. A 

complete listing of all identified controls is provided in the tables below, including a coding of 

each control into one or more of the IS control dimensions and classifications. The table below 

outlines the results for the control evaluation conducted for the CanBank systems development 

process, which is explained in detail below: 

Case Study Control 

Environment 

Control 

Mechanisms 

Socio-

Emotional 

Experiences 

Control 

Execution 

Control 

Outcomes 

CanBank Systems 

Development 

Highly 

Traditional 

Hybrid Highly 

Collective 

Highly 

Evolutionary 

Highly Process-

focused 

Table 32. CanBank Systems Development Control Evaluation 
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4.4.1.1 Case Study #2: Control Environment 

 The table below outlines the control environment characteristics for the CanBank systems 

development process. A range of control environment factors characterize the process at 

CanBank; however, controls are weighted towards a progressive environment rather than a 

traditional environment. Of the 10 control environment characteristics identified, 7 were coded as 

traditional (70%) and 3 were coded as progressive (30%). This translates to a highly traditional 

control environment. 

Control Environment Characteristics 
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Formal process: Increasingly centralized project oversight with the ongoing formation 

of an enterprise PMO 
X  

Innovation-focused strategy: Variation in focus and policies on systems development 

projects versus enhancements 
 X 

Centralized structure : Federated governance over development projects, including 

centralized strategic project office, alongside multiple business unit PMOs 

X  

Process uniformity: Standardized project management techniques across projects X  

Periodic employee change: Regular leadership changes on development projects  X 

Heterogeneous business units: Some with close ties to IS department, some with loose 

ties to IS department 

 X 

Standardized employee skill sets: Structured competency model of skill sets and 

training courses for developers, business analysts, and project managers 

X  

Formal process: Highly structured, formalized development processes X  

Regulatory influence: The highly regulated nature of the business environment results 

in tight restrictions over many activities at the organization, including systems 

development 

X  

Risk averse culture: Recent negative publicity from security glitches has increased 

resistance to risky activities at the bank. 

X  

Table 33. CanBank Systems Development Control Environment 

 The control environment within the CanBank systems development process is organized 

using a traditionally structured approach, including a centralized oversight body, alongside a 
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series of business unit-controlled project management offices. The hierarchy is well defined and 

the various groups have defined roles and responsibilities. The following quotes outline the 

structural aspects of the control environment: 

 

Within CanBank, we have what’s called a federated model from a project 

management perspective.  So, we do have a central governing organization that we 

call SPO – which is strategic project office.  And they look at anything that is $1 

million and above.  But, it’s really more to make sure they’re governing the financial 

perspective, which has been their previous mandate that’s recently changing…below 

that, the [business units] each have their own PMO. (Director, CanBank) 

 

We have a federated PMO model, which essentially we have a group called the 

CanBank PMO, which is essentially finance.  And all they do is track the financial 

reporting projects over a certain dollar threshold and it’s just financial reporting 

essentially.  There is a component of project status but it’s really just sort of bolted 

on as opposed to – they don’t check status, they just run the reports.  Then we have 

line of business PMO’s.  There are…a good 20, maybe 30, scattered throughout the 

organization.  And they all manage their own portfolios. (Senior Director, CanBank) 

 

 CanBank is currently seeking to increase the centralization of the oversight and 

transparency related to development projects by establishing a more powerful enterprise PMO 

that will enable increased governance over the organization’s initiatives. The following quote 

explains this view: 

 

We will continue to have a federated PMO structure, but we would have a stronger 

central mandate.  So, we’re in the process now of looking at forming an EPMO – 

enterprise PMO - that will have both.  So, today…we have the CanBank PMO that 

does essentially finances.  They don’t do any of the other project management PMO 

type functions like capability and method and alignment…The EPMO is being 

formed, or in the process of being formed, to have a look at all the other 

components.  Still a federated model because we don’t want to build sort of our army 

of people in the centre trying to manage everything…and we can never be that close 
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to the individual lines of business to get that level of insight, but we’ll be strong 

around, ‘what are the metrics?’, ‘what are the reporting and what are the 

expectations?’. We’re really, really strong around ‘what are the expectations from a 

centralized perspective?’, so that we can have all these PMO’s functioning in the 

same way. (Senior Director, CanBank) 

 

 The standardization of employee roles and responsibilities is another attribute 

characteristic of a traditional control environment. At CanBank, employees within the systems 

development process are evaluated against a pre-defined competency model that outlines a 

minimum skill set for each staff level. The following quote explains this characteristic: 

 
We’re accountable for helping develop, maintain, [and] support the capability 

programs. So that’s essentially looking at how we develop the skill sets of our staff in 

the technology organization.  We’re focused on several key areas and we sort of 

delineate them by what we call professional disciplines.  These disciplines are 

project management, business analysis, development, application development, 

quality assurance, [and] testing…and in each one of those areas, we have sort of a 

structured approach in terms of how we support the people. Both from a competency 

model, which describes [for] every person in the organization, what are the 

minimum skills, basic skills we’d expect them to have - both hard skills and soft skills 

- to do their particular job. (Senior Director, CanBank) 

 

 Traditional control environments are also characterized by extensive rules and regulations 

pertaining to processes, which are expected to be executed with a high degree of accuracy and 

repetition. For systems development projects at CanBank, a framework has been established that 

prescribes a detailed set of tools and templates to be used in relation to the delivery of projects. 

The following quote describes the environment: 

 

We have associated methodologies that describe day-to-day…functions that you 

typically do within project delivery. Overlaying these individual methodologies we 

have what we call the enterprise delivery framework or EDF.  That’s the framework 



 

128 

 

that ties together all the processes across the bank as it pertains to project delivery.  

So, it’s a visual representation with all the associated methodology content and 

guidance and support and templates behind it that any person can walk in and say, 

‘how do I develop a project in a bank?  And what are all the pieces now to 

communicate? And what are the tools I use and the templates I use?’ And all these 

sorts of things. Who signs off on what, who talks to whom, all these sorts of things 

are captured within the delivery framework. (Senior Director, CanBank) 

 

 Although the control environment is largely characterized by its traditional attributes, 

some progressive characteristics also exist. For example, business units are seen to employ some 

level of variability in actually applying the rules and regulations that are prescribed in relation to 

development projects. This variation is described in the following quote: 

 

So, at this point, each line of business is a little bit different. Some of them don’t 

allow too much freedom [in regard to development projects] and some of them allow 

probably too much. (Director, CanBank) 

 

 Similarly, some elements of organizational culture variance between business units are 

expressed by interviewees. In some business units, the relationship between technology and the 

business is strong, while in other business units technology is seen primarily as a support service. 

The following quote illustrates this viewpoint: 

 

We’re along that continuum where we have some groups, primarily within the retail 

bank, where the alignment between business and technology is very, very tight and 

very, very close and you would typically find one PM running the entire project, both 

the business and tech side.  So, that’s a model that works very well where you have 

strong relationships, you have fairly stable systems, or a slower rate of change 

potentially. So, in the big banking systems, that sort of stuff, because there’s a slower 

rate of change, people can sort of build those relationships and do it that way.  

Whereas if you look at our wholesale bank side, the market and the culture is 
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completely different.  It’s, *snaps fingers*, got to react like this, you’ve got to have 

something in two minutes. (Senior Director, CanBank) 

 

 Progressive control environments can also be characterized by short term roles and 

changing leadership. Within the CanBank systems development process, leadership is seen to 

change on a relatively rapid basis, which influences the context that projects operate within. This 

changing environment is described in the following quote: 

 

If you ask me, I don’t think any project should be more than 12 months, but we tend 

to have very long ones.  [Projects] change fundamentally in that period of time and 

not only the project itself or the requirements or the environment; it could be the 

regulations, it could be new executives, I mean this company goes through 

organizational change every 6 to 9 months.  So chances are 3 years down the line 

you’re going to have a completely different set of people involved in that particular 

project. (Director, CanBank) 

 

 In summary, both traditional and progressive controls exist within the control 

environment characterizing the CanBank systems development process: 70% of controls are 

noted as traditional, while 30% are progressive. Therefore, the IS control environment is 

considered highly traditional. 

4.4.1.2 Case Study #2: Control Mechanisms 

 The table below outlines the control mechanisms for the CanBank systems development 

process and highlights the proportion of preventive versus detective controls. A range of control 

mechanisms are employed within the systems development process at CanBank. Of the 11 control 

mechanisms identified, 6 were coded as preventive (55%) and 5 were coded as detective (45%). 

This translates to a hybrid collection of control mechanisms. 
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 Control Mechanisms 
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Audit procedures: Internal audit of development projects  X 

Audit procedures: IT general computer controls (external audit) over development 

projects 

 X 

Compliance assessment: Structured job competencies and skills assessment for 

systems development staff, leading to targeted training 

 X 

Compliance assessment: Stoplight-style (i.e. red, yellow, green) development 

project monitoring 

 X 

Policy: Project delivery and business case policy that mandates the use of a 

governing framework based on project characteristics (e.g. size) 

X  

Framework: Detailed development frameworks and process definitions, including 

inputs and outputs, RACI charts, etc. 

X  

Standards and procedures: Standardized project templates and forms X  

Management review: Formalized committee approval of development projects X  

Methodology: Systems development methodology scalability for business 

analysis, coding, testing activities 

X  

Standard: Operational engineering directives regarding security standards and 

configurations 

X  

Supervision: Periodic ‘dragon’s den’-style updates and defense of ongoing 

development projects to management 

 X 

Table 34. CanBank Systems Development Control Mechanisms 

 A range of preventive controls are employed within the systems development project 

process at CanBank. Of primary importance is the establishment of policies and procedures that 

are intended to establish baseline behaviours that developers are expected to follow during project 

activities. Although some flexibility has been introduced to the guidelines during the latest 

iteration of the methodology, all types of projects are subject to defined, formalized guidelines of 

the day-to-day development activities. The following quotes illustrate this view: 

 

We have a project delivery and business case policy that is bank-wide that basically 

says for projects of a certain size, magnitude, [and] risk perspective, they must use 

one of the governing frameworks. (Director, CanBank) 
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The delivery framework is used for any type of project delivery across the bank by 

any party, whether it’s business or technology or both, and tries to bring a standard 

framework to the way we do things.  Standard terminology, standard approach, etc.   

(Senior Director, CanBank) 

 

The rewrite we did with [the framework]…took all the existing methodologies and 

merged them all together with the framework, so not only did you have the 

processes, but we also had the roles recognized with the ‘RACI’ (Responsible, 

Accountable, Consulted, Informed) tables. We had stronger process definition in that 

we now recognized inputs and outputs, the RACI definitions, the entrance criteria, 

the exit criteria...and then the methodology piece is really the guidance – so the ‘how 

to’ explanations of when to apply, how to apply, things to consider, different 

techniques. All of that got merged together into the one framework. (Director, 

CanBank) 

 

 Formal, up-front approval of development projects is also a key preventive control at 

CanBank. A range of approval committees are set up to review and approve initiatives based 

upon a range of factors, such as overall cost. The following quote explains this control 

mechanism: 

 

So, we have these different levels of committees – of groups – that decide [if] we 

want to spend money in certain things.  So, if for example you’re sitting on [the 

committee responsible for strategic projects] and you have these $5 million projects 

coming to you, you can say yes to $2 – 3 – 4 hundred million dollars’ worth of work 

across all kinds of lines of business. (Senior Director, CanBank) 

 

 In applying the preventive controls for systems development projects, CanBank has 

implemented a degree of flexibility in how the mechanisms are employed. A collection of options 

are available for use by project teams, to be put into place depending on a range of factors 

relating to the context of the initiative. The approach is explained in the following quote: 
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We’ve done a lot in the past year…to introduce scalability and flexibility in the 

framework itself…So, in theory and in practice, I may have a $50k project and a $5 

million project each doing the same amount of rigor and each doing the same 

amount of documentation and process, which is just not practical. So, with [the 

framework] we introduced scalability within the methodology so that my project 

management component can scale from full, medium, light, or super light.  My 

business analysis piece can scale, my testing piece can scale, my coding piece can 

scale, my communications piece can scale, so each one of these things can scale 

from super light up to full, so 4 levels and they can scale independently of one 

another.  So, if I have a project that is very heavy on the requirements side but it’s 

an existing system so I’ve tested it a million times so my testing requirements aren’t 

that high, I can have heavy requirements but light testing.  Or, if it is a system where 

we’re just doing a platform upgrade so there’s no change in the requirements, but 

there are a thousand downstream systems, we may need to do very heavy testing but 

very light requirements. (Senior Director, CanBank) 

 

 A collection of detective controls are also utilized in the systems development process. 

As in all highly regulated industries, internal and external audits play a significant detective role 

in evaluating compliance with procedures and identifying issues. The following quote describes 

how internal audit approaches the role of detecting issues on development projects: 

 

So, CanBank has an internal audit organization and they do audit projects.  But they 

tend to audit more from a generic definition or expectation of how projects should be 

run.  So, they’re looking at risk models that existed in the industry such as COBIT, 

capability maturity model, PMI.  They pulled from all of those things to determine 

what is the best approach for CanBank. (Director, CanBank) 

 

 For ongoing systems development projects, a number of control mechanisms are in place 

to detect how well the activities are progressing and to intervene if significant issues arise. One 

interviewee noted the importance of standardizing the approaches to status reporting across the 



 

133 

 

project portfolio. Another interviewee described periodic meetings that project leaders hold with 

CanBank management to propose and defend the initiation and progress of particular 

development initiatives. These mechanisms are described in the following quotes: 

 

What we’re trying to do here is put in a governance structure that is getting more 

prescriptive in things like red, yellow, green [status reports]. Because, as we take the 

project information up the layers, we want the same definition of red, yellow, green 

up at that highest portfolio level no matter where it came from in the portfolio. 

(Director, CanBank) 

 

There’s obviously a set criteria for when you go through the dragon den type of 

thing.  ‘Super Tuesday’ we call it…then you have to go through the process, right?  

And you go in and you might tell them, ‘I also need $100k to do the planning 

because I’m going to hire someone to do this for me’. Okay…So you come back and 

say you’ve done the planning.  ‘I have a full plan, I have a business plan.  I have 

this, I have that.  I’d like to move to execution’.  And then you get to go ahead and do 

the execution or not. (Director, CanBank) 

 

 As well, a human resources competency model has been introduced to allow employees 

involved in development projects to identify areas of improvement from a training perspective 

and enroll in education activities. The following quote provides details on this position: 

 

We have a competency model that… describes both the physical hard skills, as well 

as the soft skills needed to perform at [systems development] jobs.  For example, we 

have a manager of business analysis…we would say, [they] need to know these 

specific things about business analysis at an advanced level. You need to know these 

things about people management perspective at an intermediate level etc. etc. So, it’s 

a fairly comprehensive matrix that lists the entire thing. Associated with that, we 

have what we called capability assessments where you go in and assess yourself 

against the model. Say what your level is, what your competency level is, things 

based on the magic questions and it will sort of map you and say, ‘these are the 

areas [that] you are weak, these are the areas that you are strong’, and you can then 

take that into your manager and have a conversation about how you want to be 
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developed in those areas. Then, in addition to that part of the assessment and sort of 

identifying where the strengths and weaknesses are, then the next thing is to say, 

‘well, I’m weak in this particular area and I need to build it, where do I go?  What 

do I need to take? Who do I take it with?  What’s the associated course that does 

that for you?’ And we’ve got all that stuff mapped out as well.  Behind this are all 

the areas of vendors and training vendors and agreements and contracts and all 

kinds of stuff to support this setup at an enterprise level. (Senior Director, CanBank) 

 

 In summary, both preventive and detective controls exist within the control environment 

characterizing the CanBank systems development process: 55% of controls are noted as 

preventive, while 45% are detective. Therefore, the IS control environment is considered hybrid. 

4.4.1.3 Case Study #2: Socio-Emotional Experiences 

 The table below outlines the socio-emotional experiences for the CanBank systems 

development process. Evidence was collected corresponding to each of the employee experiences 

as they relate to either individual or collective experiences. Of the 8 socio-emotional experiences 

identified, 2 were individual (25%) and 6 were coded as collective (75%). From an IS control 

perspective, this translates to highly collective socio-emotional experiences. 

 

Socio-Emotional Experiences 
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Organizational norms: Business sponsor resistance to following all 

project methodology components 

 X 

Organizational norms: Employee and manger resistance related to 

project execution guidelines 

 X 

Enhanced interaction: Positive team perceptions and acceptance of the 

new methodology 

 X 

Team autonomy and flexibility: Operational teams self-define policies 

and procedures 

 X 

Psychological state: Fear of executives X  
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Psychological state: Fear of audit X  

Cultural norms: Generational differences in controlling technology assets  X 

Organizational norms: Integration between technology and the rest of the 

organization 

 X 

Table 35. CanBank Systems Development Socio-Emotional Experiences 

 A range of collective-oriented socio-emotional experiences were noted during the 

CanBank interviews. One prominent emotion relates to the resistance to the introduction of the 

new project methodology at CanBank. Business sponsors are perceived to be frustrated by the 

documentation requirements, as well as project participants who see the methodology as a 

standardized, bureaucratic exercise. The following quotes illustrate this view: 

 

One of the things that I think is misunderstood is the strength of the sponsor 

themselves versus  all the training and everything, because I do believe that most 

project managers have the same amount of training and they are given the same 

value understanding of the different activities that are expected of a project 

manager.  But, if on the other hand, their sponsor says, ‘All I want to see from you is 

a schedule.’ And the sponsor gets upset with them if they try and present anything 

else, then that’s all they’re going to present.  So, I do think that’s a lot of what is 

happening in this case.  We have very strong personalities on the business sponsor 

side and they really don’t want to do any documentation at all.  Not even 

requirements…So, it’s not that the people don’t know how to do it or don’t recognize 

the value of it; they’re not being allowed to do it in some cases. (Director, CanBank) 

 

I see us focusing more on improving capability and getting people to understand the 

best way to apply the framework.  Right now most people look at the framework as 

an all or nothing thing or a very cookie cutter thing.  And it shouldn’t be. It should 

be recognized as a framework that is intended to provide guidance to them.  But they 

should be understanding what is the real need of the project in terms of the scope, 

the delivery approaches that they are choosing and figuring out the best way to 

apply the framework.  So, for example, right now we have fairly complex projects 

that have multiple releases and where they could be taking some aspects of the 

framework and applying it once across the entire project they keep duplicating for 

every release.  So, it’s actually not really effective for them. So, they don’t like the 

framework because that is the perception of how they have to apply it.  Right, where 



 

136 

 

if we could get them to apply it properly they would start to see, ‘oh, wait a minute 

that makes sense for me to have an understanding of how I’m going to test across all 

of these pieces’. (Director, CanBank) 

 

 However, some interviewees perceive the new methodology to be a source of staff 

motivation and acceptance. Characteristics of autonomy and flexibility were expressed in relation 

to systems development controls. Unique to the new methodology is the ability to scale the 

intensity of the methodological requirements to the complexity of the project, which can be 

independently determined by CanBank staff: The quotes below support this view: 

 

From a framework perspective, the delivery framework and the standardized 

approach to how we develop and deliver projects, or deliver on projects, that was all 

extremely well received this year. When we launched it we got rave reviews 

throughout the organization. This is the first time we put it into where the people can 

actually consume and understand and learn from as opposed to a big handout.  So, it 

was very well received. As a result of that we’ve started highlighting [the results] 

and we’ve started building as we go through subsequent pieces of the framework. 

(Senior Director, CanBank) 

 

Yeah, so I think actually the framework is fine, to be honest.  I think it’s now needing 

to get people out on the street, so to speak, working with the projects and helping 

them to start them up properly.  And that way you can give the coaching perspective 

and build them for the next time they approach a project they’ll better understand. 

(Director, CanBank) 

 

And we have to recognize that these are professional people and they do have the 

training, they do have the experience and they do have the desire to do what’s right 

in the majority of cases, right?  So you want to give them the freedom to make those 

decisions without putting the bank at risk. (Director, CanBank) 
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 From a socialization perspective, interviewees provided unique perspectives on both 

generational differences in communicating due to the role of technology, as well as the challenges 

faced by the technology staff in communicating with their project counterparts on the business 

side of the organization. This was seen as an important component of establishing team cohesion 

within systems development projects. The following quotes detail these views. 

 

If you look at CanBank today, we have 5 different generations in the workforce. All 

the way from the baby boomers right through to the latest, greatest Facebook-on-

my-iPhone-type people. And each one of those people, generations, have a different 

way of working. And, we sometimes see these cultures colliding in organizations.  

You know, people that are used to e-mail conversations tend to be more structured in 

their thinking or in their approach to stuff.  You write something and then they read 

it and say, ‘fine, I accept it’. Whereas someone who is tweeting on Twitter all the 

time has a completely different way of communicating. (Senior Director, CanBank) 

 

You won’t practice [rules and regulations] if you don’t buy into what you believe.  

Or frankly you find a lot of people circumventing.  So, I think that’s where I say, it’s 

very important to have that relation[ship with co-workers], right? It’s not that we 

have to be friends and, you know, go out for beer every day but…I think it’s 

important that you have different organizations… talking continuously because there 

are checks and balances to keep us honest, to keep them honest. (Director, CanBank) 

 

 From an individual perspective, interviewees suggested that some employees within the 

systems development process were influenced by emotions of fear, stemming from perceptions of 

both executives and audit. Descriptions of these emotions are illustrated in the following quotes: 

 

I think we are currently in the, I’ll call it the very frothy stage, with people 

recognizing [challenges with the project methodology] and recognizing who these 

people are and what level of the organization they are and what can they do about 
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it?  It’s not like you can easily make changes with executives, right?  People tend to 

be scared of executives within this organization. (Director, CanBank) 

 

[Systems development project participants are] so scared right now about what 

audit’s going to say, for example, that they automatically go to worst case because 

that’s better than the potential for somebody tapping them on the shoulder about it 

later. (Director, CanBank) 

 

 In summary, both individual and collective socio-emotional experiences exist within the 

CanBank systems development process: 25% of experiences are noted as individual, while 75% 

are collective. Therefore, the socio-emotional experiences are considered to be highly collective. 

4.4.1.4 Case Study #2: Control Execution 

 The table below outlines the control execution characteristics for the CanBank systems 

development process. Evidence was collected corresponding to each of the control execution 

characteristics as they relate to either stability or evolution. Of the 7 control execution 

characteristics identified, all were associated with evolution (100%). From an IS control 

perspective, this translates to highly evolutionary control execution characteristics. 

Control Execution 
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Control inadequacy identification: View that projects could be 

managed more effectively 
 X 

Control philosophy modification: Challenges in moving from 

a highly prescriptive methodology to one that is more flexible 
 X 

Control adaptation: Challenges in ongoing transparency into 

in-progress projects 
 X 

Control changes: Introduction of new project methodology 

that consolidated and expanded the delivery framework 
 X 

Control changes: Moving towards a more iterative, flexible  X 
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development approach 
Control tailoring: Challenges in applying a common project 

delivery framework across multiple heterogeneous business 

units  

 X 

Control changes: Autonomy to influence controls is 

increasingly placed in the hands of employees 
 X 

Table 36. CanBank Systems Development Control Execution 

 A range of evolutionary characteristics were present in the discussions with systems 

development staff at CanBank. In particular, a consistent view was expressed by interviewees 

regarding concerns about the effectiveness of past systems development project controls. Issues 

of excessive prescriptiveness, lack of flexibility, risk, and transparency are noted in the following 

quotes: 

 

Within the [previous methodology] environment, [it was] extremely prescriptive.  

They didn’t have a lot of flexibility as far as what templates they used or anything 

else. There was some scalability recognized, but it was fairly minor.  (Director, 

CanBank) 

 

We have got groups out there who are having a fight right now about some stuff 

where they basically were sending business requirements in these little ad hoc 

emails, which is just too basic to us that you just would not do it. But in their mind 

they thought that they gave us all the requirements in all those emails scattered over 

the last 4 or 5 weeks and are quite irate now that we did not catch them all. (Senior 

Director, CanBank) 

 

 Interviewees indicated that these past and ongoing process issues have acted as a stimulus 

to drive the current state of evolutionary change to the systems development controls. Controls 

are seen to be enhanced over time, as well as being more closely tailored to particular 

organizational circumstances. This perspective is described in the following quotes: 
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I have a feeling that [the new project delivery approach] was to address issues that 

they had seen in the past.  Whether it was things that they noticed, organizations 

such as [the financial regulator] noticed, or something that internal audit noticed.  It 

could have been an actual [compliance] fail[ure] as far as the project or it could 

have been just somebody in these other governing organizations that said, ‘you’re 

going to run into a risk if you don’t do something, so we’re forcing you to do 

something’. Because as being part of a financial institution, there are a lot of eyes in 

the organization that are forcing them to do things a certain way. (Director, 

CanBank) 

 

You have to find the balance between allowing creativity or flexibility in the process 

versus making sure everybody follows a similar process.  The pendulum has swung 

both ways and right now it is swung more towards the independent thought, which is 

good, but we’ve got to a point where it was fairly well known…that we went 

extremely overboard on risk, risk, risk, manage risk.  And with that comes a whole 

lot of process and red tape and stuff and everything we do, we need to document so 

that you cannot do it wrong.  And by doing that in an environment that needs to be 

looser, you tend to stifle innovation, you tend to slow things down and you tend to 

cause all kinds of problems. (Senior Director, CanBank) 

 

If I go back 5 or 6 years ago, having a change record, a documented change record 

for every change we put into technology: we were not there. Today I would be really 

surprised if anyone let a change go in without a change record. You just don’t do 

it…So I think that the difference in maturity and the difference in understanding. If 

you don’t even understand what some of that is you are going to end up fighting 

about stuff. (Senior Director, CanBank) 

 

 Another initiative that characterizes the evolutionary control execution of the process 

concerns the movement from a defined waterfall methodology to one that is more iterative and 

agile. CanBank has traditionally adhered to a structure systems development approach that relies 

heavily on up-front planning, monitoring, and process repetition. However, interest has been 

increasing in recent years in adopting a development approach that is increasingly iterative and 

flexible. The following quotes explain this change in position: 
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We also need to help people understand when does iterative make sense versus when 

does waterfall make sense, because you don’t always need iterative even though it’s 

fun and new and all that stuff.  It’s 10-15 years old now...but we do want to have it 

integrated, because in my opinion, most of the projects are likely a mix.  Or they 

should be a mix.  The business side of it is probably predominantly waterfall as far 

as figuring out, ‘what communications do I have to do?’, ‘what training do I have to 

do?’, ‘how does the process change?’. And then the technology, based on what 

they’re finding there, they might realize the requirements and so it could be built in a 

more iterative fashion. (Director, CanBank) 

 

We’ve introduced different types of delivery methods. So, we have standard 

waterfall, we have overlapping waterfall, we have phased waterfall, we’re in the 

process of looking at incremental and iterative development and we may one day, 

may, in a big quotation is get to agile…So, what drives this is the underlying 

maturity of the organization? A few years back we didn’t have well documented 

methodologies and we didn’t have a true sense of the testing community, the 

developer community, etc. that can focus on those capabilities.  So we felt we had to 

be more rigorous in terms of the structure that we put on top of these. As the 

organization and the practitioners in each of the disciplines mature and the 

organizational capabilities mature, we’re starting to loosen things a little bit more… 

The organization will have to demonstrate that they can actually do that. And only 

when they can do that will we say, ‘okay, the shackles are off. Go to town’. (Senior 

Director, CanBank) 

 

 In summary, control execution within the CanBank systems development process is 

dominated by evolutionary characteristics. All of the controls noted are in a state of significant 

change. Therefore, IS control execution is considered highly evolutionary. 

4.4.1.5 Case Study #2: Control Outcomes 

 The table below outlines the control outcome characteristics for the CanBank systems 

development process. Evidence was collected corresponding to each of the control outcomes as 

they focus on either product- or process-related objectives. Of the 8 control outcomes identified, 2 
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were product-focused (25%), while 6 were process-focused (75%). From an IS control 

perspective, this translates to highly process-focused control outcomes. 

Control Outcomes 
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Quality: Reliable, high quality systems X  

Innovation: Enhanced product innovation X  

Cost: Cost-effective investments in technology-related 

projects 
 X 

Speed and schedule: On time delivery of projects  X 

Compliance: Transparency into operations, day-to-day 

projects 
 X 

Compliance: Minimization of bank risk  X 

Compliance: Ensure compliance and effective governance of 

technology operations 
 X 

Innovation: Interest in expanding the options available for 

systems development processes (e.g. iterative) 
 X 

Table 37. CanBank Systems Development Control Outcomes 

 A range of process-focused control objectives are present within CanBank’s enterprise 

architecture process. Cost control is seen as a key control outcome, particularly in light of the 

introduction of the strategic project office, which was implemented to enable more sophisticated 

management of project investments: 

 

The bank has implemented a strategic project office. So in the past where you would 

get a certain amount of money…now it is all decided so there is a cross functional 

and technology sits on the team. They are a member of the team but you really have 

to go and make your case. So the example might be that we may have a line of 

business that is extremely profitable and good market share and they always tend to 

get the money that they needed. And the strategic project office is saying that maybe 

we are actually happy where you are so you stay put for a year and we are actually 

going to take that money and invest where we are third in the market because we 

think you are okay. So it is causing some - I think the right decisions - but it is a bit 

of a change. So the lines of the business are becoming less autonomous in that one 

way. (Senior Director, CanBank) 
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 Ensuring systems development projects are delivered on time is also a key driver of 

process controls at CanBank. The following quote indicates that controls have been effective in 

relation to the speed of projects: 

 

We have got a pretty good track record in terms of projects delivered on time. We 

are still struggling a bit with on budget, but [see] really significant improvement 

there. (Senior Director, CanBank) 

 

 Risk management is another desired objective of controls at CanBank, since systems 

development projects can introduce a high degree of risk to operations. The following quotes 

show the focus that management has on balancing the needs and desires of systems development 

employees with the risk appetite of the bank: 

 

We have to recognize that these are professional people and they do have the 

training, they do have the experience and they do have the desire to do what’s right 

in the majority of cases.  So you want to give them the freedom to make those 

decisions without putting the bank at risk. (Director, CanBank) 

 

[The developers] would love to be able to just jump in and do iterative at this point.  

From a risk perspective, I don’t think the bank is ready for that…because they’re 

very concerned about what that might do. (Director, CanBank) 

 

We have one line of business that has been traditionally working with larger 

projects.  They are familiar with the risk of larger projects and they are familiar with 

the value of a good solid process with it.  We have another line of business which 

has done traditionally a lot of small and quick type things and so when you bring in 

this kind of prescriptive framework for them to use, it can be perceived as overhead 

if they were fine without doing anything in the past.  But, what we’ve seen in this 

past year is this line of business that has had traditionally very little projects, they 
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are now dealing with much larger ones and they are not doing well.  Because they 

are not familiar with the risk facing them so they don’t recognize them, right?  So, 

they’re attempting to manage something that is very large the same way they 

managed something very small and trying to do it basically based on experience, not 

on documentation and data.  So they are struggling. (Director, CanBank) 

 

 Similar to the desire to manage risk is the necessity to remain compliant with internal and 

external regulations. The following quote explains the governance-related objectives at CanBank 

that are sought through the implementation of controls: 

 

We have started to thread in more governance, enterprise level governance.  So, we 

have a group in the technology business management group, one of my co-workers, 

that heads up reporting and analytics.  And his function is to look at enterprise level 

reporting from a board / scorecard perspective – board level reporting down to look 

[at] if this is what the board wants to see, how do we pull that out of our portfolio 

across the entire bank and how do we support that all the way down into the day-to-

day execution of the project and the status reporting on particular levels of the 

project?  We’re getting to the point now where we’re defining what the entire 

structure of reporting will look like and the metrics and KPIs (Key Performance 

Indicators) we want to capture throughout. Well, the metrics we want to capture 

throughout so that we can start aligning all the various federated PMOs to a 

standard model and a standard toolset which we’ll figure it out after the fact.  And 

once we have that in place we can start saying to ourselves, ‘what sort of KPI’s do 

we put on this now to start tracking and learning?’.  That’s our initiative for 2012. 

(Senior Director, CanBank) 

 

 From a product-focused control outcomes perspective, interviewees expressed a desire to 

achieve objectives for the systems development process in terms of high quality products that 

remain highly innovative. This perspective is articulated in the following quote: 

 

What we’re here for is basically to consolidate through virtualization, 

standardization, and outsourcing. So at the end of the day…you [want to] get what is 
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running, run better. What is already running, run better and faster and with no 

problems. So, you know…[a] defensive IT sort of thing. So, make sure that all 

systems are more automated, more tuned, up from a level of perspective, right.  And 

running or at least running on par with what your design called for.  And then 

there’s the other side which is more offensive which is looking at what is evolution 

from where we are today, how do we apply whatever we learned from the defensive 

into the offensive so that we don’t have to repeat ourselves again. (Director, 

CanBank) 

 

 In summary, both product- and process-focused control objectives exist within the 

objectives of the enterprise architecture process: 25% of desired outcomes are related to products, 

while 75% relate to processes. This balance of controls translates to highly process-focused 

control outcomes. 

4.5 Summary 

This chapter has presented the results of two case studies conducted at CanBank. The 

first case study examined the enterprise architecture process and the second examined the systems 

development process. Using the IS control construct dimensions and approach outlined in 

Chapter 3, the processes were evaluated to determine their primary control characteristics. The 

results from this exercise are utilized in Chapter 8 to evaluate the degree of IS control alignment 

for each case study.  
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Chapter 5 

InsureCorp: Case Studies 3 and 4 

5.1 Introduction 

Based on the approach outlined in Chapter 3, this chapter presents two case studies that 

were completed using the new IS control construct. Both case studies were conducted at an 

organization referred to as InsureCorp, which is described below. The first case study focuses on 

the enterprise architecture process and the second case study focuses on the systems development 

process. Each of the five control dimensions noted in Chapter 3 are examined in detail and an 

overall value is assigned for each dimension. These results are utilized in Chapter 8 during the 

evaluation of IS control alignment. 

5.2 Participating Organization Overview: InsureCorp 

 InsureCorp is a medium sized insurance and financial services company based in Ontario, 

Canada.  The company provides a range of products and services, including life insurance, 

investments, and group benefits. InsureCorp employs approximately 750 staff members and 

services nearly half a million customers.  

 The current CEO was appointed in 2008, leading to changes in the company’s strategic 

plan which includes a notable commitment to IS. Each business area within the company has a 

designated ‘IT relationship manager’ to act as an intermediary for raising technical issues, 

strategic directives, or product ideas. An Enterprise PMO was recently established and consists of 

14 project managers, who work on IS and non-IS projects. 

 The IS department at InsureCorp numbers approximately 120 staff. About half of this 

group is focused on operational support including help desk, infrastructure maintenance, security, 
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and general operations. The remaining 60 staff members are primarily involved in IS project 

work. Historically, InsureCorp has relied on a mainframe-based IS environment, but has begun to 

transition into client server and cloud-based architecture.  

5.3 Case Study #3: InsureCorp Enterprise Architecture 

 The enterprise architecture process at InsureCorp is involved with both strategic and 

operational initiatives within the organization related to the overall design and integration of 

technology, people, and processes. The group is primarily involved in the planning of IS-related 

projects by evaluating the extent that proposed systems and processes will integrate and 

complement the existing architecture. 

 The group has evolved over the past 10-15 years and has primarily developed from an IS 

base, which is where it remains focused today. The concept of ‘architecture’ is conceptualized 

within the group as technical architecture (i.e. software, hardware, networks), application 

architecture (i.e. application systems), information architecture (i.e. data, databases, transfers), 

and business architecture (i.e. business people and processes). There is work underway to expand 

on the first three concepts and more thoroughly include the business architecture. The group 

attempts to work at a ‘portfolio’ level of control, so as to influence the decisions being made 

across a wide range of different projects and initiatives. The time horizon for enterprise 

architecture planning at InsureCorp is 3 to 5 years. 

5.3.1 Case Study #3: InsureCorp Enterprise Architecture Controls 

 A variety of controls exist at InsureCorp in relation to the enterprise architecture process. 

A complete listing of all identified controls is provided in the tables below, including a coding of 

each control into one or more of the IS control dimensions and classifications. The table below 
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outlines the results for the control evaluation conducted for the InsureCorp enterprise architecture 

process, which is explained in detail below: 

Case Study Control 

Environment 

Control 

Mechanisms 

Socio-

Emotional 

Experiences 

Control 

Execution 

Control 

Outcomes 

InsureCorp Enterprise 

Architecture 

Hybrid Highly 

Preventive 

Highly 

Individual 

Highly 

Evolutionary 

Hybrid 

Table 38. InsureCorp Enterprise Architecture Control Evaluation 

5.3.1.1 Case Study #3: Control Environment 

 The table below outlines the control environment characteristics for the InsureCorp 

enterprise architecture process. A range of control environment factors characterize the process, 

drawing on both traditional and progressive elements. Of the 6 control environment 

characteristics identified, 3 were coded as traditional (50%) and 3 were coded as progressive 

(50%). This translates to a hybrid control environment. 

Control Environment Characteristics 
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Formal process: Defined enterprise architecture roles and relationships X  

Formal structure: Traditional placement of enterprise architecture within the 

company’s organizational structure 

X  

Technology stability strategy: Reliance on established, mature technology X  

Exception-based flexibility: Flexible organizational decision making  X 

Moderate degree of industry change: Evolving nature of industry characteristics  X 

High technological importance: Reliance on flexible, cutting edge technology  X 

Table 39. InsureCorp Enterprise Architecture Control Environment 

 A mix of both traditional and progressive control environment elements exist within the 

enterprise architecture process. From a traditional perspective, the enterprise architecture team 
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has well defined roles and relationships with other teams in the organization. The following 

quotes outline the guidelines under which the enterprise architecture team interacts with other 

organizational actors: 

 

It is more of a consultant arrangement [with enterprise architecture]. So physically 

they are not collocated [with the development teams], so then the onus is really on… 

a system designer from my team [to] play that role, to kind of be a quarterback or 

coordinator to make sure that the overall design aspects are all being considered. 

They will reach out and bring in expertise where needed and also have work done by 

others on [the] specifics of the design questions that have to be answered. (Manager, 

InsureCorp) 

 

[The systems design team] works closely with architecture. So there are several 

architectures; there is the application architecture, the data architecture, the 

technology or technical infrastructure architecture, and the security architecture are 

the primary ones. (Manager, InsureCorp) 

 

 In many organizations, the enterprise architecture process typically originates within the 

IS department where it is segregated from business-driven decision making and accountability. 

Enterprise architecture is often seen as being IS-led, but is often given only limited power to 

make significant changes to organizational initiatives. As the enterprise architecture process 

matures and expands its reach within organizations, more progressive characteristics can include 

integration with business units and corporate strategies that carefully consider enterprise 

architecture implications. Within InsureCorp, the enterprise architecture process resides within IS 

and has limited power outside of the department, which is consistent with a traditional 

environment. The following quotes highlight this perspective: 

 



 

150 

 

We are completely in IT. We don’t have business architects, but we are starting to 

synthesize business architecture so that when we are doing enterprise architecture, 

we know what facets of the business we are impacting. And when I say synthesize we 

are synthesizing it within my group and within IT. (Director, InsureCorp) 

 

Our group does not have teeth. There is not recourse if enterprise architecture says, 

‘this is the course that we should follow’ and if it is not followed...because if a 

project delivers functionality on time and on budget…and doesn’t do something that 

might benefit [the organization] later on, well there is not [a] measure and there is 

nothing that will go back to the project to say, ‘these other benefits that were outside 

of your project at the enterprise level that were expressed in the enterprise 

architecture planning, you did not make them happen, so here is what we are going 

to correct’. (Director, InsureCorp) 

 

So [for] a lot of our enterprise architecture initiatives at the infrastructure level, we 

try to cross sect all business lines, but once we get up into the individual business 

lines, it does still get siloed. So we are trying to make sure that it does not get further 

siloed. We have only got four business lines. So four silos is okay; we can manage 

that. (Director, InsureCorp) 

 

 As an insurance and financial services company, InsureCorp relies, in part, on stable, 

established, mainframe technology that has been in place for many years. The software tends to 

be heavily customized and significant changes to the systems are typically risky and expensive. 

These characteristics are consistent with a traditional control environment, which is explained in 

the following interviewee quotes: 

 

We have our legacy and we have certain applications that are on brittle technology, 

software, hardware and upgrading them is not feasible. We would have to rewrite 

the application and that is too big a task because those applications are delivering 

perfectly fine value to the business. So we have that. We are always going to have 

that. (Director, InsureCorp) 
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We have our group [benefits] line of business. There is no software provider out 

there. There might be little niche and boutique ones that provide health claims or 

dental claim systems and we would be entirely dependent on them and if they are 

small niche boutique and not able to support the business, our business is going to 

suffer. So those are the two extremes. So it is always going to be a blend of systems 

depending on the business line and the capability and then within each of the 

solution spaces it is going to change. We know that. (Director, InsureCorp) 

 

 A number of progressive control environment characteristics also exist within the 

enterprise architecture process. Although the roles and relationships of the team are seen to be 

carefully defined, a degree of flexibility exists within how the enterprise architecture directives 

are influenced through the organizational hierarchy. Interviewees indicated how the importance 

of enterprise architecture is influenced from both the project level by junior staff, as well as at the 

executive level by senior management. A degree of flexibility is inherent in the success of 

enterprise architecture, as is the importance of leadership within business units and IT. These 

characteristics are consistent with a progressive control environment, which is described in the 

following interviewee quotes: 

 

Because sometimes [enterprise architecture issues are] not recognized within a 

project…just working at the higher level of IT project portfolio governance level and 

also working at the strategic level from within IT [is necessary]. I am not at the 

strategic planning table, but I will say that the voice of architecture is heard because 

of the way our management structure works. I can make sure that I am aware of 

what is coming down the line and offer opinions and suggestions and they get voiced 

at the executive table. So that is through the CTO and his understanding of 

enterprise architecture. (Director, InsureCorp) 
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Specifically [in] our organization, sometimes there is [what] I will call the politics of 

[enterprise architecture] where it is not just about the technology and the fact that 

we have a mainframe and we might have applications on it that are old, it is who is 

at the helm of each business line. So people step into it. We don’t have the mature 

processes so that it does not matter who is at the helm from a business perspective; it 

won’t influence how we manage our enterprise architecture or operations and 

technology. Who is at the helm matters; they will make decisions that will steer the 

entire ship. (Director, InsureCorp) 

 

 Another progressive aspect of the InsureCorp control environment is the evolving nature 

of the industry, as it relates to architecture. One interviewee noted the important strategies that are 

being employed within the industry that enable organizations to better service customers or to 

reduce costs to stay competitive. Such strategies commonly rely on internally- or externally-

sourced technology, but do not hinge on the traditional provision of an application; rather IT 

departments are helping to facilitate the provision of non-traditional ‘services’ that provide fast, 

flexible, and innovative access to technological capabilities that were previously unavailable. 

This progressive viewpoint is explained in the following interviewee quote: 

 

What is adding an interesting twist to enterprise architecture is what I will just call 

‘capabilities’. So we think of cloud offsite, we have our own data centre here but we 

employ Salesforce.com, so it is really a capability and a service and yet it has to be 

integrated in for things aggregate reporting [or transferring] our data back and 

forth. That path that we are on from an industry perspective - an IT industry - is 

what is adding an interesting twist to architecture, because now it is not about the 

technology and it is not about the applications themselves. (Director, InsureCorp) 

 

 As well, despite the partial reliance on older mainframe technology, InsureCorp is also 

characteristic of progressive environments that are embracing evolving technologies and 

processes. Where new lines of business are being created within the organization, technology that 
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employs modern, advanced hardware and software is being implemented to aid the business by 

providing speed to market and flexibility in making systems changes. The following interviewee 

quotes highlight this progressive environment: 

 

So we have upgraded all of our networks, we have really virtualized a lot of our data 

centre servers. We have put a lot of the foundational pieces into place that we 

needed. We shifted our email system from in-house Outlook and Exchange-based to 

a cloud-based Gmail system. And we freed up all of those in-house resources that we 

used to have doing spam filtering and email server maintenance and whatever else 

we were doing. (Director, InsureCorp) 

 

[For] all of the changes, I would say for the past 20 years, if you follow them you 

could probably pick the large scale shifts. Once we shifted from mainframes and 

departmental servers to desktops and the plethora of end-user computing 

applications and spreadsheets that run the business. Those macro shifts that take 3 

to 5 years each and last for 3 to 5 years beyond that, so you are taking 6 to 10 year 

overlapping paradigm shifts. To me, cloud is one of a few that are happening right 

now. Mobile devices and mobile access, whether it is to cloud or to in-house systems 

or 3rd party provided systems, it is just yet another shift. But all we are still doing is 

delivering business value and capability. We might not be the developers anymore 

for in-house; it is off-shore or it is assembled by various components. So that is 

always happening. (Director, InsureCorp) 

 

 In summary, both traditional and progressive controls exist within the control 

environment characterizing the InsureCorp enterprise architecture process: 50% of controls are 

noted as traditional, while 50% are progressive. Therefore, the IS control environment is 

considered hybrid. 
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5.3.1.2 Case Study #3: Control Mechanisms 

 The table below outlines the control mechanisms for the InsureCorp enterprise 

architecture process and highlights the proportion of preventive versus detective controls. Based 

on interviewee discussions, controls are heavily weighted towards preventive controls. In fact, of 

the 5 control mechanisms identified, all were coded as preventive (100%) and no detective 

controls were noted. This translates to highly preventive control mechanisms. 

Control Mechanisms 
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Standard: Pre-established architectural standards and guidelines X  

Procedure: Formally established architectural review committee X  

Methodology: Formally documented process methodology X  

Plans: Comprehensive future-state architectural planning X  

Guideline: Employee education on architectural issues X  

Table 40. InsureCorp Enterprise Architecture Control Mechanisms 

 The control mechanisms within the enterprise architecture process are overwhelmingly 

characterized by the prevention of issues rather than the detection of issues. For example, a set of 

pre-established standards and guidelines are in place for ongoing projects that allow enterprise 

architecture staff to oversee the relevant architectural components. The following quotes highlight 

how the procedures enable the process to avoid potential issues by playing a significant role in the 

up-front planning and oversight of projects: 

 

Once [a project] has been approved to move ahead, then we typically assign a 

project manager and the project manager will then assess what type of resources 

they need…we will have approval to go and do some research and…then [a] 

recommendation comes out of that. And during those recommendations, there is a 

validation that goes through our architectural review board for approval to assure 

that what we are proposing does not conflict with the direction that we want to take 

from an architectural standpoint. (Manager, InsureCorp) 
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So let’s say you are looking at Salesforce.com…we have already done the analysis to 

say how will it apply across the enterprise to other divisions or groups and how we 

will integrate it in a cohesive way and how we will tie in at the enterprise level. Then 

we get into the detailed design and work with the design teams to say…within the 

scope of one business line how will we design it. So it is the same process, only the 

scope is now within the business line. Still keeping an eye on the enterprise level, but 

we should have already defined the standards and guidelines that guide the focus of 

the individual project. (Director, InsureCorp) 

 

From an enterprise perspective, we look across all projects, all initiatives, all work 

and therefore touch on a lot of processes. We are project participants for design. We 

are project participants for research and conceptual design and early planning. We 

are also project participants for pretty much all work to do with work estimation and 

work we work with a lot of other groups on estimation and impact. Especially cross-

project impact. One project may have a large impact on architecture, systems, 

technology, but also people and process. And so my group is accountable for looking 

across all of the projects to see how that impact might play or where there might be 

opportunities for optimization. (Director, InsureCorp) 

 

 Beyond the operational, project-focused activities within the enterprise architecture 

process, a higher level control mechanism exists requiring a comprehensive future state planning 

initiative be completed in order to guide day-to-day activities. The future state plan considers how 

all the architectural components in the medium to long term will fit together to enable optimal 

support of business and IS processes. By proactively establishing such a future state vision of 

architecture, the control seeks to avoid a situation where a wide array of hardware and software 

assets are in place that are incompatible and difficult to maintain. The following quotes describe 

the preventive control: 
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There has always been so much technology out there and it advances so quickly 

that…when you get down to solving the problem at a technological level, you have 

got a lot to choose from. Whereas architecture’s mandate and accountability is that 

we don’t end up with too much that is all different. Try to pick one that is going to 

live long, be prosperous, and service us for a long period of time so that we don’t 

have to overhaul it or change it or do anything except care and feed it and keep it 

upgraded and keep it current. Keep the staff and processes around it current. 

(Director, InsureCorp) 

 

We are always trying to plan ahead in enterprise architecture. 3 to 5 years is the 

horizon that I usually try to look at, meaning that the decisions that we make today 

should be okay in 3 to 5 years. As well, [the plan] tries to protect [the organization] 

from other decisions that the business may make or our legacy [technology] because 

it is one continuous [process]; we can’t wipe the slate clean and…put in the pristine 

service-oriented architecture and we go with IBM; they are going to be around for a 

good long time. We will spend all the money and we will do this and we will set it all 

up greenfield. Even that you can’t make 3 to 5 year decisions with [the] pace of 

change of technology, so what I try to do and what we try to do in our group is 

future-proof and depending on what it is and how big the problem scope or project 

scope is, we future-proof it in terms of the information or the business value and that 

is why the [focus is placed on] services and capabilities rather than the application 

or the infrastructure. (Director, InsureCorp) 

 

 In order to prevent IT projects and initiatives from deviating from the established plans, a 

formal committee is established to make judgments on the organization’s architectural direction, 

as well as the extent that proposed projects adhere to the desired future state. This control 

mechanism is deemed to be a preventive control in that it is proactive in setting formal plans and 

reviewing initiatives prior to any issues being identified that might require remediation. The 

following interviewee quote describes the review committee’s role: 

 

For instance, we have an architecture review board and all of the four areas of IT 

are at the table and they vote. [The] CTO doesn’t, he is just kind of a traffic cop 
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when issues need to be escalated or resolved. Or sometimes he will step in with 

executive authority to make something happen. (Director, InsureCorp) 

 

 Preventive controls are often characterized by documented policies, standards, and 

guidelines. At InsureCorp, a formally documented enterprise architecture methodology adhering 

to the guidelines published by The Open Group Architecture Forum (TOGAF) is in place. The 

following quote outlines how the methodology is used in the enterprise architecture process: 

 

We follow what is called TOGAF, The Open Group Architecture Forum. It is just 

one method…there are other architecture methodologies. TOGAF has something 

called the architecture development method, the ADM. So it is a methodology, a 

series of processes and a series of defined deliverables and activities that yield work. 

Work might be [to] implement this system, acquire this technology, that kind of 

thing. So within architecture we are following one set of processes and it applies at 

both the enterprise level as well as the solution level. (Director, InsureCorp) 

 

 Because enterprise architecture can be a challenging process to understand, another 

preventive control in place at InsureCorp is the education of employees on architectural issues. 

The intent of this education is to both inform staff about what the enterprise architecture process 

is, as well as how following the guidelines laid out by enterprise architecture planning can 

contribute positively to the organization’s future state. The following quote explains the control 

related to education: 

 

The education that we do for project design team members…is more awareness of 

what enterprise architecture is and therefore the acceptance that if there are three 

choices that are all very viable, that one of them may benefit things outside of the 

project as well as the project and the others may be only project-focused. Therefore, 

with awareness of the value of enterprise architecture, why wouldn’t you choose 

number three?…What we do is educate them on the processes that are going to be 
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followed and help them understand that there is a greater design plateau that we 

consider than just the project or the functional needs of that individual initiative and 

there is good acceptance on that front. (Director, InsureCorp) 

 

 In summary, the control environment characterizing the InsureCorp enterprise 

architecture process is dominated by preventive controls. 100% of control mechanisms identified 

were noted as preventive, while no detective controls were identified. Therefore, IS control 

mechanisms are considered highly preventive. 

5.3.1.3 Case Study #3: Socio-Emotional Experiences 

 The table below outlines the socio-emotional experiences for the InsureCorp enterprise 

architecture process. Evidence was collected corresponding to each of the employee experiences 

as they relate to either individual or collective experiences. Of the 4 socio-emotional experiences 

identified, 3 were individual (75%) and 1 was coded as collective (25%). From an IS control 

perspective, this translates to highly individual socio-emotional experiences. 

Socio-Emotional Experiences 
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Psychological state: Project team member resistance X  

Management-driven control design: Top-down control 

reinforcement 

X  

Psychological state: Individual executive awareness X  

Enhanced communication: Teamwork and coordination  X 

Table 41. InsureCorp Socio-Emotional Experiences 

 A range of socio-emotional experiences were identified during the interviews that 

correspond to individualism characteristics. For example, the enterprise architecture process is 

often responsible for suggesting a project team invest in a particular technology that is either 
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compatible with past investments or is anticipated to integrate well with future investments. 

Because this approach can result in additional costs, the interviewees indicated that project team 

leaders commonly resist the suggestions of the enterprise architecture team as a means to remain 

on budget within their own project. Because this action is consistent with the prioritization of 

goals for the individual, rather than the organization as a whole, it is considered to represent a 

philosophy of individualism. The following quotes highlight this perspective: 

 

A project’s focus and goal is to deliver a specific piece of functionality to the 

business, usually within a specific timeframe and of course within a specific budget. 

Enterprise architecture has a wider scope and a lot of times what it means is that for 

an individual project we may ascertain that to do function A we need to get more 

technology in that will benefit projects B, C, and D…[The project will] bear an extra 

[financial] burden, so there is usually resistance.  ‘Don’t use my little project to get 

an enterprise reporting system in place, just handle it with a tactical solution...I 

don’t want to go back to the board and say my little million dollar project now needs 

$1.5 million that will benefit these other projects, because there is not ROI within the 

project’. (Director, InsureCorp) 

 

There is usually resistance [to enterprise architecture input]. It is not fully 

recognized within the infrastructure teams that are tasked with fulfilling the 

infrastructure mandate of a project. We need to get systems A, B, and C up and 

running for that initiative. Getting this extra infrastructure and these extra processes 

and training up extra staff for the next project, they want to defer it to the next 

project and they will always get deferred. (Director, InsureCorp) 

 

 Part of the role of the enterprise architecture process is to convince executives that the 

technology blueprint is worthwhile and should be adopted by individual projects. Interviewees 

indicated that project executives prefer to work without external interference in order to deliver 

projects within the required guidelines. When enterprise architecture suggests a particular path 
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that deviates from the executive’s preference, an awareness program is in place to help educate 

management on the background and purpose of the recommendation. The following quote 

explains this individual socio-emotional experience: 

 

But on the executive front, that is where we have to do more work because a lot of 

the times we are talking about a project that might be a quarter of a million dollars. 

For an organization our size, that…all of a sudden has to take on a million dollars’ 

worth of infrastructure. It is non-trivial. It is definitely not something that usually fits 

into the value of the individual project. Why on earth would you do that? So each 

individual project never wants to bear the costs, so now we have executive 

awareness and that way the project does not have to have that entered into its cost 

equation, its value equation. It is shared out and said, ‘okay, there is IT 

infrastructure and it is not part of the project, it is simply what we have to do’. 

(Director, InsureCorp) 

 

 In situations where education initiatives do not work, manipulating corporate politics can 

be necessary to enable a successful enterprise architecture process. One interviewee indicated the 

necessity to engage InsureCorp staff that have sufficient power over project decisions and can 

overrule those staff that resist the influence of enterprise architecture suggestions on 

technological direction decisions. The following quote explains this individual-oriented 

perspective: 

 

If you don’t do it right or you have got people who are simply, ‘my project, my 

budget, I want to deliver on time and on budget’, that is where the education might 

not work. You have to get higher level acceptance and understanding and then 

mandate [the directive] within the project. And corporate politics will step into that 

and that is a much harder one. (Director, InsureCorp) 

 



 

161 

 

 Some limited indications of collective socio-emotional experiences were also noted 

during the interviews. Because effective enterprise architecture requires broad acceptance and 

dedication to a high level technological direction and plan, teamwork and cohesiveness is highly 

sought. One interviewee noted the importance of having multiple project teams in agreement 

about hardware and infrastructure decisions, in order to enable a plan to be properly enacted. The 

following quote explains this position: 

 

How can you possibly offer three nines of availability for service A if somewhere 

down the line you have got an application server sitting in our data centre and it has 

got no nines…[the project teams] all have to work together. (Director, InsureCorp) 

 

 In summary, both individual and collective socio-emotional experiences exist within the 

InsureCorp enterprise architecture process: 75% of experiences are noted as individual, while 

25% are collective. Therefore, socio-emotional experiences are considered to be highly 

individual. 

5.3.1.4 Case Study #3: Control Execution 

 The table below outlines the control execution characteristics for the InsureCorp 

enterprise architecture process. Evidence was collected corresponding to each of the control 

execution characteristics as they relate to either stability or evolution. Of the 4 control execution 

characteristics identified, all were associated with evolution (100%); no examples of stability-

focused execution characteristics were noted. From an IS control perspective, this translates to 

highly evolutionary control execution. 
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Control Execution 
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Control philosophy modification: Delivering value through 

enterprise architecture beyond IT 
 X 

Control adaptation: Rise of service-oriented technology 

initiatives 
 X 

Control tailoring: Longer term view of enterprise architecture; 

building a foundation to move forward with 
 X 

Control tailoring: Shifting decision-making authority for 

enterprise architecture 
 X 

Table 42. InsureCorp Enterprise Architecture Control Execution 

 The enterprise architecture process at InsureCorp is in a relatively immature stage of 

development within the organization and is seen by interviewees as continuing to develop over 

time. One of the evolutionary characteristics noted during discussions with staff was the ongoing 

focus on delivering value through enterprise architecture beyond IS and to the business. Because 

the enterprise architecture process is currently managed from within the IS department, many of 

the benefits of the process are accrued to IS. However, significant opportunities exist to alter 

controls within the process to ensure business units also receive benefits from the process. The 

following quotes examine this perspective: 

 

It will take 3 to 5 years for any organization to turn about that way and so we are 

probably in about year 1 or 2 of that. The business recognizes the value of enterprise 

architecture, but the perception is that it is primarily technology/architecture-

focused. So [oversight for enterprise architecture will] stay in IT, but with more 

work being done at the business and strategic level and delivering value there, it 

may start to move out. (Director, InsureCorp) 

 

We are transitioning to being the good guys and having [business units] see the 

value. That is…the hard part about being an enterprise architect and being in the 
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enterprise architecture group. [We have] to educate and wave the flag, coupled with 

executive acceptance and sponsorship for enterprise architecture. I have been in 

enterprise architecture for 20 years now and some of the other organizations - 

especially government organizations - it is a PR job. It is a sell job. If you do that 

right, you are good. (Director, InsureCorp) 

 

 Another set of adjustments related to controls within enterprise architecture relates to the 

rise of service-oriented technology initiatives. In the past, business-sponsored projects required 

tangible, specific technology investments such as hardware or software that would enable a new 

business process or activity to be performed. However, in more recent times, architecture has 

adopted a service-oriented approach that allows shared infrastructure and applications to perform 

technology duties across a range of business processes and activities. Rather than investing in a 

particular piece of software, project initiatives are increasingly becoming able to leverage existing 

systems and data to fulfill their project requirements. The following quote considers this service-

oriented approach within enterprise architecture: 

 

[Under the previous model], if somebody is going to pay for [a technology asset], 

well it is going to be the business and it is going to be a certain project. Without a 

strategic group, an individual project has to pay for it and therefore they become 

part of the decision. ‘Oh, I don’t think we want to purchase the mainframe this year; 

we are going to do something else’. So that traditionally steered where [the 

organization] ended up with technology…now it is changing because whether it is 

cloud [computing] or not, we try to make that invisible. We want to provide services 

and capability to the business. Sometimes we are assembling those into new services 

and capabilities, but it is all services and capabilities rather than platform 

technology or even specific pieces of some software. So to me that is helping, 

because properly done you can make certain technology and capabilities and how 

they are delivered invisible to the business…you can even stage them so that if it is a 

longer term path you can do something tactically today and then switch out and do 

something later and all of that is invisible to the business. (Director, InsureCorp) 
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 Consistent with the view of a cohesive, longer term view of technology, another 

evolutionary element of the enterprise architecture process at InsureCorp is the development of an 

established technology direction to move forward with. The following quotes highlight the steps 

that are being put into place in order to create a structured, long term view of architecture at 

InsureCorp: 

 

The other challenge that I think we are trying to overcome is the fact that for years 

and years and years, IT was probably underfunded and there was no real roadmap 

for building out to a target state architecture. So what we inherited 3 years ago was 

a pretty convoluted technology architecture landscape. Lots of different applications, 

multiple policy admin systems, each with different sub-sets of business, lots of one-

off, point-to-point interfaces between systems. (Vice President, InsureCorp) 

 

So now, [the] broad thinking around where we are going [focuses] around 

application consolidation and decommission of outdated systems. No real progress 

at that time around building out an enterprise service bus or some kind of shared 

messaging and interfacing architecture; you know, reusable and shared across 

multiple projects and across multiple applications. So we are making some good 

inroads in that and some of our strategic initiatives [are] multi-year, multi-phase, 

multi-million dollar initiatives. A lot of the ground work…is just putting some basic 

capabilities in place around master data management and around data integration 

tools and approaches that can then be leveraged by a lot of different projects. And 

then really step up our technical and project delivery capabilities substantially to be 

able to satisfy the demands of these projects that are coming down the pipe. (Vice 

President, InsureCorp) 

 

 The decision making authority within enterprise architecture is also viewed by 

interviewees as being an evolutionary control. Currently, the enterprise architecture staff play an 

advisory role on projects: they suggest architectural directions for technology decisions, but do 

not have the authority to mandate such directions. The following interviewee quote highlights the 
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inadequacy of this arrangement and the plan to move forward by assigning a more senior IT staff 

member, the Chief Technology Officer, as the primary decision maker over the technological 

directions employed within projects: 

 

A lot of times we are advisory. Within a project there might be a bit more 

accountability, but across projects it is still hard sell. So in our organization we are 

edging towards having the CTO [be given architectural authority]. So…the head of 

IT [would] be the decision maker, so that he can make the decisions; that would 

mean it is not advisory. (Director, InsureCorp) 

 

 In summary, the execution of enterprise architecture controls is dominated by 

evolutionary characteristics. All of the identified controls corresponded to evolutionary attributes, 

while no stable characteristics were noted. This balance of controls translates to highly 

evolutionary control execution. 

5.3.1.5 Case Study #3: Control Outcomes 

 The table below outlines the control outcome characteristics for the InsureOrg enterprise 

architecture process. Evidence was collected corresponding to each of the control outcomes as 

they focus on either product- or process-related objectives. Of the 6 control outcomes identified, 3 

were product-focused (50%), while 3 were process-focused (50%). From an IS control 

perspective, this translates to hybrid control outcomes. 

Control Outcomes 
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Profit and Cost/Speed and Schedule: Delivery of value 

through technology products and services 
X  

Speed and Schedule: Efficient deployment of technology 

resources 
X  
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Quality: Reliable, long-lived systems X  

Speed and schedule: Speed of technology initiative delivery  X 

Profit and Cost: Cost of technology initiatives  X 

Innovation: Efficiency of technology initiative delivery  X 

Table 43. InsureCorp Enterprise Architecture Control Outcomes 

 Both product- and process-focused control outcomes were identified in discussion with 

InsureCorp staff. From a product perspective, one desired outcome is the delivery of value 

through technology products and services. That is, enterprise architecture seeks to create 

organizational benefits by employing technology in ways that contribute to improvements in how 

the business is run, such as reducing costs or increasing efficiency. The following quote describes 

the challenges that the enterprise architecture group has in achieving this outcome: 

 

[Enterprise] architecture is trying to do what is right for the enterprise and the 

benefits might be 12 months or 2 years out… a project or our operational group can 

make decisions that say, ‘no, I don’t think that I am going to do that because… I 

don’t want to bear the cost or…make things take longer for his specific initiative, so 

I am going to elect not to’, which makes it difficult, because in a lot of cases you are 

just deferring down the line and that can take years sometimes to come about. But in 

the meantime you have got this dotted line of projects. They might have delivered 

wonderful functionality, but the enterprise value is not being delivered. (Director, 

InsureCorp) 

 

 Enterprise architecture controls are also implemented to provide the efficient deployment 

of technology resources. The activity is product-focused in that it concentrates on identifying the 

software and hardware investments that are consistent with the overall direction of the 

organization’s plan and are complementary to one another. The following quote highlights this 

desired outcome: 
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And so my group is accountable for looking across all of the projects to see how [a 

project’s] impact might play or where there might be opportunities for optimization. 

So for instance, if we were looking at one project, they need some technology and 

could that technology be used on 3 or 4 other initiatives and so all of them benefit by 

having one technology footprint, as opposed to each one of them having to embark 

on new technology and new processes and new training? (Director, InsureCorp) 

 

 Another objective of enterprise architecture is the identification and investment in 

reliable, long-lived systems. Due to the regulatory nature of the insurance and financial services 

industry, historical transactions and data may be required long after initial processing. One of the 

key product outcomes is to invest in systems that are stable and reliable and avoid systems likely 

to require major changes over time. The following quote explores this view: 

 

Every transaction [in our industry] is usually a contractual obligation. There is 

obviously the compliance and there is the regulation because the value that we 

deliver, the promise of an insurance policy or a claim could be 10, 15 or 20 years 

down the road. So that does make insurance…unique in that the systems that we 

have had better be able to live long. (Director, InsureCorp) 

 

 From a process-focused perspective, enterprise architecture can also be seen as providing 

speed, cost, and efficiency benefits to the IS process. By establishing an accepted blueprint for 

technology investments, less time needs to be consumed on individual projects to determine what 

platforms or software products might be most appropriate. Likewise, by relying on a shared, 

complementary infrastructure, project costs can be reduced through the avoidance of investing in 

new, duplicated technology resources. Efficiencies can come from streamlined data 

communications and transaction flows that avoid the need for middleware and other tools that are 
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used to bridge incompatible systems. The following quotes highlight the process outcomes related 

to increasing speed and efficiency, while reducing costs. 

 

In some cases [enterprise architecture] is about [developing] the IT capabilities so 

that projects 2, 3, and 4 can be delivered faster and better and cheaper. (Director, 

InsureCorp) 

 

Sometimes [the project team] needs to recognize [that] your project is going to take 

an extra 2 months and here is why. Accept that the benefit might not be to your 

business line or your business project; it is to the organization as a whole. So the 

higher up you go, of course the more acceptance there is to that. Obviously being a 

good team player and an executive should be able to say ‘of course I will benefit my 

executive VP in the other business line by bearing the cost and burden of certain 

things’. And then later the recipient sometimes articulating within a project the 

reason this project is going to go smoother or faster or have higher value is because 

this other work was done. (Director, InsureCorp) 

 

 In summary, both product- and process-focused control objectives exist within the 

objectives of the enterprise architecture process: 50% of desired outcomes are related to products, 

while 50% relate to processes. This collection of controls translates to hybrid control outcomes. 

5.4 Case Study #4: InsureCorp Systems Development 

 The systems development process at InsureCorp was reorganized in June, 2009. Four 

primary development competencies were established at that time: business analysis, systems 

design, systems development, and quality assurance. A project management function is also 

involved throughout the process. The competencies are relatively siloed and sequential in nature, 

consistent with a traditional waterfall approach. Prior to the reorganization, systems development 

responsibilities were less consistent; for example, business analysis responsibilities were 
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sometimes within the business and sometimes with IS. As well, standardized documents and 

templates were inconsistently employed. After the reorganization, significant control structures 

were employed, which have since been scaled back after they were seen to be too restrictive. 

Approximately 30 to 40 projects are ongoing at any one time at InsureCorp, of which 10 are 

considered large projects that are strategic in nature. 

 The methodology utilized for systems development initiatives has traditionally been a 

waterfall approach. In 2005/06, the organization attempted to adopt an agile approach for a 

sample project, but the attempt was unsuccessful and the organization reverted back to waterfall. 

Another attempt at an agile-style project is currently underway. 

5.4.1 Case Study #4: InsureCorp Systems Development Controls 

 A variety of controls exist at InsureCorp in relation to the systems development process. 

A complete listing of all identified controls is provided in the tables below, including a coding of 

each control into one or more of the IS control dimensions and classifications. The table below 

outlines the results for the control evaluation conducted for the InsureCorp systems development 

process, which is explained in detail below: 

Case Study Control 

Environment 

Control 

Mechanisms 

Socio-

Emotional 

Experiences 

Control 

Execution 

Control 

Outcomes 

InsureCorp Systems 

Development 

Hybrid Hybrid Hybrid Highly 

Evolutionary 

Hybrid 

Table 44. InsureCorp Systems Development Control Evaluation 

5.4.1.1 Case Study #4: Control Environment 

 The table below outlines the control environment characteristics for the InsureCorp 

systems development process. A range of control environment factors characterize the process at 
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InsureCorp. Of the 11 control environment characteristics identified, 6 were coded as traditional 

(55%) and 5 were coded as progressive (45%). This translates to a hybrid control environment. 

Control Environment Characteristics 
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Formal process: Structured, formalized systems development process steps X  

Business-technology integration strategy: IT supporting the business X  

Standardized employee sill sets: Employees with highly defined roles and positions X  

Formal structure: Siloed IT department structure X  

Internal employee sourcing: IT staff drawn from internal pools of skills and 

competencies 

X  

Low employee turnover: Long term employee roles, low turnover X  

High process innovation: Flexible, innovative process adoption  X 

Integrated IT-business strategy: Close connections between the business and IT 

directions 

 X 

Periodic managerial turnover: General organizational and leadership change  X 

High technological importance: Heavy importance on technical tools and capabilities  X 

Innovation-focused strategy: Expectations of project innovation and speed to market  X 

Table 45. InsureCorp Systems Development Control Environment 

 A wide range of both traditional and progressive attributes characterize the systems 

development control environment for InsureCorp. From a traditional perspective, a reorganization 

of the process was conducted approximately two years ago, which resulted in increased structure 

and formalization to the systems development process. The following interviewee quotes explain 

this traditional characteristic: 

 

So the re-org was really put into place for us to put the focus on the [systems 

development] competencies...and that was really about introducing stronger 

processes around what we do from a design, development, and a quality assurance 

perspective. (Vice President, InsureCorp) 
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We have the systems development team and we have the quality assurance team who 

are responsible for quality assurance and quality management over all of the 

systems deliveries. And we also have a team that is dedicated, with help from our 

other teams, to production support. So production support of our systems that are in 

production is also part of the overall systems development group. And that 

organizational structure was put in place about…2 years ago now, so there was a 

fair bit of work on developing the supporting competencies, deliverables, processes 

and that sort of thing. (Manager, InsureCorp) 

 

We really try to streamline our stage gate process…and I think the process that we 

define really is as lightweight as possible and appropriate for an organization of this 

size to only have three stages which are initiation, planning analysis and design, and 

execution. And close out would be kind of an assumed fourth stage there. (Vice 

President, InsureCorp) 

 

 As well, within the systems development team, the role of IT is largely seen as fulfilling a 

supporting role to the business. Interviewees suggested that directives for technology initiatives 

typically originate from the business, which tends to drive demands for quality and consistency. 

The following quotes highlight this perspective: 

 

Culturally, we all have that fear of making a mistake…I got an email from [a 

business executive] saying, ‘why is this software horrible and why is it that our 

distributors can’t use it and it causes them so much grief and what are we doing 

about this? IT, what are we doing about it?’ (Vice President, InsureCorp) 

 

I would say that [there] is a constant push for the [systems development] work, 

whether it is routine maintenance…or whether [it is] strategic and/or discretionary 

work that we have prioritized. There is always a steady stream. Right now the focus 

is primarily on some of the strategic initiatives that we currently have in flight, 

giving us a little less room to do some of the discretionary work that we like to do. 

(Manager, InsureCorp) 



 

172 

 

 

Typically we are very conservative and very...slow moving. We are in the financial 

services industry and...it is not like the tech sector where they move constantly. 

(Manager, InsureCorp) 

 

 Employees within the systems development process tend to have highly defined roles and 

responsibilities. Job responsibilities are categorized within individual process-level competencies 

(e.g. analysis, design, development, quality assurance). The following interviewee quote 

highlights the rigid nature of job roles: 

 

We do pigeon hole some of our people in certain types of projects. Our 

infrastructure guy just does the infrastructure projects and he has not done business-

facing [work]. I don’t think that he is used to it and I think that maybe from a career 

perspective he has not had that in his background. Our product project managers 

may be at that point in their career that they don’t want the big scary ones...they 

tend to be veterans and they get the job done. (Director, InsureCorp) 

 

 Due to the nature of the recent reorganization, the structure of the systems development 

process is characterized by specialized silos of IT staff that operate in a traditional waterfall 

sequence. For most projects, systems development initiatives begin with business analysis, 

followed by design, development, and testing. Pre-assigned teams complete each step, and then 

pass the project responsibility on to the next group. The following quote highlights the structured 

hierarchy that surrounds the InsureCorp process: 

 

[Systems development] is siloed at this point. We are recognizing some potential 

issues with that. We restructured to the structure that we are in 2009. We saw a need 

to have better procedures and governance around the various competencies and so 

what we did was we created the competency centers: the business analysis, the 
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design team, the development team, the QA team. And the PM team actually as well. 

(Manager, InsureCorp) 

 

 Another traditional characteristic of the systems development process is the reliance on 

internal sourcing of skills and competencies. Interviewees noted that systems development 

employees tend to have long term tenures with the organization and have a low level of turnover. 

The following quotes detail this characteristic: 

 

Our group [benefits] system, for example, is a group system that we have written. 

You can’t find it anywhere else. We built it from scratch a number of years ago, but 

that was done in Powerbuilder and Sybase. Now it is harder to find Powerbuilder 

and Sybase skill sets now, so that is something that we need to be aware of when we 

move forward. (Manager, InsureCorp) 

 

The reality and not just within that group, but across the organization is you do fight 

a little bit within [InsureCorp’s geographical location]. InsureCorp is a small IT 

shop in a relatively small company in a relatively small market that is far away from 

the financial center of the universe. So there are folks in the organization that have 

been here either right out of high school or right out of college or university and 

have never worked anywhere else and this is their entire realm of experience. (Vice 

President, InsureCorp) 

 

 A range of progressive characteristics also exist within the control environment at 

InsureCorp. For example, the development group has begun investigating the adoption of 

flexible, innovative technologies and approaches, including cloud computing and agile 

development. The following quote notes how these progressive attributes are being employed: 

 

We have done a little bit of work on some of the cloud applications that we have 

deployed. So we have deployed Salesforce and that was more iterative and dynamic 
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on the group side before it was launched. We are doing the same thing for the retail 

space when we are launching that. So we are doing a little bit of it, but not pure 

agile. (Vice President, InsureCorp) 

 

 Another characteristic of the systems development control environment that draws on a 

progressive philosophy is the motivation for IT and the business to be closely aligned, 

particularly in how IT delivers technology tools that are required for day-to-day operations. 

Despite the opinion of some staff that IT was considered a support function at InsureCorp, others 

argued that IT was becoming more of a partner to the business. The following quotes highlight 

this view: 

 

We talk about IT-business alignment, right? And partnership. We can be the trusted 

advisor and solid utility. We don’t want to be an order taker. I think that a lot of 

times we feel like we are the order taker, but in other cases we feel like we are the 

trusted partner and that we are being asked at the very onset to participate in a 

piece of work. (Vice President, InsureCorp) 

 

We have, as a company, [began] a whole new set and high level of activity around 

strategic initiatives and strategic projects. So a much heftier portfolio of [IT] 

projects and endeavors and objectives at the company level. (Manager, InsureCorp) 

 

So three years ago, we probably did 25 to 30 projects a year with an average size 

$250,000. Now we have got 10 strategic initiatives plus those 30 or 40 projects and 

the 10 strategic initiatives are all multi-year and multi-phase and multi-million 

dollar initiatives. So the expectations of our IT group to be able to support all of 

those projects have been pushed quite dramatically and really the expectation of the 

organization that we have the capacity to handle that amount of organizational 

change concurrently may be a little overly ambitious in terms of really being able to 

do that. (Vice President, InsureCorp) 
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 Further, a range of broad organizational and leadership changes are occurring at 

InsureCorp that is having a direct effect on the systems development process. As a result of the 

changes within the organization, increased flexibility and agility is being demanded of the IT 

group, specific to the ability for the delivery of innovative systems when they are needed by the 

business. The following quotes note this progressive characteristic: 

 

I think that the company is going through some major, major changes…It is not just 

how we release a product or a solution to the business; it really is that the 

organization is going through some major paradigm shifts…and so we had all kinds 

of training in terms of change management and every employee went through that to 

help them adapt to the fast paced change that was going to be coming down the pipe. 

And we are living it now…The whole works. It is on every front. From a strategic 

project delivery, from a process change, from a business unit reorganizing and 

rethinking how they do business from a day to day basis right? So it is a huge 

transformation. (Manager, InsureCorp) 

 

There is a lot of change out there. We have a CEO and a strategic plan that is 

driving a lot of change for the organization and we need to find ways to be more 

successful together. (Manager, InsureCorp) 

 

Our business units and our major lines of business in group [benefits] and retail 

have undergone a lot of changes to recalibrate themselves and their business model 

and their processes to meet the new strategic goals…so there has been a lot of 

everyone working [on] how can they become more effective and nimble and 

responsive to the goals that we have as an organization. (Manager, InsureCorp) 

 

 Another characteristic of progressive control environments is a heavy reliance on 

technical tools and capabilities. At InsureCorp, a range of technological tools are considered 
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particularly important in order to maintain legacy systems, as well as to adopt more modern, 

advanced systems. The following quote highlights this perspective: 

 

Where the evolution is happening, we are finding what makes the most sense to 

integrate with or build from, whether it is Salesforce or whatever and then how is the 

best way to do that? And so we are evolving into using more tools like data 

integration tools…we use an open source one right now…which is a data integration 

tool that is kind of like developing so you can do raw SQL in it or you can interface 

with a number of their stand-alone API functions. (Manager, InsureCorp) 

 

 In summary, both traditional and progressive controls exist within the control 

environment characterizing the InsureCorp systems development process: 55% of controls are 

noted as traditional, while 45% are progressive. Therefore, the IS control environment 

characteristics are considered hybrid. 

5.4.1.2 Case Study #4: Control Mechanisms 

 The table below outlines the control mechanisms for the InsureCorp systems 

development process and highlights the proportion of preventive versus detective controls. A 

range of control mechanisms are employed. Of the 11 control mechanisms identified, 6 were 

coded as preventive (55%) and 5 were coded as detective (45%). This translates to a hybrid 

collection of control mechanisms. 

Control Mechanisms 
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Policy and procedure: Formal policies and procedures X  

Guideline: Formal templates and documentation X  

Methodology implementation: Framework adoption X  

Management review: Formal management signoffs X  
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Guideline: Early involvement in development projects X  

Methodology: Systems development and project methodology X  

Supervision: Ongoing oversight and modifications  X 

Peer review: Iterative development process pilot  X 

Peer review and supervision: Ongoing team communication  X 

Peer review and supervision: Issue remediation  X 

Audit procedures: Audit and assurance activities  X 

Table 46. InsureCorp Systems Development Control Mechanisms 

 A range of preventive control mechanisms are employed within the systems development 

process at InsureCorp. For example, extensive formal policies, procedures, templates, and 

documentation are in place to guide the development activities by outlining best practices and 

accepted steps. The following quotes explain how policies and procedures are used in the systems 

development process: 

 

When the group was formed, I was appointed the manager of the group and one of 

the first things that we did was put together a basic requirements document template, 

which has served us on most of the major projects that we have done since that time. 

(Manager, InsureCorp) 

 

So you have got your business proposal, which is a document template that we have 

given out to the business [to]…document proposals, which actually [asks] ‘how 

much does it cost?’ and ‘what is your potential revenue generation?’…we [then] go 

into the standard [project management] initiation phase for the project. The project 

manager will start talking to the sponsor and then do their project charter and set up 

the team…and then move into the execute stage. Now through this stage the senior 

management [is involved] and this is basically the CFO are looking at this document 

called a [cost-benefit analysis) and this builds up as you go along…It is quite a 

detailed spreadsheet. (Director, InsureCorp) 

 

Going through the planning stage - depending on the size of the project - we have 

got requirements documents, we have your standard function specifications and test 

plans and what have you. But a key PM deliverable is the project management plan, 



 

178 

 

which speaks to those…costs for the entire project…the project schedule…and these 

documents have to be signed off by the sponsor. (Director, InsureCorp) 

 

One of the deliverables from the business analysis team is a business requirements 

document. The design team has the solution or system design document. The 

development team…has the development specification. The quality team has a 

quality management plan and the PM team of course has the project management 

schedules and charters. (Manager, InsureCorp) 

 

 Another preventive control adopted within the systems development process is the 

adoption of standardized frameworks. One interviewee described the business analysis 

framework that was adopted by the organization to guide the activities within the systems 

development process. Similar to an internal procedure document, adopting a formalized 

framework is a preventive control in that it attempts to standardize how activities are performed 

by employees in order to avoid future issues. The following quote explains the framework 

adoption: 

 

In terms of the way we aspire to operate, our main guide is the International 

Institute of Business Analysis...they identify about 6 major areas of activity that 

business analysts are involved in. Our emphasis…includes requirements elicitation, 

which is basically just understanding what the requirements are. It would include 

requirements management; so that is the process by which requirements are not just 

elicited and gathered, but modeled into ways that business stakeholders and other 

stakeholders can understand. The third major area is the requirements modeling. So 

that could take the form of prototypes or it could take the form of a written 

document. These are sort of the decisions that need to be made. Solution validation, 

which we are doing a lot more work recently, that takes the form of gap analysis 

between solution alternatives and the requirements that have been stated by the 

business. The reason that we are doing more of that more recently is there is more 

package work, so we need to be able to understand what those major gaps are. 

(Manager, InsureCorp) 
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 Obtaining formal management signoffs during project execution is another preventive 

control noted by interviewees at InsureCorp. At various stages during systems development 

project completion, a range of committees and management groups are responsible for verifying 

that an initiative remains on track and is allowed to continue in its lifecycle development and 

continue receiving funding from the organization. The following quotes highlight the role of 

management approval at InsureCorp: 

 

There is sign off on the business requirements document by the business obviously. 

We also ask the design team or sort [of] the next in line to receive the business 

requirements and we actually ask them to sign off on it as well. That is by way of 

trying to at least ensure that the next stakeholder or user of the business requirement 

is going to be able to get what they need from it. (Manager, InsureCorp) 

 

So typically for the strategic projects, the money given is only for the planning stage. 

They only give as much money to get to the next stage as possible. It is very tightly 

controlled. The people who are deciding this is at the executive level team, the ELT, 

and they are the ones who are discussing that. We have one project that is coming to 

this point right now, so they will discuss [it] this week…and it takes a bit of 

socialization, so the process does take some time or maybe a few weeks. It is a huge 

amount of money, so senior managers need time to debate it through and talk it 

through. (Director, InsureCorp) 

 

 Although most projects at InsureCorp employ a sequential, waterfall development 

methodology, some components of the process are commenced earlier than normal in an effort to 

head off any potential issues. For example, in a discussion with a quality assurance employee, it 

was noted that the team attempts to get involved early in the process to better understand the 

system and plan its testing approach. This is viewed as contributing to fewer problems during the 
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actual testing process, which is consistent with a preventive control mechanism. The following 

quote explains this view: 

 

So with the [software development life cycle], typically quality assurance resides at 

the end of the lifecycle, but we are involved early on in the cycle. We have planning 

activities that we need to plan out the work that we have to do and to plan out the 

[quality assurance] effort as it relates to systems testing, interface testing, 

validations, and all kinds of other areas of testing. So in order for us to have a good 

understanding of what that represents, we tend to be involved and we like to be 

involved early in the process so that we can sort of wrap our heads around and plan 

our efforts and of course if we understand the business requirements and we 

understand how the solution is being designed, then those inherently have great 

impacts on what we are going to test. (Manager, InsureCorp) 

 

 The development and project methodology at InsureCorp has traditionally employed a 

structured waterfall methodology, characterized by detailed, up-front requirements, sequential 

stage gates, and extensive documentation. Such methodologies are considered to be preventive in 

nature as they seek to minimize the occurrence of future project issues through careful planning 

and management oversight. The following quotes describe this approach: 

  

We currently have a very rigid methodology in terms of ensuring that those controls 

are in place to ensure that we are not going down the wrong path. (Manager, 

InsureCorp) 

 

So the stage gate model…serves a few purposes. It does force us to a much more 

ready, aim, fire approach. It makes sure that...we are setting expectations 

appropriately. That in the initiation stage we are not going to have all of the 

resources assigned yet. It is more just feeling out what does the draft [cost-benefit 

analysis] look like? Do we feel comfortable that this project makes sense to go 

forward at that logical gate? So it is kind of a graceful checkpoint at the end of 

initiation or at the end of planning analysis and design to revisit how our 
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assumptions look compared to our initial assumptions when we first launched the 

project. Is the competitive landscape or the market conditions, has anything changed 

that really changes our [cost-benefit analysis] and maybe puts into question the 

relative value of this project compared to new things that may have emerged in that 

same time or new things that were already on the list of pending proposals that we 

wanted to tackle? And those stages…can be certainly just a checkpoint for approval 

to say, ‘yep, you have done your due diligence and the project makes sense, so go 

ahead’. They can also be a really graceful exit to say - and this is really to me the 

essence of project management - is saying no to a project is good management. 

(Vice President, InsureCorp) 

 

 In addition to the preventive control mechanisms employed within the systems 

development process are a range of detective control mechanisms as well. For example, an 

iterative approach of ongoing management oversight and modifications to development activities 

was noted by interviewees. In one instance, steering committees are intent not just on signing off 

on project progress, but also adding or removing controls based on performance within the 

project. In another example, a ‘decision journal’ is used to note the managerial adjustments 

enacted during the course of a project. The following quotes explain these views further:  

 

[We] have a project steering committee and…a [systems development] steering 

committee so that we can set the stage. ‘Here is what we are expecting to see from 

you’ and ‘what are the opportunities for those improvements?’ or ‘you stop doing 

this because it doesn’t make any sense and start doing this’ or ‘change or continue 

this’, so that we are actually heading in the right direction. (Vice President, 

InsureCorp) 

 

And if any change happens, we are putting in place a decision journal. So as 

decisions are being made, they need to be documented so that we know that today it 

was this and tomorrow we have made a decision to go this way. (Vice President, 

InsureCorp) 
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 Consistent with this approach of ongoing managerial monitoring, a pilot process is in 

place to test the use of an iterative systems development approach at InsureCorp. In contrast to 

the sequential, waterfall nature of the current approach, the pilot approach relies heavily on 

prototypes and focuses on the creation of value-adding technology artifacts by continually 

refining the systems through communication with stakeholder groups. Because of this iterative 

approach, the control mechanism is considered detective in nature. The following quotes examine 

this mechanism further: 

 

We need to focus on the outcome, so we are going to do more prototyping now which 

is about the outcome. If our group [benefits] area wants to come out with a health 

spending account and we have a group application that supports our group line and 

it doesn’t have the  capability right now to do the health spending, let’s instead of 

doing a lot of requirement gathering, let’s go to the system. And let’s look at how do 

you create a certificate? So what is going to be different now that you have to create 

a health spending account? What do you need to be doing differently in the on-

boarding, in the billing, in the reporting information, from a claims perspective what 

do we need to be doing? So we are actually looking at the outcome, the deliverable 

as opposed to an artifact which will at the end of the day sit on a shelf. (Vice 

President, InsureCorp) 

 

So we have not officially said that we are doing scrums or sprints [during the pilot 

development project], but the expectation is that [the team will be] reporting 

something out every two weeks. (Vice President, InsureCorp) 

 

Now if we go into an iterative or a more agile-type approach, well there is constant 

communication, so there is no hand-off per se. It is iterations that are reviewed and 

tested and here is a bug and go fix it and that kind of stuff. So the approach is a little 

bit different in that sense. What we are encouraging our folks to do now is whenever 

we have a project kick-off, what we want to try and encourage is our [development] 

folks to have a kick-off meeting to kind of ascertain…what artifacts we need and 
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what are the artifacts that are best suited for this particular project? (Manager, 

InsureCorp) 

 

We have done smaller variations on iterative approaches where you have earlier 

involvement, you do prototyping. So prototyping is certainly something that we are 

quite comfortable with. That we have earlier involvement [with] our business folks, 

seeing an early view of what something could look like and sort of get feedback 

loops that way. We don’t wait until the end of coding and development in order for 

testing to start, which would be the strict waterfall. (Manager, InsureCorp) 

 

 Iterative development approaches typically adopt control mechanisms such as extensive, 

ongoing team communication, which serves to eliminate confusion and mix-ups between 

development stakeholder groups. Such communication techniques are also being employed 

within InsureCorp through more intensive interactions between the development team and the 

business, as well as across development team members. This communication is seen as a means 

to identify systems issues during the development process, rather than at the end, where they tend 

to be more expensive to remedy. The following quotes highlight this detective control 

mechanism: 

 

[During] the projects we do have reviews with the project team. Reviews with the 

business to obtain sign-off on the proposed solution or ‘have I gotten all of your 

requirements as here is how I understand your requirements, is this correct?’ ‘Are 

you in agreement with it?’ So we do have some of those controls through SDLC 

lifecycle, through project management lifecycle. We do have those in place. 

(Manager, InsureCorp) 

 

That feedback…means the business has to be held accountable as well, to participate 

a lot and not just to say, ‘oh, here is the project and there is the scope and yes we 

know that someone is going to interview us for a bunch of requirements and then you 

are going to go away and you are going to do something and 6 months later you are 
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going to have done some testing and then you are going to show it us and we do user 

acceptance testing and it had better meet the thing that we thought that we were 

going to get at the beginning’. You need a whole different level of commitment from 

them to discover all the way through the process with you and it comes to fruition in 

stages that way. (Manager, InsureCorp) 

 

 In addition to encouraging communication between stakeholders, interviewees also 

discussed the use of peer reviews and issue remediations as a detective control mechanism. The 

following quotes highlight the reliance that the systems development process places on ongoing 

reviews of their colleagues’ work by development team members. 

 

One of our key controls is peer review and the requirement is that anytime a 

business analyst puts together a deliverable that is going to go outside the team and 

is going to need to be signed off by an external group…there is a requirement that 

they have another member of the business analysis team do a formal peer review on 

it. So that is a detective control…you have got a colleague who is willing to put an 

extra set of eyes on [the deliverable] and they may…detect one or two things that 

you missed, but you still have [a] ‘buck stops here' responsibility for the quality of 

that deliverable. (Manager, InsureCorp) 

 

I have talked to other areas and I think that there are different levels of formality, 

but I think that there are a lot of people just looking over other people’s stuff. Could 

be a program or could be a design document or whatever. I think that in the 

[business analysis] group, we have kind of embraced it and we formalized it to the 

degree that we kind of said that we want it to happen every time. But I am sure there 

are a lot of situations where people do walk-throughs and do informal consultations 

with colleagues that are sort of built around a level of difficulty and risk…I think 

that it is a fairly prevalent practice at InsureCorp. (Manager, InsureCorp) 

 

On the one pilot [project] that we are testing right now, we have got the 

developers...working together and building a bit of a prototype and so they are 

finding a lot of the bugs as they are building the prototype. Before they even produce 



 

185 

 

the prototype and get sign-off from the business, they have cleared a whole bunch of 

bugs that typically we would have only gotten at the end and would have had to have 

gone back to the design components and what not. So it is a little bit more efficient. 

(Manager, InsureCorp) 

 

 Formal audits and assurance activities are often considered fundamental detective 

controls. Often occurring during or at the end of a systems development initiative, audits can 

identify practices that fall short of expectations and can suggest improvements to be made. At 

InsureCorp, internal and external audits are conducted, as well as specialized managerial 

assurance initiatives that act as mini-audits of project progress. The following quotes highlight the 

role of audit as a detective control mechanism: 

 

Audit also picked up on [development project issues] on their first audit this 

year…they pick a few projects a year, the big ones, and they will do a complete 

audit. (Director, InsureCorp) 

 

I started this concept called the project assurance process where I sit with all of the 

[project managers]…and just review where they are in the lifecycle and what have 

they missed or where the key deliverables are. So if you look at it from a project 

management timeframe, ‘where is your risk?’ At the beginning of the project, the 

risk is here and it is supposed to go down as you get into execution and then closure, 

right? It is supposed to go down, but if you find that your risk is starting to go up 

then that is what happened with that particular strategic process. (Director, 

InsureCorp) 

 

 In summary, both preventive and detective controls exist within the control environment 

characterizing the CanBank systems development process: 55% of controls are noted as 

preventive, while 45% are detective. Therefore, the IS control mechanisms are considered hybrid. 
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5.4.1.3 Case #4: Socio-Emotional Experiences 

 The table below outlines the socio-emotional experiences for the InsureCorp systems 

development process. Evidence was collected corresponding to each of the employee experiences 

as they relate to either individual or collective experiences. Of the 7 socio-emotional experiences 

identified, 3 were individual (43%) and 4 were coded as collective (57%). From an IS control 

perspective, this translates to hybrid socio-emotional experiences. 

Socio-Emotional Experiences 

In
d

iv
id

u
a

l 

C
o
ll

ec
ti

v
e 

Psychological state: Resistance to changing processes X  

Psychological state: Unique employee characteristics and 

norms 

X  

Individual autonomy: Employee empowerment X  

Enhanced interaction: Social stability, group cohesion, 

and motivation 

 X 

Enhanced learning: Team knowledge development  X 

Enhanced communications: Team communications  X 

Organizational and cultural norms: Cultural acceptance of 

change 

 X 

Table 47. InsureCorp Systems Development Socio-Emotional Experiences 

 The individual socio-emotional experiences within the systems development process at 

InsureCorp highlight concerns by some employees about the changing nature of the technology 

process. In discussions with interviewees, some development staff are resistant to the changes 

associated with agile development and emerging technology designs, such as cloud computing.  

This is considered an individual-level emotion on the basis that staff members are concerned 

about their own personal beliefs and traditions; the changes happening at the process and 

organizational level result in their discomfort. The following quotes explain this result: 
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One of the things [with] this group, the participants on this team are always saying 

is that, ‘we don’t have enough documentation’…and this agile world produces less 

documentation. (Vice President, InsureCorp) 

 

Talking to my PM, who is actually leading this [agile pilot] process, the staff are 

holding on to the fact that they need requirements and they still are falling back on 

the fact that they need lots of documentation. (Director, InsureCorp) 

 

There is a little bit of resistance to looking at cloud computing versus doing stuff in-

house because...that is a big culture shift for us. As an IT organization, we used to do 

a lot of our own custom programming. We are moving away from that and becoming 

integration specialists where we are interfacing with Salesforce and things like that. 

So that is a bit of a shift that is happening. (Manager, InsureCorp) 

 

 However, not all employees were identified as resisting the pilot of a new development 

approach. In fact, some employees considered the approach to be increasingly empowering and 

autonomous. Because these feelings of both acceptance and resistance to the development 

controls are so varied, the phenomenon is characterized as individualism rather than collectivism, 

which would suggest more uniform acceptance or resistance. The following quote explains this 

view: 

 

It is empowering. That whole thing about, ‘here is something that I can contribute 

[to] and here is a rapid [product delivery] and feedback and there is a lot of active 

learning and refinement as I go through it’, rather than a lock step sort of a method 

and I just go through the paces…But it is having that sense of empowerment with the 

controls so that there is some level of either predictability or such a high level of 

feedback that it becomes a self-governing process because the feedback is so active 

that it just course corrects or evolves to something is not an appropriate outcome. 

That is the whole cultural thing that we are really fascinated by. (Manager, 

InsureCorp) 
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 Another individual-level emotional experience is the variance of individual 

characteristics within the development team. Based on the level of experience and age of 

developers, managers noted seeing different responses to controls such as documentation 

requirements or work breakdown structures. Because these employee actions are isolated by 

unique staff characteristics, the socio-emotional response is considered to exist on an individual 

level. The following quotes explain this view: 

 

We have a disconnect between old project managers and new project managers. Old 

PMs are very clear on deliverables. New PMs are completely lost. You look at our 

documentation and yes, it is very complete, but it is not clear. I think that over the 

years they have layered [their experiences], so there is a lot of stuff embedded 

inside; so actually to create a project plan for a new guy is actually quite onerous 

because he has to hunt for deliverables. And then they miss deliverables. So that is 

one of the key areas that is a foundation piece: the standard of work breakdown 

structure. I am combating culture more than anything else. A lot of the new PMs or 

the senior PMs understand the concept of a standard work breakdown structure. Old 

timers scoff at it. They say ‘why do you need that?’. As a PM you should know 

already. Bad assumption. (Director, InsureCorp) 

 

More recent hires and more recent graduates from IT training and education, they 

are more enthusiastic [and] bought into the agile and iterative methods. The people 

who have had longer term tenures here at InsureCorp and have worked in those 

different eras…they feel as though they have been burned or have had poor 

outcomes when there have been prior attempts to loosen up a little bit. So they will 

be a bit more once bitten, twice shy. (Manager, InsureCorp) 

 

 A range of collective socio-emotional experiences were also identified by systems 

development staff. These emotions correspond to a unified systems development team that share 
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consistent views on process controls. For example, a high degree of social stability, group 

cohesion, and motivation was expressed by interviewees. 

 

Well one thing that we agreed as we were working [the peer review process] out was 

that it would be a blame free zone. And we also agreed that peer reviews would have 

absolutely no relevance whatever to the formal performance management thing, the 

annual merit increases and all of that kind of stuff, right? So you may never fear that 

I am going to give you my document and you are going to look it over and you are 

going to find 4 or 5 good ideas and somehow the fact that I didn’t think of those 4 or 

5 good ideas or you found some things that I missed, it is not going to reflect on [me 

poorly]...and so people never need to fear the content of a peer review...I have never 

used the content of a peer review to factor into somebody’s performance review. 

Even in situations where the first draft was really rough and now there was a lot of 

good suggestions on how to make it better, it would be very easy to say ‘well geez, it 

took us three times around to get you to do that right’. It has got to be a blame free 

zone, otherwise it will start to break down and people will start to game it and it will 

lose the value ....it needs to be focused around meeting the customers’ need and 

making sure that we have quality. (Manager, InsureCorp) 

 

We did the [development team structure] change 2 years ago and one of the 

individuals who has been very out there and saying, ‘I disagree with this and I have 

never liked this and I never thought that we should separate the BA and QA role’. 

She is a QA and she is looking at this [pilot of iterative development] like, ‘I told you 

so’. She is quite excited about it. The designer who is doing the 

design/development… is excited about it. He wants to do something for the business. 

And I think that our folks are seeing that things are taking too long [under the old 

approach]. They are recognizing it. It seems to be taking forever…I think that the 

folks in this particular scenario are really excited about it and want the opportunity 

to prove it out. (Vice President, InsureCorp) 

 

I was not the one that said to the team that we should have a peer review done…I 

had sort of left it as a kind of an optional good idea. The team came to me in one of 

our weekly meetings and said, ‘we think that we should take a stronger stance on 

this and we think that we should require it for everything’. So I could have gone in 

and [mandated peer reviews]...but that was a grassroots buy-in championing of a 
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control process that they felt was useful from the point of view of just making sure 

that the deliverables were in good shape and that the quality went up and that they 

had the chance to manage their risk and their accountability on the quality of those 

documents by asking if somebody could take another look at it with some additional 

expertise. (Manager, InsureCorp) 

 

I think that I have a pretty good and dynamic team. They work really, really well 

together. We tend to divide and conquer and so we are having some sessions now 

where we know that we have all of this work that needs to get [done] and how are 

we going to do it? And it is not ‘how are we going to do it individually?’ it is ‘how 

are we going to do it as a team?’ ‘What are we going to do to make sure that this 

goes through so that this project is successful?’ So I am very fortunate in that sense. 

The team is very open to that and we had one project recently where the whole team 

was engaged, including myself. And so that is kind of the approach that we have to 

take right now. (Manager, InsureCorp) 

 

 Another example of collectivism within the team is via the pursuit of team knowledge 

and learning. The data indicated the importance of enhancing and training staff throughout the 

systems development process. By building learning opportunities into the process, the broader 

team is seen to benefit by having more cross-trained, knowledgeable employees. The following 

quotes explain this perspective: 

 

The peer review…has some other side benefits. The first one is that there is a 

learning activity that goes on when peer reviews happen. Cross training is very 

important and the reason is that we are a small company and we don’t have full 

redundancy on every position; so if somebody is working on a project for Salesforce 

or whatever, we are not going to have [a] huge bench strength of people who have 

the same thing. You very quickly develop these key person-to-person 

dependencies...and it is usually a couple or three hours of your time or something 

like that and you will learn something…So if I win the lottery and leave the 

company, we have got at least a few people who have at least some level of 

knowledge of what is going on. (Manager, InsureCorp) 
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Sometimes we will have a junior business analyst review the work of a senior 

business analyst and sometimes that can be very useful, apart from a learning 

perspective, is that a junior business analyst will very often ask the basic questions 

that a more senior person would not ...it is the forest for the trees…they are really 

basic questions like ‘why exactly are we doing this?’....So I think that is another 

important part of it, is that there is a certain amount of leading by example that you 

have to do. You have to walk in their shoes and make sure that people don’t view it 

as a hierarchal sort of thing. (Manager, InsureCorp) 

 

 Effective team communications were also noted to be a key outcome of the systems 

development controls, corresponding to a collective philosophy. Communication between both 

the business and IT, as well as within IT, is considered to be beneficial to the systems 

development process and enhances the interpersonal ties between staff members. The following 

quotes explain the role of communication and collaboration: 

 

And how are we going to hand off the work and how are we going to communicate 

amongst each other and it engages the team and it also increases the communication 

and the collaboration among the SDLC team. (Manager, InsureCorp) 

 

So we have [had] to change our approach a little bit and I think that...creating that 

collaborative approach certainly gets the whole team’s buy-in. We focus on the goal, 

so it is good. (Manager, InsureCorp) 

 

The nature of all of our systems is integrated. So you can never have a person work 

in isolation. Very rarely can you have a person work in isolation. There will always 

be some integration component somewhere. (Manager, InsureCorp) 
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On the [iterative development project] trial that we just had, we had the business 

participation in that and at the end of the day it was, ‘how do we structure this so 

that we can better deliver?’. And I think that it was a collaborative effort and in the 

end we made a recommendation and they bought in and participated in that 

exercise. (Manager, InsureCorp) 

 

 The degree of change experienced within InsureCorp is considered to be high by 

employees and steps have been taken to help ease the acceptance of the change within the 

organizational culture. From a systems development process perspective, the team attended an 

education course on change management. One interviewee indicated that IS management seeks to 

prepare staff for ongoing technological change, which can correspond to organizational changes 

as well. There appears to be consistency in the feelings and opinions of the changes in general 

from within the team, suggesting a collective bond between the employees. The following quotes 

highlight this view: 

 

There was a whole rollout of some change management training, which many of [us] 

had before, but you can always use a refresher on it. And there are always new 

things to think about. It helped prepare us for the fact that, look, there is going to be 

a lot of change. Jobs are going to change. The business models are going to change 

and so helping to prepare people at all levels of the organization for being able to be 

successful at that or having a comfort that it is normal to go through the change 

cycle of fear interpretation and the value of despair and then coming out the other 

end and that sort of thing. And just to be comfortable with that process because it 

was coming. (Manager, InsureCorp) 

 

We have been subject to a lot of change over the last little while but IT has always 

been involved in change. We are usually on the forefront of technology change, for 

one thing. So I don’t think that change is something that is feared by the teams. I 

think that they are accepting it as part of IT. You pretty much accept that when you 

come into an IT shop. (Manager, InsureCorp) 
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 In summary, both individual and collective socio-emotional experiences exist within the 

InsureCorp systems development process: 43% of experiences are noted as individual, while 57% 

are collective. Therefore, socio-emotional experiences are considered to be hybrid. 

5.4.1.4 Case #4: Control Execution 

 The table below outlines the control execution characteristics for the InsureCorp systems 

development process. Evidence was collected corresponding to each of the control execution 

characteristics as they relate to either stability or evolution. Of the 6 control execution 

characteristics identified, 5 were associated with evolution (83%), while 1 was associated with 

stability (17%). From an IS control perspective, this translates to highly evolutionary control 

execution. 

Control Execution 
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Mature process: Increasing development process maturity X  

Control changes: Re-organization of process competencies  X 

Control tailoring: Reduction of process formality and 

structure, including agile development 
 X 

Control inadequacy identification: Opportunities for control 

enhancement 
 X 

Control inadequacy identification: Disillusionment with 

current controls 
 X 

Control changes: Alterations in job tasks  X 

Table 48. InsureCorp Systems Development Control Execution 

 InsureCorp’s systems development process is strongly influenced by evolutionary 

characteristics. Beginning in 2009, an extensive reorganization of the competency groups within 

the systems development process was completed, altering the fundamental depth and structure of 
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controls within development projects. The impact of this change is still being felt within the 

group today, primarily based on the stronger processes and job specializations that were 

associated with the change. The following quote details this ongoing evolution: 

 

So as we reorganized our IT shop in the project management and systems 

development space, one of the first things that we did was repatriate a lot of the 

business analysts or systems analysts as they were called that were decentralized 

and out in the business. And the phenomenon that we were seeing back then three 

years ago was even though these folks had that title BA or BSA, they really had no 

formal training and what did that mean? They were essentially jacks of all trades 

and they would often be involved in project definition right from start to finish. 

Because they reported up to the business, we often took shortcuts on requirements 

and really not understanding requirements. We would jump in and start designing a 

solution and often the same people that designed it would also be testing it and there 

was just a real lack of consistency in terms of approaches and methodologies across 

the organization. People were very line-of-business specific, so we did not have any 

sort of flexibility in terms of how to approach that. So this kind of repatriation of 

business analysis centrally into IT really sparked more of a shift in our overall IT 

organization to form these kinds of centres of competencies. (Vice President, 

InsureCorp) 

 

 However, despite the increasingly rigid control structure that was put into place following 

the reorganization, some employees felt that the changes went too far and urged management to 

consider a reduction of process formality and structure. This suggestion included a pilot 

evaluation of an iterative development method that fundamentally differed from the traditional, 

waterfall approach typically adopted by InsureCorp. The co-existence of both an increasingly 

rigorous waterfall approach, alongside an iterative approach operating on a test basis is consistent 

with an evolutionary control execution. That is, the company embraced a development method 

that differed significantly from past approaches. The following quotes explain this situation: 
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We have to give [development staff] permission to [use their own judgment], which I 

found very fascinating. Even chatting with the project manager, he was given a task 

to investigate how we can accelerate the development efforts [on an ongoing 

project], because the original estimate was September 2012 and he is like, ‘well we 

can throw more resources’ and we said, ‘you know, I am going to let you do 

something’. And he said, ‘what is that?’ I said, ‘break down the barriers. If you think 

that the process is hindering you from getting this done faster, then you need to 

declare that and say, ‘okay, what do I need to be doing differently with the 

process?’. (Vice President, InsureCorp) 

 

About a year ago, [I] would say that [our development processes were] actually 

quite structured. We tended to use that fairly strict waterfall approach to things. I 

think that what we have come to realize now is that actually was a good first step, 

but we needed to be more flexible in our approach. We need to be more critical 

about what artifacts make sense in a particular situation. (Manager, InsureCorp) 

 

Historically, it has been pretty much [using a] waterfall approach and keep[ing] the 

lights on activities. Right now we are going through major transformations and a lot 

of these strategic projects involve third-party vendors and they may have an agile 

development style and so we have to collaborate with them and therefore have to 

tweak our traditional methodology to better deliver the solutions. So it has been a bit 

of a change for our folks and not necessarily a bad change. I think that it is working. 

It just requires a little bit more adaptability in terms of if we are used to doing things 

in a certain way that way now may or may not be efficient. (Manager, InsureCorp) 

 

 The impetus for the ongoing control evolution within the process appears to stem from a 

number of areas. Interviewees explained that systems development activities were in an ongoing 

journey of maturity and that the changing controls were necessary to address obvious 

shortcomings in the current design. This includes issues with the defect management process, 

requirements gathering, and development methodologies. The following quotes explain how 

controls are maturing over time and the issues that continue to require remediation: 

 



 

196 

 

We are still looking at our whole defect management process to understand from a 

requirements perspective how well we delivered on the requirements versus what is 

[a] new change versus bugs, right? So our maturity scale is not there at this point in 

time, so that is work that we do need to consider. (Vice President, InsureCorp) 

 

What would be good is if we had a checklist up front where the PM sits down in this 

phase with the business analysts and maybe some of the key identified staff from the 

[systems development team] and actually say ‘[is] this project appropriate for 

agile?’ And then they determine up front what specific deliverables and approach 

that they want to take and that should go into the charter. That would be my end 

goal, but we are still at an early stage on the agile side. (Director, InsureCorp) 

 

So we are and we will continue and have some activities in play right now revisiting 

and tuning and learning from and harvesting learning’s around okay if the 

pendulum was over here where we were before we had business systems analysts, we 

had programmer analysts then and we have swung the pendulum over here to say 

let’s separate these out and gain some focus and some process and practice maturity 

for each of the disciplines. Now we sort of feel that we want to move back to the 

middle a little bit and harvest these learning’s but also make sure that  we have good 

flexibility in terms of our processes and what our people actually do when they do 

their work and that it is not too compartmentalized among those roles. (Manager, 

InsureCorp) 

 

 Another interviewee suggested that the evolutionary control environment at InsureCorp 

was due, in part, to the changing role of employees and the jobs they were asked to perform. The 

interviewee suggested that because the systems development process had transitioned from 

creating systems from scratch to buying systems and integrating them into the current 

environment, that controls were required to change. The following quote explains this position: 

 

We are not programming the complex stuff that we used to. It is a lot more off-the-

shelf stuff. We are interfacing systems. We are taking information out of our legacy 

systems and we are going to put it somewhere for another app to use. We do that all 
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of the time. We are not actually writing the app itself as like a software development 

company. So yeah, it has changed a lot. (Developer, InsureCorp) 

 

 Although the nature of control execution at InsureCorp is dominated by evolutionary 

characteristics, some employees indicated that a degree of stability and maturity was beginning to 

emerge. Despite many changes still ongoing in the process, quotes such as the following one 

suggest that areas of the process are beginning to require fewer modifications and perform as 

expected: 

 

I think that now we have reached a level of maturity that will allow us to be more 

flexible and to embrace more flexible approaches with the ultimate goal of reaching 

the goals and focusing on the goal rather than the role. (Manager, InsureCorp) 

 

 In summary, both stability and evolution characteristics exist within the execution of 

systems development process controls: 17% of experiences are noted as stable, while 83% are 

evolutionary. These results translate to highly evolutionary control execution. 

5.4.1.5 Case Study #4: Control Outcomes 

 The table below outlines the control outcome characteristics for the InsureOrg systems 

development process. Evidence was collected corresponding to each of the control outcomes as 

either product- or process-focused. Of the 6 control outcomes identified, 3 were product-focused 

(50%), while 3 were process-focused (50%). From an IS control perspective, this translates to 

hybrid control outcomes. 
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Speed and schedule: Delivery of a valuable product to the 

business 
X  

Quality and Innovation: Ensuring product functionality X  

Quality: Systems quality X  

Speed and schedule: Process efficiency  X 

Cost/schedule: Adherence to budget and schedule  X 

Speed and schedule: Speed of project delivery  X 

Table 49. InsureCorp Systems Development Control Outcomes 

 A variety of product-focused control outcomes are sought within the systems 

development process at InsureCorp. For example, delivering products that provide value to the 

business was noted by interviewees as a key objective. The following quote explains this desired 

outcome: 

 

I think what we are trying to focus on is value to market. So that we are delivering 

something that is going to give a higher revenue stream earlier in the year to help 

them meet their goals versus time to market. (Vice President, InsureCorp) 

 

 Another product-oriented outcome relates to the specific functionality delivered to users 

via systems development. One interviewee noted that although a project might appear to be on 

track from a process perspective, if it does not deliver the required functionality needed by users, 

the initiative cannot be considered successful. This view is explained in the following quote: 

 

If the product does not meet the business need that the business kicked the project off 

in the first place for; if it is just what we asked for, but it is not what we want, then 

the person at fault and the role that has failed there is the business analyst. So you 

can have an on track project - from a [project management] perspective it looks like 
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it is totally green - but it is red from the point of view that the product that is being 

delivered [does not meet expectations]. (Manager, InsureCorp) 

 

 Systems quality is another desired objective of the systems development process. 

Controls have been implemented at InsureCorp to ensure that developers take accountability for 

the quality and reliability of the software they create. The following interviewee quote explains 

this perspective: 

 

And then we spent some time identifying…some of the definitions of quality. But 

where we want to be is that people take accountability for the quality of their own 

work and not feel that there is any dilution of that responsibility by having some 

detective controls operating as an ‘after the fact’ thing. (Manager, InsureCorp) 

 

 A range of process-focused objectives are also present within the systems development 

activities at InsureCorp. The overall efficiency of the systems development process was a key 

driver to the re-organization of the underlying competencies (e.g. business analysis, design) and 

continues to drive the ongoing adjustments to controls. The following interviewee quote 

highlights this desired outcome: 

 

So the re-org was really put into place for us to put the focus on the competencies. 

[We] broke it out to four competencies: the BA, designer, developer, and quality 

assurance roles…and that was really about introducing stronger processes around 

what we do from a design, development, and a quality assurance perspective. (Vice 

President, InsureCorp) 
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 Adherence to budget and schedule is another key objective that controls are implemented 

to achieve at InsureCorp. Effective project management during ongoing initiatives was noted by 

interviewees as being very important. The following quotes discuss this view: 

 

I subscribe to the idea that project managers should be responsible for the project, 

schedule, budget, risk management, status reporting and all that kind of good stuff. 

(Manager, InsureCorp) 

 

So that means that the end solution needs to be meeting the business need and 

delivering on the business case that was originally articulated in order to kick the 

project off. So in my view, if a project comes in on schedule, on budget, right scope 

and all that kind of stuff, the project manager has done their job. (Manager, 

InsureCorp) 

 

 Project delivery speed was also noted by interviewees as a key objective of the systems 

development process. Both from the business and within the IT group, ensuring projects are 

delivered as quickly as possible is a necessity. The following quotes highlight the importance of 

speed as a control objective: 

 

Of course there is business pressure to turn around products faster, right? So they 

are looking at what they need to do to shorten the product lifecycle. So [a business 

leader] has asked my PM to brainstorm with her SDLC staff on how to reduce the 

time. (Director, InsureCorp) 

 

Speed is the main driver; time to market. (Director, InsureCorp) 

 

Well, the main thing that we are under is timeline pressures. (Manager, InsureCorp) 
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What we are seeing the last 3 months or so, [is that] we are getting a lot of pressure 

from our business partners because we have traditionally been working in the 

waterfall method and it is not good enough anymore. Things are taking way too 

long. Business requirements, 30 sessions, a 60 page document, which has what 

significance at the end of the game? (Vice President, InsureCorp) 

 

 In summary, both product- and process-focused control objectives exist within the 

objectives of the systems development process: 50% of desired outcomes are related to products, 

while 50% relate to processes. These results translate to hybrid control outcomes. 

5.5 Summary 

This chapter has presented the results of two case studies conducted at InsureCorp. The 

first case study examined the enterprise architecture process and the second examined the systems 

development process. Using the IS control construct dimensions and approach outlined in 

Chapter 3, the processes were evaluated to determine their primary control characteristics. The 

results from this exercise are utilized in Chapter 8 to evaluate the degree of IS control alignment 

for each case study. 
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Chapter 6 

HealthOrg: Case Study 5 

6.1 Introduction 

Based on the approach outlined in Chapter 3, this chapter presents a case study that was 

completed using the new IS control construct. The case study was conducted at an organization 

referred to as HealthOrg, which is described below, and focuses on the systems development 

process. Each of the five control dimensions noted in Chapter 3 are examined in detail and an 

overall value is assigned for each dimension. These results are utilized in Chapter 8 during the 

evaluation of IS control alignment. 

6.2 Participating Organization Overview: HealthOrg 

 HealthOrg is a large hospital located in Ontario, Canada. Total hospital staff number 

approximately 10,000. The organization is considered a teaching hospital, with significant 

responsibilities for both training and research. 

 The IS department at HealthOrg employs approximately 75-80 staff. Responsibilities for 

the corporate IS group include the network, email, helpdesk, infrastructure, phones, and paging. 

Two core collections of applications are maintained by the IS group. First, those applications used 

by clinical staff (e.g. physicians, nurses, physiotherapists, etc.) for patient care, including the 

patient record system, patient registration system, and patient scheduling system. Second, those 

systems used by administrative staff for back office activities such as accounting and finance. 

 The IS environment at HealthOrg is referred to as ‘best of breed’. Systems, particularly 

patient-facing, clinical systems, are selected primarily on the basis that they meet clinicians’ 

requirements for patient care. Other considerations for system selection, such as interoperability, 
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are considered an issue of secondary importance. HealthOrg IS operates using a model that 

employs a core interface system that links the wide variety of otherwise unconnected clinical and 

business applications. The quantity of clinical systems numbers around 60. A mix of mainframe 

and non-mainframe (e.g. client-server, web-based) systems are employed. There is a significant 

data component across the organization’s systems environment; millions of patient records exist, 

residing in a range of data warehouses and feeding decision support applications. 

 Some areas of the hospital (e.g. lab department) are considered outside the responsibility 

of corporate IS in that clinical departments are able to employ hardware and applications that sit 

on the corporate network, but are managed independently. Such departments maintain their own 

independent IS sub-group. However, where data produced by that department is the responsibility 

of corporate IS (e.g. patient records), it is interfaced back into corporate IS systems. 

6.3 Case Study #5: HealthOrg Systems Development 

 The team responsible for systems development consists of four main groups. The patient 

records team consists of developers, analysts, and a database administrator and is responsible for 

maintaining the patient records systems. The web development team is responsible for conducting 

in-house development to link legacy and non-legacy systems. A third team is responsible for 

maintaining dashboards and performance management around systems development initiatives. 

The final team provides database administration services and other systems administrative 

services to a range of business and IS stakeholders. A corporate project management office 

(PMO) was recently added in the organization to oversee both IS and non-IS projects. There are 

currently 8 staff members in the PMO. 

 User representatives from clinical departments commonly participate on ongoing clinical 

and business development projects. Staff are typically seconded onto a project for the duration of 
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the initiative. A ‘physician champion’ is also assigned to projects as a clinical representative. 

‘Solution specialists’ act as business analysts on clinical development projects to determine how 

technology can enable better patient care. ‘Clinical analysts’ deal with the detailed specifications 

and testing of clinical-based systems. 

 HealthOrg has a lengthy history of waterfall development; however, driven by an interest 

from some key stakeholders, the IS organization is beginning to experiment on a limited number 

of projects with an agile approach called Scrum. Most systems development initiatives are 

internally focused and involve either in-house development or off the shelf purchases. However, a 

number of large IS-related initiatives are ongoing that bridge multiple hospitals within the 

province. 

 A key factor in systems development initiatives is driven by regulatory issues related to 

how systems operate in terms of privacy of patient information and patient safety. System 

reliability is also a key driver, particularly on the clinical side, as it impacts patient health. 

6.3.1 Case Study #5: HealthOrg Systems Development Controls 

 A variety of controls exist at HealthOrg in relation to the systems development process. 

A complete listing of all identified controls is provided in the tables below, including a coding of 

each control into one or more of the IS control dimensions and classifications. The table below 

outlines the results for the control evaluation conducted for the HealthOrg systems development 

process, which is explained in detail below: 

Case Study Control 

Environment 

Control 

Mechanisms 

Socio-

Emotional 

Experiences 

Control 

Execution 

Control 

Outcomes 

HealthOrg Systems 

Development 

Hybrid Highly 

Preventive 

Highly 

Individual 

Highly 

Evolutionary 

Highly Product-

focused 

Table 50. HealthOrg Systems Development Control Evaluation 
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6.3.1.1 Case Study #5: Control Environment 

 The table below outlines the control environment characteristics for the HealthOrg 

systems development process. A range of control environment factors characterize the process; 

evidence of both progressive and traditional characteristics exists. Of the 8 control environment 

characteristics identified, 4 were coded as traditional (50%) and 4 were coded as progressive 

(50%). This translates to a hybrid control environment. 

Control Environment Characteristics 
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Formal structure: Structured project management organization X  
Risk averse culture: Management considers risks using a high avoidance approach X  
Regulatory influence: Heavy industry regulations related to healthcare X  
Internal employee sourcing: Reliant on internal skill sets X  
Technology-forward strategy: ‘Best of breed’ information systems philosophy  X 

Highly integrated business-technology strategy: Close connections between clinical 

and IT directions 

 X 

Decentralized organizational hierarchy: Some technology offered centrally, but 

departments have the ability to offer additional, supplementary technology 

independently 

 X 

Improvement focused process: Increasing focus on risk management and privacy  X 

Table 51. HealthOrg Systems Development Control Environment 

 A range of traditional control environment characteristics are present within the 

HealthOrg systems development environment. Of key importance is the role of government 

regulations in influencing how systems are designed and implemented. A variety of healthcare-

focused regulations are in place to guide hospitals in the oversight of information, such as access 

to patient records and privacy. The following interviewee quotes outline the traditional nature of 

these extensive regulations: 
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We have got the federal-level regulations on medical devices and there [are] federal 

rules or laws on research activity and then as you come into the clinical domain, you 

have got provincial rules and regs that pertain to personal health information itself, 

let alone the clinical systems or the way that healthcare is actually delivered. The 

system is the delivery mechanism, if you will. And then I guess even below that, there 

is the accountability for the ministry of health for the rest of the administration of the 

hospital as a business. (Executive, HealthOrg) 

 

As a jurisdiction, Ontario has the most stringent privacy requirements in the world, 

which also puts us in a slightly awkward position insofar as vendors of healthcare 

information systems are not building their products to meet Ontario’s needs. 

(Analyst, HealthOrg) 

 

Healthcare is very different when it comes to privacy because the legislative bar I 

think is set a lot higher than it is for some other systems. (Analyst, HealthOrg) 

 

 Another key aspect of the control environment at HealthOrg is the general aversion to 

risk; this translates to the systems development process in terms of seeking to avoid risks in how 

technology assets are designed and implemented. From the project management process to board 

level oversight of IS initiatives, the importance placed on ensuring systems are reliable and 

transparent in order to provide effective patient care was noted by numerous interviewees. The 

following quotes highlight the traditional nature of the environment in terms of the characteristics 

present at the organization that encourage an avoidance and minimization of technology risk: 

 

We are so small because resources are so tight that projects have to close because 

we need to be redeployed to do other things. And so when you think of the 

operational arm of a complex organization, being a hodgepodge of mostly clinical 

delivery and some support services, the clarity of what that operation looks like has 
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to be really, really fine because once it is out there it can really muck things up. And 

so we have a lower threshold of risk in this organization that we need to kind of 

figure out a way to flush it out as much as possible. (Director, HealthOrg) 

 

Our board has taken a greater interest and focus on risk management, period. Not 

[only] within the IT world, but really across all of the services at HealthOrg. In 

particular, the audit committee has asked for a focus for each of the services areas 

to bring forth in a proactive basis: ‘what are the risks in your area?’. And to the 

extent that IT over the past few years has kind of developed more formalized 

frameworks for risk management, we have been able to respond in that way. But 

really what that just does is underline the gap that exists between best practices 

around IT risk management and where we currently stand. (Executive, HealthOrg) 

 

But that just keeps growing and growing and growing to the point now that the 

members of the board have actually started circulating…the latest read on IT 

governance that we picked up from other organizations in other industries. And to 

me that is actually a refreshing sign of change, because previously we would not 

have even talked to the board members. There was just no discussion on this topic at 

all, because they are worried about the other areas of business. (Executive, 

HealthOrg) 

 

 Traditional control environments are characterized by relying on internal skills where 

possible, rather than relying on outsourced organizations. The systems development process at 

HealthOrg follows this approach, drawing on the skill sets of a core team of employees to 

conduct a variety of activities. Although the responsibilities are varied, the roles are carefully 

defined and unambiguous. The following quotes reinforce these environmental characteristics: 

 

And so we wanted to go through a 3rd party [for risk management advice], but we 

said, ‘you know what, we have some gurus in here and we can develop it ourselves’. 

So the CIO was like, ‘wait a second; good that we have it, but we have to make sure 

that we are doing the right job’. And so maybe taking a little longer, of course we 
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are saving huge amounts of dollars. So that is what we had to weigh as far as risks. 

(Manager, HealthOrg) 

 

It is a small group. I would say that the business systems folks are on their own, 

although even they have multiple hats to wear. So the same person who is the 

database administrator for payroll and finance actually looks after a big mainframe 

system over in the cancer care [department] that is clinical and also has 

responsibility for the database for the scanning project for charts. (IT Manager, 

HealthOrg) 

 

 A number of control environment characteristics that are considered progressive were 

also noted within the systems development process at HealthOrg. In particular, the organization 

has long adopted a philosophy referred to as ‘best of breed’ that is highly flexible in allowing 

users to select the applications that can best support their clinical needs, regardless of cost and 

integration with other IS assets. Because of the size and regional importance to patient care of the 

HealthOrg hospital, having the absolute best clinical tools drives the systems development 

process. Such a heterogeneous collection of systems places a heavy reliance on the IS group to 

integrate the variety of systems behind the scenes to enable effective communications and the 

transfer of data. The following quotes highlight the progressive nature of this aspect of the control 

environment: 

 

It is called ‘Best of Breed’ for us. So our concept was… to have a single place that 

clinicians interact with [technology]. So a single view. So they don’t have [to say], ‘I 

want my medical imaging, so I have to sign onto a medical imaging system’... 

Because there are a lot of what you can call ancillary or diagnostic systems. There 

are a lot of clinical treatment places where you can record it. So our concept was 

[to] pull it all together and have the clinicians just interact in one place and we will 

do all the hook-ups behind the scenes. (IT Manager, HealthOrg) 
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[The clinicians] have to have the absolute best system… You can’t just have a simple 

assistant. So we would never be able to tell and shouldn’t tell [doctors] that, ‘this is 

the system that you need to use because it is cheaper and better and fits with the rest 

of them’. That is why we do the interfacing. They choose the system to do their work. 

(IT Manager, HealthOrg) 

 

Our patient care system and where we register all of our patients and our electronic 

patient record system and corporate patient scheduling system, they are all the 

same. But what has changed in our world is the amount of integration between those 

systems and new products and services has exploded. (Executive, HealthOrg) 

 

 This highly flexible approach to systems selection characterizes the significant degree of 

integration between the business and technology strategy at HealthOrg, particularly in relation to 

clinical systems. The data suggested that the IS group works hard to deliver systems to clinicians 

that enable them to do their jobs at the highest level of quality and innovation, rather than impede 

any patient care opportunities as a result of technology constraints. The following quotes explain 

interviewee insights related to the close integration between IS and the business:  

 

One of the unique and I think fantastic things that HealthOrg has done is develop 

[an application] which took a patient focus. So right now if you are a patient here or 

anywhere it does not really matter, you can still use it. But anything that happens to 

you here…you can see your medical imaging, you can see your notes. You can see 

anything that has happened to you here and you can look it up. You can then give 

permission for your care providers to look at it. So what has happened is someone 

who gets ill while on vacation in Florida can give permission for that person in 

Florida to sign on to a website and look at everything. (IT Manager, HealthOrg) 

 

What has happened here is that we have clinical systems and then some decision 

support stuff in which we were looking at trying different times. Then we started web 

development and so now there is this core web team that are doing extraordinary 

things that have been able to build on top. Because they discovered how to tap into 
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the world of the clinical systems and use it in clinical applications that are web 

based. (IT Manager, HealthOrg) 

 

 Another progressive aspect of the HealthOrg systems development process is the largely 

decentralized organizational hierarchy. Although a central IT development group is established to 

oversee systems that apply to broad-based hospital operations (e.g. patient registration), 

individual HealthOrg departments are able to establish their own independent IT group to develop 

and maintain systems where they are exclusive to a single area of the hospital. The following 

quote describes this unique, progressive characteristic: 

 

The lab department is not part of corporate IT. They provide a service. They have 

clinicians. They have their own lab techs and it is a department and so they have 

their own IT that manages the lab system because only the lab department uses that 

system. They are the only ones that sign on to it, but they provision data to the 

[hospital-wide] electronic record. So how we talk and how we communicate 

information...we set the standards and we say how you have to play by the rules and 

we say, ‘oh by the way, we want your data and we want your data on our system’. 

(IT Manager, HealthOrg) 

 

 In summary, both traditional and progressive controls exist within the control 

environment characterizing the HealthOrg systems development process: 50% of controls are 

noted as traditional, while 50% are progressive. Therefore, the IS control environment is 

considered hybrid. 

6.3.1.2 Case Study #5: Control Mechanisms 

 The table below outlines the control mechanisms for the HealthOrg systems development 

process and highlights the proportion of preventive versus detective controls. A range of control 
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mechanisms are employed; however, of the 7 control mechanisms identified, 5 were coded as 

preventive (71%) and 2 were coded as detective (29%). This translates to highly preventive 

control mechanisms. 

Control Mechanisms 
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Standards: Software standards and regulations X  

Policies and procedures: Formal IT policies and procedures X  

Automated tools: Security tools and techniques (e.g. encryption) X  

Methodology: Standardized project process and systems development method X  

Management review: Formal managerial approvals of development initiatives X  

Audit procedures: Risk identification and remediation  X 

Peer-review and supervision: Ongoing learning development  X 

Table 52. HealthOrg Systems Development Control Mechanisms 

 A range of preventive control mechanisms are in place for the systems development 

process at HealthOrg. For example, software standards and regulations are in place that act as a 

minimum level of quality that developed or purchased software must adhere to. Both internal 

standards and external regulations act as preventive controls to ensure information is 

communicated and transferred in a safe and secure manner. The following interviewee quotes 

discuss these controls: 

 

We want certain standards, so when you are buying [software], there is an HL7 

standard for exchanging healthcare information…so it has standards for medical 

imaging and lab tests and stuff. You still show individual pieces according to the way 

that your lab might work, but there are standards. So choose the system that meets 

your needs as clinicians, but the system needs to have that kind of standard behind 

so that we can use it to exchange [information]. (IT Manager, HealthOrg) 
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From an information sharing perspective, e-healthcare has an abundance of 

standards in place. So HL7 is one method. So if you want to share [information], 

then you have to be HL7 compliant or you have to be able to publish web services or 

those kinds of things. So departments don’t have to ask us for permission to purchase 

something, but if we do want to integrate [with the organization-wide systems], well 

we need to make sure that they comply. So they usually ask us to be part of the 

process and we usually provide questions and RFPs and whatnot just to say ‘can you 

do this, this, this, and this?’ (IT Manager, HealthOrg) 

 

 Another area of preventive controls within the systems development process at 

HealthOrg comes via formal policies and procedures. A wide range of policies have been 

implemented, ranging from privacy to security to software procurement. Such policies seek to 

establish guidelines to ensure that particular objectives are achieved. The following interviewee 

quotes introduce the range and purpose of these preventive controls: 

 

Our setting is so complex with security, communication, wireless and all the 

plumbing stuff alone that it became clear that we needed to have fairly rigorous 

tools about when something went into production. [Our approach] started as a fairly 

simple checklist [that has] become much more formal and that has been good. (IT 

Manager, HealthOrg) 

 

I think that you need the tools. As we have become larger and larger and more 

complex and there is more things to think about...people need to know about each 

other and it is too big and there is too much going on. So the rigor of those templates 

for change control to be approved is important. It is also great as a checklist 

because if any person doing a project goes ‘I need to think about communications to 

the users. Have I done so? What is going to change? Have they done their 

processes?’  (IT Manager, HealthOrg) 

 

There is what they call the corporate software application approval. So [the] team in 

tech services sets the technical standards...you want to put something on the 

network? Here is what you have to comply to, here is what you have to do and by the 
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way we don’t allow you to do A, B, C, and D kind of thing. Their job is to protect the 

organization, right? So they don’t say, ‘you can’t put a system on a network’, they 

say, ‘here are the standards by which you have to do that and by the way what 

responsibilities are we going to share? Are you hoping to use the helpdesk if there is 

a problem?’. Well then we need to put an SLA in place and understand. If your users 

in your department are going to go to you because you are supporting the 

application or do you really need IT support as well? So they take care of those 

standards. (IT Manager, HealthOrg) 

 

 In addition to broad policies and procedures that influence how software is developed, 

security tools and techniques are also in place that can impact the process. Security controls guide 

the fundamentals of how systems are designed and implemented; interviewees suggested that they 

were particularly important in the healthcare environment at HealthOrg. The following quotes 

outline the characteristics of the security controls related to the systems development process: 

 

We are a custodian of personal health information assets, which are at risk for loss 

or theft for which we are obligated by law to ensure that those things don’t occur 

and if they do, we are obligated to jump into action or account for the safety and 

security of those things. So that is a pretty formalized role. It is again often 

characterized increasingly as a sub-function of security; so confidentiality, integrity, 

availability. (Executive, HealthOrg) 

 

Encryption is a huge thing here, so everything is encrypted or supposed to be 

encrypted. (IT Manager, HealthOrg) 

 

[There is] a really specific policy about mobile device encryption; basically the 

policy is if you are going to use your own personal device for HealthOrg business, 

then [IT has] the right to put a software agent on it. And that software agent 

essentially allows us to enforce all of our policies and that is up to and including 

remote wipe. So if you are a young [medical] resident, you are guaranteed to have 

an i-something and you want to use your phone because you want to receive pages 

on it for critical issues or whatever, you want to send an email that may contain 
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patient information. All of a sudden now you are being told, ‘we can put this 

software on this device’. (Executive, HealthOrg) 

 

 The systems development process at HealthOrg has historically followed a formal 

waterfall approach, complete with detailed up-front specifications, formal signoffs, and sequential 

stage gates. With the recent creation of a project management office, additional rigor has been 

employed in regard to formal documentation and process steps. These preventive control 

mechanisms are utilized as a means to avoid uncertainty and reduce the risk of projects not 

delivering the expected results. The following quotes note the extensive development 

methodology and project management controls utilized at HealthOrg: 

 

We identif[ied] the need for a project management office and we began the 

development of the PM toolkits and went all the way from forms for request to 

charter design to project plans and then ultimately go-live and project closing. So 

we have developed those tools, issued them out throughout the department in terms 

of the standard, but then also established an IT PMO to then lead the charge on 

implementation for major corporate initiatives. (Project Manager, HealthOrg) 

 

So we have a governing model that takes care of all the major decisions related to 

the project, whether it is approval, charter approval, project plan management, 

through all the major milestones all the way to go-live. So there is no way a project 

can get away from IT leadership counsel where [they have] the final say in terms of 

all those approvals. (Project Manager, HealthOrg) 

 

So when it comes to the oversight of the project, once the specification and the 

functional requirements are handed off for development, they have their processes 

and protocol that they follow to get to functional testing. Once it gets to functional 

testing where they are comfortable with the development of the system, then it gets 

handed back over to user acceptance testing, which the project then takes on 

ownership of. The project has oversight during that development process, but it is 
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somewhat positioned like a mini outsourced service within our department. (Project 

Manager, HealthOrg) 

 

 Although the systems development process employs a high proportion of preventive 

controls, detective controls are present as well. Most notably, the process utilizes a range of 

mechanisms related to risk identification, remediation, and compliance assessments. The 

following quotes describe how ongoing evaluations and checks are used to determine if any 

systems development-related issues have arisen and how they can be remediated. 

 

I need to meet with the directors once a week. [I ask them:] ‘what is your update on 

this, what is your update on this?’ We have IT operations meetings and so there I get 

to find out maybe some of the new risks that are coming out. (IT Manager, 

HealthOrg) 

 

Who is accountable? Who is responsible? And now when you point the finger and 

their name is under the RACI (Responsible, Accountable, Consulted, Informed) 

boxes, ‘oh okay ...you don’t want your name to be filed up to a report that I am 

going to send to the CIO, do you? No. Good so let’s talk about your responsibility 

within that’. And, ‘what is it that you need to do on a day-to-day basis so that if 

something comes up, your manager or your director is always in the know and it is 

not that we are reactive’. Let’s get away from reactive and get more proactive. (IT 

Manager, HealthOrg) 

 

Controls are so important and we want to ensure that… controls are something that 

we are measuring too, so that we are letting [staff] know that we need to follow this 

method...we know that you get from here to here very quickly, but it would be nice if 

we followed [a defined process]...And those controls help us. COBIT helps us of 

course with that. Project managing it within the lifecycle of project managing helps 

us with that as well. (IT Manager, HealthOrg) 
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We do have…a risk management document and our risk team has taken it over. And 

essentially it was to itemize all of the systems that are out there and identify if they 

are [compliant with regulations] because we wanted, from a risk perspective, to be 

as current as possible. And that document did both back office and applications as 

well. It was initially based on those systems that we knew about because we 

interfaced to them and those were the ones that we cared about. And so we wanted to 

make sure that they were in fact keeping up to date...because we were integrated 

with them in one capacity or another to make sure they were keeping up their end of 

the bargain. That list has since grown, but it is not representative of everything that 

could be out there. There is a lot of software out there. (IT Manager, HealthOrg) 

 

 As well, a range of formal internal and external audits are conducted at the organization, 

including evaluations that touch on the systems development process. These detective control 

mechanisms utilize independent employees or third-party staff to evaluate the effectiveness of 

controls. Where issues are identified, suggestions for remediation are commonly provided and 

expected to be implemented. The following quotes outline comments from interviewees on the 

role of audit in relation to the systems development process: 

 

For business systems, we have our hospital auditors…If there was a privacy 

incident, obviously it would be the privacy commissioner. For clinical, there is lots 

of legislation and things that you have to comply with...We have a risk management 

group…If there was some information that was needed from a system say to do with 

a particular safety case or something, then absolutely [an audit would occur]. (IT 

Manager, HealthOrg) 

 

‘So by the way, for those financial systems have you got one of these [controls]? And 

do you have some of those controls and how about some of these?’. And that list is 

getting longer every year. I think that PwC, Pricewaterhouse[Coopers], they come 

in and do the annual corporate internal controls audit. (Executive, HealthOrg) 
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A quality of care committee internally is a sub-committee of the medical advisory 

committee and they report to the board. There is a direct relationship up to the 

board on quality of care issues. (Executive, HealthOrg) 

 

 Another mechanism employed within the development process is the pursuit of ongoing 

learning related to past performance. At the conclusion of a project, formal reviews take place to 

determine if there were any improvements that could be made or if some aspects went 

particularly well. This activity acts as a detective control as issues that are identified can be 

remedied in future initiatives. The following quotes describe this control mechanism: 

 

If there is one thing that we have kind of consciously decided, [it] is now that we 

have gone through go-live, our next major benefit to the organization is about 

historical learnings and so we have to treat project closings very, very seriously. 

What did we learn in the project, what do we think the project was when it started, 

what it actually turned out to be, document what those leanings are, make some 

recommendations on next steps, and kind of keep that iterative loop going on that 

cycle. (Director, HealthOrg) 

 

After the fact, it is doing the post-mortem. What happened? And so that is where I do 

the risk reports for our CIO. So I go and try and police the investigation side of it. So 

what actually happened? What was the timing of it? Who was initially called? Was it 

a deficiency on our part? (IT Manager, HealthOrg) 

 

 In summary, both preventive and detective controls exist within the control environment 

characterizing the HealthOrg systems development process: 71% of controls are noted as 

preventive, while 29% are detective. Therefore, the IS control mechanisms are considered highly 

preventive. 
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6.3.1.3 Case Study #5: Socio-Emotional Experiences 

 The table below outlines the socio-emotional experiences for the HealthOrg systems 

development process. Evidence was collected corresponding to each of the employee experiences 

as they relate to either individual or collective experiences. Of the 7 socio-emotional experiences 

identified, 5 were individual (71%) and 3 were coded as collective (29%). From an IS control 

perspective, this translates to highly individual socio-emotional experiences. 

Socio-Emotional Experiences 
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Independence: Flexibility to allow employees to specialize or 

generalize skill sets 

X  

Psychological states: Resistance to knowledge sharing X  

Psychological states: Resistance to IT policy adherence X  

Management-driven control design: Independence focus of PMO X  

Independence: Independent employee cultural norms X  

Enhanced teamwork: Increasing collaboration and shared goals due 

to experiments with agile development 

 X 

Enhanced team cohesion: Technical incidents relate to increased 

cohesion with group goals 

 X 

Table 53. HealthOrg Systems Development Socio-Emotional Experiences 

 The socio-emotional experiences identified through the collected data relate to the 

importance of employee and department independence, while still maintaining control over the 

process activities. Within the systems development process, managers allow a degree of 

flexibility to staff who wish to pursue specialization in a particular area (e.g. analysis, testing), 

while simultaneously supporting those employees who wish to become more general and wide-

ranging in their systems development skill set. Interviewees indicated that the flexibility afforded 

to training systems development staff has resulted in an overall morale improvement. The 

following quotes highlight this perspective: 
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Now [managers] have to have some knowledge of what [staff] are doing…People 

need to own it too. They need to understand the context for what they are working in. 

I am a huge believer in that…they have to stay interested too…If somebody says to 

me, ‘I can only do X number [of tasks]’, then we start working with it. And you don’t 

want to be ridiculous about it, but there are some people here who are incredibly 

innovative and they want to do things and you don’t want to stop that. (IT Manager, 

HealthOrg) 

 

Some programmers feel more comfortable referring to the warmth of a 200 page 

specification document. There is something warm and fuzzy about that and they like 

that. It has got a certain rigor to it, but it is all here in black and white. There is no 

nuance, it is just there. And I have to say [that] I personally think that the morale 

has improved because of that. (Executive, HealthOrg) 

 

 However, other examples of individualism are less positive from an organizational 

perspective. One interviewee indicated that a degree of employee resistance to systems 

development knowledge sharing exists. This socio-emotional experience is consistent with an 

individual view in that individual goals (e.g. maintaining scarce knowledge) are placed at a higher 

priority for staff than process, department, or organizational goals. An example is articulated in 

the following quote: 

 

I would say [that there has been] a little bit of resistance, but [it might be the result 

of employees] maybe not fully understanding: ‘I don’t want you to know everything 

that I know, it takes away from what I do’…I think [employees] all have to 

understand that you can’t hold information. You have to document. I know that you 

can do it, but when you go fix something....’I did this, this, and this’, so if you have a 

list of 10 things that you did to fix it, that is good too. Why? Now you know what you 

did last time so it is not trying to remember something...’what did I do last time?’. 

(IT Manager, HealthOrg) 
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 Similar examples of resistance to other IS policies were also noted by interviewees. In 

relation to the privacy regulations, risk management, and general policy compliance, interviewees 

indicated that staff have a tendency to challenge new control mechanisms on the basis that they 

conflict with their own personal interests or views. This perspective is consistent with 

individualism and is summarized in the following quotes: 

 

We have had push back around the [privacy] process. ‘Why should I have to answer 

this?’ and ‘why should I have to answer that?’…what I thought was interesting were 

that the client groups typically saw the questions that we asked, and perhaps rightly 

so, as privacy issues. (Analyst, HealthOrg) 

 

In the beginning, there may have been some push back. ‘Yeah, I hear you and thank 

you very much’. And ‘if [an incident] happens, well when it comes to the CIO…so he 

takes care of that too’. The directors don’t want the CIO sending messages to 

themselves or to a team, but that is the level of escalation that I need to take if they 

are not listening. (IT Manager, HealthOrg) 

 

I know that drum has continued to beat over the years [for improved IT policy 

compliance], but we are only just dealing with some of those issues today in a 

meaningful and significant fashion. So I recognize that...it has been on the radar for 

a long time, but the traction is taking years. (Analyst, HealthOrg) 

 

 The independence of employees and departments to act in a manner they see fit was 

apparent through interviewee discussions. With one project manager, it was clear that the PMO, 

at least within its current maturity level, was not interested in mandating its policies and 

procedures widely across the hospital. Rather, they respected the independence and ability of 

other departments to determine if the services of the PMO were required. The following 

interviewee quote explains the situation: 
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We have had conversations with other organizations who have established PMOs 

and they have had them longer than we have and they are actively promoting the 

toolkit and they are actively promoting the ability to say, ‘we believe that this should 

be the standard for the organization and you should go ahead and use the standard’. 

And we have thought about that, but I think that for now we…should really focus our 

attention on the service and prove the outcomes before saying that the toolkit is all 

[of] the solution. We still have a lot of learning left to do. There is no one way of 

doing anything. It is more saying…’okay, given what we have experienced in the 

past, this is what we have learned and therefore approach this similar problem in 

this way’. (Project Manager, HealthOrg) 

 

 Similar examples of independence-focused cultural norms within HealthOrg departments 

existed in other interviews as well. In one case, a division of the hospital was permitted to 

develop their own hardware and software tools as needed, but was reluctant to abide by the 

organization-wide controls over systems development activities. The situation resulted in a 

significant virus that impacted the hospital’s systems. The interviewee’s description of the event 

is as follows:  

 

The most recent outbreak or the most recent scare will always kind of snap your 

culture to attention immediately. This is what happened in most organizations, it is 

not limited to healthcare. We have our researchers here. They are in a separate 

building and the researchers, as you would expect, write their own software and they 

build their own hardware; that is what they do. And one thing that they expect from 

the [hospital] is unfettered access to the internet because a lot of their work is done 

online. And enforcing any kind of restrictions was always kind of a prickly subject 

with them, but then a huge organization wide virus hit and it turned out that they 

were the cause. (Executive, HealthOrg) 

 

 However, the initial situation characterized by individualistic emotions by the department 

resulted in the creation of increasingly collectivist emotions. Following the incident outlined in 
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the preceding quote, the department demonstrated an increased cohesion with hospital-wide 

goals. This collectivist sentiment is explained in the following quote: 

 

I still remember to this day the meeting about it and basically them saying, ‘you 

know what, we now realize that we are one big happy family and as you go, we go. 

We are all in this together’. So all of a sudden, their willingness to comply with 

corporate policies changed radically overnight. ‘We really should run anti-virus 

software on all of our systems...yeah, we should do these things, that is a good 

idea!’. And it is the same thing when it comes to email viruses, where there may be 

kind of initial resistance to it, but given any kind of emergency or disaster, they 

change their perspective radically. (Executive, HealthOrg) 

 

 Another example of collectivist emotions within employees as they relate to systems 

development controls stems from the increasing collaboration due to experiments with agile 

development methods. In recent months, a new project has moved away from the traditional 

waterfall approach that has been the standard method at HealthOrg, in favour of a more agile, 

iterative approach. The socio-emotional experiences of this new approach are consistent with the 

characteristics of collectivism in terms of the importance of cohesion within groups and the 

priority of group goals. The following quotes highlight this view: 

 

And really [the use of agile] is more to create a collaborative environment where 

you can take something to the end-user sooner and get that kind of tested and going 

before we roll it out. (IT Manager, HealthOrg) 

 

We are a small group and even in our traditional waterfall environment, the analysts 

are part of the development team and we don’t really have any walls between them, 

so they are a very tight knit group and work together and it is not just to say that we 

don’t start development before we have a signed off spec, which is never the case. It 



 

223 

 

just means that there is less formality in our agile approach. (IT Manager, 

HealthOrg) 

 

 Finally, top leadership encouraging staff to work together towards goals is another 

example of a collectivist philosophy within the process. In discussion with an IT manager, the 

executive team’s interest in achieving certain outcomes relies on a cohesive group effort; one that 

requires not only leadership support, but also managerial encouragement of staff to consistently 

abide by the control mechanisms in place. The following quote explains how this group goal was 

made a priority across multiple levels of the organizational hierarchy: 

 

The culture is a very relaxed here because there are a lot of folks who [have] 15, 20, 

and 25 years of service…the lackadaisical attitude does not fly here anymore, so 

now we needed to push it with making sure the CIO’s message was relayed strongly 

as well. So he was pushing that message, but measuring [staff] now on what we 

wanted. So we had to make sure that their direct manager was saying, ‘okay, how 

are we managing them on that?’. (IT Manager, HealthOrg) 

 

 In summary, both individual and collective socio-emotional experiences exist within the 

HealthOrg systems development process: 71% of experiences are noted as individual, while 29% 

are collective. Therefore, socio-emotional experiences are considered to be highly individual. 

6.3.1.4 Case Study #5: Control Execution 

 The table below outlines the control execution characteristics for the HealthOrg systems 

development process. Evidence was collected corresponding to each of the control execution 

characteristics as they relate to either stability or evolution. Of the 6 control execution 

characteristics identified, 5 were associated with evolution (83%), while 1 was associated with 
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stability (17%). From an IS control perspective, this translates to a highly evolutionary collection 

of controls. 

Control Execution 
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Mature process: Stable infrastructure features and functions X  

Changing technology: Evolving applications and mobile 

devices 
 X 

Changing process: Changing scope and responsibilities for 

development projects 
 X 

Changing process: Increasingly user/clinician-focused 

applications 
 X 

Control philosophy modification: Changing development 

method towards agile 
 X 

Control inadequacy modification: Ongoing evaluation of 

control effectiveness and remediations 
 X 

Table 54. HealthOrg Systems Development Control Execution 

 Multiple examples of the evolutionary nature of HealthOrg’s systems development 

process controls were identified within the collected data. For example, interviewees perceived a 

rapid change of development tools and technology in relation to changes in the systems 

development process. These changes correspond to evolutions in mobile computing by 

employees, as well as the changes over time in how users interact with systems and data. The 

following quotes highlight this perspective: 

 

Through the years, it has very much evolved, so as systems we have started with the 

mainframe card system and it is a team place. You have to be, right? We have done 

strategic plans and looked at what is the impact on the internet? I remember when 

that started. We were looking in the late 90’s. What is this going to mean to 

hospitals? And we looked and we say. How can we communicate? And the change in 

the way we have used from some people having access to internet to almost all of 
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our stuff is on portals now. I mean SharePoint is a huge thing for us here because 

that is one of the tools for managing. (IT Manager, HealthOrg) 

 

But what has happened, thanks to Apple, in the last 24 to 36 months is now you are 

getting that bleed of workers-as-consumers in the workplace. So all of the gadgetry 

that they have at home they now expect to be able to use in the enterprise and 

rightfully so because there is that fine line that the enterprise wants to walk which is 

we love the fact that you are taking the time to work on your iPad at home. That is 

great because it is good for productivity, but at the same time we have to manage the 

protection of corporate assets. (Executive, HealthOrg) 

 

 Related to the changes in technology tools, interviewees also noted the increasing focus 

that development activities are currently taking to address user/clinician needs. The ability to 

personalize systems and allow a high degree of flexibility has changed the way that development 

activities are conducted at HealthOrg. The following quotes discuss this evolution: 

 

When we started this whole discussion of how can we make it personal? What view 

[of the data] can you do? The underpinnings of the [clinical] system, a lot of it 

comes from [another clinical] system, but the web on top of it, the way it is 

integrated, the way it falls their work flow, the way physicians can say, ‘this is what I 

want to have happen to that patient and have somebody pick it up’ is all web…and it 

is fabulous…it is amazing what they have done and been able to [do]. (IT Manager, 

HealthOrg) 

 

So that is the [changing nature of user] involvement. What can we do to develop it 

for you? And we had one of the clinical analysts here and again this has been 

evolving so the solution specialist is a new role from about a year and a half ago 

maybe or two years ago. We have tried different things. We have changed it. We 

have...I don’t think that IT can be fixed either, really…because we have to respond 

too. Our organization changes and as threat risk assessment came up, as privacy 

came up, as different pieces came up and it just got so complex. We have kind of 

morphed and I think that is good. (IT Manager, HealthOrg) 
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 Another evolving aspect of the process’ controls relates to the changing scope and 

responsibilities for development projects. Due to a defined need in project management rigor, the 

newly introduced project management office provides a range of policies, procedures, and 

guidance over both IT and non-IT projects. The following quotes discuss the introduction of the 

PMO: 

 

I think that we found that we needed to have a PMO office for IT which has morphed 

into one that does a lot of work for the organization itself. So it is broader than just 

IT. We have grown. We were a small department who knew what each other did 

[that has grown] to so many projects that it is hard to keep track. (IT Manager, 

HealthOrg) 

 

So in that restructuring design, we identif[ied] the need for a project management 

office and we began the development of the PM toolkits and went all the way from 

forms for request to charter design to project plans and then ultimately go-live and 

project closing. So we have developed those tools, issued them out throughout the 

department in terms of the standard but then also established an IT PMO to then 

lead the charge on implementation for major corporate initiatives. (Director, 

HealthOrg) 

 

 The adoption of agile development on a trial basis signals a concern about the adequacy 

of a waterfall approach in fulfilling the needs of the organization for all development projects. 

The agile approach introduces a range of new control mechanisms resulting in a high state of 

change to the systems development process. The following quotes discuss the agile-related 

changes: 
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We are adapting [the systems development approach]. It is not a pure agile form, 

partially because it is our first attempt at it, so we want to do one once comfortable 

and once we [are done, we] can understand and grapple with [it]. (IT Manager, 

HealthOrg) 

 

I think that [the agile approach] will work itself out as the process matures. I think 

that we need to focus on what is working well and build on that and the pieces that 

are broken, what can we do to fix it? (IT Manager, HealthOrg) 

 

 A key aspect of evolutionary control execution is the recognition of control performance 

inadequacies and the desire to implement remediations. At HealthOrg, an ongoing evaluation of 

control effectiveness and remediations takes place with key IT managers, directors, and 

executives as a means to evolve the control portfolio iteratively on an ongoing basis. This 

approach is described in the following quote: 

 

Let’s make sure that [control remediations are] actually closed and that [incidents 

are] not circling back to the CIO. His words were, ‘I see the risk titles that you had 

given them; what would tell me that it is not working is if I see that same risk item 

come back again three months from now…that means that we did not learn 

something from the first time that it came up and what could that be? (IT Manager, 

HealthOrg) 

 

 There was little evidence from the interviews conducted at HealthOrg that would indicate 

control execution stability. In one case, however, an interviewee suggested that there had been 

relatively little change in the features and functions of IT infrastructure assets in recent years, 

suggesting that controls had reached a point of requiring few adjustments over time. The 

following quote explains this position. 
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So largely in the infrastructural world, it is about keeping up with the technology 

lifecycle. I have to say that in terms of new products or innovations there has been 

relatively little for the last few years now. It has really been any new features or 

functions that have been part of upgrades. And so really it has been about just 

keeping up with the lifecycle. (Executive, HealthOrg) 

 

 In summary, both stability and evolution characteristics exist within the execution of 

systems development process controls: 17% of characteristics are noted as stable, while 87% are 

evolutionary. This balance of controls translates to highly evolutionary IS control execution. 

6.3.1.5 Case Study #5: Control Outcomes 

 The table below outlines the control outcome characteristics for the HealthOrg systems 

development process. Evidence was collected corresponding to each of the control outcomes as 

they focus on either product- or process-related objectives. Of the 6 control outcomes identified, 4 

were product-focused (67%), while 2 were process-focused (33%). From an IS control 

perspective, this translates to highly product-focused control outcomes. 
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Quality: Patient safety concerns X  

Quality: Data quality and integrity X  

Innovation: Application usability and ease of use X  

Quality: Systems reliability X  

Cost: Cost control over project spending  X 

Speed and schedule: Time   X 

Table 55. HealthOrg Systems Development Control Outcomes 

 The desired outcomes from the systems development process at HealthOrg are 

predominantly product-focused. Topping the list of objectives that IS controls fulfill is patient 

safety. Interviewees noted on numerous occasions that systems must carefully consider the well-
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being of patients and not allow any significant data processing errors. The following quotes 

outline the perspective of patient safety as a key product-focused outcome: 

 

So, a big part of [our systems]… is patient safety. So there are drivers like that 

which are external. [Our leadership team] will always bring that lens as well…life is 

pretty balanced. (IT Manager, HealthOrg) 

 

[Oversight for] the entire lifecycle [is important to be able to] concretely be able to 

say, ‘well no, this is the way we have to handle a [quality assurance] process’. 

Because building software that counts widgets or counts dogs, that is one thing; but 

delivering the right clinical information to the right clinician at the right time 

....sometimes it is a life and death decision, so we can’t fool around with stuff like 

that. So our [quality assurance] has to be top notch. (Executive, HealthOrg) 

 

All we do is try to build information management systems that support those clinical 

encounters to code in or build in appropriate controls that would in fact support or 

absorb some of that clinical risk...Point in case for example, would be a physician 

order-entry for drugs. It is like rocket science…in fact we have had one or several 

series of projects trying to do that and the latest one I think has been suspended 

because it is in fact too complicated to code. (Executive, HealthOrg) 

 

 Closely linked to the objective of patient care is the development of information systems 

that are easy to use. Hospital staff place a high premium on getting the information they need, 

when they need it. Complex systems that are difficult to navigate may compromise the ability to 

provide effective patient care. The following quote highlights the important outcome of usability: 

 

We have also hired a user-centered design specialist…to be part of the team and 

usability is a very large focus of [a new system under development] and our IT 

director is very invested in user-centered design. That means that it is a safe product 

because it is easy to use and intuitive and if users are spending time [learning] how 
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to use the application, then they are not spending their time doing their clinical 

thinking. (IT Manager, HealthOrg) 

 

 Fundamental to safe and usable systems are applications that provide data that is of high 

quality and integrity. Due to the high number of specialized systems in the hospital, a key control 

objective for the systems development process is to create systems that will integrate effectively 

with other systems and enable fast and reliable data transfers. Both clinical and back office 

systems require data that is accurate. The following quotes note interviewee perspectives on the 

product-focused control outcome related to data quality: 

 

In clinical systems, the key is always to have the patient identif[ied] accurately…if 

we are going to [be able to]… get the right lab result back to you, as opposed to 

another [patient]. Because we have over 2 million patients on our records and if you 

think about multiple births…how do I find the right baby to get the lab result back? 

Same address, same date of birth, same parents, same last name, mostly same first 

name because often they are not named right away so they are Twin A, Twin B, Twin 

C. So making sure that you match things up is critical in clinical systems. They have 

got to and so that is why a lot of these systems have to talk and be completely kept in 

sync. And so the patient information is always...a system of truth, a registration 

system and I think that we have linked that into real time interfaces with now over 70 

systems that are local.  So every time your address changes or every time something 

more is added, we need to make sure that all of the systems are talking about the 

same patient. (IT Manager, HealthOrg) 

 

Dollars and statistics are critical to running the operations. So it is critical that we 

are absolutely correct on the back office side and then that administration can then 

use the clinical data and activity combined with the financials to make decisions to 

report on our accountability agreements with the Ministry. So it is critical to get it 

right. (IT Manager, HealthOrg) 
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There are a lot of requisite terms in the system of record and the clinical side and 

around the importance of data integrity for that information…it is important to the 

clinical group because if that data is not right, then they can’t do their work. With 

that said, privacy also has an interest in the integrity of data when it comes to 

corrections and so forth. (Analyst, HealthOrg) 

 

 In keeping with the objective of maintaining accurate data is the fundamental outcome of 

ensuring information systems are available when needed. Unreliable systems in a healthcare 

environment are seen as unacceptable by HealthOrg staff, who highlight the dependability of 

systems as a key outcome: 

 

For basic technology stuff, there are all kinds of checks and things that have to be 

[reliable]. I mean the clinical system cannot be down basically. If it is, we plan it out 

ahead of time. I mean there are always manual downtime procedures and sometimes 

when we do implementations we need to take it for 2 hours, but it is planned around 

emerg and critical care and all of those places knowing ahead of time that they have 

to staff up because now you don’t have immediate [systems access]. (IT Manager, 

HealthOrg) 

 

You can imagine how important high availability is. There are certain things that 

just cannot be down...that is the telephony system, the network system, the wireless 

system. So a lot of the doctors have wireless gadgets now that help them to do their 

work. When that goes down, does it go down? Yes. There are certain instances that 

[systems are unavailable] for 15 minutes; those 15 minutes [are] a lot of minutes in 

a hospital. (IT Manager, HealthOrg) 

 

 In addition to the range of product-focused control outcomes, process-outcomes were 

also noted in the data. As an organization that relies heavily on public funds, cost control is a key 

driver. A variety of large and expensive IT development projects can be underway at any one 
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time and ensuring costs do not become excessive is a key outcome. The following quote notes the 

importance of cost as a control outcome: 

 

I think that cost is a certain driver of trying to see…if you can’t manage to not be 

storing hundreds and millions of patient records; surely at some point there is some 

work that was done in the original business plan that got approved about cost 

savings. But I think that you have to do it right, so to achieve savings is important 

and it would be a goal, but if you need to extend the programming there are a 

number of standing projects where the date has changed a number of times because 

it is not okay to do it almost right. (IT Manager, HealthOrg) 

 

 The timeliness of project delivery was also noted as a key outcome. The systems 

development team commonly receives pressure to deliver systems as quickly as possible, but 

challenges exist around when a system with so many key product objectives (e.g. quality, 

reliability) can be safely implemented. The following quote notes the role of timeliness as a 

control outcome for the systems development process: 

 

There is a real pressure for timelines. That is a fact. So you have got to make some 

decisions about what is in and what is out and what ‘finished’ means. And so how do 

you define what finished means? Well you kind of have to agree to it and you have to 

put your stake in the ground and...how you get there and you may make some tweaks 

along the way and this and that and that is okay. And that may cause that stake in 

the ground to shift a bit, but as long as everybody accepts that, it is okay. (IT 

Manager, HealthOrg) 

 

 In summary, both product- and process-focused control objectives exist within the 

objectives of the software development process: 67% of desired outcomes are related to products, 

while 33% relate to processes. These results translate to highly product-focused control outcomes. 
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6.4 Summary 

This chapter has presented the results of a case study conducted at HealthOrg, which 

examined the systems development process. Using the IS control construct dimensions and 

approach outlined in Chapter 3, the process was evaluated to determine its primary control 

characteristics. The results from this exercise are utilized in Chapter 8 to evaluate the degree of IS 

control alignment for each case study. 
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Chapter 7 

LargeMan: Case Study 6 

7.1 Introduction 

Based on the approach outlined in Chapter 3, this chapter presents a case study that was 

completed using the new IS control construct. The case study was conducted at an organization 

referred to as LargeMan, which is described below, and focuses on the systems development 

process. Each of the five control dimensions noted in Chapter 3 are examined in detail and an 

overall value is assigned for each dimension. These results are utilized in Chapter 8 during the 

evaluation of IS control alignment. 

7.2 Participating Organization Overview: LargeMan 

 LargeMan is a large manufacturing company based in the United States that produces a 

range of consumer and industrial products. The organization has approximately 75,000 

employees worldwide and has a presence in 60 countries. 

 Information systems processes at LargeMan are predominantly decentralized. Although a 

central IS organization exists in the US, subsidiaries in other countries also maintain a significant 

IS presence. The data collection for this study was conducted within the Canadian subsidiary, 

which conducts a range of systems development activities not only for its own region, but for 

other worldwide activities as well. In particular, two key applications are developed and 

maintained by a global project team, which is run in the US, but is staffed by IS employees in 

Canada.  
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7.3 Case Study #6: LargeMan Systems Development 

 The systems development process examined in this research focuses on the team 

responsible for applications focusing on business-to-business e-commerce transactions with 

distributors. The applications were built from scratch in recent years and have no code or 

technology that is considered legacy. The team consists of 7 Canadian developers, an outsourced 

Chinese team consisting of a Project Manager, 2 senior developers, and 4 junior developers, as 

well as 6 US-based business analysts. In total, 20 staff comprise the team examined for this 

process. 

 Until February 2011, LargeMan employed a strict waterfall systems development 

methodology. However, in the preceding months, some members of the development team had 

been lobbying management to consider altering the development approach to one that was more 

agile and iterative in nature. Some pilot work had been done to evaluate how agile might be able 

to help the IT function and beginning in February 2011, the development team was provided the 

opportunity to employ a fully agile approach based on the Scrum methodology. Wider adoption 

of the agile methodology is planned in the near future to expand to other ongoing projects. 

 The agile systems development process used at LargeMan is characterized by 3-week 

sprints, a Scrum Master, pair programming, continuous integration, iterative user interactions, and 

sprint retrospectives. Current resource limitations have led to issues related to integrating testing 

into the sprints, which has contributed to a testing backlog. 

7.3.1 Case Study #6: LargeMan Systems Development Controls 

 A variety of controls exists at LargeMan in relation to the systems development process. 

A complete listing of all identified controls is provided in the tables below, including a coding of 

each control into one or more of the IS control dimensions and classifications. The table below 
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outlines the results for the control evaluation conducted for the LargeMan systems development 

process, which is explained in detail below: 

Case Study Control 

Environment 

Control 

Mechanisms 

Socio-

Emotional 

Experiences 

Control 

Execution 

Control 

Outcomes 

LargeMan Systems 

Development 

Highly 

Progressive 

Highly 

Detective 

Highly 

Collective 

Highly 

Evolutionary 

Hybrid 

Table 56. LargeMan Systems Development Control Evaluation 

7.3.1.1 Case Study #6: Control Environment 

 The table below outlines the control environment characteristics for the LargeMan 

systems development process. A range of control environment factors characterize the process at 

LargeMan; however, controls are weighted towards a progressive environment rather than a 

traditional environment. Of the 6 control environment characteristics identified, 1 was coded as 

traditional (17%) and 5 were coded as progressive (83%). This translates to a highly progressive 

control environment. 

Control Environment Characteristics 
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Standardized employee skill sets: Highly defined employee 

roles and responsibilities 

X  

Innovation-focused strategy: Openness to new processes 

and approaches to enable the achievement of the corporate 

strategy 

 X 

Periodic employee turnover: Upcoming development team 

workforce changes 

 X 

Importance placed on employee knowledge: Knowledge 

development and communication initiatives are important to 

management and staff 

 X 

External employee sourcing: Utilization of offshore and 

outsourcing arrangements for development teams 

 X 
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Periodic management turnover: Management changes 

occurring over the past few years 

 X 

Table 57. LargeMan Systems Development Control Environment 

 The LargeMan systems development process is largely characterized by a progressive 

control environment. Aspects of the organization’s strategy, people, and processes are influencing 

the selection of controls employed within the systems development activities. For example, an IT 

strategy of moving towards increasingly integrated, enterprise systems has increased the 

importance of knowledge sharing and communication in systems development activities. This is 

consistent with a progressive environment that values collaboration. As well, due to the 

anticipated retirement of a significant proportion of LargeMan’s IT workforce over the coming 

decade, knowledge management is of particular importance. The following quotes highlight these 

control environment characteristics: 

 

The biggest catalyst is [the] implementation of [an enterprise resource planning 

(ERP) system] over the next 2 years…so management is looking at it and they are 

saying, ‘we have teams locally that are really good at what they are doing, but have 

no knowledge of each other’s roles, technologies, systems that are supported and 

when we move towards [an ERP], we want to cultivate a team of employees that are 

able to jump between areas within [the ERP] and be effective’. We have also got a 

lot of retirements coming up in the next 5 or 10 years, so people will be leaving with 

a lot of knowledge. So the push is for us to get as many people as we can 

knowledgeable on as much as we can, so that when we go from these old mainframe 

systems to [the ERP] we are able to do it without falling on our face. (Developer, 

LargeMan) 

 

I think that what we are planning on doing is having...everybody’s name down and 

try[ing to] do at least one or more types of paired programming tasks. Either being 

the person who is learning or being the person who is teaching, just to expand our 

knowledge. (Developer, LargeMan) 
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 LargeMan’s systems development process is also consistent with a progressive 

environment in its reliance on external sourcing of skills and its decentralized structure. Although 

the primary project examined in this research is run from the United States, the work is primarily 

executed within Canada and China. This team structure has particular challenges in terms of time 

differences, skill expectations, and knowledge gaps, as articulated in the following interviewee 

quotes: 

 

We have got a distributed development group and part of group which is 12 hours 

away and English is a second language. (Project Manager, LargeMan) 

 

Part of the thing that we find with [the Chinese team] is that technically, I think that 

they are as good as anybody else and just as good as anybody that we have around 

here. Where they lack [skills] is they don’t have the business training. They are 

coming out of school in China. So if they are there, they don’t have that business 

knowledge...that is the one area where they are missing. That probably hurts them 

then when they are going through and doing the development. (Project Manager, 

LargeMan) 

 

The U.S. group runs the whole project and we are looked at no different than the 

development team in China. Other than the fact that we have had 7 or 8 years’ 

experience working on the application and wrote the thing from the ground up; so 

we have that knowledge and that understanding. (Project Manager, LargeMan) 

 

 A number of management and staff changes have also occurred at LargeMan that have 

impacted the controls that are employed within the systems development process. One of the 

interviewees had been campaigning for the organization to adopt an increasingly agile 

development approach for a number of years; however, it was not until a recent management 
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change that the suggestion was adopted by the organization. This situation is described in the 

following interviewee quotes: 

 

Really the model that we had was waterfall and I had been pushing for agile for 

about 5 years in the company with little traction. And at about the same time the 

manger of both the BA group and our development group left for other projects. And 

at the exact same time China was taking over a lot of our contract resources and we 

were missing [expectations] significantly. So we were really starting to hit a crisis 

mode. With new management came new perspectives and the ability to wipe the slate 

clean and say, ‘how can we look at this again and do it in a different way?’ And we 

got some really early wins…with just doing iterative development, so we just were 

able to gain some traction. (Development Lead, LargeMan) 

 

When I came in, it was very much waterfall still. So kind of seeing that idle period 

[at the beginning of a project] where we are waiting a lot and then the crunch time 

hits and we are crunch, crunch, crunch, and then we roll it out. So where I came in, I 

pretty much just said to [the development lead] to start with something small and 

then we will test it. So since then we have incorporated agile onto our entire team. 

(Development Manager, LargeMan) 

 

 Some aspects of a traditional control environment also exist within the systems 

development process. For example, development teams are highly structured in their 

responsibilities for a particular application or group of applications. Within each team, fairly rigid 

roles and expectations are employed. In relation to the anticipated roll-out of an agile 

development approach to a wider range of projects and development initiatives, the following 

interviewee quote highlights the traditional view related to the heavy support role that one of the 

teams is viewed as having. This inflexible view of the project is considered to be consistent with a 

traditional view of the control environment: 
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The biggest challenge [with an agile development approach going forward] will be 

teams that have a high support load. For example, the team that they are moving 

agile into locally…before the end of the year, is the manufacturing support team. 

And I am not sure, but I would estimate that at least half of their time is support on 

the system ...I haven’t thought about how I would think to apply agile to a role that is 

very support-heavy. (Developer, LargeMan) 

 

 In summary, both traditional and progressive controls exist within the control 

environment characterizing the LargeMan systems development process: 17% of controls are 

noted as traditional, while 83% are progressive. Therefore, the IS control environment is 

considered highly progressive. 

7.3.1.2 Case Study #6: Control Mechanisms 

 The table below outlines the control mechanisms for the LargeMan systems development 

process and highlights the proportion of preventive versus detective controls. A range of control 

mechanisms are employed; however, controls are heavily weighted towards the detection of 

issues rather than the prevention of issues. Of the 7 control mechanisms identified, 2 were coded 

as preventive (29%) and 5 were coded as detective (71%). This translates to a highly detective 

collection of control mechanisms. 

Control Mechanisms 

P
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Standard: Formal development standards X  

Guideline: Baseline workday and workweek schedule X  

Peer-review and supervision: Removal of physical barriers  X 

Peer-review: Ongoing user interactions  X 

Peer review: Collaboration opportunities  X 

Peer-review and supervision: Sprint retrospectives  X 

Supervision: Ongoing project monitoring  X 

Table 58. LargeMan Systems Development Control Mechanisms 
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 As a result of the transition to an iterative, agile development approach at LargeMan, few 

control mechanisms are considered preventive. However, in some cases formal standards do still 

exist. For example, a task backlog is maintained by the development team to ensure that all 

developers are aware of who is working on what tasks, as well as what tasks remain to be 

completed. A whiteboard is set up in the development team’s office that maintains an up-to-date 

schedule of the team’s activities. This control mechanism is viewed as a preventive control as it 

proactively informs the team of the ongoing/upcoming tasks as a means to prevent any confusion 

or lack of clarity on the schedule. The following interviewee quotes identify how the control 

mechanism is utilized at LargeMan: 

 

So one of the things that [the agile approach] has brought and why it works out so 

well is because we put everything into a backlog and we make everything very 

visible and that is the big key. Everything is visible and everybody knows and has got 

a better idea of where things are right down to the lowest level. Everybody 

throughout the entire project knows what is in the backlog right now and can go find 

it. So it is a lot easier for them to see what is coming down the road and [have the] 

knowledge and ability to be able to see things. People don’t feel quite as intimidated 

now [regarding a concern for]…’what am I going to do for the 6 months or 4 

months’. (Project Manager, LargeMan) 

 

You have got to make sure that the [task] list that you are working from and what is 

planned for the next one, it has to be up to date. You have to be more on top of things 

as far as what are the immediate items that need to be addressed and what is the 

future down the road. What could be 6 months or 8 months...it is a little more of an 

ongoing struggle now to make sure that you have got something there that you know 

is going to fill up your next 3 weeks or next 6 to 8 weeks in 3 week chunks. And what 

are you going to be looking at down the road that you are going to want to start on 

in 3 months from now or 6 months or 12 months? So you still have to do that 

planning and visioning as far as where you are going long term with the project. 

(Project Manager, LargeMan) 
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 Another aspect of LargeMan’s development process that can be characterized as a 

preventive control mechanism is that of a standard workday and workweek. Most agile 

approaches suggest that all work should be conducted within the period that staff are normally at 

work; that is, overtime results in burned out employees and functionality that is worked on after 

hours should be delayed until the next development iteration. At LargeMan, this policy has been 

adopted and employees are expected to work within their standard work hours, only putting in 

overtime during rare exceptions or emergencies. This is viewed as a preventive control in that it is 

formal, attempts to avoid employee fatigue before it occurs, and seeks to prevent development 

activities from diverting from the accepted agile approach. The following quote highlights the 

adoption of the development team to this standard workweek control mechanism: 

 

What we are trying [is that]...the whole thing is being done around our workday and 

what we have in a normal workday and what hours do people have to work? (Project 

Manager, LargeMan) 

 

 In contrast to the few preventive controls in place, numerous detective control 

mechanisms have been implemented as part of the agile development approach. One example is 

the removal of physical barriers that previously existed in the office environment, which have 

enabled developers’ unfettered access to one another to ask questions and interact. This control 

mechanism, which includes removing partitions between desks in the office space, is seen as a 

detective control because it enables staff to identify and remediate development issues as they 

occur by interacting more freely with colleagues. The following quote explains how the removal 

of physical barriers has changed the development process: 
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The biggest difference is the physical barrier that we have removed with the open 

area. It definitely had more impact on most areas of my day than anything else that 

we have done. Just being able to yell at someone - maybe not yell - but be able to ask 

a question quickly and not have to walk over or get someone out of their train of 

thought. You can just ask a question and then carry on. It has also allowed [a] more 

ad hoc kind of design. One question leads to another and another and before you 

know it you have 3 or 4 people chiming in with past experience and all that kind of 

stuff. The physical aspect has really been the greatest change. (Developer, 

LargeMan) 

 

 The introduction of pair programming has also enhanced employee collaboration, 

contributing to the enhancement of a detective control. By having two developers working 

together and sharing knowledge, interviewees identified an increased ability to detect problematic 

code as it was created and remediate the issues on the spot. The following quote illustrates how 

one interviewee approaches pair programming: 

 

I have seen the benefits of pair programming. I have been on both ends of it and you 

would have to be absolutely blind not to see the benefits. As a prime example, two 

weeks ago one of our contractors approached me and said, ‘hey, I would like to 

shadow someone. Do you have time for me to work with you?’ And I said, ‘sure, 

come on down’. I was starting a new task that day and it just so happens that he had 

the exact skill set that I didn’t have that was needed for this task. So he and I worked 

on it and just by having him pairing up with me I learned a few new skills and he 

learned the business aspect of it, where I was strong. For pair programming, it ties 

into the open concept a lot. If I hear someone is having a hard time with a defect or 

re-architecting something, we will gather around and do it together. (Developer, 

LargeMan) 

 

 Another key detective control element in the new development process adopted by 

LargeMan is the ability to interact with users on an ongoing, iterative basis to detect issues in the 

developed applications and fix them as soon as possible. The agile approach allows developers to 
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create applications that are created and piloted by actual users. Based on the feedback received 

from users, the developers can fine-tune the applications. This ongoing, iterative process is 

considered to be a detective control mechanism in that it highlights issues that have occurred and 

then remediates them. The following quotes discuss the ability for developers to interact with 

users: 

 

We literally interacted with the clients for the first time ever [during a recent 

experience with agile]. We were on the phone with them and asked them what they 

wanted. We came back a week later with a prototype and they would refine it. We 

would come back a week later and they were…amazed at how quickly we could 

bring things back…they loved that instant feedback. (Developer, LargeMan) 

 

We have had a few projects where we tried an iterative development process where 

we took an application with a set of requirements and did multi-checkpoints [each] 

week with the users. We showed them where we were going and kept going forward. 

We had a very big success with that, which we were able to use as leverage to push 

into a full Scrum model. (Development Lead, LargeMan) 

 

So at the end of the sprint, it is still part of development and we have a demo where 

we sit down with the users - which is completely unique, we never did that before - 

and we show them exactly what we did to solve the problem that they had. Then the 

next phase would be a usability test where we do essentially the same thing but let 

the user use the system…to see exactly how they use our application. (Development 

Lead, LargeMan) 

 

So [the developers] were just able to quickly react and do these quick back and forth 

meetings with the client, show the demo, tweak it, show the demo, tweak it, and then 

get it out there. (Development Manager, LargeMan) 
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 At the conclusion of each three-week development sprint, a retrospective discussion takes 

place between development team members in order to identify how things went during the period 

and what can be improved going forward. This detective control mechanism is discussed in the 

following quote: 

 

When we went from waterfall to agile there were a lot of questions. ‘What about this, 

and this, and this? How do you cover this, this, this, and this?’.  And at the time we 

didn’t know, but it is a learning process and we said, ‘this is what we are going to do 

and we will learn from it and we will improve’. We were not going to deliver a new 

framework for delivering our products and portfolio in one shot moving from 

waterfall to agile. So what the retrospective does is allows us that feedback loop 

back into our process to...where did we go wrong? What did we do well? And 

interestingly enough it has never turned into a ‘you did this wrong’ kind of meeting. 

It has always been very amicable and very professional. We have involved the 

business analysts in those meetings. We have involved the developers in China and 

our entire team as well...they are beneficial without a doubt. (Developer, LargeMan) 

 

 The ongoing monitoring of development activities by managers is another detective 

control employed in the systems development process at LargeMan. Rather than formally 

mandate a set of policies or procedures for employees to follow, as would often be the case with a 

more preventive approach, agile advocates an increasingly detective approach characterized by 

managers regularly interacting and communicating with staff on the status of development 

initiatives. The following interviewee quotes highlight how managers stay abreast of the ongoing 

activities, as well as the remediations they take when problems arise: 

 

A prime example is that if someone has a half day task or a half unit task checked 

out for a week and a half, like why? At first we really would not ask questions, we 

would just let the Sprint go on and if that person did not have it done, well then they 

didn’t have it done. But...you can’t expect the entire team to know that a task has 
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been open. I think that it is up to the task master to be aware of how long these tasks 

are staying open for. ‘So what is holding you up?’. Typically you ask, ‘do you have 

any blockers?’ But that is too general; sometimes you need to be more specific on 

the task. ‘Well this task you have...how is it going? Are there any issues with it? Do 

you need help?’. (Developer, LargeMan) 

 

It is again feeding that planning process to make sure that you have got an adequate 

backlog [of pending tasks] going forward so that you are keeping [busy]...I figure 

that part of my job is to make sure that this group stays busy and make sure that the 

backlog is filled. Going forward, that is probably the biggest part of my job right 

now. (Project Manager, LargeMan) 

 

I have a much better sense and much more control. I mean, if I can see something 

coming up that is going to possibly impact resourcing [then] I can do something 

about it today or...if some of the guys have stuff that they do outside of the scrum as 

well, little projects, I just say, ‘if it is getting to be too much or we need to pull back 

or whatever, you can let me know’. It is apparent to me if someone is stressed just by 

body language. You see them every morning. I think that it is great. (Development 

Manager, LargeMan) 

 

I have [developers] do time reporting. It is high level time reporting because I don’t 

want them bogged down with processes. But it allows me to analyze their time. How 

much time are you able to spend on project work and much time are you getting hit 

with on support? There were people on this team that had no idea that they were 

65% support and with two small changes now they are 11% support. It is just...I 

have just seen so many positive things out of this, it is amazing. (Development 

Manager, LargeMan) 

 

 In summary, both preventive and detective controls exist within the control environment 

characterizing the LargeMan systems development process: 17% of controls are noted as 

preventive, while 83% are detective. Therefore, the IS control mechanisms are considered highly 

detective. 
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7.3.1.3 Case Study #6: Socio-Emotional Experiences 

 The table below outlines the socio-emotional experiences for the LargeMan systems 

development process. Evidence was collected corresponding to each of the employee experiences 

as they relate to either individual or collective experiences. Of the 5 socio-emotional experiences 

identified, 1 was individual (20%) and 4 were coded as collective (80%). From an IS control 

perspective, this translates to highly collective socio-emotional experiences. 

Socio-Emotional Experiences 
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Psychological state: Initial employee resistance to agile 

development practices 

X  

Enhanced teamwork: Communication and interaction among 

employees and users 

 X 

Enhanced knowledge sharing: Motivation to transfer 

knowledge to colleagues 

 X 

Control tailoring: Increased employee flexibility  X 

Enhanced team cohesion: Common goals and accountabilities  X 

Table 59. LargeMan Systems Development Socio-Emotional Experiences 

 The majority of socio-emotional experiences expressed by interviewees were collective 

in nature, particularly in relation to the communication and interaction amongst LargeMan IS 

employees and users that was facilitated by the newly introduced agile development approach. 

The environment is viewed by employees as being safe to communicate with colleagues, ask for 

help, and contribute opinions. The following quotes illustrate the views expressed by 

interviewees: 

 

As a developer, I found it engaging and invigorating and for someone who was new 

to the team, it was really easy to ask someone for help in that open area. The rules 

were, ‘feel free to ask’ and it took down those barriers. (Developer, LargeMan) 
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What I find with this process is we sit down and we figure out what we have and 

what we can do and everybody gets a say in how long they think that it is going to 

take. Then everybody in the room sits down and you break that story down into 

individual tasks. So everybody gets…a say in how long the task will take and at the 

end of the whole thing people feel that it is doable and we can get it done. (Project 

Manager, LargeMan) 

 

I think that what has gone well is the visibility and the communication portion. There 

is the communication within the development team and within our user community. 

(Project Manager, LargeMan) 

 

 The motivation and practice of willingly transferring knowledge amongst team members 

is considered to be a collective characteristic of socio-emotional experiences. At LargeMan, the 

agile approach has encouraged knowledge transfer through pair programming and open 

communication across the team. The following quote highlights how a new member of the team 

was able to get up to speed quickly on the project due to the willingness of the team to share 

knowledge: 

 

A lot of knowledge transfer as well [is present within the team]. I came into the team 

not being a specialist [and]...our portfolio is pretty much divided between… two very 

different systems. I came into the team last fall clearly not being an expert in either 

and when we started doing this [form of development, it] opened me up to become 

an expert in both fields. And it made that a lot easier to kind of learn both systems. 

(Developer, LargeMan) 

 

 Another collective characteristic is the ability of employees to maintain autonomy and 

flexibility. Within the systems development process, the project team is increasingly able to work 

around the vacation plans of the development team, enabling less impact on the personal lives of 
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employees (by allowing flexibility in holiday plans), as well as minimizing the impact of rolling 

out systems releases on a timely basis. The following interviewee quote illustrates the 

characteristic: 

 

Vacation used to always impact us big time before. I mean you look at a summer 

release where you are doing development and half of your development staff could 

be gone at any given time. It was difficult to maintain...the momentum going 

forward, but it is not to say that you can’t. With this [approach], if you lose 

somebody for a week here, it hurts, but you just don’t plan to have them do much 

during that time period. (Project Manager, LargeMan) 

 

 Fundamental to a collective view on socio-emotional experiences is that of common 

goals and accountabilities. At LargeMan, numerous employees explained how the new 

development approach established an increased sense of team and togetherness on the project. 

The following quotes highlight this view: 

 

The creative side, yeah, I think that [agile development] gives [employees] the 

opportunity to do that. There is still some individuality within this [process], but it is 

all working towards a common goal for everybody. (Project Manager, LargeMan)  

 

The developers now are in control of what workload they take on, but at the same 

time are accountable for it. So before, it was one guy in a room and said, ‘I think this 

is a good amount of work for 3 months’ without real knowledge of the intricacies of 

each of those things. It is not possible for one person to have all of the knowledge. 

Now the whole team gets to essentially democratically vote for what we take on, but 

then will measure what we say we take on. So we have enabled the team to be a bit 

more in control of what we do. (Development Lead, LargeMan) 
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I had a few people saying, ‘you know, at the end of these Sprints we are really doing 

this big push to get everything done because if it fails, the team fails’. (Development 

Manager, LargeMan) 

 

Even though each person has a percentage of how much they are developing for that 

3 week period, when you see units of work you are thinking, ‘oh, I should get a unit 

of work done a day’. So even though you might not be scheduled to do a unit of work 

a day, it feels like you have accomplished something and you can take a number off 

the board and say, ‘I have contributed’. It kind of motivates you to do something and 

try to get something done every day. (Developer, LargeMan) 

 

 Although the view of employees on the control mechanisms in place was largely positive, 

some interviewees also noted instances of resistance from employees. This resistance is 

consistent with a more individual, rather than collective, perspective on socio-emotional 

experiences. The following instances were noted by interviewees as examples of employee 

resistance to controls: 

 

Is there a resistance to it? Yeah, I think there always is. We had resistance on our 

team and it is tough. After a while ...people who resist you just need to show them the 

benefit for them. So that is what we have done. (Developer, LargeMan) 

 

It is scary to think the thought of pair programming. Someone is going to be looking 

over my shoulder while I program, it is...for some people it is daunting because 

whether or not they are self-conscious of their coding or they think that the person 

they are sitting with is better than them. But eventually you just have to get over 

those things and just go for it; but it is tough to sell someone who has been here 15 

years to say, ‘hey, let me look at your code’. (Developer, LargeMan) 

 

The one item that I am trying to figure out how to address is [that] some of the more 

senior developers just feel like they are not satisfied. Just taking little tiny bits off the 
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board is just little tiny things and they want something kind of meaty. (Development 

Manager, LargeMan) 

 

 In summary, both individual and collective socio-emotional experiences exist within the 

LargeMan systems development process: 20% of experiences are noted as individual, while 80% 

are collective. Therefore, the socio-emotional experiences are considered to be highly collective. 

7.3.1.4 Case Study #6: Control Execution 

 The table below outlines the control execution characteristics for the LargeMan systems 

development process. Evidence was collected corresponding to each of the control execution 

characteristics within the process, which were found to be overwhelmingly focused on evolution. 

Of the 6 control execution characteristics identified, all 6 were associated with evolution (100%), 

while none were associated with stability. From an IS control perspective, this translates to highly 

evolutionary IS control execution. 

Control Execution 
S
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Control inadequacy identification: Identification of 

inadequacies with control performance that require 

remediation 

 X 

Control changes: Change to project scoping controls  X 

Control changes: Introduction of pair programming  X 

Control changes: Introduction of retrospectives  X 

Control tailoring: Increase in client interactions  X 

Control changes: General systems development process 

changes 
 X 

Table 60. LargeMan Systems Development Control Execution 

 A key driver of evolutionary control execution is the identification of issues that exist 

with a current or past collection of controls. At LargeMan, interviewees identified a range of 
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issues that existed within the systems development process, often in reference to the waterfall 

development methodology that was used in the past. In particular, in 2010, a number of 

application releases experienced significant issues and it was becoming increasingly clear that the 

users, developers, and management were not completely satisfied with the system. The following 

quotes highlight some of the issues that led to the drive to make significant control changes: 

 

We had a few releases last fall that just killed us and that was the catalyst for 

looking at the agile approach to our software lifecycle. (Developer, LargeMan) 

 

We…went and sat down with the users and watched them use the system and 

completely saw how our designs were absolutely failing them. They were using the 

system in ways that we would have never, ever would have expected. Their needs 

were just not articulated to us, so we had come up with designs out of requests that 

actually made it worse. (Development Lead, LargeMan) 

 

 One of the key control changes stemming from the new agile approach was the way that 

new projects were scoped and planned for. Under the previous approach, members of the 

management team would review user requests and provide high level estimates as to how long the 

system release or changes would take to develop; the team would then be responsible for meeting 

that timeline. However, under the new agile approach, the team is much more involved in 

contributing feedback on how long a project will take. The following quotes highlight the 

specifics of this change: 

 

The very first meeting that we had…kind of solidified that change in the team. 

Before, it was top-down. Our managers and supervisors would commit to the clients 

and say, ‘yep, we will deliver that’ and then come to us and say, ‘we have got 3 

months and we have to deliver this’. And it was like, ‘well, you didn’t ask me if it was 
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feasible’. It makes us a little more accountable and it makes us a little more engaged 

in the sense that we have the ability to [provide] input and it is up to us whether we 

do or don’t. But [it is] definitely more engaging. (Developer, LargeMan) 

 

Before it used to be up to myself and maybe…one other person on the team and you 

would come up with a high level estimate and that is what was given to our business 

people…What I find with this process is we sit down and we figure out what we have 

and what we can do and everybody gets a say in how long they think that it is going 

to take and then everybody in the room sits down and you break that story down into 

individual tasks…Everybody gets a say in how long the task will take and at the end 

of the whole thing, people feel that it is doable and we can get it done. I think that 

they are more focused and more committed. (Project Manager, LargeMan) 

 

 A range of other process changes are under way within the systems development process. 

The introduction of the agile approach was done relatively slowly over time and continues to 

change and evolve as time passes. Specific control mechanisms such as pair programming, more 

extensive client interactions, and the creation of retrospectives are new, tangible controls that 

have been implemented. As well, interviewees expressed a more general sense for the overall 

philosophy of change and evolution that was occurring within the process. The following quotes 

highlight interviewee opinions on the process taken to implement the new approach, as well as 

how it continues to mature: 

 

Since the first day…was the mentality that [we] would approach any problems or 

any questions like, ‘okay, that is true we might not be able to handle that [problem in 

using the new methodology]. Let’s figure out how and put it into the process’. But 

when we put it in the process, we would reference the agile methodology to see how 

they would attempt to take care of that. Whether or not it is meant to be a process 

that grows like that, that is how we transformed from the waterfall to where we are 

now and we still have so much more to do. (Developer, LargeMan) 

 



 

254 

 

We can’t expect what we did today to be applicable a year and a half from now, so I 

would hope that the process continues to evolve; I would hope. (Developer, 

LargeMan) 

 

It was like, how could this ever work? And it was difficult to say because the sets of 

rules are not easily articulated to say, ‘well it works better because of these 

reasons’. As we started going, there were a few people who were nervous of the 

speed in which we were progressing. And that was probably the biggest concern. 

How fast we were changing. (Development Lead, LargeMan) 

 

There was a big shift in terms of how [the U.S.-based business analysts] worked [as 

a result of agile], so what we did was we just opened right up to them immediately 

and brought them into the fold and said, ‘you know, this is the direction that we are 

going’ and we kind of proved it out with one application…and that business analyst 

really got it and was on board. So that enthusiasm just kind of spread through the 

rest of the group even though there was some uncertainty and, ‘we are not sure what 

this is and what it means for us’. We just slowly introduced it and slowly worked in 

kind of a hybrid situation for a little while and they have been very receptive to it. 

[The business analysts] have changed their process and the way that they work. 

(Development Manager, LargeMan) 

 

 In summary, evolution characteristics dominate the execution of systems development 

controls at LargeMan. As 100% of controls are viewed as evolutionary, this translates to a highly 

evolutionary IS control execution. 

7.3.1.5 Case Study #6: Control Outcomes 

 The table below outlines the control outcome characteristics for the LargeMan systems 

development process. Evidence was collected corresponding to each of the control outcomes as 

they focus on either product- or process-related objectives. Of the 4 control outcomes identified, 2 

were product-focused (50%), while 2 were process-focused (50%). From an IS control 

perspective, this translates to hybrid control outcomes. 



 

255 
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Quality: Code quality X  

Innovation: User-desired functionality X  

Speed and schedule: Project and team efficiency  X 

Speed and schedule: Speed of development  X 

Table 61. LargeMan Systems Development Control Outcomes 

 The desired outcomes from the control portfolio employed at LargeMan include both 

product- and process-focused outcomes. From a product perspective, quality is seen as a key 

outcome through the achievement of minimizing defects. The following quotes highlight 

interviewee’s opinions on the role that the controls inherent in the agile process can contribute to 

this product outcome: 

 

There is just a sense of security [in] having more people know more things about 

different areas [within agile]. It is just that security. That must lead to better code 

quality. It must lead to, hopefully, fewer defects. (Developer, LargeMan) 

 

And really we are trying to kind of minimize the amount of defects. So if you can test 

as it is going on, you can fix the things as they come up; but now we have a back log 

and I think we are going to have a two-Sprint backlog of testing that needs to be 

done. So then it is just going to be again the flood of defects as they test the whole 

process instead of testing the smaller kind of chunks. So until we get to that point 

where we have somewhere that they can test what is our ongoing stuff, I don’t think 

that we can progress past what we are doing right now. (Developer, LargeMan) 

 

 Another product outcome noted by interviewees is the more effective delivery of 

functionality to users. Under past controls, application functionality requested by users would not 

be received until months later; now, requests are typically delivered in a number of weeks. This 
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ability to deliver what users want and add value to the work that they do is a key outcome of the 

process. The following quotes explain this objective: 

 

As we go through the testing cycle with users, we are going to find out how we can 

deliver more value to the tool before they actually turn it on, which will allow us to 

get closer to what will actually be a benefit for them. But it is going to take some 

time to get used to the fact that it is happening. On the flip side of the coin, we have 

another business user who was absolutely famous for - in the last week of developing 

- giving ten requests. Whereas now he is just pushing them in whenever he wants and 

he is generally getting them 4 weeks later. So he is much happier and he is prepared 

for it. (Development Lead, LargeMan) 

 

What used to happen would be we would not be able to get to a couple of 

requirements and we would have to say to the business, ‘well I am sorry, but we just 

could not get to this because of whatever issue and we will see you in 4 months’. 

Whereas now we can just say, ‘you know what, we did not quite get to it. We had this 

issue or something else took priority’. It allows us to communicate back to them a lot 

more frequently and manage their expectations instead of last minute, ‘oh yeah, 

sorry we did not get that’. But now we can say, ‘you know what, in 3 weeks you will 

have it’. And they are like, ‘okay’. (Development Manager, LargeMan) 

 

 Process-focused control outcomes are also key to LargeMan systems development. The 

efficiency in which the team works is seen as being particularly important to interviewees. Under 

the previous approach, IT development was effective within selected areas, but was not seen as 

having the flexibility and skills to deliver the range of products and services desired by the 

business on a reliable basis. Using the new approach, agile has expanded the development team’s 

ability to become more flexible and deliver projects when they are required by customers. The 

following interviewee quotes highlight this perspective:  
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So when management looks at [the ERP] coming in, they are afraid based on the 

current structure of their teams. And they see agile as a way to make the teams more 

effective, given a set of areas instead of one. That is kind of the push. (Developer, 

LargeMan) 

 

I think that it takes us out of the scapegoat role though. We are no longer the critical 

path. We are moving faster for the business in the bigger requests, which feels good 

to us because business would always point to IT and say, ‘IT can’t fulfill our request, 

so we need to go external and we need to buy a solution etc., etc.’. Now we are off 

the critical path and can point at the business and say, ‘they are not moving fast 

enough to accept it’. (Development Lead, LargeMan) 

 

 The speed at which development projects are delivered is also a key process-focused 

objective. The new process allows the LargeMan team to turn around user requests at a much 

higher rate than the waterfall process would allow. The following quote outlines this ongoing 

objective: 

 

But now we have kind of told them this is agile and this is where we are heading and 

this is what we want to try to do. We are trying to get more work done and get more 

out to them sooner. Now that they are on board, the requirements are starting to 

come quicker. When I am showing them something, they are bringing it to the 

business and getting feedback sooner so that we can adjust on the fly, which makes 

my life a lot easier. (Developer, LargeMan) 

 

 In summary, both product- and process-focused control objectives exist within the 

objectives of the systems development process: half of desired outcomes are related to products, 

while the other half relate to processes. These results translate to hybrid control outcomes. 
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7.4 Summary 

This chapter has presented the results of a case study conducted at LargeMan, which 

examined the systems development process. Using the IS control construct dimensions and 

approach outlined in Chapter 3, the process was evaluated to determine its primary control 

characteristics. The results from this exercise are utilized in Chapter 8 to evaluate the degree of IS 

control alignment for each case study. 
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Chapter 8 

Information Systems Control Alignment Evaluation 

 Understanding information systems control characteristics enables practitioners and 

researchers to reflect on the types of controls employed in a process, as well as possible 

alternatives, but understanding the relationships between controls allows for a more sophisticated 

analysis. The activities in the previous chapters have established a framework of the IS control 

dimensions that exist within a process; however, in order to address the practical problem of 

ineffective and insufficient IS controls deployed within organizations, a better understanding of 

how controls work together (or against one another) in complex information systems processes is 

required. 

 The objective of this chapter is to address this practical challenge by employing the IS 

control construct developed in the previous chapters within an alignment context in order to 

empirically evaluate the degree that information systems controls are perceived to more 

effectively achieve desired control outcomes when they are configured similarly to an ideal 

profile of IS controls. Three ideal profiles are constructed based on past control theory and 

empirical observations: a traditional profile characterized by structured, stable, repetitive 

processes; an agile profile characterized by quickly changing, team-based processes; and a hybrid 

profile that draws on a variety of diverse controls to fit a unique set of process requirements.  

This chapter will examine the events within an information systems process that lead to 

controls becoming aligned or misaligned with an ideal profile, as well as the consequences. By 

identifying the relationships between the relevant IS control dimensions, this study will build 

theory on how IS control alignment functions, as well as provide practical insights to 
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organizations on enhancements that can be made to IS process management through a better 

understanding of control alignment. 

 An extensive collection of literature within the field of information systems focuses 

exclusively on research questions related to how a particular phenomenon works. For example, 

Sarker et al. (2005) pose the question ‘how does technology adoption occur in groups?’, while 

Majchrzak et al. (2006) ask ‘how can information technology support an individual's 

communication of context to develop collaboration know-how?’. Similarly, Lee (1994) 

investigates ‘how do managers use electronic mail as a communication medium?’ and Lapointe 

and Rivard (2005) ask ‘how is individual and group resistance manifested during IT 

implementations?’. Such studies highlight the importance of understanding how a phenomenon 

works, while not explicitly addressing why it works. This study will adopt a similar approach. It 

consists of an exploratory study focusing on how IS control alignment functions, including what 

consequences alignment can have on an organization; however, it does not specifically address 

more general questions explaining why control alignment operates as it does. Due to the lack of 

prior research into the IS control alignment field, this line of inquiry is deemed to be premature 

and is reserved for future research, which is explained in more detail in Chapter 9. 

 The results of this chapter will be presented as follows. First, an overview of the 

theoretical foundation for the research will be presented. This will be followed by a discussion of 

the research methodology, which will outline the details of how IS control alignment is 

conceptualized and evaluated. Next, results from the case studies presented in Chapters 4-7 will 

be evaluated for IS control alignment, including supporting qualitative data and diagrams. 

Finally, the observations and implications of the study will be discussed, including the 

presentation of an IS control alignment process model and four related research propositions. 
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8.1 Theoretical Foundation 

 The theoretical base for this thesis draws not only from the control literature presented in 

Chapter 2, but also from alignment theory. By grounding the study in this domain, a context for 

conceptualizing an approach to evaluate how controls work together (or against) one another is 

established. This section examines specific areas of focus and points of view taken in past 

alignment studies in order to set a theoretical foundation that can provide a preliminary guide for 

the data collection and analysis activities that follow. 

8.1.1 Alignment Research Overview 

The concept of alignment, which is considered to be synonymous with fit (Chan & Reich, 

2007b), is conceptualized within organizational research in a variety of ways. Alignment 

commonly refers to the similarity or match between two constructs (Edwards, 1994), but can also 

extend to the consideration of complementary and supplementary relationships between 

constructs (Muchinsky & Monahan, 1987).  

 Drawing from Chan’s (2002) discussion of alignment within the IS discipline, three key 

categories of alignment research are identified: strategic, structural, and cultural. A fourth 

category, project alignment, is an emerging area that will also be discussed. Strategic alignment 

refers to the degree to which the business strategy and plans complement the IS strategy and plans 

(Chan & Reich, 2007b). Strategic alignment is generally viewed as forming the most dominant 

subset of alignment research within the field and accounts for the most widely cited publications, 

including Chan et al. (1997), Henderson and Venkatraman (1999), and Reich and Benbasat 

(2000). Henderson and Venkatraman (1999) introduce the highly influential Strategic Alignment 

Model (SAM), which consists of four domains: business strategy, IS strategy, organizational 

infrastructure, and IS infrastructure. They argue that the degree of strategic fit represents the 
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relationships between the internal (business strategy or IS strategy) and external (organizational 

infrastructure or IS infrastructure) components. In comparison, functional integration is viewed as 

the alignment between the business (i.e. strategy and infrastructure) and IS (i.e. strategy and 

infrastructure). Though different forms of alignment exist, Henderson and Venkatraman (1999) 

suggest that four unique alignment configurations can exist that correspond to an organization’s 

primary business focus. The traditional, hierarchical view suggests that business strategy drives 

the organizational infrastructure, which dictates the IS infrastructure. A second view, technology 

transformation, suggests that business strategy will drive the IS strategy, which will influence the 

IS infrastructure. In comparison, the competitive potential view applies where IS capabilities can 

be exploited; a company may set the IS strategy first, which then dictates the business strategy 

and the organizational infrastructure. Finally, for an organization providing technology services, 

the IS strategy could be used to drive the IS infrastructure, which influences the organizational 

infrastructure. 

 Two other strategic alignment publications have been particularly influential. In Chan et 

al. (1997), the authors propose that the business strategic orientation (STROBE) and the IS 

strategic orientation (STROEPIS) contribute to create IS strategic alignment. Using a survey-

based methodology, each of these three constructs is found to have significant relationships with 

IS effectiveness and/or business performance. In another seminal study, Reich and Benbasat 

(2000) examine short and long-term strategic alignment through a series of case studies. Their 

results highlight the importance of effective communication between IT and business executives 

in order to achieve alignment. 

 The second category of IS alignment, structural alignment, refers to the degree of 

structural fit between IS and the business; it is influenced by the location of IS decision-making 
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rights, reporting relationships, (de)centralization of IT, and the deployment of IS personnel (Chan 

& Reich, 2007b). The focus on particular structures when assessing this type of alignment varies 

within the literature. One view considers the differences between formal structures (e.g. mandated 

rules) and informal structures (e.g. implicit values) when examining structural alignment (Chan, 

2002). Another view focuses on the degree of centralization in IS decision making rights by a 

central IS group compared to decentralized groups (Kearns & Sabherwal, 2006). For example, 

Tiwana (2009) examines how project governance configurations (i.e. decision right 

decentralization) fit with inter-departmental knowledge as an antecedent of systems development 

performance. Brown and Magill (1994) suggest that IS structure changes are often made to better 

align responsibilities for the IS function with the characteristics of the overall organization. 

However, Chan (2002) argues that organizations achieve structural alignment in ways that differ 

from strategic alignment. For example, strategic alignment is viewed as having four essential 

antecedents (i.e. business-IS communication, linked business-IS mission, interconnected 

business-IS planning, and business commitment to IS issues), while structural alignment 

antecedents (e.g. reporting relationships, performance measurement) are viewed only as 

preferable. 

 Cultural alignment refers to the degree to which an organization or nation’s culture is 

congruent with the organization’s IS strategy and objectives. Chan (2002) argues that company 

culture contributes to the informal structures that may be an important precondition to achieving 

alignment. Leidner and Kayworth (2006) highlight the role of culture in achieving alignment as 

being an under-researched area. They discuss aspects of fit between national/organizational 

values and the values embedded within a technology, suggesting that this can influence the 

success of an IS implementation. Similarly, Cram (2011) conducts an exploratory study on the 
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alignment of values manifested within organizations, departments, or teams to the values 

embedded in IS practices and procedures, referred to as IS values alignment. Though only a 

preliminary study on the topic, the paper puts forth propositions suggesting that IS values 

alignment may relate to perceptions of the IS organization, as well as organizational performance. 

 A more recently emerging type of alignment is project alignment, which refers to the 

degree to which an IS project’s deliverables are congruent with the organization’s IS strategy and 

project objectives (Jenkin & Chan, 2010). Conceived from a process perspective, the achievement 

of IS project alignment is seen as contributing to the execution of organizational strategy (Jenkin 

& Chan, 2010). 

 Two main categories of models have emerged in alignment research (Chan & Reich, 

2007b). The first is a contingency model, which views alignment as a construct to be measured at 

a single point in time (e.g. in a cross-sectional study using a variance model). Research using this 

model tends to focus on the antecedents, measures, and outcomes of alignment. Examples of 

research using this model include Sabherwal and Chan (2001), Preston and Karahanna (2009), 

and Tiwana (2009). The second category of alignment described by Chan and Reich (2007b) is 

the process model of alignment, which views the phenomenon as a process to be understood over 

time rather than an end state. Research using this model tends to consider the application of 

specific IS management capabilities, actions and reactions, and alignment-related patterns that 

occur over time. Examples of research using this model include Sabherwal et al. (2001), 

Hirschheim and Sabherwal (2001), and Benbya and McKelvey (2006). 

 Different perspectives exist in the literature regarding alignment measurement. 

Venkatraman (1989) proposes six conceptualizations of fit in strategy research: moderation is 

calculated using interaction terms and is used by Chan et al. (1997) and Tiwana (2009); mediation 
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is modeled using indirect or intermediate variables; matching is measured using deviation scores 

and is used by Chan et al. (1997) and Byrd et al. (2006); gestalts is arrived at via cluster analysis 

and is used by Bergeron et al. (2004); profile deviation is examined using pattern analysis and is 

used by Sabherwal and Chan (2001); and covariation is computed using factor analysis and is 

used by Croteau and Raymond (2004). 

 Two divergent dimensions of alignment also divide the literature in regard to 

measurement: the intellectual dimension and the social dimension. The intellectual dimension 

considers alignment on the basis of tangible, identifiable artifacts, such as goals, plans, and 

strategies. This approach is adopted by Chan et al. (1997). In comparison, the social dimension 

considers alignment on the basis of cognitions and understandings. Reich and Benbasat (2000) 

perceive the social dimension of alignment as the state in which the business and IS executives 

understand and are committed to the business and IS mission, objectives, and plans. They 

examine the social dimensions of alignment by examining written business and IS plans, self-

reports, mutual understanding of objectives, and congruence of business/IS visions. Another 

example of this perspective is Tan and Gallupe (2006), who examine shared cognition between 

business and IS executives as a cognitive basis for the social dimension of alignment. Similarly, 

Preston and Karahanna (2009) consider the social dimension by examining the degree of shared 

understanding about the role of IS between the CIO and top management team. 

 An additional method of measuring alignment draws on the concept of a maturity model, 

comprised of a series of pre-defined stages that represent increasing levels of relative proficiency. 

Maturity models have been used by Sledgianowski et al. (2006) to measure alignment research 

across six areas: communication, competency, value measurement, governance, partnership, and 
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scope/architecture skills. Similarly, Khaiata and Zualkernan (2009) propose a maturity model 

measurement instrument for IS-business alignment that is helpful for identifying gaps. 

 Two key themes addressed in the alignment literature relate to the factors that lead to 

alignment and the outcomes of alignment. In regard to the factors leading to alignment, the 

literature notes a wide range of causes. Communication, shared understanding, and shared 

cognition between IS and business executives are noted as key factors (Chan, 2002; Preston & 

Karahanna, 2009; Reich & Benbasat, 2000; Tan & Gallupe, 2006). As well, organizational 

characteristics and processes are also noted as being important for alignment, including corporate 

strategy, firm structure (e.g. decision making centralization), culture, business unit autonomy, and 

emphasis on knowledge management (Brown & Magill, 1994; Kearns & Sabherwal, 2006). 

 In regard to the outcomes of alignment, the most dominant finding is that alignment 

increases business performance. Results that support this assertion have been confirmed by Chan 

et al. (1997), Croteau and Raymond (2004), and Sabherwal and Chan (2001). Research also 

suggests that alignment can lead to increases in terms of quality planning and implementation 

(Slaughter, et al., 2006), focused and strategic use (Chan & Reich, 2007b), and 

efficiency/effectiveness (Tiwana, 2009). In contrast, other studies such as Tallon (2003) consider 

situations where few benefits are provided by alignment, including situations where alignment 

can have negative consequences. 

 A variety of theories are used by researchers to support alignment research, as outlined in 

Chan and Reich (2007a). One popular approach is Miles and Snow’s (1978) typology of 

prospector, analyzer, defender, and reactor, which differentiates organizations on the basis of 

market strategy and internal structures. The typology is used in research such as Sabherwal and 

Chan (2001). Punctuated equilibrium is another widely used theory in alignment research. It 
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refers to periods of a stable environment that are interrupted by a radical change over a short 

duration. Punctuated equilibrium theory is used in alignment research such as Sabherwal et al. 

(2001). 

 The methods used to conduct alignment research commonly use case studies (Reich & 

Benbasat, 2000; Sabherwal, et al., 2001; Slaughter, et al., 2006) and surveys (Chan, et al., 1997; 

Hirschheim & Sabherwal, 2001; Preston & Karahanna, 2009). There are also numerous 

conceptual papers, such as Henderson and Venkatraman (1999), Hirschheim and Sabherwal 

(2001), and Corea (2006). Alignment research tends to not make heavy use of alternative 

methodologies or techniques (Chan & Reich, 2007b), but two unique examples include Tan and 

Gallupe’s (2006) repertory grid technique and the use of radial graphs by Slaughter et al. (2006). 

 Past alignment research has noted a number of key areas for future research in the field. 

One suggestion is for an increased focus on the process view of alignment, because this has been 

underrepresented in the literature (Chan & Reich, 2007b). As well, calls have been made for 

greater use of well-established theories, as past alignment research has been criticized for being 

atheoretical (Chan & Reich, 2007b). Finally, opportunities for future research have been 

identified relating to informal organization structures, such as trust, cultural ties, and social bonds 

(Chan, 2002). 

8.1.2 Use of Alignment Theory in This Research 

The use of the alignment concept in the information systems field has allowed 

researchers to evaluate how a variety of IS-related elements (e.g. strategy, structure) fit with other 

business elements in order to achieve performance. This research adopts a similar objective, but 

with different elements. As defined in Chapter 1, IS control alignment is defined as the degree 

that controls employed within an IS process are similar to an ideal profile of controls. This is a 
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contrast to past alignment studies that might compare the strategy of the IS department with the 

strategy of the business. 

In order to determine how the alignment of controls should be evaluated, the six fit-based 

relationships proposed by Venkatraman’s (1989) study were examined. To choose which of these 

six approaches was most appropriate for this study, the data collected in the previous chapters 

were scrutinized in detail to determine the extent that their characteristics matched 

Venkatraman’s profiles of fit and the control-oriented approach of the study. Based on an 

extensive analysis of the data from each of the case studies, it was determined that a profile 

deviation approach to alignment was the most appropriate. Refer to Table 62 for details. The 

profile deviation approach to alignment represents “the degree of adherence to an externally 

specified profile” (Venkatraman, 1989, p. 433). That is, alignment is determined through the 

internal consistency amongst multiple contingencies. Alignment viewed through the concept of 

profile deviation is characterized by a low degree of specificity of the functional form of the fit-

based relationship, a high number of variables that are used to determine fit, and the profile is 

criterion-specific (Venkatraman 1989). Where a high degree of adherence to an ideal multi-

dimensional profile is realized, a positive impact on the criterion variable is then expected; a low 

degree of adherence to the profile is expected to result in a negative impact on the criterion 

variable. Profiles can be established by drawing on either a theoretical or empirical configuration 

(Hirschheim & Sabherwal, 2001). In the context of this research, if the degree of adherence found 

in an IS process’ controls to an ideal profile of control environment characteristics, control 

mechanisms, socio-emotional experiences, and control execution characteristics has a significant 

effect on the achievement of control outcomes (e.g. speed, quality, risk reduction), it would 

represent a profile deviation perspective. The alternative, criterion-specific approaches to 
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alignment either use too small a number of variables (moderation) or are inconsistent with the 

study’s approach to alignment (mediation). As noted above, numerous control-related variables 

were identified within the preliminary data collection, suggesting moderation as being an 

inappropriate approach. For mediation, there was no clear evidence within the collected data that 

suggested intervening effects on a criterion variable that exist between an antecedent and its 

consequent variable; as such, mediation was not seen as an appropriate approach. Past IS 

alignment research, such as Sabherwal and Chan (2001), has employed a profile deviation 

approach. 

Fit-based 

Relationship 

Distinguishing Features 

(Venkatraman 1989) 

Basis for Inclusion/Exclusion 

Moderation Criterion-specific, high 

specificity, few variables 

Exclusion due to degree of specificity 

and number of variables 

Mediation Criterion-specific, moderate 

specificity, moderate number 

of variables 

Exclusion due to degree of specificity 

and number of variables 

Profile 

Deviation 

Criterion-specific, low 

specificity, many variables 

Inclusion due to inclusion of criterion 

variable, degree of specificity, and 

number of variables 

Gestalts Criterion-free, low 

specificity, many variables 

Exclusion due to absence of a criterion 

variable 

Covariation Criterion-free, moderate 

specificity, moderate number 

of variables 

Exclusion due to absence of a criterion 

variable 

Matching Criterion-free, high 

specificity, few variables 

Exclusion due to absence of a criterion 

variable, degree of specificity, and 

number of variables 

Table 62. Alignment Approach Comparison  

8.1.3 Alternative Theoretical Views 

 Other theoretical approaches were considered for this research, but were considered less 

appropriate than the integrated control and alignment theory-based approach explained above. 

This section will briefly outline a series of potential alternatives and explain why they were not 

chosen. 
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Evolutionary theory refers to a collection of complex interactions between various 

organizational domains that operate simultaneously over time with a series of dynamic, 

incremental, emergent changes (Benbya & McKelvey, 2006). Originating from biology and 

ecology research, evolutionary theory in the IS field applies an emergent view of natural systems 

at multiple levels within an organization (McKelvey, 1999). The concepts within evolutionary 

theory regarding incremental changes over time and inter-relationships between organizational 

elements are consistent with the approach taken to this research; however, the depth and length of 

fieldwork required to sufficiently evaluate an evolutionary process related to IS control in 

practice exceeds the scope of this study. Further, because this research adopts an exploratory 

approach to the control alignment topic, the complexity of data and analysis required to conduct a 

study using evolutionary theory was considered to be inappropriate for this preliminary 

investigation of the topic. 

Adaptive structuration theory draws on Giddens’ structuration theory (1984) by 

proposing a complex set of social rules and interactions by groups and organizations that can lead 

to varied perceptions and application of technology (DeSanctis & Poole, 1994). The theory 

examines how concepts such as information technology structures, social structures, and decision 

outcomes interact with one another over time. A variety of past research has investigated how IS 

processes and controls are adapted over time in line with the suggestions outlined by adaptive 

structuration theory. For example, Cao et al. (2009) examine how agile development 

methodologies are adapted by employees in order to suit unique organizational contexts. 

Adaptive structuration theory is consistent with the approach adopted in this research in terms of 

the recognition of the importance of social issues and interactions to the understanding of IS 

process operation, as articulated within the socio-emotional IS control dimension. However, 
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adaptive structuration theory is most commonly associated with an interpretive epistemology 

(DeSanctis, Poole, Dickson, & Jackson, 1993), which conflicts with the positivist approach 

adopted for this research that was discussed in Chapter 1. As well, because the primary focus of 

adaptive structuration theory is on social interactions, other core areas of IS control noted in the 

literature review that are not of a social nature (e.g. control mechanisms, control outcomes) would 

be inappropriately reduced in importance under this theoretical lens. 

Punctuated equilibrium is a biology-based theory that is commonly applied to 

organizational behaviour and strategy research, such as Sabherwal et al. (2001). It proposes that 

periods of stability within an environment are periodically interrupted by a radical, unstable 

change over a short duration. This approach contrasts with competing propositions that suggest 

changes occur incrementally and gradually over time (Eldredge & Gould, 1972).  For example, 

past research has suggested that technological innovations can trigger instability in organizational 

environments, which can lead to significantly altered business models and processes (Romanelli 

& Tushman, 1994). From an IS control alignment perspective, punctuated equilibrium could be 

considered an appropriate theoretical lens in situations where control changes are numerous and 

sudden, such as new governmental regulations over a business process (e.g. Sarbanes-Oxley). 

However, my approach to this research recognizes that although IS controls do experience 

revolutionary changes, more incremental, moderate evolutions are also common. Therefore, this 

research focuses on the means by which managers attempt to influence the behaviour of 

employees by considering IS processes characterized by both incremental changes over time, as 

well as processes where more significant control revolutions occur. 

Agency theory is a common theoretical base for control-related research and is concerned 

with the relationship between one party (the principal) who delegates work to be performed by 
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another party (the agent).  The theory uses the metaphor of a contract to describe the principal-

agent relationship (Jensen & Meckling, 1976) and seeks to resolve two problems: the interests of 

principals and agents are divergent, and it is difficult for the principal to verify what the agent is 

actually doing (Eisenhardt, 1989). One application of the theory, termed positivist agency theory, 

focuses on situations where principals and agents have conflicting goals and examines the control 

mechanisms used to restrict the divergence of interests between the two parties (Eisenhardt, 

1989).  Whereas this view of the theory typically considers an owner-manager relationship, a 

second application called principal-agent research takes a broader view of agency, including 

doctor-patient, employer-employee, and principal-professional relationships (Harris and Raviv, 

1978; Kohli and Kettinger, 2004; Sharma, 1997).  This perspective on agency theory seeks to 

identify the optimal principal-agent contract, while considering varying levels of outcome 

uncertainty, risk acceptance, and information (Eisenhardt, 1989). Although agency theory is a 

well-accepted approach to control research, it tends to focus on the context of the principal-agent 

relationship (i.e. control environment), the characteristics of the controls (i.e. control 

mechanisms) and the achievement of organizational objectives (i.e. control outcomes). As a 

result, the importance of the other dimensions of control, such as socio-emotional experiences 

and control execution, may be overlooked if an agency theory approach was used. Since all of the 

control dimensions identified in Chapter 2 are viewed as key to understanding control phenomena 

in the context of this study, the use of agency as a primary base for this research was considered 

inappropriate. 

8.2 Methodology 

 The evaluation of IS control alignment in this chapter leverages the case study research 

activities described in Chapters 4-7. An IS process level analysis is employed in order to 
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complete an assessment of control alignment based on the data collected and analyzed within the 

case studies. In order to determine the degree of IS control alignment, theory drawn from past 

control research, as well as findings from the previous chapters, is used as input to the 

construction of ideal IS control profiles. The extent that the case study control profile aligns with 

the ideal profile establishes the overall degree of IS control alignment. The following section 

provides an overview of the design and analysis approach used. 

8.2.1 Research Design 

 This study employs a profile deviation approach to evaluate the degree that a criterion 

variable is positively influenced by the alignment of IS controls within an IS process. By 

theoretically and empirically establishing a set of profiles that correspond to ideal patterns of IS 

control, the level of alignment can be evaluated by determining the similarity between the ideal 

profile and an IS process’ profile. Where the actual control profile is closely aligned to the ideal 

profile, a high degree of control outcome achievement is expected; as the control configuration 

becomes less aligned to the ideal profile, diminishing control objective performance is 

anticipated. 

 In this research, the profile of controls within an IS process is deemed to consist of the 

control characteristics corresponding to the process’ control environment, control mechanisms, 

socio-emotional experiences, and control execution, while the criterion variable that is examined 

is the actual achievement of control outcomes. Where the control characteristics of a process are 

highly similar to the control characteristics of an ideal type, alignment theory suggests that the 

achievement of the desired control outcomes will become stronger; where the control 

characteristics of a process are dissimilar to all ideal types, the achievement of control outcomes 

will be relatively weaker. 
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 Due to the design of the research described in Chapter 3, qualitative data was relied upon 

to evaluate the extent that control outcomes are achieved as a result of the corresponding controls. 

Some of this interview and company document data comprise employee perceptions of the 

control outcomes of an IS process (e.g. a manager’s opinion that software quality improved, but 

not an objective measure to validate the improvement). Research into the perceptions of IS 

employees has been explored in studies such as Tallon et al. (2000), Hirschheim et al. (2003), 

Tallon and Kramer (2007), and Smith et al. (2007). Much of the past work in the field on 

perceptions relates to the extent that information systems are seen to provide value to the firm. 

Tallon and Kramer (2007) argue that although it is desirable to utilize objective measures, 

computing such values is not always possible. This view is consistent with the achievement of 

control outcome effectiveness, which can be different depending on the desired objective (e.g. 

compliance versus speed versus risk reduction). Past research also argues that perceptions within 

an IS environment have a strong correlation with traditional objective measures (Venkatraman & 

Ramanujam, 1987). Due to the exploratory rather than explanatory nature of this study, the 

perceptions of employees related to control outcomes is deemed to be an appropriate criterion 

variable to employ in determining the implications of IS control alignment. 

 When embarking on a profile deviation approach, Venkatraman (1989) suggests that “the 

ideal profile can be developed from prior theory or it can be empirically derived from the 

available data” (p. 82). Based on the extensive literature review conducted in Chapter 2, this 

research initially draws on the IS control literature to construct the profiles. From this activity, 

which is described in detail below, two distinct ideal profiles of IS control alignment were 

developed: one referred to as ‘Agile’ and the other as ‘Traditional’. As well, during the analysis 

of the empirical data, a third profile was identified, which is referred to as ‘Hybrid’. These three 
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profiles form a basis for the profile deviation approach that is employed in the study. Although no 

additional control profiles were identified in this research from either theory or the empirical data, 

it is possible that other ideal control profiles may exist. Details of this opportunity for future 

research are noted in Chapter 9.  

Each profile is distinct and represents a unique configuration of IS control classes 

belonging to the control dimensions identified in the literature review and control construct 

development that results in an optimal achievement of an IS process’ control outcomes. The ideal 

control profiles proposed in this research are viewed as contributing to approximately the same 

outcome (optimal control outcome achievement), but via different configurations of control 

classes. One profile is not viewed as being superior to the other; rather, they are viewed as 

alternative methods of achieving an equivalent result. 

Each of the ideal profiles consists of one control classification rating from the control 

environment, control mechanisms, socio-emotional experiences, and control execution 

dimensions. That is, a profile is a pattern of control classifications within four IS control 

dimensions that contribute to the achievement of the fifth IS control dimension, control outcomes. 

Table 63 highlights the components of each of the ideal profiles. 
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Traditional Highly 

Traditional 

Highly 

Preventive 

Highly 

Individual 

Highly  

Stable 

Agile Highly 

Progressive 

Highly 

Detective 

Highly 

Collective 

Highly 

Evolution 

Hybrid Hybrid Hybrid Hybrid Hybrid 

Table 63. IS Control Alignment Ideal Profiles 
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8.2.1.1 The Traditional IS Control Alignment Profile 

 The Traditional IS control alignment profile draws on control research that assumes an 

overall process stability, including structured organizational factors (control environment), 

effective anticipation and prevention of process issues (control mechanisms), a hierarchical 

delivery of control where individuals are tasked with responsibilities from supervisors (socio-

emotional experiences), and a relatively stable collection of controls (control execution). The 

traditional profile acts on these assumptions by employing a pattern of controls consistent with a 

traditional environment, preventive mechanisms, individual socio-emotional experiences, and 

stable execution.  

 Past control literature supports the assertion that integrating these control classifications 

together will lead to control outcome achievement. The table below notes the relevant citations 

from past literature related to control theory contributions that support the traditional control 

profile as being highly effective in achieving desired control outcomes. Although no single 

publication or finding supports the existence of the traditional control profile, together the 

findings demonstrate a pattern of relationships between each of the respective control 

classifications. 
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Theoretical Summary 

Boss et al. (2009)  X X  X Finds that an IS employee’s 

perception of mandatoriness is 

effective in motivating individuals 

to take security precautions. 
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Kirsch (1996) X X    Argues that knowledge of the task, 

behaviour observability, and 

outcome measurability are key 

determinants to control choice. 

Behaviour observability and 

controller knowledge relate to 

increased behaviour control. 

Outcome measurability relates to 

increased outcome control and 

decreased self control. 

Kirsch (1997) X X    Suggests that the process of 

constructing a control portfolio 

depends on the existence of pre-

existing mechanisms (i.e. standard 

practices and approaches), task 

characteristics, role expectations, 

and project-related knowledge/ 

skills. 

Kraut and Streeter 

(1995) 

 X   X Argues that large systems fail 

because the associated activities are 

insufficiently coordinated and 

controlled. 

Roberts et al. (2006)   X  X Finds a significant relationship 

between the extrinsic motivation of 

individual employees (self-control) 

and participation in outsourced 

projects. Finds a relationship 

between participation and 

performance. 

Fitzgerald (1996)  X   X Argues that the use of 

methodologies provides the 

opportunity to monitor and control 

costs, benefits, and risks. 

Santana and Robey 

(1995) 

 X X   Finds that managerial control has 

the strongest effect on extrinsic 

employee satisfaction and self-

control has the strongest effect on 

intrinsic satisfaction. 

Halloran (1978)  X   X Suggests that control mechanisms 

including training, documentation, 

and resource requirements can be 

put into place in order to achieve 

quality control in software 

development. 

Jiang et al. (2004)  X   X Managerial control activities are 

found to be associated with project 
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performance (cost control, schedule 

control, and compliance to audit 

standards). 

Kling and Iacono 

(1984) 

X   X  Finds that the structural 

characteristics of an organization 

will influence the power and politics 

of control, which become 

institutionalized and reinforced over 

time. 

Gopal and Sanders 

(1997) 

 X   X Finds that preventive/deterrent 

controls can reduce the risk of 

piracy and can potentially increase 

profits. 

Nidumolu and 

Subramani (2003) 

 X   X Finds that standardization of 

outcome controls (e.g. detailed 

performance criteria) enhances 

performance (i.e. process flexibility, 

process predictability). 

Spears and Barki 

(2010) 

 X X  X Argues that individual user 

participation in IS security risk 

management results in more 

effective IS security measures and 

compliance. 

Table 64. Traditional Profile Support 

8.2.1.2 The Agile IS Control Alignment Profile 

In contrast to the focus on structure and stability of the traditional profile, the agile profile 

instead assumes flexible and uncertain organizational factors (control environment), an inability 

to predict control issues and thus a reliance on detection (control mechanisms), a team-based 

process delivery where collaboration and communication is key (socio-emotional experiences), 

and a constantly changing collection of controls (control execution). The agile profile acts on 

these assumptions by employing a pattern of controls consistent with a progressive control 

environment, detective control mechanisms, collective socio-emotional experiences, and 

evolutionary control execution. 
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Past control literature supports the integration of these elements into a configuration 

where control outcomes are effectively achieved. The table below notes the relevant citations 

from past literature related to contributions on control theory that support the structure of the 

agile ideal profile. Similar to the support for the traditional profile, no single publication or 

finding supports the existence of the agile profile; however, the pattern of relationships noted in 

the findings below suggest strong linkages between the respective control classifications. 
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Theoretical Summary 

Cardinal (2001) X X   X Control can lead to an enhancement 

of innovation. Behaviour and output 

control were found to lead to 

enhanced radical innovation. 

Choudhury and 

Sabherwal (2003) 

 X X X X Projects started with simple controls 

that were then added to as time went 

on and performance problems were 

experienced. The changes in control 

over time are attributed to the 

ongoing interactions between clients 

and vendors over the course of a 

project. 

Kirsch (2004) X X  X  Finds that control is exercised 

differently, depending on the project 

phase. Also finds that control 

choices are influenced by project, 

stakeholder, and global factors. 

Three factors, task characteristics, 

task interdependency, and 

performance problems, were seen to 

influence control mechanism 

choice. When these factors change, 

so do the related control 

mechanisms. 
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Kohli and Kettinger 

(2004) 

X  X X X Finds that the controller-controlee 

relationship and the process of 

controls changing over time results 

in positive outcomes (reduced costs 

and increased quality). 

Stewart and Gosain 

(2006) 

X  X  X Finds that open source team 

member adherence to the 

community ideology impacts team 

effectiveness (task completion). 

Also suggests that community 

ideology relates to team 

relationships, as a result of 

communication quality, trust, and 

socialization. 

Orlikowski (1991) X X X X X Argues that as control becomes 

more integrated through its 

embeddedness in IS, new control 

mechanisms may emerge. Suggests 

that organizations can use 

socialization techniques to control 

the behaviour of impressionable 

employees and improve outcomes 

(quality, cost, speed). 

Baskerville and Stage 

(1996) 

X X   X Finds that risk analysis is a means 

of controlling a prototype 

development project. An iterative 

risk analysis cycle is used, followed 

by a prototyping cycle, followed by 

another risk analysis cycle. This 

process stimulates management to 

implement control mechanisms such 

as defining expectations, assigning 

resources, and measuring progress, 

which results in an overall risk 

reduction. 

Phan et al. (1995)  X  X X Focuses on the control of quality 

within software development 

projects. Examines case where 

quality issues were surfacing 

because of insufficient testing 

resulting from high secrecy about 

products. Testing was opened up to 

a larger group using a variety of 

detective mechanisms. The new 

approach resulted in fewer defects 

and user satisfaction/service was 
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increased. 

Harris et al. (2009) X X  X  Conceptualizes emergent outcome 

control, which is suggested to be a 

more iterative, closely monitored 

form of outcome control that is 

evaluated periodically, rather than 

only after the outcome is 

achieved/not achieved. Argues that 

the level of technology and market 

characteristics (boundaries, 

competitors) will influence the type 

of systems development approach 

(and thus the underlying control 

differences). 

Nidumolu and 

Subramani (2003) 

 X X  X Finds that decentralization of 

behaviour controls (e.g. allowing 

project team discretion) enhances 

performance (i.e. process flexibility, 

process predictability). 

Sia and Neo (1997)   X X X Finds increased staff motivation and 

morale to be associated with a 

systems reengineering effort and the 

associated changes in control. The 

changes also associated with 

benefits related to improved cost 

and speed. 

Table 65. Agile Profile Support 

8.2.1.3 The Hybrid IS Control Alignment Profile 

The hybrid profile represents a collection of IS control characteristics that contrast with 

the uniformity of the traditional and agile profiles. Instead the profile consists of a collection of 

diverse and contrasting controls. As noted in Ventkatraman (1989), the creation of ideal profiles 

can be developed from empirical data, as well as theory. The third ideal profile utilized in this 

research was generated through the data collected from the case studies. During the data analysis, 

it became clear from informant interviews that a configuration of controls that differs from both 

the traditional and agile ideal profiles existed. Such a situation emerged for an information 

systems process that employs a ‘toolbox’ approach to control. Refer to Appendix S for a sample 
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scenario that employs a hybrid profile. That is, a range of controls are available for use by 

organizational managers that belong to both the traditional and agile categories. Depending on the 

circumstances at a point in time (e.g. the assigned staff, the desired outcomes, etc.), a unique 

configuration of controls can be employed that achieves the desired objectives. From a process 

perspective, controls do not strictly adhere to either a traditional or agile profile, but are a mix of 

each approach. As time passes and the process circumstances change, managers can draw from 

the collection of controls within the ‘toolbox’ and make the necessary adjustments. Because such 

a configuration would be evaluated as a hybrid classification in the approach utilized in Chapter 

3, those processes that consistently use a hybrid approach across multiple control dimensions may 

be in a position to achieve optimal control outcomes in a manner consistent with the other two 

ideal types. However, distinct from the traditional and agile profiles, the potential for poor 

performance from the hybrid type also exists. In organizations that haphazardly select controls 

that are classified within both the Traditional and Agile types, a situation where controls conflict 

with one another is probable, leading to sub-optimal outcomes. In order to determine if an 

organization is intentionally using a Hybrid profile to achieve positive control outcomes versus an 

organization that is inadvertently applying the profile to achieve poor outcomes, the collected 

controls should be carefully evaluated. Table 66 outlines a listing of key indicators for both 

circumstances. 

Process Circumstance Key Indicators 

Intentional use of hybrid control 

profile to achieve optimal outcomes 
 Variance of control characteristics 

across processes and over time 

 Evidence of periodic 

consideration/evaluation of 

control selection 

 Consistent evidence of strong 

control outcome achievement 

 Consistent use of hybrid controls 

across most control dimensions 
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Inadvertent use of hybrid profile to 

achieve suboptimal outcomes 
 Static use of similar controls 

across processes and over time 

 No evidence of periodic 

consideration/evaluation of 

control selection 

 Inconsistent control outcome 

achievement 

 Use of hybrid controls in only one 

or two control dimensions 

Table 66. Comparison of Hybrid Profile Use 

8.2.2 Past Alignment Research Using Ideal Profiles 

 Similar approaches that use multiple ideal profiles are used in other alignment research, 

such as Barki et al. (2001). Here, the authors use a profile deviation approach to establish a link 

between software development project outcomes, a project’s risk levels, and how project risk is 

managed. Using data from 75 software projects, the researchers find that desired project 

outcomes (similar to control outcomes in this research) are more readily attained when risk 

management approaches (similar to control mechanisms in this study) employed in a project are 

consistent with the risk exposure of the project. The paper contrasts the mechanisms used to 

achieve budget outcomes (similar to process-focused outcomes) versus quality outcomes (similar 

to product-focused outcomes). Although the specific risk management approaches investigated by 

Barki et al. (2001) (i.e. internal integration, user participation, and formal planning) do not 

directly correspond with the control mechanism classifications in this research (i.e. preventive, 

detective), the study’s results suggest a unique pattern exists between the IS control 

characteristics within organizations. 

 Similarly, Wallace et al. (2004) conduct a cluster analysis to highlight unique aspects of 

low, medium, and high risk software projects. They find that product and process performance, as 

well as six different risk dimensions, vary based on the overall degree of risk within a project. For 
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example, performance decreases as risk increases, but at an increased rate in process terms 

compared to product terms. Similarly, planning and control risk (e.g. poor project planning, 

ineffective communication) is less prevalent than user risk (e.g. resistance to change, lack of 

commitment) in projects assessed at a medium risk threshold, but is more prevalent on high risk 

projects. The study also finds that organizational environment risk (e.g. change in management 

during a project, unstable organizational environment, negative corporate politics) are more 

common than planning and control risk for low and medium risk projects, but are less common in 

high risk projects. Again, these findings suggest that the unique characteristics of control, 

employees, and processes form distinct patterns within organizations as they are associated with 

particular performance outcomes. 

8.2.3 Evaluating IS Control Alignment in IS Processes 

 In determining the degree of control alignment using a profile deviation approach, the 

quantity of ratings corresponding to a particular ideal profile was used for the basis of the 

evaluation. Each IS process was assigned a rating for each IS control dimension in the previous 

chapters (see Table 25). Each of these ratings corresponds to either the traditional profile, the 

agile profile, or the hybrid profile.  

Where all four control classifications for a particular IS process belong to a single, 

theory-informed ideal profile (either agile or traditional), the control alignment rating is 

designated as either very strong traditional or very strong agile control alignment. In cases where 

three of the four ratings belong to a single profile, but the fourth does not belong to that profile, 

the alignment rating is designated as either strong traditional or strong agile alignment. Finally, 

in cases where two of the ratings belong to a single profile, but the other two do not belong to that 

profile, the alignment rating is designated as either moderate traditional or moderate agile 



 

285 

 

alignment. Because each case is rated in four categories, there can be no fewer than two 

similarities between the rankings. 

Because an IS process may contain one or more hybrid ratings across the IS control 

dimensions, unique control alignment ratings corresponding to this profile are also defined. As 

noted above, although these are not necessarily viewed as ideal types from a profile deviation 

perspective, they do represent common configurations across the control elements. Where all four 

ratings are hybrid, the IS control rating is very strong hybrid and where three ratings are hybrid, 

the IS control rating is strong hybrid. In situations where two ratings are hybrid and the other two 

ratings are split between traditional and agile, the IS control rating is moderate hybrid. Where two 

ratings are hybrid and the other two ratings are either both traditional or both hybrid, the IS 

control alignment rating will defer to the moderate traditional or moderate agile rating approach 

outlined above. 

Because each IS process is allocated one of three ratings for each of four control 

categories, a total of 87 possible permutations exist. Table 67 identifies one sample pattern for 

each possible IS control alignment rating. Refer to Appendix N for a complete list of all 

permutations and ratings. 

Control Alignment 

Result 

Example Pattern IS Control Alignment 

Rating 

4 of 4 traditional 

ratings 

Environment: Traditional 

Mechanisms: Preventive 

Experiences: Individual 

Execution: Stability 

Very Strongly Traditional 

4 of 4 agile ratings Environment: Progressive 

Mechanisms: Detective 

Experiences: Collective 

Execution: Evolution 

Very Strongly Agile 

4 of 4 hybrid ratings Environment: Hybrid 

Mechanisms: Hybrid 

Experiences: Hybrid 

Execution: Hybrid 

Very Strongly Hybrid 
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3 of 4 traditional 

ratings; 1 non-

traditional rating 

Environment: Traditional 

Mechanisms: Preventive 

Experiences: Hybrid 

Execution: Stability 

Strongly Traditional 

3 of 4 agile ratings; 1 

non-agile rating 

Environment: Hybrid 

Mechanisms: Detective 

Experiences: Collective 

Execution: Evolution 

Strongly Agile 

3 of 4 hybrid ratings; 

1 non-hybrid rating 

Environment: Hybrid 

Mechanisms: Detective 

Experiences: Hybrid 

Execution: Hybrid 

Strongly Hybrid 

2 of 4 traditional 

ratings; 2 non-

traditional ratings of 

different categories 

Environment: Traditional 

Mechanisms: Hybrid 

Experiences: Individual 

Execution: Evolution 

Moderately Traditional 

2 of 4 agile ratings; 2 

non-agile ratings of 

different categories 

Environment: Traditional 

Mechanisms: Detective 

Experiences: Collective 

Execution: Evolution 

Moderately Agile 

2 of 4 hybrid ratings; 

2 non-hybrid ratings 

of different categories 

Environment: Traditional 

Mechanisms: Detective 

Experiences: Hybrid 

Execution: Hybrid 

Moderately Hybrid 

Table 67. Control Alignment Pattern Configurations 

 Past studies have employed approaches similar to the one utilized in this research, which 

aggregate multiple assessments of alignment into a single, overall rating. For example, Bergeron 

et al. (2004) employ a model that rates an organization’s business strategy, business structure, IS 

strategy, and IS structure on a scale of ‘high’, ‘medium’, or ‘low’. These individual ratings are 

then used to assign a broader rating for a variety of alignment types (e.g. where business strategy 

and IS strategy have an equivalent rating, strategic alignment is rated as high). These alignment 

ratings are then aggregated into a single characterization of overall alignment based on the pattern 

of high/medium/low evaluations. For example, Bergeron et al. (2004) consider six ‘high’ 

alignment ratings to be an ideal pattern as no alignment conflicts exist. In contrast, where four 
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‘low’ alignment ratings and two ‘high’ alignment ratings are found, it is considered to represent 

the worst possible pattern due to the significant number of conflicts. 

 Another example of past research employing a similar approach is Reich and Benbasat 

(2000). In this study, two dimensions of alignment (understanding of current objectives and 

shared vision for IS) are evaluated using an ordinal scale (e.g. low, moderate, and high) at ten 

business units. The resulting alignment evaluations are then presented using a figure that enables 

a visual comparison between each of the two alignment ratings at the business units. The case 

study analysis then focuses on those cases with the most extreme (i.e. high and low) alignment 

ratings in order to help generate an explanatory model for each type of alignment. 

8.3 Results 

 All six case studies completed in Chapters 4-7 were evaluated for IS control alignment 

using the approach described above. This section provides details regarding the extent that control 

alignment exists within these processes. In the following section, detailed analysis is conducted to 

build a theoretical model resulting from the findings. 

Case Study Control 

Environment 

Control 

Mechanisms 

Socio-

Emotional 

Experiences 

Control 

Execution 

IS Control 

Alignment 

Rating 

CanBank 

Enterprise 

Architecture 

Hybrid Hybrid Hybrid Highly 

Evolutionary 

(Agile) 

Strongly 

Hybrid 

CanBank 

Systems 

Development 

Highly 

Traditional 

(Traditional) 

Hybrid Highly 

Collective 

(Agile) 

Highly 

Evolutionary 

(Agile) 

Moderately 

Agile 

InsureCorp 

Enterprise 

Architecture 

Hybrid Highly 

Preventive 

(Traditional) 

Highly 

Individual 

(Traditional) 

Highly 

Evolutionary 

(Agile) 

Moderately 

Traditional 

InsureCorp 

Systems 

Development 

Hybrid Hybrid Hybrid Highly 

Evolutionary 

(Agile) 

Strongly 

Hybrid 

HealthOrg 

Systems 

Development 

Hybrid Highly 

Preventive 

(Traditional) 

Highly 

Individual 

(Traditional) 

Highly 

Evolutionary 

(Agile) 

Moderately 

Traditional 
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LargeMan 

Systems 

Development 

Highly 

Progressive 

(Agile) 

Highly 

Detective 

(Agile) 

Highly 

Collective 

(Agile) 

Highly 

Evolutionary 

(Agile) 

Very 

Strongly 

Agile 

Table 68. IS Control Alignment Ratings 

In presenting the results, radial graphs are used to illustrate the alignment of controls 

within each case study. Radial graphs have been used in past IS alignment literature, such as 

Slaughter et al. (2006) to demonstrate the values of multiple variables within a single case study 

and enabling easy comparisons across cases. The graph is structured using four axes 

corresponding to the four control dimensions. A shaded, four-sided figure is depicted on each 

graph to illustrate the values of each case study’s control classifications. Each graph also depicts 

the IS control ideal profiles identified above, through a set of three concentric diamonds. The 

strength of an IS process’ control alignment is determined based on the extent that the shaded 

figure representing the real-life IS process is similar to any one of the ideal profiles (diamonds). 

As the degree of similarity between the figure and the ideal type becomes stronger, alignment 

theory suggests that we should expect increased achievement of the criterion variable, the 

perceived effectiveness of controls. In contrast, where the similarity between the figure and the 

ideal type becomes weaker, we can expect decreased achievement of control outcomes. 

8.3.1.1  Case Study #1: CanBank Enterprise Architecture Control Alignment 

 Based on the data analysis, the degree of control alignment for the CanBank enterprise 

architecture process is Strongly Hybrid. Overall, 3 of the 4 control classifications are consistent 

with the hybrid profile, with only the control execution dimension belonging to the agile ideal 

type. Based on a profile deviation approach to alignment, we would expect that this strong degree 

of alignment would correspond to a high degree of perceived control effectiveness, with some 
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minor examples to the contrary. Evidence from the collected case data supports this position. 

Refer to the discussion section below for case-specific evidence. 

 A radial graph is presented in the figure below to illustrate this degree of IS control 

alignment. The shaded region represents the control classifications assigned to the process in 

Chapter 4. The three ideal profiles are represented by the three concentric diamonds. Because 

three of the four points on the shaded figure correspond to the hybrid profile (i.e. the middle 

diamond), the overall degree of alignment is noted as strong. On the basis that three of the four 

control classifications are hybrid, it appears likely that the hybrid profile has been intentionally 

employed (rather than inadvertently employed) and strong control outcome achievement is 

expected. 

 

Figure 2. CanBank Enterprise Architecture Control Alignment Graph 

8.3.1.2 Case Study #2: CanBank Systems Development Control Alignment 
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 Based on the data analysis, the degree of control alignment for the CanBank systems 

development process is Moderately Agile. Overall, 2 of the 4 control classifications are consistent 

with the agile profile. Based on a profile deviation approach to alignment, this represents a fairly 

weak degree of similarity and as a result we would expect to see some evidence of control 

effectiveness, as well as some evidence to the contrary. Evidence from the collected data supports 

this position. Refer to the discussion section below for case-specific evidence. 

 A radial graph is presented in the figure below to illustrate this degree of IS control 

alignment. The shaded region represents the control classifications assigned to the process in 

Chapter 4. Because two of the four points on the shaded figure correspond to the agile profile (i.e. 

the smallest diamond), the overall degree of alignment is noted as moderate. 

 

Figure 3. CanBank Systems Development Control Alignment Graph 

8.3.1.3 Case Study #3: InsureCorp Enterprise Architecture Control Alignment 
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 Based on the data analysis, the degree of control alignment for the InsureCorp enterprise 

architecture process is Moderately Traditional. Overall, 2 of the 4 control classifications are 

consistent with the traditional profile. Based on a profile deviation approach to alignment, this 

represents a fairly weak degree of similarity and as a result we would expect to see some 

evidence of control effectiveness, as well as some evidence to the contrary. Evidence from the 

collected data supports this position. Refer to the discussion section below for case-specific 

evidence. 

 A radial graph is presented in the figure below to illustrate this degree of IS control 

alignment. The shaded region represents the control classifications assigned to the process in 

Chapter 5. Because two of the four points on the shaded figure correspond to the traditional 

profile (i.e. the large diamond), the overall degree of alignment is noted as moderate.  

 

Figure 4. InsureCorp Enterprise Architecture Control Alignment Graph 
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8.3.1.4 Case Study #4: InsureCorp Systems Development Control Alignment 

 Based on the data analysis, the degree of control alignment for the InsureCorp systems 

development process is Strongly Hybrid. Overall, 3 of the 4 control classifications are consistent 

with the hybrid profile, with only the control execution dimension belonging to the agile profile. 

Based on a profile deviation approach to alignment, we would expect that this strong degree of 

alignment circumstance would correspond to a high degree of perceived control effectiveness, 

with some minor examples to the contrary. Evidence from the collected case data supports this 

position. Refer to the discussion section below for case-specific evidence. 

A radial graph is presented in the figure below to illustrate this degree of IS control 

alignment. The shaded region represents the control classifications assigned to the process in 

Chapter 5. Because three of the four points on the shaded figure correspond to the hybrid profile 

(i.e. the middle diamond), the overall degree of alignment is noted as strong. On the basis that 

three of the four control classifications are hybrid, it appears likely that the hybrid profile has 

been intentionally employed (rather than inadvertently employed) and strong control outcome 

achievement is expected. 
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Figure 5. InsureCorp Systems Development Alignment Graph 

8.3.1.5 Case Study #5: HealthOrg Systems Development Control Alignment 

 Based on the data analysis, the degree of control alignment for the HealthOrg systems 

development process is Moderately Traditional. Overall, 2 of the 4 control classifications are 

consistent with the traditional profile. Based on a profile deviation approach to alignment, this 

represents a fairly weak degree of similarity and as a result we would expect to see some 

evidence of control effectiveness, as well as some evidence to the contrary. Evidence from the 

collected data supports this position. Refer to the discussion section below for case-specific 

evidence. 

A radial graph is presented in the figure below to illustrate this degree of IS control 

alignment. The shaded region represents the control classifications assigned to the process in 
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Chapter 6. Because two of the four points on the shaded figure correspond to the traditional 

profile (i.e. the large diamond), the overall degree of alignment is noted as moderate.  

 

Figure 6. HealthOrg Systems Development Control Alignment Graph 

8.3.1.6 Case Study #6: LargeMan Systems Development Control Alignment 

 Based on the data analysis, the degree of control alignment for the LargeMan systems 

development is Very Strongly Agile. Overall, 4 of the 4 control classifications are consistent with 

the agile profile. Based on a profile deviation approach to alignment, this represents a very strong 

degree of similarity and as a result we would expect to see significant evidence of control 

effectiveness, will little evidence to the contrary. Evidence from the collected data supports this 

position. Refer to the discussion section below for case-specific evidence. 

 A radial graph is presented in the figure below to illustrate this degree of IS control 

alignment. The shaded region represents the control classifications assigned to the process in 
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Chapter 7. Because all of the four points on the shaded figure correspond to the agile profile (i.e. 

the small diamond), the overall degree of alignment is noted as very strong.  

 

Figure 7. LargeMan Systems Development Control Alignment Graph 

8.4 Discussion 

 The six case studies presented in Chapters 3-7 and the preceding section provides a 

variety of perspectives on control within information systems processes. In each case, a detailed 

evaluation of the degree of control alignment has been conducted based on the informing theories 

and empirical data. This section synthesizes the observations made during the analysis in order to 

address the study’s research question (how does IS control alignment function in organizations?), 

as well as build theory related to IS control alignment. A discussion of the theory development 

process will first be outlined, followed by the presentation of the theoretical model and associated 

research propositions. 
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8.4.1 Theory Development Approaches 

 Theoretical approaches are commonly categorized in terms of either variance theory or 

process theory (Shaw & Jarvenpaa, 1997). Variance theory provides explanations for phenomena 

in terms of relationships among variables at a single point in time (Langley, 1999) and assumes 

that social reality is a system of interrelated variables that describes the state of different 

constructs, where predictors of specific phenomena can be identified (Sabherwal & Robey, 1995). 

Independent variables are viewed as being necessary for a defined outcome, which will inevitably 

occur when sufficient conditions are present (Markus & Robey, 1988). 

 In contrast, process theory is concerned with understanding how and why phenomena 

evolve over time and seeks to explain outcome states as the result of a preceding sequence of 

events (Langley, 1999; Sabherwal & Robey, 1995). The approach assumes that social reality is 

event-based, but recognizes that an outcome may not occur even when necessary conditions are 

present (Markus & Robey, 1988; Sabherwal & Robey, 1995). Whereas constructs in variance 

theories are conceptualized to occur in varying degrees, events in process theory are more binary 

in nature; they either occur or they do not (Shaw & Jarvenpaa, 1997). Process theory is argued to 

provide richer explanations of how and why the outcomes occur, as well as  enabling researchers 

to find patterns in empirical data that variance theories might miss (Markus & Robey, 1988). 

Process theory is also seen as having greater explanatory and predictive power than variance 

theory (Mackenzie, 2000).  

 A process approach to theory development was adopted in this research on the basis that 

it was a more logical fit with the data collection approach. Interviews and company document 

collection activities were conducted on a retrospective basis, in order to determine control 

changes over time. Thus, the data depicts events and activities that have occurred over a period of 
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years; although the data was collected at a single point in time, it applies to events that occurred 

both in the past and present. Therefore, the temporal view that this research adopts in regard to IS 

controls is more consistent with a process approach than a variance approach, which assumes a 

static view of time. 

 This approach is consistent with a subset of IS alignment research that is conceptualized 

to operate within a process model (Chan & Reich, 2007b). Examples include Sabherwal et al. 

(2001), Hirschheim and Sabherwal (2001), and Benbya and McKelvey (2006). As the guiding 

theories for this study are consistent with a process approach, it was considered appropriate to 

continue its use. Although process theory is seen as being underrepresented in the information 

systems literature in comparison to variance theory (Shaw & Jarvenpaa, 1997), research adopting 

such models should not be considered to be less scientific or rigorous (Newman & Robey, 1992). 

Numerous examples of high quality publications exist. These include Keil and Robey (1999), 

Lapointe and Rivard (2005), Orlikowski (1993, 1996), and Vidgen and Wang (2009). 

8.4.2 Analytic Technique and Model Development 

Cross-case analysis is an analytic technique that identifies, interprets, and makes 

assertions about commonalities, themes, and patterns across a series of individual case studies 

(M. B. Miles & Huberman, 1994; Myers, 2009; Stake, 2006; Yin, 2009). It is used as a method of 

deepening understanding and explanation about a phenomenon, as well as enhancing the 

generalizability of the findings (M. B. Miles & Huberman, 1994). Stake (2006) argues that cross-

case analysis is conducted by arranging case studies in terms of their unique issues, interpreting 

patterns within each case, then making assertions about commonalities, themes, and patterns 

across the cases. The approach can help to deepen the understanding of the phenomenon by 

identifying the specific conditions when an event may occur and how conditions are related to 
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one another. It also enhances generalizability of a study by demonstrating the relevance and 

applicability of a phenomenon to similar settings in other organizations (Miles & Huberman, 

1994). A variety of techniques can be used to enable this cross-case evaluation, including 

comparative analysis, analytic induction, word tables, and pattern clarification (Stake, 2006). 

 The cross-case analysis approach used to develop a theoretical model for this study is a 

temporal bracketing strategy (Langley, 1999), which is a method that structures a description of 

events into a set of successive periods as a means to identify common patterns. The approach is 

consistent with Miles and Huberman’s (1984) event listing approach to establish a chronology of 

case study events in order to better understand the processes that occur within organizations. 

Langley (1999) argues that the strategy allows process data, such as events, choices, or activities, 

to be structured into connected blocks that can be used to describe how contextual factors 

influence the process and its outcomes. This theorizing strategy is seen to be appropriate for 

analyzing organizational processes, including eclectic collections of data such as events, 

variables, and interactions. Temporal bracketing has been used as a theory development technique 

in past studies including Bartlett et al. (2007) and Langley and Truax (1994). 

 To employ this approach, the interview and document data was re-reviewed for key 

events that were noted as having taken place. Miles and Huberman’s (1984) conceptualization of 

an event as being associated with some underlying variable that changes over time was used as a 

guiding definition. For example, if a researcher is interested in understanding how an innovation 

is diffused within an organization, changes in personnel or training could be identified as events 

that influence such changes over time (Miles and Huberman, 1984, p. 130). In this research, 

events that are of interest relate to changes in the control environment, control mechanisms, 

socio-emotional experiences, control execution, and control outcomes. Where either interviewees 
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or collected documents note that changes have occurred in relation to these areas, the related 

event that corresponded with this change was coded. Such events included changes in staff, 

departmental strategy, or process design, as well as the addition or removal or controls. 

Consistent with Miles and Huberman’s (1984) approach to event analysis, the approach used in 

this research also includes ‘states’ in its definition of events, where those states relate to changes 

in some underlying variable. Due to the inclusion of variables such as socio-emotional 

experiences and control execution that commonly represent an employee’s state of mind (e.g. 

controls are perceived to be effective, employees are dissatisfied with a control) rather than an 

externally visible event, where a control change is associated with a particular employee state, it 

was coded as an event for the purpose of this analysis. For example, if interviewees indicated that 

after a few months of getting used to a new information security policy, they began to perceive it 

as working very effectively, an event could be coded that corresponded with the increased 

perception of effective execution of the control. Refer to Appendix O for a listing of the events 

coded for each case study. In total, 96 events were identified across all case studies (i.e. average 

of 16 events per case). 

Drawing on Langley’s (1999) approach, distinct periods (i.e. time intervals) of IS control 

alignment events were identified using an iterative technique. Where patterns of similar events 

were noted across the case studies, the beginning and end of the emerging periods were 

increasingly refined. During the model development process, provisional labels were assigned to 

event groupings, which were iteratively refined. Where a provisional label referring to a period 

that existed in one case did not appear to fit a period in another case, the events were re-analyzed 

and alternative periods and event groupings were considered. During the temporal bracketing 

approach, the fundamental elements of control theory were also considered as a guide to help 
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fine-tune the identified periods and boundaries. The temporal bracketing approach was 

considered complete when the defined periods were consistent with the event data in each case 

study. 

8.4.3 Theoretical Model and Research Propositions 

 The process model proposed in this study, referred to as the Control Results Alignment 

Model (CRAM), consists of six distinct stages that are illustrated in Figure 8 below
4
. Each stage 

represents a logical grouping of related control events within the IS control alignment process, as 

observed from patterns within the empirical data. The model draws on past work related to 

organizational change, such as Lewin’s (1947) model of unfreezing, changing, and refreezing. As 

well, the approach builds on past conceptualizations of maturity and stage models in both 

alignment and control, such as those by Sledgianowski et al. (2006), Khaiata and Zualkernan 

(2009), and De Haes and Van Grembergen (2009). 

The model traces the events that take place in organizations from the point that a control 

misalignment is identified, through to the optimization of controls within an IS process. A series 

of six defined stages are proposed and at any point in time, an IS process is considered to belong 

within one of the stages. If and when key IS control-related events occur, the IS process will 

progress through the ensuing stages. That is, belonging to any stage in the model is considered to 

be a temporary state and is subject to change, based on fluctuating control characteristics within 

the process. To that end, all processes are not expected to move fully from stage 1 to stage 6. 

Rather, events may occur in an organization that prevent the strengthening of control alignment 

                                                      

4
 The term Control Results Alignment Model refers to the alignment of IS controls that correspond to the 

achievement of process results (i.e. control outcomes). For example, the results of a process operating at 

CRAM Stage 1 are anticipated to be less optimal than a process operating at CRAM Stage 6. This 

definition should be distinguished from the alignment of control results, which could refer to similarities of 

control outcomes across multiple IS processes. 
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and result in a process being limited to a particular stage. Likewise, a significant change in 

controls could return an IS process from an advanced stage back to a stage of control 

misalignment. For those IS processes able to advance through the model’s stages, the 

corresponding degree of IS control alignment will increase. A description of the model’s stages, 

events, and theoretical links is provided next. 

 

Figure 8. Control Results Alignment Model (CRAM) 

 Stage 1 of the Control Results Alignment Model represents the identification of a control 

misalignment by IS managers or staff. In general, the model is based on the premise that the 

conceptualization, design, and implementation of new or modified IS controls stems from the 

existence of a perceived IS control misalignment. Although practitioners may not directly refer to 

control misalignment using the terms used in this research, the empirical data strongly suggest 

that practitioners are acutely aware of ineffective controls and the fact that something is ‘wrong’ 
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with the controls in place (see Table 30, Table 36, Table 42, and Table 48). Controls within IS 

processes are implemented for a variety of reasons, which I argue all correspond to the 

recognition that a control misalignment exists. As outlined in the preceding sections, a control 

misalignment can occur between any two control dimensions that do not share the same ideal 

control profile. For example, Company ABC may identify that their highly preventive control 

mechanisms (i.e. traditional profile) are misaligned with their highly progressive control 

environment (i.e. agile profile), which is restricting their ability to develop innovative software 

products. Where a misalignment is recognized by managers or staff, the organization can either 

choose to take action to initiate a change to one or more of the control dimensions or accept the 

misalignment and make no changes. Refer to the control execution rows in the tables listed in 

Appendix O for examples from the cases studies of control inadequacies (i.e. misalignments) 

identified from the collected data. Because the control execution dimension is principally focused 

on the evaluation of the effectiveness of controls and the changing state of controls over time, it is 

viewed as the primary driver of Stage 1. 

 The Conceptualization of Control Misalignment Remedies (Stage 2) addresses the 

conceptualization, but not implementation, of control changes associated with the identified 

misalignment. Events taking place in this stage consist of managers and staff identifying the 

specific controls that are absent from a process, controls that are not performing as designed, or 

problematic control characteristics. The control dimensions most relevant to these remedies are 

the control environment and control mechanisms, as their characteristics can be modified by 

managerial decision making. These two dimensions form the focus within this stage. In contrast, 

the control execution dimension deals more with understanding the overall degree of control 

evolution and socio-emotional experiences tend to result from the choice of control mechanisms. 
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The changes conceptualized in Stage 2 are intended to map out how controls can work more 

effectively together towards the achievement of the desired control outcomes. Where such 

remediations to controls are conceptualized by process stakeholders, the IS process is considered 

to be in Stage 2. 

 The Realization of Control Changes (Stage 3) is composed of the actual implementation 

of control changes to address a misalignment. This stage typically focuses on events such as the 

alteration of control mechanisms (e.g. policies and procedures) or attempts to influence the 

control environment characteristics (e.g. hiring staff with expertise in a required area, altering 

strategy, changing process structure). Refer to the control environment and control mechanism 

rows in the tables listed in Appendix O for examples from control change realizations. Events 

related to the initial socio-emotional response from managers and staff to the new controls is also 

considered to be part of this stage. In some cases, initial habitual reactions such as resistance or 

enthusiasm may exist in connection with the new or modified controls. For example, some 

developers may be philosophically opposed to formal, documented systems development 

methodologies. If such a methodology were to be introduced in their process, they would respond 

with an automatic resistance to the new control, regardless of how beneficial or well-designed it 

is. Refer to the socio-emotional experiences rows in the tables listed in Appendix O for examples 

from the cases studies of initial employee reactions to control implementations. In general, where 

control dimensions are modified in line with the plan conceptualized in Stage 2, an IS process is 

considered to be in Stage 3. 

 The Control Change Acclimatization (Stage 4) represents the subsequent acclimatization 

and adjustments to new controls that are facilitated by management and staff following control 

changes. When controls are added or modified within an IS process, a period of adjustment and 
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familiarization with the new activity takes place. This can consist of events such as trial and error 

evaluation of the new controls or adaptations to policies and procedures. Such events allow staff 

to acclimatize to the socio-emotional adjustments associated with new job responsibilities or 

expectations. In cases where employees might have been initially opposed to a control in Stage 3, 

this stage provides a period of time for employees to take a more considered view of the adjusted 

process. In some cases (see Appendix O – LargeMan Systems Development), initial resistance to 

controls in Stage 3 gave way to diminished resistance in Stage 4. The events are viewed as 

allowing control alignment to be enhanced by enacting the necessary adjustments to implemented 

controls, where specific practical elements may have been overlooked during the design and 

implementation stage. Refer to the tables listed in Appendix O for examples of control 

environment and control mechanism events, as well as post-implementation employee reactions 

to control implementations. Where new controls have been put into place, but have yet to become 

stabilized and broadly accepted by managers and staff, the process is considered to be in Stage 4. 

 The Control Change Acceptance (Stage 5) consists of the growth of widespread 

acceptance of controls by management and staff. Where controls are no longer experiencing 

significant change and have been largely accepted by stakeholders as appropriately contributing 

to the achievement of organizational objectives, the process is considered to be in Stage 5. The 

socio-emotional experiences dimension plays a significant role in this stage, as processes have 

reached a level of maturity that demonstrates limited resistance from employees. Stage 5 

processes utilize controls in a manner that aligns with the expectations and desires of both 

managers and staff. From a control execution perspective, controls in Stage 5 processes are 

largely viewed as working effectively. Refer to the tables listed in Appendix O for examples of 
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positive socio-emotional experiences and control execution characteristics. Control alignment for 

processes in this stage is expected to be strong, relative to the early model stages. 

 The Control Alignment Optimization (Stage 6) represents events related to IS process 

optimization, such as control rationalization. IS processes operating within this stage demonstrate 

an exceptional level of control maturity, characterized by a highly efficient set of controls that 

contribute to the achievement of objectives in a manner fully consistent across all control 

dimensions. Refer to the tables listed in Appendix O (LargeMan Systems Development) for an 

example of control dimension fine tuning to optimize control outcomes. Events such as control 

rationalization, which consists of the consolidation and refinement of similar, partially 

overlapping controls, enables increased process efficiency by decreasing the quantity of controls 

without impacting their effectiveness, are characteristic of processes in Stage 6. Control 

alignment for processes in this stage is expected to be very high. 

8.4.3.1 IS Control Alignment Process Model: Empirical Support 

 To explain the model in the context of the empirical data, a description of each case 

study’s results is presented below, in ascending order of model stage. Table 69 summarizes the 

process model stage that each case study was evaluated to be at during the period of data 

collection. This determination is based on a review of current control-related events taking place 

within each IS process and then comparing them to the events belonging to each stage of the 

process model. Where ongoing events within a process correspond to those noted within a 

specific stage of the model, the process is determined to be operating in that stage. Each case 

study description is presented alongside a figure that notes the model’s stages, as well as sample 

events that correspond to the case’s current stage assignment. 
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Case Study Degree of Control 

Alignment 

Current Control 

Results Alignment 

Model Stage 

InsureCorp Enterprise Architecture Moderately Traditional Stage 2 

HealthOrg Systems Development Moderately Traditional Stage 3 

CanBank Systems Development Moderately Agile Stage 3 

CanBank Enterprise Architecture Strongly Hybrid Stage 4 

InsureCorp Systems Development Strongly Hybrid Stage 5 

LargeMan Systems Development Very Strongly Agile Stage 6 

Table 69. Process Model Stage by Case Study 

8.4.3.1.1 IS Control Alignment Process Model: InsureCorp Enterprise Architecture 

The InsureCorp enterprise architecture process was found to have a moderately 

traditional degree of IS control alignment. On the basis of the empirical data, the process had 

clearly completed Stage 1 of the model on the basis that enterprise architecture controls were seen 

to be inconsistently adhered to and many employees failed to see the organizational benefits 

intended to be delivered by the process. The enterprise architecture process’ leadership is 

currently conceptualizing adjustments to the controls (Stage 2), but is struggling with the 

disconnect between its view of the process and the controlees’ (e.g. project leaders, business 

managers) view. General resistance to the process’ role in the organization is preventing further 

advancement through the model and generating increased alignment. On that basis, the process is 

viewed as currently operating in Stage 2. 
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Figure 9. CRAM Stage Evaluation: InsureCorp Enterprise Architecture 

8.4.3.1.2 IS Control Alignment Process Model: HealthOrg Systems Development 

The HealthOrg systems development process was found to have a moderately traditional 

degree of IS control alignment. On the basis of the empirical data, staff demonstrate a clear 

identification of the need for control improvements, driven by dissatisfaction with development 

approach and overall IS governance situation (Stage 1). Bold changes in controls have been 

conceptualized (Stage 2) and implemented (Stage 3) by HealthOrg management, but appear to be 

conflicting in their intentions, leading to employee confusion and resistance. For example, the 

pilot adoption of agile development suggests speed and flexibility is important, while the 

initiation of a risk management office suggests formality and regulatory adherence is important. 

The approach to addressing the control misalignment is well intentioned, but is interpreted as 
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erratic by some employees. The implementation of new controls continues to be an ongoing 

process at HealthOrg. On that basis, the process is viewed as currently operating in Stage 3. 

 

Figure 10. CRAM Stage Evaluation: HealthOrg Systems Development 

8.4.3.1.3 IS Control Alignment Process Model: CanBank Systems Development 

The CanBank systems development process was found to have a moderately agile degree 

of IS control alignment. On the basis of the empirical data, staff demonstrate a clear identification 

of the need for control improvements in terms of adding consistency and flexibility to the 

organization-wide systems development process. A new systems development framework was 

conceptualized (Stage 2) and implemented (Stage 3), but met with employee resistance and 

unanticipated confusion in its use; the framework is viewed as too formal and standardized for the 

variety of development initiatives in the organization. Managers designed the framework to be 

used in a flexible way, but controlees are struggling to employ it as intended. This has resulted in 
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ongoing substantive changes to the controls. On that basis, the process is viewed as currently 

operating in Stage 3. 

 

Figure 11. CRAM Stage Evaluation: CanBank Systems Development 

8.4.3.1.4 IS Control Alignment Process Model: CanBank Enterprise Architecture 

The CanBank enterprise architecture process was found to have a strongly hybrid degree 

of IS control alignment. On the basis of the empirical data, staff demonstrate a clear identification 

of the need for control improvements based on inconsistent standards and expensive maintenance. 

The conceptualization (Stage 2) and creation (Stage 3) of a department to monitor and enforce 

adherence to a standardized set of enterprise architecture principles has been conducted. Some 

initial resistance from controlees was experienced, but over time the benefits of the controls have 

been demonstrated to many, though not all. Ongoing process adjustments continue to be 
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facilitated in order to further fine-tune the controls. On that basis, the process is viewed as 

currently operating in Stage 4. 

 

Figure 12. CRAM Stage Evaluation: CanBank Enterprise Architecture 

8.4.3.1.5 IS Control Alignment Process Model: InsureCorp Systems Development 

The InsureCorp systems development process was found to have a strongly hybrid degree 

of IS control alignment. On the basis of the empirical data, staff demonstrate a clear identification 

of the need for control improvements due to sub-optimal development speed and efficiency 

(Stage 1). Subsequent conceptualization (Stage 2) and implementation (Stage 3) of a restructured 

development process, with specialists operating in defined groupings was subsequently 

conducted. The initial control structure surrounding the restructuring was deemed overly formal 

and the organization refined the development process (Stage 4) to employ a toolbox approach: 

selection of structured (e.g. waterfall) or flexible (e.g. agile) controls depending on the nature of 
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the project, objectives, staff, etc. This is followed by broad employee acceptance of the toolbox 

approach and strong perceptions of control effectiveness. On that basis, the process is viewed as 

currently operating in Stage 5. 

 

Figure 13. CRAM Stage Evaluation: InsureCorp Systems Development 

8.4.3.1.6 IS Control Alignment Process Model: LargeMan Systems Development 

The LargeMan systems development process was found to have a very strongly agile 

degree of IS control alignment. On the basis of the empirical data, staff demonstrate a clear 

identification of the need for control improvements due to perceived ineffectiveness of the 

waterfall approach (Stage 1). The conceptualization of control changes was largely initiated from 

the bottom-up, via developer-led lobbying for managerial buy-in to agile development approach 

(Stage 2). A trial of agile development techniques was adopted, followed by a broad employment 

of the approach (Stage 3). These control changes resulted in an initial uncertainty by some 



 

312 

 

developers, followed by a series of control adjustments (Stage 4). Broad acceptance of the 

approach soon followed and incremental maturity of the controls has been demonstrated (Stage 

5). An ongoing optimization and refinement of the controls through post-sprint retrospectives and 

improvements is currently underway. On that basis, the process is viewed as currently operating 

in Stage 6. 

 

Figure 14. CRAM Stage Evaluation: LargeMan Systems Development 

8.4.3.2 IS Control Alignment Research Propositions 

 The primary research question posed in this study seeks to understand how IS control 

alignment functions in organizations. The observations above outline the degree of control 

alignment found to exist in each of the six IS case studies, as well as the stage that each represents 

in the proposed process model. In the following section, these findings are integrated into broad 

insights that can inform the research question by presenting a series of four research propositions. 
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In forming the propositions, I adopt the definition advocated by Bacharach (1989) and Whetten 

(1989), whereby propositions are described as abstract, involving concepts, and being all 

encompassing. This is in contrast to hypotheses, which are described as requiring measures, being 

more concrete, and requiring specific variables. 

8.4.3.2.1 Research Proposition #1 

 The case studies conducted in this research focus on two processes: enterprise 

architecture and systems development. During the data collection and analysis, it became clear 

that the case studies examining enterprise architecture displayed control environment 

characteristics that were unique from the systems development case studies. These differences 

revolved around the extent of interdepartmental-stakeholders and dependencies with other 

organizational processes. 

For the CanBank and InsureCorp enterprise architecture processes, strong links to other 

organizational processes were noted in the collected data, including strategy development, project 

management, and business operations. Decisions within the enterprise architecture processes were 

made by a multi-disciplinary collection of stakeholders and were seen to have far-reaching 

implications for both IS staff and business staff. For example, the basic design of a new system 

for a business initiative is heavily influenced by the controls in place within the enterprise 

architecture process. Architecture directives are also seen to take much longer term views, with 

implications reaching years into the future and across a range of projects and organizational 

activities. The data suggest that strong resistance to enterprise architecture initiatives was not 

uncommon and competing stakeholder interests were often at stake. Refer to Appendix P for 

collected data that support the existence of alignment obstructions where IS processes were 
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characterized by control environments with inter-departmental stakeholders and process 

dependencies. 

In contrast, the systems development processes examined in this research tend to be 

characterized by control environments that were more insular and detached from other 

organizational processes and stakeholders. Although systems are typically being developed for 

use by non-IS users who have a substantial ability to influence the broad direction of a new 

system (e.g. general objectives, user interface, etc.), IS management and staff are typically tasked 

with making the bulk of the key decisions during the process (e.g. system structure, design 

approach, testing approach, etc.). These decisions are not typically of substantial interest to 

stakeholders outside of the process as they do not generally impact the actual operation of the 

product after delivery. As well, the systems development process tends to be less interlinked with 

other organizational processes. Instead, it tends to act as more of an in-house producer of required 

products and services: a business unit requires a piece of software to be created or modified, the 

systems development team completes the request, and the project is closed. Although some 

development initiatives can extend for some time, they generally have a shorter term view that 

extends only for the duration of a project. 

When comparing the IS control alignment results between enterprise architecture and 

systems development, the differences related to the control environments (e.g. inter-departmental 

stakeholders and inter-process dependencies) became increasingly clear. It was noted that where 

inter-departmental stakeholders and process dependencies were more substantial, like they were 

in the enterprise architecture cases, the path towards IS control alignment was met with more 

obstacles. Gaining a consistent socio-emotional response to controls or agreeing upon a uniform 

control mechanism approach proved to be more challenging in situations where stakeholders were 
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more diverse and processes were interlinked.  This is not to say that control alignment is 

unattainable in these circumstances (i.e. the CanBank enterprise architecture process was found to 

be at Stage 4 in the proposed model); however, such processes face increased complexity and 

difficulty in alleviating misaligned controls than those with fewer stakeholders and process links, 

such as those in systems development processes.  

On the basis of these observations, the following proposition is put forth: 

 

PROPOSITION 1: IS processes that contain extensive control environment links to 

non-IS departments or processes face increased challenges and resistance to the 

achievement of IS control alignment. 

 

8.4.3.2.2 Research Proposition #2 

 The approach employed in this chapter draws on Venkatraman’s (1989) profile deviation 

approach to alignment research. This method posits that as the pattern of characteristics within a 

real organization become increasingly similar to the pattern of characteristics defined in an ideal 

profile, the achievement of a defined criterion variable will improve. As noted in the 

methodology section above, the qualitative approach employed in this research did not allow for 

an objective assessment of the achievement of control outcomes to be collected. Instead, the data 

is composed of perceptions from IS managers and staff on the degree that the desired control 

outcomes were being achieved. From this data, a clear relationship was formed between those IS 

processes with strong control alignment and a corresponding strong achievement of control 

outcomes, as well as IS processes with weaker control alignment and a diminished achievement 
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of control outcomes. Refer to Appendix Q for the data supporting the relationship between IS 

control alignment and perceived IS control outcome achievement.  

These data support the relationship between not only the two theory-informed ideal 

profiles (i.e. agile and traditional), but also the empirically-derived profile (i.e. hybrid). Within 

the boundaries previously specified for this research, adherence to one of the three ideal profiles 

appears to represent opportunities for organizations to improve the achievement of their control 

outcomes. The case study results support this assertion based on the findings from two distinct IS 

processes within a variety of industries, company sizes, and technological complexity. On the 

basis of these observations, the following proposition is put forth:  

 

PROPOSITION 2: Perceived control outcome achievement is positively related to IS 

processes that employ controls consistent with one of the ideal control profiles (i.e. 

traditional or agile or hybrid). 

 

8.4.3.2.3 Research Proposition #3 

The IS controls identified in the empirical data were broadly viewed as experiencing a 

significant degree of change. Much of this change is initiated by constantly evolving control 

environment factors, including technology, people, and process. In each case study examined, 

both abrupt changes (e.g. CIO replacement) and gradual changes (e.g. adoption of new 

technology infrastructure and applications) were experienced within IS processes. Such 

contextual changes in the IS process environment influenced the choice of controls being 

employed, the emotional reaction of employees, perceptions of control effectiveness, and the 

desired outcomes that those IS controls were designed to accomplish. The ongoing changes 
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across all control dimensions suggest that IS control alignment is an ever changing, evolving 

construct most suitably conceptualized as a process rather than an end point or objective. 

This changing view of organizational processes is consistent with past views that employ 

a maturity model approach. For example, the five-level Capability Maturity Model used in 

software engineering outlines a series of increasingly sophisticated process characteristics that 

organizations can employ to better achieve their development objectives (Paulk, Curtis, Chrissis, 

& Weber, 1993). Similarly, De Haes and Van Grembergen (2009) propose a maturity model of IS 

governance that organizations advance through as they improve the identification and resolution 

of their organizational issues. 

The degree that managerial decision making drives the constant control changes varies on 

a case by case basis. Managers generally have significant influence over the strategies that are 

adopted, the employees that are hired, and the types of processes that are implemented, which 

allows for significant influence in altering the control environment dimension. Similarly, control 

mechanisms are largely implemented at the direction of managers and can be modified where 

necessary.  In contrast, other control environment characteristics such as external laws and 

regulations, technology trends, and organizational culture are difficult, if not impossible, to alter. 

Similarly, control characteristics related to socio-emotional experiences (e.g. employee resistance 

to a new policy) and control execution (e.g. how effectively a control is perceived to be 

operating) are likely to be outside the direct influence of managers. For example, two of the four 

organizations (CanBank and LargeMan) participating in this study are subject to the compliance 

restrictions defined by Sarbanes-Oxley. To the extent that this legislation advocates for a hybrid 

approach to control mechanisms (i.e. both preventive and detective), many of the processes 

within these companies would be expected to be biased towards (though not necessarily fully 
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adhering to) a balanced control alignment pattern, rather than a pattern heavily favouring either 

one approach or the other. This is evidenced by 2 of the 3 case studies whose organizations 

comply with Sarbanes-Oxley that were found to have hybrid control mechanisms, while 0 of 3 

case studies whose organizations are not subject to Sarbanes-Oxley had hybrid control 

mechanisms. Refer to Appendix R for additional supporting data. 

Regardless of why controls are in a perpetual state of modification within IS processes, 

all case studies in this research were characterized as having an evolutionary rather than stable 

control execution. As well, numerous events were identified within each case study during the 

creation of the process model that highlight the degree of change across all control dimensions. 

Appendix O notes the events taking place within each case study over the preceding years. In all 

cases, events occurred each year that were viewed by respondents as modifying a minimum of at 

least two control dimensions and in some cases, all five dimensions. This corresponds to the 

perception of employees that controls could always be improved (i.e. control execution) and that 

control changes associated with IS processes were always taking place (i.e. control environment, 

control mechanisms, socio-emotional experiences, control outcomes). None of the organizations 

examined for this study maintained a static portfolio of controls for any substantive period of 

time. On the basis of these observations, the following proposition is put forth:  

 

PROPOSITION 3: In response to a changing organizational environment, socio-

emotional employee responses, and desired managerial outcomes, IS control 

mechanisms are locked in a perpetual state of evolution. 

 

 



 

319 

 

8.4.3.2.4 Research Proposition #4 

IS control alignment is conceptualized in this work to contribute positive benefits to an 

organization. That is, all things being equal, more IS control alignment is better. This is consistent 

with Ventkatraman’s (1989) view of profile deviation in that a positive relationship exists 

between alignment and performance. From a practical perspective, if the benefits accrued from 

stronger control alignment outweigh the related costs to the organization to achieve the 

alignment, it should be pursued in all cases. However, based on the data collected for this 

research, it is clear that the costs borne by the organization to navigate each successive stage in 

the Control Results Alignment Model are not trivial. Therefore, although incremental benefits 

will always be attained through the increasing strength of IS control alignment, it is only practical 

for organizations to continue to pursue passage through the stages of the proposed model when 

the benefits outweigh the costs. As a result, it may be more beneficial for organizations to leave 

some IS processes partially misaligned because the costs to achieve greater control alignment 

outweigh the benefits. 

In the case of LargeMan’s systems development process, the costs to align controls were 

relatively low due to the developer-advocated shift to a new systems development approach, 

while the benefits to IS staff, managers, and business stakeholders were high. Because the control 

change was pursued passionately by the development team, management experienced only 

minimal financial cost or social resistance. The benefits to employee morale, as well as the speed 

and quality of the software products produced by the team appear to be significantly greater than 

the cost to the organization to conceptualize, implement, and fine-tune the control changes. 

In contrast, CanBank’s enterprise architecture process may have reached the point where 

the cost and time required to achieve broad control acceptance (Stage 4) may be in excess of the 
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benefits generated. Consistent with the argument made in Proposition 1, due to the wide variety 

of interlinked processes and competing stakeholders, the achievement of widespread acceptance 

is expected to be difficult and costly to obtain. Although it may be possible to invest significant 

resources in educating staff, fine-tuning the control mechanisms, and articulating the process 

benefits to management, the enhanced control alignment may not result in an overall net benefit 

to the organization. 

On the basis of these observations, the following proposition is put forth:  

 

PROPOSITION 4: Due to fundamental disconnects between the underlying 

characteristics of control dimensions, some IS processes may be best left in a 

misaligned state. That is, the cost and time required to achieve stronger IS control 

alignment may be greater than the benefits obtained by doing so. 

 

 The four propositions outlined in this section correspond to the key findings identified 

during the analysis activities conducted for this study. Additional observations were noted during 

the analysis, which may provide opportunities for future research. Refer to the following chapter 

for a listing of these points. 

8.4.4 Contributions 

The research presented in this chapter makes a series of contributions. First, the work 

conceptualizes an approach for evaluating IS control alignment. Although it builds on the 

principles of past alignment and control studies, the integrated approach is a novel one that 

provides researchers with a way to evaluate IS control alignment. This is an important extension 

of current IS control research, which generally advocates a two-dimensional approach to IS 
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control design. That is, past research commonly recognizes the relationship between two control 

dimensions (e.g. when the control environment is characterized by a stable strategy, formal 

controls are appropriate). This research builds on such past work by concurrently considering the 

relationships across five control dimensions, to include the environment, mechanisms, socio-

emotional experiences, execution, and outcomes.  

The findings outlined in this chapter contribute to the building of control theory as it 

applies to information systems processes. By drawing on an alignment approach, three ideal 

profiles of control are constructed based on both theory and empirical data: agile, traditional, and 

hybrid. These profiles weave together a set of formerly disparate research results into an 

integrated collection of defined relationships between control characteristics. These profiles are 

then examined within the context of six case studies to better understand the stages that processes 

go through as they progress towards optimized IS control alignment. The Control Results 

Alignment Model contributes to control theory by articulating a sequential series of stages that IS 

processes experience. Finally, the insights gained through the development of the model are 

outlined in four research propositions. These propositions summarize observations made within 

this research that can be used as a basis to direct future research on the topic of IS control.  

The study also provides a useful aid for practicing managers and auditors to identify and 

remediate conflicting controls within IS processes, as well as assist in the effective design and 

evaluation of new or proposed IS controls. Although the approach to analyze controls that is 

advocated in this chapter does not replace standard audit and control frameworks such as COBIT, 

it can complement them. By moving beyond the control mechanism-focused approach advocated 

by many frameworks, IS control alignment instead suggests a more holistic approach that 

considers the environment, employees, execution, and mechanisms. Appendix T provides a 
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sample template that an auditor could utilize to apply the approach used in this chapter to evaluate 

current controls at a new client. 

8.4.5 Summary 

As with any research initiative, the work in this chapter is subject to limitations. Refer to 

Chapter 9 for a consolidated listing of the limitations for this study. 

The research presented in this chapter builds on the evaluation of control characteristics 

presented in Chapters 3-7, which in turn builds on the model proposed in the Chapter 2 literature 

review. In the final chapter, a summary of the research will be outlined, including key findings, 

limitations, contributions, and future research. 

IS control alignment provides insights into the extent that controls within an information 

systems process are similar to an ideal profile of controls drawn from theory or empirical data. 

The research presented in this chapter outlines a technique that draws on a profile deviation 

alignment approach to evaluate the similarity of controls in real life IS processes to three ideal 

profiles of control. A variety of results are noted within the case studies, ranging from moderate 

to very strong alignment. Data collected on the perceptions of IS employees on the effectiveness 

of control outcome achievement correspond with the expectation from alignment theory that the 

criterion variable is positively related to the strength of the alignment with the ideal profile. Four 

research propositions and a process model are proposed, which add to the theoretical discussion 

on control and provide directions for future investigation.  
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Chapter 9 

Summary and Conclusions 

The preceding chapters of this thesis have presented a series of inter-related activities. In 

Chapter 1, the concepts of control and alignment were outlined and the new phenomenon of IS 

control alignment was introduced. In Chapter 2, the literature within the IS discipline was 

comprehensively reviewed and a framework consisting of five core IS control dimensions was 

discussed. Chapter 3 conceptualized a new IS control construct and used it to evaluate the 

empirical data from six case studies (Chapters 4-7). These results were applied in Chapter 8, 

where an approach to qualitatively determine the degree of IS control alignment was outlined and 

employed within the case studies. Based on the results, a process model of IS control alignment 

was proposed and four related research propositions were outlined. 

9.1 Research Summary 

The research in this thesis was motivated by the ongoing challenges experienced by 

organizations in controlling their information systems processes. Issues of security breakdowns, 

outsourcing disputes, and failing development projects demonstrate the failure of IS controls to 

aid in the achievement of objectives for organizations. The rapid evolution of technology tools 

and the pace of regulatory legislation has placed IS managers in a position where controls are 

recognized as being critical to the success of processes, but little guidance is provided about 

optimizing the approach to design, evaluate, and modify these controls. 

Motivated by this practical problem, this study draws on control and alignment theory to 

investigate the phenomenon of aligning IS controls to an ideal profile. The research question 

posed is how does IS control alignment function in organizations? By investigating the history of 
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IS control (Chapter 2), establishing how IS control characteristics can be evaluated (Chapter 3-7), 

and determining IS control alignment in a series of organizations (Chapter 8), a series of practical 

and research-oriented findings have been uncovered. The Control Results Alignment Model 

outlines a series of defined stages that IS processes progress through. Beginning at the 

identification of a control misalignment to the optimization of IS controls, IS control alignment is 

seen to be a rational and structured set of interrelated activities. The four research propositions 

draw on the cross-case analysis of the collected data to articulate a set of insights that highlight 

both the importance and limitations of the IS control alignment phenomenon. 

9.1.1 Findings 

Based on the above observations, a series of key findings emerges from this research. The 

first is that those responsible for managing information systems departments cannot assume that 

effective and aligned controls today will remain so in the future. This research identifies that in 

each of the case studies, IS controls were experiencing a strong pattern of ongoing change. Where 

managers do not carefully monitor changes that occur to all control dimensions, there is a high 

likelihood that the degree of control alignment will change over time. Consistent with some past 

alignment research, IS control alignment is conceived as an objective to be continually pursued 

rather than an end state that can be achieved and maintained. 

A second key insight is that increasing the strength of IS control alignment is viewed as 

always contributing positive benefits to an organization. However, in some circumstances, 

organizations may be better off to leave an IS process with at least some degree of misalignment 

due to the costs that would be incurred to fully align controls. By employing the Control Results 

Alignment Model, organizations can evaluate their current stage, their desired stage, and the costs 

associated with achieving their alignment objectives versus the potential benefits. Similar to 
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frameworks that employ a maturity model concept, such as the five-level Capability Maturity 

Model used in software engineering, the process model proposed in this research should be 

interpreted as outlining the steps to optimize IS control alignment, but that perfect alignment need 

not always be the end objective. 

The third key insight that this research finds is that all controls are not considered 

compatible with one another. Broad use of control frameworks such as COBIT are commonly 

interpreted by practitioners as a guideline that, if strictly adhered to, will optimize the use of IS 

controls within a process or set of processes and lead to improved organizational outcomes. 

However, this research suggests that an approach that advocates selecting controls only on the 

basis of the risks they address, which standardized frameworks do, can in fact lead to a collection 

of controls that conflict with one another rather than work together towards a common objective. 

The principles of IS control alignment outlined in this research suggest that a more mindful 

approach to designing, implementing, and monitoring IS controls is called for. Based on a deeper 

analysis of the underlying characteristics of controls, profiles can be constructed that are mutually 

reinforcing rather than conflicting. Although the risks outlined in the standardized frameworks 

should still be addressed, the controls that are selected for implementation should consider all five 

of the control dimensions outlined in this research. 

9.2 Limitations 

As with any research initiative, the work in the preceding chapters is subject to a series of 

limitations. First, the methodology adopts a retrospective approach, which some past 

commentators have noted is subject to potential shortcomings related to informants providing 

reliable and valid accounts of events that have occurred in the past. Such retrospective accounts 

can be subject to inaccurate recollections as a result of informants wanting to project a socially 
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desirable image or to maintain their self-esteem (Golden, 1992). However, guidance provided by 

researchers for improving reliability and validity in retrospective studies has been adopted in this 

research to address these concerns (Golden, 1992, 1997; Miller, et al., 1997). This includes 

utilizing interview questions that focus on facts, events, and behaviours rather than beliefs, 

abstract concepts, opinions, or intentions; utilizing multiple respondents in order to minimize any 

systematic error related to emotion-related interpretations of past events; and providing incentives 

to motivate interviewee participation (e.g. confidentiality will be confirmed, data collection 

inconvenience will be minimized, explanations of the usefulness of the project will be explained, 

and a copy of the final report will be provided to participating organizations/individuals). In 

addition, company documents were collected for each case study in order to corroborate the 

information received via the interviews. 

 Second, the categorizations of control-related phenomena into defined dimensions and 

classifications are somewhat subjective and open to a degree of interpretation. The assessments of 

control categories (e.g. highly preventive versus hybrid) are evaluated based on a tertile approach 

to coding that is a straightforward method of establishing classification rankings (e.g. 33%-33%-

33%). As well, some control dimensions identified a low quantity of controls that were used to 

calculate the degree of alignment. A risk exists that if overlaps or gaps exist between the 

categories, if the category boundaries are poorly defined, or if an insufficient number of controls 

are identified, it could lead to errors in assessing the degree of control alignment for a particular 

process. However, this limitation has been addressed via the extensive reliability and validity 

analysis conducted in order to minimize bias and error. An independent assistant was able to 

reliably extract the five control dimensions from the collected data, as well as sort those control 

dimensions into the ten, lower-level classifications. As well, preliminary findings of the results 
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from each case study were circulated to representatives from each of the four organizations for 

comment. Suggestions were integrated into the analysis and results of the study. 

 Another limitation of this research relates to the scope of the case studies. The research is 

restricted to examining the alignment of controls within two specific information systems 

processes within four organizations. This may be seen to limit the generalizability of the results 

and the depth of understanding that can be created. Selecting other processes within COBIT or 

organizations with different characteristics would have introduced different controls and could 

have resulted in supplementary insights into the IS control alignment phenomenon. However, an 

effort was made to draw on organizations and processes from a variety of industries, sizes, and 

technical complexity. Further validation of the model and propositions will be necessary in future 

research to confirm if the proposed relationships remain valid in different organizations and IS 

processes. 

 In Chapter 8, the use of process theory and a maturity/stage model is employed. Past 

research suggests that such an approach can potentially mask the sequence of events that occur 

within each stage (Mohr, 1987). Similarly, as process research is evaluated on the basis of its 

simplicity (Langley, 1999), the approach can lead to excessively tidy and abbreviated results. 

Although the Control Results Alignment Model aims to be understandable and straightforward, 

its construction is based on a detailed collection of control-related events identified from the 

empirical data (see Appendix O). In describing each stage of the model, detailed explanations are 

provided so as to not mask the actual IS process complexity. 

Another potential limitation of this work is that it adopts a qualitative approach to 

establishing an IS control construct, rather than evaluating controls using a quantitative 

instrument. Although the value of a quantitative instrument is recognized, due to the exploratory 
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nature of the data being collected at this stage of the research program, a quantitative instrument 

was deemed unsuitable. Attempts to quantify the control dimensions and classifications at too 

early a stage in the research process were seen as a threat to obtaining sufficiently rich control 

data via interviews and company documents. Although future research may take advantage of an 

increasingly quantitative approach, the qualitative methodology employed in this chapter was 

viewed as a more appropriate technique under the circumstances. 

Finally, because the study’s results are closely tied to the comments expressed by 

interview participants, a risk of bias exists where particular groups are under or over represented. 

At each organization, both senior employees (e.g. directors) and junior employees (e.g. 

developers) where interviewed, but due to staff availability, more data was collected from senior 

employees (see Appendix G). This might be expected to limit the data related to dimensions such 

as socio-emotional experiences, but was not the case in this study, where coding distributions 

across the dimensions were balanced (see Table 12). As well, due to the supplementary data 

collected from company documents that corroborated the interview data, the potential bias from a 

high proportion of senior employee participants is seen to be limited. 

9.3 Contributions 

The contributions of this thesis can be divided into three domains: those made to 

management practice, research methods, and theory development. Refer to Table 70 for a 

summary of the contribution domain, this thesis’ contribution, and the justification for the 

contribution. 

Contribution Domain Thesis Contribution Contribution Justification 

Management Practice This research provides a control 

framework (Chapter 3) and 

control alignment approach 

(Chapter 8) to aid in the planning, 

design, implementation, and 

Managers and auditors struggle to 

oversee a collection of controls 

that effectively work together to 

aid in the achievement of 

organizational objectives. The 
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monitoring of IS controls by 

company managers and staff, as 

well as internal and external 

auditors. 

classification and control 

alignment approach supplement 

the currently available control 

framework tools, such as COBIT, 

by considering a broader range of 

control dimensions and 

considering the extent that 

controls are mutually reinforcing.  

Research Methods This research establishes a five-

dimension control framework and 

a related IS control construct.  

The IS control framework and 

construct provide a more 

comprehensive and multi-

dimensional view of the 

phenomenon than previous 

research. 

Proposes and employs an 

approach to qualitatively evaluate 

the alignment of IS controls using 

profile deviation. 

Extends past work on alignment 

and control to facilitate a 

comparison of controls in case 

studies to a set of ideal control 

profiles. The method categorizes 

cases into varying degrees of 

control alignment. 

Theory Development This research outlines three ideal 

profiles of control. 

See Table 71 below. 

This research puts forth the 

Control Results Alignment Model 

as a process model that outlines 

six interlinked stages depicting 

the steps that IS processes 

progress through in order to 

strengthen IS control alignment. 

This project outlines four research 

propositions, based on the 

empirical data and linked to the 

Control Results Alignment 

Model, that summarize the 

identified relationships and 

provide directions for future 

research. 

Table 70. Summary of Contributions 

 From a management practice perspective, the creation of a control classification and 

approach to control alignment can be used by managers and auditors to address the practical 

challenges that motivated this research. For those practitioners tasked with the planning, design, 
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implementation, and monitoring of information systems controls, these deliverables may 

complement the use of other control resources such as COBIT. Such frameworks commonly 

provide broad objectives for controls to achieve, including high level activities that organizations 

may consider implementing. However, these suggestions tend to focus exclusively on the 

characteristics of the controls themselves (i.e. control mechanisms), including detailed 

recommendations for managerial sign-offs, peer review, and formal documents. Based on the 

control framework proposed in Chapter 3, practitioners can gain a more comprehensive view into 

the aspects of the control characteristics that exist within their IS processes. From the IS control 

alignment insights provided in Chapter 8, practitioners can uncover problematic control 

dimensions that are contributing to misalignments and decreased control outcome achievement. 

Although the approach to analyze and evaluate controls does not replace standard audit and 

control frameworks such as COBIT, it can complement them. By moving beyond the control 

mechanism-focused approach advocated by many frameworks, IS control alignment instead 

suggests a more holistic approach that considers the environment, employees, execution, and 

mechanisms. 

 Two key contributions to research methods are made by this thesis. The first focuses on 

the five-dimension control framework produced in Chapter 2 and the associated construct 

presented in Chapter 3. These deliverables are unique in that they depart from the approaches of 

past IS control research that focus on one or two specific aspects of control phenomena. Rather, 

the framework and construct attempts to broadly encompass all critical aspects of IS control by 

considering the organizational drivers that influence control (i.e. control environment), the 

characteristics of the controls themselves (i.e. control mechanisms), the impact on employees of 

controls (i.e. socio-emotional experiences), how controls change over time (i.e. control 
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execution), and the objectives of control (i.e. control outcomes). Such a construct can aid future 

research focused on control both inside and outside the IS discipline to more closely consider the 

breadth of control issues and the important inter-relationships between the underlying control 

dimensions. 

 The second contribution to research methods is the proposal and employment of an 

approach to qualitatively evaluate the alignment of IS controls using profile deviation. 

Although this deliverable builds on the principles of past alignment studies, the integrated 

approach is a novel one that provides researchers with a way to evaluate the similarity of IS 

controls to an ideal profile, including the implications on control outcomes. This is an important 

extension of current IS control research, which generally advocates a two-dimensional approach 

to IS control design. That is, past research commonly recognizes the relationship between two 

control dimensions (e.g. when the control environment is characterized by a stable strategy, 

formal controls are recommended). This research approach builds on such past work by 

concurrently considering the relationships across five control dimensions, to include the 

environment, mechanisms, socio-emotional experiences, execution, and outcomes.  

Finally, three main contributions to theory development are also made by this research. 

The first contribution extends past alignment theory to propose three ideal profiles of control. 

These profiles weave together a set of formerly disparate research results into an integrated 

collection of defined relationships between control characteristics. The second theory 

contribution consists of the proposed Control Results Alignment Model. This process model 

outlines six interlinked stages that depict an IS processes achieving increasingly strong IS control 

alignment. Finally, the third contribution to theory consists of the four research propositions put 
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forth in Chapter 8. These propositions summarize the observations stemming from this study that 

can be used as a basis to direct future research on the topic of IS control. 

 Past research has suggested that theory development activities contribute value to the 

academy when they are viewed as being falsifiable, clear, complete, and understandable, as well 

as having utility (Bacharach, 1989; Grover, Lyytinen, Srinivasan, & Tan, 2008; Whetten, 1989). 

In order to evaluate the value of the theoretical contribution of this thesis, Whetten’s (1989) 

proposal that a ‘good’ theoretical contribution answers seven key questions is utilized. These 

questions are noted in Table 71, alongside the corresponding contribution from this thesis. 

Key 

Question 

Focus Areas (Whetten, 1989,  

p. 494-495) 

Thesis Contribution 

What’s new? Does the paper make a significant, 

value-added contribution to current 

thinking? 

The study extends the current control 

mechanism-focused thinking to consider 

a new collection of ideal control profiles 

and a process model that outlines the 

stages of a new phenomenon, IS control 

alignment. The research propositions 

outline broad patterns in the findings 

that challenge current views on IS 

control. 

So what? Will the theory likely change the 

practice of organizational science in 

the area? Are linkages to research 

evident? Does the paper go beyond 

making token statements about the 

value of testing or using these ideas? 

Are solutions proposed for 

remedying the alleged deficiencies 

in current theories? 

The theory development efforts are 

motivated by current challenges within 

organizations regarding the planning, 

design, implementation, and monitoring 

of IS controls. The research draws from 

past control and alignment theory, but 

develops a new approach to address the 

current practical issues. The research not 

only proposes a new construct and 

control profiles, but evaluates and 

refines them with empirical data. The 

results contribute to remedying 

shortcomings in past control theory by 

basing the study on a more 

comprehensive collection of IS control 

dimensions than past studies. 

Why so? Are the underlying logic and 

supporting evidence compelling? 

Are the author’s assumptions 

Assumptions and boundaries are clearly 

stated in Chapter 1. Extensive 

justification of the control framework is 
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explicit? Are the author’s views 

believable? 

provided within the literature review in 

Chapter 2. Supporting empirical 

evidence is cited in detail in Chapter 3-

8.  Detailed confirmations of the 

reliability and validity of data coding are 

also completed and described. 

Well done? Does the paper reflect seasoned 

thinking, conveying completeness 

and thoroughness? Are multiple 

theoretical elements (what, how, 

why, when, where, who) covered, 

giving the paper a conceptually 

well-rounded, rather than 

superficial, quality? Do the 

arguments reflect a broad, current 

understanding of the subject? 

The study closely integrates all chapters 

of the thesis into a uniform, complete 

project. Initial questions and 

assumptions are posed in Chapter 1, a 

detailed review of literature is conducted 

in Chapter 2, the results of the review 

contribute to the creation of the IS 

control construct in Chapter 3-7, and the 

associated empirical results are applied 

in an alignment context in Chapter 8. 

Thoroughness is demonstrated through 

the provision of extensive details and on 

methodology, data collection, analysis 

approach, and support for the 

conclusions. 

Done well? Is the paper well written? Does it 

flow logically? Are the central ideas 

easily accessed? Is it enjoyable to 

read? 

Care has been taken to present the 

research in a well written, accessible 

form. It has been extensively edited and 

revised, in consultation with external 

parties including academics and 

practitioners. 

Why now? Is the topic of contemporary interest 

to scholars in this area? Will it likely 

advance current discussions, 

stimulate new discussions, or 

revitalize old discussions? 

Numerous examples of control and 

alignment studies have been published 

in top journals over the past decade. 

However, due to recent business failures 

and the associated regulatory attention, 

controls have become an important topic 

for shareholders, auditors, managers, 

and researchers. As well, due to the 

expanding technological complexity of 

information systems, managers face 

escalating challenges in overseeing 

controls. By investigating the practical 

problems that face organizations in a 

novel way, it is likely to stimulate new 

discussion on the topic. 

Who cares? What percentage of readers are 

interested in this topic? 

This research is targeted at readers 

familiar with accounting, information 

systems, process management, computer 

science, and corporate governance 
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issues.  By catering to a range of 

interdisciplinary concerns, the study’s 

results are expected to generate 

extensive interest.  

Table 71. Characteristics of a Theoretical Contribution 

9.4 Future research 

The research presented in this thesis represents an initial investigation of the IS control 

alignment phenomenon in organizations. A variety of additional lines of inquiry exist for future 

research directions that either address the limitations of the current research or build on the 

presented findings. 

A key research opportunity could extend the IS control construct outlined in Chapter 3 

into a complete, quantitative measurement instrument. Drawing on the approach advocated by 

Lewis et al. (2005), a pre-test, pilot test, and item screening would be required to create a draft 

measurement instrument, followed by the exploratory and confirmatory assessment of 

measurement properties. This validated instrument could provide a useful tool to aid in the 

quantitative measurement of the IS control alignment phenomenon, which would complement the 

research presented in this thesis. In particular, this opportunity could aid in expanding beyond 

how control alignment operates to consider why it operates as it does. Using an increasingly 

explanatory approach that seeks to uncover a deeper understanding of causality in the control 

alignment process could provide a valuable contribution to the field. 

An additional direction for future research could be to expand on the two IS processes 

that were selected for examination using the case studies. In particular, two key avenues of 

research would be most useful. The first is the examination of IS processes outlined in COBIT 

that go beyond enterprise architecture and systems development. These could include processes 

such as security management, knowledge management, and innovation management. The second 
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avenue is to expand beyond IS processes to examine other processes within the organization. 

Control plays a fundamental role in business operations and examining control alignment within 

the financial reporting, inventory management, or revenue processes could uncover valuable 

insights on business process control alignment. 

As noted during the introduction of this research, one of the key drivers of control choice 

in organizations is seen to be the rapid change of technology and increasing requirements for 

regulatory compliance. These two drivers may relate to the ideal control profiles uncovered in 

this research. Future work on control alignment could explore the extent that IS processes 

experiencing rapid technology change tend to prefer an agile control profile, while organizations 

with increasing compliance responsibilities prefer a traditional control profile. It would be of 

particular interest to identify highly performing IS processes that employ control profiles at odds 

with this expectation (e.g. highly regulated industries that employ an agile profile).    

Finally, future research could seek to refine the frameworks and models proposed in this 

research. Three ideal profiles of control are proposed; however, the collection and analysis of 

more empirical data might result in additional profiles being uncovered. Additional data may also 

help to identify relationships between the use of particular control configurations and the 

processes, organizations, or industries where they are most successful. Similarly, additional 

control classifications could be defined within each control dimension to provide additional 

richness and variance between the controls of each IS process. These initiatives can further aid in 

the understanding of controls within organizations and contribute to clarifying the control 

alignment process. 
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9.5 Conclusion 

Motivated by the challenges faced by organizations in managing their complex and 

changing controls, this research has examined the new concept of IS control alignment. Drawing 

on the extensive IS control literature, a five dimension framework of control was outlined and 

used as a basis for the construction of a new IS control construct. This construct was employed 

and refined in six IS process case studies and the defining characteristics of the controls within 

these processes were established. Based on the results from this exercise, the research draws on a 

profile deviation approach to alignment in order to examine the similarity between the control 

characteristics in the cases to a group of three ideal profiles of control.  

The results suggest that IS controls most effectively achieve their objectives when they 

are grouped into mutually reinforcing collections that align to either agile control attributes (e.g. 

evolution, innovation), traditional control attributes (e.g. stability, prevention), or a hybrid 

collection that is employed based on unique organizational circumstances. Based on the findings, 

a six-stage process model is outlined that depicts the patterns noted in the empirical data that IS 

processes experience in moving from misaligned to aligned controls. 

Key findings from this research will help organizations to better achieve their goals by 

identifying IS controls that complement, rather than conflict, with one another. By more closely 

examining the implications of IS control choice, organizations can better understand how to 

influence employee behaviour and oversee day-to-day operations. From a theory perspective, this 

research conceptualizes and empirically evaluates the new concept of IS control alignment, as 

well as building theory regarding the relationships between IS processes, controls, and employee 

behaviour. 
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Appendix A – IS Control Alignment Scenarios 

Scenario A. The following description outlines control characteristics in a fictitious organization 

that correspond to a high degree of IS control alignment. 

AccountAssure is a midsized accounting company that provides audit, tax, and consulting 

services to a variety of local organizations. The company is characterized by a very 

traditional, hierarchical structure that abides by very rigorous, documented processes. Last 

year, AccountAssure initiated a project to implement a new application to be used by staff 

conducting accounting engagements with clients. The new application, to be developed 

internally, would replace another application created by the company ten years ago. The 

project was carefully planned out, with the necessary budgets, timelines, staffing, and 

development approach documented and approved by AccountAssure partners prior to 

commencement. Using careful managerial oversight, the project was monitored using a 

series of checkpoints throughout its duration to ensure everything remained on track. IS staff 

were familiar with the process, as the development approach was largely unchanged since 

the last system was developed. They felt that it produced good quality results on a timely 

basis and were reluctant to try out any of the new, iterative approaches to development that 

had started popping up at other companies. The new software was delivered within the 

planned timeline and budget constraints. In a post-implementation review, the Internal Audit 

group attributed much of the project’s success to the similarities between the highly 

structured environment, the nature of the controls in place, the employee expectations, and 

the stable collection of controls.  
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Scenario B. The following description outlines control characteristics in a fictitious organization 

that corresponds to a low degree of IS control alignment. 

Call-All is a midsized company that provides outsourced call centre services to a range of 

clients. The company is characterized by a very traditional, hierarchical structure that abides 

by very rigorous, documented processes. Last year, Call-All initiated a project to implement 

a new web-based information system that would allow the company to manage client data 

more easily. Much of the business that the company had previously done on an older, legacy 

system would transition to this new platform. The organization’s IS staff didn’t have much 

experience with web-based development and there was uncertainty about the new system’s 

requirements, which seemed to change regularly. In the tradition of the company, very 

structured, rigorous procedures were put in place to design and test the system. Months went 

by and the project slipped further and further behind schedule as new features were 

introduced and the process got bogged down in bureaucracy. The IS staff became frustrated 

that their development approach wasn’t able to adapt to the rapid changes within the project 

and complained to management that an iterative approach may be more suitable. After 

twelve months and nearly one million dollars, the project was discontinued and the old 

system remained in place. The Internal Audit department was asked to perform an evaluation 

of the project and found that the disconnect between the highly structured environment, the 

nature of the controls in place, the employee expectations, and the project’s pace of change 

was responsible for the failing initiative. 
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Appendix B – Control Definitions 

Definition 

Category 

Term Definition Reference 

Control 

Boundaries 

Organizational 

Control 

Refers to control as it broadly applies to 

organizational settings. 

Santana and 

Robey (1995) 

Managerial 

Control 

Refers to control employed by managers 

over subordinate activities. 

Giglioni and 

Bedeian (1974); 

Henderson and 

Lee (1992); 

Santana and 

Robey (1995) 

Financial 

Control 

Refers to control over financial activities 

such as budgets and financial ratios. 

Giglioni and 

Bedeian (1974) 

*Information 

Systems 

Control 

Refers to the attempts to affect the 

behaviour of others as a means to 

achieve objectives related to the 

development, operation, and use of 

information systems. 

Choudhury et al. 

(2003) 

Kirsch (1997) 

Kirsch (2004) 

Operative 

Control 

Refers to control over specific projects 

and processes, usually by mid-level and 

junior staff. 

Davis (1951) 

Administrative 

Control 

Refers to control over group and 

department-wide initiatives, usually by 

senior staff. 

Davis (1951) 

Team Control Refers to control over group behaviour. Henderson and 

Lee (1992) 

Individual 

Control 

Refers to control over an individual’s 

behaviour. 

Henderson and 

Lee (1992) 

Intellectual 

Control 

Refers to the process of controlling an 

individual or group by teaching them 

how to conduct a set of practices or 

processes. 

Cobb and Mills 

(1990) 

Cultural 

Control 

Refers to the values and normative 

patterns of worker behaviour within an 

entire division or firm. 

Jaworski (1988); 

Ouchi (1979) 

Control System “The set of processes (budgeting, goal 

setting) and mechanisms (performance 

appraisal) used to influence the 

behaviour of people so that they are 

motivated to achieve organizational 

objectives” (Flamholtz, 1995, p. 43). 

Flamholtz (1995), 

Macintosh and 

Scapens (1991) 

Control 

Characteristics 

Control Modes 

(Behavioural, 

Outcome, 

Behavioural control refers to the process 

of a supervisor monitoring the activities 

of a subordinate. It is subtle, flexible, 

Kirsch (1996); 

Jaworski (1988); 

Ouchi (1978, 
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Clan, Self) captures a range of activities, though 

assessments are subjective and difficult 

to communicate through organizational 

levels. 

 

Outcome control refers to the 

monitoring an employee’s level of 

output. It is quantifiable, comparable 

across levels and functions, and captures 

performance levels specific activities. 

Outcome control is sometimes referred 

to as output control. 

 

Clan control uses selection processes, 

social mechanisms, social perspectives, 

and patterns of interpersonal interactions 

to control the behaviour of individuals. 

Also referred to as social control. 

 

Self control refers to individuals who 

control their own actions, outside the 

direction of management. 

1979) 

Formal, 

Informal 

Control 

Formal controls are documented by 

management (e.g. plans, budgets, 

regulations, quotas), implicitly assume 

that the goals of individuals are at odds 

with organizational goals, and are 

initiated by managers, who are 

responsible for the necessary 

maintenance and adaptation of controls. 

Examples include recruitment and 

training programs, policies and 

procedures. 

  

Informal controls are undocumented, 

may or may not coincide with individual 

goals, and are constructed and 

maintained by employees (e.g. group 

norms, organizational culture). 

 

An alternative view of formal and 

informal control is proposed by Kirsch 

(1996), which varies slightly from 

Jaworski’s (1988) view. Here formal 

control is a category of control 

containing behaviour control and 

Jaworski (1988) 
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outcome control (as defined above), 

while informal control is a category 

containing clan and self control). 

*Internal 

Control 

(Preventive, 

Detective, 

Corrective) 

Internal controls refer to “the policies 

and procedures adopted by the directors 

and management of an entity to assist in 

achieving their objective of ensuring, so 

far as practicable, the orderly and 

efficient conduct of its business, 

including adherence to internal policies, 

the safeguarding of assets, the 

prevention and detection of fraud and 

error, the accuracy and completeness of 

the accounting records and timely 

preparation of reliable financial 

information. Internal controls may be 

incorporated within computerized 

accounting systems. However the 

internal control system extends beyond 

those matters which relate directly to the 

accounting system” (Accounting 

Principles Board, 1995). 

 

Three types of internal controls are 

commonly referred to. Preventive 

controls refer to those controls intended 

to prevent errors or issues from 

occurring. Detective controls refer to 

those controls intended to report on the 

presence of an error or issue. Detective 

controls are sometimes referred to as 

‘feedback’ controls. Corrective controls 

refer to a supplementary procedure 

related to detective controls that are 

intended to remedy the identified error 

or issue. 

 

The Committee of Sponsoring 

Organizations of the Treadway 

Commission (COSO) is a private 

organization that has published two 

influential and widely used frameworks 

(1992, 2004) related to internal control. 

The Internal Control – Integrated 

Framework (1992) defines five internal 

control-related components that are 

Cushing (1974), 

Srivastava (1985), 

American Institute 

of Certified Public 

Accountants 

(1992, 2004) 
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designed to enable organizations to 

achieve their objectives: control 

environment (the tone, integrity, 

organizational ethics), risk assessment 

(identification and analysis of risks), 

control activities (policies and 

procedures to assist management), 

information and communication 

(technology and other means of 

communication with stakeholders and 

report creation), and monitoring 

(ongoing compliance evaluation). Later, 

a supplementary framework was 

produced by COSO (2004) that 

expanded on the internal control 

principles to focus more broadly on the 

topic of enterprise risk (i.e. objective 

setting, event identification, and risk 

response.  

 

The IT Governance Institute has also 

published the IT-specific internal control 

framework called Control OBjectives 

for Information and related Technology 

(COBIT) that is consistent with the 

COSO frameworks. A mapping is 

provided by the publisher that cross 

references the five COSO components to 

the individual control objectives 

specified under COBIT (2007, p. 173).  

Controller-

driven, 

Controlee-

driven 

Controller-driven controls are those that 

are initiated by a secondary party (e.g. 

behaviour, outcome, clan). Controlee-

driven controls are those that are 

initiated exclusive of any other 

individuals (i.e. self).  

Tiwana and Keil 

(2009) 

Control 

Approaches 

Bureaucratic, 

Centralizing 

Control 

Argues that organizational behaviour 

can be controlled in two ways: a 

bureaucratic strategy of control or a 

centralizing strategy of control. The 

bureaucratic strategy of control refers to 

a reliance on procedures and records as a 

means to limit discretion and enable 

monitoring activities. The centralizing 

strategy of control refers to the 

centralization of decision-making to 

Child (1973) 
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senior executives. 

*Control 

Objectives, 

Practices, 

Effects 

Control objectives refer to the end result 

desired by stakeholders as a result of 

employing control. Control practices 

refer to the specific techniques used to 

enable the achievement of a control 

objective.  Control effects refer to the 

social and psychological consequences 

that occur as a result of control 

objectives and practices. 

Cram and 

Brohman (2010) 

Attempted, 

Realized 

Control 

Attempted controls refer to the attempt 

to influence a controlee with a control 

mechanism. Realized controls refer to 

the successful employment of the 

control mechanism. 

Tiwana and Keil 

(2009) 
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Appendix C – IT Processes from COBIT 5 

37 processes are defined within the COBIT 5 framework (Information Systems Audit and 

Control Association, 2012). They are grouped into 5 categories, as noted in the list below: 

Evaluate, Direct and Monitor 

o Ensure governance framework setting and maintenance 

o Ensure benefits delivery 

o Ensure risk optimization 

o Ensure resource optimization 

o Ensure stakeholder transparency 

Align, Plan and Organize 

o Manage the IT management framework 

o Manage strategy 

o Manage enterprise architecture 

o Manage innovation 

o Manage portfolio 

o Manage budget and costs 

o Manage human resources 

o Manage relationships 

o Manage service agreements 

o Manage suppliers 

o Manage quality 

o Manage risk 

o Manage security 
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Build, Acquire and Implement 

o Manage programs and projects 

o Manage requirements definition 

o Manage solutions identification and build 

o Manage availability and capacity 

o Manage organizational change enablement 

o Manage changes 

o Manage change acceptance and transitioning 

o Manage knowledge 

o Manage assets 

o Manage configuration 

Deliver, Service and Support 

o Manage operations 

o Manage service requests and incidents 

o Manage problems 

o Manage continuity 

o Manage security services 

o Manage business process controls 

Monitor, Evaluate and Assess 

o Monitor, evaluate and assess performance and conformance 

o Monitor, evaluate and assess the system of internal control 

o Monitor, evaluate and assess compliance with external requirements 
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Appendix D – Literature Review Methodology 

 In order to conduct a comprehensive and rigorous literature review on control within an 

information systems context, I follow the guidance of Webster and Watson (2002). The approach 

is consistent with a narrative review type, as defined in the IS review taxonomy proposed by Pare 

et al. (2012): descriptions are presented that focus on research models and frameworks as a means 

to build new theory, examine important topics, and direct future research. The criteria for 

selecting materials first utilized a keyword search (using the terms “control” and “information 

systems control”) within databases such as the Web of Science and ABI/Inform to identify 

journal articles meeting the review scope. Following the collection of these publications, a 

backwards search was conducted for works cited within the papers identified in the first step. As 

well, a forward search was conducted to identify other sources that cited the identified papers. No 

publication date restrictions were set and the focus for publications is within any peer-reviewed 

journal that publishes information systems-related articles. Journals specializing in information 

systems were not exclusively relied upon for articles; accounting, general management, and 

organizational behaviour journals were also used as sources for IS control publications. Articles 

considered appropriate for coding include references to controlling the behaviour of internal IS 

employees (through technical and/or behavioural means) related to the achievement of an 

organization’s information systems objectives. A total of 62 publications were identified. Refer to 

the table below for a listing of the reviewed articles. 

 The collected documents were coded by the author using an iterative model influenced by 

themes identified in past research findings on control, as well approaches adopted in reviews of 

literature in other areas of IS (Powell, et al., 2004). An initial grouping of higher level dimensions 

that were viewed as core IS control constructs were first identified on the basis of common 
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patterns noted across multiple publications. A classification of lower level sub-dimensions was 

also developed based on patterns of more specific, low level aspects of IS control. Both the higher 

level dimensions and lower level sub-dimensions were refined throughout the course of the 

analysis process. This refinement took place based on discussions between the author and his 

supervisors, as well as re-reviews of articles to ensure consistency with the changing categories 

and themes. The refinement of the IS control dimensions and sub-dimensions was conducted until 

all of the articles included in the review were seen to fit into the proposed classification 

framework. The following table notes the articles included in the review. 

Article Journal 

Baronas and Louis 1988 MIS Quarterly 

Baskerville and Stage 1996 MIS Quarterly 

Boss et al. 2009 European Journal of Information Systems 

Bunker et al. 2008 Journal of Information Technology 

Cardinal 2001 Organization Science 

Choudhury and Sabherwal 2003 Information Systems Research 

Drury 1984 MIS Quarterly 

Duh et al. 2006 Information and Management 

Essex et al. 1998 Journal of Management Information Systems 

Fitzgerald 1996 Information Systems Journal 

Fitzgerald 2006 MIS Quarterly 

Gopal and Gosain 2009 Information Systems Research 

Gopal and Sanders 1997 Journal of Management Information Systems 

Gray 2001 Information Technology and People 

Grundy et al. 1994 Managerial Auditing Journal 

Hall 1982 Management Accounting 

Halloran et al. 1978 MIS Quarterly 

Harris et al. 2009 Information Systems Research 

Helms and Weiss 1986 Journal of Management Information Systems 

Henderson and Lee 1992 Management Science 

Jiang et al. 2004 Information and Management 

Jin and Montague 2003 Systematic Practice and Action Research 
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Karimi and Konsynski 1991 Journal of Management Information Systems 

Kellogg et al. 2006 Organization Science 

Kirsch 1996 Organization Science 

Kirsch 1997 Information Systems Research 

Kirsch 2004 Information Systems Research 

Kirsch et al. 2002 Management Science 

Kirsch et al. 2010 Organization Science 

Kling and Iacono 1984 Communications of the ACM 

Kohli and Kettinger 2004 MIS Quarterly 

Kraut and Streeter 1995 Communications of the ACM 

Kulp 2006 Interfaces 

Lee et al. 2004 Information Systems Research 

Liu et al. 2010 International Journal of Project Management 

Liu and Yetton 2009 Journal of Information Technology 

Love et al. 2007 International Journal of Manpower 

Mao et al. 2008 Information and Management 

Maruping et al. 2009 Information Systems Research 

McFarlan 1981 Harvard Business Review 

Morris and Marshall 2004 Journal of Organizational and End User Computing 

Nidumolu and Subramani 2003 Journal of Management Information Systems 

Nidumolu 1996 Journal of Management Information Systems 

Olson 1982 MIS Quarterly 

Orlikowski 1991 Accounting, Management, and Information Technology 

Phan and George 1995 Information and Management 

Piccoli and Ives 2003 MIS Quarterly 

Pick 1991 Information and Management 

Rao et al. 2007 Journal of Management Information Systems 

Riehl 1982 Information and Management 

Rittenberg and Purdy 1978 MIS Quarterly 

Roberts et al. 2006 Management Science 

Rustagi et al. 2008 Information Systems Research 

Santana and Robey 1995 Computer Personnel 

Sia and Neo 1997 Journal of Management Information Systems 

Silva and Hirschheim 2007 MIS Quarterly 

Spears and Barki 2010 MIS Quarterly 

Stewart and Gosain 2006 MIS Quarterly 
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Straub and Welke 1998 MIS Quarterly 

Tiwana and Keil 2009 Journal of Management Information Systems 

Tiwana 2010 Journal of Management Information Systems 

Wallace et al. 2004 Information and Management 
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Appendix E – Participating Organization Comparison 

The following chart outlines a selection of key organizational characteristics, for the 

purposes of comparison. 

Characteristic CanBank InsureCorp HeathOrg LargeMan 

Industry Financial 

Services 

Insurance Health Care Manufacturing 

Approximate 

total number of 

employees 

40,000 750 10,000 75,000 

Approximate 

total number of 

IS staff 

>3,000 120 80 2,500 

Nature of IS 

environment 

(e.g. legacy, 

non-legacy) 

Hundreds of 

applications 

made up of a mix 

of legacy and 

non-legacy 

environments 

Core mainframe 

environment, 

supplemented by 

a collection of 

non-legacy (e.g. 

web-based) 

environments 

Mix of best-of-

breed 

applications 

Mix of legacy 

and non-legacy 

environments 

Systems 

development 

methodology 

Waterfall Waterfall, some 

pilot agile 

projects 

Waterfall, some 

pilot agile 

projects 

Agile 
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Appendix F – Interview Protocol 

 The following four tables note the interview protocols used for organization participating 

in the case studies. 

Interview Protocol – CanBank 

1. Can you tell me about your current role at CanBank? What activities and processes within the 

IT group are you involved with? 

2. Specific to PROCESS XYZ what do you see as the primary objectives or important 

outcomes? 

3. What control mechanisms do you see being used within PROCESS XYZ to encourage 

employees to behave in a way that helps achieve the objectives you mentioned? 

4. How effective do you think these control mechanisms are at influencing employees to 

achieve the objectives of the process? Are there circumstances where such mechanisms are 

more or less effective? 

5. Do the control mechanisms used to achieve the process objectives change over time? Are 

there circumstances where changes are greater or less? (e.g. new technology or tool: cloud, 

agile). What are the challenges related to ensuring that new technologies or tools are 

controlled to enable the achievement of organizational objectives? 

6. From your perspective, what organizational factors influence why particular control 

mechanisms are used in PROCESS XYZ rather than other mechanisms? 

7. How do you personally feel about the mechanisms that are used in PROCESS XYZ? Do they 

have a positive or negative impact on how you view your day-to-day work? How do you 

think your team feels about the controls? 

8. Do business stakeholders involved in PROCESS XYZ also use control mechanisms to help 

achieve business-related objectives they view as important? What are the mechanisms? What 

are the objectives? Do you view the mechanisms used by the business to be consistent with 

the ones used by the IT group? Do you think this has a positive or negative impact? Why? 

9. Most IT processes tend to have interdependencies with other, related processes (e.g. systems 

development-architecture, strategy-governance). Are the control mechanisms that you’ve 

identified in PROCESS XYZ consistent with those used in other IT processes that you view 

as being related? What are the processes? What are the objectives? Do you view the 

mechanisms used by IT should be consistent across the department? Do you think this has a 

positive or negative impact? Why? 

10. Thank you for your time. Are there any questions I should have asked on this topic but 

didn’t? Is there anything else you’d like to talk about regarding this topic? 

 

 

Interview Protocol – HealthOrg 

1. Can you tell me about your current role at HealthOrg? What activities and processes within 

the IT group are you involved with? 

2. Specific to PROCESS XYZ, what do you see as the primary objective or important 
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outcomes? 

3. What control mechanisms do you see being used within PROCESS XYZ to encourage 

employees to behave in a way that helps achieve the objectives you mentioned? 

4. How effective do you think these control mechanisms are at influencing employees to 

achieve the objectives of the process? Are there circumstances where such mechanisms are 

more or less effective? 

5. Do the control mechanisms used to achieve the process objectives change over time? Are 

there circumstances where changes are greater or less? (e.g. new technology or tool: cloud, 

agile). What are the challenges related to ensuring that new technologies or tools are 

controlled to enable the achievement of organizational objectives? 

6. From your perspective, what organizational factors influence why particular control 

mechanisms are used in PROCESS XYZ rather than other mechanisms? 

7. How do you personally feel about the mechanisms that are used in PROCESS XYZ? Do they 

have a positive or negative impact on how you view your day-to-day work? How do you 

think your team feels about the controls? 

8. When you consider the range of controls related to PROCESS XYZ, to what extent do you 

consider them to be similar to each other? In what way are they similar? Do you think this has 

a positive or negative impact? Why? 

9. When you consider the range of controls related to PROCESS XYZ, to what extent do you 

consider them to be complementary to each other? In what way are they complementary? Do 

you think this has a positive or negative impact? Why? 

10. Thank you for your time. Are there any questions I should have asked on this topic but 

didn’t? Is there anything else you’d like to talk about regarding this topic? 

 

 

Interview Protocol – InsureCorp 

1. Can you tell me about your current role at InsureCorp? What activities and processes within 

the IT group are you involved with? 

2. Specific to PROCESS XYZ (e.g. systems development, architecture), what do you see as the 

primary objectives or important outcomes? ARE THESE OUTCOMES PRODUCT-

FOCUSED OR PROCESS-FOCUSED? 

3. What control mechanisms do you see being used within PROCESS XYZ to encourage 

employees to behave in a way that helps achieve the objectives you mentioned? ARE THESE 

MECHANISMS PREVENTIVE OR DETECTIVE? 

4. Do the control mechanisms used to achieve the process objectives change over time? Are 

they viewed as being effective? ARE THE CONTROLS EVOLVING OR STABLE? 

5. From your perspective, what organizational factors influence why particular control 

mechanisms are used in PROCESS XYZ rather than other mechanisms? ARE THE 

ENVIRONMENTAL CHARACERISTICS TRADITIONAL OR PROGRESSIVE? 

6. How do you personally feel about the mechanisms that are used in PROCESS XYZ? Do they 

have a positive or negative impact on how you view your day-to-day work? How do you 

think your team feels about the controls? DO CONTROLS RELATE TO INDIVIDUAL OR 

INTERPERSONAL INFLUENCES? 

7. When you consider the range of controls related to PROCESS XYZ, to what extent do you 
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consider them to be SIMILAR and COMPLEMENTARY with each other? In what way are 

they similar? In what way are the complementary? Do you think this has a positive or 

negative impact? Why? 
8. Thank you for your time. Are there any questions I should have asked on this topic but 

didn’t? Is there anything else you’d like to talk about regarding this topic? 

 

Interview Protocol – LargeMan 

1. Can you tell me about your current role at LargeMan? What activities and processes within 

the IT group are you involved with? 

2. Specific to PROCESS XYZ (e.g. systems development, architecture), what do you see as the 

primary objectives or important outcomes? ARE THESE OUTCOMES PRODUCT-

FOCUSED OR PROCESS-FOCUSED? 

3. What control mechanisms do you see being used within PROCESS XYZ to encourage 

employees to behave in a way that helps achieve the objectives you mentioned? ARE THESE 

MECHANISMS PREVENTIVE OR DETECTIVE? 

4. Do the control mechanisms used to achieve the process objectives change over time? Are 

they viewed as being effective? ARE THE CONTROLS EVOLVING OR STABLE? 

5. From your perspective, what organizational factors influence why particular control 

mechanisms are used in PROCESS XYZ rather than other mechanisms? ARE THE 

ENVIRONMENTAL CHARACERISTICS TRADITIONAL OR PROGRESSIVE? 

6. How do you personally feel about the mechanisms that are used in PROCESS XYZ? Do they 

have a positive or negative impact on how you view your day-to-day work? How do you 

think your team feels about the controls? DO CONTROLS RELATE TO INDIVIDUAL OR 

INTERPERSONAL INFLUENCES? 

7. When you consider the characteristics of controls related to PROCESS XYZ, do you consider 

them to exist in a consistent pattern within the process? 

8. Thank you for your time. Are there any questions I should have asked on this topic but 

didn’t? Is there anything else you’d like to talk about regarding this topic? 
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Appendix G – Interview Listing 

Inter-

viewee # 

Org. Name Position Duration 

of 

Interview 

(minutes) 

Interview 

Transcript 

Length 

(pages) 

1 CanBank Sr. Director - Enterprise Architecture 80 38 

2 CanBank Sr. Director - Retail Markets Technology 41 19 

3 CanBank Sr. Director - Architecture Corporate 

Services 

51 22 

4 CanBank Sr. Director - Infrastructure Architecture 50 24 

5 CanBank Sr. Consultant - Enterprise Architecture 33 15 

6 CanBank Director - Computing Engineering 30 17 

7 CanBank Sr. Director - Methodologies & 

Capabilities 

54 26 

8 CanBank Director - Project Management 27 20 

9 HealthOrg Risk Manager 56 29 

10 HealthOrg Director of IT 43 25 

11 HealthOrg Manager, Clinical & Business Systems 66 30 

12 HealthOrg Director, Project Management Office 27 16 

13 HealthOrg Privacy Officer - IS 33 17 

14 HealthOrg Chief Privacy Officer 56 27 

15 HealthOrg Manager, Systems Development 28 14 

16 InsureCorp Director of Enterprise Architecture 53 26 

17 InsureCorp VP, Systems Development 30 16 

18 InsureCorp Manager, Systems Design 37 21 

19 InsureCorp Manager, Business Analysis 44 23 

20 InsureCorp Manager, Systems Development 35 21 

21 InsureCorp Manager, IT Quality Assurance 39 23 

22 InsureCorp Systems Developer 43 24 

23 InsureCorp Director, Project Management 38 19 

24 InsureCorp VP, Project Management 51 23 

25 LargeMan Development Lead 45 25 

26 LargeMan Project Manager 33 15 

27 LargeMan Developer 21 11 

28 LargeMan Development Manager 25 13 

29 LargeMan Developer 37 20 

 

Total interview time: 1206 minutes 

Average interview time: 42 minutes 

 

Total interview transcript length: 619 pages 

Average interview transcript length: 21 pages 
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Appendix H – Document Listing 

Organization 

Name 

Document Name Document 

Length (Pages) 

InsureCorp Deployable Piece Specification 6 

InsureCorp Development Management Plan 9 

InsureCorp Development Specification 13 

InsureCorp Enterprise Architecture Roadmap 5 

InsureCorp The Architecture Process at InsureCorp 1 

InsureCorp Enterprise Architecture Roadmap – Background Material 2 

InsureCorp Introduction to IT Architecture Governance and the Architecture 

Review Board 

27 

InsureCorp Systems Development Procedures Checklist 1 

InsureCorp Unit Test Plan 1 

HealthOrg Privacy Impact Assessment Questionnaire 22 

HealthOrg Privacy Impact Assessment Template 10 

HealthOrg Privacy Risk Report 3 

HealthOrg Privacy Impact Assessment Guidelines 45 

HealthOrg Information Services Risk Register – August 2011 7 

HealthOrg HealthOrg Business Data and Application Architecture 1 

LargeMan Sprint retrospective notes 1 

LargeMan Sprint retrospective notes 1 

LargeMan Sprint retrospective notes 1 

LargeMan Impact analysis and user story example 2 

CanBank Technology Standards 20 

CanBank Governance, Control & Policies 9 

CanBank MAP Overview 6 

CanBank Organization Chart 2 

CanBank CanBank Business Capability Model 1 

CanBank Component Details 13 

CanBank Common Risk Framework 11 

CanBank CanBank Policy Framework 18 

CanBank Deviation Process 7 

CanBank Control Listing 6 

CanBank IT Governance Standard 12 

CanBank Methodology Map 6 

Total documents: 31 

Total document pages: 269 
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Appendix I  – Coding Verification Instructions (Exercise 1) 

I will be using NVivo to help calculate the inter-rater reliability for a sample of interview 

transcripts and company documents.  I have coded using the initials “AC”; please ensure that 

you log in to NVivo using your initials so that I can track what you code separately from what I 

have coded. Your focus will be on identifying aspects of information systems control as they 

relate to the systems development process and the enterprise architecture process. 

General guidelines: 

 There are 5 codes, which are described in detail below.  Each code is distinct from the 

others; there is no hierarchy in the coding structure. 

 When coding an interviewee comment or document extract to a single node, include the 

full sentence containing the relevant comment, as well as any related context.  If multiple, 

contiguous sentences relate to the same code (e.g. a particular control mechanism or 

multiple control mechanisms), then code all sentences together as a single entry. If 

multiple, contiguous sentences relate to different codes (e.g. a particular control 

mechanism, then a control environment characteristic), then code the sentences separately 

to the appropriate code. 

 Where possible, avoid double-coding a single interviewee/document passage.  Try to pick 

the single most appropriate control dimension (i.e. control environment vs control 

outcomes).  If a single sentence clearly contains two distinct ideas that correspond to 

different concepts, code the entire sentence to both codes.   

 Ensure you are in the correct selection mode to code documents. When coding a 

document in .pdf format, right click, choose ‘Selection Mode’, and select ‘Region’. When 
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coding a document in .doc format, right click, choose ‘Selection Mode’, and select 

‘Text’.  

 For interviews, coding is only required to be completed for interviewee comments. Do 

not code interviewer questions or comments. 

 Do not create new codes.   

 If you have questions, please make a note and consult with me. 

List of codes: 

Code Name Definition Exemplar Quotes 

Control 

Environment 

The range of 

organizational and 

contextual factors that 

can influence the 

choice of a particular 

IS control. Includes the 

company’s strategic 

direction, the 

organizational 

structure, process 

characteristics, culture, 

and employee traits. 

[Systems development] is siloed at this point. We are recognizing some 

potential issues with that. We restructured…in 2009. We saw a need to 

have better procedures and governance around the various 

competencies. 

 

We have, as a company, [begun] a whole a new set and high level of 

activity around strategic initiatives and strategic projects. So a much 

heftier portfolio of [IT] projects and endeavors and objectives at the 

company level. 

 

We have got a distributed development group and part of group which 

is 12 hours away and English is a second language. 

Control 

Mechanisms 

The tools, activities, 

and initiatives utilized 

within an IS process 

that attempt to 

influence the behaviour 

of individuals or 

groups. Includes 

policies, procedures, 

methodologies, audits, 

and management 

supervision. 

When the group was formed, I was appointed the manager of the group 

and one of the first things that we did was put together a basic 

requirements document template, which has served us on most of the 

major projects that we have done since that time. 

 

There is sign off on the business requirements document by the 

business obviously. We also ask the design team or sort the next in line 

to receive the business requirements and we actually ask them to sign 

off on it as well. That is by way of trying to at least ensure that the next 

stakeholder or user of the business requirement is going to be able to 

get what they need from it. 
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We currently have a very rigid methodology in terms of ensuring that 

those controls are in place to ensure that we are not going down the 

wrong path. 

Socio-

Emotional 

Experiences 

The social and 

emotional responses by 

employees to IS 

controls. Includes 

employee motivation, 

enthusiasm, 

satisfaction, 

independence, stress, 

discomfort, trust, 

communication quality, 

and team expectations. 

More recent hires and more recent graduates from IT training and 

education, they are more enthusiastic [and] bought into the agile and 

iterative methods.  

 

Folks are excited about engaging in [iterative development] activities 

and I think that…they all want to be successful and everybody is 

focused on the goals; so if this is what it takes to make that more 

achievable and more successful, then that is what we need to do. And 

so the folks are embracing that mindset. 

 

As a developer I found it engaging and invigorating and for someone 

who was new to the team it was really easy to ask someone for help in 

that open area. The rules were, feel free to ask and it took down those 

barriers. 

 

Control 

Execution 

The operation and 

evolution of IS controls 

over time. Includes the 

perceived effectiveness 

of IS controls by 

employees and the 

extent of IS controls 

are modified over time. 

We had a few releases last fall that just killed us and that was the 

catalyst for looking at the agile approach to our software lifecycle. 

 

I think that we found that we needed to have a PMO office for IT which 

has morphed into one that does a lot of work for the organization itself. 

So it is broader than just IT. We have grown. We were a small 

department who knew what each other did to so many products that it 

is hard to keep track. 

 

We are adapting [the systems development approach]. It is not a pure 

agile form, partially because it is our first attempt at it so we want to 

do one once comfortable and once we can understand and grapple 

with. 

Control 

Outcomes 

The desired objectives 

of an IS process for 

There is just a sense that or security about having more people know 

more things about different areas [within agile]. It is just that security. 
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which the IS controls 

were implemented. 

Includes quality, 

profit/cost, 

speed/schedule, 

innovation, risk 

reduction, and 

compliance. 

That must lead to better code quality. It must lead to hopefully fewer 

defects. 

 

So, a big part of [our systems]… is patient safety. So there are drivers 

like that which are external. [Our leadership team] will always bring 

that lens as well…life is pretty balanced. 

 

In some cases [enterprise architecture] is about [developing] the IT 

capabilities so that projects 2, 3, and 4 can be delivered faster and 

better and cheaper. 
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Appendix J – Coding Verification Results (Exercise 1) 

The following table outlines the level of agreement for the interviews: 

 

Case 

Organization 

Control 

Environment 

Control 

Mechanisms 

Socio-

Emotional 

Experiences 

 

Control 

Execution 

Control 

Outcomes 

Kappa Kappa Kappa Kappa Kappa 

CanBank SD .8180 .8008 .6840 .7608 .6240 

CanBank EA .7488 .7274 .8953 .8539 .7707 

InsureCorp SD .7183 .7580 .6305 .8434 .6902 

InsureCorp EA .7324 .7427 .6733 .7162 .7799 

HealthOrg SD .6963 .6921 .6882 .8963 .7736 

LargeMan SD .7032 .6748 .6397 .6844 .6834 

Average .7362 .7326 .7018 .7925 .7203 

 

The following table outlines the level of agreement for the documents: 

 

Case 

Organization 

Control 

Environment 

Control 

Mechanisms 

Socio-

Emotional 

Experiences 

 

Control 

Execution 

Control 

Outcomes 

Kappa Kappa Kappa Kappa Kappa 

CanBank SD 1.0000 0.7506 1.0000 0.5000 0.6218 

CanBank EA 0.9819 1.0000 1.0000 0.9868 0.7601 

InsureCorp SD 0.7629 0.8997 1.0000 0.9611 1.0000 

InsureCorp EA 0.5000 0.5322 0.9035 0.9285 0.7912 

HealthOrg SD 0.5820 0.6185 0.7071 0.5534 0.7471 

LargeMan SD 0.8655 0.5338 0.6148 0.7755 1.0000 

Average 0.7821 0.7225 0.8709 0.7842 0.8200 

 

 

Average Kappa, across all control categories for interviews: 0.7367 

Average Kappa, across all control categories for documents: 0.7959 

Average Kappa, across all control categories for interviews and documents: 0.7663 
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Appendix K – Coding Verification Instructions (Exercise 2 - Interviews) 

Instructions: 

 The following table lists the IS control categories and the associated definitions utilized 

in the first coding exercise. Added to this are two underlying ‘classes’ that represent 

distinct, mutually exclusive subsets of each category (i.e. a total of 10 classes). 

 For this exercise, a series of six interview quotes will be provided for each control 

category (i.e. a total of 30 quotes). For each quote, please select the classification that you 

think BEST characterizes the interviewee’s comment. Quotes cannot be coded to more 

than one classification. 

 Four interview quotes, one for each control dimension are included below as practice 

before commencing the real coding exercise. 

 If you have questions, make a note and consult with me. 

IS Control 

Dimension 

Definition Class #1 Class #2 

Control 

Environment 

The range of 

organizational and 

contextual factors that 

can influence the choice 

of a particular IS control. 

Includes the company’s 

strategic direction, the 

organizational structure, 

process characteristics, 

culture, and employee 

traits. 

Traditional: 

Traditional control 

environments are characterized 

by process standardization, 

established organizational 

structure, cautious decision 

making, and internal stability. 

Examples of traditional control 

environment traits include: 

 Business-driven strategy; 

technology supports 

business interests but does 

not lead them 

 Aversion to accepting risk 

 Structured, static, 

formalized process steps 

 Structured, defined, 

centralized organizational 

hierarchy 

 Importance placed on 

supervisor-subordinate 

Progressive: 

Progressive control 

environments are 

characterized by process 

flexibility, technology-

intensive initiatives, risk 

taking, and innovation. 

Examples of progressive 

control environment traits 

include: 

 Organizational strategies 

relying on flexibility, 

speed to market of 

products and services, 

technology innovation 

 Calculated acceptance of 

risks 

 Heavy importance placed 

on technological tools and 

capabilities 

 Highly flexible, adaptive 
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directives 

 Subject to extensive rules 

and regulations 

 Reliant on internal 

sourcing of skills and 

technology 

 Employees with highly 

defined roles and 

responsibilities 

 Long term employee roles; 

low staff turnover 

process steps 

 Importance placed on 

collaboration and 

agreement 

 Decentralized 

organizational structure 

 Reliant on external 

sourcing of skills and 

technology 

 Employees with loosely 

defined roles and 

responsibilities 

 Short term employee 

roles; high staff turnover 

Control 

Mechanisms 

The tools, activities, and 

initiatives utilized within 

an IS process that 

attempt to influence the 

behaviour of individuals 

or groups. Includes 

policies, procedures, 

methodologies, audits, 

and management 

supervision. 

Preventive: 

Preventive control mechanisms 

are defined as a proactive 

attempt to avoid the occurrence 

of an activity or incident that 

could potentially have a 

negative impact on 

organizational objectives. 

Examples of preventive 

controls include:  

 Documented standards, 

plans, policies, 

procedures, guidelines 

 Management review and 

pre-approval of initiatives 

 Impact assessment of IS 

initiatives prior to 

commencement 

 Development 

methodologies and 

techniques 

 Automated tools 

(application permission 

restrictions) 

Detective: 

Detective control mechanisms 

are defined as the procedures 

conducted to identify if an 

activity or incident has 

occurred that could have a 

negative impact on 

organizational objectives. 

Detective controls do not 

directly attempt to prevent the 

incident from occurring, but 

rather identify when it has 

occurred and then remediate 

the issue. Examples of 

detective controls include: 

 Internal and external audit 

procedures 

 Independent regulatory 

reviews , compliance 

assessments 

 Periodic managerial or 

peer reviews and 

assessments 

Socio-

Emotional 

Experiences 

The social and emotional 

responses by employees 

to IS controls. Includes 

employee motivation, 

enthusiasm, satisfaction, 

independence, stress, 

discomfort, trust, 

communication quality, 

and team expectations. 

Individual: 

Individual socio-emotional 

experiences refer to the 

employees whose response to 

control is consistent with a 

prioritization of individual 

goals, the focus on individual 

rights, and an emphasis on 

personal autonomy. Examples 

of individual socio-emotional 

experiences include: 

 Control changes 

Collective: 

Collective socio-emotional 

experiences refer to employees 

whose response to control is 

consistent with a priority on 

group goals and the cohesion 

of groups. Examples of 

collective socio-emotional 

experiences include: 

 Team autonomy and 

flexibility 

 Widespread knowledge 
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corresponding to 

individual employee’s 

emotions, including stress, 

uncertainty, discomfort, 

happiness, motivation, and 

contentment 

 A high degree of variance 

in the emotional responses 

to control experienced by 

different employees  

 A reluctance to share 

knowledge with other 

employees 

 Individual employees have 

the authority to influence 

IS control design and/or 

changes 

sharing among employees 

 Common team/group 

reactions to control that 

are consistent with 

organizational or national 

culture norms 

 Common reactions to 

control that correspond to 

group experiences and 

activities, such as 

communication, 

socialization, trust, 

resistance and interaction 

Control 

Execution 

The operation and 

evolution of IS controls 

over time. Includes the 

perceived effectiveness 

of IS controls by 

employees and the extent 

of IS controls are 

modified over time. 

Stability: 

Stable control execution is 

characterized by controls that 

are viewed as performing 

adequately within mature, well 

established processes. Few 

adjustments to controls are 

required and controls are rarely 

added. 

Evolution: 

Evolutionary control 

execution is characterized by 

the identification of issues or 

areas for control improvement 

that require remediation, as 

well as the associated 

adjustments and additions to 

controls over time. 

Control 

Outcomes 

The desired objectives of 

an IS process for which 

the IS controls were 

implemented. Includes 

quality, profit/cost, 

speed/schedule, 

innovation, risk 

reduction, and 

compliance. 

Product: 

Product-focused control 

outcomes represent 

characteristics of a particular 

IT artifact (e.g. software 

application) that are desirable 

to organization, which controls 

can help to achieve. This 

includes: 

 Product compliance with 

relevant internal or 

external rules and 

regulations (e.g. adherence 

to accounting standards, 

data privacy regulations) 

 Software and systems 

quality, integrity, and 

accuracy 

 The enhancement of an IT 

artifact through innovation 

(e.g. the development of a 

more reliable software 

application) 

 Delivering value through 

Process: 

Process-focused control 

outcomes represent 

characteristics of internal IT 

processes (e.g. systems 

development) that are 

desirable to the organization, 

which controls can help to 

achieve. This includes: 

 The speed and efficiency 

of an IT process 

 The extent that an IT 

process adheres to a 

schedule and/or budget 

 Compliance of an IT 

process with relevant 

internal or external rules 

and regulations 

 The enhancement of an IT 

process through 

innovation (e.g. 

employing a new 

development 

methodology) 
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technology products and 

services that increase 

business profitability, 

reduce costs, etc. 

 The reduction and 

management of business 

and technology risks 

 

Practice: 

Control 

Dimension 

Representative Interviewee Quote Select ONE of 

the Following 

Classes 

Control 

Environment 

Typically we are very conservative and very...slow moving. We 

are in the financial services industry and...it is not like the tech 

sectors where they move constantly. 

Traditional OR 

Progressive 

Control 

Mechanisms 

So [the developers] were just able to quickly react and do these 

quick back and forth meetings with the client, show the demo, 

tweak it, show the demo, tweak it, and then get it out there. 

Preventive OR 

Detective 

Socio-

Emotional 

Experiences 

More recent hires and more recent graduates from IT training 

and education, they are more enthusiastic [and] bought into the 

agile and iterative methods. The people who have had longer 

term tenures here at Company ABC and have worked in those 

different eras…they feel as though they have been burned or 

have had poor outcomes when there have been prior attempts 

to loosen up a little bit. So they will be a bit more once bitten, 

twice shy. 

Individual OR 

Collective 

Control 

Execution 

So the journey that we are on right now is actually getting [the 

business and IT] more aligned and working our alignment 

intra-technology and getting [enterprise architecture] to focus 

a bit more around what the business is doing as well. But then 

again they are in a very different position, right? Sometimes the 

business would not necessarily push for the right thing from a 

pure operations [perspective] because sometimes you need to 

be a bit more heavy on certain things. So we are working 

through those things. 

Stability OR 

Evolution 

Control 

Outcomes 

In some cases [enterprise architecture] is about [developing] 

the IT capabilities so that projects 2, 3, and 4 can be delivered 

faster and better and cheaper. 

Product- OR 

Process-Focused 

 

Control 

Dimension 

Representative Interviewee Quote 
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Control 

Environment 

All of architecture is centralized in the bank, which is actually I think 

a real bonus for us. Some of my peers would die to have a centralized 

group. 

  

If you ask me, I don’t think any project should be more than 12 

months, but we tend to have very long ones.  [Projects] change 
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fundamentally in that period of time and not only the project itself or 

the requirements or the environment; it could be the regulations, it 

could be new executives, I mean this company goes through 

organizational change every 6 to 9 months.  So chances are 3 years 

down the line you’re going to have a completely different set of 

people involved in that particular project. 

What is adding an interesting twist to enterprise architecture is what 

I will just call ‘capabilities’. So we think of cloud offsite, we have our 

own data centre here but we employ Salesforce.com, so it is really a 

capability and a service and yet it has to be integrated in for things 

aggregate reporting [or transferring] our data back and forth. That 

path that we are on from an industry perspective - an IT industry - is 

what is adding an interesting twist to architecture, because now it is 

not about the technology and it is not about the applications 

themselves. 

  

We do pigeon hole some of our people in certain types of projects. 

Our infrastructure guy just does the infrastructure projects and he 

has not done business-facing [work]. I don’t think that he is used to it 

and I think that maybe from a career perspective he has not had that 

in his background. Our product project managers may be at that 

point in their career that they don’t want the big scary ones...they 

tend to be veterans and they get the job done. 

  

We have got the federal level regulations on medical devices and 

there [are] federal rules or laws on research activity and then as you 

come into the clinical domain, you have got provincial rules and regs 

that pertain to personal health information itself, let alone the clinical 

systems or the way that healthcare is actually delivered. The system is 

the delivery mechanism, if you will. And then I guess even below that, 

there is the accountability for the ministry of health for the rest of the 

administration of the hospital as a business. 

  

We have got a distributed development group and part of group 

which is 12 hours away and English is a second language. 

  

 

 

Control 

Dimension 

Representative Interviewee Quote 
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Control 

Mechanisms 

Unless you are really a cowboy out there, you are running your stuff 

in our data centres. And so you are not getting into the data centre. 

Our operations guys have some pretty strict acceptance criteria. We 

run a gating-type program. We are not putting you in production if 

you have not given us the right capacity management requirements or 

we don’t have those run books or we are not going to support you on 
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the service desk. So because we have centralized and because we 

have matured it is kind of like...’I really can’t get it done any other 

way’. 

We have a project delivery and business case policy that is bank wide 

that basically says for projects of a certain size, magnitude, [and] 

risk perspective, they must use one of the governing frameworks. 

  

We follow what is called TOGAF, The Open Group Architecture 

Forum. It is just one method…there are other architecture 

methodologies. TOGAF has something called the architecture 

development method, the ADM. So it is a methodology, a series of 

processes and a series of defined deliverables and activities that yield 

work. Work might be [to] implement this system, acquire this 

technology, that kind of thing. So within architecture we are following 

one set of processes and it applies at both the enterprise level as well 

as the solution level. 

  

[During] the projects we do have reviews with the project team. 

Reviews with the business to obtain sign-off on the proposed solution 

or ‘have I gotten all of your requirements as here is how I understand 

your requirements, is this correct?’ ‘Are you in agreement with it?’ 

So we do have some of those controls through SDLC lifecycle, 

through project management lifecycle. We do have those in place. 

  

I need to meet with the directors once a week. [I ask them:] ‘what is 

your update on this, what is your update on this?’. We have IT 

operations meetings and so there I get to find out maybe some of the 

new risks that are coming out. 

  

We literally interacted with the clients for the first time ever [during a 

recent experience with agile]. We were on the phone with them and 

asked them what they wanted. We came back a week later with a 

prototype and they would refine it. We would come back a week later 

and they were …amazed at how quickly we could bring things 

back…they loved that instant feedback. 

  

 

Control 

Dimension 

Representative Interviewee Quote 
In
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Socio-

emotional 

Experiences 

I think that some of [the enterprise architecture process] also 

depends on the relationships. I think that we focus on those 

relationships and for the most part do a pretty good job. So there is a 

level of trust. There is also a history. 

  

From a framework perspective, the delivery framework and the 

standardized approach to how we develop and deliver projects, or 

deliver on projects, that was all extremely well received this year.  

When we launched it we got rave reviews throughout the 
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organization. 

If you don’t do it right or you have got people who are simply ‘my 

project, my budget, I want to deliver on time and on budget’, that is 

where the education might not work.  

  

Folks are excited about engaging in [iterative development] activities 

and I think that…they all want to be successful and everybody is 

focused on the goals; so if this is what it takes to make that more 

achievable and more successful, then that is what we need to do. And 

so the folks are embracing that mindset. 

  

I would say [that there has been] a little bit of resistance, but [it 

might be the result of employees] maybe not fully understanding: ‘I 

don’t want you to know everything that I know, it takes away from 

what I do’…I think [employees] all have to understand that you can’t 

hold information. You have to document. I know that you can do it, 

but when you go fix something....I did this, this, and this so if you 

have a list of 10 things that you did to fix it that is good too. 

  

The developers now are in control of what workload they take on but 

at the same time are accountable for it. So before, it was one guy in a 

room and said ‘I think this is a good amount of work for 3 months’ 

without real knowledge of the intricacies of each of those things. It is 

not possible for one person to have all of the knowledge. Now the 

whole team gets to essentially democratically vote for what we take 

on, but then will measure what we say we take on. So we have 

enabled the team to be a bit more in control of what we do. 

  

 

Control 

Dimension 

Representative Interviewee Quote 
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Control 

Execution 

So if I go back about 4 years to ’08, we had 50 different standards and 

they were all different levels. Some of them were like 50 pages long 

and very little compliance. [Staff] used them or not... So we started 

out and we did a whole lot of research. Partly it was that we were 

going to ground these in industry best-practice. We were not going to 

start with blank sheets and create our own…so we put a framework 

together bank-wide. 

  

The rewrite we did with [the framework]…took all the existing 

methodologies and merged them all together with the framework, so 

not only did you have the processes, but we also had the roles 

recognized with the ‘RACI’ (Responsible, Accountable, Consulted, 

Informed) tables.  We had stronger process definition in that we now 

recognized inputs and outputs, the RACI definitions, the entrance 

criteria, the exit criteria. 

  

It will take 3 to 5 years for any organization to turn about that way   
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and so we are probably in about year 1 or 2 of that. The business 

recognizes the value of enterprise architecture, but the perception is 

that it is primarily technology architecture-focused. So [oversight for 

enterprise architecture will] stay in IT, but with more work being 

done at the business and strategic level and delivering value there, it 

may start to move out. 

We are still looking at our whole defect management process to 

understand from a requirements perspective how well we delivered on 

the requirements versus what is [a] new change versus bugs, right? 

So our maturity scale is not there at this point in time, so that is work 

that we do need to consider. 

  

So largely in the infrastructural world, it is about keeping up with the 

technology lifecycle. I have to say that in terms of new products or 

innovations there has been relatively little for the last few years now. 

It has really been any new features or functions that have been part of 

upgrades. And so really it has been about just keeping up with the 

lifecycle. 

  

Since the first day…was the mentality that [we] would approach any 

problems or any questions like ‘okay, that is true we might not be able 

to handle that [problem in using the new methodology]. Let’s figure 

out how and put it into the process’. But when we put it in the process, 

we would reference the agile methodology to see how they would 

attempt to take care of that. Whether or not it is meant to be a process 

that grows like that, that is how we transformed from the waterfall to 

where we are now and we still have so much more to do. 

  

 

Control 

Category 

Representative Interviewee Quote 
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Control 

Outcomes 

If our online banking is not working, the whole senior team is awake 

at night. It is really very high visibility and high profile…so it is 

important stuff. 

  

[The developers] would love to be able to just jump in and do iterative 

at this point.  From a risk perspective, I don’t think the bank is ready 

for that…because they’re very concerned about what that might do. 

  

Every transaction [in our industry] is usually a contractual 

obligation. There is obviously the compliance and there is the 

regulation because the value that we deliver, the promise of an 

insurance policy or a claim could be 10, 15 or 20 years down the 

road. So that does make insurance…unique in that the systems that we 

have had better be able to live long. 

  

I think what we are trying to focus on is value to market. So that we 

are delivering something that is going to give a higher revenue stream 
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earlier in the year to help them meet their goals versus time to market. 

We have also hired a user-centered design specialist…to be part of 

the team and usability is a very large focus of [a new system under 

development] and our IT director is very invested in user-centered 

design. That means that it is a safe product because it is easy to use 

and intuitive and if users are spending time [learning] how to use the 

application, then they are not spending their time doing their clinical 

thinking. 

  

But now we have kind of told them this is agile and this is where we 

are heading and this is what we want to try to do. We are trying to get 

more work done and get more out to them sooner. Now that they are 

on board, the requirements are starting to come quicker. When I am 

showing them something they are bringing it to the business and 

getting feedback sooner so that we can adjust on the fly, which makes 

my life a lot easier. 
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Appendix L – Coding Verification Instructions (Exercise 2 - 

Documents) 

Instructions: 

 The following table lists the IS control categories and the associated definitions utilized 

in the first coding exercise. Added to this are two underlying classifications that represent 

distinct, mutually exclusive subsets of each category (i.e. a total of 10 classifications). 

 For this exercise, a series of six company document extracts/descriptions will be provided 

for each control dimension (i.e. a total of 30 passages). For each passage, please select 

the classification that you think BEST characterizes the document’s content. Passages 

cannot be coded to more than one classification. 

 Five document extracts are included below as practice before commencing the real 

coding exercise. 

 If you have questions, make a note and consult with me. 

IS Control 

Dimension 

Definition Class #1 Class #2 

Control 

Environment 

The range of 

organizational and 

contextual factors that 

can influence the choice 

of a particular IS control. 

Includes the company’s 

strategic direction, the 

organizational structure, 

process characteristics, 

culture, and employee 

traits. 

Traditional: 

Traditional control 

environments are characterized 

by process standardization, 

established organizational 

structure, cautious decision 

making, and internal stability. 

Examples of traditional control 

environment traits include: 

 Business-driven strategy; 

technology supports 

business interests but does 

not lead them 

 Aversion to accepting risk 

 Structured, static, 

formalized process steps 

 Structured, defined, 

centralized organizational 

hierarchy 

Progressive: 

Progressive control 

environments are characterized 

by process flexibility, 

technology-intensive initiatives, 

risk taking, and innovation. 

Examples of progressive control 

environment traits include: 

 Organizational strategies 

relying on flexibility, speed 

to market of products and 

services, technology 

innovation 

 Calculated acceptance of 

risks 

 Heavy importance placed on 

technological tools and 

capabilities 

 Highly flexible, adaptive 
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 Importance placed on 

supervisor-subordinate 

directives 

 Subject to extensive rules 

and regulations 

 Reliant on internal 

sourcing of skills and 

technology 

 Employees with highly 

defined roles and 

responsibilities 

 Long term employee roles; 

low staff turnover 

process steps 

 Importance placed on 

collaboration and agreement 

 Decentralized 

organizational structure 

 Reliant on external sourcing 

of skills and technology 

 Employees with loosely 

defined roles and 

responsibilities 

 Short term employee roles; 

high staff turnover 

Control 

Mechanisms 

The tools, activities, and 

initiatives utilized within 

an IS process that 

attempt to influence the 

behaviour of individuals 

or groups. Includes 

policies, procedures, 

methodologies, audits, 

and management 

supervision. 

Preventive: 

Preventive control mechanisms 

are defined as a proactive 

attempt to avoid the occurrence 

of an activity or incident that 

could potentially have a 

negative impact on 

organizational objectives. 

Examples of preventive 

controls include:  

 Documented standards, 

plans, policies, 

procedures, guidelines 

 Management review and 

pre-approval of initiatives 

 Impact assessment of IS 

initiatives prior to 

commencement 

 Development 

methodologies and 

techniques 

 Automated tools 

(application permission 

restrictions) 

Detective: 

Detective control mechanisms 

are defined as the procedures 

conducted to identify if an 

activity or incident has occurred 

that could have a negative 

impact on organizational 

objectives. Detective controls do 

not directly attempt to prevent 

the incident from occurring, but 

rather identify when it has 

occurred and then remediate the 

issue. Examples of detective 

controls include: 

 Internal and external audit 

procedures 

 Independent regulatory 

reviews , compliance 

assessments 

 Periodic managerial or peer 

reviews and assessments 

Socio-

Emotional 

Experiences 

The social and emotional 

responses by employees 

to IS controls. Includes 

employee motivation, 

enthusiasm, satisfaction, 

independence, stress, 

discomfort, trust, 

communication quality, 

and team expectations. 

Individual: 

Individual socio-emotional 

experiences refer to the 

employees whose response to 

control is consistent with a 

prioritization of individual 

goals, the focus on individual 

rights, and an emphasis on 

personal autonomy. Examples 

of individual socio-emotional 

experiences include: 

 Control changes 

corresponding to 

Collective: 

Collective socio-emotional 

experiences refer to employees 

whose response to control is 

consistent with a priority on 

group goals and the cohesion of 

groups. Examples of collective 

socio-emotional experiences 

include: 

 Team autonomy and 

flexibility 

 Widespread knowledge 

sharing among employees 
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individual employee’s 

emotions, including stress, 

uncertainty, discomfort, 

happiness, motivation, and 

contentment 

 A high degree of variance 

in the emotional responses 

to control experienced by 

different employees  

 A reluctance to share 

knowledge with other 

employees 

 Individual employees have 

the authority to influence 

IS control design and/or 

changes 

 Common team/group 

reactions to control that are 

consistent with 

organizational or national 

culture norms 

 Common reactions to 

control that correspond to 

group experiences and 

activities, such as 

communication, 

socialization, trust, 

resistance and interaction 

Control 

Execution 

The operation and 

evolution of IS controls 

over time. Includes the 

perceived effectiveness 

of IS controls by 

employees and the extent 

of IS controls are 

modified over time. 

Stability: 

Stable control execution is 

characterized by controls that 

are viewed as performing 

adequately within mature, well 

established processes. Few 

adjustments to controls are 

required and controls are rarely 

added. 

Evolution: 

Evolutionary control execution 

is characterized by the 

identification of issues or areas 

for control improvement that 

require remediation, as well as 

the associated adjustments and 

additions to controls over time. 

Control 

Outcomes 

The desired objectives of 

an IS process for which 

the IS controls were 

implemented. Includes 

quality, profit/cost, 

speed/schedule, 

innovation, risk 

reduction, and 

compliance. 

Product: 

Product-focused control 

outcomes represent 

characteristics of a particular 

IT artifact (e.g. software 

application) that are desirable 

to organization, which controls 

can help to achieve. This 

includes: 

 Product compliance with 

relevant internal or 

external rules and 

regulations (e.g. adherence 

to accounting standards, 

data privacy regulations) 

 Software and systems 

quality, integrity, and 

accuracy 

 The enhancement of an IT 

artifact through innovation 

(e.g. the development of a 

more reliable software 

application) 

 Delivering value through 

technology products and 

Process: 

Process-focused control 

outcomes represent 

characteristics of internal IT 

processes (e.g. systems 

development) that are desirable 

to the organization, which 

controls can help to achieve. 

This includes: 

 The speed and efficiency of 

an IT process 

 The extent that an IT 

process adheres to a 

schedule and/or budget 

 Compliance of an IT 

process with relevant 

internal or external rules and 

regulations 

 The enhancement of an IT 

process through innovation 

(e.g. employing a new 

development methodology) 

 The reduction and 

management of business 

and technology risks 
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services that increase 

business profitability, 

reduce costs, etc. 

 

Practice: 

Control 

Dimension 

Representative Document Passage/Description Select ONE of the 

Following 

Classifications 

Control 

Environment 

Introduction to IT Architecture Document: Mitigating 

Conflict Between Short and Long Term Goals -  

We cannot solely be focused on tactical, day-to-day decisions 

or the strategic future-oriented vision. Conflicts between 

these are mitigated through effective governance. 

 

Traditional OR 

Progressive 

Control 

Mechanisms 

Introduction to IT Architecture Governance Document: The 

Architecture Board is responsible and accountable for 

achieving a method to handle exceptions and escalations. 

 

Preventive OR 

Detective 

Socio-

Emotional 

Experiences 

Retrospective Development Team Notes: What we did well - 

A good amount of cross-team work. 

Individual OR 

Collective 

Control 

Execution 

Enterprise Architecture Roadmap Document: The tasks and 

groupings are based on The Open Group Architecture 

Framework’s (TOGAF) Architecture Development Method 

(ADM). 

 

Stability OR 

Evolution 

Control 

Outcomes 

Change management control: All emergency changes made 

to infrastructure and applications are recorded, reviewed, 

approved appropriately and on a timely basis. 

 

Product- OR 

Process-Focused 

 

Control 

Dimension 

Representative Document Passage/Description 
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Control 

Environment 

Strategic Planning: Consider internal and external trends and 

emerging technologies. 

  

Organization Chart: Formal process activities and associated 

responsibilities, including with assigned managers. For example, 

Information Technology Manager: Capacity management, data 

archival, data center, demand manager, IT portfolio manager, IT risk 

management. 

  

Enterprise Architecture Roadmap: The Enterprise Architecture 

Roadmap should also show the alignment of the proposed Enterprise 

Architecture initiatives with the Business Initiatives and activities 
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identified in the Target Operating Model, Business Strategy and 

Business Principles documents etc. 

Development Management Plan Document: Audience of plan is 

identified as R – Responsible, A – Accountable, C – Consulted, or I – 

Informed. 

  

Information Privacy Template Instructions: The questions in this 

section relate to the proposed or existing system, technology or 

program, including policies and procedures as they pertain to the 

personal health information handled as part of a particular project or 

arrangement, such as types of information collected, sources of 

information, intended uses, circumstances of collection, use and 

disclosure, and processing procedures. 

  

Retrospective Development Team Notes: What we can improve – Better 

engagement with business clients internationally. 

  

  

Control 

Dimension 

Representative Document Passage/Description 
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Control 

Mechanisms 

Acceptable Use of CanBank Information and Information Systems 

Policy: Sets out the specific practices and behaviours that must be 

followed to minimize the likelihood and impact of information 

disclosure, corruption or loss. 

  

Asset management control description: All IT equipment and storage 

media are checked to ensure that any sensitive data and licensed 

software has been removed or securely overwritten prior to disposal. 

  

Introduction to IT Architecture Governance Document: The 

Architecture Board is responsible and accountable for supporting a 

visible escalation capability for resolving ambiguities, issues, or 

conflicts. 

  

Development Management Plan: Development Considerations - 

Describe the internal and external development considerations like 

knowledge and skill level required to complete solution. 

  

Information Privacy Template Instructions: Does the system, 

technology or program have security policies and procedural controls 

in place, consisting of approved written policies, procedures, standards 

and guidelines to protect against the theft, loss or unauthorized use, 

disclosure or copying, modification or disposal? 

  

Retrospective Development Team Notes: What did we do well? Defects 

are being found earlier. 
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Control 

Dimension 

Representative Document Passage/Description 
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Socio-

emotional 

Experiences 

Deviation process outline: Reviewers assess, discuss with requestor or 

other stakeholders and clarify as appropriate to fully understand the 

request. Raise issues with requestor ahead of time. 

  

Organization chart: Specific managers are allocated decision making 

authority for a collection of business or support process areas of the 

organization.  

  

Introduction to IT Architecture Governance Document: Characteristics 

of architecture governance - Providing a Good Communication 

Framework. Governance provides a structured forum for discussing 

and communicating the strategies, goals, priorities and principles of 

our organization. 

  

Development Management Plan Document: Development Resource 

Requirements – Table required to be completed that specifies the 

resource, nature of work, and schedule. 

  

Information Privacy Template Instructions: Provide rationale that 

confirms access rights are only provided to users on a “need to know 

basis” consistent with the stated purposes for which the personal 

health information was collected? 

  

Retrospective Development Team Notes: What we did well - Good pair 

programming this sprint. 

  

 

Control 

Dimension 

Representative Document Passage/Description 
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Control 

Execution 

Monitoring / Performance Management: Satisfaction with service 

delivery must be monitored and reported to appropriate business 

leaders. 

  

Systems development methodology map: Structured, formal process 

consisting of requirements, design, construction, testing, 

implementation, and closing. Sample process steps include plan and 

estimate requirements gathering, finalize architecture, complete 

business case, conduct quality assurance checkpoint, and implement 

solution. 

  

Enterprise Architecture Roadmap: An Enterprise Architecture 

Roadmap is an ordered sequence of Enterprise Architecture initiatives 

that are required in order to make the transition from the current 

enterprise Architecture baseline to the future target Enterprise 

Architecture vision. 
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System Development Procedures Checklist: Tasks are associated with 

particular planning documents. Routine service requires a support 

ticket; data adjustment requires a support ticket; production support 

requires a development specification and a deployable piece 

specification; RFC specification requires a development management 

plan, a development specification and a deployable piece specification; 

a project requires a development management plan, a development 

specification and a deployable piece specification. 

  

Information Privacy Template Instructions: Does the project require 

policies or procedures to be developed or amended to address any 

unique issues associated with the project? Have these been developed? 

Please attach a description of the proposed policy or procedural 

requirements or the completed procedures. 

  

Retrospective Development Team Notes: What we can improve - Impact 

analysis is from the developers only, need more input from other team 

members. 

  

 

Control 

Dimension 

Representative Interviewee Quote 

P
ro

d
u
ct

 

P
ro

ce
ss

 

Control 

Outcomes 

Managed Architecture Portfolio (MAP): MAP provides a flexible role-

based data model. Portfolio based, asset based and field level security 

to meet all security access needs and controls. 

  

Physical and environmental security control: Access to data centre 

facilities is restricted to authorized personnel with proper 

authentication, access logging and monitoring. Data centre has 

implemented measures for protection against environmental factors. 

  

Introduction to IT Architecture Governance Document: Why do we 

need Enterprise Architecture? Enterprise architecture is the process of 

translating business vision and strategy into effective enterprise 

change. This is accomplished by ensuring that technology decisions 

align with the architecture. 

  

Development Specification Document: User Interface Development – 

Fields to be filled in include overview, deployable piece, details, 

specifications, and estimate. 

  

Information Privacy Template Instructions: Personal Health 

Information should be accurate, complete and up-to-date. Please 

include a description of the processes and/or procedures taken to 

ensure the accuracy of the record. 

  

Retrospective Development Team Notes: What we did well - Code 

quality was better. 
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Appendix M – Coding Verification Sample Report (Exercise 3) 

Overview 

 The objective of this research study is to better understand the stages and implications of 

aligning controls within an information systems (IS) process. Based on case studies conducted at 

four organizations, a series of preliminary observations have been prepared. The purpose of this 

document is to confirm the observations of each case study with participants and collect feedback 

on any clarifications, suggestions, or corrections. This report is not intended as an assessment or 

critique of your organization’s effectiveness, but rather an opportunity to verify the accuracy of 

the controls identified as being in place. 

Preliminary Observations 

 Characteristics of the controls within each IS process case study were sorted into four 

dimensions, followed by an assignment an underlying control class. The following table provides 

an overall rating of the process’ control class and supporting observations. Where a mixture of 

two control classes are employed within a dimension, the rating is referred to as ‘hybrid’. For the 

CanBank systems development process, the following was noted: 

Control Dimension Control Classes Control Rating and 

Observations for the 

CanBank systems 

development process 

Control 

Environment: The 

range of 

organizational and 

contextual factors 

that can influence the 

choice of a particular 

IS control. Includes 

the company’s 

strategic direction, 

the organizational 

Traditional: Traditional control 

environments are characterized by process 

standardization, established organizational 

structure, cautious decision making, and 

internal stability (e.g. risk aversion, business-

driven strategy, structured process steps, 

extensive regulations, highly defined 

employee roles, etc.). 

 

Progressive: Progressive control 

environments are characterized by process 

Highly Traditional 

 Increasingly 

centralized project 

oversight, federated 

governance model, 

standardized PM 

techniques, 

structured 

competency model 

of developer skill 

sets, risk averse 
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structure, process 

characteristics, 

culture, and 

employee traits. 

flexibility, technology-intensive initiatives, 

risk taking, and innovation (e.g. strategies 

relying on flexibility and speed to market, 

acceptance of risks, adaptive processes, 

decentralized structure, reliant on external 

sourcing, etc.). 

culture 

Control 

Mechanisms: The 

tools, activities, and 

initiatives utilized 

within an IS process 

that attempt to 

influence the 

behaviour of 

individuals or groups. 

Includes policies, 

procedures, 

methodologies, 

audits, and 

management 

supervision. 

Preventive: Preventive control mechanisms 

are defined as a proactive attempt to avoid 

the occurrence of an activity or incident that 

could potentially have a negative impact on 

organizational objectives (e.g. documented 

plans/standards/policies, management pre-

approval, formalized development 

methodologies, etc.). 

 

Detective: Detective control mechanisms are 

defined as the procedures conducted to 

identify if an activity or incident has occurred 

that could have a negative impact on 

organizational objectives. Detective controls 

do not directly attempt to prevent the incident 

from occurring, but rather identify when it 

has occurred and then remediate the issue 

(e.g. internal/external audit procedures, 

regulatory reviews, compliance assessments). 

Hybrid 

 Preventive: Project 

delivery & business 

case policy, detailed 

development 

frameworks and 

process definitions, 

standardized project 

templates 

 Detective: Internal 

and external audits 

of development 

projects, stoplight-

style development 

project monitoring, 

periodic ‘dragon’s 

den’-style updates 

and defense of 

ongoing 

development 

projects 

Socio-emotional 

Experiences: The 

social and emotional 

responses by 

employees to IS 

controls. Includes 

employee motivation, 

enthusiasm, 

satisfaction, 

independence, stress, 

discomfort, trust, 

communication 

quality, and team 

expectations. 

Individual: Individual socio-emotional 

experiences refer to the employees whose 

response to control is consistent with a 

prioritization of individual goals, the focus on 

individual rights, and an emphasis on 

personal autonomy (e.g. variance in 

emotional responses to control that 

correspond to individual emotions: 

uncertainty, motivation, happiness, stress). 

 

Collective: Collective socio-emotional 

experiences refer to employees whose 

response to control is consistent with a 

priority on group goals and the cohesion of 

groups (e.g. common responses to control 

that correspond to group experiences: team 

autonomy, communication, trust, resistance). 

Highly Collective 

 Business sponsor 

resistance to some 

project methodology 

components, some 

employee resistance 

to project execution 

guidelines, positive 

employee 

perceptions of new 

methodology, 

integration of 

technology and the 

rest of the 

organization 

Control Execution: 

The operation and 

Stability: Stable control execution is 

characterized by controls that are viewed as 
Highly Evolutionary 

 Past view that 
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evolution of IS 

controls over time. 

Includes the 

perceived 

effectiveness of IS 

controls by 

employees and the 

extent of IS controls 

are modified over 

time. 

performing adequately within mature, well 

established processes. Few adjustments to 

controls are required and controls are rarely 

added. 

 

Evolution: Evolutionary control execution is 

characterized by the identification of issues 

or areas for control improvement that require 

remediation, as well as the associated 

adjustments and additions to controls over 

time. 

development 

projects could be 

managed more 

effectively, desire to 

increase project 

transparency, 

moving towards 

more iterative 

delivery approach 

 

 The shaded figure in the diagram below highlights each of the control ratings above. The 

degree of overall control alignment (i.e. the consistency of controls within a particular process) is 

determined based on the extent that the IS process controls are similar to one of three ‘ideal’ 

profiles of control (agile, hybrid, and traditional). These profiles are derived from past research 

findings and are depicted in the figure below as three overlaid diamonds. Where a process’ 

controls are similar to one of the diamonds (i.e. strong alignment), the perceived effectiveness of 

controls is expected to increase; where controls are consistent with more than one diamond (i.e. 

weak alignment), the perceived effectiveness of controls is expected to decline. For example, a 

process with ratings of traditional-preventive-individual-stability exhibits stronger alignment than 

a process with ratings of traditional-detective-individual-evolution and thus would be expected to 

have greater relative control effectiveness. Overall, the IS control evaluation for CanBank 

systems development process is Moderately Agile. The IS control alignment ranking should not 

be interpreted as a positive or negative evaluation, but rather as a tool to enable managers to 

reflect on the extent that their controls are consistent with one another and where modifications 

could be made to enhance their effectiveness. 
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Summary 

 Thank you again for your participation in this research study. Any clarifications, 

suggestions, or corrections to the information contained in this document can be directed to W. 

Alec Cram at wcram@business.queensu.ca 

mailto:wcram@business.queensu.ca
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Appendix N – IS Control Alignment Rating Permutations 

 Based on the configurations noted in Table 67, an IS process can be ranked as having 

very strong alignment (traditional, agile, or hybrid), strong alignment (traditional, agile, or 

hybrid), or moderate alignment (traditional, agile, or hybrid). The table below outlines all the 

possible configurations of control environment, control mechanisms, socio-emotional 

experiences, and control execution that contribute to an IS process’ control alignment ranking. 

For each configuration, the overall ranking is noted in the first column and an ‘X’ corresponding 

to each of the respective control dimension rankings is noted in the remaining columns. 

 Control 

Environment 

Control 

Mechanisms 

Socio-Emotional 

Experiences 

Control 

Execution 

IS control 

alignment 

ranking 

T
ra

d
it
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n

a
l 

H
y
b

ri
d

 

P
ro
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re

ss
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e 

P
re
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e 
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b
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d

 

D
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e 

In
d
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l 

H
y
b
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d

 

C
o
ll

ec
ti

v
e 

S
ta

b
il

it
y
 

H
y
b

ri
d

 

E
v
o
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ti
o
n

 

Very 

strong 

traditional 

X   X   X   X   

Very 

strong 

agile 

  X   X   X   X 

Very 

strong 

hybrid 

 X   X   X   X  

Strong 

traditional 

X   X   X    X  

X   X   X     X 

X   X    X  X   

X   X     X X   

X    X  X   X   

X     X X   X   
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 X  X   X   X   

  X X   X   X   

Strong 

agile 

  X   X   X X   

  X   X   X  X  

  X   X X     X 

  X   X  X    X 

  X X     X   X 

  X  X    X   X 

X     X   X   X 

 X    X   X   X 

Strong 

hybrid 

 X   X   X  X   

 X   X   X    X 

 X   X  X    X  

 X   X    X  X  

 X  X    X   X  

 X    X  X   X  

X    X   X   X  

  X  X   X   X  

Moderate 

traditional 

X   X    X   X  

X   X    X    X 

X   X     X  X  

X   X     X   X 

X    X  X    X  

X    X  X     X 

X     X X    X  

X     X X     X 

X    X   X  X   

X    X    X X   
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X     X  X  X   

X     X   X X   

 X  X   X    X  

 X  X   X     X 

  X X   X    X  

  X X   X     X 

 X  X    X  X   

 X  X     X X   

  X X    X  X   

  X X     X X   

 X   X  X   X   

 X    X X   X   

  X  X  X   X   

  X   X X   X   

Moderate 

agile 

  X   X  X   X  

  X   X  X    X 

  X   X   X  X  

  X   X   X   X 

  X X     X X   

  X X     X  X  

  X  X    X X   

  X  X    X  X  

  X X   X     X 

  X X    X    X 

  X  X  X     X 

  X  X   X    X 

X     X   X  X  

X     X   X   X 
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 X    X   X  X  

 X    X   X   X 

X     X X     X 

X     X  X    X 

 X    X X     X 

 X    X  X    X 

X   X     X   X 

X    X    X   X 

 X  X     X   X 

 X   X    X   X 

Moderate 

hybrid 

 X   X  X     X 

 X   X    X X   

 X  X    X    X 

 X    X  X  X   

 X  X     X  X  

 X    X X    X  

X    X   X    X 

  X  X   X  X   

X    X    X  X  

  X  X  X    X  

X     X  X   X  

  X X    X   X  
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Appendix O – Event Listings by Case Study 
 

The following tables note the events identified within each case study. The table for each 

IS process represents a consolidated view of all identified control-related events, drawn from both 

interview data and company documents. For a listing of events corresponding to the stages within 

the Control Results Alignment Model, refer to Figure 9, Figure 10, Figure 11, Figure 12, Figure 

13, and Figure 14. 

CanBank Enterprise Architecture Event Listing: 

Control 

Dimension 

<2006 2007 2008 2009 2010+ 

Control 

Environment 

-Many IS staff 

report to 

business units 

-Technology 

practice is 

siloed and 

tactical 

-Little 

knowledge 

exists about 

applications and 

what they do 

-Security 

incident 

generates 

turbulence 

related to 

technology 

processes 

-Technology 

group becomes 

increasingly 

centralized and 

staff are 

removed from 

business unit 

reporting 

- - 

Control 

Mechanisms 

-Decentralized 

management of 

technology 

standards 

 

-Listing of 

technology 

applications & 

capabilities, as 

well as 

technology-

related 

processes 

-Rollout of 

technology 

standards 

-Rollout of 

managed 

application 

portfolio (MAP) 

and technology 

acquisition 

guide (TAG). 

- 

Socio-

Emotional 

Experiences 

-Employee 

sense of being 

‘over governed’ 

following 

Sarbanes-Oxley 

legislation 

- - -Employee 

resistance to 

MAP and TAG 

controls 

-Public 

reporting of 

employees 

whose 

applications are 

non-compliant 

-Increasing 

levels of trust 

between 

business and 

technology 

Control 

Execution 

-Conflicts and 

inconsistency 

-Initiative to 

create listing of 

-Initiative to 

develop 

-Initiative to 

create rules 

- 
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between 

standards are 

highlighted as a 

concern 

-Quantity of 

applications is 

recognized as 

becoming 

unmanageable 

technology 

applications and 

capabilities 

centrally 

managed 

technology 

standards 

around what 

technology 

assets can be 

used. 

Control 

Outcomes 

-Meeting the 

technology 

needs of 

individual 

business units is 

paramount. 

Overall 

compliance and 

risk reduction 

are not primary 

concerns. 

- - - -High degree of 

sharing and 

reuse of 

applications and 

infrastructure 

across business 

units 

 

CanBank Systems Development Event Listing: 

Control 

Dimension 

<2006 2007 2008 2009 2010+ 

Control 

Environment 

-Systems 

development 

projects are 

principally 

managed by 

business units 

- -Move towards 

centralized 

governance of 

projects 

- -Enhanced 

strategic 

direction 

provided 

through 

technology 

committees 

Control 

Mechanisms 

-Technology 

Delivery 

Framework 

used to manage 

technology-

related project 

initiatives 

- - -Creation of 

Strategic Project 

Office 

-Enterprise-wide 

rollout of project 

management 

methodology 

Socio-

Emotional 

Experiences 

-Employee 

sense of being 

‘over governed’ 

following 

Sarbanes-Oxley 

legislation 

-Friction 

between 

technology and 

the business 

organization 

- - -Some business 

sponsor, 

employee, and 

manager 

resistance to 

following all 

project 

methodology 

components 

-Positive 
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perceptions and 

feedback on the 

new 

methodology 

-Increased 

autonomy and 

flexibility for 

operational 

teams 

Control 

Execution 

- -Project 

delivery 

framework is 

viewed by the 

business as 

technology-

specific and not 

applicable to 

business unit 

initiatives 

-Projects 

management is 

seen as a 

potential area 

for 

improvement 

-Recognition 

that projects 

require more 

transparency for 

effective 

management 

-Initiative to 

move from a 

prescriptive 

development 

methodology to 

one with more 

flexibility 

-Initiative 

underway to 

create an 

enterprise-wide 

project 

management 

office 

Control 

Outcomes 

-Focus on 

delivering 

systems within 

the parameters 

of the business 

unit 

- -Increasing 

importance of 

compliance and 

risk reduction 

-Focus on 

standardizing 

procedures to 

enable central 

governance and 

focus on a 

variety of 

project 

outcomes 

- 

 

InsureCorp Enterprise Architecture Event Listing: 

Control 

Dimension 

<2007 2008 2009 2010 2011+ 

Control 

Environment 

-IS department-

based enterprise 

architecture 

group structure 

-New CEO 

alters strategic 

direction of 

organization 

- - -Continued 

‘advisory’ role 

of enterprise 

architecture 

group 

Control 

Mechanisms 

-Adoption of 

architectural IS 

framework 

TOGAF 

- -Creation of 

Architecture 

Review Board 

-Limited 

strategic 

influence of 

enterprise 

architecture 

-Creation of 

enterprise 

architecture 

‘road maps’ 
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process 

Socio-

Emotional 

Experiences 

- - - Management 

and staff 

resistance to 

enterprise 

architecture 

initiatives 

- -Ongoing by 

project staff to 

enterprise 

architecture 

initiatives 

Control 

Execution 

-Introduction of 

business 

architecture 

components 

into overall 

enterprise 

architecture 

- - -Increasing  

focus on 

integrating 

business and IS 

architecture  

-Increasing role 

of infrastructural 

changes to 

technology (e.g. 

cloud) 

Control 

Outcomes 

- -Lack of clarity 

of enterprise 

architecture 

deliverables to 

staff and 

management 

- - -Ongoing 

initiatives to 

demonstrate 

enterprise 

architecture 

value to project 

teams 

 

InsureCorp Systems Development Event Listing: 

Control 

Dimension 

<2007 2008 2009 2010 2011+ 

Control 

Environment 

- -Decentralized 

systems 

development 

group 

-Restructuring 

of systems 

development 

group 

- -New website 

rollout 

Control 

Mechanisms 

-Pilot agile 

development 

approach 

- - -Increasingly 

structured and 

defined 

development 

processes 

-Re-attempt at 

piloting an agile 

development 

approach 

Socio-

Emotional 

Experiences 

- - - -Employee 

resistance to 

changing 

processes 

-Increased 

employee 

autonomy and 

empowerment 

Control 

Execution 

- -Modification of 

decision-making 

authority and 

accountability 

for systems 

development 

- Employee 

disillusionment 

with current 

controls 

- -Reduction of 

formality in 

systems 

development 

processes 

Control 

Outcomes 

-Significant 

failure in agile 

development 

project 

- - -Rising desire 

for increased 

speed of 

development 

- 
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project delivery 

 

HealthOrg Systems Development Event Listing: 

Control 

Dimension 

<2007 2008 2009 2010 2011+ 

Control 

Environment 

-Best-of-breed 

systems 

philosophy 

(implement the 

most 

appropriate 

system, 

regardless of 

integration with 

other systems) 

- -Increasing 

attention paid 

by senior 

executives and 

board to IT risk 

issues 

-Increasing 

utilization of 

web-based tools 

-Changing 

legislation 

regarding access 

to information 

Control 

Mechanisms 

- - -Initiation of 

project 

management 

office 

-Initiation of 

formal risk 

management 

office 

 

-Initiation of 

formalized 

policy and 

procedure 

documentation 

Socio-

Emotional 

Experiences 

-Independent 

cultural norms 

of departments 

- - -Increasing 

collaboration 

stemming 

corresponding 

to agile 

development 

pilot 

-Employee 

resistance to 

new risk 

management 

policies and 

procedures 

Control 

Execution 

- -Increasing 

focus on mobile 

computing-

oriented 

controls 

- -Dissatisfaction 

with waterfall 

approach leads 

to trial 

evaluation of an 

agile 

development 

approach 

-Increasing rigor 

in evaluating IT 

control 

effectiveness 

and remediation 

Control 

Outcomes 

-Continued 

primary 

objective of 

patient safety 

- -Identified 

issues in 

delivering 

systems within 

timelines 

desired by users 

- -Renewed focus 

on data quality 

and privacy in 

light of 

changing 

legislation 
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LargeMan Systems Development Event Listing: 

Control 

Dimension 

2007 2008 2009 2010 2011+ 

Control 

Environment 

-Stable systems 

and customer 

base 

- - -Management 

change 

-Anticipated 

workforce 

changes and 

systems strategy 

changes 

Control 

Mechanisms 

-Highly 

structured 

waterfall 

development 

methodology 

- -Initial pilot 

initiatives with 

agile-style 

controls 

- -Transition to 

agile 

development 

approach 

Socio-

Emotional 

Experiences 

-Dissatisfaction 

with waterfall 

development 

approach 

- -Increasing 

attraction to the 

autonomy and 

flexibility of 

agile controls by 

some 

employees, as 

well as 

uncertainty and 

resistance by 

others 

- -High degree of 

satisfaction with 

agile 

development 

methodology 

Control 

Execution 

-Recognition by 

management, 

users, and 

developers 

about 

inadequate 

development 

controls 

-Staff-

management 

conflict around 

appropriate 

development 

approach 

  -Change of 

development 

approach to 

agile 

Control 

Outcomes 

  -Significant 

backlog of 

development 

changes 

contributes to 

scheduling and 

quality issues 

 -Recognition of 

increased speed 

of development 
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Appendix P – Supporting Data for Research Proposition 1 
 

The following interviewee quotes provide supporting evidence of alignment obstructions 

resulting from control environments with extensive interdepartmental stakeholders: 

Quote Comment 

It is just a whole different view. And the whole privacy thing, you 

know...it is interesting so you talk about a culture thing. I have 

seen executives who ranted and raved and pounded the desk at me 

on these standards and we were just over- clubbing and blah, blah, 

blah. And now maybe even two years later they are actually 

bragging and taking credit for the work, which is totally okay by 

me. I think that some of the stuff now they realize, like with 

privacy, and we are probably better off to have done some of what 

we did and be in a better place. (Senior Manager, CanBank) 

Indication that executives 

share different views of the 

appropriate IS-related 

controls and may initially 

resist control 

implementations. 

Last year the bank implemented a strategic project office. So in the 

past where you would get a certain amount of money…now it is all 

decided, so there is a cross functional [structure] and technology 

sits on the team. They are a member of the team, but you really 

have to go and make your case. So the example might be that we 

may have a line of business that is extremely profitable and [has] 

good market share and they always tend to get the money that they 

needed. And the strategic project office is saying that maybe we 

are actually happy where you are, so you stay put for a year and 

we are actually going to take that money and invest where we are 

third in the market because we think you are okay. So it is causing 

some - I think the right decisions - but it is a bit of a change. So the 

lines of the business are becoming less autonomous in that one 

way. (Senior Director, CanBank) 

Teams that adjudicate 

project continuations come 

from a multi-disciplinary 

background and can push 

back on projects that are 

less desirable than other 

organizational initiatives. 

I think that when we first did the SOx (Sarbanes-Oxley) stuff and 

the key controls, there was a whole lot of, ‘this is just way 

overboard; it is over-governing. We are spending a lot of money 

on things that are never going to happen’. And that may have been 

a bit true, but it was also just part of the resistance. (Senior 

Director, CanBank) 

External regulators and 

shareholders may advocate 

the implementation of IS 

controls can conflict with 

controls advocated by 

internal company 

stakeholders. 

Well nobody likes transparency, right? I mean I always like to say Enterprise architecture 
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that enterprise architecture is here to create a little bit of friction. 

So we are here to create a little bit of friction ....projects are 

always going to take the quickest path to the end, right? A project 

manager’s job is to deliver the project and not to think about what 

is the right thing long term for the bank to do. So we are kind of 

the counter balance to that. To say, ‘hold on a second, we should 

not be doing it this way, we should be thinking about not only the 

immediate needs of the project but the long term view of the asset 

and it’s intended use’. And ‘how do we build things so that they 

are reusable for the next project that needs to use that capability?’. 

(Senior Director, CanBank) 

controls are designed to 

pressure decision-making 

for other departments down 

a particular path, which can 

result in significant 

resistance. 

[Lower level employees] definitely feel the pain of the rules. So if I 

am at the executive level, I am not experiencing that. I think that 

some of them, particularly in the development world [where], we 

have done an awful lot of application security and so they suffer in 

needing more education and knowledge. They suffer in [that] it is 

probably taking more time and then it is just, ‘not in my backyard, 

thank you’ and that kind of stuff. (Senior Director, CanBank) 

Executives resist the 

implementation of IS 

controls that are associated 

with requiring additional 

training and costs for staff 

in their departments. 

There has been resistance to [having staff] abandoning what 

[they] know works for the bigger picture and we have not built all 

of the right tools that help them, so that does not help either...the 

least little glitch and they have a perfect excuse not to follow [the 

rules] and that sometimes is quite legitimate. (Senior Director, 

CanBank) 

Resistance to enterprise 

architecture controls is 

strong, as staff have a 

preferred way of conducting 

the process, which may not 

align with the associated 

controls. 

I think that some of [the enterprise architecture process] also 

depends on the relationships. I think that we focus on those 

relationships and for the most part do a pretty good job. So there 

is a level of trust. There is also a history. (Senior Director, 

CanBank) 

Relationships between 

stakeholders throughout the 

organization are a key 

driver to process success. 

The education that we do for project design team members…is 

more awareness of what enterprise architecture is and therefore 

the acceptance that if there are three choices that are all very 

viable, that one of them may benefit things outside of the project as 

well as the project and the others may be only project-focused. 

Therefore, with awareness of the value of enterprise architecture, 

why wouldn’t you choose number three?…What we do is educate 

them on the processes that are going to be followed and help them 

Educating employees across 

the organization is key to 

control acceptance. 

Resistance can result where 

this awareness and 

acceptance of the enterprise 

architecture is not obtained. 
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understand that there is a greater design plateau that we consider 

than just the project or the functional needs of that individual 

initiative and there is good acceptance on that front. (Director, 

InsureCorp) 

We are transitioning to being the good guys and having [business 

units] see the value. That is…the hard part about being an 

enterprise architect and being in the enterprise architecture 

group. [We have] to educate and wave the flag, coupled with 

executive acceptance and sponsorship for enterprise architecture. 

I have been in enterprise architecture for 20 years now and some 

of the other organizations - especially government organizations - 

it is a PR job. It is a sell job. If you do that right, you are good. 

(Director, InsureCorp) 

Gaining executive 

acceptance and sponsorship 

provides an extra level of 

complexity in aligning 

controls within the process. 

 

The following interviewee quotes provide supporting evidence of alignment obstructions 

resulting from control environments with extensive inter-process linkages: 

Quote Comment 

It is the business which defines what future state architecture 

should be to support the growth of the bank or whatever objectives 

we have, right?…Which allows us to cross-pollinate information 

so that we could look for cross-portfolio opportunities and just 

sharing knowledge. (Senior Director, CanBank) 

Close linkages between the 

business and IS exist for 

enterprise architecture. This 

is associated with additional 

controls complexity. 

And even the vocabulary, the taxonomy of business capabilities, of 

components...these are all shared now across the entire 

architecture team. And the other thing that we have actually been 

able to do is drive that same thought process into the delivery 

organization. (Senior Director, CanBank) 

Close linkages between the 

business and IS exist for 

enterprise architecture. This 

is associated with additional 

controls complexity. 

If you have to implement something, you are going to invest in the 

technology and it does not select the componentry from the TAG 

(Technology Acquisition Guide), you have cut a deviation. And so 

there is a process to follow for declaring a deviation. And you say 

‘I need to use DB2 or whatever.’ I need to use this technology and 

it is not considered core; it is considered special use. But the 

vendor only supports their application on this particular product, 

so I have to use it. Am I allowed to?’ And you are like, ‘yes’. And it 

Business needs and market 

availability of technology 

are closely linked to 

enterprise architecture. This 

is associated with additional 

controls complexity. 
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renewed for a year. So every year you have to come back and we 

validate not only does your initial decision still hold weight, but 

has anything else changed in the market too? (Senior Director, 

CanBank) 

[The TAG] is institutionalized and it is rigidly adhered to. To the 

point where if you call the service desk and you want to consume a 

laptop with specific applications and if it is not on the TAG, then 

you can’t get it. It is very specific. (Senior Director, CanBank) 

Enterprise architecture and 

the provision of any 

technology service are 

closely linked. This is 

associated with additional 

controls complexity. 

Architecture by itself…can’t drive change; we have not budget. So 

what we do is we say, ‘here is where we want to get to; here is our 

blueprint; here is our strategy and map’. Every time that we 

execute a project, we try to take a step in the right direction in 

terms of aligning to the strategy that we have documented in MAP. 

(Senior Director, CanBank) 

Close linkages between the 

business and IS exist for 

enterprise architecture. This 

is associated with additional 

controls complexity. 

In fact, our operations people are the ones that want to write the 

50 pages [of IT standards]. They love our standards. They are just 

the messenger. They are saying [to staff resisting the standard 

that], ‘I have no authority to do what you are asking me to do 

because the standard says I can’t’…So they actually love [the 

standards] because it is not them saying, ‘no, I am sorry’ and 

being the bad guy. It is, ‘I would love to help you out, but this is 

the rule’. So they actually push for more rules, [but] we are not 

quite prepared to go there [yet]. (Senior Director, CanBank) 

Close linkages between the 

operational activities and IS 

exist for enterprise 

architecture. This is 

associated with additional 

controls complexity. 

I don’t want to paint the perfect picture because we often get 

project teams coming to us and saying, ‘here is the solution: just 

do the architecture work and document the solution’. And that is 

where we get a little bit of friction. I think that it is about driving 

the right dialogue and driving that long term strategic view. 

(Senior Director, CanBank) 

Close linkages between IS 

project teams and enterprise 

architecture exist. This is 

associated with additional 

controls complexity. 

So the journey that we are on right now is actually getting [the 

business and IT] more aligned and working our alignment intra-

technology and getting [enterprise architecture] to focus a bit 

more around what the business is doing as well. But then again, 

they are in a very different position, right? Sometimes the business 

would not necessarily push for the right thing from a pure 

operations [perspective] because sometimes you need to be a bit 

Close linkages between the 

business and IS exist for 

enterprise architecture. This 

is associated with additional 

controls complexity. 
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more heavy on certain things. So we are working through those 

things. (Senior Manager, CanBank) 

So let’s say you are looking at Salesforce.com…we have already 

done the analysis to say how will it apply across the enterprise to 

other divisions or groups and how we will integrate it in a 

cohesive way and how we will tie in at the enterprise level. Then 

we get into the detailed design and work with the design teams to 

say…within the scope of one business line how will we design it. 

So it is the same process, only the scope is now within the business 

line. Still keeping an eye on the enterprise level, but we should 

have already defined the standards and guidelines that guide the 

focus of the individual project. (Director, InsureCorp) 

Close linkages between the 

business and IS exist for 

enterprise architecture. This 

is associated with additional 

controls complexity. 

From an enterprise perspective, we look across all projects, all 

initiatives, all work and therefore touch on a lot of processes. We 

are project participants for design. We are project participants for 

research and conceptual design and early planning. We are also 

project participants for pretty much all work to do with work 

estimation and work we work with a lot of other groups on 

estimation and impact. Especially cross-project impact. One 

project may have a large impact on architecture, systems, 

technology, but also people and process. And so my group is 

accountable for looking across all of the projects to see how that 

impact might play or where there might be opportunities for 

optimization. (Director, InsureCorp) 

Close linkages between IS 

project teams and enterprise 

architecture exist. This is 

associated with additional 

controls complexity. 

Because sometimes [enterprise architecture issues are] not 

recognized within a project…just working at the higher level of IT 

project portfolio governance level and also working at the 

strategic level from within IT [is necessary]. I am not at the 

strategic planning table, but I will say that the voice of 

architecture is heard because of the way our management 

structure works. I can make sure that I am aware of what is 

coming down the line and offer opinions and suggestions and they 

get voiced at the executive table. So that is through the CTO and 

his understanding of enterprise architecture. (Director, 

InsureCorp) 

Close linkages between IS 

project teams and enterprise 

architecture exist. This is 

associated with additional 

controls complexity. 

Specifically [in] our organization, sometimes there is [what] I will 

call the politics of [enterprise architecture] where it is not just 

Close linkages between 

leadership, politics, and 

enterprise architecture exist. 
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about the technology and the fact that we have a mainframe and 

we might have applications on it that are old, it is who is at the 

helm of each business line. So people step into it. We don’t have 

the mature processes so that it does not matter who is at the helm 

from a business perspective; it won’t influence how we manage 

our enterprise architecture or operations and technology. Who is 

at the helm matters; they will make decisions that will steer the 

entire ship. (Director, InsureCorp) 

This is associated with 

additional controls 

complexity. 

Our group does not have teeth. There is not recourse if enterprise 

architecture says, ‘this is the course that we should follow’ and if 

it is not followed...because if a project delivers functionality on 

time and on budget…and doesn’t do something that might benefit 

[the organization] later on, well there is not [a] measure and there 

is nothing that will go back to the project to say, ‘these other 

benefits that were outside of your project at the enterprise level 

that were expressed in the enterprise architecture planning, you 

did not make them happen, so here is what we are going to 

correct’. (Director, InsureCorp) 

Close linkages between 

leadership, politics, and 

enterprise architecture exist. 

This is associated with 

additional controls 

complexity. 

If you don’t do it right or you have got people who are simply, ‘my 

project, my budget, I want to deliver on time and on budget’, that 

is where the education might not work. You have to get higher 

level acceptance and understanding and then mandate [the 

directive] within the project. And corporate politics will step into 

that and that it is a much harder one. (Director, InsureCorp) 

Close linkages between IS 

project teams and enterprise 

architecture exist. This is 

associated with additional 

controls complexity. 

[For] every project in the bank that needs technology…we create 

something called a triage, which does an assessment of the nature 

of the project’s impact both in terms of business, operational, 

technology, and architectural risk…Based on the ranking at triage 

we create something called a final architecture, an FA…So every 

project that the company engages in and decides they are going to 

spend money on needs this final architecture that sets at a high 

level with the strategic intent of the outcome is supposed to be 

from a technology capability, right? That is one portion of the 

portfolio...and it goes through a couple of reviews and… the actual 

FA process is onerous so there are a number of gates that you go 

through and a number of these sorts of attempts. (Senior Director, 

CanBank) 

Close linkages between IS 

project teams and enterprise 

architecture exist. This is 

associated with additional 

controls complexity. 
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A project’s focus and goal is to deliver a specific piece of 

functionality to the business, usually within a specific timeframe 

and of course within a specific budget. Enterprise architecture has 

a wider scope and a lot of times what it means is that for an 

individual project we may ascertain that to do function A we need 

to get more technology in that will benefit projects B, C, and 

D…[The project will] bear an extra [financial] burden, so there is 

usually resistance.  ‘Don’t use my little project to get an enterprise 

reporting system in place, just handle it with a tactical solution...I 

don’t want to go back to the board and say my little million dollar 

project now needs $1.5 million that will benefit these other 

projects, because there is not ROI within the project’. (Director, 

InsureCorp) 

The nature of enterprise 

architecture goes beyond 

just one process or project. 

It is intended to generate 

benefits over the longer 

term and across many 

processes. 
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Appendix Q– Supporting Data for Research Proposition 2 
 

The following interviewee quotes provide evidence supporting a positive relationship 

between each of the ideal control profiles and employee perceptions of IS control outcome 

achievement. 

Case 1, CanBank Enterprise Architecture – Strongly Hybrid 

Quote Comment 

We can tell you how many applications are 

actually non-compliant to certain things. So one, 

[employees] know they can’t just nod their head 

and not comply. Now it is a self-identification, 

but they also know that we have auditors come 

around and shame on them if they get caught. 

But also part of the standard review before 

[policies] get approved, is we do an impact 

assessment. So if we are changing anything or 

adding something new because now we are into 

‘does it apply to me?’ If yes, then ‘am I already 

compliant?’ If not, ‘what would it take [in] 

dollars and time to become compliant?’…In the 

old days, you would have a head office group 

who would write a rule that says you have to 

have a 12 character password on all your 

applications and they would just publish it.  And 

people would say ‘that is going to cost, so am I 

really going to spend $22M dollars to do that 

across all of my applications? Is that a good risk 

management decision?’ So we force that kind of 

conversation. (Senior Director, CanBank) 

Alignment: One Senior Director described 

the IS control alignment in terms of how the 

new enterprise architecture standards were 

more consistent with both the process 

context and desired objectives than in the 

past. In the current environment, controls are 

carefully considered prior to implementation 

to determine what positive and negative 

impacts they may have on the organization. 

Controls are also more rigidly enforced, to 

ensure that the objective that the control was 

set to achieve is actually followed through 

on. This control alignment results in 

increased achievement of risk management 

outcomes. 

[For] every project in the bank that needs 

technology, we create something called a triage 

which does an assessment of the nature of the 

projects impact both in terms of business, 

operational, technology, and architectural risk. 

How close does it align to the intent in the long 

Alignment: Another Senior Director 

discussed how control mechanisms are used 

to integrate strategic directives and the 

technology utilized in the organization as a 

means to minimize risk. This integration 

represents an alignment exhibited between 

the control environment, mechanisms, and 
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term and strategic intent of the corporation? 

Based on the ranking at triage we create 

something called a final architecture, an FA…So 

every project that the company engages in and 

decides they are going to spend money on needs 

this final architecture that sets, at a high level, 

what the strategic intent of the outcome is 

supposed to be from a technology capability. 

(Senior Director, CanBank) 

outcomes. The Senior Manager explained 

that any initiative requiring technology is 

evaluated against a range of potential risks, 

as well as the strategic direction of the 

organization. This control alignment results 

in increased achievement of risk 

management outcomes. 

It is actually interesting that [in] some of the 

more technology operation-focused standards 

that we have seen, there [are] many cases 

[where IT staff] will say ‘should we put this in a 

standard?’ and we will say ‘not yet, because we 

are really not there yet’. But then what they are 

doing is they are going off and developing their 

practices and formalizing those into process and 

then when we come back at the next bi-annual 

review then they are ready to put it in because 

they are saying ‘we are a good deal [further] 

along the path of being able to consistently do 

this’. And they will put it into the standard, 

which will then force that final compliance 

because once it is there you have to. So it is 

interesting. I mean with some cases, we put 

things into the standard and then we were 

forced to come up to and apply with it and 

others they recognize that that is where we want 

to get [to]. But they are saying ‘let’s get our 

practices [refined] and make sure that we have 

really operationalized it and then we pull it up 

into the standard for the final part of the 

journey.’ (Senior Consultant, CanBank) 

Alignment: Another example of the 

alignment between the control dimensions 

within the enterprise architecture process at 

CanBank was detailed by a Senior 

Consultant who discussed the chronology 

associated with the implementation of a 

standard. The interviewee described a 

situation where managers and staff 

demonstrate an awareness of when a control 

might put too much pressure on a process, 

possibly resulting in a process restriction or 

performance degradation. Rather than 

forcing a control into place, process-owners 

are provided the opportunity to enhance their 

activities in order to better fit the guidance 

provided by the standard. This suggests an 

alignment between the control environment 

(i.e. the process participants and external 

pressures for control), control mechanisms 

(i.e. the standard), control execution (i.e. the 

enhancement and formalization of processes 

to align with the desired standard), and 

control outcomes (i.e. the recognition that 

forcing a standard into place before the 

process is suitably refined could result in risk 

or reduction of speed and/or quality). 

So they have to cut a deviation for each one of 

those. Now we are taking a look at the 

[Technology Acquisition Guide] and saying 

‘listen we should not cut deviations for all those 

things. They are bundled because they have no 

choice’. And in fact if we force the businesses 

Misalignment: Instances of misalignment 

between the control dimensions were also 

noted. In one example, a CanBank Senior 

Director told a story regarding the choice of 

web servers. CanBank favours the use of 

web servers from one particular vendor and 

where a product required by the business is 
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down this path that says ‘you have to use this 

[type of server]’, what they are actually doing is 

they are breaking the warranty for the original 

manufacturer.  It does not help them and it does 

not help me. I can check the box in the report, 

but there is a limited value to anybody...There is 

the spirit versus the letter [of the law]. In this 

case I am like, ‘the letter does not help me at all. 

The letter of the law is useless’. In fact it is 

precisely the wrong thing, in a very binary way. 

I got them to operate it and change the platform 

and now the original application vendor will not 

support it. I have increased the amount of risk to 

the bank instead of doing what I wanted to do 

which was to decrease the amount of risk. 

(Senior Director, CanBank) 

configured to operate using a different brand 

of web server, either a ‘deviation’ is required 

to be documented and approved by 

management or the CanBank-preferred web 

server is substituted for the server the 

application was designed for. In some cases, 

a web server substitution was made to enable 

the system to be compliant with company 

standards, but this resulted in a system that 

was no longer supported by the vendor 

because it did not utilize the suggested 

components. The Senior Director viewed this 

situation as contributing to additional risk to 

the company, rather than decreasing risk as 

was intended by the enterprise architecture 

standard. 

 

Case Study 2, CanBank Systems Development – Moderately Agile 

Quote Comment 

There are certain things that lend themselves [to 

standardization] – turning out widgets is a 

certain thing: operational stuff… It’s easy to do 

that sort of thing because it’s easy to say ‘these 

are the roles, everybody does it and we can sort 

of tighten it and save efficiently’.  When it comes 

to project delivery, there are too many variables 

to do that with.  There are too many people 

involved; even though we all tend to typically 

follow the same sequence of events and we have 

those sequences of events delineated, I cannot 

say that you always follow the exact same 

sequence in the exact same way. For example, 

we typically do business requirements, then we 

do detailed requirements, then we do design, 

then we do coding, then we do testing. So, those 

at the broad level, the standard process and we 

can say everybody does that way.  But, when 

Alignment: One example of a strong 

alignment between the control dimensions 

was discussed by a Senior Director who 

described the process of aligning the control 

mechanisms to the control environment and 

socio-emotional experiences of employees. 

The interviewee discussed the importance of 

broadly following a similar chain of events 

for systems development, but that the 

particular circumstances of each project 

required a level of flexibility and autonomy 

in order to derive the best outcome. The 

Senior Director argued that the range of 

CanBank project characteristics require 

particular configurations of control that 

cannot be too prescriptively mandated due to 

the complexity and human-components of 

the process. This strong degree of alignment 

is seen to correspond to the quality and speed 

of project deliverables. 
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you’re doing business requirements, you may 

have one session, you may have 10 sessions; it 

may take 1 week, it may take a year depending 

on the complexity of the system, the number of 

people involved; is it vender supplied or not? 

There [are] a million variables that can make 

that business requirements process look 

different for every single time you exercise it.  

And the same with design and all the other 

components.  So, even if with a broad brush we 

can say, ‘this is how things should be done, 

these are the templates to be used, these are the 

people that sign off on it’, we cannot become too 

prescriptive to say, ‘in order to do it you will 

walk up to your desk, pick up your pen, you take 

out a piece of paper’…You know, you just 

cannot do it to that level because there is 

thinking involved.  So, whenever it is a thinking 

job it’s hard and difficult to do that. (Senior 

Director, CanBank) 

With [the new development framework] we 

introduced scalability within the methodology so 

that my project management component can 

scale from full, medium, light, or super light.  

My business analysis piece can scale, my testing 

piece can scale, my coding piece can scale, my 

communications piece can scale, so each one of 

these things can scale from super light up to 

full; so 4 levels and they can scale independently 

of one another.  So, if I have a project that is 

very heavy on the requirements side but it’s an 

existing system so I’ve tested it a million times 

so my testing requirements aren’t that high, I 

can have heavy requirements but light testing.  

Or, if it is a system where we’re just doing a 

platform upgrade so there’s no change in the 

requirements, but there are a thousand 

downstream systems, we may need to do very 

heavy testing but very light requirements…which 

Alignment: The Senior Director went on to 

provide detailed examples of how the control 

mechanisms must align to the other control 

factors within the development process. In 

the following quote, the interviewee 

describes the scalability of the methodology 

in a variety of process areas in order to better 

align with the environmental factors. This is 

followed by a second quote that describes the 

end-to-end alignment of the development 

approach (i.e. control mechanism) that is 

employed depending on project and 

personnel factors (i.e. control environment 

and socio-emotional experiences) that are 

seen to contribute to positive results (i.e. 

control outcomes). The Senior Director also 

describes the motivation for this approach 

and how it has evolved to its current state 

(i.e. control execution). Overall, this control 

alignment corresponds to improved quality, 

speed, and risk management outcomes. 
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gives project managers and project teams the 

ability to be more flexible in how they apply it. 

(Senior Director, CanBank) 

The second thing we’ve done is we’ve 

introduced different types of delivery methods.  

So, we have standard waterfall, we have 

overlapping waterfall, we have phased 

waterfall, we’re in the process of looking at 

incremental and iterative development and we 

may one day, may, in a big quotation is get to 

agile…So, what drives this is the underlying 

maturity of the organization.  A few years back 

we didn’t have well documented methodologies 

and we didn’t have a true sense of the testing 

community, the developer community, etc. that 

can focus on those capabilities.  So we felt we 

had to be more rigorous in terms of the structure 

that we put on top of these.  As the organization 

and the practitioners in each of the disciplines 

mature, and the organizational capabilities 

mature, we’re starting to loosen things a little 

bit more.  So [the decision to]…do iterative 

development versus waterfall development 

would be [based on] not just the complexity of 

the project itself, but also the maturity of your 

team in some of the core capabilities of iterative, 

continuous integration or testing, automation 

team; the fact that there is an integrated team 

between business and technology. These sorts of 

things that are critical success factors to these 

more flexible approaches to actually be 

successful. The organization will have to 

demonstrate that they can actually do that. And 

only when they can do that will we say, okay, the 

shackles are off.  Go to town. (Senior Director, 

CanBank) 

I see us focusing more on improving capability 

and getting people to understand the best way to 

apply the framework.  Right now most people 

Misalignment: Despite the flexibility in the 

design of the systems development process, 

some employees continue to employ it in a 
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look at the framework as an all or nothing thing 

or a very cookie cutter thing.  And it shouldn’t 

be. It should be recognized as a framework that 

is intended to provide guidance to them.  But 

they should be understanding what is the real 

need of the project in terms of the scope, the 

delivery approaches that they are choosing and 

figuring out the best way to apply the 

framework.  So, for example, right now we have 

fairly complex projects that have multiple 

releases and where they could be taking some 

aspects of the framework and applying it once 

across the entire project they keep duplicating 

for every release.  So, it’s actually not a really 

effective for them. So, they don’t like the 

framework because that is the perception of how 

they have to apply it.  Where[as] if we could get 

them to apply it properly, they would start to 

see, ’oh, wait a minute that makes sense for me 

to have an understanding of how I’m going to 

test across all of these pieces’. (Director, 

CanBank) 

rigid manner. One interviewee, a Director, 

suggested that the current collection of 

controls can be ineffective when employed 

using such an approach. This suggests a 

degree of misalignment between the core 

control dimensions, in that the mechanisms 

employed to address the environmental 

factors are not always effective in achieving 

the desired outcomes, such as speed and 

quality. Changes to the development process 

and employee resistance to the new approach 

are identified as possible sources of this 

issue. 

So, we have these different levels of committees 

that decide we want to spend money in certain 

things…But, that’s typically the last time you 

hear about it other than you get a monthly 

report that says yellow – green – yellow – green 

– yellow – green – red…But, over the lifetime of 

the project and in some cases it could be 2-3 

years, we’re not that good at reporting 

back…for example, a project and say, ‘okay we 

approved $5 million because we’re going to get 

a $10 million benefit out of it, well now that 

we’re a year into it we realize it’s going to take 

us $8 million to do it and we’re only going to get 

a $5 million benefit from 

it…[Management]doesn’t get that information 

to be able to say, ‘you know what? We’re going 

to can this project.’  (Senior Director, CanBank) 

Misalignment: Another example of 

misalignment between the control 

dimensions within the systems development 

process at CanBank was provided by a 

Senior Director who described the limited 

transparency of projects after their initial 

approval. The interviewee noted the process 

weaknesses that exist in terms of reporting 

back to upper management on the status of 

ongoing projects. Although some limited 

monthly metrics are provided, management 

has little opportunity to re-evaluate the 

organization’s continued engagement in a 

specific development initiative. The initial 

evaluation of project initiation is seen to be 

rigorous, but the Senior Director pointed out 

challenges in integrating this ongoing control 

to the lifecycle of the project. The 

implication of this control misalignment is 
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sub-optimal cost outcome achievement. 

 

Case Study 3, InsureCorp Enterprise Architecture – Moderately Traditional 

Quote Comment 

Looking holistically at the business,…if [a 

customer is] phoning for a group [benefits] 

product or phoning for a mutual fund or 

phoning our organization for term insurance; 

you are phoning our organization. From a 

business architecture perspective, we can view 

that as singular and therefore tackle it 

singularly, but only if we have got the business 

architecture in the forefront across all 

businesses. If you are still within a silo and there 

is no business architecture across the 

organization, you can’t do that. So that is the 

key. Is business architecture being elevated and 

being recognized as architecture across all 

platforms? Because the business lines inherently 

recognize technology. We have one mainframe 

and that should service all business lines. It is 

implicit and has been with technology for a long 

time, probably since its inception really. But the 

business architecture is not viewed that way [at 

InsureCorp]. (Director, InsureCorp) 

Misalignment: In discussing the IT controls 

with staff at InsureCorp, a number of 

examples of weak alignment consistent were 

discussed. For example, one interviewee 

identified a disconnect between the control 

mechanisms and control outcomes within 

enterprise architecture. Because the process 

currently lacks the mechanisms that can 

effectively influence choices around business 

architecture, the IT architecture controls by 

themselves are unable to consistently deliver 

the desired outcomes for the process, such as 

cost minimization and risk management. 

So we don’t drive; we have our own processes, 

but they have to be coupled and linked to these 

other processes and that takes a long time for 

any organization to get around to that 

recognition of the executive sponsorship and 

understanding and then each of the working 

groups has different mandates. Once you get 

that then you are in a good spot and then…the 

people might change [positions in the 

organization]. So you might be at a good 

operating level and if somebody comes in and 

they don’t understand the value of enterprise 

Misalignment: Another example of control 

misalignment stems from the ongoing 

resistance that enterprise architecture has 

received from within the management ranks 

at InsureCorp. Although the nature of 

enterprise architecture tends to suggest a 

philosophy of collectivism due to the pursuit 

of organizational goals through shared 

commitment to a technology direction, the 

individual-oriented socio-emotional 

experiences conflict with the desired 

outcomes of the process. Where the 

enterprise architecture staff are constantly 
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architecture, but they have a mandate that is 

in… conflict, you have to start the education 

process over again. (Director, InsureCorp) 

attempting to convince others about the 

potential benefits of the process, it has 

proven difficult to generate consensus and 

momentum to move forward based on a 

shared view of technology. This 

misalignment corresponds with the inability 

to achieve outcomes such as speed and risk 

management. 

[The enterprise architecture group] can’t bring 

[significant infrastructure investments] forward 

on their own. Some organizations like banks are 

large enough that their enterprise architecture 

groups can bring up their own initiatives and 

they can say ‘we need to do a service-oriented 

architecture and we need to implement a service 

bus’. Does the business [do this at InsureCorp]? 

No, they are never going to say ‘hey, wait a 

second, we need an enterprise bus’. They would 

never say that, but if you are big enough, it is 

then an architecture and a purely IT-sponsored 

initiative and then when the business comes up 

with their need, they are mapping the need to 

that technological capability which is now 

already in place. And somewhere the value 

statement is there. They are going to get value 

out of doing that 5 million dollars’ worth of 

work and maybe portion it out to the projects to 

say ‘okay, cost avoidance of $500,000 for each 

project that comes along for the next 3 years’. 

They can do that, they are large enough. We are 

at a mid-size and have not been able to do that. I 

have come to the table a few times saying we 

need enterprise reporting and we need a 

warehouse. It just does not enter the space of the 

executives at the strategic level because of 

course they are thinking of the business, as they 

should. They are only thinking of the business 

value. (Director, InsureCorp) 

Misalignment: Another example of control 

misalignment between control dimensions at 

InsureCorp stems from a disconnect between 

the control environment and the control 

mechanisms. An interviewee noted that 

because of the size of InsureCorp, the 

enterprise architecture group is unable to 

independently sponsor significant 

investments in infrastructure that are required 

to commit to a shared, comprehensive 

enterprise architecture plan. Instead, the 

business is relied upon to sponsor such 

initiatives, which the interviewee argues is 

unlikely due to the shorter-term value 

outlook of business decision makers. This 

disconnect results in the enterprise 

architecture group unable to fully deliver on 

its desired outcomes, such as cost 

management and risk management, because 

of its inability to invest in an infrastructure 

that can fully integrate business functions. 

 



 

428 

 

Case Study 4, InsureCorp Systems Development – Strongly Hybrid 

Quote Comment 

So what we are trying to do now is… focus on 

the [technical] artifacts and now we are trying 

to get everyone to focus on the outcome. So what 

artifacts are appropriate for the type of outcome 

that you are looking at? So as late as last week, 

we made a decision for a given project that we 

are going to take a different approach, so we are 

going to lean towards agile. We are playing it 

out with the notion that getting everybody in a 

room and doing [a] 2-week sprints of sorts. We 

are not labeling it as such because agile has 

been used here before my time; sour, sour taste. 

So we are trying to use language like smart, 

simplicity, lean and those are words that we 

have for our branding today for our 

organization. (Vice President, InsureCorp) 

Alignment: Evidence of aligning control 

mechanisms with the relevant control 

environment was observed at InsureCorp. As 

a result of complaints that the waterfall 

development approach may not be an 

appropriate method to deliver the desired 

control outcomes, InsureCorp is piloting an 

iterative, agile approach on a pilot project. 

The control mechanisms for this project have 

been intentionally tailored to the key 

environmental factors. The control outcomes, 

such as product speed and quality, are seen to 

correspond to this strong degree of 

alignment. 

We have had our folks sit down and establish a 

pool or library of tools. A traceability matrix, a 

contacts diagram, uses cases and these are all 

of the tools that we can use and essentially if we 

can sit down and say… given what we know on 

this project, this is the approach that would be 

best suited for it and these are the tools that we 

are going to need. This is how we are going to 

communicate and this is how we are going to 

exchange information and this is how we are 

going to handoff this information amongst each 

other. It is kind of an agreement on that team. 

(Manager, InsureCorp) 

The discussion that we are having right now 

about right-sizing and picking the right 

artifacts…so design, QA, the project 

management team, the development team. We 

are engaging in a dialogue about what we do at 

the beginning of the project [that] makes sense 

Alignment: The approach of employing a 

metaphorical ‘toolbox’ of control 

mechanisms was noted by multiple 

interviewees. It suggests that a collection of 

diverse control mechanisms can be employed 

on a particular project based on the degree of 

alignment that the control has with the other 

relevant project characteristics. The 

following quotes highlight a variety of 

examples of situations where control 

mechanisms are tailored to control 

environment or socio-emotional experiences. 

This highlights a unique approach to 

delivering a high degree of control 

alignment, which corresponds to a perceived 

achievement of quality, speed, and risk 

management. 
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of [choosing]…the right tools, because 

obviously our choice of an approach for 

modeling business requirements will have a 

huge impact on the downstream users of those 

business requirements and the design team and 

the QA team. (Manager, InsureCorp) 

Some of [a waterfall approach’s] biggest 

advantages are the sense of finality that we have 

done our requirements, you have signed off on 

them, and now they are going to move on to 

another area. Particularly if the designer of the 

system is not part of [InsureCorp]…there is a 

value to say that ‘I have got a document that 

says, okay we have signed off on it and now 

contractually you are going to now deliver on 

this. And when you deliver on it according to 

these criteria we are going to pay you’...So that 

is one example of a situation which might 

suggest that waterfall should be given some 

consideration. Another one might be when you 

are talking about a fairly simple change to an 

existing system that has already well 

understood. Some kind of release management 

approach where you package the number of 

changes and say, ‘okay, well this is it, sign it off 

and then it is released and we won’t be 

changing the release without…invoking some 

heavy change control’…however it does not 

work really well in every situation. Case in 

point, we have just implemented Salesforce.com 

and the business analyst who was assigned from 

[InsureCorp] to work on Salesforce.com… 

found that very quickly he was dealing with a 

vendor who does not really work in terms of 

waterfall…so it very quickly becomes not so 

much a waterfall, ‘write it all down on a piece 

of paper’ sort of requirements definition 

exercise. It very quickly turns into a prototyping 

exercise…I think that really what is required [in 
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deciding upon a systems development approach] 

is for some intelligent people to make some 

determinations about whether it makes sense to 

do waterfall in this situation and if so what are 

the artifacts and what they look like. I think that 

they need to look at other alternatives. I think 

that agile is useful in some situations and not so 

useful in others and then there are other sorts of 

hybrid approaches that we should consider as 

well. (Manager, InsureCorp) 

[The project management methodology] lightens 

up for smaller projects. We do a lot of product 

projects…they are $20,000 or $50,000, so you 

don’t need this kind of [heavy structure]. 

Typically they are very reproducible. If you do a 

re-pricing you know it is going to take 2 months 

and it is going to cost this amount of 

money...they can budget the whole thing based 

on historic estimates. So right, when you get to 

the charter stage, the project manager can 

pretty much tell you what it will look like. And in 

some cases we have not even bothered with a 

charter. We have just basically collapsed 

planning initiation down into one phase and just 

come up with a project management plan with 

the costs because basically a charter is just a 

high level of project management. So it depends 

on the size of the project. Now when I came into 

my role I realized that this is not formalized. It 

has basically taken a natural flow so one of the 

initiatives that I kicked off this year and we have 

just started this is the concept of right size. 

(Director, InsureCorp) 

So we think that really people are now mature 

enough to think about what artifacts make sense 

for this project and this situation and what level 

of depth do we really need on each, rather than 

making it very structured. So our pendulum was 

very much on the structured end in terms of 

Alignment: Interviewee comments around 

the alignment of control dimensions relate to 

a perception that control mechanisms were 

changed too drastically in response to the re-

organized systems development group. In 

response to this situation, complaints from 

employees ultimately led to a reduction of 
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philosophy about a year to a year and a half ago 

and now it is swinging hopefully back to 

somewhere in the middle which would mean that 

we do need structure, but what is the right 

amount of structure for this situation? 

(Manager, InsureCorp) 

So we are and we will continue and have some 

activities in play right now revisiting and tuning 

and learning from and harvesting learnings 

around ‘okay, if the pendulum was over here, 

where we were before we had business systems 

analysts, we had programmer analysts then and 

we have swung the pendulum over here to say, 

let’s separate these out and gain some focus and 

some process and practice maturity for each of 

the disciplines’. Now we sort of feel that we 

want to move back to the middle a little bit and 

harvest these learnings but also make sure that 

we have good flexibility in terms of our 

processes and what our people actually do when 

they do their work and that it is not too 

compartmentalized among those roles. 

(Manager, InsureCorp) 

We let the pendulum swing a little bit too far 

maybe, right? And maybe we had to do that to 

get there and now we are saying, ‘okay, now 

let’s bring it back to say…maybe this will be 

needed on some projects’. It really depends on 

the nature of each project. And one of the things 

that we have been struggling with is that we are 

making every project look like a nail so we use 

this big hammer. So we are doing everything on 

every project and maybe that does not make 

sense as far as efficiencies and stuff like that. 

(Manager, InsureCorp) 

the structure and formality of controls to a 

point where they are in a more optimal 

position: more structured than they were 

initially, but less structured than they were 

after the re-organization. A metaphorical 

‘pendulum’ was used by multiple 

interviewees to describe the degree of 

formality surrounding the systems 

development control changes. This 

description is consistent with a control 

alignment that corresponds with improved 

control outcomes such as risk management, 

speed, and quality. 

Risk management is not done very well in most 

organizations. I think that we are also not doing 

it so well. For some of the projects, the business 

Misalignment: Some interviewees identified 

instances of weak control alignment. For 

example, one interviewee noted that the risk 



 

432 

 

is supposed to deliver a business risk document 

and [indicate that] at least they understand the 

risk from a business perspective…From our side 

we are supposed to identify risks up front to be 

more preventative. If it is a new process, you 

should be identifying the risk that it is a new 

process and therefore what are we going to do 

to mitigate that? (Director, InsureCorp) 

management activities that are coordinated 

between the business and IT on systems 

development activities are not always 

handled optimally. Although procedures are 

in place to consider the relevant risks, the 

interviewee suggested that the controls are 

not always followed, leading to shortcomings 

in achieving risk management outcomes. 

Because we don’t know everything right from 

the outset… there is a clash between the systems 

development lifecycle and what it possible for it 

versus the project management lifecycle, which 

by its nature is mandated to and thus wants to 

have target dates, deliverables, get shorts, 

progress reports, and so on. And so there is sort 

of this natural tension that seems to happen 

between these two disciplines, especially as we 

undertake more and more projects. (Manager, 

InsureCorp) 

Misalignment: Another example of weak 

control alignment stems from a perceived 

clash between control mechanisms and 

socio-emotional experiences. The systems 

development methodology, a control 

mechanism, was perceived to conflict with 

the philosophical views of staff in different 

departments. Particularly in light of a 

potential transition to a more iterative, agile 

approach, interviewees noted a disconnect 

between how the development process works 

with the linear, structured project 

management approach. This disconnect 

corresponded with the achievement of risk 

management outcomes. 

 

Case Study 5, HealthOrg Systems Development – Moderately Traditional 

Quote Comment 

On the clinical side of the house, increasingly 

you find a lot of documented protocols. What 

does that mean? Well when we cut into 

somebody, before we do, we ask them their 

name and we ask them which side they think that 

we are going to cut into. That may seem odd but 

in the banking sector you don’t ask somebody 

whether they intend to take the money from this 

account...I mean maybe you do, but you would 

not be asked five times before the money is 

actually extracted from the account. Here, 

increasingly you are asked multiple times 

Alignment: The next quote highlights the 

relationship between control alignment and 

the reduction of errors (i.e. quality). In a 

healthcare context, where controls do not 

effectively achieve the desired outcome, 

lives can be put at risk. As such, ensuring 

that the appropriate controls are in place to 

address the pertinent outcomes is of critical 

importance. 
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because there is recognition that systemic errors 

occur. That is, it is not one point of failure, but a 

combination of points of failure. So that is a 

classic example of a need for internal control, 

process controls. Because the processes are 

inherently risky. Once you cut, you can’t uncut. 

There is no re-do necessarily. (Executive, 

HealthOrg) 

To benefit [patients]…is essentially what [the 

hospital] is about. Getting someone to come in 

the hospital who is maybe not feeling well and 

to leave the hospital hopefully in a better state. 

And how can we get that? Well, as a team it is 

our duty now to help our doctors to get that 

done for them a bit better. So taking that manual 

stuff away from them and also away from 

ourselves too…so that is why I talk a little bit 

about automation. Why do I say that? I have 

seen a company that has got everything 

automated and does it work a little better? You 

can measure better and faster and you can react 

faster if something is not working well. So it is 

nice to see how the hospital works within [high 

performing] information services. (IT Manager, 

HealthOrg) 

Alignment: Control alignment was seen to 

relate to outcomes related to patient safety 

and effective care. Where systems are 

designed that consider the importance of 

automation and preventing errors from 

occurring, the IS Manager notes the 

increased ability to deliver care and meet 

patient needs (e.g. quality, speed). 

And of course there is always the struggle that 

management wants a plan, right? And they want 

to see progress and so it is difficult [for 

management]…to understand that an agile 

process can change things along, but it takes 

time to get it right. And to have code that is bug 

free. And so it can be negatively perceived a 

little bit, as well as taking too long. Why is it 

taking too long? Why are there still bugs? Why 

is it still not working? And you almost want to 

hide it from them until we have it right. Or that 

we are not making change fast enough. (IT 

Manager, HealthOrg) 

Misalignment: Evidence of misalignment 

between control dimensions was also noted. 

For example, in regard to the pilot evaluation 

of the new agile development approach, one 

interviewee noted the challenges in 

convincing management of the benefits of 

the revised process. This suggests a 

misalignment between the control 

environment (i.e. management expectation, 

organizational culture), control mechanisms 

(i.e. iterative, flexible development 

techniques), and socio-emotional experiences 

(i.e. employee resistance). The disconnect 

between what management expects and how 

the new process operates is consistent with a 

degree of control misalignment. The 
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implication of this misalignment relates to 

decreased achievement of quality and speed 

outcomes. 

Presumably information management is helping 

and not hindering [the healthcare] process, not 

only on the administrative side but the clinical 

side [as well]. So it is a special case. It is not 

finance and it is not manufacturing. It is a 

completely different type of business and on the 

one hand then, you might think, well gosh, given 

the inherent riskiness of the sector and the fact 

that it has been going for so many years it must 

be extremely mature in its controls. Ahhhh, 

evidence is probably not so. At least there are 

varying levels demonstrably within the building, 

if not across the sector itself. One of the answers 

might be is because traditionally hospitals have 

been run by clinicians and they are not 

trained…the same way administrators of banks 

are trained. The analogue might be that in 

banking who do you want running the bank? 

You want bankers running the bank. And in a 

hospital it is not so clear whether you want 

doctors running the hospital. (Executive, 

HealthOrg) 

Misalignment: Another interviewee 

introduced the potential disconnect between 

the control environment and other control 

dimension areas. As a result of the clinical 

focus of the organization, the interviewee 

noted the challenges faced by having doctors 

act as administrators rather than in traditional 

organizations where managers would be 

expected to be trained to focus on different 

organizational priorities. The implication of 

this misalignment relates to decreased 

achievement of risk management outcomes. 

 

Case Study 6, LargeMan Systems Development – Very Strongly Agile: 

Quote Comment 

[One of] our [lines of business]…needed 

something really quick because they were 

getting bazillions of calls into their call centre to 

order these [products]. And they came to our 

team and normally it would have been ‘yeah 

okay, we will get that to you in 3 months’ and I 

think it was 2 weeks or in 1 week they had a 

working demo. And then in another week or two 

they had it rolled into production and it was a 

Alignment: Multiple interviewees explained 

a situation where a business line at the 

organization required a modification to an 

application in a very short amount of time 

due to an unexpected customer demand. 

With the new agile control mechanisms in 

place, the development team was able to 

quickly turn around the request and 

implement the change, resulting in a 

significant financial benefit to the line of 
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1.5 million dollar return on business value. 

(Development Manager, LargeMan) 

So that example…actually [got] leaked into the 

[senior management] meeting, which is like my 

boss and all of the upper management for global 

and that actually came up in the middle of the 

meeting as an example. And from there it has 

just kind of worked its way through…. where the 

business goes, ‘oh my gosh, you won’t believe 

what the Canada team just did’. It is amazing, 

they were blown away. (Development Manager, 

LargeMan) 

business. The example demonstrates the 

relationship between control alignment and 

control outcomes (e.g. the quick turnaround 

on the business unit request and the value 

added to the business). 

Early in the process there was hesitation to say 

that it was better, but I think over time people 

are realizing that we are not hitting those peaks 

where we are absolutely crunching to get things 

done. But with that small amount of 

accountability comes a whole bunch more just 

by virtue of the fact that they now have a voice 

in the process. So [on] things like the sprint 

retrospectives, we get a lot of people piping up 

and saying things who were very silent on the 

team before. It feels like they have more control 

over how we do things and how we can best 

utilize our skills to produce value. 

(Development Manager, LargeMan) 

Alignment: Another example was discussed 

that highlights the alignment links between 

the control environment, control 

mechanisms, socio-emotional experiences, 

and control execution. One interviewee 

articulated that as a result of the new agile 

approach (i.e. control mechanisms), 

employees feel more empowered to influence 

the development process (i.e. socio-

emotional experiences) and take advantage 

of their skills and knowledge (i.e. control 

environment). The change of development 

approach to address past issues (i.e. control 

execution) was highlighted by interviewees 

as a key driver of the current, positive 

situation. The implication of this alignment 

was seen to positively impact quality and 

cost management. 
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Appendix R - Supporting Data for Research Proposition 3 
 

The following interviewee quotes provide evidence supporting the extent of control 

mechanism evolution resulting from changing organizational environment, socio-emotional 

employee responses, and desired managerial outcomes. 

Quote Comment 

We could not continue to operate at the level that we were. So if you look 

at the number of applications that we were running in the bank, it was 

steadily increasing. So two things happened. One is cost, right? Your 

costs keep on going up with the more and more applications that you 

introduce the higher the costs obviously. More servers, more staff. But 

the other important thing is complexity; the complexity of the base 

growth. So you can imagine if you have a hundred applications versus a 

thousand applications and now you want to do financial reporting…So 

part of it was really, I think, a realization at the senior management 

levels that we just could not continue to operate the way that we did and 

continue to deploy new solutions every time someone wanted one, just 

because they wanted one. (Senior Director, CanBank) 

Provides evidence to 

support control 

mechanism 

evolution resulting 

from a changing 

control environment 

and control 

outcomes. 

So if I go back about 4 years to ’08, we had 50 different standards and 

they were all different levels. Some of them were like 50 pages long and 

very little compliance. [Staff] used them or not...so we started out and we 

did a whole lot of research. Partly it was that we were going to ground 

these in industry best-practice. We were not going to start with blank 

sheets and create our own…so we put a framework together bank-wide. 

(Senior Director, CanBank) 

Provides evidence to 

support control 

mechanism 

evolution resulting 

from changing 

socio-emotional 

experiences. 

Actually having a target state to get to and that you are trying to get 

through each investment that you do and that investment is a project. 

That is really the shift. Ten years ago each project was a piece of work, 

period, full stop. There was very little thinking about how do we spend 

that money over two or three years’ time to get us to a much better place. 

Each project was, ‘here is my business problem; as long as I solve the 

business problem I get a big checkmark’. Well we are saying that is not 

good enough anymore, right? (Senior Director, CanBank) 

Provides evidence to 

support control 

mechanism 

evolution resulting 

from a changing 

control environment 

and control 

outcomes. 

Years ago we were not very big consumers of Salesforce.com for Provides evidence to 
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instance. We thought that we were it. We built our own systems. We had 

our own applications. We ran them ourselves and they were awful. They 

were awful on a regular basis and they fell over and nobody said 

anything. ‘Oh well, you know, maybe next time’. Finally, I think with 

natural attrition in the organization, both in terms of IT and on the 

business side, everyone else was using Salesforce. Why can’t we use 

Salesforce? Surely...let’s just see what it does. Be a leap frog…It is turn-

key. Instead of laying copper in the desert we just put up 4G towers. Why 

wouldn’t we do that? Why would you not leap frog? (Senior Director, 

CanBank) 

support control 

mechanism 

evolution resulting 

from a changing 

control environment 

and control 

outcomes. 

I think that there is an evolution coming…or a revolution coming, right? 

As people retire and the next generation steps into more senior positions, 

you will see that evolve. So the newer generation will be more open to 

[collaboration, social networking, information sharing], right? And they 

will embrace it versus push[ing] back on it. It is almost inevitable. It is 

going to happen at some point, depending on how fast these people 

decide to retire. (Senior Manager, CanBank)  

Provides evidence to 

support control 

mechanism 

evolution resulting 

from a changing 

control environment 

and socio-emotional 

experiences. 

Some people said, ‘just tell me what the rule is and I don’t want to read 

through [the policies and procedures]. I can’t even see the rules because 

there is so many other words around it’…but when we started out, we did 

a lot of reviews with people on what is broken and a lot of it was, ‘unless 

you give me something very, very clear, I am not going to read it. I want 

it to be easy to find, easy to understand…give me the road sign’. If you 

are in a school zone you go 40 miles per hour. I don’t care about 

why…that is the rule. I follow the rule and I know that I am okay if I am 

at 40. I know that I am covered. So we had lots of that feedback. (Senior 

Director, CanBank) 

Provides evidence to 

support control 

mechanism 

evolution resulting 

from changing 

socio-emotional 

experiences. 

I think everyone tends to think that they are an expert [with technology]. 

So nobody really wants to be an expert in finance or HR, but they all 

believe that they have a level of expertise on what technology [they] 

need…vendors are always coming in and telling us about the latest and 

greatest. You don’t get people doing that with a brand new way to do 

finance or a brand new way to hire people. We are a bank, so we are 

very technology-intensive. We don’t have products that we put on 

shelves. Everything is technology...so we have this thing where we want 

to use the latest technology; the old technology can’t be any good 

because this new stuff has to be better. (Senior Manager, CanBank) 

Provides evidence to 

support control 

mechanism 

evolution resulting 

from a changing 

control environment. 
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We definitely get comments as we go through the initial development of 

the standard or in the bi-annual reviews. And we definitely get comments 

on how [employees] are feeling about standards…and it is not 

necessarily that people were saying that they can’t follow it, but now that 

they are actually living it…is more a question of some of the things you 

can interpret in different ways and they may want to help clarify them a 

little better. (Senior Consultant, CanBank) 

Provides evidence to 

support control 

mechanism 

evolution resulting 

from changing 

socio-emotional 

experiences. 

I have a feeling that [the new project delivery approach] was to address 

issues that they had seen in the past.  Whether it was things that they 

noticed, organizations such as [the financial regulator] noticed, or 

something that internal audit noticed.  It could have been an actual 

[compliance] fail[ure] as far as the project or it could have been just 

somebody in these other governing organizations that said, ‘you’re going 

to run into a risk if you don’t do something, so we’re forcing you to do 

something’. Because as being part of a financial institution, there are a 

lot of eyes in the organization that are forcing them to do things a certain 

way. (Director, CanBank) 

Provides evidence to 

support control 

mechanism 

evolution resulting 

from a changing 

control environment 

and control 

outcomes. 

You have to find the balance between allowing creativity or flexibility in 

the process versus making sure everybody follows a similar process.  The 

pendulum has swung both ways and right now it is swung more towards 

the independent thought, which is good, but we’ve got to a point where it 

was fairly well known…that we went extremely overboard on risk, risk, 

risk, manage risk.  And with that comes a whole lot of process and red 

tape and stuff and everything we do, we need to document so that you 

cannot do it wrong.  And by doing that in an environment that needs to 

be looser, you tend to stifle innovation, you tend to slow things down and 

you tend to cause all kinds of problems. (Senior Director, CanBank) 

Provides evidence to 

support control 

mechanism 

evolution resulting 

from a changing 

control environment. 

We’ve introduced different types of delivery methods. So, we have 

standard waterfall, we have overlapping waterfall, we have phased 

waterfall, we’re in the process of looking at incremental and iterative 

development and we may one day, may, in a big quotation is get to 

agile…So, what drives this is the underlying maturity of the 

organization? A few years back we didn’t have well documented 

methodologies and we didn’t have a true sense of the testing community, 

the developer community, etc. that can focus on those capabilities.  So 

we felt we had to be more rigorous in terms of the structure that we put 

on top of these. As the organization and the practitioners in each of the 

disciplines mature and the organizational capabilities mature, we’re 

Provides evidence to 

support control 

mechanism 

evolution resulting 

from a changing 

control environment 

and control 

outcomes. 
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starting to loosen things a little bit more… The organization will have to 

demonstrate that they can actually do that. And only when they can do 

that will we say, ‘okay, the shackles are off. Go to town’. (Senior 

Director, CanBank) 

[Under the previous model], if somebody is going to pay for [a 

technology asset], well it is going to be the business and it is going to be 

a certain project. Without a strategic group, an individual project has to 

pay for it and therefore they become part of the decision. ‘Oh, I don’t 

think we want to purchase the mainframe this year; we are going to do 

something else’. So that traditionally steered where [the organization] 

ended up with technology…now it is changing because whether it is 

cloud [computing] or not, we try to make that invisible. We want to 

provide services and capability to the business. Sometimes we are 

assembling those into new services and capabilities, but it is all services 

and capabilities rather than platform technology or even specific pieces 

of some software. So to me that is helping, because properly done you 

can make certain technology and capabilities and how they are delivered 

invisible to the business…you can even stage them so that if it is a longer 

term path you can do something tactically today and then switch out and 

do something later and all of that is invisible to the business. (Director, 

InsureCorp) 

Provides evidence to 

support control 

mechanism 

evolution resulting 

from a changing 

control environment. 

So as we reorganized our IT shop in the project management and 

systems development space, one of the first things that we did was 

repatriate a lot of the business analysts or systems analysts as they were 

called that were decentralized and out in the business. And the 

phenomenon that we were seeing back then three years ago was even 

though these folks had that title BA or BSA, they really had no formal 

training and what did that mean? They were essentially jacks of all 

trades and they would often be involved in project definition right from 

start to finish. Because they reported up to the business, we often took 

shortcuts on requirements and really not understanding requirements. 

We would jump in and start designing a solution and often the same 

people that designed it would also be testing it and there was just a real 

lack of consistency in terms of approaches and methodologies across the 

organization. People were very line-of-business specific, so we did not 

have any sort of flexibility in terms of how to approach that. So this kind 

of repatriation of business analysis centrally into IT really sparked more 

of a shift in our overall IT organization to form these kinds of centres of 

Provides evidence to 

support control 

mechanism 

evolution resulting 

from changing 

socio-emotional 

experiences. 
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competencies. (Vice President, InsureCorp) 

Historically, it has been pretty much [using a] waterfall approach and 

keep[ing] the lights on activities. Right now we are going through major 

transformations and a lot of these strategic projects involve third-party 

vendors and they may have an agile development style and so we have to 

collaborate with them and therefore have to tweak our traditional 

methodology to better deliver the solutions. So it has been a bit of a 

change for our folks and not necessarily a bad change. I think that it is 

working. It just requires a little bit more adaptability in terms of if we 

are used to doing things in a certain way that way now may or may not 

be efficient. (Manager, InsureCorp) 

Provides evidence to 

support control 

mechanism 

evolution resulting 

from a changing 

control environment 

and socio-emotional 

experiences. 

We are not programming the complex stuff that we used to. It is a lot 

more off-the-shelf stuff. We are interfacing systems. We are taking 

information out of our legacy systems and we are going to put it 

somewhere for another app to use. We do that all of the time. We are not 

actually writing the app itself as like a software development company. 

So yeah, it has changed a lot. (Developer, InsureCorp) 

Provides evidence to 

support control 

mechanism 

evolution resulting 

from a changing 

control environment. 

I think that now we have reached a level of maturity that will allow us to 

be more flexible and to embrace more flexible approaches with the 

ultimate goal of reaching the goals and focusing on the goal rather than 

the role. (Manager, InsureCorp) 

Provides evidence to 

support control 

mechanism 

evolution resulting 

from changing 

control outcomes. 

Through the years, it has very much evolved, so as systems we have 

started with the mainframe card system and it is a team place. You have 

to be, right? We have done strategic plans and looked at what is the 

impact on the internet? I remember when that started. We were looking in 

the late 90’s. What is this going to mean to hospitals? And we looked and 

we say. How can we communicate? And the change in the way we have 

used from some people having access to internet to almost all of our stuff 

is on portals now. I mean SharePoint is a huge thing for us here because 

that is one of the tools for managing. (IT Manager, HealthOrg) 

Provides evidence to 

support control 

mechanism 

evolution resulting 

from a changing 

control environment. 

But what has happened, thanks to Apple, in the last 24 to 36 months is 

now you are getting that bleed of workers-as-consumers in the workplace. 

So all of the gadgetry that they have at home they now expect to be able to 

use in the enterprise and rightfully so because there is that fine line that 

the enterprise wants to walk which is we love the fact that you are taking 

Provides evidence to 

support control 

mechanism 

evolution resulting 

from a changing 

control environment 
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the time to work on your iPad at home. That is great because it is good 

for productivity, but at the same time we have to manage the protection of 

corporate assets. (Executive, HealthOrg) 

and socio-emotional 

experiences. 

So that is the [changing nature of user] involvement. What can we do to 

develop it for you? And we had one of the clinical analysts here and again 

this has been evolving so the solution specialist is a new role from about a 

year and a half ago maybe or two years ago. We have tried different 

things. We have changed it. We have...I don’t think that IT can be fixed 

either, really…because we have to respond too. Our organization 

changes and as threat risk assessment came up, as privacy came up, as 

different pieces came up and it just got so complex. We have kind of 

morphed and I think that is good. (IT Manager, HealthOrg) 

Provides evidence to 

support control 

mechanism 

evolution resulting 

from a changing 

control environment 

and control 

outcomes. 

I think that we found that we needed to have a PMO office for IT which 

has morphed into one that does a lot of work for the organization itself. 

So it is broader than just IT. We have grown. We were a small department 

who knew what each other did [that has grown] to so many projects that 

it is hard to keep track. (IT Manager, HealthOrg) 

Provides evidence to 

support control 

mechanism 

evolution resulting 

from a changing 

control environment. 

So largely in the infrastructural world, it is about keeping up with the 

technology lifecycle. I have to say that in terms of new products or 

innovations there has been relatively little for the last few years now. It 

has really been any new features or functions that have been part of 

upgrades. And so really it has been about just keeping up with the 

lifecycle. (Executive, HealthOrg) 

Provides evidence to 

support control 

mechanism 

evolution resulting 

from a changing 

control environment. 

We…went and sat down with the users and watched them use the system 

and completely saw how our designs were absolutely failing them. They 

were using the system in ways that we would have never ever would have 

expected. Their needs were just not articulated to us, so we had come up 

with designs out of requests that actually made it worse. (Development 

Lead, LargeMan) 

Provides evidence to 

support control 

mechanism 

evolution resulting 

from changing 

socio-emotional 

experiences. 

The very first meeting that we had…kind of solidified that change in the 

team. Before, it was top-down. Our managers and supervisors would 

commit to the clients and say, ‘yep, we will deliver that’ and then come 

to us and say, ‘we have got 3 months and we have to deliver this’. And it 

was like, ‘well, you didn’t ask me if it was feasible’. It makes us a little 

more accountable and it makes us a little more engaged in the sense that 

we have the ability to [provide] input and it is up to us whether we do or 

Provides evidence to 

support control 

mechanism 

evolution resulting 

from a changing 

control environment 

and socio-emotional 

experiences. 
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don’t. But [it is] definitely more engaging. (Developer, LargeMan) 

We can’t expect what we did today to be applicable a year and a half 

from now, so I would hope that the process continues to evolve; I would 

hope. (Developer, LargeMan) 

Provides evidence to 

support control 

mechanism 

evolution resulting 

from a changing 

control environment. 

It was like, how could this ever work? And it was difficult to say because 

the sets of rules are not easily articulated to say, ‘well it works better 

because of these reasons’. As we started going, there were a few people 

who were nervous of the speed in which we were progressing. And that 

was probably the biggest concern. How fast we were changing. 

(Development Lead, LargeMan) 

Provides evidence to 

support control 

mechanism 

evolution resulting 

from a changing 

control environment. 

There was a big shift in terms of how [the U.S.-based business analysts] 

worked [as a result of agile], so what we did was we just opened right up 

to them immediately and brought them into the fold and said, ‘you know, 

this is the direction that we are going’ and we kind of proved it out with 

one application…and that business analyst really got it and was on 

board. So that enthusiasm just kind of spread through the rest of the 

group even though there was some uncertainty and, ‘we are not sure 

what this is and what it means for us’. We just slowly introduced it and 

slowly worked in kind of a hybrid situation for a little while and they 

have been very receptive to it. [The business analysts] have changed 

their process and the way that they work. (Development Manager, 

LargeMan) 

Provides evidence to 

support control 

mechanism 

evolution resulting 

from changing 

socio-emotional 

experiences. 
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Appendix S – Hybrid IS Control Alignment Scenario 
 

The following description outlines control characteristics in a fictitious organization that 

correspond to a high degree of IS control alignment consistent with a hybrid control profile. 

Build-It is a large, multi-national conglomerate with operations in sectors ranging from 

energy to chemicals to consumer products. The company is overseen by a central holding 

company that provides shared services (e.g. accounting, human resources, IS) to each of the 

semi-autonomous divisions. The IS department completes systems development activities for 

divisions requiring new or modified software. Depending on the characteristics of the 

division (e.g. size, industry), the project (e.g. critical financial application, social networking 

application), and the success criteria (e.g. on-time delivery, cost minimization, reliability), 

the approach to complete the project is carefully customized. In cases where a traditional, 

structured approach to development makes the most sense, activities such as detailed 

planning, formal coding practices, and close managerial oversight are used. Where an agile, 

dynamic approach is seen to be beneficial, a more collaborative, flexible, and iterative 

approach to development is employed. Overall, the systems development process at Build-It 

is a hybrid mix of a variety of different approaches that are employed to suit the particular 

circumstances of each project. The company finds that this ‘toolbox’ approach allows for the 

flexibility required to deliver the wide variety of software products required for such a 

diverse company. In post-implementation reviews, the Internal Audit group attributes much of 

the success on projects to the ability of management to recognize the context and objectives 

of each initiative before deciding upon the nature of the controls and the employees to assign 

to the team. 
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Appendix T - Sample IS Control Alignment Audit Tool 
 

This tool is intended to be used as a complement to other IS audit and control 

frameworks, such as COBIT, to provide insights for IS managers and auditors in the design, 

implementation, monitoring, and alteration of controls within an IS process. This assessment of 

IS control alignment consists of three steps. First, an evaluation of the characteristics of controls 

will be evaluated. Second, the most dominant control characteristics will be calculated and 

categorized. Finally, based on the findings, the degree of IS control alignment will be evaluated. 

STEP 1: In each of the five tables below (Tables A-E), check the box beside each control 

characteristic that is consistent with the single IS process that you are investigating.  

Control 

Environment 

Class 

Representative Control Environment Characteristics Check 

Traditional 

Strategies relying on consistency, cost control, quality products and services  

Business-driven strategy; technology to support business interests, not lead 

them 

 

Aversion to accepting risk  

Structured, static, formalized process steps  

Structured, defined, centralized organizational hierarchy  

Importance placed on supervisor-subordinate directives  

Subject to extensive rules and regulations (internal or external)  

Reliant on internal sourcing of skills and technology  

Employees with highly defined roles and responsibilities  

High degree of outcome measurability  

High degree of behaviour observability  

Focus on processes that are executed with a high degree of accuracy and 

repetition 

 

Homogenous organizational and national culture of employees  

Clearly defined supervisor-subordinate roles  

Long term employee roles; low staff turnover  

Progressive 

Strategies relying on flexibility, speed to market of products and services, 

innovation 

 

Highly integrated business-technology strategy  
Calculated acceptance of risks  
Heavy importance placed on technological tools and capabilities  
Highly flexible, adaptive process steps  
Flat organizational hierarchy  
Importance placed on collaboration and agreement  
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Decentralized organizational structure  
Reliant on external sourcing of skills and technology  
Employees with loosely defined roles and responsibilities  
Only moderate importance placed on outcome measurability and behaviour 

observability 
 

Focus on processes that are modified and improved over time  
Heterogeneous organizational and national culture of employees  
Ambiguous supervisor-subordinate roles  
Short term employee roles; high staff turnover  

Table A 

Control 

Mechanisms 

Class 

Representative Control Mechanisms Check 

Preventive 

Documented standards, policies, procedures, guidelines  

Management review and approval of future initiatives  

Strategic plans  

Architecture plans  

Periodic reviews of IS assets (e.g. scheduled IS asset retirement, 

preventative maintenance program) 

 

Impact assessment of IS initiatives prior to commencement  

Development methodologies and techniques  

Management supervision (monitoring of work being completed)  

Automated tools (passwords, application permission restrictions)  

Detective 

Internal audit procedures  

External audit procedures  

Independent regulatory reviews  

Periodic reviews of IS assets (e.g. daily error report monitoring)  

Impact assessment of in-progress IS initiatives  

Compliance assessments  

Peer-reviews  

Management supervision (reviews of already completed work)  

Table B 

Socio-

Emotional 

Experiences 

Class 

Representative Socio-Emotional Experiences  

Individualism 

Controls reinforce employees working independently from one another on 

discrete segments of work 

 

Control changes correspond to alterations in psychological states of 

individuals or small groups of employees (e.g. stress, uncertainty, 

discomfort, happiness, motivation, contentment, etc.) 

 

Controls reinforce traditional supervisor-subordinate roles; employees are 

motivated to impress their supervisor 

 

Reluctance to share knowledge with other employees  

Individual employees have little or no voice in influencing IS process 

control design 
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Management restricts the modification of implemented controls by 

individual employees 

 

Collectivism 

Public recognition of employee performance  

Motivation to work effectively and impress co-workers  

Providing team autonomy and flexibility for a group of employees with 

interrelated responsibilities (e.g. policy for systems development projects 

allowing for employees to define their own roles) 

 

Motivation to share knowledge with other employees  

Acceptance or resistance to a particular control based on organizational or 

national culture norms 

 

Controls correspond to enhanced communication, socialization, and 

interaction among employees 

 

Controls correspond to enhanced trust and expectations in other team 

members, particularly where independent judgment is required 

 

Table C 

Control 

Execution 

Class 

Representative Control Execution Characteristics Check 

Stability 

Common view that controls are performing adequately  

Mature, well established processes requiring few adjustments  

Few new controls are added over time  

Few modifications to existing controls are made  

Controls remain virtually identical as time passes (i.e. no ongoing 

adaptations or fine-tuning) 

 

A static set of controls is used to apply to multiple process circumstances  

Evolution 

Identification of inadequacies in control performance that require 

remediation 

 

Changing processes requiring frequent adjustments  

Numerous controls are added over time  

Numerous modifications to existing controls are made  

Controls are adapted and fine-tuned by employees  

Controls are changed in order to apply to particular circumstances  

Modification of control philosophy resulting in evolving control design (e.g. 

move towards strong centralization/decentralization of control) 

 

Table D 

Control 

Outcome Class 

Representative Control Outcome Characteristics Check 

Product-

focused 

Ensuring functionality of products and services is delivered  

Product compliance with relevant internal or external rules and regulations 

(e.g. developed software being sold to clients adheres to financial 

accounting standards, data privacy regulations) 

 

Software and systems quality (e.g. within a defined threshold of software 

defects per 1000 lines of code) 

 

Interest in enhancing product innovation (e.g. new product or service)  

Ensuring data integrity and accuracy  

Delivering value through technology products and services that increase  
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business efficiency, reduce costs, etc. 

Process-

focused 

Project delivery speed  

Project adherence to schedule  

Process compliance with relevant internal or external rules and regulations 

(e.g. systems development process adheres to Sarbanes-Oxley internal 

control guidelines) 

 

Maintaining IT process efficiency  

Interest in enhancing process innovation (e.g. new development 

methodology) 

 

Budget, profit, and cost monitoring  

Reduction and management of business and technology risks during 

projects 

 

Table E 

STEP 2: Based on your responses to Tables A-E, add up the total checkmarks for each 

class and enter them in the third column of Table F. In the fourth column of Table F, calculate the 

percentage of control dimension checkmarks that each class makes up. For example, if you 

checked off 9 traditional control environment characteristics and 4 progressive characteristics, 

then each number would be entered in the corresponding field in column 3. Because traditional 

characteristics make up 69% of the total control environment checkmarks and progressive 

characteristics make up 31 % of the total checkmarks, these figures should be entered in column 

4. 

Control Dimension Control Class Total Number 

of Checkmarks 

Percentage 

of Dimension 

Control Environment 
Traditional   

Progressive   

Control Mechanisms 
Preventive   

Detective   

Socio-Emotional Experiences 
Individual   

Collective   

Control Execution 
Stability   

Evolution   

Control Outcomes 
Product-focused   

Process-focused   

Table F 

 

 

Based on the percentages calculated in Table F, check the appropriate control dimension 

ranking in the fourth column of Table G. Guiding definitions are provided in the third column. 
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Control 

Dimension 

Control 

Dimension 

Rating 

Control Environment Characteristics Check 
C

o
n

tr
o

l 

E
n

v
ir

o
n

m
en

t Highly 

Traditional 

66% or more of control environment characteristics are traditional 

and 33% or less are progressive. 

 

Hybrid Both traditional and progressive control environment 

characteristics are between 33% and 66%. 

 

Highly 

Progressive 

66% or more of control environment characteristics are 

progressive and 33% or less are traditional. 

 

C
o

n
tr

o
l 

M
ec

h
an

is
m

s 

Highly 

Preventive 

66% or more of control mechanisms are preventive and 33% or 

less are detective. 

 

Hybrid Both preventive and detective control mechanisms are between 

33% and 66%. 

 

Highly 

Detective 

66% or more of control environment characteristics are detective 

and 33% or less are preventive. 

 

S
o

ci
o

-

E
m

o
ti

o
n

al
 

E
x

p
er

ie
n

ce
s 

Highly 

Individual 

66% or more socio-emotional experiences are individual and 33% 

or less are collective. 

 

Hybrid Both individual and collective socio-emotional experiences are 

between 33% and 66%. 

 

Highly 

Collective 

66% or more social-emotional experiences are collective and 33% 

or less are individual. 

 

C
o

n
tr

o
l 

E
x

ec
u

ti
o

n
 

Highly Stable 66% or more control execution characteristics are stable and 33% 

or less are evolutionary. 

 

Hybrid Both stable and evolutionary control execution characteristics are 

between 33% and 66%. 

 

Highly 

Evolutionary 

66% or more control execution characteristics are evolutionary 

and 33% or less are stable. 

 

C
o

n
tr

o
l 

O
u

tc
o

m
es

 Highly 

Product-

Focused 

66% or more control outcome characteristics are product-focused 

and 33% or less are process-focused. 

 

Hybrid Both product- and process-focused control outcomes are between 

33% and 66%. 

 

Highly 

Process-

Focused 

66% or more control outcomes are process-focused and 33% or 

less are product focused. 

 

Table G 

STEP 3: Using the results from Table G, identify the points on Figure A below for the 

control environment, control mechanisms, socio-emotional experiences, and control outcomes. 

Create a four-sided figure using a marker or coloured pencil to connect the points together and 

shade in the interior region.  
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Figure A 

 Based on the figure plotted on Figure A, the degree of IS control alignment can be 

determined by counting the total number of points that the drawn figure (representing the control 

characteristics of the actual IS process) corresponds to one of the three diamond shapes that make 

up the figure. Each diamond represents one of three ‘ideal’ control profiles. The large diamond 

represents a ‘traditional’ profile, corresponding to a traditional environment, preventive 

mechanisms, individual experiences, and stable execution. The middle diamond represents a 

‘hybrid’ profile, corresponding to a hybrid environment, mechanisms, socio-emotional 

experiences, and execution. The small diamond represents the ‘agile’ profile, corresponding to a 

progressive environment, detective mechanisms, collective experiences, and evolutionary 

execution. Use Table H below to identify the overall level of IS control alignment. 
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Control Alignment Result IS Control Alignment 

Rating 

4 of 4 traditional ratings Very Strongly Traditional 

4 of 4 agile ratings Very Strongly Agile 

4 of 4 hybrid ratings Very Strongly Hybrid 

3 of 4 traditional ratings; 1 non-traditional rating Strongly Traditional 

3 of 4 agile ratings; 1 non-agile rating Strongly Agile 

3 of 4 hybrid ratings; 1 non-hybrid rating Strongly Hybrid 

2 of 4 traditional ratings; 2 non-traditional ratings of different categories Moderately Traditional 

2 of 4 agile ratings; 2 non-agile ratings of different categories Moderately Agile 

2 of 4 hybrid ratings; 2 non-hybrid ratings of different categories Moderately Hybrid 

Table H 
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