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Abstract 

Wireless Sensor Networks (WSNs) are popular for their wide scope of application domains 

ranging from agricultural, medical, defense, industrial, social, mining, etc. Many of these 

applications are in outdoor type environments that are unregulated and unpredictable, thus, 

potentially hostile or physically harsh for sensors. The popularity of WSNs stems from their 

fundamental concept of being low cost and ultra-low power wireless devices that can monitor and 

report sensor readings with little user intervention, which has led to greater demand for WSN 

deployment in harsh industrial environments. We argue that there are a new set of architectural 

challenges and requirements imposed on the hardware, software, and network architecture of a 

wireless sensor platform to operate effectively under harsh industrial environments, which are not 

met by currently available WSN platforms. We propose a new sensor platform, called Sprouts. 

Sprouts is a readily deployable, physically rugged, volumetrically miniature, modular, network 

standard, plug-and-play (PnP), and easy to use sensor platform that will assist university 

researchers, developers, and industrial companies to evaluate WSN applications in the field, and 

potentially bring about new application domains that were previously difficult to accomplish 

using off the shelf WSN development platforms. Therefore, we addresses the inherent 

requirements and challenges across the hardware, software, and network layer required for 

designing and implementing Sprouts sensor platform for harsh industrial environments. We fully 

implement the hardware, network, and software architecture for the Sprouts platform and verify 

that they meet the requirements for harsh environments. We deploy the Sprouts platform 

customized with our PnP ultrasound sensor module in an industrial application to monitor the 

health conditions of Syncrude's vibration screens operating under extreme harsh conditions. 

Sprouts has been showcased in OCE Discovery 2011, and has been proven to be extremely 

valuable for industrial mining companies such as Syncrude. 
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Chapter 1  

Introduction 

A wireless sensor network (WSN)  is composed of resource constrained wireless sensor nodes 

[1][2], also known as source nodes, which cooperate with neighboring nodes to achieve a certain 

goal related to the application or services they provide. Source nodes are embedded systems 

limited in size, cost, memory, processing speed, bandwidth, and available energy. Source nodes 

get their name from being the origin, or source, of the generated sensor data in the network, and 

constitute the majority number of nodes in a WSN. Generated data is wirelessly transmitted as 

report packets, which propagate through the network towards the sink nodes. Sink nodes are often 

the final destination for report packets, where they are collected, analyzed, graphically 

represented, or further propagated to other networks through a gateway-sink, as seen in Figure 

1.1. Gateway-sink nodes allow packets to migrate from one network technology to another by 

translating report packets between two or more networks. The general applicability of WSN 

technology generated many applications in various domains including: the Internet of Things 

(IoT) [3], surveillance [4], industrial monitoring [5], mining [6], agriculture [7], habitat 

monitoring [8], healthcare [9], etc. 

 

 

 

 

 

Figure 1.1 A typical WSN identifying source and sink nodes 
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WSNs have made a commercial impact in the embedded market in the form of general purpose 

development platforms. One of the first commercial WSN platforms, René [10], was sold by 

Crossbow in 2000 with the help of an open-source operating system TinyOS [11] released to the 

public the same year. Today, we can find popular WSN platforms developed by prominent 

companies like Crossbow [12], Intel [13], Texas Instruments [14], National Instruments [15], Sun 

MicroSystem [16], Atmel [17], Honeywell [18], etc. However, due to the lack of common 

standards in the hardware and middleware architectures, most of the existing platforms are 

incompatible among each other. It is imperative to study existing WSN platform architectures 

across the hardware, software, and network layers, and understand the underlying architectural 

composition of a WSN platform before investing into a commercial platform, or before designing 

a new platform architecture. 

A WSN platform is a general purpose development system designed to accelerate research and 

development of WSN applications. A typical WSN platform combines a number of subsystems, 

including a wireless communication transceiver, low power microcontroller unit (MCU), energy 

sources, and a variety of onboard sensors such as temperature, humidity, accelerometer, light, etc.  

Designing a WSN platform that is low cost, ultra low power, physically small, rugged, multi-

standard-compliant, and adaptable across various application domains introduces numerous 

challenges due to conflicting requirements leading to inevitable tradeoffs in the hardware, 

middleware, and software architecture.  

We propose a new sensor platform, called Sprouts. Sprouts is a readily deployable, physically 

rugged, volumetrically miniature, modular, network standard, plug-and-play (PnP), and easy to 

use platform for harsh industrial environments. We address the inherent requirements and 

challenges required for designing and implementing Sprouts sensor platform for harsh industrial 

environments. 
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1.1 Motivation and Objectives 

Most of the commercially available WSN platforms in use today are very similar in terms of their 

hardware architecture [11], which is either based on the 16bit MSP430 microcontroller unit 

(MCU) or the 8bit ATmega128 MCU, in combination with a Zigbee based network architecture, 

and a TinyOS operating system, such as IRIS, Mica2, and MicaZ, TelosB, Tmote Sky, and EPIC 

[12], which are discussed in more details in Chapter 2. In fact, the popular use of the 

aforementioned sensor platform architecture, found in [12], is due to the wide community support 

for TinyOS, which has constrained the development of new sensor platform architectures due to 

difficulties in porting TinyOS to other MCU architectures [19]. In addition, the above mentioned 

platforms are only suitable for indoor safe environments due to their lack of an inherent rugged 

enclosure. This limits the usability of the sensor platform to safe lab environments, and beyond 

the reach of harsh industrial applications. The lack of hardware architecture standards in WSNs is 

greatly made up for in organized, standard, and open source network architectures. Adopting a 

certain network standard is not only important for the interoperability of wireless sensors between 

different vendors, but a long term investment that must be studied carefully. Thus, it is imperative 

to compare the most notable and fundamentally different networks for WSNs, as discussed in 

Section 3.2. 

 A suitable wireless network standard for harsh industrial environments may still require network 

layer modifications to reduced power consumption, and adapt important features like remote-

wakeup [20] and wireless energy harvesting [21]. Furthermore, there are no software architecture 

standards in WSNs [22][23]. In the literature [24][25][26][27][28], software architectures for 

WSNs focus entirely on the middleware layer. In order to assist in the development of 

applications for industrial environments, the middleware must have a high level of abstraction, a 

user friendly environment, and an intuitive programming interface to allow users to develop WSN 

applications with little computer-science background. The key research questions we try to 

answer are: (i) what are the requirements and imposed challenges to design a sensor platform for 
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harsh industrial environments  that is readily deployable, easily customizable, and open to a wide 

number of applications; and (ii) what are the issues that such a platform create across the 

hardware, network, and middleware architectures?  

Throughout our literature search, we have found that a readily deployable rugged WSN platform 

that is volumetrically miniature, ultra low power, remotely triggered, capable of energy 

harvesting, and that targets harsh industrial environments have not yet been studied by the WSN 

research community. Researchers are yet to assess the challenges and requirements across the 

three architectural layers of a WSN platform, that is, the hardware architecture, software 

architecture, and network architecture. Therefore, we plan to carefully study the three underlying 

architectural components of a sensor platform in order to develop a new type of sensor platform 

for harsh industrial environments. In addition, due to the wide application domain of WSNs, 

designing a general purpose WSN platform is not a trivial task and is most contributing when 

designed for a particular application domain, such as the Imote2 for computationally intensive 

applications, TelosB for ultra low power applications, or SunSpot catering to Java developers. 

Therefore, a WSN platform architecture with a targeted application domain focus may be a more 

meaningful design approach than a WSN platform architecture with a very wide application 

scope. Therefore, our WSN platform focuses primarily on harsh industrial environments, while 

maintaining a general purpose architecture design applicable to other application domains. 

1.2 Contributions 

We design and implement a new WSN platform architecture targeting harsh industrial 

environments. The Sprouts WSN platform represents a unique and new direction for WSNs in 

industrial environments. Sprouts platform closely represents the operation of an RFID-like sensor 

node, which allows for remote RF wakeups, and wireless power transfer. In addition, Sprouts is 

utilized in the harsh operating environments of the Oil-Sands to monitor Syncrude's vibration 
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screens. By designing and implementing a new WSN platform, our contributions are divided into 

two categories educational and industrial. 

A) Research Contributions: 

1) The architecture design of a new energy-aware middleware software architecture called 

DREAMS. The middleware will focus on modularity and energy harvesting [29].  

2) The design of a plug-and-play (PnP) protocol and a generic sensor interface are essential to 

easily customize the platform for different applications [30]. 

3) A comparative analysis between network standards as applicable to low power WSNs. 

Popular network standards for WSNs include Zigbee, BLE, and DASH7. 

4) A novel design and implementation of a generic energy consumption benchmarking platform 

(ECBP) tool using National Instruments data acquisition board and Labview, and a unique 

method for estimating the network lifetime based on real measurements obtained from our 

ECBP [33]. 

5) Modifying the default network behavior of a Zigbee network to reduce energy consumption 

by one order of magnitude, thus extending the network lifetime by the same factor [33].  

B) Industrial Contributions: 

1) The design and implementation of a modular hardware architecture within a very small 

physical size utilizing a coin battery and a rugged enclosure approximately half a cubic inch 

in volume, which allows the platform to be deployed in wide range of applications [31]. 

2) A novel patch antenna integrated into a metallic rugged enclosure allowing the platform to be 

deployable in harsh industrial environments [32].  

3) Remote wakeup and wireless power transfer integration allowing the sensor platform to 

harvest energy while sleeping indefinitely until a remote wakeup signal is detected [33].  

4) Solving the problem of how to monitor Syncrude’s vibration screen ligaments. This will 

allow Syncrude to replace the mesh screens only when the tungsten has been completely 
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eroded off exposing the vulnerable steel layer. This contribution has several major benefits to 

Syncrude including: eliminating human related visual evaluation errors, reducing 

maintenance downtime, eliminating premature replacements, and the real-time monitoring of 

the vibration screens from the comfort of the office environment [30][31][32][33][34][35]. 

5) The integration of an ultra low power ultrasound-based non-destructive testing (NDT) with 

wireless sensor networks for industrial monitoring [36]. 

1.3 Thesis Organization 

The remainder of this document is organized as follows. Chapter 2 describes the architecture 

overview of WSN platforms and gives a comparison between prominent platforms. Chapter 3 

surveys the hardware architecture, network architecture, and software architecture of WSN 

platforms. Chapter 4 describes the challenges and requirements for WSN platforms operating in 

harsh industrial environments. Chapter 5 describes our unique plug and play protocol which 

allows us to customize the Sprouts platform using sensor modules. Chapter 6 describes the 

hardware architecture of Sprouts which includes the rugged enclosure, energy harvesting from 

wireless power transfer, remote triggering, Sprouts source node hardware architecture, Sprouts 

Sink node hardware architecture, and Sprouts patch antenna. Chapter 7 describes Sprouts network 

architecture, our unique method of significantly reducing the power consumption by utilizing our 

ECBP solution and modified Zigbee network behavior, and our unique method of measuring the 

network lifetime based on real measurements obtained from our ECBP. Chapter 8 describes two 

software architectures, such that one resides on the source node called DREAMS and the other 

resides on the sink-server node. Chapter 9 describes how we apply Sprouts WSN platform to  a 

harsh industrial application, such that we monitor Syncrude's vibration screen and utilize an 

ultrasound thickness sensor module to monitor the thickness of the steel and tungsten layers on 

the screen. Chapter 10 concludes the thesis and gives an outlook on future directions for our 

Sprouts platform. 
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Chapter 2 

WSN Platform Architecture 

The design and implementation process of a WSN platform is an intricate and a tightly coupled 

discipline between science and engineering. Designing a WSN platform that is low cost, ultra low 

power, physically small, rugged, network standard, and adaptable across various application 

domains introduces numerous challenges due to conflicting requirements leading to inevitable 

tradeoffs. For example, a low cost platform might be unpackaged and therefore difficult to deploy 

in an outdoor harsh environment, while a ruggedly packaged WSN platform might be larger and 

heavier than a given application may allow. Similarly, design tradeoffs also extend into the 

network and application layers of the platform. For example, network rich features such as multi-

hop routing or an embedded operating system (OS) will necessitate increased internal memory, 

software design complexity, energy consumption, and platform cost as a result. 

Consequently, it is difficult to design a platform that can satisfy a wide range of applications 

without suboptimum performances [37]. Instead, WSN platforms serve as a starting point for 

users to experiment with a platform-architecture or a combination of hardware features. The 

ability to test a WSN platform architecture eliminates the need to invest into the expertise 

required to build the physical hardware architecture. If the user is completely satisfied with the 

preliminary results provided by the development platform, the user can optimize and build a 

custom version of the platform in the final deployment stage of the application. Thus, many 

platforms utilize a proprietary interface (e.g. serial ports, digital ports, analog ports, etc.) to allow 

custom solutions to be added as expansion boards [10][12][13][14][15][17][18]. 
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2.1 WSN Platform Architecture 

In a typical WSN platform, there are three sub-architectures composing the technology. These are 

the hardware, software, and network architectures [22][23], as seen in Figure 2.1. Although the 

three sub-architectures are tightly coupled in a given WSN system, each sub-architecture can be 

considered a separate discipline or an independent body of knowledge. The hardware architecture 

focuses mainly on the hardware design of the source nodes, which make up the majority of the 

WSN deployed nodes. In order to reduce design and development complexities, the sink node’s 

hardware architecture is often designed very similar or identical to the source node with the 

exception of unlimited power available to sink nodes. The network architecture of a WSN 

platform refers to the network topology and wireless communication standard technology 

deployed. The software architecture, on the other hand, refers to the middleware architecture and 

the operating system of the WSN. The middleware resides between the application layer and the 

operating system residing on the sensor nodes.  

The first commercially successful WSN platform was Crossbow’s René mote [10], developed at 

the University of California, Berkeley, which started an avalanche in the production of WSN 

platforms. René’s success in academia was mainly due to its open-source policy accompanied by 

an open-source event driven embedded operating system, TinyOS [11]. René led to the steady 

success of MicaZ, Mica2, IRIS [12], and TelosB [38]. Today, there are a wide selections of WSN 

platforms to choose from, yet some developers and users prefer to develop their own customized 

platform suitable for their own specialized application [39][40]. 
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Figure 2.1 The three Main Architectures Composing a WSN Platform Architecture 
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sensor elements. The transceiver is the wireless communication device that transmits and receives 

data packets using radio frequency (RF) channels. The power source is the energy source for the 

sensor node, which can be battery operated, AC powered, or using some form of energy 

harvesting (e.g. solar power). Sensor-elements (SE) are the actual sensing components inside the 

sensor node that extract information from the environment, such as temperature, pressure, light, 
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central node (sink node), which is usually also a gateway node. The end node is a sensor node 

with the most limited resources, lies at the end of the network, and spends most of its time in the 

lowest power mode possible. The router node is a mediator node that collects report packets from 

end nodes and routes the packets to the central node or other router nodes in the network. The 

central node essentially collects reported packets generated by end nodes in the network for local 

storage, analysis, or to act as a gateway node to other networks such as WiFi, Bluetooth, Zigbee, 

etc., and may eventually make its way to the internet or cloud services. Network topologies in 

WSNs are divided into three main categories: Star, Tree, and Mesh. A Star network topology is 

the simplest form with many end-nodes communicating to one and only one coordinator in a 

single hop network that resembles a star shape. A Tree topology is a hierarchal type network that 

starts from the level-one root node, or parent node, and braches out into sub-levels, such that the 

root node is connected to one or more level-two sub-nodes, or children nodes. Level-two children 

nodes can also take the role of parent nodes and have level-three sub-nodes, such that the process 

can continue to level-N sub-nodes. Mesh network topology has no particular restrictions on the 

form of the network and does not necessitate the existence of a central node or a parent node. A 

node may connect to multiple neighboring nodes within its reception vicinity as long as a reliable 

communication channel can be maintained. A Mesh network has the advantage of routing a 

packet via multiple paths from source to destination. 

2.4 Software Architecture 

The software architecture of a WSN platform focuses on the middleware of the WSN platform 

and the operating system. The middleware is the software layer located between the application 

layer and the operating system residing on the sensor node. The middleware’s job is to assist the 

application layer in composing applications for the WSN platform while hiding details about the 

underlying operating system, network, and hardware level details. In addition, the middleware 
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defines the software orientation of a given WSN platform. For example, a service-oriented WSN 

platform is a WSN platform that utilizes a client-server oriented middleware architecture. 

2.5 Popular WSN Platforms 

The popular use of the MSP430 and ATmega128 is due to several factors including: ultra low 

power (ULP) energy consumption, community support, open source compilers based on GNU 

GCC, and TinyOS. Support for TinyOS has commercial and academic importance. Thus, WSN 

platform development has been constrained to the MSP430 and ATmega128 due to difficulties in 

porting TinyOS to other MCU architectures [19]. Other high end platforms are based on various 

ARM architecture versions such as SunSpot [16] and IMote2 [13], which provide a 32-bit bus 

architecture, greater than a 100MHz processing speed, memory management unit (MMU), and 

the ability to support a light version of Linux operating system (e.g. Imote2). Figure 2.2 shows 

the most prominent commercially available WSNs. 

SunSpot [16] is a unique WSN platform developed by Sun Microsystems. Sunspot uses Squawk 

Java virtual machine (VM) which supports Java natively on an ATMEL920T ARM MCU. 

Squawk is an open source VM written mostly in Java and runs directly on the MCU hardware 

without the need for an OS. Running without an underlying OS reduces the memory 

requirements, implementation complexity, and the need to support multiple operating systems. 

Other hardware features include Chipcon 2420 IEEE 802.15.4 radio chip, 3-axis accelerometer, 

light sensor, temperature sensor, 8 tri-color LEDs, 5 general purpose I/O pins, and 4 high current 

output pins. SunSpot’s hardware attributes are currently considered luxury in comparison to other 

platforms, which can easily increase cost, physical size, and power consumption. Sunspot’s 

unique feature is the ability to program WSN nodes using Java which no other platform offers. 

IRIS, MicaZ, and Mica2 [12] use an 8bit ATmega MCUs from Atmel. The three platforms are 

almost identical in specifications, with IRIS using a slightly enhanced hardware version from the 

MicaZ’s ATmega128 (i.e. ATmega1281), and IRIS has twice the amount of internal SRAM (i.e. 
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8KB). Mica2 uses the same MCU as MicaZ, but with a low frequency radio transceiver. In 

addition to some general hardware improvements such as more Timers, Digital I/Os, SPI ports, 

etc., the IRIS mote hardware architecture can be used as a direct replacement for MicaZ as an 

upgraded platform. Both MCUs support TinyOS and use a Zigbee network. 

TelosB [38] uses a 16bit MSP430 MCU from Texas Instruments (T.I.), which is one of the most 

popular families of controllers in the research community today. However, since the release of 

MSP430F1xxx family of MCUs, there have been four family improvements: MSP430F2xxx, 

MSP430F3xxx, MSP430F4xxx, and MSP430F5xxx with each having targeted improvements, 

such as increased internal memory, increased digital connectivity (e.g. USB host), improved 

power supervisory systems (e.g. MSP430F5xxx family), reduced power consumption (e.g. 

MSP430F2xxx), etc. Although, the MSP430F1611 is currently considered an outdated MCU, the 

use of TelosB platform is still strong within the WSN research community due to the available 

software support. TelosB, also features direct connectivity to a USB host for easy programming 

and debugging, as well four on-board sensors, which provide an immediate experience for the 

user in reading and reporting sensor values without the need for custom sensor attachments.   

Imote2 [13] is based on Intel’s XScale processor PXA271, which has an ARM v5 core 

architecture. The Imote2 platform is not the traditional low power, low cost, or low resource 

WSN platform. In fact, the Imote2 focus on applications that require high computational 

resources, such as audio and video processing. Imote2 support scalable speeds from 13MHz up to 

416MHz. Imote2 is one of the very few platforms that has ported TinyOS onto a non MSP430 or 

Atmega MCU, and is able to support Linux and Microsoft .NET-Micro framework. 

National Instruments (N.I.) has a unique WSN solution that is integrated into their data 

acquisition line of products including LabView. LabView uses Lego-like graphical components 

that can be connected together by simply drawing a line from the output-port of one component to 

the input-port of another, without the need to write any software code. Therefore, using WSN-
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3202 is accessible to non-technical user backgrounds and requires little to no outside consulting 

or training, which is a huge advantage over other available WSN platforms. The entry level node 

is the WSN-3202 [15], which has 4 analog inputs and 4 digital I/Os. The WSN platform solution 

provided by N.I. is completely proprietary at the hardware and software layers. Therefore, no 

available information is provided regarding which MCU, OS, or radio chip is used inside the 

WSN-3202, except that the radio chip is based on the IEEE 802.15.4 standard. Despite the 

extremely closed nature of the WSN-3202 platform, the platform is quite successful in industry 

and application-level research due to the ability to program the WSN-3202 using the intuitive 

drag-and-drop LabView graphical programming environment. The simplicity of such a WSN 

system comes at the cost of price. The entry level nodes range from $440 to $770 each, the 

gateway node NI-9792 costs $1,815, and the LabView software starts from the most basic option 

at $1,925 and can easily exceed $50K depending on the options added. However, the cost can be 

justified given the simplicity of use and consulting-free development.  

   
A: Imote2  B: National Instruments (N.I.) WSN C: SunSpot 

          
D: IRIS     E: MicaZ      F: Mica2         G: TelosB 

Figure 2.2 Images of prominent WSN platforms 
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2.6 WSN Platform Attributes 

We compare the seven popular platforms in Table 2.1 in terms of the attributes defined below. 

The system core and radio system metrics are a collection of attributes dependent on the MCU 

and transceiver chip. 

• System Core: the system core relates to the main processor used to control the sensor 

node. There are five important features categorizing the system core: the data bus width (e.g. 8-

bit, 16-bit, or 32-bit), maximum running speed, internal program memory (i.e. Flash), volatile 

RAM memory, ultra low power operation, and external memory. Higher values for each feature 

results in a better overall system core at the cost of increase price, with the exception of the ultra 

low power operation. For example, a larger data bus width, such as 32-bit, can execute arithmetic 

operations more efficiently than a 16-bit or 8-bit processor. Larger Flash and RAM memory 

allows the sensor node to run memory intensive programs, such as an operating system (e.g. 

TinyOS) and a network stack (e.g. Zigbee) without the need for external memory. Ultra low 

power operation is granted if the system core can achieve less than approximately 3µA in deep 

sleep mode while preserving RAM content. External memory can be very useful in particular 

applications, where data is acquired from sensor readings and has to be stored over an extended 

period of time before it can be relayed to a sink node. External memory is mostly non-volatile 

Flash-based memory, which allows the platform to disconnect power to it without losing data.  

• TinyOS Support: TinyOS is the de-facto operating system for WSNs. Support for 

TinyOS is mostly important among universities for research purposes. TinyOS is an open-source 

operating system for WSNs, and is explained in more details in section 5.7. Porting TinyOS to 

other MCUs than the original ATmega128 and MSP430, has been proven difficult [19], with 

exception of Intel’s IMote2, possibly due to Intel’s funding support to the TinyOS project.  

• Energy Source: the main source of energy for the sensor platform. This relates to the 

type and number of batteries used to power the sensor platform. Two standard AA-type batteries 
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are often used to achieve a voltage level between 2.4V (rechargeable AA batteries) and 3.0V 

(non-rechargeable AA batteries), which is a necessary voltage level to run a regulated 1.8V 

system core. System cores that run at a regulated 3.0V level often require 3 or more AA batteries, 

which increase the size of the platform and associated costs. 

• Onboard Sensors: sensor platforms with onboard sensors are considered very useful for 

prototyping general applications that make use of them, without the need for custom built sensor 

attachments. Higher number of onboard sensors is desirable if the cost increase is not significant. 

However, onboard sensors become an added cost if they are not utilized by the application.     

• Radio System: characteristics of the radio system determines many features of the WSN, 

such as support for a network standard (e.g. Zigbee), maximum transmit (Tx) power, receiver 

(Rx) sensitivity, and frequency band. Communication bands are limited to the license-free 

Industrial Scientific and Medical (ISM) bands set by a given country. Larger Tx power is useful 

to extend communication range without adding an external amplifier. A lower sensitivity value 

implies better reception of weaker signals, hence, extended communication range.    

• Physical Attributes: the size and weight of a sensor platform is important. Size is 

important because if the sensor platform is larger than the available space in a given application, 

the platform may not be suitable for deployment. If the weight of the platform is too heavy for a 

given application, such as animal tracking, this may render the platform unfit for deployment. 

Therefore, smaller and lighter platforms are more desirable. 

• Cost: the cost of a single sensor platform. For prototyping purposes, cost is not an issue. 

However, for applications that require a hundred or more sensor nodes, cost becomes a concern. 
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Table 2.1 Attributes comparison of the most prominent WSN platforms 

Platform 

Name 

System Core 

TinyOS 

support 

Radio System Physical Attributes 

Energy 

Source 

Onboard 

Sensors 

Approx 

Cost 

per node 
MCU Flash RAM 

Max 

Speed 
Core 

Ultra 

Low 

Power 

Radio 

(chip) 

ISM 

Freq. 

Band 

Max Tx 

Power 

Max Rx 

Sensitivity 

Size 

(mm) 

Weight 

(no 

Batt) In
cl

u
d

es
 

en
cl

o
su

re
 

IRIS 

[12]  
ATmega1281 

128 

KB 

8 

KB 

16 

MHz 

AVR 

8-bit 
Yes Yes 

Zigbee 

(AT86RF230) 

2.4 

GHz 
+3dBm 

-101 

dBm 

58x32 

x7 
21 g 

no 
2 x AA 

Separate 

board 
~$110 

MicaZ 

[12] 
ATmega128L 

128 

KB 

4 

KB 

8 

MHz 

AVR 

8 bit 
Yes Yes 

Zigbee 

(CC2420) 

2.4 

GHz 
0dBm 

-95 

dBm 

58x32 

x7 
16 g 

no 
2 x AA 

Separate 

board 
~$100 

Mica2 

[12] 
ATmega128L 

128 

KB 

4 

KB 

8 

MHz 

AVR 

8bit 
Yes Yes 

proprietary 

(CC1000) 

433-916 

MHz 
+10dBm 

-97 

dBm 

58x32 

x7 
16 g 

no 
2 x AA 

Separate 

board 
~$100 

TelosB 

[38] 
MSP430F1611 

48 

KB 

10 

KB 

8 

MHz 

RISC 

16bit 
Yes Yes 

Zigbee 

(CC2420) 

2.4 

GHz 
0dBm 

-95 

dBm 

65x31 

x6 
15 g 

no 
2 x AA 

4  

sensors 
~$120 

SunSpot 

[16] 
Atmel 920T 

4.0 

MB 

512 

KB 

180 

MHz 

ARM 

v4 
No No Zigbee 

(CC2420) 

2.4 

GHz 
0dBm 

-95 

dBm 

64x38 

x25 
45 g 

yes Lith-Ion 

3.7 V 

3  

sensors 
~$150 

IMote2 

[13] 

XScale 

PXA271 

32 

MB 

256K+ 

32MB 

416 

MHz 

ARM 

v5 
No Yes 

Zigbee 

(CC2420) 

2.4 

GHz 
0dBm 

-95 

dBm 

36x48 

x9 
12 g 

no 
3 x AA 

Separate 

board 
~$300 

WSN-3202 

[15] 

(Proprietary 

hardware) 
N/A N/A N/A N/A N/A No 

802.15.4 

(undisclosed) 

2.4 

GHz 

17 

dBm 

-102 

dBm 

42x85 

x124 
172 g 

yes 
4 x AA 

Separate 

board 
~$400 

Sprouts 
CC2530 

(Intel 8051) 

256  

KB 

8 

KB 

32 

MHz 

8051 

8-bit 
Yes Yes 

Zigbee 

(CC2530) 

2.4 

GHz 

4.5 

dBm 

-97 

dBm 

23x23 

x12 
9 g 

yes 
20mm 

coin 

2 sensors 

(4 sensor  

modules) 

~$20a 

Note: Underlined text: a high attribute, bold text: a low attribute, and regular text: average or common attributes. a) bill of materials 
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In Table 2.1, we notice that IRIS provides significant hardware improvements over MicaZ, while 

Mica2 provides a low frequency radio alternative to MicaZ. TelosB adopts the ULP MSP430 

MCU with the lowest sleep current, USB programmability, and adds 4 on-board sensors for 

immediate experimentation with sensors without the need for a separate add-on sensor board. 

SunSpot uses an ARM-v4 processor with extensive 512kB of internal SRAM memory, 4MB of 

external Flash memory, 3 on-board sensors, and a rechargeable 3.7V battery. Imote2 uses an 

ARM v5 processor, has the highest operating speed, highest amount of Flash memory, and 

highest amount of SRAM. WSN-3202 is a closed proprietary platform designed for easy 

programming using Labview. WSN-3202 is the largest and heaviest, and also has most expensive 

platform cost per unit. In addition, on the WSN-3202 was designed for industrial use, however, it 

is the largest, heaviest, and most expensive platform, which will limit its application scope. 

2.7 Sensor Platform Attributes Comparison for Harsh Environments  

From the attributes shown in Table 2.1 and Figure 2.2, we notice that IRIS, MicaZ, Mica2, 

TelosB, and Imote2 do not take into consideration any enclosure for their platforms, which makes 

the platform easily susceptible to harsh environmental factors discussed in Section 4.2. We 

discuss how the enclosure design must be taken into consideration during the development stages 

of the platform and its affect on the antenna performance in Section 6.5. In addition, SunSpot and 

WSN-3202 both utilize a plastic enclosure which may not survive physical damages imposed by 

harsh environments. Furthermore, TelosB utilizes an onboard PCB antenna, which prohibits the 

platform from using any kind of metallic enclosure, which would block radio signals. From Table 

2.1, we notice that our Sprouts platform has the smallest volumetric shape while having a metallic 

enclosure and a patch antenna that is not susceptible to physical breakage like a whip antenna 

would face. Any physical damage or breakage of the antenna caused by the harsh environment 

would render the platform unreachable or disconnected from the network. In addition, our 

Sprouts platform utilizes remote triggering and energy harvesting via wireless power transfer, 



Chapter 2: WSN Platform Architecture 

18 

 

which the other platforms do not consider. Easy customization for various applications is also a 

very important feature that all other platforms in Table 2.1 do not consider, such that we utilize 

our own developed low power and interrupt driven PnP protocol discussed in Chapter 5.  

2.8 Summary 

Due to the variation in MCU architectures, code compatibility among these platforms remains 

problematic. A unifying MCU architecture such as the new ARM Cortex-M family [41] can 

potentially offer an MCU core standard for WSN platforms. WSN Platforms utilizing ARM 

Cortex M family are yet to be seen, which is mainly due to their recent arrival to market and the 

strong software support for already existing MCUs. Table 2.2 summarizes the advantages and 

disadvantages of using each platform. For example, IMote2 is suitable for high performance 

WSN applications requiring high processing speeds such as audio and video processing 

applications, while N.I.’s platform provides an easy to use graphical programming environment.  
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Table 2.2 Summary of advantages and disadvantages of popular platforms 

Platform 

Name 
Unique Advantages Disadvantages 

Suitable for  

(application focus) 

IRIS 

Uses AT86RF230: a low cost, low power, 

high sensitivity Zigbee radio, and an 

upgraded ATmega1281 MCU 

ATmega1281 is an upgrade for 

ATmega128L, but it is also getting 

old 

General purpose WSN 

applications, research in WSNs 

MicaZ None 

Uses outdated ATmega128L 

MCU, very limited resources, not 

Zigbee compatible 

General purpose WSN 

applications, compatibility with old 

developed software (legacy-mode) 

Mica2 

Uses sub-GHz frequency CC1000 radio for 

longer range communication without 

needing an external amplifier 

Same as MicaZ 

Long range applications, locations 

with crowded 2.4GHz traffic and 

interference 

TelosB 

Uses a low power MSP4301611, 4 onboard 

sensors (no need for a separate board, USB 

programmable 

Over priced MSP4301611 due to 

its popularity, which is also 

outdated 

General purpose WSN 

applications, research in WSNs, 

low cost deployments (4 sensors) 

SunSpot 

Uses familiar Java and NetBeans to 

program nodes. Most of the virtual machine 

is open source and written in Java. 

Complex underlying hardware and 

software to replicate, no TinyOS 

support 

High level language programming 

(pointer-free), recycling Java 

programs written for a PC/MAC 

IMote2 

Uses Intel XScale processor for 

computationally demanding applications. 

Runs Linux, Win-CE, and TinyOS. 

Complex design, no onboard 

sensors, highly priced, not suitable 

for simple applications 

Highly technical developers and 

demanding WSN applications like 

audio and video analysis 

WSN-3202 

Easy to learn and configure by non-

technical users provided by the graphical 

programming environment (LabView) 

Proprietary hardware and software 

design, physically large, no 

TinyOS support, expensive units 

Non technical developers from 

non-engineering backgrounds, out 

of the box deployment 

Sprouts 

Rugged metallic enclosure, volumetrically 

miniature, remote triggering, energy 

harvesting, PnP customization, low cost  

Limited battery capacity due to 

limited physical space (mitigated 

by energy harvesting) 

Harsh industrial environments, any 

application that requires a very 

small and rugged sensor platform  
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Chapter 3 

Background and Related Work  

In this chapter we survey the three sub architectures composing a WSN platform. We divide the 

hardware architecture into its sub major components and describe each one separately. 

Furthermore, we survey the prominent standard and proprietary network architectures available 

for WSNs and provide and extensive comparison among them. In addition, we survey 

middleware architectures designed for WSNs and provide a comparison among them. We give a 

brief comparison between the two prominent operating systems for WSNs, TinyOS and Contiki.    

3.1 Hardware Architectures for WSN Platforms 

The two most important components in the hardware architecture are the microcontroller unit and 

the radio transceiver. Both components have seen considerable development over the years with 

the microcontroller leading the way. Although radio transceivers can be improved in a similar 

rate to MCUs, it is not a recommended practice due to communication compatibility issues and 

obligations to meet wireless communication standards. Competition in wireless standards for low 

data rate applications (e.g. Zigbee, ANT, WirelessHART, etc.) makes it difficult to improve 

transceivers that would have to be compliant with a given standard. Since standards are 

collaborative efforts of multiple organizations or special interest groups (SIGs), standards 

typically take several years to come into production.  

3.1.1 Microcontroller Unit 

The low power embedded controller, also known as a microcontroller unit (MCU), has been 

slowly transformed into a System-on-Chip (SoC) device, which integrates a number of 

subsystems into one silicon chip. The MCU is one of the most important components of a sensor 

node. The MCU contains all the necessary communication interfaces to manage the embedded 

architecture of a sensor node. MCUs can tremendously vary in size from several pins to hundreds 
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of pins, in cost from few cents to several tens of dollars each, and functionalities from basic 

UART to a full USB or Ethernet support. Choosing a general purpose MCU compatible with a 

large number of applications is not an easy task. A typical MCU contains the following sub-

systems, as seen in Figure 3.1.  

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3.1 General hardware Architecture of WSN Platforms 

Processor core: is the central processing unit (CPU) in the MCU. The processor contains an 

arithmetic logic unit (ALU) for arithmetic operations, instruction bus, and a data bus. Many 

MCUs found in current WSN platforms have an 8bit data bus, from which they get their names as 
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8bit MCUs. However, there has been a steady move towards wider data-bus processors, such as 

16bit (e.g. MSP430s and PIC24), and eventually 32bit wide MCUs (e.g. ARM Cortex M), which 

provide larger memories and increased efficiency in instruction executions. Most of the MCU 

processors are based on either a modified version of the Harvard Architecture (e.g 8051, PIC, 

AVR, ARM) or the Von Neumann (e.g. MSP430). 

Oscillator source: provides the main clock source for the processor core and other components 

like timers and ADCs. MCUs may include one or more internal clock generators with less than 

1% (10KHz per 1MHz) frequency drift for non-critical timing applications. In addition, optional 

uses of external quartz crystals with less than 0.001% (10Hz drift per 1MHz) frequency drift are 

available for time-critical applications (e.g. network synchronization). The clock source defines 

the running speed of the MCU and can be scaled from few KHz (e.g. 32.768 KHz) to relatively 

fast running speeds (e.g. 32 MHz). Higher running speed allows the MCU to finish a processing 

task faster at the cost of higher power consumption, and vice versa. 

Internal Flash, RAM, and EEPROM memory: insufficient internal memory can cripple the 

MCU’s range of applications. The nonvolatile Flash memory stores the compiled program code 

and ranges from 1 KB to 512 KB. The volatile RAM memory stores local or global variables and 

ranges from 1KB to 32KB. The nonvolatile EEPROM is an optional memory type designed for 

frequent read/write access and ranges from 128B to 4KB, however, it is commonly emulated 

using Flash memory. The price of the MCU increases with increased memory sizes. 

Timers are very important for most applications especially WSNs. Timers can be used to 

synchronize a global network clock or wakeup the sensor node from sleep mode. Timers count in 

clock-ticks, which can be as fast as the core speed in MHz or as slow as 1Hz. 

External RAM memory is an optional feature, costly in price and power, sometimes needed in 

applications such as micro Linux kernel, which requires about 2MB of external SRAM. 
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Serial communication ports are essential means to communicate with a wide variety of external 

components and systems with each having its unique characteristics and advantages. The easiest 

to use is UART, the fastest is SPI, and the most scalable is I2C.  

General purpose input/out (GPIO) ports: can be used in a wide variety of ways including user 

inputs from push-buttons, controlling LEDs, supplying current, simulating serial ports, etc.   

Analog components include analog-to-digital converts (ADCs) and operational amplifiers (OP-

AMPs). ADCs are mostly used to read sensor elements which have analog output voltages 

corresponding to sensor reading, such a temperature sensor. Op-Amps are optional components 

used to amplify input voltages too small for the ADC or too small to digitally detect.  

Power management includes managing power-mode levels such as deep sleep, sleep, idle, active, 

etc. Manages the internal low drop out (LDO) voltage regulator, power on reset (POR), brown out 

reset (BOR), and other power related circuitry.  

Other attributes: these include internal and external interrupt sources including non-maskable 

reset switch, real-time clock and calendar alarms, capacitive touch sensitive ports, LCD 

controllers, USB connectivity, Ethernet controller, etc. Additional specialty features increase 

MCU cost. 

3.1.2 Energy Sources 

The energy source is what the sensor node uses to power up system components. There are many 

potential power sources for WSNs [42], as simple as a battery, DC power supply, or as 

sophisticated as energy harvesting. WSN platforms have been mostly used with batteries as the 

primary energy source. However, battery power is limited in capacity and energy harvesting is 

limited in output power production. Indeed, the limitation of available energy from the power 

source has transformed the WSN technology into something truly unique. If battery technology 

today were to be a thousand times better in capacity, the entire WSN technology would have 
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evolved differently. However, WSN technology will always be energy conscious as long as the 

energy source is limited in the deliverable capacity.  

Furthermore, as more features are integrated into a single silicon chip, sensor nodes become 

physically compact in size, such that the battery size becomes the dominating size factor of the 

sensor node. Reducing the battery size will also reduce the available energy capacity to the 

pressing point that energy harvesting becomes a necessity. Energy harvesting is further 

encouraged by the recent green-technology popularity to reduce chemically toxic waste present in 

non-rechargeable batteries. However, non-rechargeable batteries have significantly more energy 

(e.g. 20mm coin battery CR2032 has 240 mAh and typically costs $0.15 in 2012) than 

rechargeable batteries (e.g. 20mm coin battery ML-2020 has 45 mAh and typically costs $1.5 in 

2012) and cost much less. As a result, energy consumption has become one of the very important 

factors when evaluating a WSN, as it determines the amount of energy available for the sensor 

node, which inevitably affects the operational lifetime of the network. Therefore, it is imperative 

to optimize embedded algorithms, network protocols, power management states, and the 

hardware architecture to achieve the lowest energy usage to extend network lifetime.  

3.1.3 Energy Harvesting in WSNs 

As aforementioned, battery operated technologies today remain conscious of energy consumption 

including WSNs. Hence, it is no surprise that mobile wireless technologies such as WSNs have 

resorted to energy harvesting techniques [43] to mitigate battery-capacity limitations.  

Energy harvesting is a promising alternative to conventional batteries for WSNs, especially when 

power demands of a WSN platform are reduced to the output power level of energy harvesting. 

By eliminating the battery, which is the largest component of a WSN platform, the resulting 

platform is physically small and can be integrated into one small silicon chip, such as the case 

with RFIDs. RFIDs harvest energy from high-power radio waves generated by the reader in the 

near vicinity. The disadvantage of radio waves is that the signal decreases exponentially in air due 
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to the energy absorption by the water content in the atmosphere. As a result, the read-range is 

limited to several meters depending on the output power of the reader. Examples of other energy 

harvesting sources are seen in Figure 3.2, which can be utilized for WSNs, including: 

photovoltaic solar panels, electromagnetic induction, piezoelectric vibration, electrochemical 

electrodes, mechanical magnetic motors, thermoelectric Paltier-plates, etc. 

A:  B:      C:      D:      E:      F:  

Figure 3.2 Examples of energy harvesting sources. A: Photovoltaic material used in solar 

panels, B: Electromagnetic induction utilized in RFIDs, C: Piezoelectric material used in 

vibration sensors, D: Electrochemical reactions, E: Mechanical rotation of magnetic motors 

used in windmills, F: Thermoelectric Paltier-discs used in electrical coolers 

3.1.4 Transceiver 

State of the art wireless transceivers are effective devices in the way they simplify wireless 

communication between two sensor nodes, and with minimum effort from the MCU. For 

example, some common features of modern transceivers include: automatic packet assembly, 

cyclic redundancy check (CRC), encoding and decoding, error detection and correction, received 

signal strength intensity (RSSI) or link quality indicator (LQI), digital channel switching, 

advanced encryption standard (AES), carrier sense (CS), automatic repeat request (ARQ), 

automatic acknowledgement (ACK), piggyback data with ACK packets, etc. In addition to a 

transmitter, receiver, and rich embedded features, modern transceivers can also include: MAC 

and network stacks, temperature sensor, general purpose input output (GPIO) ports, and battery 

monitoring capabilities (e.g. nRF8001).  

A transceiver with embedded MAC and network stack greatly alleviates responsibilities and 

intervention from the associated MCU in terms of stack implementation and network 

management. The MCU also benefits from significantly more available internal Flash memory 

previously occupied by the MAC and network stack, or the use of cheaper MCUs with less 
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internal memory becomes possible. Thus, the MCU can focus its work-load on the application 

layer instead. In Table 3.1 we compare prominent transceivers used in WSN platforms discussed 

in section 2 (i.e. CC2420, CC1000, and AT86RF230) including state-of-the-art transceivers 

available today, such as the CC2520 and nRF8001. 
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Table 3.1 Comparison between popular radio transceivers 
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Texas Inst. 
CC2520 [44] 

Zigbee 
2.4 

GHz 
16 

OQPSK 
(DSSS) 

30 
ηA 

0.3  
ms 

1.8- 
3.8V 

4wire 
SPI 

AES 
128 

� - 
-40- 

125oC 
� 

22.3 
mA 

250 
Kbps 

-98 
dBm 

-18 to 
+5 

25.8 
mA 

28 
QFN 

$4.94 

Texas Inst. 
CC2420 [45] 

Zigbee 
2.4 

GHz 
16 

OQPSK 
(DSSS) 

30 
ηA 

1.3 
ms 

2.1- 
3.6V 

4wire 
SPI 

AES 
128 

� - 
-40- 

125oC 
� 

18.8 
mA 

250 
Kbps 

-95 
dBm 

-24 to 
+0 

17.4 
mA 

48 
QFN 

$6.60 

Texas Inst. 
CC1000 [46] 

None 
<1.0 
GHz 

up to 
50 

FSK,OOK 
(none) 

0.2 
µA 

2 
ms 

2.1- 
3.6V 

3wire 
SPI 

- - - 
-40- 
85oC 

� 
11.8 
mA 

76.8 
Kbps 

-97 
dBm 

-20 to 
+10 

16.5  
mA 

28  
TSSOP 

$10.16 

Atmel 
AT86RF230[47] 

Zigbee 
2.4 

GHz 
16 

OQPSK 
(DSSS) 

20 
ηA 

1.1 
ms 

1.8- 
3.6V 

4wire 
SPI 

AES 
128 

� - 
-40- 
85oC 

� 
15.5 
mA 

250 
Kbps 

-101 
dBm 

-17 to 
+3 

14 
mA 

32  
QFN 

$2.21 

Nordic Semi 
nRF8001 [48] 

BLE 
2.4 

GHz 
40 

GFSK 
(FHSS) 

0.5 
µA  

1 
ms 

1.9- 
3.6V 

3wire 
SPI 

AES 
128 

� � 
-40- 
85oC 

- 
14.5 
mA 

1.0 
Mbps 

-87 
dBm 

-18 to 
+4 

13 
mA 

32  
QFN 

$2.20 

 

From Table 3.1, we notice that CC2520, CC2420, and AT86RF230 are Zigbee compliant transceivers, the CC1000 is a non-standard compliant 

transceiver, and the nRF8001 is a Bluetooth Low Energy (BLE) compliant transceiver. The CC2520 is a hardware upgrade to the CC2420 

transceiver with lower voltage operation, lower startup time, higher receiver sensitivity, higher transmit power, smaller package, and lower cost. 

The CC1000 operates in the sub-1GHz ISM bands, which allows the WSN to operate in a non-crowded ISM spectrum and achieve longer 

communication range due to reduced path loss using lower frequencies. However, the CC1000 is not compliant with any network standard such as 

Zigbee or Bluetooth. The AT86RF230 is the lowest cost Zigbee compliant transceiver, has the highest receiver sensitivity, and the lowest overall 

power consumption. The nRF8001 is a unique transceiver compliant with the BLE network standard.  
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The unique feature of nRF8001 is the embedded BLE network stack, which does not require the 

platform’s system core to implement the network stack and waste valuable Flash and SRAM 

memory. For example, a Zigbee stack from Texas Instruments can occupy up to 128KB of Flash 

memory and up to 6KB or SRAM memory, which is a very large amount of memory for an 

MCU. The unique advantages and disadvantages of each transceiver are summarized in Table 3.2. 

Table 3.2 Advantages and disadvantages of popular radio transceivers 

Vendor 

Radio Chip 
Unique Advantages Disadvantages Used in Platform 

Texas Inst. 

CC2520 

Upgrade for CC2420, small package, lower 

price 
High receive and transmit currents Not used yet 

Texas Inst. 

CC2420 
Widely used and supported High price 

MicaZ, TelosB, 

SunSpot, Imote2 

Texas Inst. 

CC1000 

Low frequency, which implies longer 

communication range. Less crowded band.  

No AES security, little to no MAC 

support, expensive, proprietary radio 
Mica2 

Atmel 

AT86RF230 
Low price and low power Larger in size than the CC2520 IRIS 

Nordic Semi 

nRF8001 

Lowest power consumption, includes BLE 

stack, lowest price, 40 RF channels 
Low sensitivity, no RSSI Not used yet 

3.1.5 Sensor Elements 

Wireless sensor nodes are often simply called sensors, which creates confusion between the 

sensor-node and the onboard sensors, such as: temperature, humidity, pressure, force, light, 

accelerometer, gyroscope, etc. Therefore, we refer to the onboard sensors as sensor-elements 

because they have a generic elemental simplicity in comparison to the sensor-node. Sensor-

elements are divided into two categories, that is, analog and digital. Analog sensor elements 

require an analog-to-digital converter (ADC) on the MCU to convert variable voltage levels from 

the sensor-element into digital readings. Digital values can then be translated to meaningful 

sensor related units (e.g. Celsius for temperature) by using a lookup table in the internal Flash 

memory or by using a conversion equation. On the other hand, digital sensor elements are already 

equipped with an ADC and provide meaningful sensor readings. Communication with a digital 

sensor element is typically done using a standard serial interface, such as UART, SPI, I2C, etc. 



Chapter 3: Background and Related Work 

29 

 

Digital sensor elements that use a common shared type of serial communication bus, such as I2C, 

can scale in number easier than any other alternative due to the limited number of GPIOs on a 

given MCU. Therefore, providing a commonly shared serial bus to connect sensor-elements is 

recommended for scalability. 

3.1.6 Summary of Hardware Architectures 

Hardware technologies are always changing and improving on annual basis. WSN hardware 

technology also follows a similar hardware improvement trend. Consequently, it is no surprise 

that a WSN platform developed today would be obsolete in four or five years later. This creates a 

problem for WSN platforms that need to last a decade of uninterrupted deployment. In fact, some 

WSN hardware commercially available today are already considered obsolete (e.g. IRIS, Mica2, 

and MicaZ platforms) when compared to state-of-the-art hardware technologies available (e.g. 

STM32L and EFM32), yet developers still use them due to their long term support and proven 

reliability. A new technology, on the other hand, will have to go through the development and 

testing stages of quality control to eliminate any inherent silicon manufacturing faults that might 

jeopardize reliability. However, WSN hardware technology does not have the same hardware 

upgrade rate as other hardware technologies such as desktop processors, due to its two major 

technology-defining constraints, that is, energy resources and associated costs. Furthermore, the 

two constraints combined generate a third constraint which is the limited availability of physical 

resources such as increased internal memory resources and operating speed. Increasing internal 

memory resources increases cost, while increasing processing speed directly increases power 

consumption. However, we notice that WSN related technologies are becoming embedded into a 

single chip, such as the MCU and the transceiver merging together as a SoC solution. We may 

also see future improvements in this trend to include a variety of embedded sensor-elements, 

energy harvesting, antenna, energy reservoirs, and more to also become part of the SoC solution. 
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3.2 Network Architectures for WSN Platforms 

Competition in WSN technology is not only bounded to the physical manufacturing technology, 

cost reduction, or system integration into one chip, but also extends into higher layers including 

the network and middleware layers. On the network layer, alliances are formed to tackle the lack 

of a standard network architecture resulting in poor or total lack of compatibility among 

heterogeneous types of WSN platforms. Joining alliances brings mutual benefits and 

collaboration opportunities, market readiness, early access to documentations, easier certification 

and compliance, networking opportunities, influencing future technologies, etc. Competition 

among alliances often appear due to conflicting personal interests such as promoting an existing 

line of product or due to highly successful applications that can be implemented in many standard 

technologies. This level of competition is already heavily present in WSNs, despite of its early 

development stage. Popular technologies previously known to be inadequate for low power 

WSNs are now reappearing with new standard extensions, such as Bluetooth Low Energy. In fact, 

it would not be a surprise to see a popular wireless standard such WiFi also implement a low 

energy extension for WSNs. However, many of the current standards today adopt the popular 

IEEE 802.15.4 standard since it was designed for low power, low data rate, and low cost wireless 

networks, such as WSNs. Therefore, we discuss the IEEE 802.15.4 architecture in more details in 

Section 3.2.1.  

Network architectures are defined by the wireless network standards that implement them. 

Therefore, we will discuss the architectures of the most popular wireless network standards for 

WSNs. Some of these technologies are very promising including: Zigbee, Bluetooth Low Energy 

(BLE), 6LoWPAN, Dash7, WirelessHART, ANT, and Insteon.  

3.2.1 IEEE 802.15.4 Standard 

The IEEE 802.15.4 standard was created in response to the need for a standard physical (PHY) 

and medium access control (MAC) protocol to address low power and low data rate applications 
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since WiFi and Bluetooth were too excessive in terms of complexity, power consumption, and 

bandwidth. Thus, a niche in bandwidth allocation was discovered below 1Mbps for simple 

monitor and control applications. The first major release of the IEEE 802.15.4 standard was 

published in 2003, followed by subsequent upgrades in 2006, 2007, and 2009, such that it 

remains strongly active today. Consequently, many wireless network standards for WSNs 

adopted the IEEE 802.15.4 standard including Zigbee, WirelessHART, and 6LoWPAN.  

The IEEE 802.15.4 standard specifies the PHY and MAC layers only leaving higher layers, such 

as the network layer, for external implementation as found necessary by application needs. Below 

is a brief description of the IEEE 802.15.4 standard. In depth details of the IEEE 802.15.4 can be 

found in [49].   

3.2.1.1 IEEE 802.15.4 MAC Layer 

The MAC layer is responsible for establishing communication between two devices directly 

without any intermediate links (single-hop). The MAC layer includes features such as frame 

validation, device association, guarantees time slots, manages physical layer access, and network 

beaconing. Multi-hop data transmission is not defined in the 802.15.4 MAC layer, such that it is 

left as an optional implementation for higher layers. 

3.2.1.2 IEEE 802.15.4 PHY Layer 

The physical (PHY) layer of 802.15.4 manages the RF transceiver features such as power 

activation, channel switching, received signal strength intensity (RSSI), carrier sense, data 

coding, error correction, signal modulation and spreading,  and frequency channel switching and 

tuning. Receiver sensitivity is required to be better than -92 dBm for 868/915 MHz ISM band and 

better than -85 dBm for the 2.4 GHz band. There are three ISM frequency bands supported by the 

PHY layer with a total of 27 physical channels, as seen in Figure 3.3 below. 
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Figure 3.3 IEEE 802.15.4 global channel distribution 

3.2.1.3 IEEE 802.15.4 Network Devices 

There are two types of network devices specified by the IEEE 802.15.4 standard, that is, a Full 

Function Device (FFD) and a Reduced Function Device (RFD).  

FFDs: 

1) implement most of the 802.15.4 IEEE specifications. Consequently, they require a large 

program memory (Flash) and RAM (e.g. 120KB Flash and 6KB RAM), 

2) can communicate with any other network device in their communication radius, 

3) can take the role of a coordinator and initiate a wireless network for others to join. However, 

there can only be one coordinator per network as specified by the standard, and 

4) require more power than RFDs, thus permanently powered via AC power-line, which may 

include an optional power amplifier to increase communication range by approximately one 

order of magnitude. 

RFDs:  

1) implement the minimum 802.15.4 standard requirements. Therefore, they require much less 

RAM and FLASH memory than FFDs, which reduces manufacturing costs. However, most 

manufacturers prefer to produce one silicon product to serve as either a FFD or RFD, 

effectively increasing design flexibility and design choices,  

2) can only communicate with FFDs. Since a minimum of one, and only one, coordinator is 

required to form a network, a RFD needs to join a network before data communication can be 
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established. Thus, with an established network, a RFD within range will be able to 

communicate with a FFD, and 

3) spend most of the time in sleep mode to save on scarce energy. Since most FFDs are AC 

power-line sourced, FFDs can operate their receivers in continuous mode so that RFDs can 

spend most of their time in sleep-mode. Therefore, by using low duty cycles, RFDs can 

operate on small batteries for several years. 

3.2.1.4 Network Topologies 

There are basically two network topologies specified by the IEEE 802.15.4 standard, that is, a 

Star topology and a Peer-to-Peer (P2P) topology. The Star topology requires at least one FFD 

coordinator to form a network in which other FFDs and/or RFDs can join the network to 

communicate with the coordinator over a single hop network. The P2P network topology forms 

the basis for ad-hoc and mesh network, but does not specify any routing algorithms, which are 

part of the network layer. The IEEE 802.15.4 standard also recommends the use of a cluster tree 

network structure where RFDs can only communicate with FFDs and serve as network leaf 

nodes.  

3.2.2 Wireless Network Standards Based on IEEE 802.15.4 Standard 

3.2.2.1 Zigbee 

Zigbee [50] resulted from an alliance between large and well recognized companies that was first 

established in 2002, and first released in 2004. The Zigbee alliance specifies a suite of high level 

communication protocol stack, known as the Zigbee stack, which builds upon the IEEE 802.15.4 

standard. The Zigbee stack describes two layers, the network layer including security, and the 

application framework layer. Zigbee software stacks are independently developed by silicon 

vendors offering silicon chips which implement the IEEE 802.15.4 PHY and MAC layer. 

Therefore, the Zigbee-stack is free to use as long as the user purchases the silicon chip from the 

same vendor. A typical Zigbee stack can range between 60KB and 128KB Flash size depending 



Chapter 3: Background and Related Work 

34 

 

on whether the node implements a FFD or a RFD, which is a significantly large amount of 

memory for a low cost MCU. To mitigate large memory requirements of the Zigbee stack, 

accelerate products to market, and simplify system complexity, many developers use Zigbee 

drop-in modules which already contain the network stack and operate as a stand-alone system 

using simple network commands from an external MCU. The module drop-in solution, however, 

increases system costs and power consumption at the cost of simplicity and is only recommended 

for small sized deployments. There are three main devices defined by Zigbee which are derived 

from the two main devices mentioned in the IEEE 802.15.4 standard, namely the Coordinator (i.e. 

FFD), Routers (i.e. FFDs), and End-Nodes (i.e. RFDs). Zigbee fully implements three network 

topologies: star, tree, and mesh. The mesh topology is the most attractive feature of Zigbee. 

3.2.2.2 6LoWPAN 

6LoWPAN [51] is a header compression mechanism that allows standard IPv6 packets to be 

transmitted over 802.15.4 based networks. 6LoWPAN is an adaptation layer to compress and 

uncompress IPv6 packets to and from the application layer across the 802.15.4 MAC layer. The 

decision to move to a new IP was mandated due to the exhaustion of possible addresses provided 

by IPv4 which is a 32bit long address or approximately 4.3 billion possible unique addresses. As 

a long term resolution, IPv6 has 128bit address space, or 3.4x1038 unique address spaces. 

Adopting IPv6 into deeply embedded devices like WSNs is not an easy task since IPv6 requires a 

constant 40 Byte header and all links to support 1,280 Byte packets [RFC 2460], which is much 

larger than the maximum 127 Byte packet supported by the IEEE 802.15.4 standard. Therefore, 

packet compression techniques are inevitable and necessary to feasibly and efficiently utilize 

IPv6 in WSNs, while packet fragmentation will be necessary to support mandatory 1,280 Byte 

packets. According to [RFC 4944], the 40 byte IPv6 packet header can be compressed down to 7 

bytes while taking advantage of the underlying 802.15.4 MAC source/destination addressing, 

security, packet length, and P2P multi-hop mesh network. Thus, 6LoWPAN only offers an IPv6 
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addressing scheme over IEEE 802.15.4 standard. Currently, 6LoWPAN can only be adapted to 

Router and Coordinator nodes; however, most of the devices deployed in WSNs are End-devices. 

The absorption of 6LoWPAN into the Zigbee stack is likely to produce a more meaningful 

overall solution, as shown in Figure 3.4. There are several efforts on implementing 6LoWPAN on 

TinyOS including Blip and OSIAN [52]. 

 

Figure 3.4 Stack comparison between 6LoWPAN and Zigbee 

Advantages of using 6LoWPAN:  

1) Future compatibility of WSNs to coexist with IPv6 worldwide network infrastructure. 

2) 6LoWPAN enables the concept of the “Internet of Things,” where each embedded device has 

a unique IP address worldwide.  

3) The ability to directly address and communicate with individual sensors from any IP-based 

devices, such as PCs, laptops, smart-phones, etc. using socket programming. 

4) 6LoWPAN leverage existing technology support for IPv6, such as simulators, network 

management and monitoring tools, etc. 

5) Potentially smaller stack size than Zigbee.  

Disadvantages of using 6LoWPAN: 

1) Security is a concern since the sensor nodes are directly connected to the internet. Hence, 

applications with monitor and control features would have to deploy additional security on 

the mediator to ensure no external tempering occurs. 
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2) 6LoWPAN does not utilize time synchronization which is essential for a low power battery 

operated sensor to spend more time in sleep mode.    

3) A border-router is still required to route messages across variable physical layers, such as 

between Ethernet and 802.15.4. From wireless cluster to a wired IP-based bus (Ethernet). The 

border-router is usually chosen to be the coordinator.  

4) IPv6 was designed for large bandwidth networks, hence, the mandatory packet size of 

1280Bytes. IEEE 802.15.4 was design for low data rate networks. Fragmentation is possible 

using 6LoWPAN, but less likely to be in practice due to the limited resources of sensor nodes 

to store a 1,280Byte packets in SRAM. 

5) 6LoWPAN is only feasibly efficient for WSNs using UDP, since TCP relies on constant 

connection to the network, which is difficult for battery-operated WSNs. 

3.2.2.3 WirelessHart 

WirelessHART [53] is a wireless extension and enhancement to the Highway Addressable 

Remote Transducer (HART) wired protocol. The advantage of HART, at the time of its release, 

was its wired serial protocol that was compatible with the already existing infrastructure of the 

legacy 4-20mA analog instrumentation wiring infrastructure, giving it a significant edge over 

other competitors at the time. Since many industrial monitoring and control companies were 

already utilizing the 4-20mA twisted-pair infrastructure, HART was widely adopted as the 

protocol of choice to monitor and control industrial equipment. This previous wide spread 

deployment success lead to the adoption success of WirelessHART in WSN platforms used in 

industrial-automation applications. WirelessHART is similar to Zigbee in the sense that it also 

offers the same network topologies, namely star, tree, and mesh. WirelessHART builds upon the 

same underlying IEEE 802.15.4 PHY and MAC layers utilizing the same AES-128bit security 

and addressing scheme. In addition, the entire network is time synchronized allowing routers to 
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be battery operated and sleep during inactivity. Furthermore, WirelessHART utilizes frequency 

channel hopping on packet basis to reduce possible future interferences. 

3.2.3 IEEE 802.15.1 Standard 

3.2.3.1 Bluetooth Low Energy 

Bluetooth low energy (BLE) [54] is a recent standard released by Bluetooth (BT) Special Interest 

Group (SIG) in December of 2009. BLE is the special feature of BT v4.0, which is basically BT 

v3.0 plus BLE. BT v3.0 is also a new Bluetooth protocol which supports theoretical speeds up to 

24Mbps, though not directly through the BT radio link, but by using an 802.11 link instead. 

However, BT v3.0 release was skipped for BT v4.0 which includes BLE, offering BLE a head-

start into the market of smart-phones, laptops, tablets, etc. and immediate market share. From a 

price competitiveness standpoint, BLE can be implemented in a stand-alone radio configuration 

without support for BT v3.0 or previous versions of BT, which will reduce manufacturing costs 

of small embedded devices such as watches, sensor nodes, sports equipment, etc. While BT v4.0 

is backward compatible with previous versions of BT devices, BLE-only devices are not, which 

limits BLE communication to BT v4.0 only devices. 

BLE utilizes 40 RF channels in the 2.4 GHz Ism band using Gaussian frequency-shift keying 

(GFSK). Out of the 40 available channels, three channels are used for services advertizing, 

discovery, and initiation (i.e. BLE channels 37, 38, and 39), while the other 37 channels (i.e. BLE 

channels 0 through 36) are used for data transmission. These three channels were specifically 

chosen to avoid popular WiFi channels (i.e. WiFi channels 1, 6, and 11); allowing for low 

interference device discovery. BLE uses adaptive frequency hopping to transfer packets across 

data channels. Moving to a different channel at every packet delivery allows BLE to avoid 

interferences that would most likely occur in a crowded 2.4GHz ISM band; making the 

technology attractive for crowded wireless network infrastructures in urban environments. BLE is 
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the only solution that does not use IEEE 802.15.4 standard, bringing forth a new technology and a 

new competition medium for Zigbee.  

3.2.4 ISO/IEC 18000-7 Standard: DASH7 

DASH7 [55] is an open standard technology based on part 7 specification of the International 

Standardization Organization (ISO) 18000, which defines wireless communication interfaces with 

RFID tags in several frequency bands including 135KHz (part 2), 15.56MHz (part 3), 2.45GHz 

(part 4), 860 to 960 MHz (part 6), and 433MHz (part 7). DASH7 addresses active RFID tag 

operation in the 433MHz ISM band. Since DASH7 uses active RFID technology, the tag requires 

a battery to operate, which allows the tag to use low power sensors. Hence, a DASH7 node is 

effectively a hybrid wireless sensor node and an ISO 18000 RFID compliant tag. The main 

selling point of DASH7 is the long communication range achievable by using the relatively low 

433 MHz ISM frequency band available worldwide. Thus, DASH7 does not currently support 

multi-hop beyond two hops since the range is already large. In addition, DASH7 utilizes Near-

field passive wakeup using 125KHz or 13.56 MHz RFIDs, effectively allowing the sensor node to 

sleep until remotely triggered. The DASH7 network characteristics are termed by the acronym 

BLAST, namely: Bursty, Light, ASyncronous, and Transitive. Bursty stands for the abrupt 

transmission of low data-rate packets, Light signifies the small packet size limited to a maximum 

of 256Bytes, ASyncronous means that the network does not utilize a global clock, and Transitive 

is representative of the mobility support feature of the standard. DASH7 has strong government 

support due to its extended operating range. Due to the low frequency use, long range 

communication can be achieved when using full size antennas.  

3.2.5 Proprietary 

3.2.5.1 ANT 

ANT [56] is a network stack that does not limit itself to any particular radio physical layer; 

however, it has been long supported Nordic Semi radio transceivers (e.g. nRF24AP2). The ANT 
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design is partitioned into a stand-alone ANT transceiver chip in combination with an MCU. This 

partitioned system allows the physical radio and network layer complexity to belong to one chip 

while the application layer residing on a separate microcontroller, effectively reducing design-

complexity for increased board size and price. ANT is a client-server based network, also 

described by ANT as a master-slave based network. The Master is the master of the channel, 

controls the channel, initiates connections, and acts as the primary transmitter. The Master 

transmits at periodic times configurable between 0.5-200Hz. Slaves are the primary receivers of a 

channel, and must adhere to the channel configuration set by the master. Each node can be a 

slave, master, or both. Being both allows star networks to be combined. No coordinator is 

required to maintain a network. Unlike most networks, the master node is not the center node of 

the network. Nodes sharing the same physical channels are synchronized using fixed interval 

transmissions without utilizing a master clock, ANT calls this adaptive isochronous channels. 

Synchronization is achieved in two ways. First, if transmission collisions occur then the 

transmission period is adjusted. Second, after each transmission, the node listens briefly to the 

channel for close-by transmissions and adjusts its transmission period if too close to the periodic 

transmission of another node. Network topologies include: Broadcast, multicast, cluster-tree, p2p, 

star, practical mesh (star connected), and multicast. There are three types of messages exchanged 

in the network: broadcast, burst, and acknowledge. Broadcast is used in unidirectional mode (i.e 

transmit only mode), has no ACK, used by Master to initiate connection, and has 8 bytes of data. 

Broadcast is best suited for applications where the most recent data is important as opposed to 

previously lost data. Acknowledge messages must follow a transmission, has 8 bytes of data 

(regardless of whether used or not), and is best for control applications where every packet 

reception success is important. Burst messages sends data as fast as possible such that it achieves 

a maximum data rate of 20Kbps, has 8 bytes of data per packet, each packet is acknowledged and 

retried up to 5 times, and has no time limit for burst data.  
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3.2.5.2 Insteon 

Insteon [57] focuses on low cost home automation including comfort control HVAC (Heat, 

Ventilation, and Air Conditioning). Insteon is also popular as the only technology that offers 

backward compatibility with X10 devices providing customers the option to integrate a dual mesh 

network based on wireless communication and power-line communication (PLC). In other words, 

every Insteon plugged device can operate as a gateway and repeater between the X10 network 

and the wireless network allowing nodes to switch the physical layer medium depending on 

current interferences. Insteon protocols and hardware technology are closed source and 

proprietary, but are available through membership-only alliance with various classes of 

membership fees and benefits. Insteon uses the 868/915 MHz ISM band with a packet-rate of 10 

messages per second, such that each message has a maximum size of 24 bytes total and are 

synchronized using the power-line 60Hz signal. Each message contains 3 bytes from-address, 3 

bytes to-address (i.e. 24 bit unique addresses per network), 1 byte flags, 2 bytes commands, 14 

bytes maximum user-data, and 1 byte message integrity. Insteon has a relatively small kernel of 

3K bytes of ROM and 80 bytes of RAM. A typical application such as light switch or lamp 

dimmer requires approximately 7K bytes ROM, 256 bytes RAM, and 256 bytes EEPROM, which 

is at least an order of magnitude smaller than a Zigbee application.  

3.2.6 Network Standard Comparative Attributes 

Packet Size: the maximum payload size available in a given network standard is an important 

measure for applications that generate large sets of sensory data. Since radio communication 

activity is a high power process, it is important to transmit and receive report information in one 

packet without the need for packet fragmentation, which is memory exhaustive, power intensive, 

and computationally demanding for sensor nodes. Packet overhead varies depending on network 

settings, network topology, security, etc. Therefore, the difference between the maximum payload 

size and total packet size estimates the maximum protocol overhead per packet.  
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Physical Layer: the physical layer contains many useful comparative attributes such as the 

operational frequency of the ISM band, maximum transmission data rate, modulation scheme, 

spread spectrum method, and the number of radio frequency (RF) channels available in the band. 

Currently, the widely used ISM band is the 2.4GHz band which is the only globally available 

license-free band, hence, the most crowded. A faster transmission rate requires less energy per 

transmitted bit, reduces simultaneous data transmission collisions, and consumes less overall 

power since the transceiver is on for shorter periods of time. Increased number of channels per 

ISM band is desirable especially in a crowded 2.4GHz band. However, the number of channels 

available is limited by bandwidth, modulation scheme, and the spread spectrum of choice. Direct 

sequence spread spectrum (DSSS) consumes more bandwidth than frequency hopping spread 

spectrum (FHSS), thus, less channels are available in Zigbee than BLE. Since amplitude shift 

keying (ASK) is greatly affected by noise in the channel and signal amplitude, WSN network 

standards use phase (PSK) and frequency (FSK) modulation schemes instead. 

Medium Access Control (MAC) Layer: the control mechanisms in which a sensor node uses to 

accesses a shared medium or channel is known as MAC. Time division multiple access (TDMA) 

allows each sensor node in the WSN to transmit and receive data at a predefined time slot, which 

requires all sensor nodes in the network to maintain a synchronized time clock. Outside of the 

allocated time slot, sensor nodes may go into sleep modes to preserve energy. Carrier sense 

multiple access (CSMA) is a mechanism in which a sensor node assesses the shared channel for 

any present activity before transmitting any information. If a signal, or carrier, is sensed on the 

channel, the sensor node waits a random period of time and tries to transmit again. Receiving 

information from other sensor nodes using a CSMA mechanism is more problematic since there 

is no predetermined time to communicate with a given sensor node like TDMA. Therefore, 

CSMA normally requires at least one sensor node to constantly listen to the channel for any 

transmitted data, such as router nodes in Zigbee. It is possible for a given network standard to 
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have both options (TDMA and CSMA) available, either separately or a combination of both. For 

example, Zigbee has a beacon-enabled MAC scheme where transmission and reception of 

information is only allowed during a predetermined period of time where all sensor nodes must 

compete for channel access using CSMA.  

Network Layer: the network topology determines how sensor nodes are logically connected in a 

network. The three most common network topologies used in WSNs are star, cluster-tree, and 

mesh. The three Network topologies are discussed in section 4.2.1. Networks that only support a 

star topology have limited coverage due to the single-hop communication range. The network 

stack size is related to amount of internal memory required to implement the network layer on the 

MCU. Supporting all three network topologies and security will require significantly more 

memory. In addition, modern radio transceivers such as nRF8001 implement the BLE network 

stack inside the transceiver, effectively lifting the memory and computation burden from the 

MCU. Security is very important for some applications, such that network standards integrate 

security into their network stack (e.g. Zigbee and BLE), while others leave it up to the user to 

implement at the application layer (e.g. ANT and Insteon). Scalability refers to the ability of the 

network to grow in size and coverage. Thus, a network that only supports a star topology has low 

scalability, while networks that support all three topologies have higher scalability. In practical 

implementations, however, memory limitations of the sensor nodes may reduce scalability, which 

often requires multiple network formations on separate channels (e.g. Zigbee). 

Unit Cost: the estimated cost of a single sensor node in a given network standard. For example, 

on average a WirelessHART sensor node costs approximately ten times more than a Zigbee 

sensor node due to the limited application domain of former in industrial environments with strict 

safety compliances. Therefore, WSN standards that target a larger domain of applications tend to 

cost less as it relies on mass productions (e.g. Zigbee, BLE, and ANT).   
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Development Complexity: refers to how complex the network standard is to learn and 

effectively use in applications. A complex network standard is one that is difficult to utilize. 

Therefore, complex network standards become popular as standalone-systems (i.e. radio-

modules), where an external MCU communicates with the radio-module through high-level serial 

commands to send and receive packets, which increases sensor node cost (e.g. Zigbee). 
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In Table 3.3, we compare the seven prominent network standards for WSNs. We notice that 

Zigbee offers the most network options including multiple operational ISM bands, three network 

topologies, high network scalability, and various modulation schemes. As a result, Zigbee has a 

fairly complex and memory exhaustive network stack. However, when Zigbee is used as a radio-

module, implementation complexity is greatly reduced at the cost of increased unit price. 

WirelessHART has very similar attributes to Zigbee since it uses the same underlying IEEE 

802.15.4 standard, but focuses entirely on industrial monitor and control applications with strict 

safety, and has the most expensive unit cost. BLE suffers from a small packet payload size and 

lacks multi-hop connectivity. However, BLE advantages include 40 available channels, lowest 
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cost per unit, low development complexity, high security, and the ability to directly communicate 

with mobile devices supporting Bluetooth 4.0. The unique advantages of DASH7 are the ability 

to communicate with ISO18000 RFID readers and its low operational frequency, which allows 

sensor nodes with full sized antennas to communicate at longer distances than other standards; 

however, it is limited to a single-hop star topology. DASH7 is still under development, therefore, 

some aspects of DASH7 are unknown. ANT has the most number of channels available in the 

2.4GHz ISM, a wide range of network topologies, and a low cost per unit. However, ANT lacks 

in network security and has the smallest payload size, which limits its applicability. Insteon 

focuses on WSNs for home automation. Thus, Insteon has a low payload size, low datarate, 

single-hop connectivity, a single operational channel, and a high unit cost, which are all limiting 

attributes for applications outside home automation.    

3.2.7 Summary and Discussion of Network Architectures 

The lack of hardware architecture standards in WSNs is greatly made up for in organized, 

standard, and open source network architectures. We compared the most notable wireless network 

that are fundamentally different, that is, Zigbee, WirelessHART, BLE, 6LoWPAN, Dash7, ANT, 

and Insteon in Table 3.3. BLE is a recent standard released December of 2009, which offers the 

best connectivity smart-phones, laptops, tablets, etc. In addition, BLE radios can be implemented 

into the same WiFi radio transceivers. Therefore, we expect BLE to have immediate market 

readiness, allowing the quick realization of applications using smart-phones as mobile collectors 

and routers. The major competitor to BLE is Zigbee due to its maturity. Zigbee is a well-known 

standard today and has been constantly improving since its initial release in 2004. The 

exceptional advantage of Zigbee is the mesh network topology support, which comes at the 

significant cost of increased network-stack footprint and code complexity. However, despite the 

initial release of Zigbee in 2004, Zigbee never made it into smart-phones, laptops, or tablets 

today. Therefore, Zigbee lacks the important connectivity with smart-phones, which can play a 
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very important role as mobile collectors and routers. DASH7 and 6LoWPAN currently remain 

under development. WirelessHART will most likely dominate in industrial environments already 

using the wired-HART network. Insteon is very limited to home automation, and may be easily 

replaced by Zigbee due to Home Automation Profile application support layer that Zigbee offers. 

ANT is very close in attributes to BLE, with the exception of multi-hop support provided by 

ANT. In Table 3.4, we summarize the unique advantages and disadvantages of the seven network 

standards available for WSNs, and point out the targeted application domains of each. 

Table 3.4 Advantages and disadvantages of popular network standards 

Name 
Network Standard 

Unique Advantages Disadvantage Application Focus Domains 

Zigbee PRO 
802.15.4 

Most popular, widely available, 

widely supported, and low cost. 
Interoperable with other Zigbee 
nodes from different vendors, 

though problematic. 

Routers are not designed to 

sleep, using Zigbee requires 
licensing to use commercially, 
coordinator is a single point of 

failure. 

All domains 
(no particular focus) 

HirelessHART 
802.15.4 

Compatible with industry standard 

4-20mA. Routers can sleep. 
Expensive unit cost 

Industrial 

Monitor & Control 

BLE 
802.15.1 

Direct communication with smart 
phones and laptops, no gateways 

required, ultra low cost, simple to 
use, no stack on MCU. 

Small payload size, sensitivity 

needs improvement, very new. 

Low data rate connectivity with mobile 

devices supporting Bluetooth 4.0 

6LoWPAN 
802.15.4 

IPv6 compatible 

Requires a border-router to 

connect to the internet, still 
under research 

IoT 
(though in early research phase) 

DASH7 
ISO18000 

High range due to low frequency 
use, compatible with RFID readers 

Large antenna size. Still under 

research (mostly marketing 
based). 

Asset Tracking 
(works as active RFIDs) 

ANT 
(proprietary) 

Simple to use drop in module based 
Proprietary (no source code). 

Low security. 
Sports and fitness monitors 

Insteon 
(proprietary) 

Compatible with X10, low data rate 

communicates over Power line 

Proprietary, low data rates, one 

channel, limited application 
scope 

Home Automation 

HVAC 

WiFi 
802.11b 

Very high data rates, worldwide 
infrastructure 

Complex, expensive, very high 

power, not suitable for battery 
power 

High speed internet connectivity for laptops 
and smart-phones 

Bluetooth 2.0 
802.15.1 

Relatively high data-rates that can 
support digitized audio transmission 

High power, limited battery 

operation, 
Limited range 

Mobile headsets 
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3.3 Software Architectures for WSN Platforms 

Currently, there are no software architecture standards in WSNs. In the literature 

[22][23][58][59], software architectures for WSNs focus entirely on the middleware layer. 

However, we view the software architecture as divided into two layers: the Operating System 

(OS) and Middleware. We will focus mostly on middleware. This is due to the fact that the OS 

field for WSNs is a well-defined domain, and represents a wide field of knowledge that is outside 

the scope of this depth paper. However, we will describe the two most widely used and 

recommended operating systems for WSNs which are Contiki and TinyOS. Aside from the OS 

running on the sensor node, the middleware is the dominant software layer when it comes to 

describing the software architecture of WSNs. According to [58][59][60], we classify middleware 

into five categories: database oriented, service oriented, virtual machine based, message based, 

and modular based. 

The main purpose of the middleware layer is to provide an easy to use software development 

infrastructure to develop, maintain, deploy and execute WSN applications in a heterogeneous 

sensing environment [58]. In distributed heterogeneous systems, such as WSNs, the term 

middleware refers to the software layer that lies between the application layer and the operating 

system running on the sensor nodes [61]. The middleware acts as the mediator between the 

application developer and the operating system of the WSN by providing a high level abstraction 

of the inherent complexities within distributed systems [62]. In addition, most middleware 

frameworks mask the heterogeneity of the network and hardware management from the 

programmer’s scope. This allows the user to focus on developing applications faster and with 

ease while maintaining code portability across different platforms. As described in [59][62], 

traditional middleware systems such as DCOM, CORBA, PVM, and MPI are inadequate for 

WSNs due to their heavyweight computation and memory overhead burden, as they were not 

designed for low power and resource constraint microcontrollers. 
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3.3.1 Middleware Challenging Requirements 

The ability of the middleware to glue together the underlying operating system, network layer, 

and hardware layer while maintaining a high level of abstraction is a non trivial task. The 

middleware faces many challenging requirements, which must facilitate the following: 

1) Abstraction: the middleware provides a high level programming environment and interfaces 

to program and query abstract concepts on the sensor nodes while hiding low level sensing 

complexities of the operating system, network, and hardware layers. 

2) Data aggregation: sending and receiving packets is energy intensive for sensor nodes, such 

that as the network grows, so does the amount of data generated. It is important for the 

middleware to identify redundant information that can be omitted, combined, or averaged. 

3) Scalability: the middleware needs be able to maintain a reliable level of operation as the 

network increases in size resulting in bandwidth limitations, interferences, and packet drops.   

4) Quality of Service (QoS): the application layer specifies a certain level of sensing quality 

requirement, while the middleware analyzes the application needs and translates it into data 

accuracy, latency, fault tolerance, duty cycles, energy resources, and network lifetime.    

5) Security: in many WSN applications (e.g. defense and healthcare) remotely exchanged data 

can be very sensitive, thus, the middleware must deploy security software routines to protect 

against intrusions without exhausting the limited resources of the WSN platform. 

6) Energy Awareness: energy is one of the most valuable resources in WSNs. Thus, the 

middleware must seamlessly utilize sleep modes, efficiently utilize available energy, and 

dynamic redistribute network and application tasks as available energy diminishes.  

7) Heterogeneity: a successful middleware glues together the underlying operating system and 

network layer while hiding vendor specific hardware dependencies of various platforms. 

8) Ease of Use: should provide an easy to use development environment for the user.  

 



Chapter 3: Background and Related Work 

48 

 

3.3.2 Database Oriented Middleware 

A database oriented middleware is an SQL-inspired approach to query WSNs in a simple 

declarative style from the application layer. This approach essentially provides an easy way to 

program the entire network rather than individual nodes, such that the WSN is treated as a one 

large database. In addition, this approach is suitable for data-intensive applications, such that not 

all of the collected data is essentially useful, and the means to filter and extract specific data 

characteristics is essential. Since this approach focuses on accumulating data from the network, 

in-network processing techniques such as data aggregation is employed at the sensor nodes to 

reduce energy and the amount of transmitted data as it flows towards the sink. 

TinyDB [63]: is a database-like approach for collecting data from a WSN. By means of an SQL-

like interface, users can specify the type of data to be extracted from the sensor network. In 

addition, TinyDB allows the user to further specify parameters such as the rate at which the data 

should be updated, location from which to retrieve data, and data noise elimination using 

averaged samples instead of raw data. After the user specifies the data of interest, TinyDB 

distributes the query in the network, aggregates the data from selected sensors, and routes it back 

to the user. TinyDB relies on the use of TinyOS on the sensor nodes to work. However, the user 

is not obligated to use nes-C to program the nodes. TinyDB abstracts the collection of data from 

the network by providing a Java-API and an assisting graphical interface to query the network. 

Figure 3.5 shows an example of a query in TinyDB to find sensor nodes with temperature values 

higher than 30oC, such that report-updates are requested every 60 s: 

 

Figure 3.5 TinyDB Query example 

 

SELECT nodeid, temperature  
FROM sensors  
WHERE temperature > 30 
SAMPLE PERIOD 60s 
 

 

returned result 
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COUGAR [64]: Cougar’s architecture treats the sensor network as one large database where 

sensor data are considered a virtual relational database. Cougar manages the WSN using 

traditional SQL queries with little modification to the original language. Cougar’s database 

system contains a sensor database and sensor queries, such that the sensor database contains 

stored data and sensor data. Stored data is represented as relations between participating sensors 

and their physical location in the environment.  The sensor data is generated by signal processing 

functions called Abstract Data Types (ADT). Object-relational databases support ADT and 

provide a well defined and controlled set of functions to access encapsulated data. Time plays an 

important role in the Cougar architecture, such that the WSN is assumed to have a system clock 

globally synchronized across all sensor nodes in the network for the system to work. In short, 

Cougar describes a sensor database query where stored data are represented as relations and 

sensor data are represented as sequences, such that the system is an acyclic graph of relational 

and sequence operators. 

3.3.3 Virtual Machine Oriented Middleware 

There are mainly two types of virtual machines (VM), which are system-VM and process-VM. 

The system-VM allows for multiple systems to be implemented on the same hardware, such that 

each system can deploy a different underlying operating system, and each can run their own 

applications. Since sensor nodes are extremely resource limited, a system-VM is not an option. A 

process-VM runs as a process on a given operating system and provides the illusion of a unified 

underlying hardware and operating system. Therefore, a process-VM provides a platform-

independent environment to develop applications using a virtual unified underlying system. 

Although this approach is resource intensive, process-VM is feasible for WSNs given the 

hardware requirements can be met. Essentially, a process-VM provides the means to program 

applications using high-level language abstractions. Thus, the VM allows the production of 

compact high-level abstracted code in the order of few bytes called VM byte-code, which reduces 
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the amount of data packets and energy spent on remote uploads to sensor nodes. In addition, the 

use of a process-VM creates a boundary between the user application code and the operating 

system in which code is checked for safe-execution. Finally, the VM on the sensor nodes 

interprets the byte-code into native executable instructions eliminating any possibly unsafe code 

in the process. The popular language of choice for VM-based middleware in WSNs is Java. 

Maté [65]: Maté is a tiny communication-centric VM specifically designed for WSNs. It is able 

to produce complex programs using memory space in the order of few hundred bytes instead of 

thousands of bytes, effectively reducing over-the-air (OTA) data exchange and energy 

consumption by an order of magnitude. In addition, OTA programs can self replicate in an ad-hoc 

network while using data aggregation algorithms to reduce data propagation. Maté is specifically 

implemented to run on TinyOS, which makes it an attractive choice since TinyOS is the de-facto 

OS for WSNs. Maté works as a single component in TinyOS, and sits on top of several system 

layers including sensor layer, network stack, and nonvolatile memory. Maté allows for eight user-

defined instructions to build a tailored version with complex and efficient application specific 

operations. Furthermore, Maté is a stack-based VM architecture allowing for concise instruction 

set. Maté programs are split into segments called capsules. Each capsule is 24 instructions long, 

such that each instruction is one byte long and is executed as a TinyOS task. This allows one 

capsule to fit entirely into one radio packet; a limitation enforced by TinyOS radio packet size. 

Therefore, entire programs need to be less than 24 Maté instructions long. Since Mate works on 

top of TinyOS, it was designed to fit into small memory limited devices such as MicaZ, Mica2, 

IRIS, and TelosB motes. This hardware memory limitation puts a lot of constraints on Maté. 

Therefore, some features are not supported such as buffering large programs in local RAM. One 

of the limitations of Maté is its limited operation within TinyOS only. 

Squawk [16]: Squawk is a virtual machine (VM) written mostly in Java including: network stack, 

interrupt handling, and resource management, thus making the VM easy to maintain. Contrary to 
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the definition of the middleware located between the application layer and the OS, Squawk runs 

directly on top of the hardware obviating the need for an OS all together; a process often called 

“running on bare metal”. This is due to the fact that Squawk can support multiple applications 

running concurrently, such that each application is treated as a separate and isolated running 

object in memory. Furthermore, applications or objects can be serialized and migrated from one 

node to another where they are authenticated for code safety before running. In other words, 

Squawk administrates the fundamental role of an OS to support multiple applications 

concurrently. Running on bare metal has strategic benefits for Squawk including: lower memory 

consumption (otherwise occupied by the OS), and eliminates the need to support various WSN 

operating systems to keep system development and maintenance to a minimum. Squawk is 

implemented on hardware platform called SunSPOT. Squawk VM brings unprecedented features 

to WSN programming environment including standard Java Micro Edition language support, 

garbage collection, pointer safety, exception handling, and a thread library supporting thread 

sleep, yield, and synchronization. In fact, programming WSN applications using Squawk VM is 

done in the familiar Netbeans IDE. Squawk claims that the main reason for the lack of innovation 

in WSNs is due to implementation difficulties, such that providing Java programming 

environment for WSNs will attract a larger number of software developers familiar with Java.  

3.3.4 Service Oriented Middleware 

Service-discovery middleware architecture, also known as client-server architecture, has a 

business-like resemblance and works naturally with diverse heterogeneous distributed systems. 

Sensor nodes advertise their capabilities and resources as services to the network, while clients 

can identify and locate advertized services autonomously by using service discovery protocols. 

MiLAN [66]: Middleware Applications and Networks (MiLAN) build on top of existing 

networking and service discovery protocols (i.e. SDP and SLP [67]). MiLAN is an adaptive 

middleware which services various applications with specific Quality of Service (QoS) needs by 
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proactively adjusting network characteristics to meet those QoS obligations while extending the 

network lifetime. Applications specify their requirements using a standard API in terms of 

specialized QoS graphs incorporating state-based changes in the application requirements. Based 

on the changing QoS requirements of applications over time, MiLAN is able to control network 

characteristics and sensor data acquisition while advocating energy efficiency to extend the 

network lifetime. The state-based approach is used to dynamically reconfigure QoS requirements 

based on previous acquired sensor data as application requirements change over time. In addition, 

MiLAN employs the use of virtual sensors where two or more sensors are combined to produce a 

new type of sensor or an improved version of the same type, such that the new virtual sensor can 

meet better QoS demands. MiLAN encapsulates existing QoS protocols such as SDP and SLP 

into the architecture, which were originally designed for traditional devices with abundant 

resources, thus, not suitable for energy-limited WSNs. 

Misense [68]: Misense is a service-oriented middleware that is structured on top of component 

based architecture in order to increase development flexibility for distributed sensor applications. 

Each component is well structured in the services it provides. The goal of Misense middleware is 

to allow the decomposition of the middleware into well-defined and orthogonal components 

where components can be composed by an open source community encouraging standardization, 

innovation, efficient customization, and interoperability among different implementations of the 

middleware components. The middleware is divided into three main layers. The bottom layer is 

the Communication Layer, which provides a well define content-based publish/subscribe model 

called MiPSCom. The middle layer is the Resource Management Layer, which coordinates 

support for resource allocation and sharing based on the application’s QoS requirements. The top 

layer is split into two layers intermediate and top layer. The intermediate layer is the Common 

Services, which provides generic services required by applications such as data aggregation, 

event detection, topology management, and routing. The topmost layer is the Domain Layer, 
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which provides application specific support libraries for domain specific applications in order to 

promote code reusability. 

3.3.5 Message Oriented Middleware 

Message oriented WSN middleware, or event-driven, allows heterogeneous sensor platforms to 

communicate with each other regardless of the underlying hardware or OS, effectively uniting 

platforms of different architectures. The architecture masks the underlying OS and network 

interfaces from the application layer, allowing the user to focus on application development. This 

architecture operates as an asynchronous message passing framework where messages are queued 

until a connection is established. Furthermore, advanced message oriented middleware employ a 

publish/subscribe model where senders (publishers) transmit messages without a specific receiver 

(subscriber). That is, published messages are defined as classes regardless of the number of 

subscribers, if any. In addition, subscribers can express interest in specific classes without 

knowledge of available publishers, if any. Therefore, a message oriented middleware with a 

publish/subscribe model allows for a loosely coupled relation between publishers and subscribers 

while greatly enhancing scalability and heterogeneity support. 

Mires [69]: the Mires middleware architecture implements a publish/subscribe message oriented 

architecture, such that communication among sensors is split into three phases. First, the sensor 

node advertises its type: temperature, pressure, humidity, etc. Second, the advertized sensor type 

is routed to a central node where it is registered and potentially selected for subscription. Finally, 

subscriptions are trickled through the network in a multi-hop topology to corresponding 

subscribers. Services are notified of subscribed messages by the publish/subscribe module as they 

arrive. Mires architecture was designed and implemented on top of TinyOS, which [69] argues 

that TinyOS provides a strong support for a publish/subscribe middleware. 
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3.3.6 Modular Oriented Middleware 

The goal of modular programming is to break the main application into modular functional pieces 

to facilitate light weight mobile code migration throughout the network while reducing bandwidth 

requirements and energy expensive packet transmissions. The challenge imposed by modular 

programming is to compose modular components with as little dependencies from one another as 

possible (i.e. orthogonal), such that they can be interchanged without affecting the operability of 

other components in the system. This design architecture is seen as one step ahead of monolithic 

programs, such that future upgrades to an application only requires partial code retransmission 

rather than the entire application binary image. Modular programming is easier to implement and 

requires less code than a VM, which makes it an attractive architecture model for limited memory 

platforms while maintaining and simplifying code manageability, OTA programming, system 

maintenance, and energy efficiency. 

Impala [70]: Impala is a middleware architecture designed to support application modularity, 

code adaptation, and reparability of WSNs. Impala was specifically designed as part of the 

ZebraNet project at Princeton University, where the combined effort of biologists and computer 

scientist are brought together using WSNs to monitor zebras in Kenya. Impala’s architecture was 

designed to support energy efficiency, infrequent remote system updates, intermittent and 

unpredictable connectivity due to high mobility, distributed WSNs, protocol heterogeneity, and 

network adaptability on the fly. Each application running on the system is designated a unique 

version number to avoid redundant upgrades. Each application is compiled into a particular 

machine code and is only executed when the entire application is downloaded, which limits 

applicability to heterogeneous sensor platform compatibility and increases RAM requirements to 

buffer incomplete applications too large for a single packet. 

In Table 3.5, we compare the nine middlewares for WSNs by how each meets the eight 

middleware challenging requirements. For example, TinyDB has a high level of abstraction due 

to its SQL-like queries, while Squawk has a low level of abstraction since it uses low level Java 
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to program sensor nodes. Data aggregation is easier to support among database oriented 

middlewares, such as TinyDB and COUGAR. Service oriented middleware can better address 

QoS requirements than other architectures, such as MiLAN and Misense. Security is the least 

supported requirement in the middleware architectures. Only Maté deals with security concerns, 

such as malicious replicating capsules in the network. Energy conservation is extremely 

important for energy and resource constrained sensor nodes. Therefore, energy awareness in 

middleware architectures is highly desirable and supported among most middlewares. 
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Table 3.5 Attributes comparison between Middleware architectures 
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TinyDB 
[63] 

Database 
Oriented 

High Yes Yes No No Yes Partial Easy 
TinyOS 
(Mica2) 

SQL 
like 

Easy to use SQL-
like queries 

Assumes nodes are 

homogenous. 
Cannot insert sensors 
with new datatypes 

COUGAR 
[64] 

Database 
Oriented 

High Yes Low No No Partial Partial Easy NS-2 
SQL 
Like 

SQL-like queries 
No apparent hardware 

implementation 

Maté 
[65] 

Virtual 

Machine 
Low Yes Yes No Yes Yes Partial Moderate TinyOS 

TinyScript 

(Basic-like) 

Implemented on 

top of TinyOS 
Low ease of use 

Squawk 
[16] 

Virtual 
Machine 

Oriented 

Low Partial Yes No No Yes Partial Easy 
No need 
for OS 

Java 
Uses Java and 

Netbeans 
Expensive hardware, 
high memory needs 

MiLAN 
[66] 

Service 

Oriented 
High No Low Yes No Yes No Easy None 

Macro- 

Programming 

Builds on existing 
protocols (SDP 

and SLP) 

Targets rich resources 
WSNs. Does not appear 

to be implemented.  

Misense 
[68] 

Service 
Oriented 

High Yes Yes Yes No Partial Yes Easy TinyOS Query-based 
Addresses QoS 
requirements 

Does not appear to be 
implemented 

Mires 
[69] 

Message 
Oriented 

High Partial Yes No No Yes Partial Easy TinyOS API-based 
Built into TinyOS 

using nesC 
Only works on TinyOS 

Impala 
[70] 

Modular 
Oriented 

High No Low No No Yes No Moderate Proprietary 
Modular 

programming 

Implemented, 

deployed, and 
tested to work 

Low applicability 

(implemented for 
habitat monitoring) 

DREAMS 
[29] 

Modular 

Oriented 
High No Yes No No Yes Partial Easy Contiki Java-API 

Energy harvesting 

aware, easy to use 

Does not support 

TinyOS 
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3.3.7 Summary and Discussion on Software Architectures 

Embedded systems have come a long way in terms of programming and development tools 

available since the assembly coding era. Today, most WSN platforms can be programmed in a 

variety of different languages from C, Basic, C++, Java, to graphical drag-and-drop software such 

as Labview. Choosing a high level language greatly reduces development time and application 

complexity, at the cost of increased memory requirements. In addition, the middleware layer 

allows for a high level abstraction for applications that can potentially increase compatibility 

across heterogeneous underlying platforms. However, middlewares for WSNs are currently in 

their infancy stages, and many features are yet to be addressed such as standardization, security, 

and QoS, which seems to be lacking on most middlewares. Middleware frameworks are generally 

complex to develop and difficult to maintain. Thus, an elaborate middleware is only 

recommended for large, heterogeneous, and distributed WSNs.  
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3.4 WSN Operating Systems 

There are numerous operating systems developed for WSNs and several more developed for 

resource-constrained embedded systems in general. WSN operating systems represent a wide 

field of knowledge that is outside the scope of this depth paper. However, we briefly describe the 

two prominent and equally used operating systems for WSNs today, which are TinyOS and 

Contiki. The two operating systems are event driven, yet very different from one another, such 

that TinyOS efficiently optimizes applications at compile time (i.e. TinyOS), while Contiki 

focuses on dynamically reprogramming applications at run-time.  

TinyOS [11]: TinyOS is an event-driven OS specifically designed for WSNs. Programming 

applications for TinyOS is done through nesC, which is an extension of the C language. NesC 

uses component-based modeling to build applications. Components provide and use interfaces, 

such that interfaces define a set of commands and events that are used to logically connect 

components together. Each component is made of three computational abstractions: commands, 

events, and tasks. Commands are similar to requests and events flag the completion of commands 

at a later time. Commands and events are non blocking system calls that return immediately. 

Tasks, on the other hand, are scheduled by TinyOS scheduler in a non-preemptive FIFO policy 

and they are run-to-completion. There are two types of components: configurations and modules. 

Configurations assemble, or wire, components together, and modules implement the application 

code. Components are statically linked at compile time in order to take full advantage of the 

compiler optimization and conserve valuable memory resources in the process. The network 

communication core of TinyOS is based on active messages to send and received packets through 

the network. Active messages are unreliable 36-byte packets transmitted over a single-hop 

channel. When an active message is received, a trigger returns an event which is dispatched to 

components that registered for the received message type. It is up to higher layers to implement 

routing protocols and multi-hop protocols using active messages. 
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Contiki [71]: is an open source operating system with an event-driven kernel, with optional 

preemptive multithreading library, designed for embedded systems in general including WSNs. 

As opposed to using nesC to program applications in TinyOS, Contiki uses traditional thread-like 

tasks, called protothreads, programmed in pure C context. Contiki is dynamically linked allowing 

over-the-air (OTA) reprogramming instead of recompiling and sending the entire program image, 

as is the case in TinyOS; thus, saving time and energy wasted by large packet transmissions. In 

addition, Contiki supports native TCP/IP communication stack called µIP. 

Table 3.6 summarizes the differences between Tiny OS and Contiki. Tiny OS uses a non 

conventional programming language called nesC, which is an extension to the C programming 

language, while Contiki uses pure C programming language. TinyOS has an active and wide 

community support popular among universities for research purposes, while Contiki is more 

popular in industry due to its use of conventional C programming language, ease of porting to 

other hardware architectures, and µIP support. Since TinyOS optimizes code during compile 

time, OTA reprogramming requires the entire application image to be transmitted. 

Table 3.6 Comparison between TinyOS and Contiki 
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TinyOS 

[11] 

Event based 
(non-

blocking) 

Components 
and state 
machines 

FIFO nesC 
Statically linked 
at compile-time 

Entire 
image 

uploaded 

Wide community 
support, small memory 

footprint (compiler 

optimized) 

Inefficient OTA 
programming, difficult 
to port, learning curve 

using nesC 

Contiki 

[71] 

Event based 
(optional 

multitasking) 

Serviceable 
processes 

(tasks) 

FIFO 
and 

priority 

C 
Dynamically 

linked at run-time 

Individual 
services 

uploaded 

µIP support, ported to 
many processors, uses 

pure C 

Larger memory 
requirements, cannot 

use local variables in 
protothreads 

3.5 Summary 

Although competition for standards in WSNs is highly noticeable in the network layer, it is 

almost nonexistent in the hardware and software layers. The wide range of MCU architectures in 

the market makes it much more difficult to have a unified MCU without monopolizing the market 
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by one company, such as the case with Intel processors. Therefore, we expect to see the rise of 

ARM Cortex M-based MCU in future WSN platforms as it brings a standard core and allows for 

seamless middleware and OS porting across WSN platforms, while allowing vendor competition. 

Middleware, on the other hand, is still in its infant stages and still lacks standardization and 

features, such as security and QoS. We have also noticed that some popular middlewares like 

MiLAN only offer an architecture design without an implementation. We have presented a 

comparative analysis of the three underlying architectures composing WSN platforms, such that 

all the architectures have been separately concluded in their respective sections.  
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Chapter 4 

Sprouts WSN Platform Requirements and Challenges 

In this chapter, we describe the general architecture of our Sprouts platform. We also describe 

what comprises a harsh environment and how it differs from a safe environment. We list the 

harsh environment factors imposed on WSN platforms operating in harsh industrial 

environments, and provide some mitigation methods for each harsh factor. In addition, based on 

our survey studies in Chapter 2 and Chapter 3, and our experience with working on three harsh 

industrial applications using WSNs, we provide a list of general requirements for WSN platforms 

operating in harsh industrial environments.  

4.1 Related Work in Harsh Industrial Environments 

Monitoring the operation of an industrial facility is a high priority to ensure normal operation, 

personnel safety, or steady production. Based on our experience with working on three industrial 

related research projects with Syncrude (oil mining company), Dofasco (steel manufacturing 

company), and SiliconPro (smart-grid monitoring company), we have noticed that many 

equipment today still operate without electronic sensory feedback (i.e. sensor-less), such that an 

expected lifetime is provided for some sensor-less equipment, and are manually and periodically 

monitored by maintenance personnel. The absence of sensors can be due to many factors 

including: lack of technical expertise to embed sensors, sensor placement difficulties, extremely 

hash operating environment, cost, unavailable commercial solutions, etc. Thus, it becomes the 

responsibility of the operator to understand the normal operating conditions through experience 

and manual maintenance. In some cases, however, when the operator does realize abnormalities 

or failures in the operation, it is possible that irreversible damage may have already occurred, that 

could have been prevented with the use of embedded wireless sensors. In addition, failures may 

lead to substantial profit loss, damage to the surrounding location or equipment, jeopardize safety, 
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reduce production quality, etc. Some benefits of using WSNs in industrial environments include: 

estimating the probability of failures, damage control, increases quality control, detection of fault 

sources, increased production efficiency, statistical knowledge, and more.  

We examine similar research efforts addressing the use of WSNs within industrial environments. 

In [72], the Anshan project deploys MICL2 nodes to monitor abnormal temperature changes of 

rollers’ bearings used in cold rolling mills and predict equipment faults. However, the MICL2 

platform was specifically designed for this project, it is relatively large, and lacks the necessary 

features to make it adaptable for other applications, such as modularity, expansion ports, PnP 

operation, and a standard wireless network. Sprouts can replace the MICL2 node by using a 

temperature sensor module on one of its PnP ports to monitor the temperature of bearings. 

PIPENET [73], is a project that uses WSNs to monitor the structural integrity of bulk-water 

transmission pipelines by analyzing acquired data such as acoustic/vibration, flow, and pressure. 

PIPENET uses Intel Motes, which are high performance nodes designed with hardware and 

software features typically used in smart-phones rather than low power WSNs. The use of Intel 

Motes was necessary in order to carry out near real-time aggressive data acquisition and analysis. 

Sprouts platform is better suitable for low data rate applications due to its small coin battery. 

However, our PnP ports allow the use of an external power supply to increase duty cycles. 

Therefore, Sprouts can be utilized in the PIPENET project using one or more custom built PnP 

sensor modules. In [74], the FabApp project monitors vibration signatures to predict equipment 

failure by combining two off-the-shelf platforms Mica 2 and Imote2, which we described in 

Chapter 2. FabApp also describes some of the harsh environment factors in an industrial 

environment, which only comprises several of our listed factors in section 4.2. FabApp reports 

that the Mica2 operating at 433MHz exhibited communication difficulties due to the low 

operating frequency in industrial environments, which they report as due to the surrounding 

metallic reflective space. There has been numerous studies on harsh industrial environment 
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challenges for WSNs without presenting an actual platform [75][76][77][78][79][80], other 

studies use off-the-shelf platforms discussed in Chapter 2 [81][82][83][84][85]. 

4.2 Harsh Environmental Factors 

A harsh environment is an unpredictable and uncontrolled environment where environmental 

factors such as vast fluctuation in temperatures, rain, vibration, humidity, chemicals, electrical 

shock, pressure, physical damage, etc. may affect the normal operation of the platform or even 

render the platform inoperable. An outdoor environment is a simple example of a potentially 

harsh environment for a WSN platform due to the unpredictable factors that may occur, such as 

rain, snow, or an extended exposure to ultraviolet sun radiation. Indoor applications such as 

industrial facilities are also considered harsh environments for WSN platforms where 

unpredictable environmental damage may occur due to one or more of the factors mentioned 

earlier. An ideal non-harsh environment is a predictable indoor safe environment with regulated 

room temperatures, such as offices, school buildings, shopping malls, residential spaces, etc.  

Prominent harsh environmental factors are: 

1) Water leakage: highly purified or distilled water has very high electrical resistivity (or low 

conductivity), approximately 1800MΩ.cm, while seawater has relatively very low resistivity 

(or high conductivity) approximately 20Ω.cm. However, in harsh environments, a WSN 

platform is more likely to be subjected to unpurified water leakage, such as rainwater (10K-

100K Ω.cm), which will electrically connect and short the platform’s electrical ports together 

facilitating false triggering, port-crosstalk, and increased serial and wireless communication 

errors. Increased impurities in the water, such as salt, will increase conductivity, thus creating 

a short across the battery terminals draining valuable energy reserves. For example, if 

rainwater fills up a coin-sized WSN platform, it will create a 5KΩ to 50KΩ channel across 

the 20mm coin battery terminals, which will drain the 3.0V coin battery at a constant current 

of 60µA to 600µA in addition to the sleep mode current draw. It is worthy to note that under 
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normal operating conditions, sleep mode current consumption for a low power WSN 

platforms varies between 1.0 µA and 2.0µA. Seawater leakage into the platform, on the other 

hand, can drain upward to 300mA current (10Ω short), which is aggressively beyond the 

continuous current drain capacity of a CR2032 coin battery (0.2mA). Thus, seawater will 

cause immediate damage and drainage to the coin battery. In addition, water molecules 

surrounding the platform absorb radio signal energy, thus, reduces communication range.  

Mitigation: the WSN platform should be placed in an enclosure. The enclosure should be 

water sealed using epoxy potting compounds (e.g. MG-Chemicals-832B). These epoxies are 

specifically formulated for electronic applications, such that they are nonconductive, non-

porous, water and chemical resistant, and adhere to most surfaces including plastic, 

aluminum, copper, and steel. Epoxy potting compounds, such as MG-832B, are two-part 

compounds mixed together thoroughly and poured into the enclosure resulting in a platform 

that is physically rugged, water and chemical resistant, and electrically insulated.   

2) Humidity: has a similar effect on radio communication as water, such that high humidity 

implies lower communication range, and vice versa. In addition, humidity over a period of 

few years can corrode unprotected connections on the WSN platform including antenna 

traces, port connections, soldering bonds, batteries, or any unprotected metal. 

Mitigation: protective coating such as Acrylic, Silicone, or Urethane (e.g. MG-Chemicals-

4223) can be used to coat the WSN platform from humidity, mold, water, minor scratches, 

and static discharge.  

3) Vibration: constant vibration experienced on a WSN platform loosens weekly soldered 

joints, pins, connections, and components. Physical damage may also occur if the platform is 

constantly vibrating against a fixed surface. Depending on the magnitude and resonant 

frequency of the vibration source, multiple harmonics of the vibration source may interfere 
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with the WSN platform main clock source, however, it is a rare occasion and would most 

likely effect other slower running clock sources or onboard sensors such as accelerometers. 

Mitigation: protective coating and epoxy potting compounds can be selected based on their 

curing properties, such that some cure to a flexible material (e.g. MG- Chemicals Silicone 

conformal coating 422) that can aid in absorbing some vibration levels.  

4) Chemical corrosion: exposure to corrosive chemicals or acids in the surrounding 

environment may easily etch the copper-traces on the surface of the WSN platform 

effectively disconnecting logical connections, and weakening power sources with added 

resistance in the metal due to corrosion. Some exposed sensors (i.e. exposed silicon die), such 

as humidity sensors, can be easily damaged by airborne corrosive chemicals. A chemically 

corroded antenna will experience deviated radio characteristics such as shifted resonant 

frequency and a reduced directivity gain. For example, as corrosion etches the length of a 

2.45GHz printed board antenna, the resonant frequency shifts upward towards 3GHz as the 

length of the antenna gets shorter. Thus, the radiated signal becomes severely attenuated, 

resulting in poor and reduced communication range over time. If a sensor is designed to 

monitor these corrosive sensors, then the sensor should also be changed periodically to 

maintain accuracy, as the corrosion will also affect the sensor silicon die. 

Mitigation: protective coating and epoxy potting compounds can be used to protect the WSN 

platform from chemical corrosion similar to water and humidity protection. 

5) Electrical shock: when WSN platforms are mounted on metallic surfaces such as an 

electrical-pole or to a very large antenna on a roof of a building, it is somewhat likely to 

receive electrical shocks from lighting strikes, which will essentially damage input power 

ports including permanent damage to most capacitors on the platform, which are voltage 

sensitive. In addition electrostatic discharge (ESD) from the user may disrupt the normal 
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working operation of a WSN platform and cause abrupt false sensor triggers. Some 

components are protect against ESD damage, such as RF antenna inputs upward to 2,000V.  

Mitigation: protective coating and epoxy potting compounds can also be used to protect the 

platform from ESD. In order to protect against electrical surges and lightning, a gas discharge 

tube suppressors such as Hyperlink’s AL6 (AL6-NFNFBW-9) should be used in series with 

the antenna terminal.  

6) Physical damage: is a very broad harsh factor that can be as simple as a light bump to 

several tons of impact depending on the application. Physical damage is difficult to control or 

predict when it is from an unexpected source. Protruding antennas from a platform’s 

enclosure are highly susceptible to physical damage, and can break off upon physical impact. 

A broken antenna extremely hinders wireless communication range to less than 1m to 2m, 

which can easily render the platform unreachable, or disconnected from the network. Physical 

damage can also disconnect connectors such battery terminals or externally connected 

sensors, wires, enclosure, etc. depending on the physical damage type. 

Mitigation: physical damages such as light scratches can be protected against using 

protective coating discussed earlier. Completely submerging the WSN platform in epoxy 

potting compounds can be used to protect against medium physical damages such as free fall. 

Higher physical damage protection can be achieved using a combination of epoxy potting and 

metallic enclosure. Enclosures can be chosen based on application needs, type of physical 

damage, hardness, density, weight, corrosion resistance, price, etc. Adding epoxy and a 

metallic enclosure will significantly increase the weight of the WSN platform, which should 

be taken into consideration for weight sensitive applications.    

7) Temperature variation:  typically every single component on a WSN platform has a 

temperature range in which it is expected to operate. This includes MCUs, transceivers, 

passive components, crystal resonators, sensors, batteries, etc. However, even if the 
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temperature is within the manufacturer’s specifications of a component or device, some 

characteristics such as power consumption are directly influenced by large temperature 

variations. For CMOS based silicon devices, such as MCUs and transceivers, power 

consumption is directly proportional to temperature. Thus, lower temperatures will result in 

less power consumption, and vice versa. However, batteries experience reduced performance 

at lower temperatures such as lower output voltage and lower current supply, thus, lower 

capacity, and vice versa. For example, an advertised 225mA.h coin battery such as 

Panasonic-CR2032 is specified to operate between -30oC and +60oC. However, the available 

capacity at -10oC is approximately 160mA.h (under 1.0mA load), and at +60oC the capacity 

is 205mA.h (under 1.0mA load), such that the advertised 225mA.h is only achievable at 

+60oC with a current load less than 30µA. These temperature variations must be taken into 

consideration when estimating the typical lifetime of a WSN. 

Mitigation: some epoxy potting compounds are designed to be temperature resistant such as 

MG-Chemicals (832FRB), which is also a fire retardant epoxy compound and can withstand 

extreme temperatures from -65oC to +225oC. If heat conduction is a positive aspect for a 

given application and encouraged, then epoxy compound MG-Chemicals (832TC) can be 

used instead, which is a good heat conducting epoxy compound. 

8) Electromagnetic Interference (EMI): in harsh environments, electromagnetic interference 

may be abundantly present due to already present WiFi channels, proprietary wireless 

equipment, electrical noise from machinery, high power generators, etc. 

Mitigation: shielding the sensor platform with a proper metallic enclosure ensures that 

interference is blocked out of the sensor platform. In addition, RF tin-can shield boxes can be 

placed on top of the RF transceiver section of the platform.  
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4.3 WSN Platform Essential Requirements for Harsh Industrial Environments  

Based on our research background on the hardware, middleware, and network architecture of 

WSN platforms discussed in Chapter 2 and Chapter 3, our summary of the harsh factors listed in 

this chapter, and our experience with working on three industrial applications with three separate 

companies (i.e. Syncrude, Dofasco, and SiliconPro), we formulate eleven essential requirements 

for WSN platforms operating harsh industrial environments: 

1) Modularity: To address a large number of applications in industrial environments, a WSN 

platform must be customizable to allow for application-specific layers to be added. 

Modularity should be easy to use, low power, low cost, scalable, and support a standard serial 

communication interface available on most low cost MCUs, such as UART, SPI, or I2C. We 

discuss the modularity of Sprouts in Chapter 5.      

2) Energy Harvesting: The platform must be able operate reliably in sleep modes while energy 

harvesting, running a low power clock, and RAM retention. Depending on the application, 

some sensor nodes in industrial environments will be expected to last a decade or more before 

the sensor-node technology becomes obsolete or the tagged object perishes. Thus, WSN 

platforms must support energy harvesting to extend the network lifetime necessary for some 

applications. We discuss how Sprouts achieves energy harvesting in Section 6.3. 

3) Network Standard: In industrial environments, standardization is a high priority 

requirement. Thus, the WSN platform must comply with a given network standard. In certain 

applications, a proprietary wireless network may actually perform better and consume less 

power than a standard network, however, they are often approached with skepticism. 

Adopting a network standard is a long term investment, and must be studied carefully. In 

Section 3.2, we presented the most prominent wireless networks for WSNs. We discuss 

Sprouts network layer modification of the default Zigbee standard in Chapter 7.   

4) Middleware Support: Developing applications for industrial environments must be 

supported by an underlying middleware. The middleware must hide details of the operating 
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system and network while managing energy states and energy harvesting. An easy to use 

middleware architecture can facilitate the accessibility of the platform to a wide range of 

users. We discuss Sprouts middleware architecture in Chapter 8.   

5) Remote Triggering: Every platform needs to have a remote wakeup triggering mechanism, 

which allows sensor nodes to sleep indefinitely until a specific sensor is remotely-triggered to 

communicate back. This will allow the sensor platform to significantly reduce power 

consumption by not periodically waking up to listen for incoming messages. We discuss how 

Sprouts achieves remote triggering in Section 6.4. 

6) Mobile Connectivity: Devices such as smart-phones, tablets, and laptops will play an 

important role as mobile collectors, routers, and sensor node interrogators similar to RFID-

readers. Mobile connectivity with these devices will expand WSNs application domain in 

harsh industrial environments and beyond. We discuss the mobile connectivity of Sprouts in 

Chapter 8 and Section 9.7. 

7) Physicality: designing a WSN platform that is physically miniature in size allows the 

platform to be used in a wider scope of applications unavailable to large or bulky platforms. 

However, the platform should not be too small to the point that a very small battery with very 

limited capacity can only be used. We have discovered that the best cost to capacity ratio 

battery, while maintaining a very small physical volume, is the 20mm coin battery CR2032, 

which delivers a 3.0V output and approximately 250mAh for $0.15US in large quantities. A 

physically small sensor platform can be applied to a larger set of applications than a large 

sensor platform. We discuss Sprouts physical attributes in Section 4.5 and Chapter 6. 

8) Ruggedness: Enclosures increase the size, weight, and cost of the sensor platform. However, 

in harsh industrial environments, enclosures have significant importance in protecting the 

platform against harsh environmental factors. The enclosure must be versatile and rugged to 

provide protection against the harsh factors listed section 4.2. 
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9) Cost: cost is an important aspect in industrial environments, thus, the WSN platform must 

take production cost into consideration. A low cost platform can be widely deployed and 

economically mass produced. However, cost is a tradeoff when considering other factors such 

as rugged enclosures, large memory, and energy harvesting, which can significantly increase 

production cost. A balance between cost and high priority attributes must be established. We 

show the typical cost of the Sprouts platform in Table 2.1.  

10) Low Operating Voltage and Power: some sensors nodes might not have the luxury of 

energy harvesting, due to cost and size limitations. The cheapest and smallest energy 

alternative is the CR2032, which gradually utilizes its capacity down to 2.0V. Therefore, to 

utilize the maximum capacity of small coin batteries, the platform must operate reliably down 

to 2.0V level. Another alternate battery source includes 2 AAA rechargeable batteries, which 

produce a 2.4V in series, and also requires the platform to operate reliably at low voltage. 

However, using 2 AAA batteries will significantly increase the platform size. 

11) Fault Tolerance: given the harsh nature of industrial environments, fault tolerance must be 

addressed throughout the software, network, and hardware architecture. Error recovery 

functions from hardware and software failures on the source node should be addressed by 

reinitializing specific hardware components, software resets, watchdog timers, voltage level 

monitoring, or a backup memory containing original firmware. Communication failures or 

packet drops between the source node and sink node can be addressed in a similar way to the 

hardware architecture, in addition to a limited number or retransmission, while maintaining 

low power consumption since radio communication is a power intensive resource. 

Establishing a new routing path in a multi-hop network might be necessary depending on 

available energy and application requirements. We discuss Sprouts fault tolerance 

mechanisms in Chapter 5, Chapter 6, and Chapter 8.  
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4.4 Sprouts Platform System Architecture  

Sprouts is a WSN platform designed for deployment in harsh industrial environments. Sprouts 

unique attributes include a modular architecture in the hardware and software architecture, low 

power operation, rugged metallic enclosure, wireless network standard, wireless energy 

harvesting, remote triggering, and plug-and-play (PnP) sensor module interface. The layered 

system architecture of Sprouts is shown in Figure 4.1. 

 

Figure 4.1 Sprouts layered architecture  

Application layer: Sprouts is designed for harsh industrial environments, thus, we discuss the 

application use of Sprouts on Syncrud's vibration screens in the Oil Sands of North Alberta, Ft. 

McMurray, at the Aurora mine site. The Syncrude application is discussed in Chapter 9.  

Middleware: the middleware is a software component located between the application layer and 

the operating system (OS), such that its purpose is to hide the underlying details of the OS and 

network layer. Sprouts has a modular middleware architecture called DREAMS, which allows the 

developer to compose applications using loosely coupled software modules. The DREAMS 

middleware and sink-server architecture are discussed in Chapter 8.  
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Operating system: the operating system of Sprouts utilizes a simple task scheduler supported by 

the Zigbee application support layer. However, Sprouts can support other operating systems such 

as TinyOS or  Contiki due to is its mature and widely supported 8051 MCU architecture.  

Zigbee application support layer: Some Zigbee stacks devices such as Z-Stack from Texas  

Instruments provide an application support layer for their CC2530 SoC devices, which functions 

as a task scheduler and may be used to replace the operating system for some applications. 

Zigbee Network, MAC, and PHY layers: we opted to use a standard Zigbee network for its 

mesh network topology support and wide use across a broad range of applications. Zigbee builds 

a network stack on top of the standard IEEE 802.15.4 MAC and PHY layers. Details regarding 

Zigbee MAC and PHY layers are discussed in Section 3.2.2, and our modified Zigbee network is 

discussed in more details in Section 7.3.  

Plug and Play (PnP) protocol: our Sprouts PnP protocol provides a unique customization 

method using sensor modules, which allows the user to implement custom modules for specific 

applications. Custom sensor modules can be interchanged, reused, or combined to make new 

applications as needed. Our PnP protocol is discussed in Chapter 5. 

Energy harvesting management layer: is implemented to monitor energy levels and control 

wireless power transfer (WPT), remote wakeup trigger, and recharging a backup battery when 

excessive harvested energy is available, as discussed in Section 6.3.  

Hardware abstraction: a software layer that abstracts details of the underlying hardware 

components allowing for easier code migration across different hardware architectures.  

Remote Trigger: allows the Sprouts nodes to sleep indefinitely until a remote radio frequency 

(RF) signal triggers the sensor node to wakeup. Remote triggering is discussed in Section 6.3. 

Wireless power transfer (WPT): Sprouts can harvest wireless energy similar to RFIDs. Remote 

energy is used to charge a local capacitor or replenish a rechargeable small coin battery. Our 

WPT allows us to utilize remote triggering as a result. WPT is discussed in Section 6.4. 
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Hardware resources: basic input/output ports that read/write to physical pins. Includes serial 

interfaces, such as SPI, UART, and I2C, and digital and analog ports, all provided by the MCU.   

Sensor Module Ports: Sprouts provides four PnP sensor module ports. Each sensor module port 

provides a customization channel to configure the Sprouts platform for a given application. 

Patch Antenna and Enclosure: Sprouts has a unique rugged metallic enclosure to protect it from 

harsh environments. The enclosure also includes a novel patch antenna that allows the platform to 

survive physical abuse without risking the antenna breaking off, which would render the sensor 

node unreachable within the established wireless network.  

A simplified depiction of a Sprouts WSN system is shown in Figure 4.2. Sprouts source nodes 

compose the majority of the WSN nodes, such that each Sprouts source node is customizable with 

up to four sensor modules using our PnP protocol discussed in Chapter 5. Sprouts source nodes 

communicate with Sprouts Coordinator Node through a Zigbee network, as discussed in Chapter 

7. The Sprouts coordinator node reports all received message to the Linux server, as discussed in 

Chapter 8.  The Linux server has many responsibilities listed in Chapter 8 including database 

management, system setup, data processing, data representation, system backup, etc. The Linux 

server is also accessible remotely using a 4G to WiFi modem. All reported data by the Sprouts 

WSN is accessible through any web-enabled device, such as mobile devices. 
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Figure 4.2 Simplified overview of a Sprouts WSN overall system  
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4.5 Sprouts Stackable Hardware and Enclosure  

 The hardware architecture is tightly coupled with the enclosure due to the antenna design and the 

Plug-and-Play external modular customization architecture of Sprouts. In order to address the 

various harsh environmental factors, we must address Sprouts enclosure design. Sprouts 

enclosure design undertakes a very important role in the general platform architecture and must 

comply with the requirements of the hardware architecture, PnP protocol, and antenna design. 

Figure 4.3 highlights the stackable layers of the Sprouts platform, described as follows:  

1) Mounting Layer: in many industrial applications, the environment is mainly composed of 

metallic surfaces, such as machines, instruments, heat shields, stairs, walkways, walls, 

transport vehicles, etc. The ability to attach a sensor node to a metallic surface with little 

deployment effort is an asset and an advantage to the platform. Therefore, a magnetic 

attachment option is conducive to the operating environment. However, in applications where 

intense vibrations are present, extreme temperatures that may demagnetize the magnet, or the 

risk of physical damage that may detach the platform, then an alternative attachment is 

necessary. A threaded attachment is an alternative method of attachment using a screw 

mounted to the bottom of the platform, which will ensure a strong coupling of the platform to 

the application. However, a threaded attachment is an intrusive, or destructive, method since 

the tagged object must be threaded as well. Thus, a third and less structurally invasive method 

of attachment is using a very strong bonding agent such as an epoxy potting compound (e.g. 

MG-Chemicals 832C).   

2) Internal Custom Layer: customization of the WSN platform for various applications is one 

of the most important features of any WSN platform. We achieve customization by two 

different means. The first method is using an optional internal custom layer, which would 

host application dependent hardware solutions or sensor elements. The major advantage of an 

internal custom layer is the increased environmental protection provided by encapsulating the 

layer inside the enclosure. The disadvantage of the internal customization layer is the limited 
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physical area to implement the custom layer. The second customization method is achieved 

by using external custom layers, we define as sensor modules, which are described next. 

3) External Custom Layer (i.e. Sensor Modules): based on our experience with implementing 

custom solutions for various applications, such as Syncrude, Dofasco, and Silicon Pro, we 

have learned that most custom layers require an external connection to the object being 

monitored. Thus, by eliminating any internal application dependent layers, the WSN platform 

becomes a general purpose WSN platform customizable using our standard Plug-and-Play 

(PnP) ports. These PnP ports accept what we call sensor modules. Sensor modules are 

external custom solutions for a given application that communicate with Sprouts using our 

PnP protocol described in Section 5.4. Sprouts has four PnP ports, each port can 

communicate with one sensor module. However, every sensor module can monitor multiple 

sensor ports, where a sensor port represents a sensor element source. Section 5.4 describes the 

details of our Sprouts PnP protocol.     

4) MCU and RF Layer: is a mandatory layer for any Sprouts sensor node as it contains the 

MCU and the transceiver device. Combining the MCU and the transceiver together on one 

layer minimizes cost and the number of layers inside the WSN platform, which would allow 

for additional internal layers since space is limited. However, the disadvantage is the 

permanent coupling of a given MCU and transceiver choice, which can be viewed as a 

limitation in modularity since separating the transceiver from the MCU would allow the 

platform to interchange communication technologies such as from Zigbee to Bluetooth Low 

Energy. The decision of integrating the MCU with the transceiver into a single layer is due to 

the natural integration of these two units into a single silicon chip, known as a System on 

Chip (SoC), such as Texas Instruments' CC2530 Zigbee SoC. 

5) Energy Harvesting (EH) Layer: in harsh industrial environments, certain applications may 

require a very long undisturbed operational time upward to 10 years or more. While the 
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MCU’s Flash memory may last longer than 10 years, along with other silicon and passive 

components on the sensor platform, the battery will be depleted during the 10 years period 

due to self-discharge, known as shelf-life. Thus, an alternate method of powering the device, 

such as energy harvesting (EH), becomes necessary. Depending on the source of the ambient 

energy harvested, a different EH layer would be necessary. Similar to RFID technology, 

Sprouts utilizes radio frequency (RF) energy harvesting (RF-EH) to replenish power to the 

platform. However, we do not use an extra or internal EH layer to accomplish RF-EH. In fact, 

we have integrated the RF-EH into the transceiver front end, which reduces the number of 

internal layers, platform cost, and design complexity. Other EH layers can be added in 

addition to the RF-EH. The RF-EH also serves as the front end for remote triggering. Details 

about our Sprouts RF-EH and remote triggering are described in Section 6.3. 

6) Backup Battery: in addition to the EH layer, an optional battery can be utilized as a backup 

energy source in case of EH failure. A small rechargeable coin battery such as ML-2020 can 

be recharged when excessive EH levels are reached. Note that non-rechargeable coin batteries 

such as CR2032 hold five times more current capacity, or energy, than the rechargeable 

counterpart ML-2020. Thus, the user must take into consideration the application lifetime 

requirements, such that if CR2032 can satisfy the application lifetime energy requirements, 

then there is no need to use an ML-2020 rechargeable battery.   

7) Antenna: in harsh environments, the antenna is the most susceptible component of the 

platform to the external environmental harsh factors. In particular, corrosion, electrical shock, 

and physical damage can irreversibly damage the antenna. For example, physical damage, 

such as bumping the platform, which is mounted on a transport cart, into a solid wall can 

break off the antenna from the enclosure. Therefore we utilize a novel ultra miniature patch 

antenna, which is also used as an enclosure cover, thus, serving two purposes. Ideally, having 

the patch antenna completely enclosed within the metallic enclosure would protect the 
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antenna from breakage. However, metallic rugged enclosures act as an RF shield, thus, 

anything enclosed within its grounded walls would not be able to radiate any signal to the 

outside. Design, simulation, and performance of the patch antenna is discussed in Section 6.5. 

8) Enclosure: a WSN platform designed for harsh environments must have a rugged enclosure 

to protect the platform against harsh environmental factors. The enclosure is an integral part 

of the WSN platform when dealing with harsh environments. Depending on the application, 

various enclosures may be utilized to tackle a given harsh factor. Most prominent enclosures 

include thermoplastic acrylonitrile butadiene styrene (ABS) which is a cost efficient light 

weight plastic, aluminum (i.e. lightweight and low hardness), copper (i.e. medium weight and 

medium hardness), iron (i.e. heavy weight and higher hardness), etc. For Sprouts, we use a 

cylindrical copper enclosure with black oxide coating to protect against oxidation. Copper 

does not chemically react with water like iron or steel does to create rust, thus, it is naturally 

resistant to water. In addition, copper’s malleability allows it to be easily cut, melted, 

soldered to the antenna ground, or formed into other shapes. The low hardness of copper 

allows the enclosure to absorb physical damage by bending. Copper is relatively low in 

structural hardness (3 Mohs) in comparison to steel (4 Mohs) or tungsten (8 Mohs). As metals 

exceed a certain hardness level they become brittle (e.g. tungsten), such that sudden physical 

impacts from the harsh environment may break the metal rather than bend it.  

9) Encapsulation: Upon completely encapsulating the platform within the metallic enclosure, 

we fill the inside of the enclosure with translucent epoxy compound, MG-Chemicals-832C, 

as discussed in Chapter 4. The translucent epoxy hardens within 24 hours to a tensile strength 

of 55.7N/mm2, which is similar in tensile strength to glass (20 to 70 N/mm2), but without 

being brittle. The combination of the epoxy encapsulation and the copper enclosure provides 

the platform with a structure that is extremely tough against physical abuse, shock absorbent, 
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water and humidity proof, chemical proof, electrical shock resistant, and temperature tolerant, 

as we have described in Section 4.2. 

 A)     B)  

Figure 4.3 A) Stackable layers of Sprouts B) Sprouts Node 

4.6 Summary  

Designing a WSN platform for harsh industrial environments is a much more intricate 

development process than designing a platform for safe indoor environments. We have listed 

some of the most common harsh environment factors and methods to mitigate their effect on the 

sensor platform. In addition, we have listed ten of the most important high-level requirements of a 

WSN platform operating harsh industrial environments. Finally, we gave an overview of Sprouts 

system architecture and described each component briefly while referring to appropriate Sections 

for more details.    

Sprouts Node 
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Chapter 5 

Sprouts Plug and Play (PnP) Protocol 

In this chapter we describe our Plug and play protocol which allows us to customize the platform 

for a broad range of applications using sensor modules. Sensor modules are independent sensing 

devices that attach to our Sprouts platform and provide an application dependent solution. Sensor 

modules are automatically detected and configured by Sprouts upon their attachment to one of 

four available sensor module ports. This chapter addresses the modularity and fault tolerance 

requirements listed from Chapter 4. 

5.1 Introduction 

Configuring a platform to work seamlessly for various applications with little user intervention is 

not a simple task. Currently on many platforms such as Telos, MICA, IRIS, SunSpot, etc., the 

user has to reprogram the MCU to read a specific digital or analog port connected to a sensing 

element. Reprogramming the sensor platform's MCU to use a given sensor element could involve 

a very daunting sequence of tasks including learning the embedded operating system, MCU 

architecture, middleware, application support layer, etc. Ultimately, we would like the user to 

simply plug a sensing device to our platform without any software configuration necessary for at 

least a given default functionality state.  

5.2 Motivations  

Given the wide applicability of WSNs, it is highly desirable to have a platform customizable to 

different applications. In addition, if a sensor platform is not customizable then new applications 

would require the redesign of the sensor platform which would lead to increased costs, time 

delays, and retesting of the new sensor platform design, all of which are detrimental to any new 

research project or application. Customization is necessary to adapt the same sensor platform to a 

various and broad range of applications with little to no user coding effort involved. Thus, our 
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motivation is to support easy customization on the Sprouts platforms using plug-and-play (PnP) 

sensor modules, such that we place the development burden on the developers of the sensor 

modules. However, it allows the user to simply mix and match available sensor modules by 

simply plugging a desired sensing module suitable for a given application to one of the available 

ports on the Sprouts platform. Therefore, we research an approach to provide a high level of 

customization to the Sprouts platform to allow for application-specific layers to be added as PnP 

sensor modules using a standard serial communication bus.  

5.3 Related Serial Communication Buses Comparison 

We investigate popular serial communication standards available for low power WSNs in order to 

determine a best fit serial protocol that we can build upon to establish a PnP protocol for the 

Sprouts platform. Below is a list of prominent serial protocols that are low cost and widely 

available for low power MCUs:    

• UART, Universal Asynchronous Receive Transmit is one of the earliest standard serial 

communication interface, dating back to the early 1970s, created to establish a basic wired 

communication channel among different devices to exchange information. More than 40 years 

later, today, enhanced versions of the UART are still widely in use in embedded systems, 

mobile phones, laptops, PCs, modems, printers, equipment, scanners, etc. The wide adoption 

of the UART is mainly due to its simplicity and ubiquity. The working principle of UART is 

to serialize data between two devices, such a serializing a byte into a stream of 8 serial bits 

from the transmitting device, and then reconstructing the byte on the receiving device.  A two 

way UART communication can be established with as little as 3 wires (i.e. Transmit, Receive, 

Common-Ground). An optional hardware flow control (i.e. handshaking) is also available 

using request to send (RTS) and clear to send (CTS) additional pins. In order to establish a 

UART communication port, the user must specify the baud-rate (bits/s or bps), data length, 

parity, and stop bit. For example, a common default configuration found on many devices is 
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referred to as 9600-8N1, which implies a baud-rate of 9600 bits/s, 8 bits per transmission, no 

parity, and one stop bit. There are no standard protocols for UART communication, thus, it is 

up to developers to define their own. Figure 5.1 shows an example of how Sprouts would use 

a UART interface to communicate with sensor modules. 

Advantages: only 3 wires required, simple to use, and available on most low cost  MCUs. 

UART-to-USB dongles and microchips are widely available. 

Disadvantages: very low scalability since it was designed for communication between two 

devices. Requires accurate crystal generated clock sources on both devices. Standard  baud 

rates greater than 19.2Kbps (i.e 28.8 Kbps, 38.4Kbps, 56Kbps, etc.) may generate unreliable 

bit error rates (BER) if the crystal frequency used is not an integer multiple of the baud rate 

desired. UART is generally used with low communication speeds and a maximum supported 

baud rate approximately 1Mbps. 

 

 

 

 

Figure 5.1 UART communication link example between Sprouts and sensor modules. The * 

symbol indicates the minimum required links for UART 

• Serial Peripheral Interface (SPI) is a synchronous serial communication interface between 

one master and one or more slave devices. The master node always initiates the 

communication and asserts the required clock cycles to drive data flow. Data is commonly 

transferred in 8-bit segments with one clock pulse asserted by the master for every bit shifted, 

thus, no baud rate is required. SPI commonly requires 5 wires to operate in full-duplex mode 

between one master and one slave: master-out-slave-in (MOSI), master-in-slave-out (MISO), 

clock (CLK), and slave-select (SS), and common ground (GND). Additional slave devices 
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can be added to the bus by dedicating additional lines for each (e.g. SS1, SS2, SS3, SS4, etc.). 

There are no standard protocols for SPI communication, thus, it is up to developers to define 

their own. 

Advantages: communication rates up to half the MCU clock source (e.g. 10 Mbps using 

20MHz clocked MCU) are possible. No dependency on clock frequency accuracy, thus, high 

accuracy crystal driven clock sources are not necessary. Full-duplex mode can potentially 

reduce latency in some applications. Multiple slave devices can be supported. 

Disadvantage: full duplex mode requires 5 wires (MOSI, MISO, CLK, SS, and GND). 

 

 

 

 

 

 

 

 

Figure 5.2 SPI communication link example between Sprouts and four sensor modules. 

Additional sensor modules can be supported with additional SSx pins 

• Inter Integrated Communication (I2C) is a synchronous serial communication protocol 

which requires 3 wires to establish communication between one master and multiple slaves: 

Serial Data (SDA), CLK, and GND. Data transmission is bidirectional on the same data wire, 

SDA, and initiated by the master. Instead of using a slave-select for each device on the bus as 

is the case with SPI, I2C uses a unique addressing scheme to connect to a given slave device 

on the bus. Multiple masters are also allowed, such that pull-up resistors on SDA port (RSDA) 

and CLK port (RCLK) are used to avoid any damages that may occur due to data collisions. 
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The maximum number of devices supported on the I2C bus is limited to the address space (i.e. 

7-bit or 10-bit by design) and to the total bus capacitance (i.e. 400pF by design).  

Advantages: only 3 wires are required to establish a multi-master and multi-slave bus. Data is 

acknowledged after every transfer. 

Disadvantages: standard communication rate is 100kbps with a maximum of 400Kbps. 

Increased hardware and software design complexity. Careful timing is necessary. Pull-up 

resistors RSDA and RCLK both waste power for every logic-zero in the packet since the full 

voltage supply VDD is present across the resistors, thus, power consumption is increased. 

 

 

 

 

 

 

Figure 5.3 I2C communication link example between Sprouts and four sensor modules. 

Additional sensor modules can be supported without any additional pins 

• Local Interconnected Network (LIN)  is a serial asynchronous communication protocol 

which allows one master and up to 16 slave devices to communicate over one bidirectional 

wire. Thus, including a common ground wire, only 2 wires are needed to establish 

communication, which greatly reduces deployment costs. LIN emerged as a low cost 

alternative to the CAN bus in the automotive industry. The master node always initiates 

communication on the bus, and polls all slaves periodically allowing for deterministic time 

responses. LIN bus has a maximum baud rate of 19.2Kbps, up to 8 data bytes maximum 

payload, data acknowledgement, and data checksum. 
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Advantages: low cost 2 wire communication (i.e. Data and GND). Multiple slaves are 

software addressable. Deterministic response times from slave nodes. Baud rate detection is 

possible using synchronization byte 0x55-hex, thus, allowing the use of inaccurate clock 

sources. Possible to daisy chain slave-devices to further reduce deployment costs. 

Disadvantages: careful timing is necessary. Limited number of slave devices up to 16 on one 

bus. Limited communication speed up to 19.2K.  

 

 

 

 

 

 

Figure 5.4 LIN communication link example between Sprouts and four sensor modules. 

More sensor modules can be supported without any additional pins 

• Controller Area Network (CAN) is a message-based serial asynchronous communication 

protocol which focuses on high reliability applications such as industrial and automotive, but 

not limited to either. CAN is uniquely identified by its highly reliable differential-mode 

twisted-pair transmission, which is less susceptible to interferences, and desirable in 

electromagnetically noisy environments. Priority arbitration in CAN is similar to a logic-AND 

gate, such that logic-zeros on the bus are dominant and logic-ones are recessive, which 

provides contention immunity and grants message IDs with a lower address (i.e. more logic-

zeros in the address) higher priority to continue transmission. Nodes with lower priority 

immediately switch to receive-mode upon contention detection (i.e. when the output bit is not 

equal to the transmitted bit). CAN specifies an 11-bit or 29-bit extended message identifier 

(MID), which is a predefined application-specific field that identifies the type of data on the 
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bus (e.g. temperature sensor, motor control, switch, rotary dial, etc.). In other words, the 

messages sent on the bus are unique, however, the nodes are not. A given application may 

divide the 11-bit MID field into a unique 6-bit address space and a 5-bit sub-node message 

identifier. Thus, the maximum number of nodes on a single CAN bus is undefined, but 

conveniently set 64 nodes (i.e. derived from 6-bit address) for 11-bit MID width. Since all 

messages are broadcasted on the bus, nodes may individually decide whether to act on the 

received data or ignore it. A maximum of 8 bytes can be transmitted per packet.     

Advantages: highly reliable physical-layer data bus for electromagnetically noisy 

environments. No master or slave node concept or limitation, only messages transmitted are 

uniquely identified. Fault tolerant bus using CRC, contention immunity, differential twisted-

pair transmission, and data acknowledgements.   

Disadvantages: costly to implement since it requires at least 3 wires (i.e. differential pair, and 

GND) and a CAN hardware transceiver. CAN controllers are not available on low cost 

MCUs, and complex to emulate in software using bit-banding techniques. Higher power 

consumption is necessary for the differential pair communication. A maximum of 8-byte 

payload allowed. No addressing space specified by standard. 

 

 

 

 

 

 

Figure 5.5 CAN communication link example between Sprouts and four sensor modules. 

More sensor modules can be supported without any additional pins 
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5.4 Sprouts Plug-and-Play (PnP) Protocol  

In order to customize Sprouts for a broad range of applications, we design a PnP protocol which 

accepts externally attached custom modules, which we refer to as Sensor Modules (SM). A SM 

can be a generic or an application dependent device, compliant with Sprouts PnP protocol, and 

may include one or more sensor elements (SEs). 

To avoid any naming confusions, we define the following:  

• Sensor Element (SE): elementary type sensor with little or no embedded control. Usually 

requires an MCU to manage its output. For example, temperature sensor MCP9700A is a SE. 

• Sensor Module (SM): custom solution device that typically manages one or more SEs and is 

compliant with Sprouts PnP protocol. Can be a generic or application dependent solution.    

• Sensor Node (SN): wireless sensor node in a WSN, such as Sprouts sensor platform.  

Sprouts PnP protocol is established between Sprouts and SMs in order to achieve a high level of 

customization. Due to the small size constraint of Sprouts, only 4 SMs can be connected at any 

given time. However, one SM may contain multiple SEs, thus, 4 SMs limitation does not pose 

any serious constraints. In addition, a custom SM may be designed to act as a PnP expansion 

module to provide more PnP ports.  

Serial communication protocols in industrial applications are driven by cost, such as moving from 

a 3-wire CAN network to a simpler 2-wire LIN bus which reduces system complexity and the 

number of physical wires needed. However, our PnP protocol is designed for direct connection 

with the sensor node without using cable extensions, which is similar to how a microSD memory 

card is directly plugged into a camera or a smartphone. Therefore, the cost limitation of cables is 

eliminated allowing us to expand the number of connections needed to design a simple to use PnP 

serial communication bus.  

Each one of the four PnP ports on the Sprouts platform has a standard 8-pin rectangular header 

(1.27mm pitch), such that each pin is described in Table 5.1. 
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  Table 5.1 Sprouts PnP serial protocol bus   

Pin# Acronym Name Owned by Description 

1 GND Ground 
Common 

to all 

Common ground reference necessary to establish a 

voltage potential. 

2 VDD 
DC Power 

Supply 

Common 

to all 

3.0V DC power provided by Sprouts battery to power 

external sensor modules. Modules may also provide 

their own power if needed. 

3 MOSI 
Master Out 

Slave In 

Sprouts 

Sensor Node 

Master-Out-Slave-In is a unidirectional SPI data link 

from Sprouts to the SM. 

4 MISO 
Master In 

Slave Out 

all Sensor 

Modules 

Master-In-Slave-Out is a unidirectional SPI data link 

from the SMs to Sprouts. Only one SM with an active 

PS-x* may use this pin. 

5 CLK Clock 
Sprouts 

Sensor Node 

Clock signal provided by the master device (i.e. 

Sprouts) to drive data. 

6 PSx* 
Port Select-

x* 

Sprouts 

Sensor Node 

Port Select pin to choose one of four SMs to 

communicate with Sprouts. 

7 ENx* Enable-x* 
Sprouts 

Sensor Node 

External Enable interrupt signal to wake up the sensor 

module from sleep. 

8 RDx* Ready-x* 

Unique per 

Sensor 

Module x* 

Module-x* is ready to send or receive data. Also 

necessary to establish PnP when a new sensor module 

is attached for the first time. 

x* denotes the PnP port number (or sensor module number) from 1 to 4. Pins with x* are unique per sensor module. 

When a module is plugged into one of the four ports, the module receives power via GND and 

VDD, and initiates a registration event with Sprouts by activating the RDx pin followed by a 

registration request event. Sprouts wakes up via RDx, configures the SPI protocol, sets ENx High 

causing RDx to go Low, sets PSx High, and requests the module’s unique ID via SPI when the 

RDx pin is set High again. The module replies back with its unique 32-bit ID, such that every 

reply is accompanied with the request command that triggered the response. Sprouts then sends a 

request to the sink node requesting the module’s configuration parameters. These configuration 

parameters are set by the module’s designer and are unique to each module. The configuration 

parameters allow for further customization per application requirements. For example, for our 
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ultrasound thickness module, we have configuration parameters related to material type, 

calibration values, gain, acquisition time, average number of samples, reporting intervals, duty 

cycles, etc. When the configuration setup is complete, the module relays the number of sensor 

ports available to Sprouts with the corresponding duty cycle of each. At this point, it is the 

responsibility of Sprouts to request a sensor reading update from the specified port of the module 

at the appropriate time interval. Sensor ports represent the various sensor elements that may be 

present in a single sensor module, as seen in Figure 5.6. In addition, Figure 5.7 shows Sprouts 

attached to four ultrasound sensor modules. For example, a module may include a temperature 

sensor at port 1, light sensor at port 2, humidity at port 3, and a barometer at port 4. Sprouts 

communicates with all active module ports to collect readings on all sensor ports, combines the 

data in one packet, and sends one report packet to the sink node in order to save power consumed 

by the transceiver. In the case of a critical event detection by a module, interrupts from identified 

modules are permitted via RDx. These interrupts are served in high priority and reported to the 

sink immediately. When a module is detached from Sprouts, it times out after three unresponsive 

requests, or when a new module is attached triggering a registration event. Modules may be 

recycled from one application to another, allowing for a greater degree of customization per 

application.  

 

 

 

 

         

 

 

 

Figure 5.6 Four PnP modules with each having one or more sensor element (SE) ports 

allowing easy customization per application 
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Figure 5.7 Sprouts node attached to four sensor modules 

5.4.1 PnP Packet Format  

The PnP packet is composed of a 4 bytes header and a variable payload from 1 to 252 bytes. 

The PnP header is composed of 4 bytes in the following sequential order: 

1) Start of Frame (SOF): this is a constant 1 byte (0xFE) to indicate the start of frame. 

2) Length: calculated length of the entire packet including the header and the payload, such that 

the MAXIMUM_LENGTH is 256.  

3) Message Type (MSG_TYPE): the type of the message sent. For example, the message type 

might be a REQUEST (0x01) or RESPONSE (0x02).  
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4) Command identification (CMD_ID): specifies the type of command requested. For example, a 

READ_SENSOR_PORT (0x01), CONFIG_SENSOR_PORT (0x02), READ_REGISTER (0x03), 

WRITE_REGISTER (0x03), ACK (0x03), and RESET (0xFF). 

5) Payload (PAYLOAD): the payload depends on the MSG_TYPE and CMD_ID. If the 

MSG_TYPE is REQUEST, and the CMD_ID is to READ_SENSOR_PORT, then the payload 

will specify which sensor ports to read.  

  Table 5.2 Sprout PnP general packet format   

 SOF LENGTH MSG_TYPE CMD_ID PAYLOAD 

size 1 Byte 1 Byte 1 Byte 1 Byte 1 to 252 Byte 
 

For example, on our Ultrasound Thickness Module (UTM), the ultrasound sensor is placed on 

sensor port 2. Therefore, to obtain an ultrasound thickness reading, the Sprouts node sends the 

following packet to the UTM:  

  Table 5.3 Request an ultrasound measurement reading example   

 SOF LENGTH RESPONSE READ_SENSOR_PORT PORT_ID 

Hex 
value 

0xFE 0x05 0x01 0x01 0x02 

 

The UTM would reply with a RESPONSE to ACK the requested message, and proceed 

immediately to take thickness measurements. Upon completion of the thickness measurements 

and before the expiration of a specified timeout period, the UTM sends another RESPONSE 

packet to the READ_SENSOR_PORT with the ultrasound thickness measurements in the 

PAYLOAD, as follows: 

  Table 5.4 Response to ultrasound measurement request example   

 SOF LENGTH RESPONSE READ_SENSOR_PORT Ultrasound Readings 

Hex 
value 

0xFE 0x05 0x02 0x01 
steel_thickness, 

tungsten_thickness 
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For increased protocol reliability in a harsh operating environment, and in order to assure that the 

response packet is directly related to the last requested packet sent, the response packet repeats 

that the response is related to a READ_SENSOR_PORT command and the first byte in the 

payload is the Port_ID followed by the actual useful sensor data reply (i.e. steel and tungsten 

thicknesses).  

5.4.1 Sprouts PnP Performance Evaluation 

 

Error Detection and Recovery: Redundancy in the protocol is important to detect any errors 

during the PNP protocol communication, which increases the reliability of packet transmission 

and error recovery. Our PNP uses an SPI bus to transfer data, which has a unique feature of being 

a bidirectional bus. We leverage this unique feature to echo back the bytes received by either 

device for an added level of error detection, which increases the likelihood of detecting any 

transmission errors. The Sprouts node checks all the bytes received to verify the correctness of 

the packet format, and sends an ACK back to the sensor module (i.e. the UTM). If any of the two 

devices receives a packet format that does not comply, then a PNP_ERROR_COUNT variable is 

incremented, such that when the total number exceeds 3 errors, an error recovery function is 

executed to deal with the type of error generated. On the UTM, the pnp_error_recovery(void) 

function simply resets the device which includes the PNP initiation pnp_init(void) and 

configuration pnp_config(void) functions upon startup. On the Sprouts node, however, the 

pnp_error_recovery(void) only executes the necessary pnp_init(void) and pnp_config(void) 

functions. Resetting the Sprouts node is avoided inside the pnp_error_recovery(void) function in 

order to avoid rejoining the network which is a power intensive procedure in a Zigbee network. 

In addition, the Sprouts PnP protocol utilizes a hardware timer to monitor the elapsed time while 

waiting for a reply from a given sensor node during all SPI communication. When the timer 

exceeds a given timeout value, a timeout error flag is generated, and the SPI receiver stops 
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listening for a reply, which prevents the sensor node from halting normal execution. The 

command that generated the timeout error is attempted three times, that that upon three 

consecutive failures, the pnp_error_recovery(void) function is executed. 

Bit Error Rate (BER): in asynchronous serial communication buses, such as UART, I2C, LIN, 

or CAN, two communicating devices are assumed to transmit and receive at the same data rate in 

order to receive the correct stream of data. Hence, when two asynchronous communicating 

devices are using slightly different clock rates, mostly due to hardware limitations or the crystal 

frequency of choice, a sampling error occurs due to a timing mismatch. The rate at which this 

timing mismatch leads to an incorrect sampling of data is referred to as the bit error rate (BER). 

On the other hand, the SPI serial communication link is a synchronous bus, such that the timing 

required to transmit and receive data on the SPI bus is determined by the clock (CLK) line which 

is present on the bus. Therefore, no previous knowledge of the data rate is necessary when using 

the SPI bus. The Sprouts node generates the clock for the SPI bus, and the sensor nodes use this 

clock to determine when to sample the channel to read data or transmit data. As long as the data 

rate on the SPI bus does not exceed the maximum data rate specified per MCU, no transmission 

or reception errors will occur in the sampling of data during communication on the SPI bus. Thus, 

the only source of error in communication would be an external source, such as long cable length 

subject to electromagnetic interferences. Our PnP protocol uses direct plug in modules, thus there 

are no necessary cables associated with our platform. Other sources of errors that are difficult to 

measure or quantify may include physical damage in harsh environments, faulty connectors, or 

faulty hardware on sensor modules, which may render the PnP protocol unusable, however, these 

unexpected faults would render any other serial communication protocol equally unusable. 

Communication Speed: the communication speed of the PnP protocol is limited to a maximum 

of 4Mbps in bidirectional (full duplex) mode on the Sprouts platform, which is defined by the 

CC2530 for a running frequency of 32MHz, and operating voltage between 2V and 3.6V. No 
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minimum operating speed is defined for an SPI communication bus, thus very low speeds are 

possible, such as 1 Kbps. However, such low speeds are undesirable for WSNs, since the MCU 

has to be in active mode while receiving packets, which will increase the active time cycle, thus, 

increases power consumption. 

Energy Consumption Per Bit: the PnP protocol runs at a full speed of 4Mbps, which means that 

a single transmitted bit spans 0.25µs. The power consumption of the MCU in active mode 

running at 32MHz consumes an average of 6.5mA at 3V. Therefore, the energy consumption per 

bit is approximately 4.875 nJ. The PnP minimum packet size is 5 bytes and the maximum packet 

size is 256 bytes. Therefore, the minimum energy consumption to send the smallest packet is 

195nJ (over 10 µs period), and the maximum energy consumption to send a 256 bytes packet is 

approximately 9.984 µJ over a 0.512ms time period. A common packet length, such as the 

ultrasound has a maximum payload length of 12 bytes and a 4 bytes header overhead, thus, the 

energy consumption to send an ultrasound thickness report packet is approximately 0.624 µJ. 

Implementation Cost: the SPI serial bus is available on almost all low cost MCUs, which makes 

it possible to implement a low cost sensor module using any MCU of choice. On the other hand, 

LIN and CAN buses are considered specialty communication buses, which are only available on 

specific MCUs. In addition, since the SPI bus provides a clock signal, sensor modules are not 

obligated to utilize a crystal to obtain accurate timing for data rates. In fact, no crystal is 

necessary, which lowers implementation cost. In the case an SPI hardware is not present on an 

ultra low cost MCU, the SPI bus is the simplest communication bus to emulate in software using 

standard digital ports. Furthermore, implementation cost is also specified by the number of pins 

needed to establish a basic connection including power and ground. Sprouts PnP protocol utilizes 

an 8 pin header (i.e. VDD, GND, MISO, MOSI, CLK, PSx, ENx, and RDx), which makes the 

cost far higher than any other serial protocol mentioned in Table 5.5. However, our PnP protocol 

was designed for direct plug-in modules that do not utilize a cable length, only connectors are 
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necessary. A cable may still be used, however, the cost of the cable, depending on its length, will 

increase implementation cost. In addition, since the Sprouts platform is designed for harsh 

environment, we utilize a high quality gold plated connectors made by Mill-Max, which feature a 

locking-like mechanism allowing the connectors to resist extreme vibration. The cost of an 8-pin 

header is approximately $0.96 US per sensor module, or $3.84 US on the Sprouts platform, which 

utilizes four headers. A much lower cost option is available at approximately half the price, 

however, it does not feature the locking-like mechanism, thus it is not recommended for harsh 

environments unless it is reinforced with epoxy. 

Development Complexity: the SPI communication bus is the second simplest serial 

communication bus to develop a protocol, with the simplest being the UART. However, the SPI 

bus does not have many of the limitations that the UART bus does, such as speed, scalability, or 

bit error rate. In addition, we keep every communication line on the bus separate from the other, 

which increases the number of pins required, but reduces development complexity associated 

with switching between transmit and receive, input and output, or ready and busy signal, which 

makes it easy to code and easy to debug the protocol while in development. Our PnP protocol 

also has a minimal packet format that is intuitive to understand and use. In out PnP protocol, we 

do not pack different variables into individual bits inside a byte, which further simplifies 

development and reduces code complexity. Every sensor module is treated as a source of sensor 

readings provided at given ports. To read a sensor port, a simple packet is sent from the Sprouts 

platform to the sensor modules indicating a reading is required from a specified port. To read a 

different port, the same packet format is sent again but with a different port number, and so on. A 

single reading from a single port makes development very simple and straight forward. 

Scalability: scalability is defined as the ability to add more sensor elements to the Sprouts 

platform with minimal influence on system complexity and performance. Our Sprouts platform 

was designed to be physically small to accommodate a wide range of applications. Therefore, the 
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physical size of the platform limits the number of sensor module ports to four. However, this does 

not necessarily limit the number of supported sensor elements. Any sensor module attached to a 

Sprouts platform is not limited to a maximum number of sensor ports, hence, the sensor module 

may utilize as many sensor elements as possible by the sensor module's hardware. Therefore, 

scalability is dependent on the number of ports supported by sensor module's hardware, and not 

by the PnP protocol or Sprouts platform. 

5.5 Summary  

In Table 5.5, we compare the performance and attributes of the most prominent serial 

communication interfaces and protocols available for WSNs. Except for our PnP protocol, none 

of the other aforementioned serial interfaces and protocols in Table 5.5 take into consideration 

ultra-low power wireless sensor nodes into consideration, which typically require an external 

wakeup signal to exit deep sleep modes, which we enable using ENx as described in Table 5.1.  

In addition, protocols such as LIN and CAN were designed for automotive sensors where power 

is abundantly available. Furthermore, LIN and CAN are typically unavailable on low cost MCUs 

and are process intensive to emulate by software. I2C requires additional power for every logic-

zero transmitted due to pull-up resistors on the bus. UART requires a quartz crystal to achieve 

higher speeds than 19.2Kbps, which becomes costly for low cost sensor modules. SPI requires the 

most wires to implement, thus, it is most suitable for plug-in devices (e.g. microSD memory 

cards) as opposed to cable extended devices. The most attractive feature of SPI is the fast transfer 

rate which does not require any accurate timing since the clock signal is provided by the host. In 

addition, SPI does not specify a protocol to adhere to, making it a good candidate for developing 

new protocols. Our unique PnP protocol differs in many ways from the other serial interfaces and 

protocols in Table 5.5 in the following ways:  

1) Allows sensor modules to be plugged into our Sprouts platform at any given time without any 

necessary configuration by the user. 
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2) Supports sensor modules with ultra low power sleep modes, which can only wakeup using an 

external trigger (i.e. ENx port on our PnP). 

3) Easy protocol to incorporate into sensor modules since all signal lines have separate 

functionality. In addition, the packet format and protocol are simple, yet versatile, which 

further simplifies software development. 

4) large payload size which can support up to 252 bytes of data exchange. This can be essential 

for future protocol enhancements and large memory transfer. 

5) Not affected by accurate data transfer timing, thus, BER is not an issue.   

Table 5.5 Attributes comparison of available serial interfaces   
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UART No No Undef.e 1 
921.6c  
Kbps 

3 wires Very Low Yes No 

SPI No No Undef.e Limiteda 
8 to 16d  
Mbps 

5 ports Low No No 

I2C Yes Yes Undef.e 
127 or  
1023 

1 Mbps 3 wires Medium Yes No 

LIN Yes No 8  16 
19.2  
Kbps 

2 wires Medium Yes No 

CAN Yes Yes 8  
Limitedb 

(64 typical) 
1 Mbps 3 wires High Yes No 

Sprouts 
PnP 

Yes 

No 
(only 

Sprouts 
Master) 

252 

4 sensor 
modules 
(unlimited  

sensor ports) 

4 Mbps 

8 ports 
(no wires 

needed, only 
ports) 

Very Low 
(PnP) 

No 
(BER is not 

an issue) 

Yes 

a. Requires 1 extra wire per node; b. limited by bus current drive and capacitance; c. maximum standard bitrate, however, higher 

non-standard bitrates are possible up to 16 Mbps; d. limited by MCU clock speed; e. limited by available RAM; 
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Chapter 6 

Sprouts Hardware Architecture 

In this chapter, we describe the general layered architecture of our Sprouts platform. We discuss 

the general layout of Sprouts enclosure, physical attributes, and their relation to harsh 

environments. We describe how we achieve energy harvesting using wireless power transfer, and 

how we utilize the same system to achieve remote triggering to wake up Sprouts nodes. In 

addition, we describe Sprouts source node and Sprouts sink node hardware architecture and 

implementation. The architecture achieves several of the requirements mentioned in Chapter 4 

including energy harvesting, remote triggering, physicality, ruggedness, low cost, and low 

operating voltage. 

6.1 Introduction  

The hardware architecture is a key system component in the sensor platform architecture. 

Performance of each component in the hardware architecture can have an impact on the sensor 

platform overall performance. The processing speed of the MCU can have an impact on packet 

delivery latency, sensor processing delays, and active power consumption. The transceiver is one 

of the highest power consuming components in the sensor platform, minimizing transceiver 

activity can greatly reduce active power levels. We have investigated methods to increase the 

modularity and customization of the sensor platform to serve a wide range of applications in 

Section 5.4. We evaluated customization by means of our PnP protocol to enable the attachment 

of external sensor modules specific to applications. In addition, our physically compact sensor 

platform design requires the implementation of a unique antenna type unavailable commercially. 

We study the performance of the patch antenna and its impact on communication range. The 

circuit schematic of the hardware architecture and the corresponding footprint of each component 

are designed using Altium Designer software tool. The resulting hardware design files are 
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delivered to 4PCB-Advanced Circuits company, where the board copper layout is manufactured 

on a fiber glass FR4 board. Upon receiving the PCBs, components are soldered on the board 

using infra-red heaters. Many performance metrics of the sensor platform can be greatly affected 

by the PCB layout such as antenna performance, voltage drops due to poor trace widths, cross-

talk and noise imposed by close analog traces, ADC accuracy, reduced RF performance due to 

poor grounding, increased energy consumption due to trace impedance, etc. 

6.2 Sprouts General Hardware Architecture 

Sprouts source nodes are limited in physical space to approximately 20mm in diameter, which 

allows us to implement a unique physically miniature rugged sensor node. However, the limited 

space also puts a huge constraint on how elaborate the hardware architecture can be. Despite, the 

limited space, the hardware architecture is versatile and applicable to wide range of applications 

due to our unique customization method using external PnP sensor modules. The general 

hardware architecture of Sprouts is shown in Figure 6.1. At the core of the hardware architecture 

is the microcontroller unit (MCU), which is an Intel 8051 microcontroller with a Harvard 

architecture. The MCU fetches and executes the embedded program stored in Flash memory. The 

Flash memory includes all of our embedded algorithms including the network layer, software 

architecture, PnP protocol, and the application layer. The MCU also monitors and controls the 

behavior of the transceiver, the four PnP ports, energy management, and interrupts received from 

the sensor modules and remote trigger. The RF matching network is necessary to ensure 

maximum RF power delivery received and transmitted. Energy harvesting is discussed in Section 

6.3 and Appendix B, which receives 2.45GHz RF energy and converts it into usable DC energy. 

The patch antenna is discussed in Section 6.5 and it is an integral part of the enclosure. A 

comparison between our WSN platform and other commercial platforms is represented in Table 

2.1. 
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Figure 6.1 Sprouts source node general hardware architecture 

6.3 RF Energy Harvesting Background 

Energy harvesting can provide a sustainable alternative energy source to batteries for ultra low 

power WSNs [89][90][91]. One method of harvesting energy for WSNs is accomplished by 

converting radio frequency (RF) energy into storable electrical energy, which is also known as 

wireless power transfer (WPT). This remote energy harvesting method is best practiced in ultra 

high frequency (UHF) RFID tags, which operate in the 916 MHz ISM band in North America. 

There are good reasons for choosing the 916 MHz ISM band. First, the band is license-free 

industrial, scientific, and medical (ISM) frequency band, which does not require any permission 

by the government as long as developers  abide by the band regulations such as the maximum 

allowed radiated power. Second, the next higher available ISM band is in the 2.45 GHz band, 

which suffers increased signal attenuation due to operating at a higher frequency. In addition, the 

2.45GHz band is an already crowded band by WiFi, Zigbee, Bluetooth, cordless home phones 

(i.e. DECT), and other proprietary wireless technologies. The next lower available ISM band is 

the 433 MHz band, which would provide a much longer communication distance, however, at the 

cost of a much larger antenna size (i.e. tag size), which would limit potential applications. 
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Using the basic form of Friss' free-space path loss transmission equation (6.1), we study the effect 

of the ISM frequency band on power loss (i.e. path loss). 

( ) rttloss GGRLog
f

c
LogPfRP ++−








+= π42020),(     (6.1) 

such that R is the radial distance in meters between the wireless sensor node, or tag, and the RF 

power source, or tag reader, Pt is the source transmit power in dBm, f is the frequency in Hz, c is 

the speed of light in m/s, Gt is the power source antenna directivity gain, and Gr is the receiver 

(i.e. tag) antenna directivity gain.  Using the maximum allowed effective radiated isotropic power 

(EIRP) regulated by North America, Pout = 4W or 36dBm, and two omni-directional antennas 

with directivity gain (DG) of 0 dB for the transmitter and receiver, we plot the 433MHz, 

916MHz, and 2.45GHz ISM bands to show the effect of power loss over distance in Figure 6.2. 

For completion purpose, we plot Pout= 0dBm in Figure 6.3, which is the Pout of most commercial 

transceivers. 

 

Figure 6.2 Calculated results for WPT power loss as a function of distance, such that 

transmitted power is 36dBm and antenna directivity gain is 0dB 
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Figure 6.3 Calculated results for WPT power loss as a function of distance, such that 

transmitted power is 0dBm and antenna directivity gain is 0dB 

Results shown in Figure 6.2 and Figure 6.3 are theoretically calculated results and do not closely 

represent acquired distances in the real environment. Based on our experience, actual measured 

results for distance may vary between one order of magnitude to one half of that theoretically 

calculated based on the environment and the surroundings of the sensor node. As shown in Figure 

6.2 and Figure 6.3, power loss increases as frequency increases, thus, a 2.45GHz frequency has 

the highest loss. However, we chose to operate our WPT at 2.45GHz since prominent standard 

networks for WSNs including Zigbee and BLE operate at 2.45GHz, which allows us to use the 

same antenna for communication and energy harvesting. In addition, operating at a higher 

frequency allows us to design a physically small patch antenna and maintain an overall miniature 

platform size as discussed in our list of requirements in Section 4.3.    

6.3.1 Sprouts RF Energy Harvesting 

Converting RF energy into usable electrical energy is known as RF to DC conversion, which is 

achieved using a zero biased schottky diode [92][93][94]. Harvesting energy using a 2.45GHz 

high frequency signal requires the analysis of the schottky diode using its high frequency model. 
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Shown in Figure 6.4 is the high frequency model and building block of Sprouts RF energy 

harvesting.  

 

Figure 6.4 Schottky diode high frequency model with input matching and resistive load 

The matching network is necessary to match the impedance of the antenna to the input impedance 

of the RF to DC circuit, that is, to avoid any RF signal reflection by the diode back to the antenna. 

The most important subsystem is the RF to DC conversion where the radio signal is detected by 

the schottky diode in the form of a generated voltage magnitude across the diode, particularly 

across the junction capacitance Cj. The storage system can be a simple capacitor with a large 

enough capacitance to store sufficient energy for a given application, such that as the capacitance 

increases in value, the time required to fully charge it also increases. Shown in the purple box of 

Figure 6.4 is the high frequency model of the HSMS-2850 schottky diode. It is essential to 

analyze the high frequency response of the diode to the incident radio wave for proper input 

matching and maximum energy reception.  

Thus, in Appendix B, we give an in depth analysis of RF energy harvesting and matching 

network performance for the Sprouts energy harvesting circuit.  After matching the input of the 

energy harvesting circuit, we measure the output voltage Vout of the circuit across a 100KΩ load 

and plot the results against that of the simulated results in Ansoft Designer and that of Agilent 

Technologies [98] as seen in Figure 6.5.  

Γ 
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6.3.2 Energy Harvesting Performance Results 

Our measured values for Vout closely follow the results we manually and carefully extracted from 

Figure 4 in reference [98] by Agilent Technologies. The extracted Agilent results plotted in 

Figure 6.5 have a slightly larger overall output voltage than our implementation due to 

differences in temperature, components, circuit layout, input matching, and measurement 

equipment used. This is understandable given the fact that Hewlett Packard semiconductor 

designed the HSMS-2850 diode, which was later acquired by Agilent Technologies. Thus, we 

assume the published results in [98] as optimal. Furthermore, Ansoft Designer simulation results 

were misleading for very small input power levels between -50dBm and -25dBm, which is the 

dynamic range of the square-law region of the diode. However, for energy harvesting applications 

to produce sufficient voltage greater than 0.3V as discussed earlier, the input power must be 

greater than -14dBm for Agilent and greater than -13dBm for our design, such that at these input 

power levels our results start to closely converge with that of Agilent with an overall difference of 

1dB or less. Our results show that at -13dBm input power, our energy harvesting circuit would 

produce a voltage equal to 305mV, which can then power a DC to DC converter such as the 

Texas Instruments BQ25504, which only consumes a minute amount of quiescent current 

approximately 330nA.     
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Figure 6.5 Performance of energy harvesting system. Output voltage Vout (V) vs. input 

received power Pin (dBm) 

It is extremely important to take into consideration the effect of a well matched input on the 

output generated voltage, the choice of RF components on frequency response, and the effect of a 

well laid out PCB design on inductance, input matching, and output voltage [99]. In [100], the 

authors use a 7 stage voltage multiplier (i.e. 14 HSMS-2850 diodes) at a frequency of 900MHz , 

which produces less than 500mV at -15dBm input, which surprisingly happens to be larger than 

their simulation data obtained in Multisim. Multisim is a software tool useful for low frequency 

mixed circuit design, however, it is not an RF circuit simulation tool, nor is it a product of Texas 

Instruments as noted in [100]. According to Avago Figure 2 [101], the output voltage using only 

one HSMS-2850 diode is approximately 500mV at 915MHz operating frequency. Therefore, the 

poor RF PCB layout and circuit matching in [100], seen in Figure 6.6 A), and none use of RF-

rated capacitors and resistors can significantly reduce the output voltage at -15dBm input signal. 
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A proper PCB layout for RF applications must keep traces connecting components to a minimal 

in order to minimize trace inductance, high frequency RF rated components must be used as 

demonstrated by our Sprouts layout design in Figure 6.6 B), and proper ground planes must be 

utilized so that all ground signals are at an equal voltage reference.      

A)  B)  

Figure 6.6 A) Demonstration of poor RF circuit board layout for energy harvesting [100] B) 

Our Sprouts energy harvesting circuit layout implementation using a 4-layer FR4 board 

operating at 2.45GHz frequency. 

Furthermore, the MCU controls the energy harvesting by switching on a charging capacitor using 

one of its digital ports (i.e. MCU_Charge_Cap) as a ground source (i.e. current sink) for the 

capacitor, as seen in Figure 6.7. As long as the RF input signal is active, the capacitor is kept 

switched on to continuously charge. Based on our experiments, we estimated a load capacitance 

between 100µF and a maximum of 1mF to be a reasonable range capacitance for low power and 

small sized wireless sensor nodes. A 470 µF (e.g. Kemet T520D477M004ATE010, 10mΩ ESR) 

capacitor when charged to 3V will provide approximately 2.1mJ of energy, which should be 

sufficient for a low power sensor node to sense and report at least once. Increasing capacitance 

will also increase the required time to charge the capacitor to the nominal voltage level of 

operation. The choice of the capacitor value is dependent on the application requirements and 

may even vary beyond 1mF. 
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6.4 Remote Triggering 

We use the energy harvesting solution as a dual purpose system for energy harvesting and RF 

remote triggering. This allows us to remotely trigger the sensor node into waking up on demand. 

The challenge of such a dual purpose system is in the digital control of the input RF power. We 

use LTC1540, a 300nA ultra low power comparator with an internal voltage reference, to monitor 

the received RF input power. The circuit schematic of the remote trigger is shown in Figure 6.7. 

Our design will trigger a wakeup signal to the CC2530 MCU when the input power produces an 

output voltage greater than 10mV, this level is attained at approximately -31dBm input signal, as 

seen by our results in Figure 6.5. At a -31dBm input power, the LTC1540 triggers a wakes up 

signal to the MCU inside the CC2530 SoC, the MCU turns on its receiver for maximum listening 

period (e.g. 100ms) in order to listen for any incoming messages from the parent node. Based on 

application requirements, our remote triggering system allows the sensor node to sleep 

indefinitely until remotely triggered, which may potentially lower energy consumption 

significantly.  

 

Figure 6.7 Sprouts remote trigger and energy harvesting schematic design 
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6.5 Patch Antenna 

Sprouts utilizes a novel patch antenna derived from a tapered trapezoidal patch antenna [102]. 

Using antenna simulation tool Ansoft HFSS, we modified the trapezoidal patch design into a 

circular pattern to better fit our circular enclosure. Thus, our patch antenna has a parachute-like 

shape (18mm x 14mm), as seen in Figure 6.8. The parachute patch antenna plays an important role 

in the platform, such that it allows the platform to be completely bounded within the rugged 

circular metallic enclosure (1 inch diameter), as seen in Figure 6.8 D). In addition, no external 

components are susceptible to breakage or damage from the harsh environment as would be the 

case if a monopole whip antenna were to be used. However, the tradeoff of having a physically 

small patch antenna comes at the cost of reduced performance in return loss (i.e. -15 dB) and gain 

(i.e -4.5dB) as seen by our simulation results from Ansoft HFSS in Figure 6.10. Ideally, a non-

tapered square patch antenna operating at 2.45GHz has an approximate dimensions of 29mm x 

29mm, return loss greater than -20dB, and a typical directivity gain of approximately +1 to +2 dB.  

A)  B)  

Figure 6.8 HFSS design of Sprouts patch antenna A) Simulation includes the effect of the 

copper enclosure using Ansoft HFSS D) Implemented Sprouts Node 

Designing the parachute patch antenna in HFSS allowed us to take into consideration the metallic 

enclosure of the Sprouts platform and the epoxy dielectric material. The effect of adding the 

enclosure and the epoxy in the simulation dropped the resonant frequency by approximately a 

100MHz (i.e. from 2.45GHz to 2.35GHz). This shift in resonant frequency would render the 
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antenna useless for operation and greatly reduce received signal strength. Therefore, the overall 

dimensions of the parachute patch antenna had to be reduced in order to accommodate for the 

100MHz shift. Initially we designed the parachute patch antenna using Ansoft Designer, which is 

limited to 2D structures, and implemented it as seen in Figure 6.9. The antenna seen in Figure 6.9 

exhibited the 100MHz shift in frequency upon binding it with epoxy inside the enclosure. 

Therefore, we later resorted to a full 3D structure implementation using HFSS and took the 

metallic enclosure and epoxy material into consideration, as seen in Figure 6.8.  

A)        B)  

Figure 6.9 Patch antenna simulated using 2D Ansoft Designer, implemented using Altium 

Designer, and fabricated on a PCB 

The design and implementation of the parachute patch antenna is essential for harsh environments. 

The benefits of such a novel design include the following: 

1) Reduces the cost of the platform and obviates the need to purchase an antenna, such that the 

PCB material is the only cost factor. 

2) Takes into consideration the enclosure and epoxy material effect on operating frequency. 

3) Is flat and does not protrude the enclosure making it ideal for harsh environments since any 

externally used antenna would be susceptible to breakage by the harsh environment.  

4) Ultra lightweight (approximately 1.2g) when compared to external antennas. 
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5) Can be mounted on top of metal without exhibiting any performance degradation to operating 

frequency or directivity gain as opposed to any non-patch antenna. This is mostly due to the 

ground plane on the opposite side (back-side) of the patch layout. 

6) Allows us to use a metallic enclosure and acts as its cover. Other platforms such as the Philips 

SAND platform [103] must use a plastic enclosure because their antenna is designed as a wire-

loop around the main board. Thus, the enclosure must be plastic to allow the RF signal to 

escape. Plastic enclosures in harsh environments are naturally more susceptible to breakage. 

 

Figure 6.10 Patch antenna simulation results for return loss (dB) and gain(dB) 

In Appendix C, we discuss the effect of the antenna performance on communication range when 

the sensor platform is restricted to a small physical area, such as Sprouts one inch diameter area. 

6.6 Sprouts End Node Hardware Architecture Design and Implementation 

The general hardware architecture for Sprouts end node is shown in Figure 6.1. The prominent 

component of the hardware architecture is the MCU, thus, we study and compare the prominent 

commercially available MCUs. For comparison purposes, we select the three MCUs widely used 

Return Loss 

Gain 

-4.5dB 

-15dB 
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to support TinyOS (i.e. ATmega128L, ATmega1281, and MSP430F1611) and compare them to a 

new MCU from Texas Instruments, the MSP430F5328. Despite the significant improvements the 

MSP430F5328 brings forth in speed, SRAM, interfaces, price, and power consumption, the first 

three MCUs are still widely in use today. In Table 3, we also compare state of the art ultra low 

power ARM Cortex MCUs suitable for WSNs. We notice how the ARM Cortex MCU 

architecture provides increased SRAM, speed, Direct Memory Access (DMA), interfaces, native 

OS support, and overall lower power consumption. The most important advantage of ARM 

Cortex based MCUs is the ability to liberate developers and software code from being confined to 

one MCU vendor and proprietary core architectures. The STM32L151RBT6 family is low power 

MCU and offers the most embedded features for the lowest price. However, the MCU with 

lowest overall power consumption is the EFM32G230F128. In addition, we compare the CC2530 

SoC Zigbee transceiver, which has a built in 8051 MCU and a competitive low cost.  

Choosing the right MCU for a platform is not an easy task. There are hundreds of MCU family 

types from which there are thousands of sub-families to choose from. For WSNs it is very 

important to choose an MCU with the lowest sleep current (e.g. MSP430F1611), low active and 

safe current (e.g. EFM32G230F128), low price for value (e.g. STM32L151RBT6), wide range of 

internal oscillator operations (e.g. MSP430F5328), high speed operation (e.g. LPC1754FBD80), 

and compatible with TinyOS (e.g. ATmega128x). Indeed, one MCU cannot satisfy all application 

domains. However, when we compare each of the MCU features in Table 3 to the recommended-

row, we notice that some MCUs lie in a balanced zone (e.g. MSP430F5328, STM32L151RBT6, 

and EFM32G230F128). The EFM32G230F128 has lowest overall power consumption and the 

STM32L151RBT6 has the highest connectivity interfaces per unit cost, such that they both have 

an ARM Cortex M3 core processor. While the MSP430F5328 is in a balanced zone, it has several 

lower attributes than the ARM Cortex M3 MCUs, such as lower SRAM memory, 16bit bus, and 

lacks the native support for a 24bit operating system clock. The CC2530 is a unique SoC which 

combines both Zigbee transceiver and 8051 MCU. Although the CC2530's MCU lacks behind all 
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the ARM-Cortex MCUs in performance, it still outperforms the ATmega128L, ATmega1281, 

MSP430F1611, and MSP430F5328 in processing speed and overall power consumption. In 

addition, the 8051 MCU architecture inside the CC2530 is well known and supported Intel 

microcontroller architecture for over 25 years with a wide range of support for operating systems 

including TinyOS and Contiki.  
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Atmel 

ATmega128L [105] 
8 

bit 
8 

MHz - 
1-

8MHz 

128 

KB 
4 

KB 

4 

KB - 2 1 1/0 - - - - 53 1 10 8 15 4 4 - � - 2.7- 
5.5V 

64- 

QFN 
$9.61 

5 

µA 
N/A 

25 
µA 

1.37 
mA 

1.0 
µA 

Atmel 

ATmega1281 [106] 
8 

bit 

16 

MHz 

128 

KHz 

31KHz 

-8MHz 

128 

KB 

8 

KB 

4 

KB - 2 3 1/0 - - - - 54 1 
10 

bit 
8 15 6 6 - � - 2.7-

5.5V 

64-

QFN 
$7.32 

0.6 

µA 
N/A 

17 

µA 
1.25 
mA 

1.0 
µA 

Texas Instruments 

MSP430F1611 [107] 

16 

bit 
8 

MHz - 
80KHz- 

5.4MHz 
48 
KB 

10 

KB 
- 3 2 2 1/0 - - - - 48 1 

12 

bit 
8 200 8 2 - - � 

1.8-

3.6V 

64 

QFN 
$14.94 

0.2 

µA 
N/A 

2 

µA 

500 

µA 

50 

ηA 

Texas Instruments 

MSP430F5328 [108] 

16 

bit 

25 

MHz 

9.4 & 

32.76 
KHz 

70KHz- 

25MHz 

128 

KB 

10 

KB 
- 3 2 4 2/0 - - - - 48 1 

12 

bit 
12 200 14 4 - � � 

1.8-

3.6V 

64 

QFN 
$5.45 

1.2 

µA 

0.18 

µA 

1.4 

µA 

400 

µA 

50 

ηA 

STMicroelectronics 

STM32L151RBT6[109] 
32 
bit 

32 
MHz 

37 
KHz 

64KHz- 
4.2MHz 

128 
KB 

16 
KB 

4 
KB 

7 3 2 2/2 - � � � 51 2 
12 
bit 

20 1K 4 6 
24 
bit 

� � 
1.8-
3.6V 

64 
QFP 

$4.81 
0.6 
µA 

0.3 
µA 

4.5 
µA 

300 
µA 

50 
ηA 

Energy Micro 

EFM32G230F128 [110] 
32 
bit 

32 
MHz 

32.76 
MHz 

1-28 
MHz 

128 
KB 

16 
KB 

- 8 5 3 1/1 - - - � 56 2 
12 
bit 

8 1K 3 4 
24 
bit 

� � 
1.8-
3.6V 

64 
QFN 

$5.70 
0.6 
µA 

0.02 
µA 

0.9 
µA 

180 
µA 

25 
ηA 

NXP 

LPC1754FBD80 [111]  
32 
bit 

100 
MHz - 4-100 

MHz 
128 
KB 

32 
KB 

- 8 4 1 2/0 � - � - 52 - 12 
bit 

6 200 6 4 
24 
bit 

� � 
2.4-
3.6V 

80 
QFP 

$6.11 
30 
µA 

0.6 
µA 

31 
µA 

420 
µA 

40 
ηA 

TI (used in Sprouts) 

CC2530F256 [112] 
8 

bit 
32 

MHz 
32.753 
KHz 

250K-
16MHz 

256 
KB 

8 
KB 

- 5 2 2 1/0 - - - - 21 1 
12 
bit 

8 30 4 4 - - � 
2-

3.6V 
40 

QFN 
$6.76 

0.4 
µA 

N/A 
1.4 
µA 

203 
µA 

50 
ηA 

                                  

Recommended  

(minimum) 

16 
or 

32 

25- 
50 

MHz 

32.76 

KHz 

1-50 

MHz 

128 

KB 

16 

KB 
- 3 2 2 1/0 - - - - 48 1 

10 

bit 

8-

16 

200 
-

1K 

4 4 
24 

bit 
� � 

1.8-

3.6V 

64 
QFN 

QFP 

~$5-6 
0.5- 
 1.0 

µA 

0.1- 
0.5 

µA 

1-3 

µA 

200-
400 

µA 

25- 
50 

ηA 

Note: Underlined text indicates: a high attribute, bold text: a low attribute, and regular text: average or common attributes. 
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Table 6.2 represents a brief comparative summary, deduced from Table 6.1, which states the 

unique advantages and disadvantages of each MCU. We notice that promising MCUs such as the 

STM32L151RBT6, EFM32G230F128, and CC2530 have not yet been utilized in a WSN 

platform, which could potentially reach applications unattainable with aging platforms such as 

Mica2, MicaZ, IRIS, and TelosB. 

Table 6.2 Advantages and disadvantages of common MCUs 

Microcontroller 
Unique Advantages Disadvantages 

Used in WSN 

Platform 

Atmel 

ATmega128L 
TinyOS support and EEPROM 

Low speed, Low SRAM, high active 

currents, No DMA, low ADC, no 

Temp. sensor, over priced 

Mica2 and MicaZ 

Atmel 

ATmega1281 
TinyOS support and EEPROM 

No DMA, low ADC, high active 

currents, no Temp. sensor, over priced 
IRIS 

Texas Instruments 

MSP430F1611 

TinyOS support with lower overall power 

consumption than ATmega128x MCUs 

Low Flash, low speed, low timers, no 

RTC, very expensive 
TelosB 

Texas Instruments 

MSP430F5328 
Best internal oscillator options, 4 SPI  No dedicated OS timer  None 

STMicroelectronics 

STM32L151RBT6 

4K byte of EEPROM, 2 I2C with SMBUS 

support, LIN bus, USB, Smart Card, 20 

ADC channels, lowest price for MCU 

New MCU with little community 

support 
None 

Energy Micro 

EFM32G230F128 

Lowest overall power consumption, 5 

UARTs, highest GPIOs 

New company with little community 

support   
None 

NXP 

LPC1754FBD80 

Highest operating speed, highest SRAM, 

CAN support, USB,  

1 SPI, no analog comparator, high 

sleep currents 
None 

TI 

CC2530 

Includes a Zigbee transceiver and 8051 

MCU in one package, which yields lowest 

cost, low overall power, small physical size  

Outdated 8051 architecture, 8 bit 

MCU, low pin count which yields low 

digital I/O support 

Sprouts 

 
Our ideal MCU would be an ARM-Cortex M3 MCU with an embedded ultra low power Zigbee 

and Bluetooth Low Energy transceiver, a 64 pin QFN package, TinyOS and Contiki OS support, 

high communication interface support such as the STM32L, ultra low power active and sleep 

modes, and a price range lower than $5 for quantities greater than 100. However, such a SoC 

device does not yet exist as of the writing of this thesis. We have decided to use the CC2530F256 

which allows us to significantly reduce the size of the platform since we only need one 

semiconductor chip as opposed to a separate MCU and Zigbee transceiver. In addition, the 
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CC2530 is provided with an open source Zigbee stack by T.I., called Z-Stack, which has an 

application layer support and task scheduler for fast application prototyping. The overall low 

power consumption of the CC2530 makes it a very good candidate for WSNs.  Although the 

CC2530 has very limited number of digital I/Os, we have managed to utilize all of them in the 

Sprouts platform, such that we support 4 unique sensor module ports, which consume many of 

the CC2530 resources since each module requires 3 unique digital ports for a total of 12, RF 

remote triggering, and energy harvesting. The design of the Sprouts hardware was very 

challenging due to the extreme limited size requirements to fit such a versatile platform into a less 

than 0.85 inch diameter PCB layout. The external size of the platform including the enclosure is 

1.0 inch in diameter and 0.5inch in height, thus, the PCB layout had to be 0.85 in diameter, and 

total height must include support for a 20mm coin battery height, antenna connectors, and 

connectors for the sensor modules. Every millimeter added by any component or connector was 

accounted for carefully. In fact, the Sprouts platform hardware design and implementation was 

refined over several iterations, such that every iterative design process was necessary and 

improved upon its predecessor in order to meet our harsh environment requirements discussed in 

Section 4.2. In addition, other factors that necessitated the redesign of the hardware architecture 

and implementation included miniaturizing size, reducing implementation cost, simplifying the 

fabrication process for easy mass production of Sprouts, physical ruggedness, reducing power 

consumption, supporting easy debug and development tools, and supporting third party off-the-

shelf development kits by T.I.  

Programming Sprouts can be achieved using one of three easy methods. The first method is 

achieved by inserting the Sprouts platform into our custom designed development board, which 

has a full JTAG-programmer connector and allows connection and easy debugging of all ports on 

the Sprouts platform. The second method is achieved by inserting our custom designed 

development board into Texas Instruments' SmartRF05EB development kit. The SmartRF05EB 

will automatically detect the Sprouts node and allow the user to program it. The last method is by 
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directly interfacing to the miniature JTAG programming port on the Sprouts platform, which is 

seen in Figure Z. Software development on Sprouts was done in IAR Embedded Workbench 

using IAR C-compiler. Our Syncrude application on the Sprouts platform uses a total of 67 

source code files, which consumes a total 109,175 bytes of Flash memory and 4,734 bytes of 

RAM, which is approximately 43% of the total available Flash memory and 59% of the total 

available RAM memory.  

The schematic of Sprouts hardware architecture is shown in Figure 6.11 and Figure 6.13. We 

explain each section as follows: 

1) MCU and Transceiver: in Figure 6.11, the CC2530 has output matching network before 

connected to the patch antenna (MCC1_UFL_conn), such that an onboard antenna is also 

possible through a header (MHDR1x2), however, it is not used for harsh industrial 

applications. 

Figure 6.13 shows the remaining schematic of the Sprouts end node hardware architecture.  

2) Sensor Modules: there are a total of four sensor modules as described in Chapter 5. In 

the schematic we show their physical and logical connection to the CC2530. 

3) Crystal Oscillators: there are two crystal oscillators utilized by Sprouts, a 32.768 KHz 

and a 32MHz. The low frequency oscillator is utilized during low power sleep mode to 

keep track of periodic reports when necessary. The high frequency 32MHz oscillator is 

utilized by the main processor and transceiver during active mode. 

4) Reset: a simple reset button is available for development purposes only, and can be 

omitted during deployment to reduce cost.  

5) JTAG programmer: used to program Sprouts through a standard JTAG link. 

6) Battery and Switch: a low cost 20mm battery is utilized which can be a CR2032 non-

rechargeable or a 20mm ML-2020 rechargeable. The switch turns on/off the platform. 

7) Energy Harvesting and Remote Triggering: the schematic is shown in Figure 6.7.  

 For the final PCB layout of Sprouts, please refer to Appendix D. 
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Figure 6.11 Sprouts core schematic showing the CC2530 logical connections and output 

impedance matching for multiple antenna connections 

 

A) B)  

Figure 6.12 A) Sprouts 4 layer implementation using Altium Designer B) Sprouts top view 

implementation with coin battery and without enclosure 
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sensor module ports 

CC2530 

19m
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Figure 6.13 Sprouts sensor modules logical connectors to the CC2530 and support for reset 

button, on/off power switch, JTAG programmer, and two crystals for accurate MCU and 

Zigbee timing 

6.7 Sprouts Coordinator/Router Node Hardware Architecture Design  

In a Zigbee network, only one coordinator node is allowed per network. Other coordinator nodes 

can still join an already established network by becoming router nodes instead. Thus, we design 

all router nodes as coordinator nodes with the ability to switch back and forth based on network 

establishment. The central processing unit of the Sprouts coordinator node (SCN) is a system-on-

chip (SoC) solution which integrates an IEEE 802.15.4 transceiver and an Intel 8051 

microcontroller. The Sprouts coordinator node uses a combination of CC2531 and CC2590. The 

CC2531 is identical to the CC2530, except that it supports a USB interface. The CC2531, 
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developed by Texas Instruments, has 256K Bytes of Flash and 8K Bytes of RAM. The maximum 

transmit power CC2531 is approximately 3.0 dBm. The USB interface in the CC2531 allows our 

coordinator node to connect with a host Linux operating system as discussed in Section 8.4. The 

CC2590 is an external bidirectional power amplifier that amplifies the signal received from the 

CC2531 by a gain factor of +11dB, and increases receiver sensitivity by +6dB, as seen in Figure 

6.20. The total power consumption of the CC2531 and CC2590 at the maximum transmit power 

of +11dBm is approximately 59mA.  

The SCN has two antenna-connection options: a PCB planar inverted-F antenna (PIFA) and an 

auxiliary antenna connection. Selection between the two antennas is established using a 20pF 

capacitor jumpers Cop1 and Cop2. For example, selecting the PIFA antenna requires a 

Cop2=20pF and Cop1=open.  Specific measures must be taken when designing a PCB hosting 

radio frequency (RF) components, such that RF performance can be greatly affected by trace 

width, trace length, trace spacing, ground layout, vias, power planes, can-shield, and more. 

Therefore, the entire PCB design of SCN was manually routed to ensure maximum trace quality 

and RF performance. 

 

Figure 6.14 Sprouts Coordinator Node using CC2531 and CC2590 schematic diagram 
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Energy Harvesting using SCN: energy harvesting (EH) on the SCN is facilitated by LTC3588, 

which is a specialized chip with high impedance input ideal for piezoelectric and solar energy 

sources. The LTC3588 has a selectable output voltage between 1.8V and 3.6V, thus, we selected 

a fixed 3.3V output compatible with CC2531 and CC2590. When sufficient energy is harvested 

and the output voltage reaches 3.3V, the PGOOD pin on the LTC3588 is set high, which is 

connected to p0.3 on the CC2531 as seen in Figure 6.15. The SNSR header is a two pin header 

which can be connected to an external experimental sensor such as a temperature sensor. The 

SUPCAP header allows us to install a large super-capacitor if needed. The PZT header is the 

energy harvesting input source connected to a high impedance piezoelectric source, which can 

also be connected to a solar panel.    

 

Figure 6.15 Energy Harvesting using LTC3588 for piezoelectric or solar energy 

USB Interface: the CC2531 is identical to the CC2530, except that it supports a USB interface, 

which allows for firmware upgrades over USB connection using SmartRF Studio by Texas 

Instruments. The USB port also provides a 5.0V DC voltage to the SCN, which is then regulated 

down to 3.3V using MCP1700-3.3V by Microchip. LED1 draws power from the 5.0V USB-

source to indicate USB connection and power, therefore, it is constantly on (green light) while the 
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USB port is connected. Three digital signals are required to establish a connection with USB port 

are the following: USB_INT, USB_P, and USB_N. 

A.  B.  

Figure 6.16 Sprouts Coordinator USB and Power schematics 

SCN Power Sources: power to the SCN can be established using one of three different methods: 

USB power, energy harvesting power, and battery power. In order to select from these three 

sources, a jumper port J1 selects between USB power or battery power, while Slide_Switch 

selects between J1-output or energy harvesting power. For example, to power the SCN from a 

USB port, a jumper must be placed between pin1 and pin2 on J1, and the slide switch toggled to 

the right. 

External Flash Memory: external flash memory, such as M25PE20 or M25PE40, can be added 

to the SCN to store additional non-volatile information. The external memory is connected to the 

CC2531 using a 4-wire SPI bus. Thus, the external flash memory is not an extension of the 

internal flash memory of the CC2531. There is no limit to the size of the external flash memory 

other than cost. The SCN comes equipped with a M25PE20 (256K x 8bits) as a default option, 

but can be upgraded to M25PE40 (512Kx8) by simply replacing the default chip. We use the 

external Flash memory to store a default coordinator firmware in case of any data corruption due 

to over-the-air firmware updates. However, it is also used as a general purpose non-volatile 

backup storage. 
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A.  B.  

Figure 6.17 External Flash Memory and UART Debug 

JTAG: the SCN uses a JTAG port to establish in-circuit programming, debugging, single-

stepping, and break-points. The JTAG header is fully utilized by the SmartRF05EB development 

board from T.I. Therefore, a 10-pin ribbon-cable connects SCN to P3_Ex_SoC port on the 

SmartRF05EB. If the connection is established correctly, a message on the SmartRF05EB LCD is 

displayed indicating that an external device (CC2531) is found. No additional hardware, other 

than the SmartRF05EB, is necessary to program the SCN. 

UART Debug: A software driven debug interface is highly valuable when developing and 

debugging software. Therefore, the SCN has a UART debug port which provides a Rx, Tx, VDD, 

and GND signals. The Tx and Rx signals are directly connected to the CC2531, thus, require a 

voltage level-shifter (i.e. RS232) if they were to be connected to a COM-port on a PC. In 

addition, the SCN has LED2 (soft-white color) available for general purpose debugging. 

Printed Inverted F-Antenna (PIFA): the PIFA antenna is a quarter-wave (¼ λ) length printed 

copper wire that is folded into an L-shape to conserve space and then tapped along its length for a 

50Ω match, which then gives it the F-shape look, hence, the name "inverted-F" antenna. At 

operating frequency 2.45GHz, the calculated quarter-wave length is approximately 31mm, which 

serves as a starting point for simulation. Upon simulating the PIFA antenna and adjusting the 

length to accommodate for the actual SCN ground plane size and FR4 dielectric material, the 

resulting simulation length was approximately 34mm instead. The implemented PIFA antenna is 

shown in the far right of Figure 6.18. The PIFA antenna simulation performance is plotted against 

the measured result using ZVL303 vector network analyzer, as seen in Figure 6.19.  
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Figure 6.18 Sprouts Coordinator Node with extended range output power, planar inverted-

F antenna (PIFA), RF shield, memory expansion, USB interface, JTAG, auxiliary antenna 

connection, optional battery power, and serial UART port 

 

Figure 6.19 PIFA return loss measurement using ZVL303 Vector Network Analyzer vs. 

simulated results using Ansoft Designer 
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After implementing the Sprouts coordinator node, we measure the output power performance of 

the CC2530 and the output power amplifier CC2590, as seen in Figure 6.20. The output resulting 

power is approximately 9.23dBm as measured by Agilent N9340B Handheld Spectrum Analyzer. 

The RF connectors and cable connecting the antenna to the spectrum analyzer have a total 

insertion loss of approximately -1.8dBm, which results in an actual output power of 11.03dBm. 

An output power of approximately +11dBm is the expected output power as described by the 

CC2590 datasheet, which verifies that our Sprouts coordinator node functions according to 

specifications. Figure 6.20 is a representation of a fully and properly functional design.  

 

Figure 6.20 Sprouts Coordinator Output Power on Zigbee channel-1 (2405 MHz) 

approximately 9.23dBm with +1.8dBm measurement equipment insertion lost (i.e. 

11.03dBm output power) 
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6.8 Summary 

In this chapter we described Sprouts hardware architecture. We explain how we achieve RF 

energy harvesting and describe the background of energy harvesting in Appendix B. Remote 

triggering is a subset of the energy harvesting system, such that it allows the Sprouts platform to 

sleep indefinitely until it is remotely triggered. We show the performance of the energy 

harvesting and remote triggering, and their respective circuit implementations. Furthermore, we 

discuss the Sprouts coordinator node hardware design, implementation, and performance, such 

that the Sprouts coordinator node is designed to be a fully certifiable Zigbee device.    



 

126 

 

Chapter 7 

Sprouts Network Architecture 

In this chapter we describe the network architecture of Sprouts platform and describe our own 

modification to the network layer for which we significantly reduce power consumption. In 

addition, we provide a practical method for measuring the lifetime of the network using real 

measurements obtained from our ECBP tool described in Appendix A. This chapter achieves the 

wireless network standard requirements listed in Chapter 4.  

7.1 Introduction  

We give an in depth comparison of the most prominent networks that are fundamentally different 

for WSNs in Section 3.2. Working with an already accomplished network standard is 

advantageous to the sensor platform in terms of compatibility with other sensor platforms at the 

network layer. Depending on the application layer and network standard support, a specific 

network topology may be necessary, such as multi-hop mesh topology for robust self-healing 

applications, which is a network topology currently only fully supported by Zigbee as discussed 

in Section 3.2.2.1. Zigbee [50] is a wireless personal area networks (LR-WPAN) widely adopted 

by WSNs. The Zigbee stack (ZST), which builds upon the IEEE 802.15.4 standard [49], describes 

two layers, the network (NWK) layer and the application (APL) framework layer. Adopters of the 

Zigbee specifications implement their proprietary ZST into their devices, such as the Z-StackTM 

by Texas Instruments used in CC2530.  

7.2 Motivation 

Most Zigbee stacks are device specific due to the inclusion of precompiled libraries below the 

APL layer. This is necessary to reduce the ZST size in Flash memory and protect against code 

migration to competitor devices. Thus, the user is provided limited accessibility to the ZST 

through the APL layer, which can lead to significant energy consumption beyond the user’s 
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visible scope or control using conventional software tools, such as code tracing. For applications 

that require several years of operation on a single coin battery, meticulous energy management 

and extreme energy savings are high priority, and can be adversely affected by limited source 

code visibility. Thus, we utilize our ECBP tool, discussed in Appendix A, to gain greater insight 

into power intensive network operations in the default Zigbee network setup, that are beyond the 

user's scope, and make changes to the network layer behavior without risking network 

compatibility with other sensor platforms. Our modifications to the default Zigbee network layer 

establishes energy savings as high as 92%. These power intensive network behaviors are common 

to all default Zigbee networks and are potentially detrimental to the lifetime of  the WSN.  

7.3 Sprouts Zigbee-based Network 

Sprouts uses a Zigbee-based wireless network, which builds upon the IEEE 802.15.4 standard. 

Zigbee is a well known standard today and has been constantly maturing since its initial release in 

2004. Sprouts utilizes Zigbee's built in 128 bit advanced encryption standard (AES) to secure the 

communication in the network. The exceptional advantage of Zigbee is the mesh network 

topology support, which is not supported by BLE nor Dash7, however, it comes at the significant 

cost of increased network-stack footprint and code complexity. There are over 12 well known 

promoters (e.g. Freescale, Philips, Ember, STmicroelectronics, Atmel, Emerson, Texas 

Instruments, etc.), over 170 participants (e.g. AT&T, CISCO, GE, Intel, LG, Logitech, Panasonic, 

Samsung, Sony, Sharp, Pioneer, etc.), and over 210 adopters worldwide (e.g. Motorola, D-Link, 

Lite-on, etc.). It is no surprise that Zigbee has become the de facto network for WSNs.  

There are three main devices defined by Zigbee which are derived from the two main device 

types mentioned in the IEEE 802.15.4 standard, namely the Coordinator (i.e. FFD), Routers (i.e. 

FFDs), and End-Nodes (i.e. RFDs).  

1) Coordinator: a maximum of one coordinator is needed to initiate a network. The Coordinator-

node is usually specifically chosen to be the gateway to other network technologies especially 
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TCP/IP-based networks where the network can be remotely monitored, controlled, and 

maintained. Thus, coordinator-gateways are usually connected to a reliable computer with enough 

memory, storage, and recommended connectivity to the internet where all the acquired data is 

stored, uploaded, managed, controlled, or viewed on the web. Since only one coordinator can 

exist in a Zigbee network, the coordinator becomes the single point of failure for the network. 

2) Router: Router-nodes are used in either tree or mesh topologies to support multi-hop 

connectivity and extend the communication range. Since Router-nodes are FFDs, in the absence 

of a coordinator, a router node may assume the role of a coordinator. Also, a Coordinator-node 

may take the role of a Router-node in the presence of an already established network. Router-

nodes route data packets across multiple Router-nodes until reaching the Coordinator over a 

multi-hop network. Router-nodes are usually permanently powered to keep the receiver listening 

constantly, allowing End-nodes to sleep longer and save energy.  

3) End Node: end nodes, also known as Zigbee end devices (ZEDs), are low power sensor nodes 

that can only communicate directly with Router-nodes or the Coordinator-node and spend most of 

their time in sleep mode to preserve valuable battery power. End nodes cannot take the role of a 

Router or Coordinator node, which reduces memory requirements and, therefore, cost. End nodes 

may switch their association from one Router-node to another if communication fails, which is a 

self-healing mechanism applicable between Router-nodes as well. 

 

Figure 7.1 Zigbee network stack: A: Full Model B: Simplified Model 
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Zigbee fully implements three network topologies: star, tree, and mesh. A star topology allows 

one coordinator to initiate the network where Router-nodes and End-nodes can join the network, 

such that only the Coordinator-node is allowed to have children-nodes. In a tree topology, a 

Router-node is allowed to have children-nodes. Routing in a hierarchical tree topology does not 

allow alternative paths without changing the network structure, such that re-association between 

Router-nodes is necessary to reestablish a link to the coordinator. Finally, Zigbee implements a 

full mesh network utilizing the underlying 802.15.4 peer-to-peer support. In a Zigbee mesh 

network, any Router-node can communicate with any other Router-node or coordinator within its 

communication range; allowing multiple alternate paths to be formed from one node to another. 

However, End-nodes are only allowed to communicate with their parent Router-node. All Zigbee 

network topologies, seen in Figure 7.2, support beacon and non-beacon networks. In a beacon 

enabled network, Router-nodes transmit periodic “heart-beat” messages to neighboring nodes to 

confirm their presence, thus, allowing Router-nodes to sleep between periodic messages. Beacon-

enabled networks allow the Router-nodes to be battery operated which is important to certain 

applications where a permanent power-line source may not be available. In a non-beacon Zigbee 

network, messages are sent and received asynchronously using carrier sense multiple access 

(CSMA) with collision avoidance (CA). A non-beacon-enabled network allows for heterogeneous 

nodes and applications behaviors such as continuous data transmission in addition to event based 

data communication to exist on the same network.  

A: B: C:     

Figure 7.2 Zigbee network topologies: A: Star; B: Cluster Tree; C: Mesh 

Star
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Mesh Coordinator (FFD)
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7.4 Energy Consumption measurements for Zigbee-based WSNs  

Numerous references discuss mathematical models to calculate energy consumption of Zigbee 

based networks [86][87][88]. However, none of them utilize a data acquisition card (DAQ) based 

energy consumption measurements. In reference [86], the authors use an oscilloscope to capture 

current measurements only while ignoring the voltage supply level drops that effect power 

consumption measurements and system reliability. In addition, authors in [86] show the current 

consumption behavior of an orphaned Zigbee End Device (ZED), but do not describe any method 

to lower it. The authors of [87][88] describe how to measure current consumption for CC2530 

using an oscilloscope, however, we use a DAQ based acquisition system which we have also 

designed to measure voltage source drops, accurate power and energy consumption calculations, 

active and sleep duty cycles, and data logging. 

7.5 Sprouts Zigbee Network Performance  

There are three places to configure performance related compilation parameters for the Zigbee 

application layer. The first place is through defining “Preprocessor” in “C/C++ Compiler” option 

seen in Figure 7.3. The second place is by modifying configuration files under “Tools” Folder 

within workspace as seen in Figure 7.4. The third place is hardware specific file, named 

“hal_board_cfg.h”, located under HAL\Target\CC2530EB\Config), and similarly for the CC2531 

Sprouts coordinator node.   
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Figure 7.3 Compilation Preprocessor Screen within IAR Workspace 

 

Figure 7.4 Location of Configuration Files within IAR Workspace  

In Table 7.1, we list some of the important run-time parameters used by the Sprouts application 

layer and used in our modified Zigbee network to evaluate the performance of our algorithms and 

effectively reduce energy consumption. These parameters have predefined values programmed 
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within the initialization code, with the added ability to update them via the Sprouts coordinator or 

the Linux driver.  

Table 7.1 Performance related configuration parameters for Sprouts Zigbee network 

Parameter Defined in Objective Description 

rejoin_failure_limit 
SproutsApp\ 
SproutsRF.h 

Number of Rejoin Failures before Resetting 
the Device Network Configuration 

report_failure_limit 
SproutsApp\ 
SproutsRF.h 

Number of Reporting Failures before 
Conducting Rejoining Process 

reconfig_poll_interval 
(seconds) 

SproutsApp\ 
SproutsRF.h 

Interval Between Reconfiguration Updates 

config_req_retry_interval 
(milliseconds) 

SproutsApp\ 
SproutsRF.h 

Timeout Before Resending Configuration 
Request 

nwk_join_timeout 
(milliseconds) 

SproutsApp\ 
SproutsRF.h 

Network discovery timeout 

hold_nwk_delay 
(milliseconds) 

SproutsApp\ 
SproutsRF.h 

Waiting time before network discovery 

report_period 
(milliseconds) 

SproutsApp\ 
SproutsRF.h 

Sensing Report Interval 

max_nwk_hold_delay 
(milliseconds) 

SproutsApp\ 
SproutsRF.h 

Maximum holding time delay before 
rejoining network 

rejoin_retry_delay 
(milliseconds) 

SproutsApp\ 
SproutsRF.h 

Waiting time before Retry Rejoining 

hold_network_delay 
(milliseconds) 

SproutsApp\ 
SproutsRF.h 

Network Joining Hold Time After Device 
Starts 

 

In our experiments, we form a Zigbee network using one Sprouts Zigbee coordinator (ZC) and 

two Sprouts Zigbee end devices (ZEDs), using TI Z-Stack 2.4.0, and a star topology. The test 

setup is performed in a lab environment in order to measure power consumption. We alter the 

network behavior for both ZEDs, and measure their energy consumption using our ECBP. The 

first ZED is programmed to discover a network using the default Zigbee network discovery 

process, read all 4 sensor modules, and report a data packet every 5s. Likewise, the second ZED 

also reads all 4 sensor modules and reports every 5s, however, it is programmed with our 

enhanced network discovery process which has the following features: 

1. A network discovery timeout algorithm described in Algorithm 7.1, which allows the ZED to 

enter sleep mode in case of a failed Zigbee network discovery where the elapsed network 

discovery time is greater than nwk_join_timeout. The default Zigbee network behavior 
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assumes the presence of a coordinator in the network before a Zigbee end node attempts to 

join a network. However, this is not always the case especially in harsh environments where 

end nodes may deployed prior to an establishment of a network.  

Algorithm 7.1 Sprouts ZED network joining state event algorithm 

 

2. A network rejoining timeout, described in Algorithm 7.2, where a Zigbee end device loses its 

parent (i.e. Router or Coordinator) after it had successfully joined the network. In a default 

Zigbee network, end nodes will constantly attempt to rejoin the same network, thus their 

energy will be drained without ever successfully rejoining if the parent is not active. In harsh 

environment, the coordinator or Router may go offline for an extended period of time during 

maintenance periods. Thus, end nodes must conserve their power by stopping the network 

rejoin process until a Zigbee network is reestablished. 

3. An application-controlled multiplicative sleep duration which doubles the current sleep 

duration for each consecutive failed network search operation. For example, if the initial 

sleep period upon failure is set to 10s, then each consecutive failure will multiply the rejoin 

attempt timer to a value of 20s, 40s, 80s, 160s, and so forth until an upper bound limit is 

reached, which has a default value of 6 hours. In Algorithm 7.2, we describe our Sprouts 

network behavior modification to the default Zigbee networks for stopping the rejoin process 

and multiplicatively increasing the rejoin retry delay. 

  

/* Sprouts network joining process */ 

if (event & SPROUTS_START_NETWORK_EVT) { 

appState = APP_JOIN; //set Sprouts node in join state 

//The zb_StartRequest function starts the ZigBee stack.  When the  ZigBee stack starts, the device reads configuration parameters 

zb_StartRequest(); 

//Setup Sprouts network joining timeout nwk_join_timeout (ms), extended with our 32 bit timer 

osal_start_timerEx32(sapi_TaskID, SPROUTS_REJOIN_EVT, nwk_join_timeout ); 

} 
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Algorithm 7.2 Sprouts ZED network rejoin multiplicative sleep event algorithm 

 

4. A clean-slate reset approach, described in Algorithm 7.3 

Algorithm 7.3 Sprouts ZED network clean-slate reset upon rejoin failures algorithm 

5. , to allow an orphaned ZED to join a new network upon a certain number of failures or loss of 

an old network. When a coordinator goes offline for an extended period of time and then 

comes back online, the coordinator may decide to choose a different network ID from the 

previously established one, such that any ZED still attempting to join the old network will 

never be able to establish a successful network join. Thus, after a specific number of failed 

/* Sprouts Network Rejoin Multiplicative Sleep Event*/ 

  if( event & SPROUTS_REJOIN_EVT )  {     

    if ( appState == APP_JOIN){  // Failed joining at beginning. Change app state to rejoining mode 

      appState = APP_REJOIN;  // Set application state to rejoin state 

      ZDApp_StopJoiningCycle();  // Shutdown radio temporarily  

      hold_nwk_delay *=2;   // Retry rejoining after multiplicative holding time 

      osal_start_timerEx32( sapi_TaskID, SPROUTS_REJOIN_EVT, hold_nwk_delay );  

    } 

    else if ( !newNWKConfig && !rejoinState){  // Rejoin process not yet started, start a joining state 

        ZDApp_StartJoiningCycle();  // Start joining cycle 

        rejoinState = TRUE;   // Setup a rejoining timeout event 

        osal_start_timerEx32( sapi_TaskID, SPROUTS_REJOIN_EVT,  nwk_rejoin_timeout );  

    } 

    else if (newNWKConfig && !rejoinState){ // Rejoin process not yet started with network configuration cleared 

      ZDApp_StartJoiningCycle();  // Try to rejoin with clean slate network configuration 

      rejoinState = TRUE;   // Setup a rejoining timeout event 

      osal_start_timerEx32( sapi_TaskID, SPROUTS_REJOIN_EVT,  nwk_rejoin_timeout );  

    } 

    else if (rejoinState) {    // Rejoining failed because network isn't found  

      ZDApp_StopJoiningCycle();  // Stop joining temporarily 

      hold_nwk_delay *= 2;  // Double the hold time before retry  

      if (hold_nwk_delay > max_nwk_hold_delay)  

        hold_nwk_delay = max_nwk_hold_delay;  // Hold delay may not exceed the maximum max_nwk_hold_delay 

      else {     // Setup a wait period before another rejoining retry           

        rejoinState = FALSE; 

        osal_start_timerEx32( sapi_TaskID, SPROUTS_REJOIN_EVT, hold_nwk_delay );  

      }//end else 

    }//end else if 

  }//end if 



Chapter 7: Sprouts Network Architecture 

135 

 

attempts, rejoin_failure_limit, to join a preexisting network, we modify the ZED to delete all 

configuration parameters related to the old network, and attempt to discover a new one. 

Algorithm 7.3 Sprouts ZED network clean-slate reset upon rejoin failures algorithm 

 

The following 5 experiments are conducted using our algorithms described in Algorithm 7.1, 

Algorithm 7.2, and Algorithm 7.3 to profile the energy consumptions for both Sprouts Zigbee end 

devices (ZEDs). All experiments, which correspond to typical scenarios in Zigbee-based WSNs, 

are prepared with four ultrasound sensing modules attached to each ZED. The total sleep current 

for each ZED with four sensor modules attached is approximately 6.5µA. This sleep current is 

static throughout the sleep mode, thus, a conventional ammeter with high low current accuracy 

can be used to measure sleep currents (e.g. Amprobe 38XR-A), our ECBP was also used to verify 

the average sleep current using a large value resistor (i.e. 50KΩ for sleep current range between 

0.1µA to 10µA). Transmission power for both ZEDs was set to the maximum of +4.5dBm. 

  

      /* If the rejoin with current configuration reaches its limit; clear network configuration and force a clean-slate network rejoin */ 

      if (!newNWKConfig && resetWatch++ >= rejoin_failure_limit){  

         // Store the current network hold time so the node does not start searching for network immediately after reset. 

         // If NV_RESTORE is undefined, the node will only wait for a default amount defined within file SproutsRF.h (10 seconds currently) 

         #ifdef NV_RESTORE 

            zb_WriteConfiguration( SPROUTS_NV_HOLD_NETWORK_START_PERIOD, sizeof(uint32), & hold_nwk_delay); 

         #endif  

         osal_stop_timerEx( sapi_TaskID, SPROUTS_REJOIN_EVT ); 

         osal_set_event( sapi_TaskID, SPROUTS_NETWORK_RESET_EVT);         

      } 

/* Called if the Sprouts node has not successfully joined the network usually due to network configuration change at the coordinator, or loss of 

a coordinator.  Force a clean slate network rejoin */ 

  if( event & SPROUTS_NETWORK_RESET_EVT ) { // Clear stored network configuration and state (including short address)  

     startOptions = ZCD_STARTOPT_CLEAR_STATE | ZCD_STARTOPT_CLEAR_CONFIG;          

     zb_WriteConfiguration( ZCD_NV_STARTUP_OPTION, sizeof(uint8), &startOptions ); // Write new configuration to non volatile (NV) 

memory 

     newNWKConfig = TRUE; // Indicate a new forced rejoin with new configurations  

     zb_WriteConfiguration(SPROUTS_NV_NEW_NETWORK_CONFIG, sizeof(uint8), &newNWKConfig ); // Write new configuration to NV 

memory 

     SystemReset();      // Reset the Sprouts  node to obtain new network configuration and address  

  }     



Chapter 7: Sprouts Network Architecture 

136 

 

7.5.1 Network Performance Experiment 1: no network found during initial power up 

When Sprouts ZEDs are present before a Zigbee network is formed, they constantly attempt 

network discovery as a default behavior of Z-Stack. Other than a brief sleep duration between 

scans, Z-Stack does not impose an effective mechanism to temporarily hold the network 

discovery process during prolonged absent periods of a Zigbee network [50]. 

 

Figure 7.5 Default Z-Stack behavior of ZED when no ZC or network is found 

Therefore, the first ZED constantly searches for a network to join until power is completely 

depleted. Current consumption of experiment-1 is depicted in Figure 7.5, such that each vertical 

line is a network discovery attempt. These vertical lines can be better viewed in Figure 7.11. In 

Figure 7.5, the energy consumed during a 155s run is approximately 4.330J, which can also be 

seen in the top right corner of the graph. This aggressive energy consumption behavior would not 

have been easily detectable or noticed without using our ECBP solution to modify the default 

network stack. 

The second ZED, programmed with our enhanced network discovery process, searches for a 

network in short discrete durations, then sleeps for multiplicative intervals (i.e. 20s, 40s, 80s, etc.) 

Failed network join 

upon startup 

Constant Failures to join network 
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between failed network discoveries. Thus, by using our ECBP for discovering the aggressive 

energy consumption behavior in Figure 7.5, and correcting for it using our multiplicative sleep 

durations, we were able to reduce energy consumption from 4.330J to 425.4mJ, as seen in Figure 

7.6, which is approximately a 90.2% in energy saving. 

 

Figure 7.6 Enhanced network control to stop the joining process for 10s, 20s, 40s, etc. upon 

each successive join failure saves 90.2% energy in 155s. 

7.5.2 Network Performance Experiment 2: network lost during reporting state 

In this experiment, a Zigbee coordinator (ZC) is found upon initial startup of the ZED, thus the 

ZED joins the network and proceeds to report every 5s. However, we disconnect the ZC 

approximately 45s after reporting, which forces the ZED to enter a rejoin state by performing an 

orphan scan with long listening periods, as seen in Figure 7.7. This aggressive rejoin behavior 

would not have been easily visible without using our ECBP solution. 
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Figure 7.7 Default Z-Stack behavior when no ZC or network is found after successful 

reporting by a ZED 

Using the information obtained from Figure 7.7, we program the second ZED with our enhanced 

application to detect network absence, stop the orphan scan, perform a clean-slate reset, and 

initiate network discovery instead, as in experiment-1. Thus, we were able to reduce energy 

consumption from 6.532J to 483.9mJ over a 155s time period, an energy saving of approximately 

92.6%, as shown in Figure 7.8. 
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Figure 7.8 Enhanced Z-Stack behavior when no ZC or network is found after successful 

reporting by a ZED 

7.5.3 Network Performance Experiment 3: end node out of communication range 

In experiment-3 we temporarily shield RF communication on the ZEDs to simulate out of range 

behavior, after 45s of successful reporting. Approximately 60s later we remove the RF shield to 

simulate a successful rejoin and report. In Figure 7.9, the immense amount of energy consumed 

during the out of range behavior was easily noticeable using our ECBP. Thus, we modified this 

default Zigbee behavior, using the process described in experiment-2, and reduced energy 

consumption from 3.966J to 481.2mJ over a 155s time period, which yields 87.9% in energy 

saving. 
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Figure 7.9 Default behavior when a ZED is temporarily out of range 

 

Figure 7.10 Enhanced network control of a ZED temporarily out of range 
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7.5.4 Network Performance Experiment 4: default scan duration effect on energy 

In experiment-4, we vary the scan duration and measure its effect on energy consumption using 

our ECBP. According to the IEEE 802.15.4 specifications [49], the MAC scan duration is 

represented by a constant unit-less value, which corresponds to a ms time value in a lookup table,                    

between 0 and 14, which defines the ZED listening duration for a beacon response after sending a 

beacon request during network discovery or network rejoin. In Figure 7.11, the scan duration is 

set to 5 (i.e. corresponds to 507ms listen duration). As a result, the energy consumed is 339.7mJ 

over a 6.908s duration of failed network discovery attempts. 

 

Figure 7.11 Default Z-Stack scan duration of 5 or 507ms listening period 

By reducing the scan duration to 3 (i.e. 138ms), we measure energy consumption over the same 

period of time (i.e. 6.908s), as seen in Figure 7.12, and report a drop in energy consumption to 

196.4mJ, which is approximately 42.2% in energy reduction. 
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Figure 7.12 Modified Z-Stack scan duration of  3 or 138ms listening period 

7.5.5 Network Performance Experiment 5: modified scan duration effect on energy 

In experiment-5 we use our explicitly enhanced application layer control of the network 

discovery process to disable continuous scan attempts. We then record the amount of energy 

consumed during the network searching stage with the scan duration set to 5 (i.e. 507ms). In 

Figure 7.13, the energy consumed is 142.6mJ over a 2.798s of failed join attempts. Notice how 

the average voltage 2.759V, seen in the top right corner of Figure 7.13, is lower the nominal 

3.0V. This is mainly due to the voltage drop across Rs (10.8Ω), which must be monitored, as we 

do in our ECBP, to watch for abrupt system resets due to unexpected current surges that may drop 

operational voltage below 2.0V. 
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Figure 7.13 Modified Z-Stack scan duration of 5 or 507ms listening period 

A scan duration reduction to 3 (i.e. 138ms) reduced energy consumption to 71.72mJ, as seen in 

Figure 7.14, over the same period of time (i.e. 2.798s), which is approximately 49.7% energy 

reduction from the 142.6mJ.  

 

Figure 7.14 Modified Z-Stack scan duration of 5 or 507ms listening period 
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7.5.6 Network Performance Results 

In Table 7.2, we summarize the total energy savings achieved using our modified Zigbee 

network. We have shown that the default behavior of the Zigbee stack does not impose an 

effective mechanism for: 

1) Absence of a network during initial power-up 

2) Network loss during a reporting state 

3) End node Out of Communication Range 

4) Default network scan duration  

We provided a list of algorithms in Algorithm 7.1, Algorithm 7.2, and Algorithm 7.3 to resolve 

the above listed issues, which are critical for WSNs operating in harsh environments. Our 

network modifications to the default Zigbee network stack show a high performance return on 

energy consumption up to 92.6% in energy savings.   

Table 7.2 Sprouts Zigbee network energy consumption performance results  

Performance 

Experiment 

Default Zigbee Network 

Energy Consumption 

Our Modified Zigbee 
Network Energy 

Consumption 

Percentage of 

energy savings 

Absence of a network 
during initial power-up 

4.330 J  425.4 mJ 90.2 % 

Network loss during a 
reporting state 

6.532 J 483.9 mJ 92.6 % 

End node Out of 
Communication Range 

3.966 J 481.2 mJ 87.9 % 

Default network scan 
duration 

142.6 mJ 71.72 mJ 49.7 % 

 

7.6 Estimating the Network Lifetime using the ECBP 

Using our ECBP we measure energy consumption for reading all four sensor modules attached to 

our Sprouts ZED, assemble a report packet, and successfully transmit the packet to the ZC. 
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Active duty cycle is 138ms and the consumed energy is 2.169mJ, as seen in Figure 7.15. Using 

the measured energy for one report packet of 2.169mJ, and the total average sleep current 6.5µA 

(at 3.0V) mentioned earlier, we estimate the total energy expenditure Etotal(tp) during a given time 

period tp for each ZED, such that Etotal(tp) must be less or equal to the total available energy Ebattery, 

which  is derived from the battery capacity CmAh, as described in equation (7.1). In a simple 

application where the ZED wakes up periodically to report sensor data, the total energy consumed 

during its lifetime is the sum of energy consumed during sleep mode Esleep, active report mode 

Eactive, and the total network join attempts Ejoin, as described in equation (7.2): 

mAhbattbatteryptotal CVEtE ⋅≅≤ 6.3)(           (7.1) 

∑
=

++≅
pt

t

joinactivesleepptotal EEEtE
0

)()(           (7.2) 

joinjactiveppbattsleepptotal EnEntVItE ⋅+⋅+⋅⋅≅)(        (7.3) 

such that np is the total number of reports during tp, and nj is the total number of join attempts 

during tp. Assuming a reliable network where the coordinator or network is always present and 

persistent, end nodes would be able to join immediately with little to no failures, thus, njEjoin 

would be relatively negligible. For example, a 20mm coin battery CR2032 has a 240mAh 

capacity, or Ebattery=2592J using equation (7.1). If we assume a one year runtime (i.e. tp=1year), 

and two reports per hour (i.e. np=17520 reports per year), Isleep=6.5µA, Vbatt=3.0V, thus by using 

equation (7.3) we calculate to total amount of energy required: 

mJsVAyearEtotal 646.117520)31536000(35.6)1( ⋅+⋅⋅≅ µ  

JJJyearEtotal 95.65200.3895.614)1( =+≅  

Thus, with a given total available battery energy Ebattery=2592J, the above example can run 

approximately 4 years (i.e. Ebattery/Etotal). Notice how Esleep(tp)=614.95J dominates the total energy 

consumed  Etotal(tp), which makes sense considering the end node spends most of its lifetime in 

sleep mode. 
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Figure 7.15 Reading four attached sensor modules to the Sprouts end node 

7.7 Summary  

In this chapter we discussed the modification of the default Zigbee network stack to significantly 

reduce the energy consumption during network discovery and rejoining attempts. We utilize our 

ECBP solution on a Zigbee based sensor network to discover energy intensive processes and 

effectively reduce power consumption by an order of magnitude, thus, extending the network 

lifetime by the same factor. By using our ECBP tool, and the discernible high power consumption 

of radio transceivers, we were able to gain greater insight into the network layer activity of a 

Zigbee end device. Such insight enabled us to effectively modify the network layer behavior 

through network modifications in the application layer, as described by our algorithms in 

Algorithm 7.1, Algorithm 7.2, and Algorithm 7.3. We also presented a practical method for 

estimating the lifetime of ZED using real energy consumption measurements provide by our 

ECBP tool, and conclude a total lifetime of 4 years on a single 20mm coin battery using our 
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Chapter 8 

Sprouts Software Architecture 

This chapter describes two software architectures. The first is a dynamically reconfigurable 

energy aware modular software (DREAMS) architecture to facilitate software development for 

energy harvesting Wireless Sensor Networks (WSNs). The second software architecture is a 

Sink-Server software architecture to facilitate data collection, management, and end user data 

representation. The DREAMS architecture simplifies WSN software development for 

applications with requirements for energy harvesting as an alternative power source to 

conventional batteries. Each software module has a set of features including an energy stamp 

(ES) and associated priority level (PL) required for the module execution management unit 

(MEMU) to carry forward a dynamic execution model in compliance with the current harvested 

energy level. In order to accommodate various design requirements addressing inherent 

difficulties in industrial equipment monitoring applications, software modules can be selected and 

configured at compile-time or remotely upgraded at run-time based on the low energy stamps or 

stringent application requirements. Loosely coupled software modules add increasing level of 

software architecture flexibility and dynamic configurability while allowing for optional 

optimizations for specific aspects such as reliability, security, power savings, or time critical 

event reporting. DREAMS architecture is mainly attractive for applications requiring easy to use 

dynamic re-configurability of software modules and associated priorities with optional over-the-

air infrequent software module upgrades for hard to reach deployments. The Sink-Server software 

architecture is a composition of several subsystems including an application layer, middleware 

layer, Linux operating system, a Sink-Server hardware layer, and a Zigbee coordinator node. The 

Sink-Server software architecture was fully implemented for harsh environments.  
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8.1 Related Work  

Energy harvesting based WSNs have seen a wide range of applications in different monitoring 

environments [113][114][115]. In addition, many studies address the software aspects of energy 

harvesting based WSN [89][90][91]. In [116], a programming language called EON and a 

runtime system are presented for perpetual system. The concept is to allow the programmer to 

annotate different flows for different energy levels. During execution of the program, the runtime 

system switches to different flows based on the energy level. Besides, the runtime system adapts 

the frequency of execution by providing a higher or reduced level of service based on the energy 

level. The goal of the solution is to sustain the working state of the system at all times. This work 

differs than ours, such that our system exhibits intermittent operation and tries to execute the 

more urgent tasks first rather than maximizing system life time. In addition, instead of annotating 

different command flows, we allow for specifying the sequence of modules which simplifies the 

program job. The work in [117], discuss Levels, which is a software abstraction strategy aiming 

at increasing network lifetime for applications with predictable lifetime. However, the scheme 

does not consider dynamic energy harvesting. 

The authors in [118] discuss a power management scheme for energy harvesting based WSN. The 

paper presents a power management scheme that generates a profile by learning from energy 

harvesting history, and adapts operation to the predictable rate of energy as to sustain a 

continuous operation. The scheme is also extended to the case of a network where different nodes 

have different potential for energy from the environment. The later extension includes a routing 

protocol with load balancing mechanism that shifts the load according to the energy availability 

of different nodes in the network. In [119], the authors provide a decision engine for maximizing 

the number of tasks performed at each execution round. The engine takes as input a set of energy 

prediction for each task and an energy budget and generates the list of tasks to be executed. The 

object is to maximize the number of tasks for each execution cycle. Our work differs in the sense 

that DREAMS architecture tries to satisfy tasks according to their priorities rather than 
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maximizing the number of tasks. Further comparison of DREAMS to other middleware 

architectures is given in Table 3.5, Section 3.3. 

8.2 DREAMS Architecture  

The DREAMS architecture is designed for ease of use, modularity, dynamic over-the-air 

reconfiguration, and self-sustainable power management utilizing energy harvesting as an 

alternative energy source to conventional battery dependent architectures. The motivation of the 

software architecture is to easily allow the reusability and upgradability of energy efficient 

software modules into a broad range of applications in harsh operating conditions where post 

deployment physical accessibility is impractical or impossible, thus, energy harvesting is the only 

source of available energy. Therefore, we introduce DREAMS architecture which takes into 

consideration the rate at which energy is being harvested and splits the firmware application into 

manageable loosely coupled software modules that form the building blocks of the application. 

The DREAMS architecture is composed of loosely-coupled reusable software modules. A 

software module is a set of functionalities that serve a particular purpose from as little as reading 

a port and saving the value to a memory location to as sophisticated as encrypting and reporting a 

packet. The meaningful combination of software modules executed in a particular logical 

sequence enables purposeful applications. In other words, the software modules are the building 

blocks of the application which can be dynamically reconfigured based on the energy required per 

software module at runtime. Energy requirement per module plays an important role in deciding 

which modules should be included, executed, or requires further optimization for energy 

efficiency. Therefore, it is recommended to design software modules that are relatively small in 

memory size, fast to execute, with low energy profiles, and functionally orthogonal in operation 

from other modules as possible. 

Each software module has a set of associated attributes such as energy stamp (ES), priority level 

(PL), memory space requirement (MS), hash code module identifier (HC), and execution order 
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(EO). The energy stamp of a module determines the average amount of energy required to 

execute the software module on the sensor node from start to finish. The energy stamp may be 

specific per hardware platform per operating frequency, or more general such as the number of 

instructions in a software module scaled per MIPS and associated system operating voltage. We 

recommend calculating an average energy stamp for every module per given platform prior to 

deployment, which is a onetime operation per module. In Appendix A, we discuss our energy 

consumption benchmarking platform (ECBP) to measure energy stamps for a given software 

module. The priority level of the software module indicates the relative importance of this 

module to other software models, which is a value that is dynamically promoted or demoted due 

to various reasons such as user feedback or the occurrence of a crucial event such as a sensor 

reading reaching a critical threshold. The execution order of a software module determines the 

relative execution position of the software module in the execution list. The memory space 

requirement is the amount of Flash and RAM required by each module. Specifically, the Flash 

memory space requirement plays an important role in over-the-air (OTA) module upgrade, such 

that the amount of harvested energy required and associated time delay is proportional to the 

Flash requirement of the module. Therefore, it is crucial to maintain a relatively small Flash 

footprint to avoid long waiting times for module upgrades due to the slow process of energy 

harvesting. The hash code module identifier of the software module serves as the module 

identifier. Since most modules will be potentially orthogonal in functionality, hash codes 

generated will be unique, and their use provides a simple method for identifying and 

distinguishing different software modules. 
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8.3 Source Node DREAMS Architecture  

The core of the DREAMS architecture resides within the software operation of the source nodes. 

The architecture consists of a pool of modules which contains all the possible modules needed by 

the source node for a particular application, as seen in Figure 8.3. The module pool should 

maintain a fair amount of independence and loose coupling between the functionality of various 

modules while including optional modules that could be used if extra harvested energy is made 

available such as the debug set of modules. There are no restrictions on how comprehensive or 

specific a single module can be, however, there are tradeoffs for each case. Having a single 

module largely comprehensive such as acquiring a sensor reading and reporting may increase 

compiled memory efficiency, and hence the run time and energy consumption. Smaller memory 

sized modules tend to be less memory efficient, thus, consume more energy accumulatively than 

a single module. However, greater amount of flexibility is possible by connecting and inter 

mixing smaller modules together to attain a variety of comprehensive tasks with little time spent 

over-the-air for future module upgrades. During compile-time, software modules are compiled 

and loaded into well known and organized memory sectors of the Flash memory, such that every 

module is given a set of default features and identifiers such as energy stamp (ES), priority level 

(PL), execution order (EO), hash code (HC), and memory space (MS), which are utilized by the 

central module management unit (CMMU). The module upgrade takes care of updating modules 

or installing new modules, such that future application updates are possible by either sending new 

modules or patched modules over-the-air to replace older modules or to be stored on available 

free module sectors in Flash while preserving older modules in case a roll-back is necessary. The 

EH monitor and control provides the CMMU with the current energy level harvested, and it is 

also responsible for any control related to EH such as switching on additional capacitor banks. 

Energy harvesting hardware is not restricted to any particular type as long as the generated power 

Pout is greater than the minimum input power required to sustain the normal sleep state of the 

source node, such that a positive accumulated energy is produced over time while in sleep mode. 
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The CMMU is responsible for management of the execution modules according to their priorities 

and energy stamps as well as the energy available. The modules are assumed to be ordered 

according to a logical order. For example, sense � encrypt � report � receive. This sequence 

implies the logical order in which modules should be executed. In addition, every module has an 

execution level (L) and an energy stamp (ES), see Figure 8.3. The execution level reflects the 

priority level of the module, while the ES reflects the energy needed to execute the module. 

Modules with the same level L are strictly executed together according to the execution order.  

In every active cycle τ, the CMMU evaluates the available energy E, and finds the highest value 

of L = α, such that the sum of all ES belonging to L ≤ α must be smaller than E. The energy 

charge model was divided into six main energy levels as shown in Figure 8.1 with a typical 

example of a sensor coming online from an off state. When excess energy is reached, the 

remaining energy is switched to a rechargeable battery to avoid wasting energy. The list of 

modules chosen is then executed according to the execution order. Figure 8.2 shows the decision 

making process at the CMMU to generate the list of tasks to be executed. For example, let’s 

assume that a basic sensor can do sensing, encryption, and reporting, in that order. Also, assume 

that sensing and reporting corresponds to L=1, while encryption has L=2. If the energy available 

E can satisfy L=1 only, the node senses and then reports without encryption. On the other hand, if 

the energy available can satisfy both modules in L=1 and 2, then the node would sense, encrypt, 

and report. If the energy available does not allow for any level of execution to be met, the sensor 

would go back to sleep. 

Furthermore, the module-based middleware architecture of DREAMS lends itself towards a 

graphical-based programming environment similar to that of LabView. The actual 

implementation of the DREAMS architecture requires the knowledge of C code generation from 

interconnected graphical components, which is outside the scope of this thesis.  
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Figure 8.1 Depiction of energy harvesting operational states and energy levels (E-0 to E-5) 
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Figure 8.2 A) CMMU Input and Output; B) CMMU Module Execution List Processing 
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Figure 8.3 DREAMS proposed software architecture 

8.4 Sink-Server Node Software Architecture  

The sink-server node is a combination of a Zigbee coordinator node (i.e. sink node) and a Linux 
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resources are available on the sink/PC machine such as CPU execution speed and RAM. Figure 

8.4 shows a general architecture for the sink-server node. The choice of an OS based sink node 

aids in simplifying high level system implementation such as database management tools, web 

services, user interfaces, and more. 

 

Figure 8.4 Sprouts Sink-Server node system architecture 
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enabled device, such as a smart-phone, which allows the user to monitor the application from a 

safe and comfortable location away from the harsh environment.  

The middleware has three main components, the database manager, network manager, and web 

graphical user interface (GUI) manager. The database manager parses all incoming data packets 

from the coordinator and stores it into the corresponding database tables. In addition, the database 

manager processes and extracts payload information related to the web GUI and stores it into a 

separate table to facilitate the web GUI. As a result, the web GUI focuses on representing the 

WSN sensor data into an easy to read or view layout. Furthermore, the middleware handles the 

assembly of Zigbee network configuration packets defined by the parameters seen in Table 8.1, 

which are requested by the user to be forwarded to the coordinator sink node over a USB 

interface. Table 8.1 shows some of the most important parameters configured by the middleware 

to configure the Zigbee network. 

Table 8.1 Zigbee network compilation parameters configured by the middleware 

Compilation Parameter Use Location 

SPROUTS_END_NODE 
Enable Sprouts End Node 

Mode 
Preprocessor Screen 

(End Node Only) 

SPROUTS_ROUTER 
Enable Sprouts Router 

Mode 
Preprocessor Screen 

(Router Only) 

DEVICE_LOGICAL_TYPE 
= 

ZG_DEVICETYPE_COORDINATOR 

Enable Sprouts 
Coordinator Mode 

Preprocessor Screen 
(Coordinator Only) 

HOLD_AUTO_RESTORE_ZGNWK_STATE 
Hold Automated Restore 
of Network Configuration 
at Startup (Power Saving) 

Preprocessor Screen 
(End Node and 
Router Only) 

HOLD_AUTO_START 
Hold Automated Start of 

Zigbee Transceiver 
Preprocessor Screen 
(Coordinator Only) 

NV_INIT 
Initializing Flash Memory 

for Zigbee/Sprouts 
Configuration Storage 

Preprocessor Screen 
 

NV_RESTORE 
Enable Restoration of 

Zigbee/Sprouts 
Configuration Storage 

Preprocessor Screen 
 

DEF_NWK_RADIUS Default Network Radius Preprocessor Screen 

DEFAULT_ROUTE_REQUEST_RADIUS 
Default Network Route 

Request Radius 
Preprocessor Screen 

SECURE=1 Enable Security Tools\f8wconfig.cfg 

ZG_SECURE_DYNAMIC=1 
Enable Dynamic Secure 

Key Updates 
Tools\f8wconfig.cfg 
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ZDAPP_CONFIG_PAN_ID=0xFFFF 
Define Network Pan ID 

(0xFFFF for auto) 
Tools\f8wconfig.cfg 

DEFAULT_KEY="{…}” 
Define Preprogrammed 
Default Security Key 

Tools\f8wconfig.cfg 

RFD_RCVC_ALWAYS_ON=FALSE Allow Receiver to Sleep 
Tools\f8wconfig.cfg 

(End Node Only) 

POLL_RATE=0 
Disable Data Request 

Polling (To Allow Radio 
to Sleep) 

Tools\f8wconfig.cfg 
(End Node Only) 

#define HAL_PA_LNA_CC2590 Enable use of CC2590 PA 
hal_board_cfg.h 

(CC253x + CC2590) 

#define HAL_AES TRUE 
Enable AES Functionality 

for Security 
hal_board_cfg.h 

#define HAL_LED TRUE Enable LED Functionality hal_board_cfg.h 

#define HAL_KEY TRUE Enable Keys Functionality 
hal_board_cfg.h 

(Evaluation Board 
Only) 

#define HAL_UART TRUE 
Enable UART 
Functionality 

hal_board_cfg.h 
(CC2531 Only) 

 

The Linux operating system runs a script upon boot up that initializes and runs the application 

layer source files, middleware source files, and hardware drivers. This automatic boot up of the 

system is necessary in case of a power outage to the system or an abrupt reset, and to simplify 

system usage for the user. The Linux OS also allows us to securely and remotely access the 

system for software maintenance, debugging, and future upgrades. We implement several error 

recovery mechanisms which monitor all crucial running applications using heartbeats. When an 

application fails to send a certain number of consecutive heartbeats within a specified time 

period, the applications process is terminated and forced to restart. Furthermore, all database 

tables are backed up periodically, per user specification, and sent via email attachment to a 

specified email address.  
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Table 8.2 Linux Driver configurable parameters 

Parameter Location Objective Effect on Sprouts Nodes 

reportPeriod 

(milliseconds) 

ZCoordinator-

CC2531.cc 

Setup Reporting 

Interval for Sprouts 

Nodes 

Updates myReportPeriod 

retryPeriod 

(milliseconds) 

ZCoordinator-

CC2531.cc 

Setup Interval between 

Sprouts Rejoin Retries 
Updates myRejoinRetryDelay 

sComPort 
ZCoordinator-

CC2531.cc 

Sprouts Coordinator 

Interface Prefix 
None 

DEBUG 
ZCoordinator-

CC2531.h 

Enable/Disable Debug 

Output 
None  

LOG_FILE_ENABLE 
ZCoordinator-

CC2531.h 

Enable/Disable Linux 

Driver Logging 
None 

LOG_FILE_NAME 
ZCoordinator-

CC2531.h 

Define Logging 

Filename 
None  

 

The hardware platform of the Sprouts sink-server system architecture includes three main 

hardware components that are essential to the system architecture. The USB to Coordinator 

packet driver is responsible for sending, receiving, and buffering packet data between the Sprouts 

coordinator node and the Linux OS. In addition, a standard Ethernet/WiFi communication 

channel is necessary to communicate either locally or remotely to the the Linux operating system, 

and facilitates connectivity to the 4G-to-WiFi router. The 4G to WiFi gateway router is a USB 

dongle compatible with Linux, which allows remote access to the system from safe environments.  

  

Figure 8.5 Linux hardware consists of a BeagleBoard and a 10inch touch-screen LCD 

Linux  

BeagleBoard-XM 
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The Zigbee coordinator connects to the Linux server via USB interface and allows for 

bidirectional packet exchange. The Zigbee coordinator receives network specific configuration 

requests from the middleware as specified by the user application. To enhance fault tolerance, 

redundant coordinator nodes are utilized. The coordinator nodes exchange heartbeat messages to 

indicate live activity. The coordinator nodes work in an active or passive mode, such that only 

one coordinator node is active at any given time. When a failure occurs, the passive coordinator 

node detects the failure and assumes the role of the active coordinator without change to the 

network. Table 8.3 shows the message format between Sprouts coordinator and the Linux driver.  

Table 8.3 Sprouts coordinator USB to Serial packet format forwarded to the Linux driver 

Byte 

Index 

Field Name Field Description 

0 FRAME_SOP Start of Message Delimiter (0xFE) 

1 FRAME_LENGTH Message Length 

2-3 CMD_ID Zigbee Command ID = 

ZB_RECEIVE_DATA_INDICATION  

4-5 SOURCE_ADDR Source Short Address 

6-7 SOURCE_CMD_ID Source Command ID =  

SPROUTS_CHILD_REPORT_CMD_ID 

8-9 SOURCE_LENGTH Source message length (Message Length - 6) 

10 TEMP_OFFSET  Source Sensing Temperature 

11  VOLTAGE_OFFSET Source Sensing Battery Voltage 

12-55 DATA_OFFSET Reserved for Application-Specific Data  

56-57 RESERVED Reserved for future expansion 

58-59 SEQ_NUMBER_OFFSET Sequence Number of Sent Message 

60-63 TIMESTAMP_OFFSET Source Reported Clock 

64-71 IEEE_ADDRESS_OFFSET Source IEEE Address 

72-73 PARENT_OFFSET Source Parent’s Short Address 

74-126 RESERVED Reserved 

127 FRAME_CHECK_SEQ Frame Check Sequence (Validation Byte)  
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A)  

B)  

Figure 8.6 Sprout Coordinator nodes. A) Sprouts Coordinator node adaptable to Texas 

Instruments Zigbee development kits (e.g. SmartRF05EB). B) Certifiable Sprouts 

Coordinator node (described in more details in Section 6.7) 

The Sink-server system architecture implementation is shown in Figure 8.7, such that: 

• S1: The Linux server computer (BeagleBoard-XM) located underneath the LCD. 

• S2: USB Hub allows us to connect multiple USB devices to the Linux server. 

• S3: Zigbee Coordinator node connected to the Linux server via USB port. 

• S4: Zigbee Coordinator node N-Type Antenna connector for use with external high gain 

antenna. This setup allows us to extend the communication range by injecting a 

bidirectional 2.45GHz external amplifier (e.g. HyperAmp HA2401-XL) at this location. 
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In addition, the setup also allows to locate the external antenna at any location around the 

server using a low loss RF coaxial cable (e.g. 30m LMR-400 RF cable).    

• S5: 4G to WiFi gateway router allows us to remotely connect to the Linux server while a 

given application is deployed in the field. 

• S6: 4G to WiFi gateway antenna broadcasts a local network for the Linux server to join 

• S7: Linux WiFi antenna located next to the 4G gateway antenna, such that both antennas 

are internal to the weather proof enclosure 

• S8: Internal power distributer which supplies 120VAC power to the Linux BeagleBoard 

computer and USB Hub. In return, the Linux USB Hub supplies power to the 4G to WiFi 

gateway router and Zigbee Coordinator. 

• S9: External power supply cable 

• S10: filtered air ventilation input  

• S11: filtered air ventilation output fan 

• S12: weather proof fiber-glass enclosure which automatically controls the internal 

temperature of the enclosure between 5oC and 50oC. When the temperature drops below 

5oC, the temperature modulator, located underneath the brass colored ground plane, turns 

on a 200W heating element to prevent the temperature from reaching a freezing point in 

the winter. In addition, when temperatures rise over 50oC, the fan is turned on to push hot 

air out. 
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Figure 8.7 Sprouts Sink-Server node rugged and weather proof enclosure hosting a number 

of different systems annotated from S1 to Sx, such that each annotation is explained in this 

section 

8.5 Summary  

We have presented DREAMS architecture, a software architecture model for ultra low power 

WSNs operating solely on energy harvesting. The DREAMS architecture, is a dynamically 

reconfigurable energy aware modular software architecture aimed for WSN with energy 

harvesting. The core of the system architecture is designed for ease of use, flexibility, dynamic 

over-the-air programmability, and architectures dependent on energy harvesting. Energy 

harvesting plays an important role in deciding which modules should be executed or omitted 

based on the module’s energy stamp and priority. DREAMS architecture takes into consideration 
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coupled software modules that make up the building blocks of the entire application. The 

DREAMS architecture is made up of loosely-coupled reusable software modules. A software 

module is a set of functionalities that serve a particular purpose from as little as reading a port and 

saving the value to a memory location to as sophisticated as encrypting and reporting a packet. 

The meaningful combination of software modules executed in particular orderly fashion would 

give rise to a meaningful modular application. In other words, the software modules are the 

building blocks of the application which can be dynamically reconfigured based on the energy 

required per software module at runtime. The DREAMS architecture focuses on modeling WSN 

applications using software modules interconnected and executed dynamically at runtime by 

evaluating the energy stamp requirement of each module and corresponding priority level. The 

advantages of the DREAMS architecture is the added level of flexibility, module reconfiguration, 

dynamic runtime execution of software modules, and the future ease of over-the-air low energy 

requirement of upgrading, replacing, or adding further software modules.  
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Chapter 9 

Sprouts Application: Monitoring Syncrude’s Vibration Screens 

This chapter describes the application use of Sprouts to monitor the reliability conditions of 

industrial equipment. We describe three sensing methods utilized by our modular architecture to 

monitor the health conditions and fault detection of large vibration screens used by Syncrude in 

the Oil Sands of Alberta, Canada. We emphasize our unique non-destructive ultrasound-based 

thickness sensor module, which utilizes our PnP protocol to monitor the thickness of the two 

metals (steel and tungsten) composing the vibration screen ligaments. In addition, we describe 

two other passive sensing elements used to monitor the vibration screen. Furthermore, we 

describe the use of a miniature vibration screen model, which we utilize in a lab environment to 

test for harsh environmental effects on our Sprouts platform.  

9.1 Introduction  

Monitoring industrial equipment is an important factor in an industrial facility, yet some 

equipment operate without electronic sensory feedback (i.e. sensor-less). Instead, an expected 

lifetime is provided for some sensor-less equipment. The absence of sensors can be due to many 

factors, such as lack of technical expertise to embed sensors, sensor placement difficulties, 

extremely hash operating environment, cost, etc. Thus, it becomes the responsibility of the 

operator to understand the normal operating conditions through experience and manual 

maintenance. When the operator does realize abnormalities or failures in the operation, 

irreversible damage might have already occurred that could have been prevented with embedded 

wireless sensors. In addition, some failures can lead to substantial profit loss, damage to the 

surrounding equipment or operators, product quality reduction, etc. Therefore, we have designed 

Sprouts to aid in monitoring sensor-less equipment by means of important features such as small 

dimensions, general purpose, customization, modularity, PnP interface, user friendly, low cost, 
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ultra low power, and physically rugged to sustain harsh environments. Oil production facilities in 

the Oil Sands of northern Alberta, Canada, are a great example of extremely harsh operating 

environments for sensors as well as equipment. With winter temperatures that can reach -40oC 

and the constant flow of erosive sand throughout the mining operations, recurring failures of 

equipment increases and the need to monitor sensor-less equipment becomes necessary for 

constant oil production. 

We utilize Sprouts WSN platform to monitor Syncrude’s vibration screens, as depicted in Figure 

9.1, which are used to filter large ores from entering the hydrotransport pipeline. The vibration 

screens are composed of a steel mesh coated with a 4 to 5mm tungsten layer to extend the 

operational lifetime to approximately 2,000 hours. However, abnormalities such as the chipping 

of the tungsten layer can occur causing the formation of large apertures in the mesh screen; thus, 

allowing large ores to sift through. Accumulation of large ores can congest the hydrotransport 

pipeline leading to a disruption in the production chain. Manually checking the mesh screens 

halts production resulting in profit loss, and the introduction of human related errors in the 

assessment of the mesh screen lifetime, such as premature replacements. Therefore, Sprouts was 

used to monitor the thickness of the steel layer and the tungsten layer using three types of custom 

designed sensors in a custom designed module, while leveraging the vibration motion of the 

screen to harvest energy and extend battery lifetime. 

  

Figure 9.1 Sprouts Application in the Oil-Sands. Sprouts platform is located underneath the 

intersection ligaments of the vibration screen 

tungsten 

steel 
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9.2 Production Facility Process Description  

The core operational principle of extracting synthetic oil from the oil sands is a simple shovel and 

wash, but realistically a long and arduous process. However, there are several steps leading up to 

the location of the vibration screen where the WSN is located as seen in Figure 9.2. First, shovel 

trucks and dump trucks mine oil sand and deliver it the crusher to reduce the size of large rocks. 

Second, crushed oil sand is dumped into a surge bin to enforce a consistent supply flow 

throughout the production train. Finally, a Conveyer belt transports the crushed oil sand from the 

surge bin to the vibration screen, which separates large solid rocks from the oil sand and adds hot 

water to the flow turning it into a slurry mixture. 

 

Figure 9.2 Depiction of the synthetic oil production process leading up to the deployment 

location of the wireless sensor nodes underneath the vibration screen 
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9.3 Problem Statement 

Syncrude uses large vibration screens to separate larger ore particles from the slurry mixture by 

means of mixing hot water with oil sand and with the help of the vibrating action. The dry feed 

rate of oil sand averages 8,000 tons/hour and is delivered seven days a week year round. The 

problem lies with the high volume and velocity of the slurry falling on the screen and the abrasive 

nature of sand in the slurry mixture. After around 2000 hours of constant erosion, the screen cloth 

screen ribs start to wear down and eventually break off forming larger holes, which allow large 

particles of rocks to sift through causing upset to the downstream process. Replacing or repairing 

the vibrating screen cloth at that point forces the production line to halt causing profit loss to 

Syncrude due to production downtime. Prior to our Sprouts sensor platform solution, Syncrude 

manually monitored the thickness of the tungsten layer by shutting down the production train and 

visually inspecting the thickness of the tungsten. The inspection technician would be held 

responsible for making an experienced guess to how long the tungsten layer would last, such that 

misjudgment mistakes could lead to hundreds of thousands of dollars in damage, repair, or profit 

loss due to repair downtime. Technician’s misjudgments would directly affect the inspector’s 

reputation. Therefore, the screens were being replaced prematurely to avoid reputation damage.  

9.4 Vibration Screen System Challenges  

Harsh conditions at the oil sands production site can be very demanding and difficult for 

commercially-off-the-shelf (COTS) WSN solutions. The vibration screen is composed of multiple 

screen sheets bounded together to form one large filter screen as seen in Figure 9.3 A). The 

vibration screen is inclined 15o and vibrates at 13 Hz a total distance of one inch allowing larger 

ore particles to naturally slide off the screen into a secondary crusher for further refinement. As 

the crushed oil sand is deposited over the screen, the flow is sprayed with a warm jet of water 

allowing the flow to become slurry, ice to break apart, and to further separate the sand from the 

large rejected rocks, as seen in Figure 9.3 B). 
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The harsh environment surrounding the operation of the vibration screen introduces several 

challenging issues for WSNs as summarized below:  

 

1) Sensor nodes cannot be located in direct contact with the abrasive flow of the slurry mixture. 

As a result, the sensor nodes are forced to be located underneath the screen for maximum 

physical safety. 

2) Constant vibration eliminates the possibility for any wired solutions extending outside the 

screen, and imposes physical stress on the wireless sensor nodes.  

3) Constant jet of warm water creates several problems with wireless communication. The water 

turns the sand into mud that wraps the wireless sensor nodes absorbing some of the signal 

power. The steam that surrounds the vibration screen increases humidity, which further 

absorbs signal energy. 

4) Temperature gradients between areas subjected to the warm water jet and other areas of the 

vibration screen. 

5) The vibration screen is similar to a metallic cage and the location of the sensor nodes 

underneath the mesh screen surrounds the nodes with a metallic mesh increasing multipath 

interference and signal blocking. 
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A) Halted vibration screen in maintenance mode 

 

B) Rejected large rocks which get further crushed and fed back to the vibration screen  
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C) New screen with 8 to 10mm tungsten welded on top of the steel layer 

 

D) Eroded and fully used vibration screen sheet 

Figure 9.3 Vibration screen shown before and after operation 
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9.5 Ultrasonic-based Non-destructive Testing (NDT) 

A detailed introduction to ultrasonic-based NDT is given in Appendix E. 

9.5.1 Ultrasound Thickness Measurements Using WSNs   

Commercially available ultrasound-based NDT equipment are typically too large, power-

intensive, and expensive for WSNs. Even handheld NDT equipment, considered to be low cost 

and portable, typically average around $1,000 per unit (e.g. TG110), and can vary up to several 

hundred thousands of dollars for a graphical-based flaw detection device. Graphically displaying 

measured data on a colored display in real-time is a power intensive process that requires very 

high sampling analog to digital converters (ADCs) and sophisticated graphical display 

technology. This is a process not required for a WSN since raw data is wirelessly reported back to 

a server where it is displayed only when needed. Therefore, the only required part of an NDT 

system is the ultrasound front-end, which is the generation of the ultrasound signal and its timely 

reception. This significantly reduces power consumption, size, and cost of a WSN-based NDT 

system. Furthermore, high speed ADCs would not be required for thickness-based NDT, which 

significantly reduces power burdens on the system. Applications of a WSN-based NDT solution 

would be most suitable for low cost monitoring of material thickness in a mobile, or static, remote 

environments, where constant monitoring over an extended period of time, while in operation, is 

essential. For example, a WSN-based NDT can be utilized to monitor the thickness of 

hydrotransport metal pipes, monitoring of equipment integrity in harsh environments, monitoring 

the thickness of excavation shovel teeth while in operation, monitoring for cracks in bridges, etc. 

Our unique system architecture for a WSN-based NDT solution builds upon our Sprouts wireless 

sensor network platform. Sprouts allows up to four custom modules to be externally attached and 

automatically detected using our Sprouts PnP protocol over a standard serial peripheral interface 

(SPI) bus. Our unique NDT solution is designed in the form of an external sensor module. 

 

 



Chapter 9: Sprouts Application: Monitoring Syncrude’s Vibration Screens 

172 

 

9.5.1 NDT-Module System Architecture   

Our NDT-module is low cost, low power, reconfigurable, and a reliable solution to monitor the 

thickness of materials, structures, or equipment while in operation. The NDT-module works in 

conjunction with our Sprouts platform as an attachable external module to one of four sensor 

module ports. The NDT-module communicates with Sprouts via custom designed PnP protocol 

over a standard SPI-bus. The system architecture of the NDT-module is depicted in Figure 9.4. 

 

Figure 9.4 General system architecture of the NDT-module. Solid lines indicate analog 

signal paths and dotted lines indicate digital control signals 

 

Figure 9.5 Picture of the NDT-module (backside) with one attached PZT transducer 

 

Starting from the far left of Figure 9.4, the NDT-module system architecture is composed of 

multiple piezoelectric transducers (PZTs), up to 8 channels, which can be selected using a 

bidirectional 8:1 multiplexer (Mux), ADG708. The PZT transducers have a resonant frequency of 
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5MHz (+5%), SMD10T04F5000S111, and 10x0.4mm disc size. Multiple channels available per 

NDT-module introduce many system benefits including: 

1) Increased number of monitored locations per NDT-module. 

2) Increased reliability with increased redundancy for applications requiring fewer channels.  

3) Lower system costs since one NDT-module can monitor multiple locations. 

4) Reduces the required space needed in a given application otherwise occupied by multiple 

NDT-modules. 

5) Lowers power consumption otherwise required by multiple NDT-modules. 

6) Increases design flexibility and application spectrum since not all 8 channels need to be 

utilized. 

The second multiplexer is a 2:1 bidirectional Mux, ADG701, which is responsible for switching 

between two different signal paths leading to, or from, the PZTs. The first path comes from the 

microcontroller unit (MCU) and connects to one of the selected channels. The MCU generates the 

short voltage pulse which causes the PZT to resonate at its designed frequency. A simple 

transition from a digital-low voltage to a digital-high voltage from one of the MCU’s digital ports 

satisfies this requirement. When the pulse is applied to the PZT material, a short pause equal to 

the duration of the PZT ringing time is applied before switching the 2:1 Mux to the second path. 

The second path of the 2:1 Mux connects one of the PZT channels to the receiver path of the 

NDT-module starting with the band pass filter (BPF). The BPF is essential when working in very 

noisy environments or while monitoring a machine under operation, such as a motor. Both BPFs 

are Sallen-Key (SK) active-type filters, such that each BPF is designed with a -6dB bandwidth of 

approximately 1.52MHz centred at approximately 5.10MHz, as seen in Figure 9.7 A). Any signal 

outside the bandwidth of the BPF is greatly attenuated before reaching the low noise amplifier 

(LNA). The LNA has a low input voltage noise density of 4.2ηV/√Hz and a fixed gain of 20dB. 

The LNA is responsible for amplifying the echo ultrasound signal without introducing too much 
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noise. The power amplifier (PA) has a digitally controlled gain from 15dB to 30dB using a 

2.1KΩ digital potentiometer (POT) MCP4012 to control gain. The two active SK-BPFs, LNA, 

and the PA are designed using a single chip, the LTC6248, which contains four operational 

amplifiers, one for each component. This single chip approach minimizes system cost and circuit 

space. Each operational amplifier consumes approximately 1mA in active mode, such that the 

total power consumption of the NDT-module is approximately 6mA at 3.0V, and is only active 

for less than 0.2ms per channel measurement. The schottky diode envelope detector (DET) 

rectifies the ultrasound signal, which is then smoothed by a passive low pass filter (LPF) with a -

3dB corner frequency of 3MHz. A comparator (CMP), TS3021, is used to detect the presence of 

the ultrasound signal, such that it transforms the analog echo signal into a digital pulse 

representing the presence and approximate width of the echoed ultrasound signal. The CMP 

reference voltage is also controlled by a 2.1KΩ digital POT (MCP4012). The digital output of the 

CMP is connected to the internal capture-compare (CC) module of the MCU. The CC module is 

configured to measure the time difference of arrival (TDOA) between two consecutive pulses 

from the CMP, that is, two consecutive ultrasound echoes. The TDOA (i.e. ∆t) is a direct 

representation of the measured thickness T per given medium with a sound velocity υ, as 

described in equation 9.1. Note that ∆t is divided by 2 since the ultrasound signal travels twice the 

thickness of the material. 

υ
2

t
T

∆
=           (9.1) 

When two consecutive signals are captured by the CC, an interrupt is generated and a 16-bit 

register records the ∆t value. Therefore, the maximum ∆t value that can be captured is equal to 

the period of the clock-frequency driving the CC timer multiplied by 216. For example, using a 

32MHz clock for the MCU, the maximum ∆t value is approximately 2048µs, which is enough 

time to measure a steel-bar (υ=5769m/s) thickness of approximately 590cm. The MCU is a low 

cost and ultra low power MSP430F5308, which controls the two digital POTs, the two 
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multiplexers, provides power to the ultrasound front end, and generates the voltage pulse for the 

PZTs. In addition, the MCU reports the thickness per channel when requested by the Sprouts 

platform using our PnP protocol over an SPI-bus. Using an SPI-bus eliminates the need for 

accurate timing and allows modules without a crystal-clock to communicate reliably.     

9.5.2 WSN-based NDT Application 

Our WSN-based NDT solution was tested in the harsh operating environment of the Oil Sands, 

northern Alberta, Canada, to monitor the thickness of the steel mesh in the deployed vibration 

screens. The steel mesh is coated with a thin tungsten layer to prolong the operational lifetime of 

the mesh screen. The main responsibility of the vibration screens is to filter out large ores from 

the tar-sand. After an extended period of time, approximately 2000 hours, the tungsten layer is 

completely etched away by the constant flow of sand, thus, exposing the steel layer. The steel 

layer is much weaker than the tungsten layer, and can be completely etched away within few days 

of exposure. Critically low levels of steel thickness can break off forming larger screen holes, 

where large ores can sift through causing damage and congestion to the hydrotransport pipes. At 

this point, the production process must be halted for an extended period of time for repairs, which 

leads to significant production loss. Previous to our solution, maintenance checks where manually 

performed by a an operator whom would visually inspect the thickness of the tungsten and steel 

layer, and draw a conclusion whether to change the sheet or not based on experience. This 

technique incurs mental pressure on the inspector to make the right decision, which often leads to 

premature screen replacements. In addition, manual checkups require the physical presence of an 

inspector, the production process must be halted, and the screens must be washed, which is a 

laborious process that can be omitted using our WSN-based NDT solution.   

To measure the thickness of the vibration screen ligaments, Sprouts nodes and NDT-modules are 

placed on the steel layer underneath the mesh screen at each intersection, where they are shielded 

from direct contact with the sand flow. When a thickness measurement is needed, Sprouts nodes 
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request thickness readings from each channel of the NDT-module or from all channels as 

specified by the server configuration. When a thickness reading is requested from a particular 

channel, the NDT-module applies a fast voltage pulse to the PZT transducer by toggling a digital 

logic port from low to high. The fast transition from logic-low to logic-high, less than 5.0ηs rise 

time, creates a wideband frequency response, which causes the PZT transducer 

(SMD10T04F5000S111) to resonate at approximately 5MHz (+5%) with initial pulse magnitude 

voltage V0, as seen in Figure 9.7 A). The initial pulse, which occurs at time t0, travels through 

the steel layer until it reaches the end of the material boundary or a material of different density, 

such as the tungsten layer, at time ta. The mismatch in material density causes a percentage of the 

ultrasound energy, R1, to be reflected back to the transducer proportional to the acoustic 

impedance mismatch between steel (Z1= 45.63MRayls) and tungsten (Z2= 99.72MRayls), as 

shown in equation (9.2)[120]. Therefore, at the boundary between the two metals, or time 

location ta, the percentage of reflected energy is R1=0.1385, or 13.85%. Acoustic impedance is a 

function of material density ρ and velocity of sound, υ, in the given material, as shown in 

equation (9.3). Note that ρ and υ for a given material, such as steel or tungsten, can vary 

depending on manufacturing. 
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The reflected percentage of ultrasound energy, R1, travels from time location ta to arrive back at 

the PZT transducer at time location t1 where it can be measured as amplitude V1 from the 

electrodes. The TDOA between the initial pulse and first received echo is ∆t1=t1-t0, which is used 

to measure the steel thickness T1, as described in equation (9.1). The remaining percentage of 

energy, R2=86.15%, travels through the tungsten layer until it reaches the second boundary, air, at 

time location tb, which has very low acoustic impedance of 0.0004 MRayls. Due to the very large 

difference in acoustic impedance between air and tungsten, the signal energy is completely 

reflected back into the tungsten material travelling towards the steel layer. When the signal 



Chapter 9: Sprouts Application: Monitoring Syncrude’s Vibration Screens 

177 

 

reaches the tungsten-steel boundary at time location tc, another percentage energy R1 is reflected 

back, however, this time it is reflected back into the tungsten layer. The remaining percentage of 

energy R2, makes its way through the steel layer to arrive back at the transducer at time t2 with 

voltage magnitude V2. The TDOA ∆t2= t2-t1 is used in equation (9.1) to measure the thickness of 

the tungsten layer T2. Note that the ultrasound signal at time location t2 will be reflected again 

into the steel, such that the whole cycle is repeated until all signals are attenuated according to 

equation (9.4), where V is the exponential decrease in voltage amplitude of the sound signal at 

distance d, and V0 is the initial voltage amplitude produced by the PZT at t0. The attenuation 

coefficient α, expressed in dB/cm, is dependent on the PZT resonant frequency and varies with 

manufacturer processing technology. Therefore, α is experimentally calculated by measuring the 

initial voltage sample Vi and a final voltage sample Vf separated by distance d according to 

equation (9.5). 
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Since voltage signals can only be measured from the PZT transducer’s electrodes, we calculate 

the voltage magnitude Va at ta, in equation (9.6), right before entering the tungsten medium. 

Similarly, we derive an expression for V1 at t1 as seen in equation (9.7). 
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Dividing equation (9.6) by equation (9.7), we obtain equation (9.8), an expression for Va that is 

independent of T1 and α1. 

R
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10=     (9.8) 

Using equation (9.5), such that Vi is equivalent to V0, Vf is equivalent to Va, and d is T1, we 

derive the steel’s attenuation coefficient α1 using equation (9.8) as a function of measurable 

voltages V0 and V1. 
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In order to find the attenuation coefficient of tungsten, α2, we represent Vc as the signal amplitude 

at point tc right before entering the steel medium, such that: 

22 .2)1( T
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As described earlier, the signal is completely reflected at time location tb. Thus, the signal travels 

twice the thickness of tungsten T2 from point Va to point Vc without an R loss at time location tb. 

Using equation (9.5), such that Vi is equivalent to (1-R)Va, Vf is equivalent to Vc, and d is twice 

the thickness of tungsten T2, we derive an expression for α2 from equations (9.8-9.11) as a 

function of measurable voltages V1 and V2. 
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Figure 9.6 A)Cross-sectional lab-sample of steel and tungsten layers B) Ultrasound 

reflections and time locations as it travels through the steel and tungsten layers (not drawn 

to scale) C) Representation of the ultrasound echoes at the PZT electrodes 

 

Using an oscilloscope for calibration and verification purposes, we measured the initial voltage 

V0=448mV from Figure 9.7 A), at time location t0. From Figure 9.7 B), we measured reflected 

voltages V1=30.4mV at time location t1 and V2=70.4mV at time location t2. We measured 

∆t1=6.76µs from Figure 9.7 A-B), and from Figure 9.7 B) we measured ∆t2= 1.440µs. Knowing 

the actual thickness of steel=19.50mm and tungsten=3.85mm, we calibrated for υ1=5769m/s and 
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υ2=5347m/s using equation (9.1) and measured ∆t1 and ∆t2 from the oscilloscope. Our 

measurement results of υ1=5769m/s and υ2=5347m/s for steel and tungsten closely match the 

values found in [120] (i.e. υ1=5890 m/s, υ2=5180 m/s), such that the slight difference is due to the 

manufacturing process of the two metals. Using equations (9.9) and (9.12) we calculated signal 

losses in the two mediums α1=1.59dB/cm, and α2=9.46dB/cm. Thus, the total signal loss through 

the two mediums is 13.4dB for one echo reflection. Another 16.5dB is required to bring the 

448mV to a rail-to-rail voltage swing of 3.0V; thus, a minimum gain of approximately 30dB was 

needed. Since other factors in the NDT-module design will contribute to the echo signal loss, 

such as the Muxes, two BPFs, DET, and LPF, the digitally controlled PA compensates for 

approximately 15dB of dynamic range. 
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A)  

B)  

Figure 9.7  A) Fast pulse trigger excites the PZT at its resonant frequency B) Ultrasound 

echo signals at the PZT, after the LPF, and after CMP 
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A summary of results for our NDT-module solution are shown in Table 7.1, which draws a 

comparison between our ultrasound-based measured results using low power MSP430 solution, 

and the actual thickness of the steel and tungsten layer. The error percentage is due to the finite 

resolution of the MCU’s CC module, which operates at a maximum clock speed of 32MHz, or 

31.25ηs per clock tick. Increasing the resolution of the CC would require a different MCU with 

higher maximum clock speeds, which comes at the cost of increased power consumption. 

Table 9.1 Performance results for our WSN-based NDT-module 

Measurement Steel Tungsten 

Actual Thickness 19.50 mm 3.85 mm 

NDT-module measured 19.56 mm 3.93 mm 

Max Thickness Error % 0.31% 2.0% 

Longitudinal Velocity 5769 m/s 5347 m/s 

Attenuation Coefficient 1.59 dB/cm 9.46 dB/cm 

 

The summary of results in Table 9.1 show a promising approach for using low cost and ultra low 

power wireless sensor nodes to perform NDT-based measurements, such that percentage errors 

are relatively very low. Increased accuracy can be attained by increasing the clock frequency of 

the MCU at the cost of increased power consumption. Applications that can tolerate percentage 

errors presented in Table 9.1 can greatly benefit from WSN-based NDT by having the low cost 

wireless capability of monitoring equipment or material while in operation without the use of 

wired and expensive NDT equipment.   

9.5.1 WSN-based NDT Conclusion 

We have presented the system architecture to allow for low power and low cost ultrasonic NDT 

using WSNs. Our NDT solution is developed as a modular architecture with PnP capabilities 

provided by our previous work on Sprouts. The NDT-module was used to measures the thickness 

of the steel and tungsten layers in a compound metal structure. We have shown analytical and 

experimental analysis to verify our working solution. Our application results show that for 

thickness based measurements, accuracy of measurements using low power sensor nodes, such as 
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MSP430 MCUs, can be as high as 99.69% for a steel bar of 19.5mm thickness. This introduces a 

new promising application domain in using ultra low power MCUs in WSN nodes for NDT-based 

measurements applicable in industrial, scientific, or commercial domains, where equipment, 

material, or structures can be monitored in real-time using wirelessly, low cost, and low power 

wireless sensor nodes.  

9.6 Passive Sensor Elements   

In order to have a backup sensing solution to the ultrasound and keep power consumption to a 

minimum, we have developed custom made sensor elements that require no power to operate (i.e. 

passive), very small, and cost nearly pennies. The sensor elements are copper printed traces on a 

2-layer printed circuit board. The first layer on the sensor probe is the WSE, such that the 

presence of a single drop of water creates a triggered event as seen in Figure 9.8 C). The second 

layer on the sensor probe is the BSE, such that when the tungsten layer is gone, and the steel is 

abraded half way through the steel, the BSE fires a similar trigger to the WSE trigger as seen in 

Figure 9.9 C). Both event triggers are detected by the sensor node and a report packet is 

assembled and transmitted in a synchronized fashion to the sink node. 

9.6.1 Water Sensor Element 

The vibration screen uses warm jets of water to separate large lumps of ores from the tar sand, 

which also assists in forcing the sand to sift through the mesh. The water transforms the dry tar 

sand into a slurry mixture allowing it to be transported through the hydrotransport pipelines. This 

same water source is also used to trigger the water sensor element (WSE) once the tungsten layer 

is completely etched away. The WSE is composed of two parallel copper traces on an FR4-PCB 

and only occupies the top layer, as seen in Figure 9.8. This detection method works by drilling a 

small 1.0 mm diameter probe though the steel layer until it reaches the tungsten layer. When the 

tungsten layer is completely etched away, water leaks into the probed hole, and creates an 

electrical bridge between the two parallel copper traces. Since only one of the parallel copper 
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traces is attached to a voltage source, no power is consumed until water abridges the two copper 

traces triggering the WSE. The WSE is associated with the orange color in the graphical user 

interface (GUI) to signify a potentially critical warning. 

A) B)  C)  

Figure 9.8  Water Sensor Element (WSE) A) Probe design B) Relative size C) WSE is 

probed into the steel layer and detects the presence of water when the tungsten is eroded 

9.6.2 Break Sensor Element 

The break sensor element (BSE) works as the inverse logic of that of the WSE. That is, a 

connection between the two copper traces is always present until the sand etches away, or breaks, 

the connection triggering the BSE. Only a 25ηA current is consumed, which is related to the 

MCU input-port leakage current, and also applies to the WSE. In Figure 9.9, only one break level 

is shown, however, multiple levels can be created at different distances to monitor multiple 

thickness-levels of the steel layer. The BSE occupies the second layer, or bottom layer, of the 

FR4-PCB. Therefore, only one drilled hole is needed for the BSE and the WSE. 

A) B)  C)  

Figure 9.9  Break Sensor Element (BSE) A) Probe design B) Relative size C) BSE is probed 

into the steel layer. When the steel is eroded to a certain level, the BSE connection is broken 

triggering an interrupt flag on the MCU 

Slurry Rocks 
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9.7 Graphical User Interface   

There are two graphical user interfaces designed to be simple and intuitive. The first interface is a 

local GUI, which resides in the application server. The GUI allows the user to configure system 

settings such as the number of sensors in the network, average charging time, periodic reporting 

time, USB communication speed, etc. In addition, the GUI displays the current reading of each 

sensor and shows how many sensor nodes currently online, active, or reporting, which is very 

important for the reliability of system. 

The second interface is a web-based-interface, which allows users to view the current health 

status of the mesh screen remotely. Using a secured login, the user can view the health of each 

screen with more information on the sensor level if needed. The web interface was designed to be 

viewable on a wide range of devices including standard size laptops or desktops, to tiny handheld 

mobile phone and PDAs. 

 

Figure 9.10  Secure web-based GUI for remote monitoring the vibration screen 
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As shown in Figure 9.10 and Figure 9.20, color coding has been used to represent different sensor 

readings where a red link means that the break sensor element has been triggered, orange link 

means that the water sensor element has been triggered, green link means the sensor is reporting a 

healthy link, grey means that the sensor has went offline, and black means the sensor never 

registered with the network. If both sensor elements, BSE and WSE, are triggered then the break 

sensor element takes precedence, and a red colored link is displayed. 

9.8 Vibration Screen Miniature Model for Lab Testing   

The performance of each Sprouts node was verified using a miniature scaled model of the 

vibration screen to mimic some aspects of the real operating environment. The miniature model 

allowed us to test against some influential harsh factors like splashing water, vibration, and 

multipath signal deterioration. However, some harsh environments are difficult to replicate in a 

university lab environment, especially when a combination of harsh effects may take place at the 

same time. Therefore, we were limited to harsh factors that can be reproduced and tested in lab, 

which is still considered essential and very important for early feedback in the system design. A 

diagram description of the miniature model is depicted in Figure 9.11 with a real picture of the 

actual miniature model alongside. 
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Figure 9.11  Miniature lab model of the vibration screen for in-lab testing of Sprouts nodes 

9.9 Deployment Procedure 

The major contributor to the deployment effort of the Syncrude project application is the 

ultrasound sensor module. In order for the ultrasound to function as designed, the steel surface 

had to be free of rust, polished to a smooth reflective surface, no visible scratched present, and the 

surface had to be horizontally flat. Any considerable deformation in the surface of the steel would 

negatively affect the ultrasound energy propagation due to the scattering of the signal at the 

deformations. Since the steel surface of the vibration sheets were not protected against rust, the 

surface was severely rusted as seen in Figure 9.12 A). The removal of the rust strongly depended 

on the type of the rust. Red-like or brown-like rust is relatively easy to remove with an angle-

grinder using 80 grit or 120 grit disc grinders. Another type of rust-like surface is called mill-

scale, which has a black-like color tone. Mill-scale is an extremely hard carbon-steel layer formed 

on the surface of the steel layer during the manufacturing of the metal sheets. This layer is 

approximately 1mm thick and is actually harder than the steel layer. Removing the mill-scale was 
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not possible with the angle grinders even with coarse 40 grit disc grinders. Therefore, we resorted 

to chemical etching using muriatic acid (diluted hydrochloric acid), which is commonly found at 

hardware stores. By applying several coats to the surface, and leaving it over night, we were able 

to soften the mill-scale layer by encouraging it to rust with muriatic acid. After the mill-scale is 

fully rusted to a dark brown color, angle grinders with 40 grit disc grinders were used to remove 

the rusted mill-scale layer. When the rust is completely removed, the shiny silver-like color of the 

steel surface should be inspected for surface pitting. Surface pitting in the steel are basically very 

small sub-millimeter sized holes on the surface of the steel, which are formed due to corrosion, 

material impurity, manufacturing, etc. These small holes must be grinded down to a smooth 

surface by further grinding. After the small pitted holes are removed, the surface needs to be 

further smoothed using a finer 120 grit grinding discs. At this point, any further surface 

smoothing with an angle grinder would be difficult due to the aggressive mechanical vibration of 

the angle-grinder tool. Therefore, other surface buffing tools can be used from this point forward 

to give the metal surface a smoother surface, which allows the ultrasound signal to transition into 

the steel layer with minimal diffraction at the surface. However, due to the metal walls 

surrounding the metal sheet, and the narrow 1 inch width of the metal mesh ligaments, cotton-

based buffing discs were easily damaged by the edges of the mesh ligaments. Therefore, at the 

specific locations of the ultrasound locations, we hand-grinded the surface using 220 grit sand 

paper and corrosion resistant lubricant WD-40. The result is a very smooth surface well suitable 

for the ultrasound transducer, as seen Figure 9.12 B).  
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A. B.   

Figure 9.12  vibration sheet metal screen intersection. A) Initial rusted surface B) After 

etching the surface with muriatic acid, grinding with 40 grit and 120 grit discs, and hand 

smoothing with 220 grit sand paper, the result is a smooth surface suitable for ultrasound 

Now that we have solved the problem with the rusted surface, we have another hidden problem 

inside the steel bars. Although we have made the surface very smooth and well suitable to make 

ultrasound measurements, this does not necessarily mean that any location on the metal bars are 

suitable for ultrasound readings. In fact, after meticulous testing and experimentation with the 

ultrasound transducer, we discovered that some regions in the steel have very poor ultrasound 

readings due to a combination of several possible factors including impurities in the steel, 

impurities in the tungsten, internal cracks, internal air gaps, and poor welding of the tungsten 

layer to the steel layer. Thus, rigorous ultrasound testing was necessary to find suitable ultrasound 

locations that would deliver a reliable thickness measurement by the ultrasound sensor module. 

These locations were marked with a razor blade in the rectangular shape of the ultrasound 

transducer as seen in Figure 9.12 B). After marking all the ultrasound locations, the metal sheet is 

sent to the local welding shop where a metal enclosure for the ultrasound sensor module is 

welded directly to the steel surface. This ensures that the constant vibration over a four to six 

month period will not dislodge the epoxy that holds the sensor module to the platform. Thus, the 

combination of welding the ultrasound enclosure to the steel surface, and the epoxy overlay 

provide a rugged solution that sustains vibration and resists water. Finally, 2mm diameter holes 

are drilled on the left and right side of the ultrasound sensor module extending down to the 
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tungsten layer, for the passive BSE and WSE probes. The BSE and WSE passive sensors are also 

monitored by the ultrasound sensor module each on a separate sensor port as described by our 

PnP protocol in Section 5.4. 

 

Figure 9.13  Sprouts platform deployed on Syncrude vibration screen with an ultrasound 

sensor module to monitor the thickness of steel and tungsten layer while under operation 

9.10 Deployment Results 

For proof of concept, we hand-assembled and deployed 6 Sprouts nodes on one vibration screen, 

which was deployed in Ft. McMurray at the Aurora mine site, as seen in Figure 9.14. The Sink-

Server middleware collected all the data received into a MySQL database as seen in Figure 9.15. 

Ultrasound thickness readings, BSE readings, WSE readings, battery voltage level readings, and 

the temperature of each sensor platform were collected remotely using a 4G to WiFi gateway 
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modem as described in the software architecture of Section 8.4. All database tables are formatted, 

compressed, and sent periodically to a list of email addresses as seen in Figure 9.16. A sample of 

the received database file is shown in Figure 9.17. The end result of our deployment efforts 

allowed Syncrude to monitor their vibration screen remotely from the comfort of their office 

environment using a smartphone, as seen in Figure 9.20.  

In addition, we built a Labview virtual instrument (LVI), seen in Figure 9.18, that allows us to 

query the received database backup file and monitor the history of the steel and tungsten 

thickness in a more involved analyses not available to the user through the web graphical 

interface, which was described and shown in Figure 9.10 . We plot the histogram of the received 

time difference of arrival (TDOA), ∆t in MCU clock ticks, which represents the relative thickness 

in the time domain, of the steel and tungsten layer, as seen in Figure 9.19. The histogram in 

Figure 9.19 shows 1,142 readings of a single ultrasound location, such that the tungsten thickness 

is Tg, steel thickness is Ts, and welding region between the steel and tungsten layer is δw, in units 

of clock ticks. Multiplying the clock ticks by inverse of the MCU clock frequency (1/fclock) results 

in ∆t (seconds), which is used to calculate thickness by using equation (9.1). 

 

Figure 9.14  Six Sprouts sensor modules hand assembled for deployment at the Syncrude's 

Aurora mine site. The Sprouts platform (top) goes inside the rugged enclosure (bottom) 

rugged enclosure 
and patch antenna 

antenna cable 

Sprouts Platform 
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Figure 9.15  MySQL database showing the last 1,000 packets received from Sprouts nodes 

 

Figure 9.16  MySQL database backup of deployment results sent four times a day 
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Figure 9.17  All database tables are formatted, compressed, and sent periodically to a list of 

email addresses. Shown is a sample of one of many database files emailed daily 
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Figure 9.18  Imported MySQL database into Labview of 3,420 received packets. We parse 

and extract all the ultrasound readings for Sprouts node with MAC address 00-12-4B-00-

01-46-61-A4 and plot the results of 1,142 TDOA ultrasound readings into a histogram 
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Figure 9.19  Histogram plot of 1,142 time difference of arrival (TDOA) ultrasound readings 

extracted from the database using Labview, such that Tg is the tungsten thickness, Ts is the 

steel thickness, and δw is the welding layer between the steel and the tungsten 

 

Figure 9.20  Mobile web GUI depicting the health condition of the deployed screen 
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Chapter 10 

Conclusions 

10.1 Summary 

In this thesis, we presented the architecture, design and implementation of a new wireless sensor 

platform for harsh industrial environments called Sprouts. Sprouts is a general purpose, low 

power, ultra miniature, rugged, network standard, and easily customizable using plug-and-play 

(PnP) sensor modules to accommodate a wide range of applications. Sprouts architecture design 

is divided into three sub-architectures, the hardware, network, and software architecture. The 

hardware architecture features a wide set of essential attributes for harsh environments, such as 

energy harvesting, remote wakeup trigger, and a novel ultra small patch antenna encapsulated in a 

rugged metallic enclosure. Sprouts adopts a standard Zigbee network architecture. Using real 

energy consumption measurements acquired by our unique energy consumption benchmarking 

platform (ECBP) tool, we discovered power intensive network behaviors of the default Zigbee 

network stack and modified it to achieve energy savings as high as 92%, thus, extending the 

operational lifetime of the network by the same factor. For the software architecture, we provide 

the architecture design of DREAMS middleware, which is an energy harvesting aware software 

architecture that allows building applications using software modules. We also discuss the 

software architecture of the sink-server base station and show the full functional implemented 

rugged model. We fully implemented the Sprouts platform and deployed it to monitor Syncrude's 

vibration screens in the harsh industrial environment Aurora mining facility north of Fort 

McMurray, Alberta. Customizing Sprouts platform to work for the Syncrude's project was 

accomplished by designing a novel PnP ultrasound thickness sensor module, which monitors the 

thickness of the screen's ligaments while in operation. Finally, we hope to encourage the use of 



Chapter 10: Conclusions 

196 

 

our Sprouts platform in universities working on WSNs research and applications for harsh 

industrial environments. 

10.2 Future Directions 

Sprouts is a general purpose wireless sensor platform that has the potential to grow in academic  

university research and industrial collaborations. Below, we list few of the possible future 

directions for the Sprouts platform. 

10.2.1 Dual Network Standard 

Sprouts unique PnP ports allows for a wide range of additions to the Sprouts architecture. One 

possible addition to the architecture is the use of a dual network standard such as Bluetooth Low 

Energy (BLE) as an external sensor module. This allows each Sprouts platform to be a gateway 

between Zigbee and BLE and exist on both networks. This will also allow Sprouts nodes to 

communicate directly with smartphones with Bluetooth 4.0, which opens a larger scope of 

applications in smart spaces.  

10.2.2 Energy Harvesting Sensor Modules 

In this thesis we focused on wireless energy harvesting to replenish energy using RF to DC 

techniques at 2.45GHz frequency. Since each of the four PnP ports contains a power and ground 

signals, we can develop external energy harvesting modules to scavenge other ambient energy 

sources such as vibration, solar, thermoelectric, electromagnetic, etc. The power port is directly 

connected to the rechargeable battery, thus, recharging the battery from a sensor module using 

energy harvesting would be a unique way to extend the lifetime of the sensor platform without 

modifying Sprouts hardware architecture. 

10.2.3 Ultra Low Power Addressing Using Remote Triggering 

The remote triggering system can be further improved into a full ultra low power receiver capable 

of ultra low power remote addressing achieved by modulating the radiated RF power by a low 
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baud rate (e.g. 1200 bps) UART serial signal which is then received by the LTC1540 and 

demodulated by the MCU operating at an ultra low power (i.e. 32.768KHz clock source). The 

UART modulation would be based on the sensor node ID or MAC address, such that upon 

successfully demodulating the address, the MCU would determine whether it is required to turn 

on its receiver if a match in the address is achieved. We estimate this active ultra low power 

addressing improvement would consume between 5µA to 10µA, which is significantly lower 

power than Zigbee receiver operating between 15mA and 30mA in receive mode. This addressing 

scheme is not intended to replace a Zigbee receiver by any means, but to complement it. This 

improvement would be limited by a very short distance upward to approximately 10m line-of-

sight for a high power 4Watts transmitter due to the low sensitivity of the receiver being only -

31dB. However, this distance is sufficient for proximity interrogation based applications. A 

smartphone can also be used at few centimeters away to interrogate the sensor platform since the 

output power of a smart-phone is in the range of 0dBm to 10 dBm. However, a greater 

communication distance can be achieved using a higher power RF generator as required by the 

application. 

10.2.4 ECBP Tool Expansion 

Future improvements of the ECBP will include support for digital flags to indicate certain parts of 

interest in the running software on the sensor node. Digital flags can be captured using digital 

inputs on the DAQ and are generated by the host MCU on the sensor node, such that code of 

interest is bounded by a rise and fall of a digital port. Vertical markers would be placed on the 

graph to indicate the start and end time locations of the event. We also plan to add support for 

measuring multiple current consumption sources (e.g. MCU, radio, sensors, etc.) and 

superimpose them on a single plot, which will allow us to draw visual comparisons among them. 

10.2.5 Stand-Alone Wireless Ultrasound Thickness Sensor 
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Integrating the ultrasound sensor module into the Sprouts platform as an internal sensor module 

rather than external creates a unique wireless thickness monitoring sensor node that does not exist 

in the nondestructive testing (NDT) commercial market. Furthermore, our ultrasound architecture 

has a digital switching network that allows up to 8 transducers to be monitored by the same 

sensor module. This solution can then be used to monitor the health conditions transport pipelines 

such hydro, gas, oil, sewage, etc.  

10.2.6 Other Applications 

Customizing Sprouts using PnP sensor modules is one of the strong aspects of Sprouts that allows 

us to easily adapt to many different applications. In addition, the miniature size of Sprouts allows 

the platform deployment in applications with limited space or weight that many other larger 

platforms would not meet these requirements. Therefore, we would like to explore other 

application use of Sprouts such s agriculture, smart grid, forest monitoring, body networks, 

medical, asset tracking, IoT, etc. We believe that Sprouts can also excel in many other 

applications beyond harsh environments. 

10.3 Lessons Learned and Recommendations 

Below are only some of the few lessons that we have learned during the research and 

development of the Sprouts platform. 

 

1) The conception of WSN technology more than 15 years ago promised many futuristic 

features such as SmartDust [121], where nano-sized wireless sensors can be deployed by 

merely sprinkling them, painting them, or spraying them out of a bottle. To the best of our 

knowledge, and over 10 years experience working in WSNs, we have never experienced a 

deployment scenario that did not require some preparations or a significant amount of work 

in the deployment of the WSN. The Syncrude project application was not an exception. 
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2) Using a WSN as a replacement for a wired network should not be done for the sole purpose 

of reducing the cost of the cables, but to enable applications that cables cannot reach or can 

be damaged in the process. While WSN offers many advantages over wired networks, it also 

has its own challenges with power consumption, range, security, packet loss, etc. 

3) Developing your own sensor platform is a long term strategic investment that should be 

studied and researched thoroughly as we have done in this thesis. It is a time and resource 

consuming task that should not be underestimated. Challenges will span the physical layer, 

network layer, middleware layer, application layer, and to the remote server design and 

implementation. The designer(s) must be well knowledgeable in hardware and software 

architecture design and implementation techniques. In addition, many testing equipment must 

be properly studied to test the WSN platform, such as vector network analyzers, spectrum 

analyzers, mixed signal oscilloscopes, digital multimeters, RF signal generators, and more. 

4) When designing a WSN platform, it is important to test and verify every single subsystem 

separately and collectively. A single faulty component may render the platform unusable.  

5) Hand assembling the hardware is a very tricky process when using very small components 

that are indistinguishable in value, such as 0402 resistors, capacitors, and inductors, which do 

not have any code written on the component due to their very small size. A simple mistake 

with placing the wrong value passive component may go unnoticed during assembly, 

extremely difficult to uncover after testing. Therefore, it is recommended to carefully place 

the correct components during hand assembly, and immediately discard the component in 

question when in doubt. Discarding a $0.10 component is much cheaper and easier than 

spending hours later trying to find out which component has the wrong value. 

6) Antennas must be tested in their final enclosure and in the field, where various environmental 

effects may adversely affect the antenna performance. For example, when we applied epoxy 

on the patch antenna while inside the enclosure, the epoxy material shifted the resonant 
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frequency of the antenna by approximately 100MHz, which attenuated the transmitted and 

received signal by approximately -15dBm to -20dBm. This level of attenuation is not 

acceptable, and the antenna have been redesigned to include the effects of the enclosure, the 

epoxy material, and the environment for which the antenna is deployed. It should be noted 

that, off the shelf 2.45GHz antennas also exhibited the same shift in frequency making them 

unusable.   

7) From a competitor point of view, waiting for a standard to develop might be too late to gain 

market share. For Example, HART was not a standard until 2007, but it had already 

penetrated the market with its easy drop in solution over 4-20mA infrastructure. 

8) Developers should understand that a manufacturer of a certain product, component, or device 

will market and advertise that their solution is highly reliable, easy to use, and compatible 

with other standards. The reality is that training will be required, faults will occur, and 

compatibility issues will surface. We have noticed that discrepancies between advertised 

performance and actual measured performance can sometimes be found in errata documents, 

where the advertised values are corrected for actual measured values. 

9) Targeting a specific application is often a better marketing and engineering time investment 

than marketing a broad set of applications. This will lead to increased confidence in the 

customer, experience in the field, and specialized added value. 

10) A successful technology is a technology that maximizes its strength. A technology without 

strength will struggle even if it has no weaknesses. This was reworded from a quote found in 

a DASH7 webinar to show that DASH7 maximizes on the long range strength while attaining 

similar data-rates (200Kbps) as that of Zigbee (250Kbps). Although 2.4GHz ISM band can 

achieve much higher data-rates, such as WiFi (54 Mbps), Zigbee underutilizes this capability. 

Therefore, what is left is the smaller antenna size benefit. 
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11) Using a module drop-in solution will greatly accelerate product to market time, reduce 

system complexity, and allows developers or users to focus more time on the application 

layer. However, this comes at the cost of increased system cost and power consumption. 

12) A recommended general process flow of developing a WSN platform can be found in 

Appendix F. 
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Appendix A 

Energy Consumption Benchmarking Platform (ECBP) 

In this appendix we provide a general purpose energy consumption profiling tool based on 

National Instruments data acquisition hardware and Labview analysis tool. Our energy 

consumption benchmarking platform (ECBP) ECBP has been instrumental in analyzing and 

reducing power consumption throughout the development of the Sprouts platform. We effectively 

utilize this tool in Chapter 7 to discover the aggressive energy consuming behavior of a default 

Zigbee network. The ECBP is also utilized throughout the testing of our hardware and software 

architectures.    

A.1  Introduction  

The energy consumption benchmarking platform (ECBP) is a powerful software analysis tool that 

measures a variety of power related components such as average power, average current, average 

voltage, elapsed time, and energy consumption. The ECBP is fully programmable and modifiable 

using an easy to use graphical programming environment (Labview). In addition, the user has the 

ability to choose a specific time region of interest, such as the transmission period of a 

transceiver, statistically analyze, save it, and reload it for later analysis. We also provide a 

comparative study between various methods of obtaining power consumption related 

measurements for WSNs, and provide the advantages and disadvantages of each method. 

A.2  Motivation 

Energy consumption is one of the most important issues in wireless sensor networks (WSNs) due 

to the limited amount of battery capacity available on sensor nodes. Although WSNs have 

successfully utilized energy harvesting from various sources as a means of replenishing energy 

resources, energy harvesting remains a limited source of energy that may or may not be 

sustainable. Depending on the ambient energy source scavenged (e.g. solar, vibration, 

electromagnetic, etc.), its rate of power delivery, availability (e.g. solar is only efficiently 
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available during the day), application limitations (e.g. some applications may limit physical space 

available for solar cells), etc. energy harvesting may still be a scarce source of energy, and 

therefore, its usage must be monitored and managed carefully. Utilizing a battery remains the 

easiest energy solution to implement cost effective short term deployments, however, they are a 

limited source of energy. Therefore, regardless of the type of energy source utilized for WSNs, 

measuring the exact amount of energy consumed by each system state, function call, sleep mode, 

sensor reading, etc. would provide a plethora of information. This information is essential to gain 

greater insight into the various operating software layers, reveal power related faults, understand 

energy levels, and greatly reduce the amount of energy used in return. Conventional current 

measurement tools such as a multimeter or an ammeter can only provide a single average reading 

every few seconds. Sensor nodes often wakeup, sense, and report in less than a fraction of a 

second, typically in 10ms to 100ms depending on the application, and then enter sleep mode 

again. Therefore, in order to understand the power consumption behavior of sensor element, 

energy harvesting, transceiver, MCU, or any other low power device, we must be able to capture 

the entire active duty cycle and analyze it meticulously.  

A.3  Current Consumption Measurement Methods  

Measuring power consumption of a sensor node requires the knowledge of the operating voltage 

and the current flow. Current flow measurement is obtained by measuring the differential voltage 

drop across a fixed value current sensing resistor. Energy consumption measurement is achieved 

by integrating the acquired power consumption curve over a given time period. Although current, 

power, and energy consumption are directly proportional, they are vastly different by definition, 

and thus often colloquially interchanged. In this section, we discuss four methods for obtaining 

current consumption measurements and draw a comparison between them. 

1) Handheld digital multimeters (HDMs) range greatly in measurement accuracy, features, and 

cost. For current measurements, it is important to use a HDM with the highest DC current 
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resolution of approximately two orders of magnitude finer than the sleep mode current of the 

sensor node. Therefore, certain HDMs with high current resolution (e.g. 0.01µA) can 

accurately measure low current consumption (e.g. 1.0µA) in sleep periods over few seconds, 

such as Amprobe 38XR-A. The major disadvantage of HDMs is the non-graphical display of 

the measured active-mode current, such that the acquired reading is an average reading 

updated every few seconds. Thus, HDMs are inadequate for capturing current consumption 

during short active duty cycles of the sensor node.   

2) DC power supplies (DCPS) are used to provide power to the sensor node and measure current 

draw simultaneously. Many DCPS offer a serial channel (e.g. USB, GPIB, or UART) to 

communicate with a host PC to transfer measured data or to control the instrument. Some 

DCPS, such as Agilent 66319D, can data-log power consumption over very long periods of 

time (up to 1,000 hours) when used with optional 14565B software. However, DCPS, 

including 66319D, do not offer high enough sampling rates required to accurately capture RF 

activity on sensor nodes. For example, Zigbee transmits data at 250Kbps, such that a 25 Byte 

size packet spans a 100µs transmission period. The 66319D highest sampling rate of 64K 

Samples/s will only capture 6 samples during active transmission, which may or may not be 

acceptable based on the measurement goals. In addition, data acquisition longer than 24s 

using 66319D imposes a maximum sampling rate of 200 Samples/s, which is inadequate for 

capturing RF activity.  

3) Data Acquisition cards (DAQs) are general purpose instruments that offer the widest range of 

options depending on the application needs. DAQs offered by National Instruments can be 

programmed using Labview to mimic lab equipment and create virtual instruments, such as 

power supplies, signal generators, oscilloscopes, multimeters, counters, etc. Thus, DAQs 

combined with Labview can be designed to measure current, voltage, power, and energy 

consumption of sensor nodes. DAQs, such as PCI-6259, have high sampling rates (i.e. 1250k 
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Samples/s) in comparison to DCPS such as 66319D (i.e. 64k Samples/s), as seen in Table A. 

1. High sampling rates allow the user to capture very short events such as RF activity. DAQs 

such as PCI-6259 have very high analog input impedance (i.e. 10GΩ), such that the DAQ 

does not alter actual voltage measurements. A minor disadvantage of using a DAQ is the 

initial work effort required to design a virtual instrument in Labview, which we have 

provided in section IV. The unique advantage of a DAQ is the ability to build sophisticated 

functionality and statistical data analysis to measured results otherwise unavailable by other 

measurement methods.  

4) Oscilloscopes (OSCs) are widely used to measure current consumption in WSNs 

[86][87][88], achieved by using the OSC probe in a differential mode across a current sensing 

resistor. OSCs have very high sampling rate beyond that of DAQs, are easy to use, and are 

widely available in most labs. A minor disadvantage of oscilloscopes is that captured data is 

displayed as a voltage measurement and not as current. Thus the user has to manually 

calculate the current magnitude or import acquired data into Excel where it is scaled by the 

resistor value. A major disadvantage of oscilloscopes is the limited programmability when 

compared to a DAQ based acquisition system. 

 

Table A. 1 shows a comparison between the four methods of acquiring power consumption data. 

A high sampling rate has many important advantages including: detecting ephemeral events, 

detecting the switching between transmit and receive modes, and capturing detailed current 

consumption during radio frequency (RF) activity, which is very important considering 

transceiver activity is the highest current consuming subsystem in a sensor node. High 

functionality instruments can be used for other purposes in addition to power consumption. 

Supporting software can assist the user in capturing data and displaying it graphically for further 
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real-time or offline analysis. Ease of use indicates how much the user needs to learn before 

mastering the features of the instrument. 

Table A. 1 Comparison of Power Consumption Measurement Methods 

Instrument 

Name 

Sampling Rate 

(Samples/s) 

Available 

functionality 

Supporting 

Software 
Ease of use 

Approx.Price 

($ US) 

HDM 
very low 

(0.5-10) 
Medium None Very easy 

very low 

(30-300) 

DCPS 
Medium 

(1k-100k) 
Low 

Limited 

(extra cost) 
Medium 

very high 

(3k-10k) 

DAQ 
High 

(100k-2M) 
Very high 

Very high 

(extra cost) 

Relatively 

difficult 

Medium-high 

(1k-3k) 

OSC 
Very High 

(10-100M) 
High 

None or 

Limited 
Medium 

very-high 

(2k-10k) 

 

A.4  Energy Consumption Benchmarking Platform (ECBP) 

The energy consumption benchmarking platform (ECBP) is a versatile data acquisition based 

energy consumption profiling tool for WSNs. The ECBP can be utilized to find power intensive 

processes in a given system, discover energy consumption anomalies and wasted power, measure 

active duty and sleep cycles, measure voltage, current, power, and energy consumption for a 

given time period, and discover power consumption related faults in sensor networks. 

Labview is a graphical programming environment that excels in data acquisition, monitoring, 

control, and graphical representation of measured data. Using Labview, the user can create 

elaborate programs, called Virtual Instruments, by wiring graphical system blocks to one another. 

We leverage Labview’s acquisition system to build our energy consumption benchmarking 
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platform (ECBP). In order to calculate the amount of energy E consumed between two cursor 

positions tk and tn (i.e. ∆tk,n), we need to calculate the run-time power consumption, P(t), at time t. 

Thus, we need to measure current flow from the power supply at time t, Is(t), and the voltage level 

across the sensor node at time t, Vsn(t), such that: 
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where fs is the sampling rate of the given measurement, k and n are the sample numbers bounded 

by the selected duration ∆t. Measuring current flow, Is, requires the use of a current sensing 

resistor Rs, such that the flow of current across the resistor causes a voltage drop, Vdiff, 

proportional to the amount of current consumed Is. 

 

 

Figure A. 1 Power consumption measurements of Sprouts sensor node using a DC power 

supply and NI PCI-6259 DAQ to capture energy consumption measurements 
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We use National Instruments' PCI-6259 data acquisition (DAQ) card to capture the differential 

voltages Vdiff and Vsn as seen in Figure A. 1. There are several considerations to take into 

account and understand thoroughly when acquiring DAQ measurements, such as: 

1) the sum of the sampling rate from all used channels must be less than the maximum 

sampling rate of the DAQ, 

2) captured data from all channels must be less than the maximum internal memory buffer 

size of the DAQ, 

3) the maximum voltage drop across the sensing resistor or sensor node must be less than 

the input reference voltage of the corresponding channel, 

4) the sensing resistor value must be selected with an appropriate power rating and 

measured prior to its use, or 

5) the same resistor value cannot be used to measure both active mode and sleep mode due 

to a large accuracy penalty related to the input voltage reference of the analog to digital 

converter (ADC) since current flow varies considerably between active-mode (e.g. 

25mA) and sleep-mode (e.g. 1.0µA). 

The ECBP virtual instrument design is shown in Figure A. 2, such that data flow is continuous 

between parts A, B, and C. In our experiments, we use an Rs=10.8 Ω to calculate the current as 

seen in Figure A. 2 (C1). Note that the maximum possible current draw multiplied by Rs must not 

exceed the maximum input voltage reference for ai0 channel (i.e. 500mV), such that if current 

draw is expected to be larger than 46.29mA, then a smaller Rs value is needed. 
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Figure A. 2 Labview design of Energy Consumption Benchmarking Platform (ECBP). The 

design is divided into four sections A, B, C, and D. Data flows from A to D 
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In order to simplify the Labview design of the ECBP, we divided the design into four sections A, 

B, C, and D. Each section is annotated by numbers. Data flow starts from A1 and ends at D3. The 

design operates as follows. A1 creates an acquisition task. A2 captures Vdiff on channel ai0, which 

is later divided by Rs in order to calculate current consumption. A3 captures Vsn on channel ai4, 

which is later multiplied by current to acquire power consumption. B1 configures the sampling 

rate of the channels, buffer size, and acquisition time specified by the user in the front panel 

interface. B2 samples data according to B1 user setup. B3 specifies the type of data format to 

capture is a waveform of finite number of samples. B4 prompts the user to save the acquired data 

into a text file, such that it can be retrieved later and reanalyzed as needed, such that loaded data 

starts at the B5 point. B5 splits the acquired data (i.e. just sampled or loaded) into two separate 

arrays Vsn and Vdiff. C1 divides Vdiff by Rs to calculate current consumption Is. C2 multiplies Is by 

Vsn to calculate power consumption P, such that Is, Vsn, and P are displayed graphically. C3 

extracts the user’s cursor positions from the current consumption graph. C4 encompasses sections 

D1 through D3, which is also known as a sub-virtual-instrument. D1 extracts the time locations 

from the cursors, [START] and [END], and calculates the elapsed time duration between them. 

D2 calculates the mean of the data bounded by [START] and [END]. D3 calculates the integral 

bounded between [START] and [END] to obtain energy consumption E(∆tstart,end). The design 

executes continuously between C3 and D3 based on the user’s cursor relocations. 
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A.5  ECBP Front Panel User Interface Design 

Every virtual instrument built in Labview requires a front panel user interface design to manage, 

monitor, and control the program. We decided to design a front panel that is easy to use and 

focused on having a large viewing area of the acquired current consumption graph while 

displaying all other parameters around the focal area.    

 

 

Figure A. 3 ECBP front panel user interface design; labeled in logical ordered from A to M 

In a logical order from the beginning of the acquisition process till the end of a given acquisition, 

we explain every labeled section in Figure A. 3 below: 

B. The user must accurately measure the current sensing resistor value used for current 

consumption measurements using a good-quality multimeter (e.g. Amprobe 38XR-A). 

C. The acquisition time of the experiment is entered here [hours: minutes: seconds]. 
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D. The ECBP automatically calculates the maximum sampling rate possible given the entered 

acquisition time and maximum internal memory-buffer size of the PCI-6259. 

E. At this point, the user may start the acquisition by clicking the right arrow. 

F. When the acquisition is complete, the user may use the various zooming options to view a 

region of interest (e.g. RF transmission). 

G. After viewing a region, the user may specifically point the [START] cursor to the beginning 

point of the region of interest (e.g. the bootup point, transmission start, etc.). 

H. Similar to the [START] cursor, the [END] cursor specifies the end of the region of interest. 

I. The [START] and [END] cursor information are displayed here, with options to change their 

respective names (e.g. [Ta] and [Tb] instead of [START] and [END]). 

J. The current consumption Y-axis displayed in S.I unit format. 

K. The acquisition time X-axis displayed in S.I unit format. 

L. The Y-axis and X-axis name and format options (e.g. auto-scale) are accessed here. 

M. Statistical analysis calculated over the region of interest selected by [START] and [END] 

cursors. This includes: average current, average voltage, average power, energy, and time  

duration between [START] and [END]. 

N. When the user is done with acquisition experiment, the [STOP Analysis] button exits the 

ECBP gracefully. 

A.6  Utilizing the ECBP in WSNs and Sprouts Platform 

We list only a few ways we have successfully utilized the ECBP to enhance our system response 

times or reduce the overall power consumption of the platform, which was extremely beneficial 

during the development process of the Sprouts platform. We utilized the ECBP to: 

1) Modify the network behavior of the Zigbee network as discussed in Section 7.4, and 

effectively reduce power consumption by up to 92% of the default Zigbee network 

energy consumption. 
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2) Provide a practical method for estimating the operating lifetime of a WSN as discussed in 

Section 7.6.  

3) Monitor our PnP protocol and debug signal behavior. One of the discoveries we made 

using the ECBP to monitor the PnP protocol was that the total time elapsed during the 

communication of a single packet between the Sprouts node and the sensor module was 

larger than what we expected. This discovery eluded to a software bug related to a polling 

timer utilized while waiting for a signal reply from sensor modules, which was later 

fixed. Thus, the ECBP allowed us to enhance our PnP communication response time, and 

lower the overall active duty cycle of the sensor node. 

4) Measure and analyze the active duty cycle of the Sprouts platform, such as the time and 

energy consumed during the wakeup from sleep mode, obtain a single ultrasound reading, 

transmit one packet, and to receive an acknowledgment from the sink node. 

5) Verify the correct behavior of the ultrasound sensor modules, and reduced any inactive 

periods while sampling for multiple readings. This can be achieved by generating power 

spikes on the acquired current consumption graph to distinguish different parts of the 

code. The spikes are generated by supplying a digital pulse to a fixed value resistor 

connected to a digital port. Other methods to generate power flags are also possible. 

These spikes can be removed or disabled upon successfully analyzing the system. 

6) Measure and verify the correct energy consumption behavior of the energy harvesting 

solution using wireless power transfer. The current consumption was verified to be a 

constant value less than 0.5µA with no abnormalities, such as current spikes. 

Essentially, the ECBP can be utilized in many different ways most useful during the development 

stages of a wireless sensor platform. It can be utilized to verify the proper timing and energy 

consumption behavior of individual hardware components, software effect on power 

consumption, and the overall system combined.  
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A.7  Summary 

In this appendix we provide the design of the ECBP: a DAQ based energy consumption profiling 

solution for WSNs. Energy profiling through ECBP has provided us with an enhanced operation 

analysis of our Sprout WSN platform that we could not achieve by relying solely on software 

analysis tools alone. Our ECBP can reveal a variety of network activities, aggressive energy 

consumption behaviors and/or proper operating conditions that are otherwise difficult to detect 

using traditional software tools. The ECBP has been instrumental in analyzing and reducing 

power consumption in our Sprouts Zigbee-based WSN deployments, as discussed in Chapter 7. 
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Appendix B 

Sprouts RF Energy Harvesting 

B.1  Energy Harvesting High Frequency Response 

It is essential to analyze the high frequency response of the RF energy harvesting circuit of the 

diode to the incident radio wave as follows. The forward-bias current-voltage relationship for a 

diode is approximated as [95]: 











−= 1nkT

qV

s eII    (B.1) 

where Is is the reverse saturation current, q is the electronic charge constant (1.60219*10-19 

Coulomb), k is Boltzmann's constant (1.38062*10-23 Joules/oK), n is the ideality factor which 

ranges between 1 and 2 depending on the fabrication process and semiconductor material, and T 

is the temperature in oK. The unique aspect of schottky diodes versus typical silicon substrate 

diodes is the very low turn-on voltage, which is the smallest voltage magnitude required for the 

diode to start conducting current through it (i.e. turn-on). Turn-on voltage is typically less than 

0.3V for schottky diodes and approximately 0.7V for typical Si Diodes (e.g. 1N4004). Using 

MathCAD, we plot equation (B.1) for schottky diode HSMS-2850 vs. 1N4004.  The turn-on 

voltage is evaluated at approximately the knee-location of the current-voltage graph from Figure 

B. 1.  
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Figure B. 1 Turn-on voltage for a typical diode (1N4004) vs. schottky diode (HSMS-2850) 

From Figure B. 1, we note the turn-on voltage of the HSMS-2850 schottky diode is 

approximately 160mV at 1.0mA vs. a typical diode 1N4004 with turn-on voltage approximately 

700mV. For energy harvesting applications, the input received power from the antenna is 

typically very small in the range of -30dBm to -10 dBm (or 100mV), such that approximately no 

current will flow through a typical diode, yet few hundred µA current may still pass through the 

schottky diode junction. Therefore, it is essential to choose a schottky diode with the lowest 

possible turn-on voltage, such as the HSMS-2850.  

B.2  Tangential Signal Sensitivity 

An important figure of merit to determine the quality of a schottky diode for energy harvesting is 

the tangential signal sensitivity (TSS), or γ, which is defined as the output voltage of the diode for 

a given input power, and is typically measured in mV/µW at the designed resonant frequency: 
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Agilent Technologies [96], defines the TSS of the diode in equation (B.3) in terms of its high 

frequency model components represented in Figure 6.4. 
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such that Is is the reverse saturation current, f is the operating frequency of the received wireless 

signal, Cj is the diode junction capacitance, Rs is the parasitic series resistance of the diode, Rj is 

the diode junction resistance, which is a variable resistance based on bias current and Is, RL is the 

load resistance, and Γ is the reflection coefficient which represents the reflection ratio of the input 

to reflected power due to any mismatch at the input matching network. In order to derive an 

expression for Rj, we manipulate equation (B.1) to eliminate the exponential: 
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The small signal junction resistance Rj of a diode varies with respect to I and V, and defined as: 

1−









=

V

I
R j

σ

σ
   (B.5) 

Thus, we take the derivative σI with respect to σV for both sides of equation (B.4) to obtain a 

more expressive equation for Rj: 
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For energy harvesting applications, the bias current I is zero (i.e. zero biased) since the tag or the 

sensor node cannot supply any power to the diode prior to receiving power first.  Thus, Rj is then 

easily calculated for a given temperature and a given device saturation current Is (e.g. HSMS-

2850 Is=µ3A), such that Rj for HSMS-2850 is approximately 9.14KΩ at zero bias. Matching the 

output of the diode to an approximately 9.1KΩ resistor load would yield a maximum power 
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delivery from the diode to the output load. However, it is not as simple as that, since according to 

equation (B.3) the ratio RL/(RL+Rj) would yield half the sensitivity as a result. Thus, it is more 

important to have RL>>Rj in order to maximize sensitivity at the cost of output mismatch, which 

results in lower output current but higher output voltage. A higher voltage swing at the output is 

much more desirable for energy harvesting applications since many transformer-less DC-to-DC 

voltage pump circuits require a minimum voltage between 0.3V and 0.8V to operate (e.g. Texas 

Instruments BQ25504 converter requires Vin=0.35V). Depending on the input received power by 

the antenna, the output voltage may vary anywhere between 0.1mV (less than -50dBm) and 

approximately 1V (Pin ~ 0 dBm) for a single HSMS-2850 schottky diode.  

Using HSMS-2850 PSpice diode parameters (Rs=25Ω, Cj=0.18pF, Lp=2nH, Cp=0.08pF, 

n=1.06), T=300oK, RL=100, and Γ=0.2, we plot equation (B.3) vs. saturation current (Is) using 

MathCAD for three frequencies 433MHz, 916MHz, and 2.4GHz as seen in Figure B. 2. We 

notice from Figure B. 2 that using a lower frequency will yield a higher voltage sensitivity due to 

lower device parasitic loss associated with higher frequencies. We also notice that maximum 

sensitivity is achieved at 1µA saturation current for 2.45Ghz frequency, which the HSMS-2850 

diode comes very close to at 3µA. At 3µA saturation current, the HSMS-2850 calculated 

sensitivity at 2.45GHz is approximately 60mV per 1µW input. This calculated sensitivity level is 

only applicable in the square law dynamic range of the diode between -55dBm (.003µW) and -

30dBm (1 µW), such that at -30dBm input power the expected output voltage should be 

approximately 60mV. However, this is rarely the case since many other factors such as device 

packaging inductance Lp and capacitance Cp, circuit layout, and other circuit mismatches at the 

antenna and output load greatly diminish sensitivity and the output voltage as a result. Agilent 

Technologies [97] states that measured sensitivity results may be one order of magnitude less 

than the calculated sensitivity value from equation B.3. 
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Figure B. 2 Sensitivity (mV/µW) vs. saturation current for HSMS-2850 

B.3  Energy Harvesting Voltage-Doubler 

In our energy harvesting implementation using HSMS-2852 (dual diode in one SOT-3 package), 

we design and simulate the energy harvesting circuit in Ansoft Designer seen in Figure B. 3. This 

circuit uses a voltage-doubler technique using 2 diodes to achieve higher output voltage. 

 

Figure B. 3 Energy Harvesting circuit using HSMS-2852-pair simulated in Ansoft Designer 

with matching network and a 100KΩ load 
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Using Ansoft Designer, we calculate the input impedance to the diode-pair and plot it on a smith 

chart to find the proper input matching network, as seen in the lower half of the smith chart in 

Figure B. 4. 

 

Figure B. 4 Lower half of smith chart showing input matching for energy harvesting circuit 

The simulated input return loss S11 attained from Ansoft designer is plotted against the measured 

results attained from vector network analyzer ZVL303. Our measured results show a very good 

match, such that our measured S11 is approximately -16.8 dB at 2.45GHz when compared to the 

Ansoft Designer simulated result of -22dB at 2.5GHz.  

B.4  Input Matching Results 

Note that a 13.4nH series inductor would result in a better match at 2.45GHz using Ansoft 

Designer instead of the current 2.5GHz match seen in Figure B. 6. However, the 0.4nH addition 

is insignificant considering PCB design traces may contribute between 1nH and 4nH based on 

trace width, trace length, FR4 material, board thickness, and FR4 dielectric material. In addition, 

ceramic inductors, even the small 0402 (0.4mm x 0.2mm) sizes which have better frequency 

response than larger sizes, vary in inductance based on the operating frequency, and significantly 
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increase in inductance value as the frequency approaches the self resonance frequency of a given 

inductor. For example, an 0402 size 15nH inductor will have a value of approximately 30nH at 

2.45GHz according to Figure B. 4. If the additional 0.4nH difference in inductance can shift the 

resonant frequency by up to 50MHz, consider the effect of an additional 15nH due to self 

resonance of the inductor at higher frequencies. Therefore, a series of matching and testing 

experimentation is necessary when using inductor values greater than 5nH at frequencies above 2 

GHz. Since the parallel 3nH inductor is small in value, the frequency response according to 

Figure B. 5 will be relatively the same upward to 4 GHz. Our experimental optimization of the 

input matching network resulted in a value of 4.3nH instead of 13.4nH necessary to achieve the 

desired input matching network at 2.45GHz as seen in Figure B. 6. The wide band matching seen 

in Figure B. 6 measured curve is mostly due to the 3nH parallel inductor having an impedance 

magnitude approximately equal to 46.2Ω at 2.45GHz, which is very close to the ideal 50Ω match. 

This wide band response is desirable to freely operate the energy harvesting circuit between 

2.4GHz and 2.5GHz ISM band. 

 

Figure B. 5 Frequency response of 0402 inductors provided by Johanson Technologies 
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Figure B. 6 Input Matching S11 for energy harvesting circuit with greater than -16 dBm 

return loss at 2.45GHz 
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Appendix C 

Antenna Performance Effect on Communication Range 

Our Sprouts platform is designed to be physically small to address a larger scope of applications. 

The Sprouts platform is limited to approximately 1 inch (25.4mm) in external diameter (i.e. 

including the rugged metallic enclosure), which allows us to use a standard 20mm CR2032 coin 

battery internally. The CR2032 is an ultra low cost and very small coin battery, yet it contains a 

decent amount of energy approximately 250mAh. The physical limitations of the Sprouts 

platform introduces a number of challenges including the amount of surface area available for the 

antenna and its effect on communication range. In order to evaluate DASH7 claims on superior 

range and the common misconception about Bluetooth being a low range network, we have 

simulated three antennas using Ansoft Designer in the 433MHz, 916MHz, and 2.4GHz ISM 

bands. To support small size sensor nodes, we assume a limited space of 30mm diameter or 

square area as close to a CR2032 size which allows for a tapered patch antenna at 916MHz. 

DASH7 at 433MHz cannot utilize any type of patch antenna within this space. Therefore, we 

implemented a loop-type antenna instead with a ground center to simulate the underlying 

components. Zigbee at 916MHz can establish a tapered patch antenna, while BLE and Zigbee at 

2.4GHz can utilize a full patch antenna, as seen in Figure C. 1 (A-C). The simulation results in 

Figure C. 2 show that with limited space restrictions, directivity gain (DG) is greatly reduced 

from the nominal 0dBi. Similar DG results are discussed in [104]. 
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A)   B)  C)  

Figure C. 1 Antenna comparison: A) Circular patch 2.45GHz B) Trapezoidal short-ended 

patch 916MHz C) Loop antenna 433MHz 

Using Friis’ free space transmission equation (6.1), we show how communication distance 

between two identical antennas is greatly reduced from the nominal 0dBi when sensor node size 

restrictions are applied, as seen in Figure C. 3. A common sensitivity level of -85dBm is assumed 

for comparison, which can vary depending on transmission data-rates, such that Pr is the received 

signal strength or the free space signal loss, Pt is the transmitter output power (assumed 0dBm), c 

is the speed of light, f is frequency, R is distance or range, Gt and Gr are the directivity gains of 

the transmitter and receiver antennas simultaneously. 

From Figure C. 3, we show that DASH7 range is reduced from 1Km to 15m and Zigbee 916MHz 

is reduced from 500m to 40m, when the space limitation is applied, while BLE and Zigbee 

operating in the 2.4GHz ISM band remain almost unaffected at 200m communication range. 
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Figure C. 2 Directivity gain simulation results for DASH7, Zigbee, and BLE for small 

sensor nodes within a 30mm diameter area 

 

Figure C. 3 Signal loss over distance for nominal antenna gain (Gt=Gr=0dBm)
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Appendix D 

Sprouts Hardware Implementation 

D.1  Sprouts Source Node Hardware Implementation 

Sprouts end nodes have a four layer PCB design. This ensures a solid and short RF connection to 

ground for the transceiver front end. In addition, it allows us to further reduce the size of the 

platform by providing alternative signal paths on various layers. Shown in Figure D. 1 A) is the 

top layer of Sprouts which includes the CC2530 SoC, energy harvesting, and remote triggering. 

Figure D. 1 B) is the middle-1 layer which is a ground layer. Figure D. 1 C) is the middle-2 layer, 

which is a signal layer. Figure D. 1 E) is the bottom layer, which is contains passive power 

components, reset switch, a combination of ground and signal layer. 

A)  B)  

C)  D)  

Figure D. 1 Sprouts 4-Layer PCB layout using Altium Designer (1 inch diameter). A) Top 

Layer (red) B) Middle-1 layer (gold) C) Middle-2 layer (Cyan) D) Bottom layer (Blue) 
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D.2  Sprouts Coordinator Node Hardware Implementation 

The PCB Layout of Sprouts coordinator nodes was done using Altium Designer on a 4-layer FR4 

board. The entire PCB layout was manually hand routed in order to ensure highest quality signal 

trace connections for digital, RF, and power related components, such that each have different 

layout requirements. Unfortunately, Altium Designer cannot achieve the same layout quality 

attained from manually hand routing the design, which is a very time consuming process.   

Top Layer: the top layer contains all of the components found on the SCN board. Thus, there are 

no components on the bottom layer, which allows the board assembly to be easier and cheaper for 

production. The top layer contains the PIFA PCB antenna, power switch, USB port, JTAG port, 

UART port, reset push-button, RF can-shield, external UMCC antenna connector, energy 

harvesting, LEDs, CC2531, CC2590, system power switch, as well as other discussed connectors. 

Middle-1 Layer: the middle-1 layer is not accessible to the user, and cannot be seen by the user 

because it is internal to the PCB. The middle-1 layer is located right underneath the top layer. In 

addition, middle-1 layer is a dedicated ground (GND) plane layer for the SCN board and plays an 

important role in the RF performance as discussed earlier. The black rectangular region located 

on the right is underneath the PCB antenna and indicates a “void” of copper. 

Middles-2 Layer: the Middle-2 layer is power-plane, an essential part of the RF front end layout 

and performance. A solid, well-connected, DC power plane is required for both CC2531 and 

CC2590, such that both planes are separated by an RF choke-inductor filter. Similar to middle-1 

layer, this layer is also not visible nor accessible to the user.   

Bottom Layer: The bottom layer is on the opposite side of the top player. This layer serves as a 

signal and ground plane for the SCN board.  
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Figure D. 2 Sprouts coordinator node top layer layout using Altium Designer 

 

Figure D. 3 Sprouts coordinator node Middle-1 layer layout using Altium Designer 

 

Figure D. 4 Sprouts coordinator node Midle-2 layer layout using Altium Designer 
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Figure D. 5 Sprouts coordinator node bottom layer layout using Altium Designer 
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Appendix E 

Introduction to Ultrasound Non Destructive Testing  

Non-destructive testing (NDT) is a widely used technique to validate or monitor material without 

compromising the integrity of the material. Ultrasound-waves are widely used in this technique 

due to the different behavior an ultrasound wave exhibits in various material properties. Sound 

waves that are beyond the maximum hearing threshold of humans are categorized as ultrasounds, 

which typically starts at a lower bound of approximately 18 KHz. As the ultrasound frequency 

increases, the wavelength decreases allowing for a higher degree of measurement accuracy and 

resolution that would be necessary for applications such as medical ultrasonography, which 

utilizes ultrasound frequencies between 2 and 20 MHz. When an ultrasound signal travels from 

one material medium into another different medium, a percentage of the signal-energy passes 

through to the other medium, while the rest of the energy is reflected back. Given the speed of 

ultrasound signals in various material densities, and by measuring the properties of the reflected 

signal, such as time-difference-of-arrival (TDOA) and signal magnitude, we can calculate some 

useful information about the examined material, such as volume, thickness, number of various 

mediums, temperature, and more. NDT has been extensively utilized in a wide range of 

applications including healthcare, agriculture, defense, manufacturing, fisheries, quality control, 

cleaning, and many more. By combining WSN technology and the wide use of NDT-based 

technology, new application domains can potentially unfold. 

Ultrasound waves are generated by applying a short voltage pulse, approximately less than 5ηs, 

across a Piezoelectric (PZT) material. The voltage pulse generates a very wide frequency band 

relative to the PZT material, which causes the PZT material to mechanically vibrate at its 

designed resonant frequency. The generated ultrasound energy is then transferred from the PZT 

material into the surrounding medium. For example, if the PZT material is formed into a thin disc 

shape, then most of the generated ultrasound energy will travel from the upper and lower surfaces 



Appendix E: Introduction to Ultrasound Non Destructive Testing 

239 

 

of the disc. The PZT disc is polarized by the manufacturer during the production process, such 

that the positive and negative poles are electrostatically coated with a thin layer of silver deposit 

to allow for easy electrical connections. The negative pole can be grounded to the transducer’s 

metallic packaging to facilitate simple packaging, as seen in Figure E. 1 A). When a voltage pulse 

(Vpulse) is applied across the poles of the PZT material, the mechanical vibration is stretched 

over time as it slowly decreases in magnitude; a behavior similar to the ringing-effect of a metal 

bell when stroked. For most applications, the ringing-effect is an undesirable outcome since the 

reflected ultrasound can arrive before the ringing is adequately damped if the material is thin. 

Therefore, techniques such as dampening-material, or backing-material, is applied to the back 

side of the PZT disc to greatly reduce the number of resonant cycles produced. The backing-

material, however, also dampens the signal amplitude of the generated ultrasound wave, which is 

an undesired outcome. With adequate dampening, or smaller numbers of cycles produced, we can 

achieve higher measurement resolution in order to test thinner material, or distinguish finer 

details of the material under test.  

The thickness of the piezoelectric transducer (Tt) and the velocity of sound in the given 

piezoelectric transducer (υt) determine the transducer’s resonant frequency (f), as described by 

equation (E.1) [120]. The wave length (λ) of the ultrasound signal is inversely proportional to the 

resonant frequency and dependant on the velocity of sound in the material under test (υm), as 

shown in equation (E.2) [120]. In order to protect the exposed PZT surface from prolonged 

physical damage, a wear-plate is interfaced to the front face of the PZT. In addition, the wear-

plate has an important role in acting as a matching-layer between the PZT material and the 

material under test. The recommended thickness of the wear-plate is ¼ λ calculated from equation 

(E.2), and has an optimum acoustic impedance Zw, expressed in units of MRayls =106Kg/(s.m2), 

which lies between the acoustic impedance of the transducer Zt and the acoustic impedance of the 

material under test Zm, as described in equation (E.3)[120]. 
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In order to measure the thickness of a given material using ultrasound, such as a metal bar, a 

pulse-echo technique is used. This technique is established by starting a timer at the same time 

the ultrasound pulse is generated, and consequently stopping the timer when the echoed pulse is 

detected. The measured time is referred to as the time difference of arrival (TDOA). By 

multiplying TDOA by the ultrasound velocity in the given known material, we calculate the total 

travelled distance of the ultrasound wave, which is twice the thickness of the material, as seen in 

Figure E. 1 A). The ultrasound pulse will echo back and forth in the measured material until the 

amplitude is adequately attenuated as it travels through the material, as depicted in Figure E. 1 B). 

The TDOA between the echoes can be measured and averaged to obtain an averaged reading of 

the material thickness.   

 

A) Typical ultrasound transducer construction B) Pulse-echo technique in measuring thickness 

Figure E. 1 A) Typical piezoelectric transducer B) Generated ultrasound signal echoes from 

pulse-echo technique 
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Appendix F 

General Process Flow of Developing a WSN platform 

Since one WSN platform design is difficult to be used in all areas of industrial applications, we 

describe the process flow to rapidly prototype and customize a WSN platform, allowing quick 

testing, evaluation, and validation of the design before mass production and deployment into the 

application. This method is achieved using readily available tools and equipments in the market 

that help facilitate a successful rugged WSN solution for industrial and harsh environments. The 

process is divided into three stages: i) research and development of software and hardware 

components, ii) manufacturing and testing of wireless sensor nodes, and iii) deployment of WSN, 

tuning, and maintenance.   

In the first stage, an initial assessment of the application is studied by means of visiting the harsh 

environment and speaking to professionals in the field. Then, data acquisition boards are used to 

capture, analyze, and store preliminary analog and digital data over an extended period of time 

from the application, and then reproduce the data using Labview in a lab environment for further 

analysis as well as for power consumption measurements. Thus, preliminary sensor readings can 

be acquired and later reconstructed as emulated sensor data in simulation software, achieving near 

realistic simulation results. Second, thorough planning, design and implementation of a series of 

software development stages including distributed sensor network architectures, fault tolerant 

networking algorithms, low duty cycles and energy aware routing protocols, ultra low power 

circuit design and simulation, energy harvesting techniques, embedded system design, and much 

more. A list of readily available software solutions can accelerate the process of finding the 

appropriate resolution for a given application such as Labview, Proteus VSM, NS-2, Matlab, 

Multisim, Ansoft Designer, AutoCAD, and more. In addition, rugged packages can be custom 

designed using AutoCAD software according to measurements gathered from the application 

assessment stage. Depending on the application needs, state of the art rapid prototyping such as 
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3D printers, can prototype and later develop rugged customizable packaging to sustain 

environments demanding high temperature fluctuations, high pressure, constant vibration, shock 

proof, water proof, etc. Finally, the proposed solution is implemented on a low cost embedded 

system in two PCB forms using Altium Designer, one form serving as development boards, and 

the other form serving as deployable sensor nodes of different types.  

In the second stage, the physical manufacturing of the sensor nodes involves sending the sensor 

node embedded system PCB designs to third parties for professional manufacturing of industrial 

grade circuit boards ready for assembly. This is a process that can be costly and time consuming 

for low quantities, which usually takes about 2 weeks time to receive the PCBs. Therefore, a 

bench-top CNC routing machine can be used in lab to manufacture a PCB prototype ready for 

testing within one hour, significantly improving the design and testing procedure. When the PCB 

boards are manufactured they are populated with the electronics components such as sensors, 

microcontroller, RF transceiver, GPS, battery, energy harvesting components, and more. Finally, 

the embedded system is tested inside the package using a series of debugging tools designed to 

verify correct functionality of the system. 

Finally, the third stage is the actual deployment of the sensor network in the harsh environment 

which requires rugged sensor packaging. In this stage, sensor nodes undergo rigorous system 

testing and debugging. The WSN is monitored for performance, reliability, and performance 

benchmarks. Final system parameters are adjusted for fine tuning. In addition, technical personnel 

are trained to use the final system and maintain it if necessary through intuitive graphical 

interface. Lastly, technical manuals, reports, and tutorials are finalized and delivered to the user 

with the additional service of technical support. Below is a figure diagram summarizing the 

process flow. 
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Figure F. 1 General process flow of developing a WSN platform 
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