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Abstract 

Smart Cities, enabled by Wireless Sensor Networks (WSNs), have emerged as one of the most 

promising applications of the Internet of Things (IoT). These Smart City environments require 

that the underlying sensor network infrastructure be enriched with smart devices, so that the 

network can understand and respond to requests from multiple users with diverse information 

requirements. Now, the use of artificial intelligence has enabled some amount of user-

requirement awareness in sensor networks. However, there is no architectural framework around 

how cognition is incorporated in the network, or where the smart decision making is 

implemented. In addition, WSN implementations are mostly address-centric, where users must 

specify the location from where data must be gathered. But this is counter-intuitive to how users 

would like to access information in a smart city environment, especially in applications such as 

smart parking, where the network needs to provide the location of free parking spots to the user. 

Moreover, managing the large IP address space becomes problematic as the network size expands 

to vast counts of sensor nodes.  

In this thesis, we propose an architectural framework called Cognitive Information Centric Sensor 

Network (CICSN), to introduce cognition in WSNs. Cognitive nodes, capable of knowledge 

representation, learning, and reasoning, along with an information-centric approach to data 

delivery, are central to the idea of the CICSN. We propose a deployment strategy for cognitive 

nodes in the network such that connectivity of sensor nodes with the sink is maintained, and the 

number of cognitive nodes is minimized as well. Knowledge representation is done using 

attribute-value pairs. In addition, a Quality of Information (QoI) aware data delivery strategy, 

with Analytic Hierarchy Process (AHP) as the reasoning technique, is used to identify data 

delivery paths that dynamically adapt to changing network conditions and user requirements. 

Latency, reliability, and throughput are the attributes used to identify the QoI along the delivery 

path. Further, heuristic learning techniques are explored to improve the success rate of data 
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delivery to the sink. Simulation results show that the proposed architecture significantly improves 

the QoI as well as the success rate of data delivered by the network.  
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“You cannot connect the dots looking forward; you can only connect them looking backwards. So 

you have to trust that the dots will somehow connect in your future.” 

― Steve Jobs 

 

 

“Nothing ever goes away until it teaches us what we need to know.” 

― Pema Chodron  
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Chapter 1 

General Introduction 

Wireless Sensor Networks (WSN) have evolved from supporting application-specific 

deployments such as habitat monitoring, health care, and retail supply chains, to enabling multi-

user platforms that simultaneously support multiple applications operating in the large-scale 

Internet of Things (IoT)  environment. In the IoT paradigm, every object in the physical world is 

uniquely identifiable and traceable, and can communicate with other machines and objects over 

the internet [1]. The use of Radio Frequency Identification (RFID) devices makes the objects 

uniquely identifiable; and sensors and actuators embedded into these objects helps to capture 

information from their physical environment and bring it into the digital realm over the internet 

infrastructure. This interconnection between the physical and virtual realms paves the way for 

many new applications and services that benefit from such information sharing. Smart Cities are 

an example of such an IoT-enabled application platform, in which the end-user benefit from 

being able to access information from the physical world via the internet. These Smart City 

applications are expected to support multiple-users accessing information from a city-wide 

deployment of sensors that capture data from multiple applications. The users may include: (i) 

individual users trying to access information for their personal use, (ii) private data centers or 

public enterprises accessing information periodically to build an information base, and (iii) 

government agencies monitoring information to issue public alerts in case of emergencies. These 

users may want to access data from any of the following applications supported on the smart city 

application platform: (i) on-demand information about availability of free parking spots from the 

smart parking management application, (ii) periodic information from the air pollution and 
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environment monitoring application, concerning air pollution levels, temperature, humidity, UV 

index, etc., and (iii) the city management may want to receive alerts in case of emergency 

situations such as major road accidents, which can in turn be used to manage traffic. Such a smart 

city application environment with multiple users and multiple applications on the same platform 

is illustrated in Figure 1-1. The central cloud in this figure represents the underlying sensor 

network that contains smart nodes, and supports the various applications such as air pollution 

monitoring, traffic monitoring, and emergency response on the same platform. The smart nodes 

communicate with the applications, the sensor network’s nodes, and with each other, to gather 

requested information and transmit it to the central data sink. The sink in turn communicates with 

a gateway, which acts as the interface to the interconnecting infrastructure through which all the 

users interact with the network. 

Figure 1-1: A Smart City application platform showing smart nodes, multiple-users, and multiple-

application support. 
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Although deployments such as the SmartSantander facility [2], and the European smart cities [3] 

have a similar vision as depicted in Figure 1-1, they lack in their ability to support these multiple 

applications running simultaneously, while allowing multi-user access. WSNs are a suitable 

starting point for implementing the underlying network in these smart environments because of 

their inherent ability to observe information from the environment and communicate it wirelessly 

to end-users. However, their ability to deliver data according to the end-users requirements, in 

terms of attributes such as latency, reliability, relevance and timeliness, has not received 

sufficient research attention. This is primarily because the research on enabling WSNs to support 

smart environment applications of the IoT paradigm is still in the experimental stage. The 

complexity involved in handling heterogeneous traffic flows in the underlying sensor network 

results from multiple requests with diverse user requirements. To address this complexity, smart 

environments consider the deployment of smart nodes/devices that constantly work towards 

dynamically adapting and responding to requests coming in from multiple users [5, 6]. However, 

what is not well defined is, how these smart devices are implemented, and what specific features 

make these devices smart.  Cook and Das formally defined a smart environment as “an 

environment that is able to acquire and apply knowledge about the environment and its 

inhabitants in order to improve their experience in that environment” [7]. From this definition, we 

identify two important features for smart devices. First, is the ability to observe the environment 

being sensed, and analyze the changes taking place in the network in terms of resources 

consumed, while responding to user requests. Second, is the ability to apply the knowledge 

acquired to decide on a course of action that will help the network adapt to end-user requirements 

when there are multiple users trying to access the network at the same time. This ability to 

observe, analyze, decide and act is best described by Boyd’s loop for decision making [8]. So, we 



 

4 

 

call these smart nodes cognitive nodes in the WSN. They must have elements of cognition that 

will enable them to gather data from the network, combine it with the knowledge gained from the 

observations made to convert it to useful information, and make informed decisions that will 

benefit the network in the short term, as well as the long term. Now, there has been work in the 

direction of building a cognitive sensor network, where researchers have made use of artificial 

neural networks, genetic algorithms, game theory and even software agents to implement 

distributed and intelligent decision making in sensor networks [9-12]. However, there does not 

exist a single framework that can be used to implement cognition in sensor networks in a way that 

is domain and application independent.  

Another aspect of smart city environments is that the user is more interested in the information 

observed from the network, rather than the identity of the node that published the information. 

WSNs were originally designed to function as information gathering networks, instead of serving 

as point-to-point communication networks. However, the energy limited nature of the sensor 

network’s nodes, the need to be compatible with the IP based internet, and ZigBee compliance, 

led to WSNs becoming address-centric. But a shift back to the information-centric approach is 

required for smart city applications, especially in large scale deployments, because of the large 

number of nodes used.  

Although IPV6 supports a vast address space, there is a need for a shift from the address-centric 

to information-centric approach. This is because the IoT application environment needs to 

support billions of sensing devices, and serve multiple users who are more interested in the 

information from these sensors rather than their individual node IP address. For example, in 

applications such as street parking management in a busy city, users must be able to access 

information about free parking spots in a region without having to check each spot with its 
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address, to know whether it is free or not. This requires decoupling the information from its 

publisher’s identity, so that routing can be executed directly on a semantic name instead of 

maintaining an end-to-end connection between the client and the publisher [4]. 

Thus, cognition and an information centric approach to data gathering and delivery form the 

building blocks of the architecture we propose for future sensor networks in this thesis. In the 

following sections, we delve into the challenges involved in implementing such a Cognitive 

Information Centric Sensor Network (CICSN) for large scale deployment of sensor networks in 

the IoT application paradigm.  

1.1 Motivation and Challenges 

Smart City environments have attracted a lot of research attention from the industry and academia 

alike [5, 6, 13, 14, 15-18]. This is because of the practicality of these applications, and their 

ability to make a huge impact on how humans interact with their environment to get the 

information they require. Examples in the smart city application platform include smart parking 

for vehicles, irrigation and garden management to maintain the parks and gardens in the city, 

pollution monitoring to issue alerts to the public when required, and environmental monitoring 

for weather updates [19]. What makes these applications both interesting and challenging to 

design, is the constant evolution of the technologies that form the building blocks of a smart 

environment, which includes WSNs, smart devices, and the Internet. WSNs are being integrated 

with RFID devices to form an integrated RFID-Sensor Network architecture that can supersede 

the capabilities of both the individual technologies [20-23]. Internet is moving towards an IP-free, 

Information Centric Networking paradigm that is based on information access through named 

data objects, and caching to improve information availability and accessibility [24]. Furthermore, 

the concept of cognition in wireless networks has moved from cognitive radio at the physical 
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layer to cognition at the network and application layers. This enables the network to dynamically 

adapt to varying network conditions and optimize the end-to-end performance objectives through 

learning and reasoning. Cognition has been applied to WSNs too, to achieve application specific 

goals [11, 12]. Although each of these advances is towards improving the performance of the 

individual technologies, putting them together in a way that improves the experience of the end-

user in smart environments is a challenge. 

WSNs have traditionally been designed for application-specific purposes, which usually include 

monitoring, tracking and emergency alert systems. The user requirements are assumed to be fixed 

and integrated into these application specific designs. However, for supporting IoT applications in 

smart environments, WSNs should be able to support multiple user access, and deliver data based 

on the possibly diverse user requirements. Although artificial intelligent techniques have been 

used in WSNs for distributed decision making at the network level, the design goals have mostly 

been application-specific [9, 10, 12]. The ability to support multiple users with varied 

requirements is a feature that is new to WSNs used in IoT applications. The challenge lies in 

interpreting the user requirements and mapping them to features that can be understood and 

supported by the network. For example, if a user wanted to request for information about the 

availability of parking space in a specific region, it would be expected that this information is 

delivered within a specified duration (minimum latency) and with a certain amount of reliability. 

Although Quality of Service (QoS) metrics have been used to objectively evaluate the 

performance of the operational aspects of a sensor network [26], and Quality of Experience 

(QoE) metrics are used to subjectively evaluate the ability of the network to match the user 

expectations, and how satisfied end-users are with the information they receive from a network 
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[27], there are no metrics that are associated with the characteristics of the sensory information 

made available to the end-user.   

In addition to being aware of changing user requirements and supporting multiple users, the smart 

sensor network should also be able to function as a common platform that supports more than one 

application. For example, a smart sensor network deployed in the city should be able to provide 

periodic weather updates, let users access data on-demand regarding parking space availability 

and also issue alerts when there is vehicular traffic congestion in an area, all using the same 

network resources. This results in heterogeneous traffic flows in the network, which makes it 

challenging to identify data delivery paths that dynamically adapt to changing network conditions 

and user requirements.  

In order to be responsive to multiple traffic types, the network nodes must constantly observe the 

changing network conditions (topology changes due to changes in channel conditions and node 

deaths, and resource availability), and keep track of user requirements. In addition, they must also 

be able to make intuitive decisions based on learning from past behavior and responses, and 

predict a course of action that best serves the user. These functions map closely to Boyd’s 

observe, Orient, decide and act feedback loop [8]. We have mapped the “Orient” function to 

“Analyze” function, to make it easily understandable in the context of environment/situation 

analysis for sensor networks, thus calling it the Observe-Analyze-Decide-Act (OADA) loop as 

depicted in Fig. 1-2. However, cognition has not been implemented in WSNs in a way that can 

implement every aspect of this feedback loop. Although learning and reasoning have been 

identified as elements of cognition in cognitive wireless networks [25], the challenge lies in 

identifying whether these techniques are feasible for incorporation in sensor networks in terms of  
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Figure 1-2: The OADA feedback loop.  

their computation and time complexity, communication overhead, and resource overhead (in 

terms of memory and processing power). The decisions made to adapt to the dynamic network 

behavior must come quickly enough. 

In other words, if either of the learning or decision making mechanism is slow, then the network 

state may change even before the system responds to a previous state, thus rendering the current 

response superfluous, or even incongruous. Thus a timely response is crucial to making the 

cognitive techniques work in favor of improving network performance.  

Another aspect to consider is, where, or in which node cognition should be implemented: sensor, 

router or coordinator node. Sensor nodes can easily be ruled out, as they are already resource 

constrained. They must be least loaded with functions other than sensing and transmitting their 

observations. That leaves the router and/or co-ordinator nodes as choices that can be considered 

to implement cognitive functionality. In case both the nodes implement cognitive functionality, 

the router and co-ordinator will differ in the goals that cognition achieves at these nodes.  

The challenge is to develop a generic framework that can be used to introduce cognition in 

WSNs, such that it can provide the intelligent infrastructure support required to implement Smart 

Cities. In developing such a framework, it would be useful to consider the user’s perspective 

about the most convenient way to request and gather information from the environment. Users 



 

9 

 

would most often not know where the requested information might be located in a smart 

environment. Since WSNs are primarily information gathering networks, a data centric approach 

would be more useful than an IP based address centric approach for request dissemination and 

data gathering. In addition, it would be more convenient for users to issues semantic requests that 

convey information about their requirements rather than pointing to an address where the 

information is located. Information Centric Networks (ICNs) provide a good framework for 

information centric data delivery [24]. However, the concept of ICN has been developed for the 

wired internet, which is a static and resource rich environment. Moreover, the use of cognition in 

ICNs is still in its nascence. Hence the ICN techniques also need to be enhanced to accommodate 

cognition, and extended to be applied to WSNs in smart environments.  

In summary, the objective of this thesis is to develop an architectural framework to introduce 

cognition in WSNs that can be applied to Smart City environments. It must be able to support 

multiple end-users, multiple applications, and be responsive to diverse traffic types. The user 

must be able to request for information based on information attributes, rather than IP addresses. 

The network must be able to dynamically identify data delivery paths as the network conditions 

change, and make intelligent decisions that increase the probability of successful data delivery to 

the sink. It must also be able to satisfying the end-user’s requirements in terms of the value of 

attributes such as latency, reliability and throughput, associated with the delivered data. Table 1-I 

provides a summary of comparison of WSNs, ICNs and the cognitive information centric sensor 

networks (CICSNs) proposed in this work. This table is used to show how the proposed approach 

improves the capabilities of a WSN by making use of Cognition and an Information centric 

approach to make it useful in an IoT environment. 
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Table 1-I: Comparative Summary of WSN, ICN, and CICSN systems. 

 WSNs ICNs CICSNs 

Components Sink or Base Station, 

Relay or Router nodes, and 

Sensor nodes 

 

Publishers, 

Subscribers, and 

Intermediate nodes  

Sink or Global Cognitive 

Node, Local Cognitive 

nodes, Relay Nodes, and 

Sensor Nodes. 

Network Topology Dynamic due to node 

deaths, node mobility or 

variations in the wireless 

channel 

Static, wired network 

for the Internet 

Dynamic network, same 

as WSN.  

Node deployment Sensor nodes are typically 

randomly distributed. 

Relay nodes may be 

deterministically or 

randomly deployed based 

on targeted application and 

area to be monitored. 

ICN use cases impact 

their deployment plan. 

Deployment in 

vehicular networks 

could be very different 

from deployment in 

home networks. 

Sensor nodes deployed 

uniformly randomly; 

relay and cognitive nodes 

deployed 

deterministically based 

on probability of 

successful data reception.  

Addressing Data or address centric Named data objects; 

Information centric 

Information centric 

Network Scalability Scalable. Can support 

large-scale deployments 

Limited by scalability 

of name resolution. 

Designed to support 

large-scale IoT 

deployments.  

Multiple user access 

support 

Typically designed for 

specific user or set of users 

Expected to support 

multi-user access 

Will support multi-user 

access with diverse 

requirements on 

information and its 

quality. 

Multiple application 

support on single 

platform 

No. Typically designed for 

single application scenario. 

Application is always 

to provide some 

content created or 

published to end-user.  

Yes. Single deployment 

will be able to support 

multiple applications. 

Use of Cognition for 

data delivery 

Artificial Intelligent 

techniques or software 

agents used to improve 

data delivery decisions, but 

very application specific.  

Still in its nascence Elements of cognition 

identified and 

implemented in Cognitive 

nodes (CNs). These CNs 

cognitively adapt data 

delivery decisions 

according to network 

conditions and user 

requirements. 
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Content caching Caching typically used to 

store data before delivery 

to sink. Not exploited well 

in data centric WSNs to 

make data available closer 

to sink. 

Caching is extensively 

used to make 

requested information 

available closer to the 

Subscriber. Useful as 

content once published 

doesn’t change. Only 

its popularity may 

vary. 

Will use content caching 

to make data available 

closer to sink. However 

cached data may become 

obsolete as newly sensed 

data becomes available. 

New cache replacement 

strategy proposed. 

Metric to measure 

end-user satisfaction 

Quality of service (QoS) Quality of Experience 

(QoE) 

Quality of Information 

(QoI) 

 

1.2 Thesis contributions 

In this research, we propose and implement the cognitive information centric sensor network 

architecture for data delivery in large scale monitoring applications in smart city environments, 

within the IoT framework. We assume a static WSN, within which cognitive nodes are 

introduced. These cognitive nodes combine the use of cognition and an information-centric 

approach, to make data delivery decisions that dynamically adapt to changing network conditions 

and user requirements.  The information centric approach enables the functioning of the sensor 

network as an information gathering network, rather than working as a point-to-point 

communication network. Accordingly, following are the main contributions of this thesis: 

1. We introduce intelligent behavior in the router nodes of a ZigBee based experimental sensor 

network setup in hardware. By observing the network’s ability to identify new data delivery 

paths before existing links fail, we establish the ability of the network to support intelligent 

behavior, and identify routers and the sink as the ideal candidates where cognitive behavior 

can be introduced in the sensor network. 



 

12 

 

2. We identify knowledge representation, reasoning and learning/planning as the elements of 

cognition, and associate it with the Observe-Analyze-Decide-Act (OADA) feedback loop to 

define cognition. Specifically, we identify techniques to implement each of these elements of 

cognition into specialized nodes called cognitive nodes. We use two types of cognitive nodes 

in the sensor network - global cognitive nodes (GCNs) and local cognitive nodes (LCNs). 

GCNs are used at the user interface of the network to interpret the user request for the 

network, and LCNs are used within the network to help with cognitive data delivery to the 

GCN. Together, these cognitive nodes profile the network traffic based on application and 

end-user requirements to identify the most suitable data delivery paths. 

3. We combine the use of cognition with an information-centric approach to propose an 

architectural framework called COGNICENSE which can potentially support multiple 

applications simultaneously. Named identification of sensed data using attribute-value pairs, 

and caching of the gathered data at the LCNs makes this framework similar to information-

centric networks (ICNs), which have emerged as one of the promising technologies for the 

future internet. This framework offers the following diversity: (a) Support for multiple 

clients/end-users (b) Support for multiple applications, and (c) Responsive to multiple traffic 

types. Although we do not delve into the details of node mobility, this framework can also 

support sensor node and LCN mobility because of the data caching capabilities of the LCNs, 

and due to the information-centric nature of data gathering.   

4. We propose a 2-dimensional grid deployment plan for static relay and cognitive nodes in the 

CICSN framework in which each sensor node is guaranteed to be connected with at least one 

other relay node or LCN at the time of deployment. Sensor nodes are assumed to be 

uniformly, randomly deployed, and sensor and relay nodes have fixed communication range 
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and transmit power. However, the LCNs are assumed to have variable transmit power and 

communication range. The deployment plan is based on probability of successful reception of 

data at a given distance for a given transmit power. 

5. We make use of the Quality of Information (QoI) metric to measure the level of satisfaction 

experienced by the end-user for the information received from the network [28, 29].               

Attributes of latency, reliability and throughput are used to evaluate the QoI delivered by the 

network to the user. Network traffic is profiled into one of three types (periodic, on-demand 

or intermittent, and emergency or low latency traffic) based on the relative priorities of the 

QoI attributes associated with each of these flows. Data delivery paths are cognitively 

identified using an Analytic Hierarchy Process (AHP), which we classify as the reasoning 

technique, for each traffic type by analyzing the values of the QoI attributes observed on each 

link during previous transmission rounds. The details of the QoI attributes, the model for 

identifying the values of each of the attributes, and how these values are analyzed by the 

LCNs for cognitive data delivery using AHP analysis are explained. In addition, we propose a 

new definition for the Network lifetime of the CICSN based on the ability of the network to 

deliver QoI-aware data to the end-user. 

6. We propose two heuristic based learning techniques that can be used with the reasoning 

technique, to improve the cognitive capabilities at the local cognitive nodes of the ICSN. The 

heuristic functions either help to choose paths that deliver data with good QoI to the sink, or 

identify data delivery paths that are more resource aware and considerate towards the energy 

consumption of the network. The impact of using these learning techniques on the success 

rate of data delivered to the sink, and the network lifetime are studied. 
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1.3 Thesis outline 

The rest of this thesis is organized as follows. In Chapter 2 we delve into the related work in the 

field of cognition in wireless sensor networks. In Chapter 3 we provide the details of a 2-

dimensional grid-based deployment plan for relay and cognitive nodes in the CICSN architecture. 

Chapter 4 provides the details of the elements of cognition in the COGNICENSE framework, and 

elaborates on implementation details of the knowledge representation and reasoning techniques in 

the cognitive nodes. We also compare the performance of the cognitive data delivery strategy of 

the CICSN network with two other commonly used techniques in data centric sensor networks. In 

chapter 5, we provide the details of the learning strategies proposed in this work, which work 

with the reasoning technique to improve the average rate of successful data delivery to the 

network’s sink. QoI of the data delivered to the sink, and energy consumed in the network during 

the data delivery process are the metrics that are considered in the design of the learning 

strategies. We conclude the thesis in Chapter 6 with our perspective on the directions for future 

work.  

1.4 Definitions 

We define some frequently used terms in this thesis in the following section to provide the 

context of use in this work, and to serve as a quick reference resource for the reader.  

1.4.1 Cognition 

Cognition refers to the act or process of acquiring knowledge through perception, reasoning and 

intuition. In wireless networks, the cognitive process involves the following steps: (a) analyzing 

information observed from the environment, and from feedback of past actions, and (b) 

dynamically adapting decisions to enable the network to respond to changing user requirements. 

This feedback loop is implemented using the Observe, Analyze, Decide and Act (OADA) 
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feedback loop to make cognitive decisions. This is based on Boyd’s observe, orient, decide and 

act loop for cognition.  

1.4.2 Cognitive Sensor Network 

It is a sensor network comprised of intelligent agents that implement elements of cognition to 

achieve distributed information processing and dynamic decision making. These agents provide 

the infrastructure that enable applications to evolve around the user, and the network to evolve 

around the applications. The intelligence of this network lies in its ability to cope with large-scale 

deployments and adaptability to changing user requirements.  

1.4.3 Cognitive Nodes 

Nodes that implement the elements of cognition, such as knowledge representation, learning and 

reasoning, are called cognitive nodes. These nodes enable distributed intelligence and dynamic 

decision making in the network. They observe the changes in network connectivity, and learn 

from the feedback of past actions, to dynamically identify network paths that ensure that data is 

successfully delivered to the sink. Cognitive nodes are the smart nodes in smart environments. 

1.4.4 Data versus Information 

Data is transformed to useful information when it is combined with knowledge. For example, a 

string of 13 digits may not convey much information about the object associated with it. 

However, if the 13 digits are associated with an attribute, the ISBN, then it conveys the 

information that the object being referred to, is a book. The attribute-value pair together constitute 

the knowledge that transforms the 13 digit data into useful information.  

1.4.5 Information Centric Sensor Network (ICSN) 

An ICSN incorporates the features of an Information Centric Network [19] into the WSN by 

making use of the ideas of named data identification and information caching. Data objects are 
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identified by their names and attributes rather than IP addresses, and the gathered information is 

stored in caches to make them readily available at multiple locations in the network, other than 

their source of publication. Data is processed to convert it to useful information by combining it 

with knowledge acquired from observations made by the network. This information is brought 

into the network layer, and routing is executed directly on a semantic name to find the nearest 

data source. This saves energy and reduces delay at the resource-constrained sensor nodes, which 

would otherwise require the mediation of a domain name server to discover the IP address of the 

information producer, i.e. the sensor node [2].  

1.4.6 Data Centric Sensor Network (DCSN) 

Data centric sensor networks are one of the earliest forms of content based data gathering in 

sensor networks. Here, users are interested in the collective information gathered from multiple 

sensors about a physical phenomenon, and routing algorithms focus on node-to-node data 

propagation rather than node-to-node packet switching [35, 36]. The ideas of data aggregation 

and caching at intermediate nodes existed even for DCSNs, similar to ICSNs. However, it was 

sensor nodes that performed all these tasks, despite their severely resource constrained nature in 

terms of energy availability, communication bandwidth, and computation capabilities. Their 

scalability in large-scale deployments was restricted because there was no global knowledge of 

the network, although decision making was fully distributed. Moreover, the energy consumption 

bias problem, in which nodes closer to the sink were eventually drained out of energy faster than 

nodes lying far away from the sink, also limited the network’s scalability. Eventually, the DCSNs 

got replaced by address-centric sensor networks in order to conserve energy at sensor nodes and 

off-load the data communication task from sensors to relay nodes. The ZigBee protocol enabled 
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hop-over-hop communication of data through relay nodes, thus addressing the scalability and 

energy consumption problems by segregating the sensing and data communication tasks. 

1.4.7 Quality of Information (QoI) 

QoI is defined as the quality experienced or perceived by the user with respect to the usefulness 

of information received from the network [28, 29]. Raw sensed data is considered to be useful 

information, and fit for use for a particular application, if it satisfies the user’s requirements. A 

collection of attributes such as timeliness, accuracy, relevance, and reliability are used to capture 

information about the QoI delivered by a network [32]. In this work, we use latency, reliability 

and throughput as the attributes that determine the QoI. We also describe the terms Quality of 

Service (QoS), and Quality of Experience (QoE) associated with a communication network to 

provide the reader with a better understanding of how these terms are related, but different from 

each other. 

1.4.8 Quality of Service (QoS) 

QoS is a measure of the service quality that a network offers its applications/users [31]. The 

International Telecommunication Union (ITU) defines QoS in ITU Rec. E.800 as follows [30]: 

“The QoS is the collective effect of service performances which determine the degree of 

satisfaction of a user of the service.” Network QoS support in Wireless Sensor Networks can be 

measured using parameters such as latency, packet loss, bandwidth and throughput. In addition, 

parameters such as aggregation delay, fault tolerance, and optimum number of active sensors are 

also used to measure application-specific QoS support in WSNs [26]. 

1.4.9 Quality of Experience (QoE) 

QoE is a subjective measure of the overall value of service provided, from the user’s perspective. 

It is dependent on the user’s expectations, nature of content, and choice of terminal device used 
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[33]. It ties together user perception, experience, and expectations, to application and network 

performance, typically expressed by the QoS parameters [34]. QoE is related to QoS, but differs 

from it, as QoS more objectively measures the service delivered by the vendor.  

1.4.10 Smart Environment 

In this work, we define a smart environment as a network environment that uses intelligent 

infrastructure to provide data as required by the user. The environment we consider in this work 

is a large-scale sensor network, whose services are enhanced by cognitive nodes. These cognitive 

nodes form the network’s intelligent infrastructure, which adapt the network’s decisions during 

information acquisition and data delivery in a way that improves the quality of user’s interaction 

with the network.  

1.4.11 Smart City 

In this work, we define Smart City as a connected self-aware city environment that includes 

several disparate applications such as, traffic monitoring, smart parking, city environment 

monitoring, and emergency alerts during extreme weather or accidents, on a single platform. The 

focus is on how to make the WSN infrastructure smart, so that it can integrate the physical city 

infrastructure to provide better services to the users. 

1.4.12 Network Lifetime for the CICSN  

Network lifetime of the Cognitive ICSN (or CICSN) is defined as the time or number of 

transmission rounds beyond which the network can no longer deliver useful information to the 

end-user. This is reflected by the network’s inability to find a data delivery path with satisfactory 

values for QoI attributes (latency, reliability and throughput), as determined by the end-user, or 

when there is insufficient energy in the network nodes to deliver such data to the sink for any of 

the application generated requests. 
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Chapter 2 

Cognition in Wireless Sensor Networks:  A Perspective  

 

 

 

 

Preface 

This chapter is from the publication in IEEE Sensors Journal paper titled: “Cognition in Wireless 

Sensor Networks: A Perspective”. This was an invited paper and presents a survey on cognitive 

techniques applied to sensor networks and the goals they aim to achieve. The idea of knowledge 

plane in WSN is introduced, and an existing framework for cognitive networks that sensor 

networks can benefit from, is discussed. An experiment on ZigBee-based hardware platform was 

used to show that WSNs can accommodate cognitive behavior, and may benefit from cognitive 

techniques applied to various sensor network applications. 
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2.1 Abstract 

Wireless Sensor Networks are believed to be the enabling technology for Ambient Intelligence. 

They hold the promise of delivering to a smart communication paradigm which enables setting up 

an intelligent network capable of handling applications that evolve from user requirements. 

Cognitive agents capable of making proactive decisions based on learning, reasoning and 

information sharing when interspersed in sensor networks, may help achieve end-to-end goals of 

the network even in the presence of multiple constraints and optimization objectives. Cognitive 

radio at the physical layer of such agents may enable the opportunistic use of the heterogeneous 

wireless environment. However, research efforts have been discrete and cognitive techniques 

have focused on improving specific aspects of the network or benefiting specific applications. 

The main contribution of this section is providing the vision and advantage of a holistic approach 

to cognition in sensor networks, which can be achieved by incorporating learning and reasoning 

in the upper layers, and opportunistic spectrum access at the physical layer. Rather than providing 

an ostensive survey of cognitive architectures applicable to sensor networks, this chapter provides 

the reader with a framework based on knowledge and cognition that can help achieve end-to-end 

goals of application-specific sensor networks. 

2.2 Introduction 

Technological advancements are often dictated by human needs. Providing enhanced health care 

services for the aging baby-boomer population, remote monitoring of forest environments to 

preserve and protect them from natural calamity such as forest fires, and protecting endangered 

species are examples of needs that have led to an increased focus on research in Wireless Sensor 

Networks (WSNs). Due to the energy-constrained nature of the sensor nodes, researchers have 

been working on devising techniques to improve network performance, its lifetime, data-rate, 
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throughput and other such goals, depending on the application. Cross-layer design, energy 

scavenging, in-network data processing, and energy-aware routing are some of the many 

techniques employed to achieve these goals. However, these techniques are limited in their scope 

and do not work well when there is a need to simultaneously optimize multiple goals – typically, 

lifetime and rate. In recent times, cognitive techniques and tools of artificial intelligence are being 

increasingly used in WSNs to circumvent the limitation imposed by existing techniques. 

Knowledge based learning and reasoning is being introduced into the communication architecture 

in the form of a construct called Knowledge Plane (KP) [1]. “Cognition” refers to the process of 

knowing through perception, reasoning, knowledge and intuition with a focus on information 

available from the environment. When nodes with cognitive capabilities are introduced into an 

entire network of communicating sensor nodes, it gives rise to exciting new opportunities in 

sensor network research that could overcome the limitations imposed by current design 

techniques. Cognitive communication among sensor nodes could not only help meet end-to-end 

goals of the entire network, but also increase reliability of the network, reduce maintenance costs 

and increase the network lifetime. Hence, research efforts in recent times have been directed 

towards incorporating cognition, or some level of intelligence into sensor networks [2 - 5]. 

Currently the air interface of WSNs has been standardized by IEEE 802.15.4-2006 [6] (with two 

additional addendums, 802.15.4c/d in 2009) and the upper layers standardized by the ZigBee 

standard [7]. However, there is no definite framework or standard for cognitive communication 

within a cognitive sensor network. IEEE is working on 802.22 standard for Wireless regional 

Area Network (WRAN) [8] that provides for enabling communication among cognitive radio 

devices, but is restricted to the air interface and is not intended to cater to the low data rate, low 

energy consumption requirements of sensor networks. The contribution of this section lies in 
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providing a vision and the advantages of a holistic approach to cognition in sensor networks, 

which can be achieved by incorporating learning and reasoning in the upper layers, and 

opportunistic spectrum access at the physical layer (PHY). It also suggests that a cognitive 

framework based on knowledge and cognition can help achieve the end-to-end goals of 

application-specific sensor networks. 

This section has been organized into the following sections: Section 2.3 provides an overview of 

the communication architecture, typical research problems in WSNs and limitations of cross-layer 

design. In Section 2.4 the concept of Knowledge Plane and a cognitive architectural framework 

that could be applied to sensor networks to make it truly cognitive in all its actions is introduced. 

Cognitive techniques applied to sensor networks are summarized and analyzed in section 2.5, 

followed by section 2.6 which contains an illustration of a simple cognitive routing scheme based 

on Texas Instruments’ ZigBee based CC2430 hardware platform. The advantages and challenges 

of the cognitive approach are presented in section 2.7 and section 2.8 concludes this chapter. 

2.3 Wireless Sensor Networks 

2.3.1 Communication architecture  

Fig.2-1 illustrates an example of multi-hop communication in WSNs. Sensor nodes communicate 

data to relay nodes that act as sink for the sensed information. These relay nodes may be assumed 

to have more sustainable power sources than the sensor nodes that are often powered by non-

replenishable power sources (primary batteries). The data is then forwarded to a base-station 

which may be located in the region of deployment of the sensor network. From here the data is 

wirelessly transmitted and made available to an end user who remotely monitors the observed 

data. 
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Figure 2-1: Example of Multi-hop Communication in Wireless Sensor Network. 

These features of WSNs made them immensely popular in a wide range of applications such as 

health, military, environment monitoring, security and they are even believed to be the enabling 

technology for ambient intelligence [9]. Each of these applications requires sensing different 

events and optimizing performance based on a unique set of parameters and constraints to achieve 

specific goals for the network. 

2.3.2 The WSN Protocol Stack 

IEEE 802.15.4-2006 [6] is the standard that defines the physical and medium access layers for 

radio frequency communication among WSN devices operating in the 2.4GHz and 868/915MHz 

license free Industrial, Scientific & Medical (ISM) bands. ZigBee builds on top of the 802.15.4 

standard, and defines the network and application layers and a security service provider (SSP) [7]. 

The ZigBee specifications were developed by a consortium of multiple vendors - the ZigBee 

Alliance in an effort to provide a common platform for the development of low cost, low data 
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rate, short range devices with low power consumption for WSN applications. Thus the ZigBee 

stack, comprised of IEEE 802.15.4 based PHY & MAC & ZigBee based network & application 

layers forms the WSN protocol stack as shown in Fig 2-2. The different layers of the stack 

communicate with each other using Service Access Points (SAP) which are interfaced to the data 

entity (DE) or management entity (ME) services provided by a specific layer to the upper layers 

[7]. Three types of devices are defined within a ZigBee network: A Coordinator that starts and 

configures the network, a router that supports associations and forwards messages to other 

devices in the network and an end device that communicates the sensed data to other devices in 

the ZigBee network. The ZigBee Device Object (ZDO) within the application layer (APL) 

defines these roles and is also responsible for initiating or responding to binding requests and 

securing relationships between network devices. 

 

Figure 2-2: IEEE 802.15.4/ZigBee protocol stack. 
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Star, cluster tree and mesh are the supported topologies and the network layer supports all the 

functions related to starting a network, addressing, routing, and synchronization within the 

network. Manufacturer defined application objects within the Application Framework (AF) 

implement the actual applications in accordance with the ZigBee-defined application 

descriptions. The IEEE 802.15.4 PHY and MAC along with ZigBee’s network and application 

layers provide reliable data transfers over short ranges at very low power consumption, thus 

making it convenient to deploy sensor networks in a variety of applications. 

2.3.3 Research problems in sensor networks 

The following problems receive considerable research attention in sensor networks: 

i. Network lifetime maximization  

This deals with the problem of maximizing the lifetime of energy-constrained nodes in sensor 

networks by computing optimal values of parameters such as transmission powers, rates, and 

link schedule [10]. 

ii. Energy efficient routing 

Communication of information over a wireless channel consumes significant power. Efforts are 

made to find the best routing technique suitable to the specific sensor network applications to 

minimize energy consumption during routing, while guaranteeing data delivery and network 

connectivity [11]. 

iii. Reliable event detection and transfer  

In event-based sensor networks, reliable detection of events and their transfer to a sink are 

important goals. While some researchers focus on end-to-end reliable event transfer schemes 

[12], others focus on event-to-sink reliable transport [13]. 
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iv. Optimization among multiple, conflicting  objectives 

Sensor networks might have more than one goal to achieve such as optimal rate and network 

lifetime. New approaches are often researched to find means of maximizing network 

performance while trying to achieve conflicting goals [14]. 

v. Bringing flexibility into the application-specific design of WSNs 

Software [15] or middleware [16] based Mobile Agents are used to dynamically deploy new 

applications in otherwise application specific sensor networks. 

Most of the above design objectives require a cross-layer approach where there is direct 

communication / sharing of information among non-adjacent layers. Observations (about network 

performance, channel conditions etc.) are made available for adaptation at layers other than the 

ones providing the information. Although several authors have applied cross-layer techniques in 

solving design problems in the sensor network protocol stack, this technique has its own 

limitations. Cross-Layer design is focused on interactions among a subset of layers of the sensor 

network protocol stack where independent optimizations are performed without accounting for 

the network-wide performance goals. They are memory-less adaptations that react in the same 

way to a set of inputs (irrespective of how poorly the adaptation had performed in the past). The 

design does not evolve around the application requirements and is more data centric rather than 

being knowledge centric. Increased complexity and reduced modularity lead to adaptation loops 

[17] which in turn increase the maintenance cost of such networks. Here is where cognitive 

approaches come in with an upper hand. They provide the network with the ability to observe and 

learn from past behavior to improve network performance. The illustration in Fig. 3 shows the 

advantage of the cognitive approach.  

In Fig.2- 3a, S1 and S2 are the source nodes that are trying to route data to destination nodes D1 
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and D2. Rn are all the available relay nodes that can help in transmitting the data from the source 

to the destination. Out of these relay nodes, it is determined that R5 has the lowest link outage 

probability to D1and D2. Hence S1 starts routing data through R5. In the meantime, S2 also starts 

routing a high traffic of data through R5 (Indicated by the solid paths). When multiple source 

nodes start routing their data through this node, the route through R5 may get congested. A 

cognitive network with learning capabilities may be able to identify the congestion at R5 (by 

observing the decrease in throughput at the source nodes).  

 

a: Classical routing in a sensor network. 

 

b: Cognitive routing in response to congestion. 

Figure 2-3: (a) Classical routing and (b) Cognitive routing in WSNs. 
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Sharing this observation with all the nodes in the network, the cognitive network would be able to 

respond to the congestion proactively, by routing the data through a different path involving 

nodes R4, R8 and R9 as shown in Fig. 2-3b. This helps to preserve nodes like R5, thus 

maintaining network connectivity and providing reliable data transfer. Based on the application, 

the network may be able to choose between minimizing the number of hops by choosing route 

S1->R4->D1 or minimizing power, irrespective of the number of hops by choosing route: S1-

>R1->R2->R3->D1 for example. A similar example can be found in [17].  

Knowledge based cognitive networks offer a new research paradigm to avoid the pitfalls of cross 

layer design and optimize system performance in the presence of multiple conflicting goals. The 

ability to tune node behavior to user requirements gives cognitive networks an end-to-end scope. 

The first mention of such a network was made by Clark et al. in [1] where they proposed the 

concept of a “knowledge plane” to accomplish cognitive tasks. Thomas et al. [18] built on this 

concept and proposed a framework for cognitive networks. 

2.4 Cognitive Architectures 

2.4.1 Knowledge plane  

The concept of Knowledge Plane (KP) was first proposed by Clark et al. [1] for the internet in the 

wired communication domain. The objective was to break the barriers of the layered structure of 

the protocol stack and enable seamless communication across the layers, up the protocol stack as 

illustrated in Fig. 2-4. KP was proposed to be a pervasive system based on knowledge rather than 

tasks, so that observations from different parts of the network could be correlated to make 

judgments in the presence of incomplete, inconsistent or conflicting information in dynamic 

environments. According to the authors in [1], the KP was expected to make decisions in the 

presence of partial or conflicting information, automate decisions, respond to emergency 
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situations and even foresee problems and proactively take corrective actions. The idea was to 

build a network that could assemble itself given high level instructions, adapt itself to changes, 

reassemble if required, discover problems and fix them or explain why it cannot be fixed. 

Basically, the KP was proposed as a solution to the limitations imposed by the cross-layered 

approach. Reasoning was expected to support the network’s high-level goals and constraints and 

mediate between users or operators with conflicting goals and design constraints. The end-to-end 

goals of the entire network were kept in mind during optimizations, rather than those of a few 

interacting layers as in the cross-layer design approach. This required the system to have 

knowledge of the network and its actions and also have a learning mechanism to make decisions 

based on its past experiences. Hence, the tools of Artificial Intelligence (AI) & cognitive 

techniques of representation, learning and reasoning, were believed to be best suited to achieve 

the complex objectives of the KP as opposed to traditional algorithmic approaches.  

 

Figure 2-4: Knowledge Plane in WSN Protocol Stack. 
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Thus, the first step towards introducing intelligence and some kind of cognition into 

communication systems was made by Clark et al. Thomas et al. [17] adopted this idea of the 

knowledge plane from the wired communication world, to the wireless communication domain 

and proposed the concept of a Cognitive Network (CN). 

In the Cognitive Network (CN) paradigm, the authors spoke of the end-to-end scope of the 

network’s goals, involving all elements within a data flow. It aimed at achieving these goals by 

breaking the layering up of the network stack & communicating with nodes across the whole 

network. The CN was defined to be a self-aware, self-organizing and adaptive network capable of 

making intelligent adaptations based on (a) observations of the network state made by individual 

elements, (b) information sharing among nodes beyond the limitations of the layered protocol 

architecture, (c) learning and reasoning before acting on its decisions to optimize network 

performance [17]. These CNs derive knowledge about the network performance from end users 

and applications and have an end-to-end scope.  

2.4.2 The Cognitive framework 

A three-layer framework was described by Thomas [19] in order to implement the goals of the 

CN. These three layers were constituted of the Requirements layer, Cognition layer and Software 

Adaptable Network (SAN) in order to implement the goals of the CN as described in Table 2-I.  

The SAN is the architecture’s interface with the Physical world. Configurable network elements 

such as directional antennas, cognitive radios (in which transmit power can be modified) etc. 

form the action elements of the cognitive process. These are known as the modifiable elements. 

For each modifiable element, there is a one-on-one mapping with cognitive elements in the 

Cognitive process in layer 2. These elements in the cognition layer help to distribute the operation 

functionally and spatially. Network status sensors provide partial knowledge of the network to the 
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cognitive elements. At the highest level of abstraction is the Requirements layer that transforms 

end-to-end objectives to goals for each cognitive element of the Cognition Layer through a 

Cognitive Specification Language (CSL).  The Cognition layer forms the central mechanism of 

this architecture. It learns about the system state, has knowledge about the current network goals 

and decides on an appropriate response to observed network behavior. It makes use of a feedback 

loop in which past interactions with the environment guide current and future interactions. An 

OODA loop [18] - Observe, Orient, Decide and Act is used as the feedback loop.  

Table 2-I: Cognitive network architecture. 

 

It is very important that the process is able to learn and converge to a solution faster than the 

network status changes and keep itself updated with the changes so that it can re-converge to a 

new solution quickly. To establish the effectiveness of the three-layered cognitive architecture of 

Table 2-I on a wireless network, the authors [18] experimented on the problem of providing a 

distributed cognitive network solution to maximizing the connection time for unicast and 

multicast communication between a source node and one or more destination nodes. The network 
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consisted of multiple radios, both battery powered and wire-line supplied. The only modifiable 

network element in each radio was at the physical layer - the adjustable transmission power.  

Table 2-II provides a mapping of each of the network functions onto the three-layer cognitive 

framework of Table 2-I.   

 

Table 2-II: Mapping of network goals/functions of a Multicast Flow to the three-layer cognitive 

framework. 

 

Layer Sub-layer Goals/Functions 

Application  

Layer 
Requirements layer  

Maximize the connection time of a unicast/multicast 

flow in a wireless environment  

Cognitive Layer 

Cognitive specification 

language  

 

Map the goal of connection lifetime to a fitness function 

that describes the total power utilization of the chosen 

route.   

 

Cognitive process  Control output power from transmitting nodes  

Network status sensors  

Measure the following parameters:  

 power output at each node  

 capacity  at each node  

 network connectivity  

Software 

adaptable 

network layer 

Network API  

Provide the following to cognition layer:  

 cognition limits on possible power settings  

 a hook for setting requested power output  

Provide a bi-directional communication mechanism to 

share utilization ratios and calculate fitness function 

among nodes in the network.  
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The cognition process interacts with the environment and “learns” to optimize the network by 

adapting the power output of all interior tree nodes to a lower power utilization ratio while 

maintaining a fully connected multicast tree. The performance of this cognitive method was 

compared with the performance of a non-cognitive, heuristic method called DRIP (Directional 

Reception Incremental Protocol).The authors [18] found that the cognitive method was able to 

out-perform the heuristic method in terms of average power utilization. Moreover, across a given 

set of receivers, the heuristic method could find a workable solution only 86% of the time, 

whereas the cognitive method was able to find a solution 97% of the time.  With these results, the 

architecture and potential of the cognitive network was illustrated and their capacity to handle 

data networks operating in heterogeneous, dynamic and complex environments using learning 

was established. This architecture can be extended to optimize multiple goals by enhancing the 

capabilities of the cognition layer. Hence, the KP approach combined with the cognitive 

framework suggested by Thomas may provide valuable performance improvements for WSNs. 

Several other cognitive architectures have been proposed in the past, with an attempt to achieve a 

high-level of cognition. SOAR [20] developed to implement general intelligent behavior, DUAL 

[21] a context-sensitive cognitive architecture, and ICARUS [22] a cognitive architecture for 

physical agents are examples of such cognitive architectures. Duch et al. present a critical survey 

of the state of the art in cognitive architectures in their work in [23] and also provide a simplified 

taxonomy of these architectures based on memory and learning.  Symbolic, Emergent and Hybrid 

Paradigm architectures were the three main groups according to this classification.  

SOAR [20] and ICARUS [22] were some of the architectures classified under the Symbolic type.  

They used a classical artificial intelligence based, top-down analytic approach for information 
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processing. High-level symbols or declarative knowledge were used and centralized control was 

exercised over information flow. NOMAD [24] was an example of Emergent Architecture.  

These architectures typically used a bottom-up approach and consisted of a large number of 

processing units in the network through which low-level activation signals would flow. NOMAD 

was capable of real-time pattern recognition and ran on a set of powerful computers that 

simulated the nervous system. However, this architecture was not envisioned to be capable of 

achieving a higher level of cognition. ACT-R [25], DUAL [21], and LIDA [26] are examples of 

the Hybrid architecture that combine various aspects of both symbolic and emergent 

architectures. ACT-R used a top-down learning approach and was another example of a system 

that aimed at understanding and emulating human cognition. Although this architecture had been 

successfully applied in psychological studies and intelligent tutoring systems, applications of this 

system in problem solving and reasoning were still missing. LIDA made use of software agents 

and codelets to perform distributed tasks, and implemented several forms of learning from events 

to implement the cognitive system. While this architecture was capable of explaining many 

features of the mind, its competence in understanding language and reasoning were still to be 

established. Thus, it can be seen that many of the cognitive architectures proposed in the past 

have aimed at achieving a high-level of intelligence, but have had very few real world 

applications. Since the primary motivation behind introducing cognition into sensor networks is 

to improve network performance, rather than trying to imitate the human brain closely, the 

cognitive framework proposed by Thomas was found most suitable in the networking context.  

In the next section, we take a look at the various research directions in sensor networks in recent 

literature that use techniques including artificial intelligence and cognitive radio.  
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2.5 Cognitive Techniques in Sensor Networks  

This section presents the latest trends in WSN research, which largely includes cognitive 

approaches being adopted by researchers to improve the performance of WSNs.  

2.5.1 Cognitive Radio in WSN:   

Cavalcanti et al. [27] present a conceptual design for Cognitive Radio (CR) [28] based WSN and 

compare its performance with a standard ZigBee/802.15.4 WSN, both built on the standard model 

available in OPNET (ZigBee/802.15.4), operating in the 2.4 GHz band. In this experiment, the 

authors [27] assumed the 802.15.4 based CSMA access method in non-beacon mode at the MAC 

layer and ZigBee based protocols at the network layer (table-based mesh routing) and application 

layer for both the CR and 2.4GHz modes. Transmit and receive antennas were both assumed to 

have the same unit gain. The receiver sensitivities were set at -85dBm for the CR channel 

centered at 680MHz, as well as for the first channel in the 2.4GHz band. From these simulation 

results, the authors found that for the same transmit power, the maximum communication range 

in the CR channel is almost twice of what is obtained in the 2.4GHz channel. This increased 

range reduces the number of hops travelled per packet and hidden node problems, thus enhancing 

the efficiency of the multi-hop routing and the MAC. The overall application throughput was also 

found to be better in the CR mode.  

Akan et al. [29] also talk about the main design principles, potential advantages, application 

areas, and network architectures of cognitive radio sensor networks. They explore the possibility 

of applying existing techniques for cognitive radio and WSN to such networks and identify the 

challenges in doing so. 
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2.5.2 Cognitive schemes using Neural Networks models 

Reznik and Pless [4] establish the feasibility of using distributed intelligence to embed cognition 

into sensor networks by studying the problem of signal change detection1. They map Artificial 

Neural Network (ANN) architecture to sensor networks and experimentally prove the advantage 

of this approach in terms of reduction in resource consumption - network bandwidth, processor 

power and memory usage due to reduced connectivity and communication costs.  

Youssef and Younis [30] propose GRISP (Gateway Relocation algorithm for Improved Safety 

and Performance), a neural network model to assess safety of gateway/sink node at various 

locations in a WSN environment trained using genetic algorithms. A “Threat index” for each 

location visited, along with the snapshot captured trains the neural network. This helps the neural 

network generate a “Risk Assessment factor” for making future safe relocation decisions. 

2.5.3 Cognitive Sensor Networks (CSN) 

Shenai et al. [31] have presented a distributed wireless sensor network-based control system for 

intelligent and reliable operation of large power grids. Here sensor data (voltage and power 

factor) is reported to motes that can be mapped to “modifiable elements” of Thomas’s Cognitive 

framework [21]. These motes are intelligent and communicate with nearby motes as well as a 

“control station” that can be mapped to the “requirements layer”.  AUTOMAN, the software 

cognitive agents that motes and the control stations run, are said to have knowledge of local 

policies as well as awareness of the end-to-end operational requirements of the end application. 

Dynamic decisions are delivered and adequate information management is achieved by 

combining techniques of sensor coordination and intelligent data fusion. Thus, even under 

                                                      

1 Definition of Change detection in [4] : “An identification of  unforeseen change in general characteristics and parameters of the 

measured signals against the predicted ones” 
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changing environments, dynamic reconfiguration is possible without grid downtime and the 

system also ensures that the QoS requirements of the customer are always respected.  

Boonma and Suzuki propose MONSOON [5], a biologically inspired framework to build 

cognitive WSN applications. This framework introspectively understands conflicting design 

objectives (data yield, data fidelity, power consumption), finds optimal tradeoffs with given 

constraints and autonomously adapts to the dynamics of the network. It models an application as 

a decentralized group of software agents that collect sensor data from individual nodes and carry 

them to the base stations. From simulations, the authors’ show that agents adapt to network 

dynamics by satisfying conflicting objectives under given set of constraints and exhibit self-

configuration, self-optimization and self-healing properties. 

2.5.4 Game theoretic formulation of energy efficiency and security in WSNs 

Machado and Tekinay present a survey of game-theoretic formulation to the problems of energy 

efficiency and security in WSNs [2]. They found that distributed decision-making capabilities of 

WSNs and the selfish behavior of the individual nodes is exploited by the game theoretic 

approach to optimize performance at the node-level (conserving battery power) as well as 

network level (maximizing the network utility which is directly proportional to the number of 

sensors involved). They discuss the use of game-theoretic approaches in performing distributed 

cross-layer optimization by making use of power control game at the physical layer and rate 

allocation game at the application layer. In dealing with security issues in WSNs, the authors’ 

present work on game-theoretic models used to analyze situations where there are attacks by 

malicious nodes and outside intruders on WSNs. They also talk about the use of pursuit-evasion 

games in WSNs for model detection, tracking and surveillance applications. 
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2.5.5 Cognitive and Self-Selective routing  

Gelenbe et al. [32] present Cognitive Packet Network (CPN) and Self-Selective Routing (SSR) 

algorithms that use different forms of learning as new approaches to achieving Quality of Service 

(QoS) routing in WSNs. CPN routing uses Smart Packets (SPs) for path discovery, along with 

random neural networks with reinforcement learning. It has the ability to adapt to varying traffic 

load and is scalable for networks with flows to many destinations. SSR technique on the other 

hand, makes use of pheromone based communication inspired by ants in a colony that 

communicate information about traversed paths to members of their kind.  There is self-selection 

of routes at each node, which leads to additional overhead, but provide the network with the 

ability to adapt to conditions where there are unexpected link failures or the connections are 

unreliable. Both the algorithms are capable of supporting fault-tolerance to different degrees and 

their protocol structure allows for different levels of efficiency in diverse application contexts. 

2.5.6 Cognitive schemes using adaptive modulation and sleep-scheduling  

In [33], a framework for performance modeling and design of cognitive WSNs is presented. The 

approach makes use of adaptive modulation, sleep scheduling and energy-aware higher layer 

processing based on information sharing across layers.  The cognition algorithm makes use of 

feedback about channel condition and modulation rate to determine the sleep time of each node. 

This concept is applied in the following simulation study assuming realistic parameters for 

Energy consumption of each node in four modes: sleep mode, receive mode, active mode (ready 

to transmit but not transmitting), and transmission mode. A simultaneous cognitive management 

of sleep cycles and M-QAM modulation schemes saves energy and extends network lifetime 

significantly.  
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Fig. 2-5a displays the mean node lifetime in a WSN using Adaptive Modulation (AM) only. In 

this case the modulation level (parameter M in M-QAM modulation) is chosen for each packet 

according to the channel condition (i.e. instantaneous SNR value). This case assumes no 

cognition between PHY and MAC layers and the sleep time is predetermined by the MAC layer 

according to the multiple access rules. Fig. 2-5b shows the mean node life time using an adaptive 

modulation scheme combined with scheduled sleep (AMS).  Here cognition is employed at the 

MAC and PHY layers and sleep times are scheduled according to channel conditions and bit 

rates. In both cases two traffic patterns are studied using Poisson distributions: High traffic (mean 

packet arrival rate 90%) and low traffic (mean packet arrival rate 10%) and log-normal 

shadowing where shadowing variance takes values from 0 (no shadowing) to 6dB. The figures 

show that the cognitive approach significantly outperforms the non-cognitive one in terms of 

node lifetime. 

Table 2-III: Node parameters used in simulation. 

Parameter Value 

Current consumption in Sleep mode: Isleep 1 µA 

Current consumption in Receive mode: Irx 20 mA 

Current consumption in active mode (ready to transmit but not 

transmitting): Iac 
100 mA 

Current consumption while transmitting 120mA 

Traffic intensity 10% or 90% 

Log-Normal Shadowing variance () 0, 2dB, 4 dB or 6dB 

BER required (QoS) 10-4 

RF Bandwidth used 200kHz 

Adaptive Modulation Stages : 0 (no transmission), BPSK, 

4QAM, 16QAM, 64QAM and 256QAM 
6 stages 
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Figure 2-5a: Node lifetime using Adaptive Modulation. 

Figure 2-5b: Node lifetime using Adaptive Modulation and Adaptive Sleep. 
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This is because M-QAM modulation, when carefully chosen (with respect to channel conditions) 

will require less transmission time, the cognitive system exploits this information to modify sleep 

time accordingly. The improvement made by the cognitive approach is higher for both high traffic 

intensity and severe channel conditions (i.e. low SNR and high shadowing variance). The reason 

is that high traffic and bad channel conditions require frequent transmissions and re-

transmissions, respectively. Here the AM scheme is penalized because it does not go to sleep 

immediately after each (re-) transmission. Instead, it stays active and goes to sleep only when the 

pre-scheduled MAC sleep time starts. 

2.6 Summary and analysis from Table 2-IV 

From the analysis in Table 2-IV, the approaches proposed by Shenai et al. [31] and Boonma and 

Suzuki [5] are the ones closest to the author’s vision of applying cognition to sensor networks in 

order to achieve end-to-end goals of the network. The results presented in [33] suggest the 

advantages of sharing information seamlessly across the layers of the network. These cognitive 

techniques applied in sensor networks, definitely promise improvements over the cross-layer 

approach, especially because they are based on knowledge and learning. However, these 

techniques do not explore cognitive radio at the lower layers to opportunistically access the 

licensed spectrum, which could be an added benefit. This strengthens the author’s perspective on 

the benefits that can be derived out of a holistic approach to cognition in sensor networks based 

on knowledge, learning and information sharing. 

 

 

 



 

46 

 

Table 2-IV: Comparison of cognitive techniques applied to sensor networks. 

Technique 
Goal achieved by 

cognition 

Means of achieving the 

goals 

Cognition based on 

knowledge/learning

/ reasoning/context 

awareness 

Influence of 

cognition on 

network’s end-

to-end goals  

CR in WSN 

[27] 

Increased 

communication 

range and 

application 

throughput 

Implementing CR at PHY Context awareness No 

ANN [4] 

Reduced resource 

consumption by 

reducing 

connectivity and 

communication 

costs 

Implementing distributed 

intelligence by mapping 

ANN to WSN architecture 

Reasoning 
Yes to a limited 

extent 

GRISP [30] 

Make safe 

relocation 

decisions for 

Gateway node of 

WSN 

Neural network model 

trained using genetic 

algorithms to assess safety 

of sink nodes 

Learning No 

CSN [31] 

Intelligent and 

reliable 

management and 

operation of large 

power grids, 

ensuring QoS 

requirements of 

end user are always 

respected. 

Distributed sensors 

communicating with 

motes that have intelligent 

software agents called 

AUTOMAN, make 

system aware of end-user 

requirements and enable  

dynamic reconfiguration 

Knowledge, context 

awareness 
Yes 

MONSOON 

[5] 

Network exhibits 

self-configuration, 

self-optimization 

and self-healing 

properties by 

means of software 

agents 

Decentralized group of 

software agents inspired 

by a biological framework 

that adapt to network 

dynamics by satisfying 

conflicting objectives 

under given set of 

constraints 

Knowledge, context 

awareness, 

Yes to a good 

extent 

Game 

theoretic 

formulation 

[2] 

Network and node 

level performance 

improvement by 

game theoretic 

Power control games at 

PHY, and rate control 

games at Application 

layer for distributed cross-

May only be 

considered as an 

analysis tool; not 

cognition 

No 
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formulation of 

problems of energy 

efficiency and 

security in WSNs. 

layer optimization; other 

game-theoretic models to 

analyze security-issues in 

WSNs 

Cognitive and 

self-selective 

routing [32] 

QoS routing in 

WSNs under 

diverse application 

contexts 

Implementing different 

forms of learning such as: 

RNNRL and pheromone 

based techniques for 

cognitive routing 

Reinforcement 

learning 
No 

Adaptive 

modulation 

and sleep 

scheduling 

[33] 

Better node 

lifetime in 

environment 

monitoring 

applications. 

A cognition algorithm 

operating primarily on 

PHY and MAC layers, 

making use of feedback 

about channel conditions 

and modulation rate for 

adaptive sleep. 

Learning from 

feedback 
No 

2.6.1 Illustration of a simple cognitive routing scheme on ZigBee based hardware platform 

In order to illustrate the concept discussed in Fig. 2-3, we setup a simple experiment making use 

of Texas Instruments’ (TI’s) CC2430 ZigBee Development kit. The CC2430 is a widely used 

platform for WSN deployment and experimentation. However, there are no existing standards or 

platforms available for experimenting with the cognitive concepts presented in this section. As 

discussed in the section, most of the current work has been software or simulation based. Hence, 

we decided to make use of TI’s ZigBee based platform and introduce cognition in the network by 

means of cognitive decision making during routing. This provides a means of remaining rooted to 

the 802.15.4/ZigBee standard while experimenting with the concept of cognition in the sensor 

network and see how it is able to benefit the same. 

2.6.2 Experiment setup  

The experimental setup is as shown in Fig. 2-6 and consists of the following: (i) A set of  sensor 

nodes that sense some environmental parameters (such as temperature, humidity, etc.) and battery 

levels on end devices constituted by CC2430Development Board (DB) or CC2430Evaluation 
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Module (EM) on battery boards (ii) A pair of routers R1 and R2, constituted by two CC2430EMs 

on SmartRF04Evaluation Boards (EBs)  that collect information from these sensor nodes & 

forward them to the final destination - the coordinator node (iii) The coordinator node sends the 

received packets over a serial port, which can be viewed on a PC through HyperTerminal by 

connecting a serial cable. IAR embedded workbench was used to program the nodes in this 

experiment.  

A ZigBee network establishes new paths for data communication when existing links fail or break 

when nodes die (run out of battery). However, in this experiment, we propose to add intelligence 

to the router nodes to detect increased packet loss in successive transmissions and initiate 

rerouting of data before significant amount of data is lost. In this experiment, a packet loss 

threshold is taken as an indication of increasing congestion at a given node.  

 

 

Figure 2-6: Experiment setup. 
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2.6.3 Detecting packet loss:  

A one byte destination sequence number (DSN) in the MAC Header (MHR) is used to track the 

number of packets lost during transmission. A jump in the sequence number at the receiving end 

indicates that packets were lost during the communication, and the difference between the 

received packet’s sequence number and the expected sequence number gives the number of 

packets lost [34]. When the packet loss exceeds a user-programmed threshold at any router in 

successive transmissions, it will immediately request to disassociate itself from the network. 

2.6.4 Results and Inference: 

The following observations were recorded when one of the intermediate routers turned its allow-

bind mode off as part of the intelligent behavior: 

i. Router redundancy is advantageous when introducing cognition into the network as it helps 

maintain connectivity when intermediate routers are congested.   

ii. In case there is no router redundancy, the end devices were able to locate an alternate router 

between 6s and 13s or directly bind to the coordinator if it was in its communication range. 

From the experimented approach of introducing intelligent decision making in the network, it was 

seen that the cognitive behavior was well supported by the ZigBee stack. New routes were 

decided based on the Received Signal Strength Indicator (RSSI) value, AODV protocol and the 

routing table (nearest neighbor).  

Implementing the latest and more advanced sensor network protocols for routing will further 

enhance the cognitive behavior.  Instead of a router disassociating itself from the network, it may 

be able to identify the nodes causing increased traffic/congestion and have such nodes find 

alternate or less loaded routers. Since cognition in sensor networks is an emerging field, hardware 

development lags behind software and simulation platforms. Once the platform development 
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catches up, cognitive sensor networks will be capable of offering themselves to a whole new 

gamut of advanced sensor network applications. 

2.7 Advantages and challenges  

Research in [2-5, 27, 29-33] suggests the growing interest in applying cognitive techniques to 

WSNs. The optimization in a cognitive network is done in the light of intelligent adaptations 

based on learning, reasoning and information sharing among multiple nodes in the network to 

achieve end-to-end goals. This leads to improved performance of the network over an extended 

period of time even in the presence of conflicting goals. In a heterogeneous wireless environment 

comprised of nodes of a sensor network (battery operated sensor nodes, and rechargeable battery 

powered relay nodes), cellular phone and Bluetooth radio, data from the sensor network’s source 

node may be opportunistically routed through the cellular and Bluetooth radio nodes before it 

reaches the sink. This can save the energy expended by intermediate sensor nodes in data 

communication. Such a cognitive sensor network setup would help extend the life of the sensor 

network. To benefit further from this approach, a cognitive framework could be setup for the 

sensor network similar to the one proposed in [19], where the software adaptable network layer 

implements CR functionality to detect spectrum opportunities for communication in a 

heterogeneous wireless environment. Learning and reasoning processes could aid in intelligent 

and adaptive decision making, thus enhancing the benefits of adding cognition to sensor 

networks. Thus the proposed cognitive framework provides an opportunity to develop an 

architectural foundation on which end-to-end goals of the network can be optimized. Such a 

knowledge based approach would bring sensor network applications closer to a ubiquitous 

computing environment, making this an interesting area of research.  
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However, applying cognitive techniques involving artificial intelligence and game theoretic 

approach to increase knowledge in the system has several challenges. As stated by the author in 

[35], nodes/agents may be cheating about their valuations or might have communication bounds, 

i.e. the number of possible subsets of resources might be very large, and therefore communicating 

an agent’s valuation for each possible subset of the resources might become infeasible. It has 

been established through several research efforts [2-5, 27, 29-33] that cognitive techniques 

provide performance improvements in WSNs. However, establishing the feasibility of integrating 

Cognitive Radio into the “Dynamic Spectrum Access” [36] scheme at the physical layer, along 

with cognition in upper layers to achieve end-to-end performance goals is an open research 

problem. This approach means adding intelligence about spectrum handoff decisions to the 

knowledge plane of the sensor network protocol stack in order to save the energy overhead, as 

more spectrum handoffs mean more energy consumption. For such networks to be justifiable, the 

performance improvement must outweigh the cost in terms of overhead, architecture and 

operation.   

For successful implementation of the cognitive process, the Cognitive Network would need 

information / decision on the implementation of the network i.e. distributed or centralized and the 

amount of network state information known to the process. An analysis on the amount of energy 

expended in information sensing (spectrum-hole [36] detection and network status detection) and 

communicating the same to neighboring nodes is essential in establishing the suitability of this 

approach to sensor networks. Since the information available to the network may be partial or 

incorrect, it may lead to security issues and hence, techniques to deal with such issues must also 

be identified. The proposed cognitive nodes could be static agents distributed in the network or 
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could be mobile agents gathering information from remote locations of the sensor nodes, as 

depicted in Fig. 2-7.  

Hence deciding on the optimal deployment architecture of the cognitive capability enhanced 

nodes is also a challenging problem.  

Finally, though the experiment in the case study suggests that ZigBee stack supports intelligent 

behavior, in order to achieve a completely cognitive sensor network, standardization of such 

networks is essential. Protocols that define how the knowledge plane can be implemented to 

seamlessly access information from the end user and use it to make decisions at the physical 

layer, the cognitive specification language and the tools used in cognitive decision making must 

all be standardized to make such networks interoperate. 

 

 

Figure 2-7: Placement of Static and Mobile Cognitive Agents in a WSN. 
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2.8 Conclusion 

The goals of specific implementations of sensor networks are unique. Constraints in one 

application may be network goals to be optimized in another. Thus, the details of implementing a 

cognitive sensor network based on knowledge that achieves end-to-end goals of the network, 

offers itself to involved research.Cognitive communication in a sensor network could not only 

help meet end-to-end goals of the entire network, but also increase reliability of the network, 

reduce maintenance costs and increase the network lifetime.The cognitive network provides a 

knowledge based framework where network decisions are based on learning and reasoning and on 

information shared among the network nodes about the observations made. Such a framework 

applied to sensor networks could go a long way in achieving application specific objectives in the 

presence of multiple, sometimes conflicting optimization goals. The idea of a holistic approach to 

introducing cognition in heterogeneous sensor networks that combines the advantage of 

opportunistic spectrum access at the physical layer, with cognitive communication among sensor 

nodes seamlessly across the network promises to be advantageous over existing design 

techniques.  
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Chapter 3 

Cognitive-Node Architecture and Deployment for Future Sensor 

Networks  

 

 

 

Preface 

 

This chapter has been submitted to Wiley’s Wireless Communication & Mobile Computing 

Journal. Details about the conceptual architecture of cognitive nodes for use in future sensor 

networks, and their implementation details, are presented in this chapter. A grid-based strategy 

for the deployment of cognitive nodes in a Cognitive Information Centric Sensor Network 

(CICSN) is proposed. This strategy considers the energy, hardware, and communication costs 

involved in large-scale deployments of the CICSN for smart city environments. 
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3.1 Abstract 

Cognitive Information-Centric Sensor Network (CICSN) represents the application platform that 

we propose for future sensor networks. It is comprised of intelligently networked sensors 

deployed over a large area, supporting multiple application scenarios, while catering to user-

desired information quality. In this paper, we propose the use of cognitive nodes (CNs) in the 

underlying sensor network to provide intelligent information processing and knowledge-based 

services to the end-users using an information-centric approach. The CNs act on queries from the 

end-user, containing information about the nature of the request, without needing to know the 

address of the end node from where data has to be gathered. The main contributions of this paper 

are firstly, identification of the tools and techniques to implement the cognitive functionality, and 

secondly, formulation of a strategy for the deployment of CNs in the underlying sensor network 

in a way that ensures a high probability of successful data reception among communicating 

nodes. From Matlab simulations, we were able to verify that in a network with randomly 

deployed sensor nodes, CNs can be strategically deployed at pre-determined positions, to ensure 

that end-user’s quality of information (QoI) requirements are met, even under heavy traffic 

conditions and high application payloads.  

3.2 Introduction 

Information Centric Sensor Networks (ICSNs) are a class of context-aware communication 

networks that provide an infrastructure for knowledge-based intelligent information service to 

anyone, anywhere and at any time [1]. IEEE 802.15.4/ZigBee based Wireless sensor networks 

(WSNs) provide the basic infrastructure to deliver sensed information to end-users in diverse 

application environments such as, agricultural monitoring in rural areas, structural health 

monitoring of buildings and bridges in urban areas, tracking items in industrial supply chain 



 

61 

 

management applications, detection of forest fires, and even landmines detection in former war 

zones [2]. These ICSN applications that require a large-scale deployment of the sensor network in 

order to cover the large target areas and provide more sensing points in the region being 

monitored, the network topology changes dynamically due node deaths, changing node 

associations and varying environment conditions, thus affecting the network connectivity and 

information gathering and delivery capabilities. In addition, the network may have to deal with 

service requests coming from a variety of end-users including individual consumers, public 

enterprises, government organizations, and even machines that are information monitoring 

devices. It is very challenging for sensor networks in their current form, to provide a common 

platform that can support such diverse ICSN applications, while providing context-aware 

information to end-users that differ in their requirements on the attributes associated with the 

service-data such as reliability, latency and throughput. As in the case with Internet of Things 

(IoT) applications, WSNs are not equipped to handle the heterogeneous traffic, nor do they have 

adequate capacity to store the large volume of data generated as a result of the multiple requests 

being serviced by the network and need modifications in the infrastructure to support the 

functionality [3].  

To improve the capabilities of the network that delivers data to IoT environment, we propose the 

use of Cognitive Nodes (CNs) based on the elements of learning, reasoning and knowledge 

representation in the underlying network. CNs will provide enhanced capabilities to the WSN to 

deal with the network connectivity and node dynamics in large-scale deployments. They will also 

provide space for local storage of data, before data gets delivered to the end user. This will help to 

maintain their availability at intermediate locations, other than their points of publication (i.e. the 
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sensor nodes) for ease of access. To this end, the main contributions of this paper are as listed 

below: 

i. We provide a description of the conceptual architecture of the cognitive node and the 

components that constitute its cognitive elements i.e. knowledge representation, learning and 

reasoning, and describe their functions. 

ii. We identify a grid-based deployment strategy for relay and cognitive nodes in the large-scale 

WSN such that the probability of successful data reception between the communicating nodes 

is greater than 0.8.  

iii. We also calculate the number of relay and cognitive nodes required to cover the target area 

while ensuring a high probability of successful data reception. 

The remaining sections have been organized as follows: In section 3.3 we present the related 

work. The conceptual architecture of the cognitive node and description of the cognitive elements 

are provided in Section 3.4. Section 3.5 details the system models, and the deployment strategy 

for cognitive nodes in the network is presented in section 3.6. Simulation results are presented in 

section 3.7 before concluding the paper in section 3.8. 

3.3 Related work 

Sensor node deployment problem has been extensively studied in literature over the past decade. 

Researchers have considered various factors such as coverage, connectivity, energy-efficiency 

and fault-tolerance while proposing deployment strategies for sensor nodes (SNs) [6]. With the 

introduction of the ZigBee standard [11], the focus shifted from sensor node to relay node (RN) 

placement problem, as the RNs could serve to maintain connectivity of sensor nodes with their 

base station even when the network size scaled-up [13]. The RNs increased the communication 
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range of SNs and also took over the energy demanding task of data communication within the 

network from the SNs. This in turn increased the lifetime of the SNs, thus improving the 

longevity of the network. However, as WSN applications evolved from simple event monitoring 

or tracking applications to complex applications such as monitoring a coal mine [18], network 

deployment and its operational complexity increased. The WSN had to not only provide 

periodically monitored data, but had to even respond to on-demand queries and emergency 

situations. The changing application requirements made the network traffic very heterogeneous, 

leading to load balancing issues among the nodes and traffic bottlenecks in the network. Recent 

research has even considered the use of mobile data collectors, traffic-aware relay node 

deployment and artificial intelligent (AI) techniques to manage the dynamic network [19]. But 

data latency and reliability become an issue when mobile data collectors are used, and AI 

techniques have targeted very specific applications [20]. They have not been architecturally 

developed and implemented in a way that can be extended to different WSN application 

platforms. Thus we say that in their current state, WSNs with SNs, RNs and Data Collector nodes 

will not be able to understand and respond to changing application requirements. The network 

will not be able to cater to performance attributes of latency, reliability, energy consumption and 

fault-tolerance while delivering data to the sink. We collectively call these attributes as Quality of 

Information (QoI) attributes [22], as they represent the attributes that the application layer would 

associate with the data delivered to the sink, to measure the application-awareness of the response 

generated by the network to the end user’s request. In order to make the network aware of the 

changing application requirements, and enable it to provide QoI aware data, we propose the use 

of special nodes called Cognitive Nodes (CNs) in the underlying WSN. These CNs when 

strategically deployed in the network will ensure data-delivery with user-desired QoI to the sink, 
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in each round of data transmission throughout the lifetime of the network. We will refer to this 

network as an Information Centric Sensor network (ICSN) from this point forward, as it will draw 

on the features of Information Centric Networks (ICNs)  in terms of named-data association, in-

network caching and the use of CNs as intermediate nodes that will process and store the 

information within the network [23]. However, we must mention that the idea of named-data 

association in WSNs is not new. The idea has existed in data-centric sensor networks (DCSNs), 

which are a special class of WSNs that function as information-retrieval networks rather than 

serving as point-to-point communication networks [2], [25]. Sensor attributes are used for data 

gathering and delivery, which makes the use of node addresses inessential. This can lead to huge 

energy savings for the sensor network, as a single query can be broadcast throughout the network 

to gather all relevant data from different sources, as against multiple queries addressed to specific 

locations to gather the same data. This translates to energy savings for all the network nodes, 

leading to prolonged network lifetime.  

Shifting our focus back to the cognitive nodes, the information centric approach to query 

dissemination used by these nodes helps in finding only relevant data and changes the way the 

network handles user requests. There is awareness in the network, about the specific information 

requested by the user; i.e. temperature data or humidity information from a specific geographic 

area, at a specific time in the present, or from sometime in the past. In addition, the CNs enable 

the network to understand the QoI with which it is expected to return the requested data to the 

sink and the network is able to adapt the use of its resources to find paths that are either reliable, 

have low latency or offer a high throughput. This way, the network is not always exerting itself to 

find the best path that satisfies all the attributes, but prioritizes the QoI attributes for each 

transmission round based on the end-user requirements, and finds a suitable path accordingly, 
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thus prolonging the network lifetime. Now the challenge is in finding the best place to deploy 

these nodes in the ICSN. Optimal node placement is a very challenging problem and has been 

proven to be NP-hard [6]. With CNs, there are constraints on how many such nodes can be used 

in the network, and whether one can use only CNs or combine it with the use of RNs in the 

underlying network.  

In this paper, we identify the cognitive functions of the CN, address its deployment problem and 

through simulations, identify the best combination of RNs and CNs that the network can benefit 

from to minimize energy consumption and prolong network lifetime, while catering to the QoI 

attributes of reliability and instantaneous throughput. Thus contributing to not only good quality 

of user experience, but also improving the lifetime of the network during which data is delivered 

to the end-user based on user-desired QoI attributes. 

3.4 Cognitive Elements and Conceptual Architecture of the Cognitive Node 

Cognition is the process by which knowledge is acquired through intuition, perception, planning, 

and reasoning. If a communication network is capable of observing the impact of its own actions 

on the environment, and learns to use the knowledge acquired from accumulating these 

observations to adapt the data delivery paths according to user requirements and changing 

network conditions, then it is said to be exhibiting cognitive behavior.  From this perspective, we 

identify knowledge representation, learning, and the ability to infer from the knowledge acquired, 

as elements of cognition sufficient to achieve our proposed goals. Figure 3-1 represents the three 

major components that we define for our cognitive nodes: learning, reasoning and knowledge 

representation; and associate them with their respective functions. These elements of cognition, 

when incorporated in the network nodes of a WSN, help it in better understanding and catering to 

the requirements of the end-user.  
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Figure 3-1: Cognitive Node and its elements. 

We have briefly introduced cognitive nodes and proposed their node architecture in our work 

[30]. On similar lines, our expectation from the cognitive elements would be to cater to the 

following objectives: 

i. For the short term: observe current network behavior and respond adaptively to 

changing network dynamics 

ii. For the long term: learn from past behavior and plan for the future so as to make 

predictions and decisions that positively impact the network survivability and 

application QoI during its lifetime. 

Using these elements, a conceptual architecture of the cognitive node is illustrated in Figure 3-2, 

which is on the lines of the discussion in our paper [32].  
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The ultimate goal to be achieved by CNs is to reduce the periodic data transmission in favor of a 

planned data collection mechanism that is optimized to match the end-user’s requirements while 

meeting the coverage, connectivity, and longevity requirements of the sensor network. In order to 

achieve that, the CNs will need to store information about the network status, as well as have a 

learning mechanism that enables decision making based on past experiences. End-user 

requirements will be received via a CN’s transceiver, while environment observations are to be 

collected via the sensor units. The two sources of information are consolidated in a knowledge 

base, which will provide this information to a learning engine. The learning engine analyzes 

observations and requirements in order to form decisions as to how the requirements will be 

satisfied given the network’s current status and its past response to similar situations from the 

knowledge base. The outcome is a set of actions that comprise the final plan that will serve a 

specific request. 
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Figure 3-2: Cognitive node conceptual architecture. 
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The learning engine in a CN will perform various tasks such as data discovery, nodes 

coordination and task allocation, and prioritized routing as necessary [40]. The actual effects of 

carrying out the data requests on the underlying network at a given time is fed back to the 

learning engine in order to fine-tune its performance. Therefore, the CNs’ knowledge base will 

need to keep track of the following information: 

 Periodic network status information, such as energy levels, request rates, alive nodes etc. 

 Node-specific information, such as named data generated by nodes, locations, and energy 

profiles. 

 Request-specific information, such as energy consumed, delay, routes used, requested data, 

and QoI metrics. 

The CNs will receive data requests from the Base Station (BS) as well as periodic network and 

data status information from sensor nodes. After this information is analyzed, the CNs will send 

execution and routing plans to relay nodes, and consolidate results into data reports that are sent 

back to BSs. CNs therefore act as brokers between the SNs, where data is generated and named, 

and the BSs, where requests originate and results are consumed. The large-scale deployment of 

the network will necessitate some form of distributed learning and decision making by the CNs.  

3.5 System Models 

In this section we describe the network, communication, cost, and energy consumption models of 

the network used in this work. 

3.5.1 Network Model 

Nodes in WSNs can be deployed in a flat, hierarchical or geographic location based strategy. In 

terms of energy conservation, hierarchical deployment strategies provide better performance for 
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WSNs [2]. We had proposed a hierarchical strategy for cognitive communication in WSNs in our 

earlier work [30, 31]. We make use of a similar approach here for a large-scale WSN in IoT 

applications. Cognitive Nodes (CNs), Relay Nodes (RNs), Sensor Nodes (SNs) and a sink node 

are the node–level entities of the network. CNs act as cluster heads for RNs and are the decision 

makers for the network. They process the requests received from the end-user by making use of 

the cognitive elements of knowledge representation, learning and reasoning to identify a data 

delivery path to the sink that meets the user’s Quality of Information (QoI) requirements. RNs act 

as cluster heads for SNs and also participate in relaying information from CNs to the sink. Sensor 

nodes gather sensed data and forward it to both RNs and CNs lying within their communication 

range. The hierarchical deployment strategy helps to distribute the tasks between the relay and 

cognitive nodes and better manage the network connectivity. We assume that RNs and CNs have 

the same communication range for a given transmit power. However, the transmit power at RNs 

is fixed (0dB) at the time of deployment and CNs are allowed to adapt their transmission power 

from a pre-determined set of values (-3dB to +10dB) to achieve the desired transmission range 

and QoI.  

3.5.2 Energy Consumption model 

The voltage discharge characteristics of most Lithium AA batteries (irrespective of their 

chemistry) suggests that once the terminal voltage drops to about 30% of its original value, 

almost all of the battery’s usable energy is depleted.  Lithium batteries typically last 500-1000 

cycles before the terminal voltage drops to this value, depending on the application and 

environment in which it is operated [33]. In our system, we assume that the batteries at RNs and 

CNs are capable of delivering consistent performance for about 500 cycles, after which they are 

assumed to be drained out of energy. Rechargeable batteries, or batteries of higher energy rating 
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may be considered for use at CNs when compared to RNs, as their processors may consume 

additional energy during information processing, adaptive transmission and information feedback 

for the cognitive decision process. So, the actual cost of RNs and CNs may not be very different, 

but the energy consumption at CN’s could be higher due to the following reasons: (i) CN’s ability 

to adapt transmit power to alter their communication range during the data transmission phase, 

and (ii) CN’s processors operating for longer (when the nodes are active, but not transmitting 

data), to perform additional computing and information processing required during the cognitive 

decision making process. If energy consumption at a RN is denoted by 𝐸𝑅𝑁, and that at CN is 

denoted by 𝐸𝐶𝑁, then following the energy consumption discussion above, we can say that energy 

consumption at cognitive node is greater than that at relay nodes, as depicted by Eq. 1. 

 𝐸𝐶𝑁 >   𝐸𝑅𝑁     (1) 

We set the initial battery cycle-life to 500 units and every time a node is involved in a data or 

control message communication, we reduce the node’s battery cycle-life as shown in Table 3-I, 

based on the transmit power used for communication. 

Table 3-I: Reduction in cycle life based on Transmit power. 

Pt Cycle life reduction (units) 

<3dBm 1 

3dBm – 5dBm 2 

5dBm – 7 dBm 3 

3.5.3 Communication Model 

In this work, we use the ZunPhy transition region based communication model modified for 

outdoor environments [34]. Overstepping the binary disc shaped model, the transitional region 
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model identifies a location between the connected and disconnected regions within which the 

probability of having the received signal strength above a threshold value is above 80%. We use 

the log normal shadowing path loss communication model, with values for path loss exponent 

n=4 and standard deviation of the zero-mean Gaussian random variable X, =4. The radios 

communicate in the ISM band at a data rate of 250kbps and the reference distance d0 is 100m. If 

d represents the distance between the transmitter and receiver, then the path loss (PL) at distance 

d is given by: 

𝑃𝐿(𝑑) = 𝑃𝐿(𝑑0) + 10𝑛𝑙𝑜𝑔 (
𝑑

𝑑0
) + 𝑋𝜎                             (2) 

𝑃𝐿(𝑑0) = 20log (4𝜋𝑑0/)            (3) 

The received signal strength 𝑃𝑟𝑒𝑐𝑣 at distance d, for transmit power Pt  is given by: 

𝑃𝑟𝑒𝑐𝑣(𝑑) = 𝑃𝑡 − 𝑃𝐿(𝑑)             (4) 

𝑃𝐿(𝑑)̅̅ ̅̅ ̅̅ ̅̅ = 𝑃𝐿(𝑑0) + 10𝑛𝑙𝑜𝑔 (
𝑑

𝑑0
)           (5) 

𝑃𝑟𝑒𝑐𝑣  (𝑑)̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅ = 𝑃𝑡 − 𝑃𝐿(𝑑)̅̅ ̅̅ ̅̅ ̅̅            (6) 

3.5.4 Operational Cost Model  

In a WSN deployment consisting of sensor, relay, sink, and cognitive nodes, the sensors used for 

application-relevant data gathering are typically the most expensive hardware component. 

Sensors are deployed on sensor nodes which are powered by single-use batteries which are 

typically not replaceable due to accessibility issues. They operate at low transmit powers 

(typically less than 3dB) and have a relatively small communication range (few hundred meters), 
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when compared with RNs and CNs. To have the sensors remain operational for the longest 

duration possible, it is best to let them operate in sleep mode more often as discussed in chapter 2, 

section 2.5.6, and turn them on only when data needs to be gathered from their surroundings. 

Comparing relay and cognitive nodes, their hardware costs are very close in terms of the batteries 

and processors used. However, they differ in their energy consumption model, as discussed in 

section 3.5.2.  

In addition, CNs may incur a slightly higher hardware cost in terms of having an additional flash 

memory storage, where it can store the data gathered from nearby sensors and relay nodes, and 

also the information observed from the network interactions. This way, CNs can better perform 

information caching functions in the information-centric sensor network environment. If we 

represent the hardware cost of RNs as 𝐶𝑅𝑁−𝐻𝑊, and that of CNs as 𝐶𝐶𝑁−𝐻𝑊, then following the 

above discussion, we can arrive at Eq. 7, which suggests that the cost of CN’s hardware is equal 

to or greater than the cost of the relay node hardware, based on the use of the additional flash 

storage.  

   𝐶𝐶𝑁−𝐻𝑊 ≥   𝐶𝑅𝑁−𝐻𝑊     (7) 

Thus, comparing the energy consumption model and hardware costs of the RNs and CNs from 

Eq. 1 and Eq. 7, we can say that the cost of operating CNs , or its operational cost  ( 𝑂𝐶𝐶𝑁) is 

more than the operational cost of RNs ( 𝑂𝐶𝑅𝑁), as shown in Eq. 8. 

 𝑂𝐶𝐶𝑁 >   𝑂𝐶𝑅𝑁     (8) 

Hence, it is important to consider reducing the number of cognitive nodes used in the deployment 

strategy, in order to reduce the operational cost of network and its maintenance thereafter. 
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3.5.5 Problem Definition 

For large-scale WSNs, we define the node deployment problem as follows: Determine the 

number and location for the placement of relay and cognitive nodes in a given target area such 

that a) The probability that the received signal strength is above a threshold value (-101dBm*) is 

0.8 or more b) The network is connected in such a way that there is a path from each SN to the 

sink through the RNs or CNs at the time of deployment and c) Provide high throughput and 

reliable data transmission over each hop till data is delivered to the sink.  

The probability of the received signal strength being above a threshold value is defined as the 

probability of successful data reception (Pr). It is a function of the separation distance d between 

two communicating nodes. When the separation distance is correctly estimated, the probability 

that the signal strength is above a specified threshold γth (the receiver’s sensitivity for instance) 

can be estimated using a Q-function (Eq. (9)) based on the work in [35].  

𝑄(𝑧) =
1

√2𝜋
∫ exp (

−𝑥2

2
)

∞

𝑧
𝑑𝑥           (9) 

Using the Q-function, the value of Pr can be estimated using a cumulative density function as 

follows: 

Pr[𝑃𝑟𝑒𝑐𝑣(𝑑) >  𝛾𝑡ℎ] = 𝑄[
𝛾𝑡ℎ− 𝑃𝑟𝑒𝑐𝑣 (𝑑)̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅

𝜎
]            (10) 

As identified in the cost model, we want to minimize the number of CNs and keep their number 

lesser than the number of RNs to minimize the total cost to the network. We also want to ensure 

there is at least one RN/CN for each sensor node to deliver its information so that SNs are only 

involved in short-range, local communications that incur minimum cost. This way the network 
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lifetime depends only on the RNs and CNs. In the following section we identify a strategy for the 

deployment of CNs and RNs for large-scale ICSN applications. 

3.6 Deployment strategy for cognitive nodes   

In order to determine the deployment strategy for the router and cognitive nodes in the network, 

we make the following assumptions:  

i. Sensors nodes are deployed randomly, but uniformly throughout the target area. They have 

a fixed transmit power with a communication range of 175m. 

ii. SNs can communicate and bind with RNs and CNs in a single-hop, but do not 

communicate with each other. 

iii. RNs have a fixed transmit power and communication range, but the values are higher when 

compared with those of SNs. 

iv. CNs can vary their transmit power to increase their transmission range to values higher 

than those of RNs. However, when their transmit power is the same value as that of RNs, 

they offer the same communication range. 

v. We approximate the target area to be a square region, and divide the entire area into 

smaller squares of side L. 

vi. The Sink is deployed at approximately the center of the target area.  

Given these assumptions, the goal of the deployment strategy is to identify the length L of the 

side of each square grid cell and the position of the RNs and CNs on the grid such that the RNs 

can communicate with at least one CN, and Pr > 0.8 along each hop of the data delivery path 

from a source node to the sink. We device such a node deployment strategy by making use of the 

following basic properties of a square. 
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Figure 3-3: Square grid cell of side L having relay nodes (RN) at the corners and cognitive node (CN) 

at the center. 

Property 1. Center of a square of side ‘L’ is equidistant from each of its vertices, and has a 

length 𝐿/√2 . 

For a square of side L, the diagonals intersect at the center of the square, and are perpendicular 

bisectors of each other. Using Pythagoras’s theorem [41], we know that the length of the diagonal 

which forms the hypotenuse of the isosceles triangle formed by the two sides of the square, can 

be found as: √(𝐿2  +  𝐿2 )= √2*L. Thus the center of a square is equidistant from each of its 

vertices, and has a length L/√2, as shown in Figure 3-3.  

Property 2. The distance from the center of the square to any of its vertices is the maximum 

separation distance that can be achieved between the center and any other point on the square. 

If we draw a circle with radius 𝐿/√2, whose center lies at the center of a square of side L, we 

would be circumscribing a circle that passes through each of the vertices of the square. This circle 

does not touch any other point of the square other than the vertices. Thus the distance between the 
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center of the square and its vertices is the maximum separation distance that can be achieved 

between the vertex and any other point within the square.  

Now let us consider the path loss (PL) and received signal strength 𝑃𝑟𝑒𝑐𝑣. From the log-normal 

shadowing path loss communication model and Eq. 5, we know that the path loss increases as the 

separation distance between a transmitter and receiver node increases. Conversely, if the distance 

between two communicating nodes is reduced from √2*L across the diagonals of a square of side 

L, to L/√2 at half the distance, the increase in received signal strength 𝑃𝑟𝑒𝑐𝑣  can be calculated 

from Eq. 4 as follows:  

𝑃𝑟𝑒𝑐𝑣(√2 ∗ L) − 𝑃𝑟𝑒𝑐𝑣 (
L

√2
) = 𝑃𝐿 (

L

√2
) − 𝑃𝐿(√2 ∗ L)                        (11) 

Expressing 𝑃𝑟𝑒𝑐𝑣 (
L

√2
) in terms of 𝑃𝑟𝑒𝑐𝑣(√2 ∗ L),  

𝑃𝑟𝑒𝑐𝑣 (
L

√2
) =  𝑃𝑟𝑒𝑐𝑣(√2 ∗ L) + 1.5 ∗ 𝑛             (12) 

Thus the received signal strength 𝑃𝑟𝑒𝑐𝑣 at distance 
L

√2
 is increased by an amount of 1.5*n, when 

compared with its value at double the distance √2 ∗ L. Using the result from Eq. 12, we can say 

that for a 2-dimensional square grid cell with transmitter nodes placed at the vertices, an 

intermediate node placed at the center of the square can improve the probability of reliable 

reception by 1.5*n, using a two-hop communication. 

Next, we describe the algorithm for deployment of RNs and CNs in the target area. 

In Algorithm 1, lines 1 to 5 describe the inputs required to come up with the deployment plan. 

The size of the target area, number of SNs available and their communication range and the 

location of the sink are essential to decide on the outputs described in Steps 7 and 8. They are the 
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number and position of RNs and CNs required for maintaining connectivity of the SNs with the 

sink.   In Step9, the receiver sensitivity of the RNs and CNs is set to -101dBm, which is typically 

the value in commercially available SNs and RNs. In step 10, a threshold value of signal strength 

th is set such that it is 3 dBm above Rsense. This is to guarantee reception of signals that are 

stronger than the receiver’s sensitivity, which is the least value of the signal that it can detect. 

Once these values are set, we use Eq. 10 to plot a graph of the variation of Pr as a function of d at 

transmit powers in the range (-5dBm to 10dBm). The transmitter and receiver represent the RNs 

and CNs. In line 13, the values obtained from the plot are tabulated to strategically identify a 

value of d in Step 14 to ensure that there is at least one RN or CN lying between any two SNs to 

guarantee connectivity of SNs with the sink across the entire network. In line 15, we ensure that 

the transmit power for the chosen d is able to support Pr > 0.8 for every link, at least under near-

ideal conditions. Once the side of each square grid is identified in Step 16, Steps 17 – 21 describe 

the steps to identify the number of rows and columns in the square grid covering the target area 

and number and position of RNs and CNs in each grid cell. Thus, for SNs placed uniformly, 

randomly in a target region, Algorithm1 gives the deployment plan for placing RNs and CNs in 

the area. From this plan, we arrive at L = 350m, Number of CNs = 9, Number of RNs = 16. 

Figure 3-5 illustrates the deployment of the relay and cognitive nodes in a square grid using this 

strategy. Summarizing this deployment strategy, we state the following: 

For a square target area of side A, and square grid of side L, we have √𝐺  number of rows of 

square grids, G number of cognitive nodes and (√𝐺  +1)2  number of relay nodes in the network, 

where G is A2 / L2 rounded off to the nearest higher perfect square number. 

Table 3-II shows the values of Pt and d for Pr > 0.9 and Pr > 0.8 are tabulated using values from 

the simulation results in Figure 3-4. 
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Table 3-II: Values of ‘d’ for different Transmit powers for  Pr > 0.8 and Pr > 0.9. 

Pr > 0.9 Pr > 0.8 

Pt (dBm) d (m) d 

-3 150 190 

0 200 225 

3 250 280 

5 275 300 

7 300 350 

10 360 400 

 

 

 

Figure 3-4: Plot of Probability of received signal strength versus separation distance‘d’. 
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Algorithm1: Deployment plan for RNs and CNs in target area 

1. Inputs:  

2. Target area A2: 1050m x 1050m 

3. Number of sensor nodes: 1500  

4. Sensor node communication range (rSN): 175m 

5. Sink position: Center of target area 

6. Outputs: 

7. Number of RNs and CNs for the target area 

8. Position of RNs and CNs in the deployment region 

9. Begin: 

10. Initialize: Receiver sensitivity Rsense= -101dBm  

11. Threshold signal strength th = - 98dBm    

12. Plot a graph of Pr against d, for different transmit powers  

13. Tabulate values from the plot in Step 12  

14. Identify a value of  d such that d  2*(rSN) and  Pr > 0.8  

15. Choose Pt such that 0   Pt  10, for Pr > 0.8 at  d 

16. Set d as the side L of each square grid in the target area A2  

17. Approximate number of square grids required to cover the target area 𝑥 is 𝐴
2

𝐿2⁄  

18. Round off 𝑥 to the nearest higher whole number G, such that G is the perfect square of a 

whole number  

19. √𝐺 is the number of rows and columns of square grids in the target area  

20. G will be the total number of CNs in the network, each deployed at the center of a square grid 

at a distance L/√2 from the corners of the grid  

21. (√𝐺 + 1)2 will be the total number of RNs in the network, placed at the corners of each of the 

square grid  
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Figure 3-5: Relay and Cognitive Nodes in the grid. 

Thus, to cover a square target area of side A, unit square grid cells of side L can be replicated 

over the entire area to ensure connectivity among all the nodes. Following the steps in Algorithm 

1, we know that G is not the least number of such square grid cells required to cover the target 

area, but a value chosen to retain the approximation of the target area as a square one, while 

maintaining the size of unit grid cells constant. We know that the separation between nodes at the 

corners and central node is maximized and the central nodes will be equidistant when juxtaposed 

with similar cells, due to the properties of the square. Thus, we can say that the number of RNs 

and CNs identified in Algorithm1 provide a workable deployment plan. 

3.7 Simulation results and discussion  

Simulation results in this section are from Omnet++ and Matlab simulations. Our initial setup in 

Omnet++ considered the use of a planned 2D-grid deployment of CNs in a randomly deployed 

sensor network. No relay nodes were considered in this deployment. The grids were squares of 
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side 200m each. The deployment plan is represented by Figure 3-6. We considered 2 techniques 

for data routing. The first technique (technique A) is based on the directed diffusion (DD) 

technique [39], where the data was returned along the same path along which it arrived. This 

technique was originally proposed for a network containing only sensor nodes. We apply the 

same strategy to the CNs in our network, with a restriction that the packets can travel only along 

the sides of the square grid, to maintain the same transmit power at all CNs. The second 

technique (technique B) allowed the CNs to choose a different data delivery path, compared to 

the request arrival path. We also let the CNs communicate across the diagonals of the square grid. 

To increase the probability of reliable data reception at nodes located at different separation 

distances from the source node, the CNs were allowed to vary their transmit power between 

0dBm to 10dBm, with specific increment values of {0, 3, 5, 7, 10} dBm as described in Table 3-

II. We let the simulations run till the first CN death for both techniques and found that Technique 

B is better than Technique A in terms of network lifetime (time to first CN death) and the 

remaining energy at LCNs after 1st node death. This indicated that technique B would support a 

more graceful degradation of the network, as the remaining energy at the LCNs was more 

uniformly distributed after 1st node death, compared to technique A. In addition, we found that for 

technique B, the time to first CN death depends on the frequency with which requests arrive in 

the network. Since ICSNs are expected to support multiple applications with varying rates of 

request arrivals from end-users, the lifetime of the network is completely dependent on the type 

and frequency of requests being served. Another observation that was made from the simulations, 

was that allowing communication across the diagonals of the square grid in technique B, helped 

to reduce the number of hops required to reach the sink from the edge of the network, when 

compared with technique A where data was routed only along the sides of the square. However, 
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the transmit power had to be increased at the transmitting node to ensure reliability of data 

arriving at the receiving node. This led to an increase in the hop-over-hop energy consumption 

across diagonally connected CNs, increasing the overall energy consumption of the network.  

To mitigate the need for increasing the transmit power to maintain reliable communication over 

longer distances, we considered the use of relay nodes (RNs) between diagonally communicating 

CNs, to serve as a multi-hop communication paths.  But adding RNs in the current setup means 

increasing the total number of nodes deployed in the network, thus increasing the overall 

hardware cost of the network. So, neither increasing the transmit power at CNs, nor simply 

adding extra RNs in the deployment plan of Figure 3-6, provide elegant solutions to improving 

the connectivity, or reducing the energy consumption of the network. From Eq. (8), we know that 

the operational cost of CN is higher than that of RNs. This indicates that it is feasible to have 

more number of RNs than CNs in the network. Hence, we adopt the deployment strategy 

proposed in Algorithm 1 to maintain a lower ratio of CNs to RNs used in the network. 

 

Figure 3-6:  ICSN with only CNs and SNs in the network. 
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Figure 3-7: ICSN with CNs, RNs and SN in the network. 

The transmit power of RNs and CNs, and their respective communication ranges are planned 

based on Table 3-II and Figure 3-4, and the resulting node deployment plan is as shown in Figure 

3-7. This deployment plan was implemented in Matlab as described in the following subsections 

to allow more flexibility with the parameter setting and control over the CN’s behavior during 

network operation. The simulations were used to study the impact of the node deployment and 

inter-node interactions on the Quality of Information (QoI) attributes of latency, reliability and 

throughput. Details of the definitions of the QoI attributes and the simulation setup are provided 

in the following sections. 

3.7.1 The Quality of Information (QoI) attributes 

We use Latency, Reliability and Instantaneous Throughput as QoI evaluation metrics for IEEE 

802.15.4 PHY – MAC.  
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3.7.1.1 Node Reliability (NR) at the transmitting node 

Node reliability is defined as the probability that a transmitting node is able to successfully 

deliver a data packet to its next hop neighbor. It is a function of the node’s buffer capacity 

(blocking probability), and the channel conditions (based on the number of nodes trying to 

simultaneously transmit data) at the time of channel access/data transmission. Thus it inherently 

reflects upon the link reliability as well. This definition of reliability is based on the work in [36] 

for low-power nodes in the 802.15.4 PHY-MAC model. We apply the same definition to the 

cognitive nodes as well, as they will be interacting with sensor and relay nodes in the same 

setting. 

𝑁𝑅 = ((1 −  𝑃𝑏𝑙𝑜𝑐𝑘𝑖𝑛𝑔) ∗ (1 − 𝑃𝑐−𝑓𝑎𝑖𝑙) ∗ (1 − 𝑃𝑝−𝑑𝑖𝑠𝑐𝑎𝑟𝑑))    (13) 

Where 𝑃𝑏𝑙𝑜𝑐𝑘𝑖𝑛𝑔represents the blocking probability due to a buffer-full condition; 𝑃𝑐−𝑓𝑎𝑖𝑙 is the 

channel access failure probability and 𝑃𝑝−𝑑𝑖𝑠𝑐𝑎𝑟𝑑 is the probability that a packet is discarded on 

reaching the maximum number of retries limit. 

3.7.1.2 Instantaneous Throughput (IT) at the receiving node 

The definition for Instantaneous throughput (IT) at a receiving node is based on the work in [37], 

[38]and is applied to both relay and cognitive nodes. It is defined as a ratio of the size of the 

frame payload at the physical layer (Overhead + application payload) L in bits, over the mean 

service time M in seconds.  

𝐼𝑇 = 𝐿/𝑀 bits/s          (14) 

3.7.1.3 Observed Latency (OL) at the receiving node  

The observed latency at a receiving node accounts for delays due to the mean service time at the 

transmitting node, which is a function of the frame arrival rate. 
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In the following section, we evaluate the Node Reliability (NR), Observed Latency (OL), and 

Instantaneous Throughput (IT) for the proposed deployment strategy and communication range 

after initiating our simulation setups in Matlab. 

3.7.2 Simulation setup 

Using Matlab (R2013a), we simulated the deployment plan for a large-scale ICSN with 1500 

SNs, 16 RNs, 9 CNs and a sink over a square target area of side A = 1050m. The SNs were 

distributed randomly and uniformly over the target area. CNs and RNs are deployed at fixed, 

equidistant locations on a 2-dimensional square grid as described in the deployment plan, and 

shown in Figure 3-5. The RNs are deployed at the corners of each square grid and the CNs at the 

center. The Sink is deployed at the center of the deployment region. Node connections and 

interactions are based on a hierarchical ZigBee topology model [9]. The network is built over an 

IEEE 802.15.4 MAC-PHY simulator based on the work in [36]. Simulation parameters were set 

as listed in Table 3-III. The reader is referred to the work by Zayani, Gauthier and Zeghlace [37] 

for more details on the simulation parameters, and the setup of the analytical simulation model in 

Matlab for the IEEE 802.15.4 MAC-PHY joint simulation model.  

The parameters that were varied in our simulation model were: (a) N_ active: the number of 

nodes attempting to simultaneously transmit data (b) Load: Application payload in terms of the 

size of the MAC frame payload in bytes, and (c) Per node offered load: per node frame arrival 

rate expressed as a fraction of the application payload, in bits per second. Impact of variation of 

these parameters on the QoI attributes of latency (OL), reliability (NR) and throughput (IT), and 

average throughput were studied. The maximum and minimum possible values for N_ active 

were identified from the node binding information available at the time of network deployment.  
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Table 3-III: Simulation Parameters. 

Parameter Name Value 

Operational frequency 916MHz (ISM band) 

Data rate 250kbps 

Transmit Power 

0dBm for RN;  

any value from the set  

{0, 3, 5, 7, 10} dBm for the 

CN 

Modulation Amplitude Shift Keying 

Encoding  Non-Return to Zero 

Path loss model 

Log Normal Shadowing  

n=4, =4 

SN transmission range 175m 

Application payload size 0 – 127Bytes 

 

From 10 sets of random deployment of sensor nodes, we found a lower bound of about 10 sensor 

nodes per CN, and an upper bound of close to 60 sensor nodes per CN, which we used in the 

simulations. The range of values chosen for the application payload size was 51Bytes – 121Bytes. 

This range for the MAC frame payload size was chosen based on the size of the data field 

supported by IEEE802.15.4 Physical layer packets: 0 to 127 bytes [42]. The range of values for 

per node offered load was 0 to 1400bits per second, such that the load could be expressed as a 

fraction of the application payload, ranging from 0.1 to 1.4 times the size of the application 

payload. 
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3.7.3 Simulation Results  

From the simulation results shown in Figure 3-8, we analyze the impact of varying N_active on 

the QoI attributes for different application payload sizes. From Figure 3-8a, we see an overall 

trend of increase in latency as the number N_active increases. Latency increases with increase in 

application payload size, for any value of N_ active. For instance, we see that the latency for N_ 

active = 10, for a 51B payload, is less than 0.04s. Figure 3-8b indicates an overall trend of 

decrease in reliability with increase in N_active for any payload size. For a given value of 

N_active, lower reliability values were observed for higher payloads. For instance, for 

N_active=20, reliability improves from a value of about 0.4 at a payload of 121B to about 0.8 at 

51B, which is almost a 50% improvement in reliability. At higher values of N_active, although 

the absolute value of reliability is small, the percentage difference between reliability values for 

different payload sizes remains almost same, especially when compared at 51B and 121B 

payloads. 

 

 

 

 

 

 

 

 

Figure 3-8a: Impact of N_active  and Load on Latency. 
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Figure 3-8b: Impact of N_active  and Load on Reliability. 
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Figure 3-8c: Impact of N_active and Load on Instantaneous Throughput. 
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 Figures 3-8c and 3-8d indicate an overall trend of decrease in throughput as N_active increases. 

However, both average and instantaneous throughput values are higher for higher application 

payload sizes especially for values of N_active less than 20. Thus, controlling the number of 

nodes that are scheduled for simultaneous transmission to keep it between 10 and 20 nodes helps 

to improve the network performance in terms of the QoI attributes, even at high application 

payloads. Next, we go on to analyze the inter-dependence of the QoI attributes, and the variation 

of average wait time at a node as the frame arrival rates increase as shown in Figure 3-9 and 

Figure 3-10. From Figure 3-9 we can see that IT drops to almost half its value of about 

5x10^4bps for a frame arrival rate of 6fps, from an original value of 9.8*10^4bps for a frame 

arrival rate of less than 1fps. The average wait time also sees a steeper increase beyond a 5fps 

frame arrival rate.  

 

3-8d: Impact of N_active and Load on Average throughput. 
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Figure 3-8: Impact of varying N_active and payload size on QoI attributes. 
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Figure 3-9: Average wait time and Instantaneous Throughput versus per node frame arrival rate. 

 

 

Figure 3-10: Reliability and Average Delay for successfully received packet versus per node frame 

arrival rate. 
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So, when increased traffic volumes in the network causes an increase in the frame arrival rate at 

the network nodes, the performance in terms of the per-node OL and IT degrades. NR follows a 

similar trend as observed from Figure 3-10. As the frame arrival rate increases beyond 6fps, NR 

drops below 0.9 and the average delay for successfully received packets is about 75% more; from 

about 0.01s at 1fps arrival rate to 0.018s at 6fps. In summary, we observe that the performance of 

each of the QoI attributes deteriorates with increased frame arrival rates at the nodes. But the link 

quality also affects the network’s performance, apart from the per node performance.  

From the observed performance of the QoI attributes in large-scale ICSN applications, we see 

that there is scope for improving the network performance in terms of the network traffic and 

resource management. In addition, we were also able to identify how the nodes can be scheduled 

to achieve better performance in terms of the QoI attributes. Thus, we suggest that cognitive 

nodes can be introduced to better manage the traffic flows and network resources, in a way that is 

cognizant of the end-user’s service requirements. If an application requires high throughput 

guarantees, then cognitive nodes can exercise their learning mechanism to understand the user 

requirements and the reasoning mechanism can exercise its control to limit the number of nodes 

scheduled for simultaneous transmission, to provide the user-desired reliability for the application 

being serviced. These control instructions from cognitive nodes are passed on to RNs as well and 

the performance of the entire network can be tuned to meet the application’s service 

requirements. 

3.8 Conclusions 

WSNs require additional capabilities in terms of being able to understand the network and users’ 

dynamic behavior and store the large volume of generate data in the CICSN infrastructure. The 

network is dynamic due to changing application requirements, end-user behavior and network 
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topology. To address these challenges, we proposed the introduction of cognitive nodes which 

implement learning, reasoning and knowledge representation as elements of cognition, in large-

scale CICSN applications. We proposed the cognitive node architecture, and described the 

interactions among the cognitive elements and how they would impact the network performance. 

The reasoning mechanism responds to current network conditions that require immediate 

attention; while the learning mechanism uses the knowledge acquired during the network 

operation over a period of time, for planning and controlling the response to predicted network 

conditions.  

Next, based on the energy consumption and hardware cost of the relay and cognitive nodes, the 

number and position of RNs and CNs to be used in the network was determined by the 

deployment plan. The proposed deployment plan was evaluated in terms of its performance of the 

QoI attributes of latency, reliability and throughput. We found that if the CNs could exercise 

control over the number of nodes that are scheduled for simultaneous transmission, and keep the 

number below 20 nodes, the QoI attributes’ performance could be maintained at reasonable 

values for the proposed deployment plan and transmit power capabilities. In addition, the inter-

dependence among the QoI attributes was also studied, so that the performance trade-offs can be 

adapted based on the end-user’s requirements of the QoI attributes for the different traffic types.  

In our future work, we will explore how the CN design and the proposed deployment plan impact 

the network longevity, and connectivity of the sensor nodes with the sink during network 

operation. Since the CICSN is expected to serve as a platform that supports different applications 

and diverse end-users, the success of the CICSN platform will be decided by its ability to adapt 

the data delivery decisions to changing network and traffic conditions, and user requirements. So, 

our next step is to evaluate the performance of the CICSN platform under different traffic 
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conditions, and observe if the CNs are able to deliver data to the sink with user-desired QoI. In 

addition, the energy consumption pattern during network operation will be studied to see if a re-

allocation of the initial energy at the CNs or RNs is required, and if the deployment plan can be 

improvised to better support larger areas and mobility in sensor and cognitive nodes. 
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Chapter 4 

A Data Delivery Framework for Cognitive Information-Centric Sensor 

Networks in Smart Outdoor Monitoring  

 

 

 

 

Preface 

 

This chapter has been accepted for publication in Elsevier’s Computer Communication Journal.   

Details of the COGNICENSE framework used for introducing cognition in information centric 

sensor networks, the data delivery strategy in the multi-user smart environment, and the 

associated simulation results have been provided in this chapter. The simulation setup and 

parameters used are the same as used in Chapter 3, and the reader is referred to section 3.7.2 for 

complete details. Mathematical details about the Analytic Hierarchy Process are presented in 

Appendix I of this thesis. 
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4.1 Abstract 

Cognitive Information-Centric Sensor Networks represent a paradigm of wireless sensor 

networks in which sensory information is identified from the network using named-data, and 

elements of cognition are used to deliver information to the sink with quality that satisfies the 

end-user requirements. Specialized nodes called Local Cognitive Nodes (LCNs) implement 

knowledge representation, reasoning and learning as elements of cognition in the network. These 

LCNs identify user-requested sensory information, and establish data delivery paths to the sink by 

prioritizing quality of information (QoI) attributes (e.g., latency, reliability, and throughput) at 

each hop based on the network traffic type. Analytic Hierarchy Processing (AHP) is the reasoning 

tool used to identify these paths based on QoI-attribute priorities set by the user. From extensive 

simulations, parameters that can be controlled to improve the values of QoI attributes along each 

hop were identified, and performance of the AHP based data delivery technique was compared 

with two traditional data-centric techniques in terms of the number of transmission rounds and 

QoI attribute performance. It was found that the use of cognition improves the number of 

successful transmissions to the GCN by close to 30%, while closely adapting the data delivery 

paths to the QoI requirements of the user. 

4.2 Introduction 

Wireless Sensor Network (WSN) applications have evolved from catering to application-specific 

requirements, to supporting large scale application platforms such as smart cities and Smart 

Outdoor Monitoring (SOM) in public sensing [1]. These applications typically require a large 

scale, dense deployment of the sensor network, which generates a large amount of data. However, 

end-users may be interested in accessing specific information from the network (such as 

temperature in the north-east region of deployment, or issue pollen alerts for people with 
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allergies). These ‘smart’ application platforms require the underlying WSN to not only gather 

information from the relevant information sources, but also prioritize and efficiently manage the 

heterogeneous traffic flows generated by the requests, and deliver information with quality that 

satisfies the end-user’s requirements in terms of attributes such as reliability and latency. 

Providing a good quality of experience to end-users in such large-scale deployments requires a 

shift in focus from traditional address-centric communication abstractions to data-centric routing 

and storage, where information from multiple, concurrent information sources produced 

anywhere in the network can be coherently delivered to the end-user. 

Information Centric Network (ICN) is one such paradigm that focuses on content delivery, rather 

than the point-to-point information flow in the network [2, 3]. It makes use of “named data 

objects” instead of IP addresses to gather data, thus decoupling information source from its 

location or node identification. ICN is touted as the future technology for content delivery over 

the internet because of its ability to bring information to the network layer to improve 

communication efficiency. Moreover, using the information-centric approach in such a resource 

rich, static environment, positively impacts data delivery to the end-user. Data-Centric Sensor 

Networks (DCSNs) [4-8] are a parallel paradigm in WSNs where attribute-value pairs are used 

for named identification of sensed data. Although DCSNs existed much before ICNs, the limited 

resource and energy capabilities of sensor nodes, and their inability to adapt data delivery 

decisions to the dynamic network conditions decreased the popularity of this approach in WSNs. 

Later, with the introduction of the ZigBee standard [9], most of the data processing and 

communication tasks were off-loaded to relay nodes. However, this also led to a shift to a more 

address-centric approach for WSNs. Then, with need to enhance the multi-objective optimization 

and dynamic decision making capabilities of the network, increased research activity in the field 
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of applying cognition to sensor networks. These cognitive sensor networks were able to achieve 

various goals such as making the sensor network aware of user requirements, reduce network 

resource consumption, and make the network exhibit self-configuration, self-healing and self-

optimization properties [10-12]. Despite these advances, it still remains a challenge for sensor 

networks to differentiate traffic flows in smart environments, where the user requirements change 

over time. Sensor networks still lack the ability to adapt data delivery techniques to different 

traffic flows generated by the network. In addition, it is desirable to have the sensor network 

functioning as an information gathering network, to make it easier for users to make name-based 

requests, and for ease of adaptability to the future ICN. 

To cater to all these requirements, we put together the idea of an information-centric approach 

from ICNs/DCSNs, along with the concept of cognition in this paper, and propose a Cognitive 

Information Centric Sensor Network (ICSN) framework-COGNICENSE. The information centric 

strategy is used to identify relevant sensed information from the network, and the elements of 

cognition (i.e. knowledge representation, reasoning and learning) are implemented at special 

nodes called Local Cognitive Nodes (LCNs) and Global Cognitive Nodes (GCNs), to enhance 

their information processing and intuitive decision making capabilities. GCNs interpret the user 

request for the network, and the LCNs help to identify appropriate return paths for data delivery. 

Relay nodes participate in information transmission over multiple hops, thus maintaining the 

network’s scalability. End-user satisfaction is based on the Quality of Information (QoI) delivered 

to the sink [13, 14], characterized by the attributes of latency, reliability, and throughput 

associated with the application specific traffic. Accordingly, we summarize our contributions in 

this paper as follows: 
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i. We propose a framework called COGNICENSE that makes use of elements of cognition 

and an information-centric approach for data delivery in WSN applications for Smart 

Outdoor Monitoring (SOM). 

ii. We investigate three Quality of Information (QoI) attributes: latency, reliability and 

throughput. Based on simulations considering an IEEE 802.15.4 PHY-MAC model, we 

identify the parameters that affect these QoI attributes. 

iii. Using a multi-criteria decision making (reasoning) technique called Analytic Hierarchy 

Process (AHP), we show how the values of the QoI attributes obtained from the 

simulations can be used to make decision choices about the data delivery path that 

provides the best value of information at the sink (end-user). 

The rest of the chapter has been organized as follows: Section 4.3 reviews related work in 

literature. Section 4.4 provides the system models and problem description. Section 4.5 

provides details about the proposed data delivery framework using elements of cognition, i.e. 

knowledge representation and inference. Section 4.6 provides simulation results and 

discussions, and we conclude the chapter in section 4.7. 

4.3 Related work  

The idea of focusing on information objects rather than the host of the information in 

communication networks is hardly new. Data-centric sensor networks in the wireless world and 

the TRIAD project [15] for the internet, described early forms of information centric networks, 

that aim to move away from the end-to-end communication paradigm and focus on the content 

being delivered to the end user. In this section, we review DCSNs, and ICNs with respect to their 

network and design components, and implementation challenges. We also explore the use of 

cognition in wireless networks with respect to their ability to enable networks to adapt to 
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changing environment conditions, and cater to end-user requirements as they evolve with the 

applications. 

4.3.1 Information Centric Networks  

Information Centric Network is an information-oriented communication model proposed for the 

future internet, to help with managing the huge amount of IP traffic being exchanged globally. 

Unlike traditional host-centric networks where data routing requires the establishment of single 

end-to-end path to the host, ICNs decouple senders and receivers by leveraging in-network 

caching [16, 17] and replication of data. User requests for named data objects are addressed 

irrespective of the source of the publisher or the content’s location. This is facilitated by the use 

of intermediate nodes, which are in-network devices that process and cache named data objects. 

Thus named data access, routing of requests and data, and information caching comprise the 

important features of ICNs, and the intermediate nodes play a very important role in 

implementing these features. These nodes will need to make smart decisions to coordinate their 

actions and decisions across the network, and also adapt to services and applications as they 

evolve. Despite the various ongoing research activities in ICNs, not much work is being done 

with regards to empowering the intermediate nodes to adapt dynamically to changes in the 

network and end-user behavior, to help them learn and evolve on their own.  

4.3.2 Data-Centric Sensor networks 

The DCSN approach is very similar to ICNs, in naming the sensed objects and in caching data as 

it if forwarded to the sink. One of the striking differences between DCSNs and ICNs in terms of 

the network components is that the DCSNs approaches consider only 2 types of devices in the 

network – sensor nodes and sink, whereas ICNs typically use 3 types of devices – publishers, 
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subscribers and intermediate nodes. Some DCSNs do propose choosing sensor nodes as cluster 

heads and involve them in routing data to the sink [18], but this approach burdens the sensor node 

in terms of energy, data processing and memory capacities and affects the network lifetime and 

performance on the whole.  What has not been explored much in DCSN is applying the ZigBee 

network model for DCSNs. ZigBee routers are a better choice in terms of conserving sensor’s 

energy and making routers available for more functions such as information processing, routing 

and data caching. ZigBee topology is a big energy saver in terms of off-loading the burden from 

sensor nodes. Another aspect that has not been explored much in DCSNs is the ability to deal 

with heterogeneous traffic flows generated in the network as a result of the different request that 

the network receives. The request could be event-driven, time-driven, query-driven or a mix of 

any of these types [19]. Most DCSNs deal with one type of traffic, typically query-driven traffic. 

However, the challenge is in enabling the network to deal with all types of requests and provide 

satisfactory service to the end-user while adapting to changing network conditions and 

application requests at the same time [20]. But just as the case with intermediate nodes in ICNs, 

routers in DCSNs would be burdened with too many responsibilities, if they had to carry out all 

these function and are not empowered with techniques to deal with them effectively. Hence we 

look at the possibility of introducing cognition in the routers of the DCSNs. 

4.3.3 Cognition in Communication Networks and Cognitive Sensor Networks  

To understand the correlation between cognition and communication networks, we’ll start with 

the way wired and wireless communication network architectures have been standardized: the 

layered protocol stacks of the OSI and TCP-IP models, and the 802 series specifications. As 

network sizes grew, it became challenging to correlate information from different parts of the 

network, and make decisions with incomplete or inconsistent information from different layers of 
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the protocol stack. So the concept of a knowledge plane was proposed by Clark et al. [21] for the 

wired world, to break the barriers of the layered architecture and enable seamless communication 

across the layers of the protocol stack and across the network. This idea from the wired world was 

adopted into wireless networks by Thomas et al. [22], who proposed the idea of a Cognitive 

Network. This network would be aware of the application requirements as well as the network 

dynamics, and make use of learning, reasoning and feedback from past interactions to make 

decisions that improve both network performance and end-user satisfaction. The feedback in the 

network is based on an Observe-Analyze-Decide-Act loop [23], which when combined with 

learning and reasoning constituted the idea of cognition in the cognitive network. This concept of 

cognition has been extended to WSNs as well [24], which we will collectively refer to as 

cognitive sensor networks (CSNs) in this work. But these architectures and applications are 

address-centric, which cater to the end-to-end communication paradigm. To the authors’ best 

knowledge, information-centric architectures (ICNs and DCSNs) have not leveraged the idea of 

cognition, in the way we have described above to handle diverse traffic flows and satisfy end-user 

requirements simultaneously. Specifically, cognition in data-centric sensor networks can provide 

the following benefits: (i). In-network information processing (aggregation) can save the energy 

expended on the huge amount of data exchanged within the network before being delivered to the 

sink, and (ii). Using intermediate nodes that incorporate cognition can reduce the burden on 

sensor nodes and make smart data delivery decisions based on evolving application requirements, 

and changing environment conditions. Table 4-I shows a comparison of the infrastructure and 

data-delivery techniques used in DCSNs, ICNs, and CSNs. 
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Table 4-I: Comparison of Infrastructure and Data Delivery techniques in DCSNs, ICNs and CSNs. 

 DCSN ICN CSN 

Network 

components 

Sensor nodes (SNs) and Sink 

node(s). SNs participate in 

sensing, transmission, and even 

data aggregation when they 

function as cluster heads. Sink 

nodes disseminate request, store 

data returned from network, 

process stored data to respond 

to user queries, and manage 

network topology. 

Publisher, Subscriber 

and Intermediate 

nodes.  

Publishers only 

publish the 

information. 

Intermediate nodes 

deliver published 

information to the 

Subscriber. Senders 

and receivers are 

decoupled. 

Typically address-centric 

sensor networks with 

sensor nodes, relay nodes 

(RNs) and a Sink node or 

Base Station. In ZigBee 

based networks, SNs gather 

sensed data, transmit to 

RNs only. RNs participate 

in multi-hop transmission 

to Sink. Intelligent agents 

modelled as software 

agents within network 

nodes. 

Node 

deployment 

and Control 

Typically self-organizing. SNs 

randomly deployed. Dynamic 

network with Centralized 

control and decision making at 

Sink. 

The ICN environment 

is a static, resource 

rich environment for 

wired communication 

networks. 

Random, deterministic or 

mixed deployment for 

network nodes in a 

dynamic network 

environment. Distributed 

control through intelligent 

agents within the network. 

Request 

dissemination 

Requests are sent out in 

attribute-value pairs from the 

sink, which are disseminated in 

the network through flooding, 

multicasting or geocasting  or 

some combination of 

multicasting and flooding 

Name-resolution 

(content name is 

resolved into 

components to identify 

locators for request), 

or name- based routing 

(request forwarded 

based on identifier 

name) 

Request dissemination is 

mostly address centric, 

containing node addresses 

or end-point ids from 

where data is to be fetched, 

for end-to-end 

communication. 

Data 

gathering / 

aggregation 

Typically along reverse paths of 

memorized links, established 

during request dissemination 

through broadcast trees; using 

chains of reporting sensor 

nodes or through token 

circulation among equally 

probable next hop nodes. Data 

may or may not be aggregated 

ICNs explore prefix 

aggregation, request 

aggregation and 

aggregation of routing 

information for 

functions such as load 

balancing, and better 

routing scalability. 

Most implementations of 

CSNs do not depend on or 

focus on data aggregation 

methods, or the benefits it 

can offer. However, data 

may be aggregated in dense 

deployments. 

The cognitive agents focus 

more on achieving various 
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depending on correlation of 

observed data. Minimum 

spanning trees are constructed 

for aggregating data at specific 

nodes before forwarding them 

for reporting. 

objectives such as reduced 

resource consumption, 

enabling self-organizing 

and self-healing 

capabilities of the network 

and QoS routing under 

diverse application 

scenarios. 

Cache storage 

and 

replacement 

Information sensed from a 

given region may vary over 

time. Hence stored data may 

become stale and provide 

inaccurate information to users 

demanding current information. 

Hence responding to query 

requires awareness of   its type 

in order to generate useful 

responses from the network. 

This traffic classification, and 

cache replacement policies 

suitable for such environments 

do not currently exist. 

Caching is inherent in 

the architecture. 

Published data doesn’t 

vary over time. Hence 

cached information 

can be reused any 

number of times and 

improves network 

performance over 

time, as data becomes 

available from caches 

closer to the subscriber 

than the original 

publisher. 

Data storage aspects have 

not been explored by 

intelligent agents of CSNs. 

Scalability 

Scalability and communication 

range are limited by the use of 

resource constrained sensor 

nodes in the network.  

The information 

centric approach has 

been proposed to 

overcome the 

limitation imposed by 

IP addressing, for 

improved scalability. 

Since CSNs are based 

mostly on ZigBee based 

communication, scalability 

is not an issue. RNs 

provide multi-hop 

communication over long 

distances. 

Limitations/ 

Challenges 

Energy consumption and delay 

involved in data processing, 

aggregation and delivery. 

Resource limitations at sensor 

nodes hinder implementation of 

advanced routing algorithms 

and limit caching. 

Privacy issues, 

scalability in caching, 

cost efficiency. 

Cognition has not been 

explored in a way that can 

be applied to sensor 

networks at an architectural 

level. Implementations are 

very application/goal 

specific. 

 

 



 

109 

 

To this end, the COGNICENSE framework we propose will be able to deal with changing 

application requirements, and make smart decisions to provide the requested information to end-

users with quality that satisfies the SOM application requirements. SOM applications are 

challenging to handle in terms of the large amounts of data that needs to be handled in-network, 

and the network nodes are prone to disruptions caused by loss of nodes or poor link quality 

among communicating nodes [25-27]. Hence the ability to provide information with QoI 

attributes of high reliability, low latency and good hop-to-hop throughput are essential for 

improving the experience of an end-user receiving such data. We make use of an information-

centric approach to deal the large amount of information available in the network. Sensed data is 

identified using attribute tags at sensor nodes. Request for sensory information issued at the sink 

is routed towards the location(s) in the network where the information has been published. As the 

request traverses through the network, intermediate nodes are checked for cached copies. As soon 

as an instance of the desired sensory information is found, it is returned to the sink using 

cognitive data delivery techniques based on the relative priorities of the QoI attributes that satisfy 

end-user requirements for a given traffic flow.  

4.4 System models 

In this section, we explain the COGNICENSE system models and its core components in details, 

in addition to listing our main assumptions. 

4.4.1 Quality of Information (QoI) 

QoI is defined as the level of satisfaction experienced/perceived by the end-user on the 

information received from the network [13]. Attributes such as reliability, latency and throughput 

are used to evaluate the QoI of data delivered to the sink. To differentiate QoI from Quality of 

Service (QoS) of WSNs [28], QoS takes care of the operational aspects of the network, while QoI 
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is associated with the characteristics of the sensory information made available to the end-user. In 

our proposed approach, priorities are evaluated for these QoI attributes for each application traffic 

type at the sink, and the network tries to deliver the information with the desired QoI to the 

sink/end-user. For SOM applications in WSNs, QoI attributes that help us assess how well the 

network is able to gather and provide relevant sensory information is based on the following QoI 

attributes: reliability, latency and throughput. Their definitions are based on the work in [29], and 

are presented here briefly:  

Latency (L): is defined in terms of the mean frame service time at the MAC layer and is estimated 

as the time interval from the instant a packet is at the head of its MAC queue and ready to 

transmit, till an ACK for such a packet is received. In other words, it is the average delay for a 

successfully received packet.  

Reliability (R): is defined as the probability that a frame is not blocked, or lost due to channel 

access failure or discarded as a result of reaching the maximum number of retries limit.  

Average throughput (AT): is a function of reliability and is defined as:  * Reliability * 

Application load (bits), where  is the average frame arrival rate at a node in bits/second. 

Instantaneous throughput (IT): is a function of latency and is defined as: Application payload 

(bits)/Latency(s). We use the instantaneous throughput value for computations in our work, and 

refer to it simply as T. 

4.4.2 Network Lifetime 

In this work, we propose a novel definition for network lifetime based on the Quality of 

Information (QoI) perceived by the end-user. Network Lifetime is defined as: the time or number 

of transmission rounds beyond which the network can no longer deliver useful information to 

the end-user. This is reflected by the network’s inability to find a data delivery path with 
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satisfactory values for QoI attributes (latency, reliability and throughput), as determined by the 

end-user, or when there is insufficient energy in the network nodes to deliver such data to the 

sink for any of the application generated requests.    

This definition not only caters to satisfying the application requirements, but also considers the 

status of the network and node resources (especially in terms of remaining energy at the nodes) in 

defining the network lifetime. If sensor nodes or LCNs were drained of energy, then at each hop, 

the QoI attribute values would be affected, and thus reflected in the overall value of information 

delivered at the sink. Thus it also justifies the fact that if the network doesn’t have sufficient 

resources to deliver data, it cannot satisfy the end-user, and hence it should be considered as the 

end-of-life of the network, as no useful information can be derived from it. 

4.4.3 Application traffic profiles for smart outdoor monitoring applications 

Application traffic is profiled into three categories [30] based on how often sensed information 

from the network needs to be delivered to the end-user, and the priorities associated with the QoI 

attributes for each traffic type. They traffic profiles are as follows:  

Type I: periodic (application defined rate),  

Type II: intermittent (application/external stimulus defined rate) or event driven/query driven 

traffic  

Type III: low-latency data (emergency/alerting information) 

We illustrate this traffic classification by making use of a sensor network deployed in the 

following SOM applications. The first one is a sensor network deployed for urban environment 

monitoring. In this application, traffic flow for an air-quality monitoring station is classified as 

Type I. Information flow generated in response to queries from an operator or end-user, 

requesting for specific information such as temperature or humidity at a specific time of the day is 
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classified as Type II traffic. Finally, a service that issues alerts such as: High Ultra-Violet 

radiation warning, heat wave warning during extreme temperatures, reduced visibility warning, 

and pollen alerts, has traffic flow corresponding to Type III. 

Another example of a SOM is a sensor network deployed for monitoring a forest environment 

[31]. When the network transmits information corresponding to periodically sensed data from the 

forest region, the flow corresponds to Type I traffic. Information flow corresponding to the 

assessment of factors that influence the type of flora and fauna found in the monitored region is 

classified as Type II traffic, and traffic flow associated with alerts issued in emergency situations 

such as forest fires is classified as Type III traffic. 

4.4.4 Network architecture and components 

Figure 4-1 represents the components of the COGNICENSE framework and their interactions. 

Sensor nodes (SNs), Relay Nodes (RNs), Local Cognitive Nodes (LCNs) and Global Cognitive 

Nodes (GCNs) constitute the nodes of the cognitive information–centric sensor network 

(CICSN). SNs constitute the leaf nodes that are deployed uniformly and randomly in the network. 

They communicate with LCNs and RNs lying within their communication range. Typically, SNs 

communicate with only one parent LCN or RN at a time. LCNs communicate with each other, 

with RNs, and a cognitive sink node called the GCN, which is located at the center of the 

deployment region. The GCN carries information to and from the sensor network to the end-user 

through a gateway and access-point. When hierarchically represented, the CICSN node 

interactions are as depicted in Figure 4-2a. LCNs and RNs are deployed at pre-determined 

locations on a grid as shown in Figure 4-2b, so as to ensure complete coverage of the target area 

and connectivity of SNs with the GCN. 
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4.4.4.1 Cognition in ICSNs 

Haykin [32] and Mitola [33] have perhaps defined cognition in its most extensive form in the 

context of wireless communication systems. Going beyond simple adaptations, they make use of 

a feedback loop:  the Observe-Analyze-Decide-Act (OADA) loop [20], to model cognition in a 

way that doesn’t deal with imitating human-like behavior, but in making intuitive decisions based 

on learning from the environment to adapt to current network conditions, while inferring from 

past behavior and knowledge, to predict a course of action for the future that the network can 

benefit from. 

Figure 4-1: The Cognitive Information-Centric Sensor Network Architecture. 
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Figure 4-2a: Hierarchical organization of network nodes in the CICSN. 

Figure 4-2b: Representation of LCNs and RNs in a 2-Dimensional grid structure. 
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Based on this idea, and drawing from the work on cognitive networks [34] and extending our 

work on cognitive information centric sensor networks [35, 36], we define elements of cognition 

to implement the functionality of the Observe-Analyze-Decide-Act (OADA) loop. Knowledge 

representation, reasoning, and learning constitute the elements of cognition, which when 

implemented in specialized nodes of the network, will help them make cognitive decisions, and 

make the sensor network, a cognitive one. In the CICSN, LCNs and GCNs are the specialized 

nodes that implement the elements of cognition. 

4.4.4.2 Node Functions 

In this section we describe the functions of the sensor, relay and cognitive nodes of the ICSN. We 

start with the sensor nodes.Sensor nodes host a multitude of sensors as required by the application 

platform. Raw sensed-data is stored in attribute-value pairs. This representation facilitates named-

data identification to locate the user-requested information. Thus, the two main functions of the 

sensor nodes are: (i) Sensing raw-data, and (ii) Storing sensed information in attribute-value 

pairs. Details of the attribute-value pair representation follow in section 4.5.1, where we deal with 

Knowledge Representation. They communicate with relay and local cognitive nodes. Relay nodes 

communicate with SNs and LCNs to act as intermediate nodes that gather information from SNs, 

and forward them to their LCN neighbors. They deliver data over multi-hop paths to the GCN.   

LCNs perform two main functions: (i) gathering sensory-data from sensor nodes, and forwarded 

information from relay nodes, (ii) data delivery based on QoI requirements of the traffic type. 

LCNs also function as caches to store the data as it travels through the network. LCNs make use 

of the sensor attributes to identify the relevant data, similar to the named data-object search in 

ICNs and DCSNs. The requirements on the QoI attributes are based on the type of traffic flow 

generated as a result of the end-user’s request. As for dealing with the QoI attribute requirements, 
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an Analytic hierarchy process (AHP) [14, 37] is implemented as the reasoning element of 

cognition to make the decision in the LCNs.  We elaborate on this technique in section 4.5.4.  

GCNs have the following main functions: They receive user requests and synthesize it to identify 

the following information: application traffic type, requested sensor attributes, and QoI attribute 

priorities. They broadcast the synthesized information to the LCNs, so that they may process it 

further to gather the requested information from the network. Once the network returns the 

requested information, GCNs process it to determine if the QoI provided by the network meets 

with the user requirements, and deliver information with acceptable QoI to end-user. They also 

determine when the network is no longer able to deliver useful information from the network, 

thus flagging the end-of-life of the network.  

4.5 The COGNICENSE Framework 

Elements of cognition in the network nodes and an Information-Centric data delivery approach 

are the two main constituents of the COGNICENSE framework. The elements that help in 

implementing cognition in the cognitive nodes are: knowledge representation, reasoning and 

learning. Knowledge representation helps in identifying data using attribute-value pairs, 

contributing towards identifying named-data objects for the information-centric approach. 

Reasoning helps in multi-criteria decision making to prioritize the QoI attributes for a given 

traffic flow, and decide on the number of sensor nodes chosen for data transmission to the LCN, 

or the next hop node chosen along the data delivery path to the GCN. While reasoning helps in 

achieving short-term objectives and making decisions that help the current situation, learning 

helps in achieving long-term goals of the network, such as improving its lifetime. Feedback 

obtained from the network’s past behavior aids the learning process, and helps in planning 

proactive responses to changes in network behavior and user requests. 
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4.5.1 Knowledge Representation 

A Frame structure based on attribute-value pairs is used in sensor nodes and the cognitive nodes 

for knowledge representation. In frame-based knowledge representation [38], the frame is defined 

as a hierarchical data-structure with inheritance [39]. It has slots which are function-specific cells 

for data. In sensor nodes, these function-specific cells store sensor attribute-value pairs. In LCNs, 

they store more information, such as the one-hop neighbor LCNs and the associated values of QoI 

attributes in the last communication round. Information accumulated over several rounds of 

information transmission leads to the formation of a Knowledge Base (KB), which can be looked 

up by the reasoning mechanism to make quick decisions on choosing the data delivery path which 

satisfies the QoI delivered to the end-user. 

We make use of a semantic naming scheme using strings (sequence of characters) that provide 

information about the originator of the request, traffic type expected to be generated in response 

to the request, direction from which the data is requested, and the sensor data attribute(s) 

corresponding to which the data is to be gathered. The naming scheme has two main components:  

(i) Request Classifier, and (ii) Information Attributes. The Request Classifier (RQ) field has two 

sub-fields: the originator of the request, and the type of traffic expected. The Information 

Attribute (IA) component also has two sub-fields: Direction Attribute and Sensory data attribute. 

The two fields are separated by a colon ‘:’ and the sub-fields within a field are separated by an 

underscore ‘_’. Here is the format of a request string: <Request_classifier> : 

<Information_Attribute>. Let us consider an example request string.  Sink_type1:N_temp.  Here, 

“Sink” indicates that the request has been originated by the sink. “type1” indicates that the 

expected response from the network is a periodic traffic flow. “N” indicates that the direction 

from which the data is expected to be gathered is North. “temp” indicates that temperature data is 
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being requested. Thus the request string means: Sink initiated a request to collect periodic data 

from the Northern region of the deployment for the temperature attribute. Further, a combination 

of logical and relational operators can be used to add more details in the request.  For example, 

the request string Sink_type1-60:N_temp&&humd specifies that temperature and humidity values 

are to be returned periodically, every 60 minutes. Once a complete match is found for the request 

string, the data is returned in attribute-value pairs to the sink by concatenating it to the original 

request string using a “:” operator, and changing “Sink” to “Source”. For example, the response 

string: Source_type1:N_temp:temp-25_temp-26_temp-24 indicates the temperature-value pairs 

recorded were 24C, 25C and 26C. The alphabets required for a complete representation of this 

language are represented in Table 4-II.   For further digitizing the representation, each of the 

alphabet’s values can be uniquely binary encoded.  

Table 4-II: Alphabet used for representation of attributes as semantic information. 

ALPHABET VALUES REMARK 

α 

(Information Source) 

{Sink, Source} Indicates if this is a request or 

response 

β 

(Traffic Type) 

{type1, type2, type3} Traffic flow type expected in the 

network in response to request. 

γ 

(Direction attribute) 

{N,E,W,S,NE,NW,SE,SW,ALL} Direction(s) from which data may 

be requested. “All” indicates 

broadcast throughout the network. 

δ 

(Attributes of Sensed data) 

{temp, humd, uvi, co2,time} Sensory attributes for which data 

can be provided by sensor nodes. 

“time” indicates the time stamp at 

which data was registered at the 

sensor node. 

Logical and relational 

operators 

&&, >, <. >=. <=  
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The cognitive nodes (GCN and LCN) will be able to generate and parse these strings and arrange 

the information gathered from SNs / RNs in the desired format.  

4.5.2 Learning 

Learning is used in the COGNICENSE framework for identifying data delivery paths towards the 

GCN that satisfy the user’s requirements in terms of QoI attributes.  In this work, we make use of 

a direction-based heuristic to determine the data delivery path through RNs that lie in the 

direction of the GCN. This means that each time an LCN has to choose from among multiple RNs 

to decide the next hop, the direction-based heuristic eliminates RNs that increase the distance 

between the current LCN and GCN. Knowledge of the positions of the LCN and its one-hop RNs 

is used by the heuristic to determine the set of such RNs, which we call forward-hop-RNs. Thus 

the forward-hop-RNs of an LCN identified by the direction-heuristic is constituted by those RNs 

that reduce the distance between the LCN and the GCN. This information is stored in the LCN’s 

knowledge base for use in the next transmission rounds. Feedback about QoI delivered along the 

forward-hop-RNs is used to identify the best forward- hop-RN for each traffic type. Thus the 

direction-based heuristic, along with feedback from the network about the QoI delivered along 

the chosen paths helps the LCNs to learn data delivery paths to the sink, as the network topology 

changes due to link variations and node deaths. 

4.5.3 Reasoning 

An Analytic Hierarchy Process (AHP) is used for implementing the reasoning element of 

cognition. AHP aids with multiple-criteria decision making while deciding on the data delivery 

path based on the Quality of Information requirements of the requested application. Example: For 

Type III traffic, requesting for low latency data, the QoI requirements are as follows: Highest 

priority: Latency, followed by reliability and finally throughput. This means that while choosing 
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the next hop node for data delivery, the node which provides the lowest latency, will be chosen. 

Reliability is more important than throughput. Hence, if two next-hops guarantee the same 

latency then the next attribute to compare will be reliability, and lastly, throughput. AHP provides 

a method for pair-wise comparison of each of the QoI attributes and helps to choose the node that 

can provide the best value of information with respect to all three QoI attributes. Subsequent 

sections have more details with a running example on AHP.  While these calculations help in 

deciding the next-hop, they also help in planning for future actions. The cognitive nodes are able 

to store the calculated priorities of the QoI attributes, which they can use to decide which type of 

traffic the LCNs can best provide for. Hence, these calculations need not be necessarily calculated 

for every transmission round. 

4.5.4 The AHP framework for data delivery based on QoI attributes 

There are three levels in the AHP hierarchy constituted of: Goal, Criteria and Alternatives as 

shown in Figure 4-3. 

 Goal: Deliver application-requested sensory information to the GCN from LCN by 

identifying the next hop node. 

 

Figure 4-3: The AHP Hierarchy. 
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 Criteria: Data must be delivered with the appropriate priorities of QoI Attributes for each 

application type. The QoI attributes that are considered are: latency, reliability, and 

throughput. 

 Alternatives: The RNs in the network available to forward the data over multiple-hops in the 

network. 

A fundamental scale for pairwise comparisons is then used to set application-defined priorities for 

the QoI attributes [37]. Then the priorities of QoI attributes are established using pair-wise 

comparison.  Let us consider an example where a SOM application wishes to transmit low-

latency alerting information to its users. From the three QoI attributes of latency, reliability and 

throughput, we would assign the highest priority to latency, to ensure timely delivery of the alert, 

followed by reliability and then throughput. We tabulate the relative priorities of each the QoI 

attributes using pair-wise comparison and generate Table 4-III. Then, the AHP computation 

involves generating the Eigen vector for the values in Table IV, using the following steps: 

i. Represent the values of Table 4-IV in matrix form {A = [1,4,6;1/4,1,3;1/6,1/3,1]} 

ii. Compute the eigen vector of the matrix A { [v,d] = eig(A)} 

iii. Isolate the absolute, real values of the eigen vector { q=abs(real(v(:,1)))} 

iv. Compute the normalized, relative priority values as {Relative_Priorities=q/norm(q,1)} 

This way, the AHP algorithm is implemented at LCNs to establish the relative priorities of QoI 

attributes and helps in multi-criteria decision making. The QoI attributes are the criteria and the 

goal is to find the next-hop RN during data delivery from LCN towards GCN, which provides the 

highest value for a specific QoI attribute, or provides the overall best value of information (VoI) 

as illustrated in Table V. VoI is based on the combined value of QoI attributes and energy 

consumed during the process of delivering information to the GCN.  



 

122 

 

Table 4-III: Pair-wise comparison of QoI attributes. 

Latency  4 Reliability 1 

Latency  6 Throughput 1 

Reliability 3 Throughput 1 

Table 4-IV: AHP for QoI Attributes v/s Goal. 

Goal: Best QoI  

 

Latency Reliability Throughput Relative Priorities of the 

QoI attributes 

Latency 1 4 6 0.691 

Reliability 1/4 1 3 0.2176 

Throughput 1/6 1/3 1 0.0914 

Table 4-V: AHP to evaluate the overall priorities for all possible next-hop RNs. 

Best candidate for next hop RNx 
Priority with respect to 

Latency Reliability Throughput Goal 

RNi 0.252 0.015 0.101 0.375 

RNj 0.2 0.018 0.11 0.329 

RNk 0.164 0.019 0.116 0.296 

VoI delivered to the end user is said to be maximized when data is delivered over links that 

provide the best effective QoI for each traffic type, while minimizing the energy consumed in the 

network while doing so. 

Value of Information (VoI) = ∑n-hops (Effective QoI) - ∑n-hops (Energy Cost)   (1) 

Equation (1) highlights that lower the energy cost of delivering data to the sink, higher is the VoI 

associated with that data/information object. The QoI must be maximized and energy cost 

minimized to achieve the best VoI. If energy consumption is measured as a function of the 

number of transactions taking place before data is delivered to the GCN, a simple metric - the hop 
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count can be used to approximate the energy cost. If the information is transmitted from source to 

GCN over minimum number of hops, each link providing the best combined QoI for that traffic 

type, we can say that the information was delivered to the GCN with good VoI. The steps used in 

the AHP to establish priorities for the QoI attributes and identify the best next-hop path in 

delivering the application data to the GCN are illustrated in Algorithm 1.  

Information about the relative priorities of the QoI attributes as desired by the user are received as 

input from GCN in steps 1 - 3. The output is a next hop RN that provides the best QoI as shown 

by steps 4-5. The simulations are set to run till no path can be found to GCN or till 50% of RNs 

and LCNs die. In steps 9-11, AHP analysis identifies the best next-hop RN that satisfies these 

requirements, and identifies the next-hop path for data transmission. Steps 12 – 17 define actions 

to be taken when data reaches the GCN and leads to a successful transmission, or reaches another 

LCN from where next hop has to be identified. Steps 18-21 indicate that if a path to GCN was not 

found along the chosen path, GCN issues a re-transmit request. These computations can be 

initially carried out for each next-hop node decision in the data delivery path. This technique 

helps to build the learning database at each LCN about its next-hop neighbor, and the priorities 

each of them offers with respect to the QoI attributes. This information can be stored and used for 

planning future rounds of data delivery for application traffic that may need to choose a different 

next hop for the same source LCN, based on the expected values of attribute priorities at the 

GCN. Thus we can see that this AHP process helps in adaptive multi-criteria decision making 

during data delivery, in considering the desired attribute priorities for each application-traffic 

type. 
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Algorithm1: AHP analysis to determine the data delivery path 

1. Function AHP (QoI.priorities) 

2. Input 

3. QoI.priorities: End-user defined priorities on QoI attributes for requested data 

4. Output 

5. RNx: Forward-hop RNx{ RN1 ….. RNn} with best QoI  

6. Begin 

7. Initialize: QoI priority matrix for traffic type; Success=0; 

8. While (number of dead nodes<50% or network not disconnected) 

9. AHP_analysis(Next-hop RNs v/s QoI attributes) //  

10. Next hop RN = RNx //This is the RN with best QoI for chosen traffic type 

11. Transmit data to next-hop RN 

12. If (next hop = GCN) 

13.   Success=1; 

14. Else 

15. Choose next-hop LCN  

16. goto step 8 

17. End 

18. If (Success==0)  

19. GCN Retransmits request 

20. End 

21. End 

4.5.5 Node mobility support in the COGNICENSE framework 

The COGNICENSE framework allows for caching data at LCNs that act as intermediate nodes. 

This makes data readily available for users at nodes other than sensor nodes, thus offering two 

main advantages: (i) It prevents requests being sent out to sensor nodes, which may be in a sleep 

cycle, leading to a lost request and (ii) it helps to conserve valuable energy resources by reducing 

the number of transmissions occurring in the network; both from sensor nodes towards the sink, 
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and over multiple relay nodes that transmit the sensory information from the sensor nodes to the 

sink. Furthermore, the named-data identification enhances the advantages offered by the data 

caching feature at the LCNs in terms of supporting node mobility. We discuss the issue of node 

mobility under two categories: (a) Sensor node mobility, and (b) LCN mobility. 

4.5.5.1 Sensor Node mobility support 

 In the COGNICENSE framework, search for data is name-based, which means that the request is 

not associated with any specific address, location or an end-point. This is in contrast with the IP 

based approach, where an address is associated with each sensor node, and the request-response 

cycle involves the establishment and maintenance of an end-to-end connection between the 

sensor node and the Sink. This restricts the ability of the network to support node mobility, as the 

loss of connectivity with the source-sensor node or any intermediate node involved in the end-to-

end connection, due to node death or lossy links, affects the data gathering and routing capability 

of the network.   

However, in a cognitive ICSN, the requested information could be located anywhere in the 

network, and the user will be able to access it, since the request is not tied with any specific node 

address. Any node that can provide a match to the requested information can provide the data. 

Moreover, the routing path is not fixed, and can adapt to the changing network topology. This is 

made possible by the LCNs that make use of cognitive reasoning to dynamically identify data 

delivery paths based on the type of request, and how well a link had performed in a previous 

round. The data delivery paths are chosen based on the QoI attributes of latency, reliability and 

throughput. The LCNs offer another advantage of acting as a data cache. Information gathered 

from sensor nodes can be stored in these LCNs to make them available on-demand, without 

having to access the source sensor nodes. We assume that cooperative caching techniques 
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designed for wireless sensor networks [40] that deal with large amounts of sensed data, can be 

applied at the LCNs to enable them to manage information storage. In addition, we assume that 

cache replacement algorithms such as Least Value First (LVF) replacement [16] can be used to 

maintain availability of relevant data while evicting stale and unused data from the cache, to 

make space for fresh data. Thus, even if a source sensor node was mobile, the sensed information 

is stored in LCNs whenever the node lies in close proximity with the LCN, and is made available 

to the user, irrespective of the mobility condition and/or pattern of the sensor node. Thus the 

COGNICENSE framework is capable of supporting sensor node mobility, without negatively 

affecting the network performance.  

4.5.5.2 Local Cognitive Node mobility support  

A further advancement that can be made to the COGNICENSE framework, is the ability to 

support LCN mobility. A combination of static and mobile data collector LCNs could be used in 

the information-centric sensor network to improve the data gathering capability of the network. 

The advantage offered by having mobile LCNs is that, when a part of the network starts to 

deteriorate in its energy capacity and link conditions, the mobile LCNs will still be able to gather 

information from that part of the network, and store it in their cache. Thus preventing a part of the 

network from getting completely disconnected from the rest of the network, as long as the sensor 

nodes remain functional. These mobile LCNs could then communicate amongst themselves and 

with the static LCNs, to decide on the best way to deliver the collected data to the Sink, and also 

to maintain information about the entire network to make informed decisions while responding to 

user requests. 
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4.5.6 Energy considerations in the COGNICENSE framework  

Energy conservation is one of the most important aspects of WSN design. In ZigBee based 

address-centric WSNs, sensor nodes off-load the energy-draining communication tasks to relay 

nodes. SNs being leaf nodes do not have the network layer to forward data beyond their one-hop 

relay nodes, and they do not even communicate amongst each other. The multi-hop relaying 

between source and sink is done by RNs, which have higher battery and processing capacity. Let 

us denote the energy cost of the relay node using Equation (2): 

𝐶𝑅𝑁−𝐸 =  𝐶(𝑇𝐸𝑇𝑥 + 𝑅𝐸𝑅𝑥)    (2) 

Most of the energy consumption at the RN is due to data communication, represented by ETx  for 

energy consumed during transmission and ERx for energy consumed during data reception. T and 

R represent the number of transmitted and received packets respectively. Let us compare this 

energy with that at the cognitive node (CCN-E). Typical functions of CNs that consume additional 

energy compared to regular RNs are data aggregation and the cognitive decision process. 

Additional energy consumption is accounted for by two factors: (a) protocol overhead incurred 

during cognitive data delivery due to feedback from the network during the learning process and 

the exchange of values of QoI attributes such as latency, reliability and throughput while making 

routing decisions and (b) increased transmit power for increasing the communication range of 

CNs. 

𝐶𝐶𝑁−𝐸 =  𝐶(𝑇𝐸𝑇𝑥 + 𝑅𝐸𝑅𝑥) + 𝐶(𝐴𝐸𝑎𝑔) + 𝐶(𝑃𝐸𝑐𝑜𝑔−𝑝𝑟𝑜𝑐𝑒𝑠𝑠)   (3) 

In Equation (3) T, R, A, and P, are the total number of packets that are transmitted, received, 

aggregated and processed by the cognitive elements respectively, in each transmission round. 

C(TETx + RERx) is the energy cost incurred during data transmission and reception, C(AEag) 
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represents the energy cost incurred during data aggregation and C(PEcog−process ) represents the 

energy cost due to protocol and processing overhead during the cognitive processes. Expressing 

Equation (3) in terms of the energy cost of RNs we get: 

𝐶𝐶𝑁−𝐸    𝐶𝑅𝑁−𝐸  + 𝐴𝐸𝑎𝑔 + 𝐶𝐸𝑐𝑜𝑔−𝑝𝑟𝑜𝑐𝑒𝑠𝑠        (4) 

If the relay and cognitive nodes use the same transmit power, then the equality sign holds true in 

Equation (4). In any case, the energy cost of the cognitive node is higher than that of the relay 

node. In order to ensure that the energy cost of CNs does not offset the advantages offered by it in 

terms of adapting to the dynamic traffic flows and network topology changes, the cost can be 

optimized by maximizing the number of RNs and minimizing the LCNs in the deployment. 

4.6 Simulations and results  

A CICSN for a SOM application was implemented on top of an IEEE 802.15.4 MAC-PHY 

simulator [41, 42] in Matlab. The deployment and interconnection among the network nodes 

(SNs, RNs, LCNs, and the GCN) is as shown in Figure 4-4. The cyan and magenta lines indicate 

links between SNs and LCNs and SNs and RNs respectively. GCN in red is located at the center 

of the target area. Blue lines show inter-LCN communication links and the black lines indicate 

interactions between LCNs and RNs. Green lines indicate the links between the GCN and its one-

hop RNs, and the red lines are the links between the GCN and nearest LCNs. The simulations 

were used to evaluate the impact of network and node parameters on QoI attributes.  
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Using parameters identified from this simulation, the AHP based data delivery technique 

(AHPDD) was implemented, and its performance was compared with two other techniques – a 

multipath data delivery technique (MDD), and a higher remaining battery based data delivery 

technique (HRBDD) in terms of the number of data transmissions to the GCN, and the QoI along 

the data delivery path. 

4.6.1 Simulation setup and parameters  

The first set of simulations was used to identify parameters that affect the QoI attributes of 

latency, reliability and throughput, for the application. Parameters chosen for observation were: 

(a) N_active: the number of nodes attempting to simultaneously transmit data, and (b) the offered 

load: the per node frame arrival rate expressed as a fraction of the application payload in bits per 

second. The simulation was setup to identify the impact of varying the offered load on the QoI 
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Figure 4-4: Interconnection among SNs, LCNs, and RNs. 
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attributes for different values of N_active. The maximum and minimum possible values for 

N_active were chosen based on the node binding information obtained from the deployed CICSN. 

From 10 sets of random deployment of sensor nodes, we found a lower bound of about 10 sensor 

nodes per LCN, and an upper bound of close to 60 sensor nodes per LCN. The range of values for 

per node offered load was 0 to 1400 bits per second, such that the load could be expressed as a 

fraction of the application payload, ranging from 0.1 to 1.4 times the size of the maximum 

application payload of 121 bytes. The remaining simulation parameters were set as shown in 

Table 4-VI. 

Table 4-VI: Parameters of the simulated CICSN. 

Parameter Value 

Target area 1050m x 1050m 

Number of nodes 

SNs:   1500 

RNs:   16 

LCNs: 8 

Transmit power 

SN:   <3dB 

RN:   3dB 

LCN: {3dB, 5dB, 

7dB} 

Communication Range 

SN:    175m 

RN:    250m 

LCN:  350m 

GCN:  500m 

Application payload size 121Bytes 

Per node offered load 0-1400 bits/s 
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4.6.2 Simulations showing the impact of network and node parameter variations on the QoI 

attributes 

The impact of varying the offered load and N_active on the QoI attributes of latency, reliability, 

and throughput for the SOM application, is analyzed using the simulation results in Figure 4-5. 

Figure 4-5a indicates that latency increases almost linearly with increase in offered load for small 

values of N_active, upto 10 nodes. However, for higher values of N_active, latency saturated 

around 0.1s for loads greater than 1000bps. Figure 4-5b shows an overall trend of decrease in 

reliability as the offered load increases. However, there is a marked difference in the variation of 

reliability with increase in N_active. Reliability drops exponentially for values of N_active 

greater than 30, as offered load increases. For values of N_active around 20, reliability remains 

around 1for loads upto 500bps per node, after which it drops linearly with increase in offered 

load. Figure 4-5c indicates an overall decrease in throughput as offered load increases. For 

N_active =10, the decrease is linear, but for higher values of N_active, (20 nodes and above), the 

decrease in throughput with increase in offered load is exponential. Figure 4-5d indicates a very 

different trend compared with instantaneous throughput at N_active =10. There is an increase in 

throughput with increase in offered load, and stabilizes at around 700bps for offered load over 

1250bps. However, as the value of N_active is increased, the absolute value of throughput 

decreases, and the increasing trend in throughput that was seen for N_active =10, starts reversing 

for loads greater than 500bps for N_active over 30. We made the following observations from 

analyzing the impact of varying the per-node offered load and N_active on the QoI attributes: (i). 

Values of each of the QoI attributes deteriorates as the offered load increases, and (ii). Restricting 

the number of nodes attempting to simultaneously transmit data (N_active) to around 10 nodes, 

helps to achieve good values for all the QoI attributes. We use these observations to setup the 

simulation parameters for our next set of simulations. 
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Figure 4-5b: Impact of N_active and offered load on Reliability. 
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Figure 4-5a: Impact of N_active and offered load on Latency. 
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Figure 4-5: Impact of varying offered load and N_active on QoI attributes. 

 

Figure 4-5c: Impact of N_active and offered load on Instantaneous Throughput. 
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Figure 4-5d: Impact of N_active and offered load on Average Throughput.  
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4.6.3 Comparative evaluation of data delivery protocols: AHPDD, HRBDD, and MDD  

Using the observations from Section 4.6.2, a network environment in which less than 10 nodes 

are scheduled at a time for simultaneous transmission, and the maximum transmission load is 

limited to 5 frames per second (fps) is setup. Channel conditions were varied by varying the 

application payload and N_active values.  We assume that LCNs and RNs start with an initial 

energy of 25 units, and SNs have an initial energy of 15 units. Each transmission from a SN 

consumes 1unit of its energy; and transmissions from RN to LCN and vice-versa consumes 2units 

of energy at the transmitting node. Direct communication among LCNs or LCN to GCN 

consumes 3 units of power. These values are based on the transmit power and communication 

range capabilities of the nodes. At the start of the simulation, we identify a source LCN at which 

required data is available. Delivery of data from the identified source LCN to the GCN is 

considered as one successful transmission round. Using this setup, we analyze the performance of 

the AHP based data delivery protocol (AHPDD) based on the number of transmission rounds of 

delivering data from a source LCN to GCN, until one or both of the following simulation 

termination conditions are satisfied: (i) 50% of the total number of LCNs and RNs die out, or (ii) 

the network is no longer able to deliver information to the GCN as all the one-hop neighbor RNs 

and LCNs to the GCN are dead. At this point, the simulations are terminated. AHP analysis is 

implemented at LCNs to identify the best next hop RN. The priority matrix for AHP analysis is 

set to identify data delivery path for each of the three traffic types. The AHP based decision 

protocol is then compared with two other decision criteria in the same network setup, but without 

considering the cognitive reasoning capabilities at the LCN or GCN. These routing strategies are 

based on the ones described by Stojmenovic [7] for reporting via alternate paths in a broadcast 

tree in DCSNs. 
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Figure 4-7: Comparison of the total number of transmission rounds.  

Figure 4-6: Comparison of failure rates. 
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The first one is based on choosing an RN with the highest remaining energy from among the one-

hop neighbor nodes, and is called highest remaining battery based data delivery technique 

(HBRDD). The second one is called multipath data delivery (MDD), where each node transmits 

through all its one-hop neighboring nodes with equal probability to improve the chances of 

successful data delivery to the sink. Data is delivered via multiple paths at each hop, until at least 

one of the paths leads to the Sink, which is the non-cognitive version of the GCN. The 

simulations were allowed to run till one or both the simulation termination conditions were met, 

and the average value of 25 such simulations was taken. The number of transmission rounds 

during which data was not delivered to the GCN was also recorded. The following criteria were 

used to determine unsuccessful transmissions to the GCN: (i) inability of the routing protocol to 

forward data to the GCN due to node deaths along the path chosen for data transmission, (ii) 

transmission failure due to insufficient remaining energy at the forwarding nodes. The difference 

Figure 4-8: Comparison of the number of successful transmission rounds.  
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between the total number of transmission rounds, and the number of failed transmissions gives a 

measure of the number of transmission rounds in which data was successfully transmitted to the 

GCN. Thus we define the failure rate of the routing protocols in Eq. 5 as follows:  

𝐹𝑎𝑖𝑙𝑢𝑟𝑒 𝑅𝑎𝑡𝑒 = ( 
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑓𝑎𝑖𝑙𝑒𝑑 𝑡𝑟𝑎𝑛𝑠𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠

𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑡𝑟𝑎𝑛𝑠𝑚𝑖𝑠𝑠𝑖𝑜𝑛 𝑟𝑜𝑢𝑛𝑑𝑠⁄ ) ∗ 100

 (5) 

From the simulation results in Figure 4-6, we can see that AHPDD and HRBDD perform equally 

well, and better than MDD, in terms of the number of transmission rounds. However, from Figure 

4-7, we see that the number of failed transmissions is very high for HRBDD (57 out of 76). On 

comparing the failure rates, we find that MDD in fact performs better than HRBDD by 12%. 

While only 31% of the transmissions using AHPDD fail to reach the GCN, the failure rate is as 

high as 75% with HRBDD, which is almost twice as worse when compared with the 42% failure 

rate of MDD. Figure 4-8 shows the number of successful transmission rounds for each of the data 

delivery techniques. We see that although MDD doesn’t keep the network running for more 

number of transmission rounds compared to HRBDD, it is able to deliver data to the sink 

successfully for an average of 42% of the total transmission rounds, which is 17% higher than 

Figure 4-9: Tree-based illustration of a sub-set of paths from LCN2 to GCN through RNs 2, 3, 6, 7. 
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what is achieved by the HRBDD. However, AHPDD out performs both these protocols by 

adapting the data delivery decisions to user priorities, and successfully delivering data to the 

GCN for 70% of the total transmission rounds. From these simulations, we can say that AHPDD 

is better able to adapt to the changing network topology and deliver data to the GCN with a lower 

failure rate compared to the other two techniques. 

4.6.4 Use-case analysis of the data delivery protocols based on QoI attribute performance 

To analyze the performance of the three data delivery techniques in terms of the QoI attributes, 

we hereby adopt a use case based on the simulations in Section 4.6.3. The remainder of this use 

case will refer to Figure 4-9 and Table VII.  

LCN2 is identified as the source node that has data to be delivered to the GCN, in response to 

periodic requests (Traffic Type 1) during each transmission round.  The one-hop neighbor RNs of 

LCN2 are RN2, RN3, RN6, and RN7, and have battery levels of 11,9,7, and 5 units respectively 

at the start of the simulation instant. Values of the QoI attributes are recorded for each of the one-

hop RNs. AHP analysis is performed to identify the best forward hop RN for AHPDD as marked 

in red under the column titled “Effective QoI”. The theoretical best next hop RN for the other two 

protocols is found using AHP analysis (highlighted in green), to compare the QoI performance of 

the actual next-hop node chosen by the other two protocols. Comparing the QoI performance of 

the chosen next hop node, we make the following observations: AHPDD always chooses the best 

QoI providing node between RN6 and RN7, as long as they are available. Although RN2 or RN3 

might provide better QoI values for the next hop in some cases, choosing the forward hop RNs 

reduces the number of hops to reach the GCN. This leads to lesser energy consumption in the 

network on the whole, and also reduces the cumulative latency along the data delivery path to the 

GCN. However, this also means that once the forward hop RNs die out, AHPDD has to make use 
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of longer data delivery paths to the GCN. But again, the QoI attributes are still considered in 

choosing the best among the available next hop nodes. MDD on the other hand, is always able to 

deliver data through at least one next-hop node that provides the best effective QoI for each 

traffic type, even though it doesn’t have a mechanism to identify the best next hop node.  

It is also able to find the shortest route to the Sink because of the multipath approach at each next 

hop node. However, this performance comes at the cost of a higher overall energy consumption in 

the network. This can be seen from Table VII, where all the one-hop nodes run out of energy 

before the other two techniques. Comparing with the observations made from Figures 4-6 to 4-8, 

we see that although MDD lasts for lesser number of transmission rounds, not only does it 

provides a lower failure rate, it also performs well in terms of identifying at least one next hop 

node that provides the best QoI performance. As for HRBDD, what stands out from Table VII is 

the increased number of hops in delivering data to the Sink, causing an overall increase in energy 

consumption in the network. This is because HRBDD is always trying to find a node with higher 

remaining energy at each next hop, irrespective of its QoI performance. Although the chosen next 

hop node sometimes provides the best QoI, HRBDD’s performance with respect to QoI attributes 

is not consistently good. Over a period of time, this leads to death of more intermediate nodes, 

causing a higher failure rate as indicated by Figure 4-7, as the sink cannot be reached along a 

chosen path. This leads to lesser number of successful transmissions to the sink, even though the 

network might be able to run for a little longer than the multipath routing technique, as shown by 

Figure 4-8 and Figure 4-6 respectively. Thus, HRBDD performs relatively poorly among the 

three data delivery strategies, both in terms of delivering data with user-desired QoI attributes, 

and in terms of the number of successful transmission rounds. 
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Table 4-VII: Comparative Analysis of data delivery paths in terms of QoI attributes. 

 Remaining battery 

levels 

QoI Attributes Effective  

QoI 

Chosen Next hop 

Node 

Data delivery path 

RN# AHP

DD 

HRB

DD 

MD

D 

Latenc

y 

Relia

bility 

Throu

ghput 

Type1 

 Traffic 

A

H

PD

D 

 

HR

BD

D 

MDD AHPD

D 

HRBDD MDD 

2 11 9 9 0.0219 0.765

9 

4.6606 0.1999 7 

  

2 2,3,6,

7 

LCN2-

>RN7-

>GCN 

LCN2-

>RN2-

>LCN1-

>RN5-

>LCN4-

>RN10-

>SINK 

LCN2->RN6/7-

>SINK 

3 9 9 7 0.0126 0.995

8 

8.1039 0.3013 Hop that offers best 

QoI=RN2 

6 7 7 5 0.0168 0.951 6.0936 0.2457 

7 3 5 3 0.0161 0.961

9 

6.3564 0.2531 

               

2 11 9 7 0.0126 0.995

8 

8.1023 0.2734 6 3 2,3,6,

7 

LCN2-

>RN6 

->GCN 

LCN2-

>RN3-

>LCN3-

>RN8-

>LCN5-

>RN7-

>SINK 

LCN2->RN6/7-

>SINK 

3 9 7 5 0.0246 0.587

8 

4.1472 0.1659 Hop that offers best 

QoI=RN6 

6 5 7 3 0.0117 0.997

6 

8.6991 0.2873 

7 3 3 1 0.0126 0.995

8 

8.1023 0.2734 

              

2 11 7 5 0.0203 0.845

5 

5.0411 0.2752 6 2 2,3,6 LCN2-

>RN6 

->GCN 

LCN2-

>RN2-

>LCN1-

>RN6-

>SINK 

LCN2->RN6-

>SINK 

3 9 7 3 0.0196 0.869

1 

5.2057 0.2704 Hop that offers best 

QoI=RN2 

6 3 5 1 0.0168 0.949

6 

6.0932 0.2478 

7 3 3 1 0.012 0.997

2 

8.5106 0.2067 

                         

2 11 7 3 0.0224 0.738

3 

4.5636 0.1963 7 3 2,3 LCN2-

>RN7 

->GCN 

LCN2-

>RN3-

>LCN3-

>RN7-

>SINK 

LCN2->RN2-

>LCN1->RN5-

>LCN4->RN10-

>SINK 
3 9 7 1 0.0117 0.997

6 

8.6991 0.3178 Hop that offers best 

QoI=RN3 

6 3 5 1 0.0224 0.738

3 

4.5636 0.1963 

7 1 1 1 0.0133 0.992

6 

7.6506 0.2895 

              

2 11 5 1 0.0117 0.997

6 

8.6991 0.2758 6 2 2 LCN2-

>RN6 

->GCN 

LCN2-

>RN2-

>LCN1-

>RN6-

>SINK 

LCN2->RN2-

>LCN1->RN5-

>LCN4->RN10-

>SINK 
3 9 7 1 0.0196 0.869

1 

5.2057 0.1957 Hop that offers best 

QoI=RN6 

6 3 3 1 0.0117 0.997

6 

8.6991 0.2758 

7 1 1 1         

              
2 11 5 1 0.0117 0.997

6 

8.6991 0.2745 6 3 - LCN2-

>RN6 

->GCN 

LCN2-

>RN3-

>LCN3-

>RN8-

>LCN5-

>RN11 

LCN2 

disconnected from 

Sink (failed 

transmission) 

3 9 7 1 0.0133 0.992

6 

7.6506 0.2514 Hop that offers best 

QoI=RN2 

RN11 is 

one-hop 

from 

Sink; 

assumed 

dead  

6 1 3 1 0.0161 0.963 6.3564 0.2227  

7 1 1 1 0.0133 0.992

6 

7.6506 0.2514   
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4.7 Conclusions 

In this paper, we proposed a framework for Cognitive Information Centric Sensor Networks 

(ICSN) that can be used to implement information-centric data delivery using elements of 

cognition, i.e. knowledge representation, and inference to advance data-centric sensor networks to 

cognitive information-centric sensor networks. These ICSNs are able to handle heterogeneous 

traffic flows in the network generated as a result of requests coming from multiple clients in SOM 

applications, while considering the QoI attribute priorities for each traffic flow. From the 

simulations we were able to identify the number of sensor nodes that should be simultaneously 

scheduled while gathering data, to ensure good quality data from the sensor nodes. Optimally 

choosing the number of simultaneously transmitting sensor nodes improves the average 

throughput by about 85%, reliability by about 90% and reduces the latency by about 18% for a 

given value of offered load (1000bits). The simulation-generated values were used in the next set 

of simulations that implemented AHP analysis to decide the best next-hop node that should be 

used for data delivery to the GCN. It was found that the network lasted for significantly more 

number of transmission rounds, and performed well in responding to varying traffic types and 

changing network topology, when it implemented cognitive routing decisions, when compared 

with traditional decision techniques. In our future work, we will enhancing the learning strategy, 

and implement cache replacement at LCNs to further exploit the cognitive node’s capabilities to 

improve network performance and prolong the network lifetime, while meeting the end-user’s 

requirements. 
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Chapter 5 

Learning Data Delivery Paths in QoI-Aware Information Centric 

Sensor Networks  

 

 

 

 

Preface 

This chapter has been submitted to IEEE Internet of Things Journal’s Special Issue on Large-

scale Internet of Things: Theory and Practice.  

In Chapter 4, we had proposed the CICSN architecture with local and global cognitive nodes. We 

had focused mainly on data delivery using knowledge representation and reasoning at the 

cognitive nodes. In this chapter, we elaborate on the learning techniques that can be used with 

reasoning to improve the cognitive capabilities at the local cognitive nodes of the CICSN, 

operating in a large-scale deployment.  
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5.1 Abstract 

In this paper, we envision future sensor networks to be operating as information gathering 

networks in large scale Internet of Things applications such as Smart Cities, which serve multiple 

users with diverse Quality of Information (QoI) requirements on the data delivered by the 

network. To learn data delivery paths that dynamically adapt to changing user requirements in 

this Information Centric Sensor Network (ICSN) environment, we make use of cognitive nodes 

that implement both learning and reasoning in the network. In this paper, we focus on the learning 

strategies, and propose two techniques, namely, Learning Data Delivery A* (LDDA*) and 

Cumulative-Heuristic Accelerated Learning (CHAL) that use heuristics to improve the success 

rate of data delivered to the sink in the cognitive ICSN. While LDDA* updates a single heuristic 

function to choose paths that can deliver data with good QoI to the sink, CHAL accumulates 

heuristic values from multiple observations from the environment to choose data delivery paths 

that are more resource aware and considerate towards the energy consumption of the network. 

From Matlab simulations we observed an improvement of about 40% in the average rate of 

successful data delivery to the sink with the use of heuristic learning, when compared with a 

network that didn’t implement any learning. Further, LDDA* delivered information with 

consistently good QoI to the network’s sink, while CHAL was the more energy efficient 

technique. However, this performance improvement came at the cost of a 28% reduction in 

network lifetime when compared with a non-learning network. 

5.2 Introduction  

Wireless Sensor Networks (WSNs) have evolved from simple, application-specific deployments, 

to being an integral and essential part of large-scale application platforms in the Internet of 

Things (IoT) domain. Specifically, Smart-city applications of the IoT, involving large-scale 
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deployments of WSNs have gained a lot of research attention in recent times. The 

SmartSantander project in Spain is an example of one such city-scale research project involving 

the deployment of over 3000 sensor and relay nodes within the city, supporting multiple 

applications [1]. Environmental monitoring, Outdoor parking area management, parks and 

gardens irrigation are some of the many use cases being tested on the test-bed deployed in the 

city. The Santander project, and other such smart-city projects [2] have provided a platform for 

researchers to experiment with the routing protocols, network coding schemes, and data mining 

techniques in a large-scale, multi-user application platform for sensor networks. Here, the sensor 

network has to deal with large amounts of data, support requests from multiple users, and support 

information extraction from the network rather than serving as point-to-point communication 

network, and transmit data from multiple information sources to the sink. Figure. 5-1 represents 

such a framework that supports different types of users as the IoT user base, including individual 

users, private data centers and government agencies. These users interact with the sensor network 

through an internet-based interface access network, which is perceived to be an information 

centric network (ICN) in the future [3]. Data gathered from the sensor network is delivered to the 

interface access network through gateway nodes. These gateway nodes could either communicate 

directly with the sink node of the sensor network, or could be distributed throughout the network 

to provide multiple access points. Currently, the experiments are focused on enabling each 

application as a separate entity on the test bed. However, in the real world, many of the 

applications run simultaneously, and the network receives requests from multiple end-users in 

IoT user-base at the same time.  
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 For example, in a smart city application, the same infrastructure (sensor and relay nodes) that is 

used in periodic monitoring of traffic intensity, is also used for outdoor parking management and 

to provide information about traffic – congested areas to users’ on-demand. It can even be used to 

send out high-priority alerts about hazardous road conditions or accidents to users. The 

information generated by each of these request types has different attributes associated with it. 

While the periodically monitored information needs to be reliable, it does not have a strict upper 

bound on the time taken to gather and deliver the data, as long as it happens before the end of the 

stipulated time period. However, for on-demand requests generated by the user, such as a user 

requesting to know the availability of a free parking space in a region, the information has to be 

delivered quickly (low latency) to the user. In case of emergency alerts, the information must be 

transmitted reliably and as quickly as possible, to all users in the area. This shows that the sensor 

 

Figure 5-1: Conceptual design for Information Centric Sensor Network in an IoT application. 
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network must be able to segregate the requests and manage the heterogeneous traffic flows in a 

way that satisfactorily responds to the end-user in terms of the perceived quality of information 

for each request type. Latency, reliability, accuracy, relevance, and robustness are some of the 

attributes that collectively provide an estimate of the Quality of Information (QoI) perceived by 

the user [4]. To enable such QoI-aware data delivery, we had proposed the use of cognition in the 

underlying sensor network in our work [5-7]. Cognition refers to the ability to be aware of the 

environment, be able to learn from the past actions and use it to make future decisions that benefit 

the network [8]. We made use of knowledge representation using attribute-value pairs, reasoning 

using analytic hierarchy process (AHP), and learning as the cognitive elements that help in 

adapting the data delivery paths based on end-user requirements. AHP analysis*1 was applied on 

the QoI attributes of latency, reliability and throughput to prioritize these attributes based on the 

traffic type generated by each request, and data was delivered accordingly to the end-user. The 

traffic type could be one of periodic, on-demand or emergency traffic, and the paths were chosen 

based on the priorities associated with the QoI attributes for each of the traffic types. In addition 

to using cognition, an information-centric approach was used for named-data identification and 

delivery, while keeping the QoI in focus. This cognitive information centric sensor network 

(CICSN) was able to achieve better performance when compared with non-cognitive data centric 

sensor networks [5]. Although we were able to observe the benefits of using cognition to make 

dynamic data delivery decisions, the CICSN framework did not have an effective learning 

mechanism to influence data delivery decisions that would be useful to the network over the long-

term. 

 

*1 AHP Analysis technique for making QoI-aware data delivery decisions has been explained 

in detail in Appendix I. 
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In the work presented here, we propose the use of use of two heuristic learning techniques to 

improve the data delivery performance of Cognitive Information Centric Sensor Networks, 

namely, Learning Data Delivery A* (LDDA*) and Cumulative-Heuristic Accelerated Learning 

(CHAL). Both the learning techniques work with AHP based reasoning to achieve the networks’ 

goals, which is to increase the success rate of data delivered to the sink while satisfying the end-

user’s requirements in terms of QoI or energy conservation, as the case may be. Their 

performance is compared with a non-learning network that uses only AHP based reasoning, and 

with a network that uses reinforcement learning. The metrics used for comparison of these 

algorithms are the success rate of data delivery to the sink, the network lifetime, the QoI delivered 

at the sink, and the energy consumed during the data delivery process.  

Accordingly, we summarize the main contributions of this chapter as follows: 

i. We propose two learning techniques to improve the average rate of successful data 

delivery at the network’s sink. 

ii. We identify the learning technique that is capable of providing better QoI of data 

delivered to the sink. 

iii. We also compare the energy consumed by the learning techniques in terms of the energy 

remaining in the network at the end of the network’s lifetime, to identify the more-energy 

efficient learning approach between the two proposed techniques.  

Together, improving the QoI and successful data delivery rate at the sink contribute towards 

improving the quality of the end-user’s experience in terms of guaranteeing a response to each of 

their queries in a multi-user IoT application environment. The remainder of the chapter has been 

organized as follows: We present related work in learning techniques used in sensor networks in 

Section 5.3, followed by the system models in Section 5.4. Details of the heuristic planning 
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algorithms are presented in Section 5.5. In Section 5.6 simulations results are presented before 

concluding the paper in Section 5.7. 

5.3 Related work 

Learning and reasoning have been identified as the two important elements of cognition that can 

be applied to wireless networks to make them cognitive [8-10]. While reasoning helps to decide 

on the immediate actions to be taken by a network, learning is used to achieve the long-term goals 

of the network, such as maximizing the number of transmissions in which data is successfully 

delivered to the sink over the network’s lifetime, and consistently providing data with good QoI 

to the end-user. Learning algorithms can be broadly classified into two categories, namely, online 

and offline algorithms [11-17]. This classification is based on whether the entire data required to 

solve a problem, or the entire sequence of requests for an algorithm are known from the 

beginning or not. On-line algorithms receive a sequence of requests and process them one at a 

time, consuming resources and incurring a cost for each action taken, without knowing the future 

requests or knowing the impact of their action on the future. Off-line algorithms on the other 

hand, know the possible sequences of requests in advance, and are able to choose their actions 

optimally [15]. The 8-Queen’s problem, and Tower of Hanoi are examples of problems where 

off-line learning is used [12]. In networking tasks such as adaptive routing, identifying low cost 

and energy-balanced data delivery paths, and in information processing tasks such as data 

aggregation and inference, learning needs to be done on-line [16]. This is because neither the 

sequence of requests, nor the consequences of the actions taken in response to requests from the 

user can be known from the beginning. Particularly for wireless sensor networks operating in the 

IoT application environment, involving large-scale operations and active participation from end-

users, on-line learning will help the network cope with varying end-user requirements in the 
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dynamic network environment. We now briefly review some of the learning techniques that have 

been commonly used in wireless sensor networks. 

5.3.1 Reinforcement learning 

Reinforcement learning (RL) [11, 13] is a rewards-based, on-line learning algorithm that is 

commonly used in WSNs because of its ability to learn incremental changes, without the aid of 

any prior information about the environment in which it is operating. It emphasizes on learning 

while interacting with the environment, without relying on explicit supervision or requiring a 

complete model of the environment. Concepts of learning have been applied to cognitive sensor 

networks as well [10, 18], and software agents have been used to implement distributed 

intelligence [19, 20].  However, RL algorithms have a major drawback, which is very slow 

learning rates. These algorithms converge only after multiple iterations and extensive exploration 

of the state-action space, which can be very time consuming [21]. In large-scale dense sensor 

networks with IoT applications, where multiple-users are able to access the network, leading to 

heterogeneous traffic flows and dynamic resource consumption patterns [22], network conditions 

change before the learning from a previous set of observations can be applied usefully to the 

network, making these on-line RL algorithms too slow and expensive for the resource-limited 

sensor network. 

 In more recent research, heuristics have been considered to accelerate the RL algorithms in 

robotic applications such as robot navigation.  Bianchi et al. [17, 23] have explored the use of 

heuristics to accelerate the convergence rate of RL algorithms, and enhance the learning rate by 

selecting promising actions during the learning process. Heuristics could be inferred from prior 

domain knowledge of the problem, by using a case-based approach, by using the solution of a 

previous sample problem as the initialization heuristic for a new problem, or by using the 
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information from the learning process to infer a heuristic during execution time [24]. However, 

all the considered applications have been for the Artificial Intelligence domain and have been 

designed for specific applications with well-defined domain knowledge such as in robot 

navigation and robot soccer. This is very different from the dynamic environment that cognitive 

agents in WSNs have to support in an IoT application environment, where there are multiple 

applications being simultaneously supported on the same hardware platform, making it difficult 

to define the domain knowledge at the cognitive nodes that will be sufficient to handle the huge 

traffic volumes and diverse traffic flow patterns. 

5.3.2 Informed search using heuristics 

In another domain involving problem solving using informed search, heuristics are often used by 

Artificial Intelligence (AI) agents to improve the average-case performance on a problem-solving 

task [12]. Heuristics are rules of thumb that make use of problem-specific knowledge to find 

better estimates of the solution cost, when compared against uninformed search strategies such as 

breadth-first search, depth-first search, uniform-cost search and their variants. A-star, commonly 

represented as A* is a heuristic offline search algorithm based on best-first search, where the 

heuristic is an estimate of the remaining path length to reach the goal. This algorithm produces 

optimal path lengths to the goal state if the heuristic function (h(n)) is admissible, i.e. it never 

over estimates the remaining path length. The cost associated with reaching a goal state ‘f’ is 

denoted by𝑓(𝑛),  which is the sum of  the path costs from initial state to intermediate state n 

(denoted by g(n)), and a heuristics estimate of the path cost from the intermediate state n to goal 

the state (denoted by h(n)). This way, f(n) provides an estimate of the least cost path through the 

intermediate state n.  
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In problem domains such as data delivery in WSNs, this A* search can be applied to finding 

paths to the same Sink node, but with different start nodes based on the source LCN containing 

the requested information. This can be mapped to solving a problem repeatedly with the same 

goal state, but different initial states, and in such a situation, it is desirable that the algorithm is 

able to improve its performance over time. This is done by storing the best values of f(n)  at each 

node that is expanded, and making use of the heuristic values from a solved problem instance as 

the minimal value for the next problem instance. This involves learning in real-time, and is an 

on-line version of the A* heuristic search algorithm, called Learning Real-time A* (LRTA*). 

This on-line algorithm is more suitable for finding data delivery paths in WSNs compared to its 

off-line counterpart A*, as neither the sequence of requests, nor the impact of the actions taken in 

response to these requests are known a priori. In addition, the channel conditions and availability 

of network nodes also varies with time, making the network environment a dynamically changing 

one. So, an improvisation of LRTA*, called Learning in Real-Time Search (LRTS) was proposed 

to improve real-time, online routing decisions in WSNs [16]. This algorithm made use of a 

backtracking mechanism controlled by a learning quota, along with a weighted heuristic, to find 

data delivery paths from randomly deployed sensor nodes in a target area to a fixed sink.  

Although LRTS was only an extension of the distance vector routing (DVR) algorithm, the 

authors were able to show that with the heuristic weight and learning mechanism, LRTS was able 

to reduce the total network traffic, and find near-optimal routes faster, and at lower energy 

consumption. However, this was only applied to an application-specific sensor network, and the 

ability of this algorithm to scale to a larger network, with multiple messages targeted to the same 

destination simultaneously through the network, with multi-user access, such as in WSNs 

applications targeted for IoT applications, has not been explored. In addition, the ability to deliver 
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data with different QoI requirements between the same set of source and goal nodes has not been 

explored either, which will often be the case for WSNs operating in the IoT application domain. 

In this work, we explore the use of heuristics to accelerate the convergence of learning algorithms 

in large scale information centric sensor networks for IoT applications, supporting multiple users 

and multiple applications on a common platform. As described in the context of cognitive 

psychology, the heuristics will be used as strategies that ignore a part of the information to make 

decisions faster, and sometimes more accurately compared to more complex methods [25]. We 

experiment with the use of an online version of the A* heuristic search algorithm, which learns 

from the information available in the knowledge base of the cognitive nodes. We call this 

Learning Data Delivery A* (LDDA*) algorithm. The heuristics will be used to make approximate 

decision choices, as opposed to optimal decision choices. The heuristics can help the learning 

algorithm to converge faster, and arrive at general and scalable solutions for identifying the next 

hop path for delivering data towards the sink. We compare this with a Cumulative-Heuristic 

Accelerated Learning (CHAL) technique that accumulates the heuristic values at each state (relay 

and cognitive nodes), and makes use of as much information as possible from observations made 

in the network before making the data delivery path choices. It also uses negative heuristic 

weights to punish poor next-hop node choices, such as revisiting a node along a data delivery 

path. This way, LDDA* and CHAL will differ in the heuristic weights accumulated by the 

learning process. Since learning is typically used to improve the decisions made by reasoning 

engine in cognitive networks, we implement LDDA* and CHAL in a network that uses an 

Analytic Hierarch Process (AHP) based reasoning technique at the cognitive nodes to make data 

delivery decisions. (The details of AHP based data delivery (AHPDD) in CICSNs have been 

described in our previous work [5], and in Appendix I.)  Performance of the heuristically 
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accelerated learning techniques LDDA* and CHAL, are compared against the non-learning 

AHPDD in terms of the QoI observed at the Sink where data is delivered at the end of each 

transmission round. The algorithms will also be compared in terms of the rate of successful data 

delivery and the energy consumed during the data delivery process at the end of network’s 

lifetime.  The knowledge of the deterministic deployment of the RNs and CNs, and the 

knowledge accumulated in the knowledge base (KB) of the cognitive nodes, will be used to 

update the weight of the heuristics during network operation. 

5.4 System Models 

In this section we describe the CICSN network model [26], on which the heuristic search 

algorithm for identifying data delivery paths is implemented. We also briefly describe how 

heuristic functions should be defined.  

5.4.1 CICSN Network model 

The components comprising our CICSN network model are as follows: 

1) Sensor Nodes (SNs): These nodes sense the environment, capture the sensed data, and 

transmit them to relay nodes or local cognitive nodes. They interact with the RNs and LCNs. 

2) Relay Nodes (RNs): forward the data received from SNs to the Sink or neighboring local 

cognitive nodes in response to requests they receive from the cognitive nodes. They interact 

with SNs, LCNs and the Sink. 

3) Local cognitive Nodes (LCNs): Cognitive nodes have elements of cognition, i.e. knowledge 

representation, reasoning, and learning, which help them interpret requests coming from the 

user and respond with data accordingly. They interact with RNs, SNs and the Sink. 
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4) Sink: This is where all the data gathered from the network is delivered. In our model, we 

also assume that the user requests are conveyed to the network through the Sink. A Sink 

enhanced with cognitive capabilities to interpret the traffic type and user requests is called a 

Global Cognitive Node. 

SNs are randomly deployed in the network, and all other nodes are deployed at deterministic 

locations on a two-dimensional grid as shown in Figure 5-2 [26]. 

5.4.2 Heuristic Functions in CICSN 

Three main features that define heuristic functions are as follows: i. Evaluation Criteria, ii. 

Selection Criteria, and iii. Termination Criteria. Each of these criteria must be defined to 

formulate a heuristic function, which can in turn be used to accelerate the learning process. We 

make use of the A-star (also written as A*) algorithm in the CICSN framework, as an example to 

illustrate the use of these criteria. The heuristic function will be used to accelerate the decision 

choice on the next hop RN from a give source LCN, to deliver the data towards the sink. Next-

Figure 5-2: Node deployment in the CICSN. 
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hop nodes are evaluated using two values: g(n), which is the cost to reach an intermediate node n; 

and h(n) is the cost to get to the sink from node n. Using these values, the A* algorithm would 

estimate the cost of the cheapest solution through node n using equation (1). 

𝑔(𝑛) + ℎ(𝑛) ≤  𝑓(𝑛)     (1) 

For the CICSN, let 𝑔(𝑛) represents the cost of reaching a next-hop node from the LCN. It is a 

function of the Quality of Information attributes (latency, reliability and throughput). ℎ(𝑛) is the 

heuristic function, whose value depends on the energy cost and the traffic type. The energy cost 

depends on the estimated energy to reach the sink. The traffic type affects the QoI attribute that is 

prioritized while deciding the path. The heuristic function ℎ(𝑛) can take on different values, as 

long as it satisfies the consistency condition. A heuristic is said to be consistent if the cost of the 

transition from current node n to next node n’ caused by action a, plus the cost of reaching the 

sink node (goal state) from node n’ is less than or equal to the cost of reaching the goal state from 

node n itself. In this work, node n represents an LCN, n’ could be an LCN or RN and the goal 

state is the sink node. Since the heuristic functions can be evaluated only at the cognitive nodes, 

we assume that the current node n is always an LCN where data to be delivered has been 

collected/stored.  

i. Evaluation criteria 

                  g (𝑛) + ℎ(𝑛) ≤  𝑓(𝑛)             (2) 

ii. Selection criteria 

       Chosen RN index = max (g(𝑛) + ℎ(𝑛)) 

iii. Termination criteria 

All one-hop RNs and LCNs to Sink are dead or less than 50% LCNs remain alive in      

the network 
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As observed by Geffner [27], this simple learning will guarantee that the goal is eventually 

reached when the next states are fully or partially observable, and actions have probabilistic 

effects. If this process is restarted many times while preserving the heuristic values in the 

knowledge base of the LCNs, the goal state can be eventually reached optimally, depending on 

the initial heuristic. In the subsequent section, we will describe the heuristics techniques used in 

this work to accelerate the learning process. 

5.5 Learning approaches for the CICSN framework 

In this section, we describe the two learning techniques that have been proposed for the CICSN 

framework, to improve the decision of choosing the best node for forwarding data to the sink. 

Both algorithms make use of heuristics based on the A* algorithm, which has been widely used in 

informed search [12]. We start with describing the LDDA* algorithm, which is a heuristic search 

strategy combined with online learning. This algorithm targets the IoT user-base comprising of 

individual users that directly interface with the underlying network, as shown in Figure 5-1, with 

the goal of having a positive impact on the end-user’s experience with the underlying network. 

LDDA* accelerates the decisions made by the learning process, and ensures good QoI for data 

delivered to the sink. The CHAL technique on the other hand, has been developed for the IoT 

user-base comprised of Data Centers and Government establishments. In these applications, the 

users’ focus is on conserving the network’s energy, so that the network is able to provide data for 

longer. Learning in CHAL involves the accumulation of multiple heuristics based on observations 

made from current network conditions and past decision choices, so as to choose data delivery 

paths that more definitely lead towards the sink, rather than expending energy in exploring new 

paths that may or may not end at the sink. The algorithms for LDDA* and CHAL have been 

described in the following sub-sections. 
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5.5.1 Heuristic search for data delivery paths using the Learning data Delivery A* (LDDA*) 

algorithm 

Data delivery decisions in the CICSN are based on observing the dynamically changing topology 

of the network. Since the learning process might be too slow to respond/converge before further 

changes take place in the network, we choose a heuristic search strategy to aid in making quicker 

decisions. With the help of a model of the original network topology combined with the currently 

observed changes, we make use of a modified version of the A* heuristic algorithm, to identify 

the nodes that can be used for data delivery to the sink. This approach is useful when a problem is 

to be solved repeatedly with the same goal state (sink), but with different initial states (LCNs), as 

we would like the algorithm to improve its performance over time. In the LDDA* algorithm, RNs 

and LCNs are initially assigned heuristic values at the time of deployment based on their 

proximity to the sink. Nodes that lie at 1-hop distance to the sink, have the highest probability of 

successful data delivery to the sink. Hence are given the highest heuristic weight (0.1 in our 

study). Nodes lying further away from the sink are given lower weights (0.05), so that they have 

lesser influence on the heuristic decision making. However, they are not assigned a zero weight, 

because these node will still be able to participate in multi-hop routing in case the nodes with 

direct access to the sink become unavailable due to poor link conditions, network congestion or 

node deaths. Higher the weight of the heuristic, higher will be the chance that the node will be 

chosen for data transmission to the sink. These values remain fixed at each RN and LCN until the 

nodes die, at which time the heuristic values are made ‘0’ as they do not influence the heuristic 

decision anymore. We now describe the steps of the LDDA* heuristic using Algorithm1. The 

function name, inputs and outputs are described in Steps 1-3. Step 5 is used to initialize the 

transmit success variable to ‘0’ during the start of each transmission round, indicating that data 

has not been delivered to the sink.  Once a source LCN is identified in Step 6, all its available 



 

163 

 

one-hop RNs are identified in step 7. If there is at least one RN connected with the source LCN, 

as checked in step 8, then steps 10 – 12 are repeated for each of the available one-hop RNs. First, 

information about the QoI that can be offered on the path from LCN to RN is gathered in step 10. 

This is called g(n). Next, in step 11, a heuristic estimate h(n) of the QoI along the path from the 

RN to the sink is made, which is called as hQoI. In step 12, these two values are summed up as 

f(n) to give the effective QoI (eQoI), which is the QoI on the last hop that the data travels to reach 

the sink during each transmission round. In step 14, the RN that offers the highest value of f(n) is 

chosen as the next hop RN to deliver data from the LCN towards the sink. If the source LCN is 

not connected with any RNs, then steps 16 – 20 are followed to either transmit data directly from 

the LCN to sink when possible, or to another neighboring LCN to keep the data moving towards 

the sink. In case the LCN is disconnected from the network, the knowledge base of all the LCNs 

and RNs are updated to reflect this information and the heuristic value is dropped to ‘0’ for 

disconnected nodes. The next hop neighbor information is updated in the LCNs and RNs in Step 

22 to reflect the latest observations from the network environment for the next transmission 

round. These steps are repeated for each transmission round till the termination criteria described 

in step 25 is reached. This is the condition for detecting the network’s end-of-life, when all one-

hop nodes to the sink are dead or when less than 50% of the cognitive decision making LCNs 

remain alive in the network.  
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Algorithm 1: Learning Data Delivery A* (LDDA*) heuristic algorithm 

 

1. Function LDDA (hQoI) 

2. Input: {hQoI}  //Heuristic estimate of QoI values from each RN to Sink 

3. Output: {RNx} // RN indices chosen by learning function LDDA to deliver data towards sink 

4. Begin 

5. Initialize: Transmit success = 0; //for each RN and LCN at the start of a transmission round 

6. Identify a source LCN as start node for current transmission round 

7. List all the one-hop RN indices from source LCN 

8. If there is at least one RN connected with this LCN 

9. For each one-hop RN index ‘i’ do 

10.    g(ni) QoI (LCN to RNi ) // QoI from LCN to RN 

11.    h(ni) hQoI (RNi  to Sink ) // Heuristic estimate of QoI from RN to Sink 

12.    eQoI =g(ni) + h(ni) // effective QoI from source LCN to Sink 

13. End  

14. Chosen RN index = max(eQoI) 

15. Else //there are no one-hop RNs linked with chosen LCN source 

16. If source LCN is connected with Sink or any other LCN 

17.   transmit from LCN to Sink or to neighbor LCN  

18. Else 

19.   Mark LCN as disconnected from network 

20. End 

21. End 

22. Update next-hop neighbor information in LCNs and RNs  

23. Loop  

24. Termination Criteria: 

25. All one-hop RNs and LCNs to Sink are dead or less than 50% LCNs remain alive in the 

network 

26. End 
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At this time, the network will not be able to respond to the end-user with useful information from 

the network, and hence we call it the network end-of-life.  The heuristic values at the LCNs are 

not accumulated over previous transmission round’s values for any of the connected RNs, so as to 

allow more flexibility in the decision choice made by the LCN in choosing the next hop RN. We 

vary this feature in our next technique, which is the cumulative-heuristic accelerated learning. 

5.5.2 Cumulative-Heuristic accelerated learning (CHAL) 

In this method, heuristics accumulate at RNs over the transmission rounds to influence the choice 

made by LCNs for data delivery to the sink. Three features alter the heuristic weight assigned to 

the RN. They are as follows: (1) Is the RN connected to the Sink? (2) Has the RN not been visited 

previously in the current transmission round? (3) Is the RN connected with more than one LCN? 

For each of these conditions satisfied, the heuristic weight at each RN is incremented by 0.1. The 

only time an RN is assigned a negative weight (- 0.1), is when it is revisited. A variable ‘visited’ 

is used to indicate whether a node has already been visited in the current transmission round. This 

variable is reset to 0 at the start of each transmission round. A visited node is less preferred over a 

node that has not been previously used in the current data transmission round, and the negative 

weights help to avoid loops while choosing data delivery paths to the sink. When a node dies, its 

heuristic weight is reset to ‘0’ and the connectivity updates are propagated in the network as data 

delivery paths are explored. The node connectivity information is updated in the knowledge base 

of the LCNs. In Algorithm 2 describing the Cumulative heuristic accelerated learning (CHAL) 

technique, we highlight the steps involved in updating the heuristic values, and show how the 

decision choice is made at each LCN along the data delivery path. Inputs assigned to the CHAL 

function in Step 2, are the heuristic weights at each LCN and RN, initialized to either 0.1 or 0.05 

based on whether or not the nodes are connected to the sink.  
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Algorithm 2: Cumulative-Heuristic Accelerated Reinforcement Learning Algorithm 

1. Function CHAL (h(RNi), h(LCNj)) 

2. Input: {h(RNi), h(LCNj)}  //Heuristic weight at each RN and LCN assigned at start of simulation 

3. Output: {RNx ,  LCNy} // RNs or LCNs chosen by learning function CHAL to deliver data towards sink 

4. Begin 

5. Initialize: LCN visited = 0; RN visited = 0;  

6. Identify a source LCN as start node for current transmission round 

7. List all the one-hop RN indices from source LCN 

8. If there is at least one RN connected with this LCN 

9. For each one-hop RN index ‘i’ do 

10.    g(ni) QoI (LCN to RNi ) 

11. If RNi is connected with Sink 

12.    h(RNi)= h(RNi)+0.1 

13. End 

14. If RNi is not marked as ‘Visited’ 

15.    h(RNi)= h(RNi)+0.1 

16. Else 

17.       h(RNi)= h(RNi)-0.1 

18. End 

19. If RNi is connected with more than 1 LCNs 

20.    h(RNi)= h(RNi)+0.1 

21. End 

22.    eQoI = g(ni) + h(RNi) // effective QoI from source LCN to Sink 

23. End// end of for loop  

24. Chosen RN index = max(eQoI) 

25. If f(ni)≤ h(LCNi)) 

26.    Transmit through chosen RN 

27. Elseif f(ni)> h(LCNi))or LCN is not connected with RNs 

28.    Transmit from LCN to Sink or neighbor LCN  

29. End // end of if condition starting on line 25 

30. Else 

31.    Mark LCN as disconnected from network 

32. End// end of if condition starting on line 8 

33. Update next-hop neighbor information in LCNs and RNs  

34. Loop 

35. Termination Criteria: 

36. All one-hop RNs and LCNs to Sink are dead or less than 50% LCNs remain alive in the network 

37. End 
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Output of this function is the set of RNs and LCNs chosen along the data delivery path towards 

the sink as indicated in step 3, for each request from the user. The variable ‘visited’ is initialized 

to ‘0’ at the LCNs and RNs at the start of simulation, and is also reset at the start of each 

transmission round, as shown in Step 5. The source LCN for each request is identified in Step 6, 

and the one-hop neighbor RNs of the chosen LCN are identified in step 7. The existence of at 

least one RN connected with the source LCN is checked in Step 8. If this condition is satisfied, 

then for each RN connected with the source LCN, steps 9 to step 23 are repeated. In the loop 

starting from Step 9, the QoI from LCN to RN is stored in g(ni)  in step 10. Then the heuristic 

weight at each RN is calculated based on the three conditions discussed above, and implemented 

in steps 12, 15, 17 and 20. The effective QoI (eQoI) from the source LCN to sink through each 

RN is calculated in Step 22. It is calculated as the sum of g(ni) and h(RNi) for each RN connected 

with the source LCN. Among the RNs for which the heuristic has been calculated, the one with 

the highest eQoI is chosen as the next hop for data transmission from the LCN towards sink in 

Step 24. To ensure admissibility of the chosen heuristic, a check is performed in Step 25 to make 

sure that the cost of transmission through the RN does not exceed the cost of transmission directly 

from LCN to Sink (given by f(ni)). If this condition is satisfied, then the data is transmitted 

through the chosen RN as mentioned in step 26. Otherwise, if the condition is not satisfied or the 

LCN is not connected with any other RN, then the LCN attempts to transmit data through 

neighboring LCNs or directly to the Sink if possible as described by steps 27 and 28. Else, the 

LCN is marked as disconnected from the network in step 31, and this information is updated in 

the LCNs and RNs which communicated with this LCN in step 33. These steps are for each 

transmission round in the simulation till the termination condition in step 36 is reached, which is 
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the network’s end-of-life condition. The network is no longer able to respond to user requests 

with useful information from the network, at the end of the network’s lifetime. 

5.6 Performance Evaluation  

In this section, we evaluate and compare the performance of the algorithms described in this 

section using Matlab simulations. We start with a brief description of the simulation setup and 

network parameters used, and follow it up with the description of the metrics that will be used in 

evaluating the performance of the algorithms. Simulations results and a detailed analysis of the 

results will also be presented in this section. 

5.6.1 Simulation setup, network parameters, and evaluation metrics  

The network is setup as described in Figure. 5-2, with randomly deployed sensor nodes, and fixed 

deployment of relay and cognitive nodes. Simulation parameters are as described in Table 5-I. 

Energy deductions at the LCNs and RNs during data transmission are as represented in Table 5-

II, based on the transmit powers. The transmit power at RNs is fixed at 3 dBm, and it can be 

adapted at the LCNs to improve the probability of successful transmission as described in our 

work [6]. In the simulations, the energy deductions at RNs and LCNs do not include the energy 

consumed during data gathering from sensor nodes at these nodes. We do not deal with the details 

of sensor node scheduling either. Data delivery paths from source LCNs in the network are 

initially established based on AHP analysis of paths along next-hop neighboring RNs. Heuristic 

learning is introduced in this simulation to increase the average success rate of data delivery to 

the sink, irrespective of the randomness with which the requests for different traffic types are 

generated in the network. 
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Table 5-I : Simulation Parameters. 

 

 

 

 

 

 

 

 

 

 

 

 

Table 5-II: Transmit power consumption.  

Ptx (dBm) Cycle life reduction (units) 

3 – 5  2 

5 - 7 3 

7 - 9 4 

≥10 5 

 

Following are the three performance evaluation metrics that will be used to compare the 

performance of the various algorithms described in section 5.5: 

i. Network Lifetime: Number of transmission rounds till all one-hop nodes to GCN/Sink 

node are dead (includes RNs and LCNs), or till more than 50% of cognitive decision 

making LCNs are dead in the network.  

ii. Success Rate (): It is defined as the ratio of the number of times a request was 

successfully responded to (s), with data delivered to the sink, over the total number of 

Parameter Value 

Target area 1050m x 1050m 

Number of nodes SNs:   1500 

RNs:   16 

LCNs: 8 

Transmit power SN:   <3dB 

RN:   3dB 

LCN: {3dB, 5dB, 

7dB} 

Communication Range SN:    175m 

RN:    250m 

LCN:  350m 

GCN:  500m 

Application payload size 121Bytes 

Per node offered load 0-1400 bits per second 
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transmission rounds during the network’s lifetime (), expressed as a percentage.  In 

other words, it is the ratio of the number of successful transmissions to the sink over the 

total number of transmission rounds during the network’s lifetime. This is represented by 

Equation 3 as follows:  

𝜌 =
𝑠

𝑇
∗ 100     (3) 

iii. Failure Rate (): It is defined as the ratio of the number of failed transmissions to the sink 

(f) due to non-availability of suitable paths towards the sink or the non-availability of 

LCNs in the region from where information has been requested, over the total number of 

transmission rounds during the network’s lifetime (), expressed as a percentage. In other 

words, it is the ratio of the number of failed transmissions to the sink over the total 

number of transmission rounds during the network’s lifetime. This is represented by 

Equation 4 as follows: 

∅ =
𝑓

𝑇
∗ 100      (4) 

iv. eQoI: effective-QoI or eQoI is the heuristics estimate of the QoI associated with data 

delivered to the sink at the end of successful transmission round. It is not the cumulative 

value of the QoI measured hop-over-hop from the source LCN to the sink, but a heuristic 

estimate of the value of the QoI at the last hop that delivered the information to the sink.  

v. Hopcount: Number of hops over which data is carried, starting from the source LCN till 

data is delivered to the sink, or till transmission is abandoned for the current transmission 

round as no paths can be found to the sink. These hops include both RNs and LCNs. 

vi. Remaining Energy: This metric represents the battery level at the end of network lifetime 

in the LCNs and RNs. 
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5.6.2 Simulation Results and analysis 

Simulation results for the four techniques described in the methodology section (IV) are 

summarized in Table 5-III. 

Table 5-III: Summary of Simulation Results. 

Method Lifetime 

 

(rounds) 

Average 

Success Rate 

Average Failure 

rate 

Best-Case Success 

Rate 

Worst-Case Failure 

Rate 

AHPDD 78 63 37 79 52 

RL 106 47 53 68 63 

CHAL 59 84 16 90 19 

LDDA* 56 88 12 92 22 

 

Results from the simulation using AHP analysis (AHPDD) suggests that during an average 

lifetime of 78 transmission rounds, the average success rate is 63%, and the average failure rate is 

37%. However, during the worst case, transmissions can fail for over 50% of the requests, as 

suggested by the worst case failure rate.  

Heuristic values were accumulated at nodes that delivered data to the sink, and nodes that were 

re-visited were penalized to modify the decisions made by the AHP analysis. It was found that the 

average success rate had dropped to 47%, and the worst case failure rate had increased to over 

60%. This decrease in success rate is attributed to the performance deterioration of the learning 

algorithm as simulation progresses, due to node deaths and the resulting poor network 

connectivity. The network degradation leaves fewer network nodes available to the learning 

algorithm to support exploration of the environment. Loss of network nodes (RNs and LCNs) 

leads to accumulation of more penalties than rewards as nodes get re-visited, without being able 

to deliver data to the sink. But the requests continue to be sent out to the network till end of the 

network lifetime, i.e., when either all one-hop neighbors of the sink are dead or all LCNs are 
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dead. This leads to an increase in the number of failed transmissions compared to total number of 

requests accepted by the network, thus causing the average success rate to decrease. With the 

cumulative-heuristic accelerated learning (CHAL), it was found that the average success rate 

increased to 84%, and the worst-case failure rate was as low as 19%. The best case success rate 

was 90%, which was only 6% off from the average success rate. This shows that the heuristics 

performed consistently well under various traffic loads and request arrival patterns. The 

performance of CHAL was matched very closely by the LDDA* heuristic search algorithm, 

which provided an 88% data delivery success rate, but a slightly higher failure rate of 22% in the 

worst-case scenario when compared with CHAL. Figure 5-3 to Figure 5-6 provide a visual 

representation of the relative performance of the four techniques described in the methodology 

section. 

For a CICSN deployed in a smart environment, the success of the network is evaluated based on 

the number of times the network is able respond successfully to the end-user’s request. Although 

it is desirable to improve the network’s longevity, longer network lifetimes are not a good 

indicator of the ability of the network to support better data delivery success rates.  Figure 5-3 

shows a comparison of the network lifetimes achievable with the four different techniques, and 

Figure 5-4 shows a comparison of their average success and failure rates. We observe that RL 

offers the best network lifetime, but its success rate is poor. The two other techniques LDDA* 

and CHAL that have lower network lifetimes of about 60 transmission rounds, perform very well 

in terms of the average success rates of data delivery, with over 80% success rate, while keeping 

the failure rates below 20%. LDDA* provides slightly higher average and maximum success 

rates, compared with CHAL. It is a simple, yet effective heuristic that is able to make good 

approximations about the best paths along which data can be successfully delivered to the sink. 
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 Together, Figures 5-3 and 5-4 represent the successful data delivery rate versus lifetime tradeoff 

in the network. Although there is a 50% decrease in lifetime, LDDA* and CHAL provide over 

50% improvement in success rate of data delivery compared with the other two techniques. The 

Figure 5-3: Comparison of Network lifetimes. 

Figure 5-4: Comparison of Average Success and Failure Rate. 
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extra energy consumption goes towards ensuring guaranteed data delivery, while satisfying user’s 

QoI needs for each request. 

Considering the fact that these techniques are being developed for use in an IoT environment, it is 

desirable to improve the success rate of data delivery to improve the user’s experience of 

interaction with the network. Being more sure of getting a response back from the network for 

each of the queries sent out, improves the levels of satisfaction of the user’s interaction with the 

network. As for the network lifetime, energy harvesting techniques or wire-line powered 

communications can be used at the network nodes when possible to increase the network’s 

longevity. Figure 5-5 and Figure 5-6 compare the average, minimum and maximum values of 

success rates and failure rates respectively, for all the four techniques. We see that the LDDA* 

heuristic has the highest average success rate of 88%, and its worst-case failure rate is only 3% 

more than CHAL. Since it is more desirable to have a higher success rate in smart IoT 

applications, we further compare the performance of LDDA* and CHAL techniques in terms of 

their effective QoI (eQoI) as observed at the Sink to identify the best heuristic of the two. 

Figure 5-7 shows the result of the comparison of the eQoI values for LDDA*, and CHAL, with 

AHPDD, which doesn’t use any form of learning at the LCNs. In general, we observe that using 

some form of learning at the LCNs improves the eQoI of the data delivered to the Sink. Of the 

learning techniques, we observe that LDDA* performs the best in terms of consistently delivering 

data with higher eQoI at the sink, even towards the end of the network’s lifetime. Now, this eQoI 

is the hop-over-hop value of QoI associated with the data delivered to the sink with respect to 

latency, reliability and throughput. Apart from the hop-over-hop latency, the cumulative delay in 

receiving a response from the network for a request is reflected by the number of hops taken 

along the path from source to sink. 
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Figure 5-5: Comparison of Failure Rate. 

Figure 5-6: Comparison of Success rates. 
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Keeping this in view, we compare the hop count over the network lifetime for LDDA*, CHAL, 

and AHPDD, and the results are as shown in Figure 5-8. The observation made from the 

compared techniques is the spike in hop count seen towards the end of the network’s lifetime. 

This is because more number of nodes are lost due to node deaths as the simulations progress, 

making it increasingly difficult for the remaining alive nodes to find paths to deliver data to the 

sink. This search for alternate paths leads to an increase in the hop count. However, one of the 

marked differences between LDDA* and CHAL is that CHAL has a constant hop-count of 2 till 

about 30 transmission rounds. This is because it starts out with exploiting its knowledge of paths 

through RNs that are one-hop away from the sink. But LDDA* starts with exploring paths and 

eventually learns the network connections that helps to reduce the worst case hop-count towards 

the end of the network’s lifetime. This difference in strategies accounts for the slightly lower 

network lifetime of LDDA* (as observed from Figure 5-3) when compared with CHAL, due to 

higher energy consumed in exploring the paths. However, when averaged over the entire network 

lifetime, LDDA* is on average, 2 hops more expensive than CHAL, which it compensates very 

well with its higher average rate of successful data delivery and eQoI at the sink. The eQoI values 

and hop counts for Figures 5-7 and 5-8 have been taken from simulations for which the average 

success rate and network lifetime lie close to average values as reported in Table 5-II for each of 

the compared algorithms. 
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Figure 5-7: Comparison of hop counts in delivering data from source to sink. 

Figure 5-8: Comparison of eQoI as observed at the Sink over the network lifetime.  
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Figure 5-9 compares the remaining energy at the LCNs and RNs for LDDA*, AHPDD, and 

CHAL at the end of the network lifetime. The dotted-lines are the linear trend lines for each of 

the compared techniques. They show an increasing trend for the remaining energy at the RNs and 

LCNs, as the distance from the sink increases, for all the compared techniques. This is because 

the one-hop neighbors of the sink are the nodes that get most frequently used in delivering data to 

the sink, and the nodes at the edge and corners of the network do not participate in data delivery 

towards the sink, as much as the nodes lying closer to the sink do. They mainly aid in gathering 

data from sensor nodes lying in those regions. On inspecting the differences in the trend lines, we 

observe that the trend line for CHAL lies above those for LDDA* and AHPDD, indicating that it 

has higher remaining energy at its nodes at the end of the simulation. So, CHAL may be 

considered more energy efficient compared to the other techniques. LDDA* has the next highest 

average amount of remaining energy at the end of simulations. LDDA*’s higher energy 

consumption may be attributed to its higher hop count compared to CHAL during the first half of 

the network’s lifetime. Thus, we can conclude that of the two proposed techniques, LDDA* is 

capable of delivering data to the sink with a higher average success rate, with better eQoI, 

whereas CHAL is the more energy efficient technique. Either of these techniques may be used for 

data delivery in the CICSN for IoT applications, based on the application and end-user 

requirements on the eQoI, rate of successful data delivery, energy efficiency and cumulative 

delay from source to sink.  
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5.7 Conclusions 

In this paper, we studied the use of heuristically accelerated learning techniques in improving the 

data delivery success rate of cognitive information centric sensor networks. We examined the 

performance in terms of impact on the network lifetime, average success and failure rates, and the 

energy consumption at the relay and cognitive nodes, and the QoI at the sink. We found that 

heuristics, when chosen correctly, can be simple, yet effective in achieving user-defined goals. 

The LDDA* heuristic was able to provide a 40% improvement in average data delivery success 

rate, when compared with the CICSN that used only AHP based reasoning and knowledge 

representation as its cognitive elements.  The CHAL algorithm performed equally well in terms 

of the data delivery success rate, but, performed slightly better than LDDA* in terms of the 

energy consumed during the data delivery process, as reflected by the higher remaining energy at 

Figure 5-9: Remaining Battery Level at RNs and LCNs with Trend lines. 
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the end of the network lifetime. On the other hand, the LDDA* algorithm is a better choice when 

the application requires a higher eQoI at the sink, and higher best case success rate.  

However, the tradeoff in using the heuristic learning techniques was a 28% reduction in the 

network lifetime, when compared with the non-learning CICSN that used AHPDD for data 

delivery. But this reduced lifetime was a more accurate estimate of the duration for which the 

CICSN could respond to end users requests, and deliver data for over 85% of the requests.  

 An interesting extension of this work is to consider the impact of change in density ratio of the 

RNs and LCNs around the sink, on the QoI delivered at the sink. As observed from the remaining 

battery level of the RNs’ at the end of simulations, the nodes at the corners and edges of the 

network are most often not actively involved in data delivery. Changing the initial allocation of 

the energy at these nodes or considering a different deployment plan and re-evaluating the impact 

of the learning on the network lifetime and success rate will be interesting future work. In 

addition, it will be interesting to test these strategies on a simulator that supports sensor network 

simulations, and even on a hardware test bed. 
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Chapter 6 

Conclusions and Future Directions  

Smart City environments have emerged as one of the most promising applications of the Internet 

of Things era because of their human centric nature and ability to impact almost every activity in 

everyday life. Research in the IoT domain has spanned across a lot of areas including the future 

internet, object identification using RFID and Sensor networks, and various artificial intelligent 

techniques to improve the network performance and end-user experience. In contributing towards 

making the network more responsive towards user requirements, in this thesis, we proposed and 

evaluated the use of a cognitive information centric sensor network for large-scale IoT 

applications in smart cities.  

6.1 Summary 

We started the work in this thesis with hardware based experiments to explore the use of 

intelligent decision making in sensor networks; the results of which were discussed in Chapter 2. 

From the experimental results of the case study, we arrived at the conclusion that the ZigBee 

stack is capable of supporting intelligent behavior.  We also suggested that it would be useful to 

develop a generic knowledge-based cognitive framework that can be applied to any sensor 

application platform, wherein the network decisions are based on learning and reasoning, and on 

information shared among the network nodes from the observations made. From there on, we 

focused on developing the cognitive techniques for sensor networks in the IoT application space; 

with applications in smart outdoor environments, such as smart cities and smart environment 

monitoring.  
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In Chapter 3 we proposed a Cognitive Information Centric Sensor Network (CICSN) architecture 

for introducing cognition in information centric sensor networks using cognitive nodes deployed 

at specific locations in the network.  These cognitive nodes implemented the features of the 

OADA feedback loop and implemented knowledge representation, reasoning and learning as the 

elements of cognition. A cost comparison between relay and cognitive nodes showed that 

cognitive nodes were more expensive. Hence a 2-dimensional grid based deployment plan was 

proposed for the CICSN to control the number of relay nodes (RNs) and cognitive nodes (CNs) 

used, and to keep the number of CNs lower than the number of RNs in the network. The CNs 

were the decision makers in the network and RNs were used for forwarding the data. The sensor 

nodes were assumed to be uniformly, randomly deployed throughout the target area. The 

separation distance between the RNs and CNs was planned based on the probability of successful 

data reception at each node for a given transmit power and communication range. A Matlab 

simulation model for the IEEE 802.15.4 PHY and MAC was also used to evaluate the impact of 

varying load and number of active neighboring nodes on the network’s performance in terms of 

latency, node reliability and instantaneous throughput. 

In Chapter 4, we presented the details of the COGNICENSE framework, and elaborated on the 

reasoning and knowledge representation techniques used at the cognitive nodes. Knowledge was 

represented using attribute-value pairs, and Analytic Hierarchy Process (AHP) was used as the 

reasoning element of cognition to help with Quality of Information (QoI) aware decision making 

during data delivery. We showed how the CNs put these elements of cognition to use, by 

identifying data delivery paths to the sink from any source LCN in the CICSN. Latency, 

reliability and throughput were the attributes used to identify the QoI associated with data that 
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was delivered to the end-user. User-set priorities assigned to these QoI attributes influenced the 

classification of traffic flows, and the choice of the data delivery paths. 

From extensive simulations, we found that by restricting the number of nodes scheduled for 

simultaneous transmission to about 10, and the per node offered load to about 500bit/s, QoI 

attribute values could be maintained at acceptable values along each hop of the data delivery path. 

We also compared the AHP based QoI-aware data delivery strategy (AHPDD) with two other 

routing strategies used in traditional data-centric sensor networks, namely, highest remaining 

battery based data delivery (HRBDD), and multipath data delivery (MDD). From simulations, we 

found that the network was able to deliver data successfully to the GCN more often with the 

AHPDD technique, when compared with the other two techniques. In addition, the network 

performed well in responding to varying traffic types and changing network topology, thus 

establishing the suitability of the COGNICENSE framework for information centric sensor 

networks in smart environment applications of the IoT. 

In chapter 5, we elaborated on the learning techniques that could be used with AHP-based 

reasoning to improve the cognitive decision making capabilities at the local cognitive nodes of 

the ICSN, operating in an IoT application environment. The challenge was to adapt the learning 

to (1) respond to the changing user requirements/requests from multiple users with good QoI on 

the data delivered by the network, and (2) to consider the energy consumption in the network 

while catering to the QoI requirements, and maintain a high average rate of successful data 

delivery to the sink while doing so. To address these challenges, we proposed two learning 

techniques, namely, Learning Data Delivery A* (LDDA*) and Cumulative-Heuristic Accelerated 

Learning (CHAL) that used heuristics to improve the success rate of data delivered to the sink in 

the cognitive ICSN. LDDA* was able to deliver data with good QoI at the sink, while CHAL was 
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the more energy considerate technique, and both these learning strategies had comparable 

performance with respect to the success rate of data delivered to the sink. 

Thus a new architecture for introducing cognition in wireless sensor networks, making use of an 

information centric approach was proposed and evaluated in this thesis. A considerable 

improvement was seen in the success rate of data delivered by the network to its sink, and this 

architecture can be used for different IoT applications, and supports multiple users 

simultaneously. 

6.2 Future Directions 

With the research done in this thesis, WSNs will be able to provide better infrastructure support 

for the Smarter Planet / Smart City initiatives across the globe. Not only this, several future 

research directions and open issues can also be derived from the work done in this thesis thus far.  

We outline some of these directions in the following section. 

1. Exploiting the Caching capabilities of the cognitive nodes: 

One of the aspects of the information centric capabilities in the COGNICENSE framework, is its 

ability to cache information in cognitive nodes and use it collaboratively for information sharing 

across the network. While we acknowledged the advantage such caching would offer in a 

network with mobility-enabled nodes, we did not delve deeply into this topic. Thus, exploring the 

role of caching in information access and data delivery, and the study of cache replacement 

techniques that suit the cognitive nodes in the ICSN environment will be an interesting direction 

to explore from this work. In Appendix II we briefly describe the work we have initiated in this 

direction, called Value of Sensed Information (VoSI) based cache replacement.  
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2. Mobility enabled sensor and cognitive nodes: 

 Effect of node mobility on the QoI delivered by the system, and its impact on the networks 

adaptability and longevity can be evaluated. While the CICSN architecture proposed here helps to 

overcome the limitations of the cross-layer design, we mostly dealt with a static environment. The 

impact of sensor and cognitive node mobility, and the network dynamics that it would introduce, 

along with the impact of node deaths, have not been explored in depth.  Dynamicity is an 

important consideration in WSN protocols, and including it in optimization problem models is 

another challenge that can be addressed. 

3. Enhancing the sensor network gateway for better knowledge representation:  

In terms of enhancing the GCNs ability to support diverse application platforms, this work could 

be enhanced to develop application or domain specific ontologies for better knowledge 

representation at a higher level. The creation of such domain ontologies contributes towards the 

development of an enterprise architecture framework that can be applied to different application 

domains using the same underlying cognitive sensor network platform. 

4. Integration of CICSNs with next generation wireless network infrastructure:  

More functions could be incorporated at the GCN to integrate it with the Next Generation 

Network (NGN) constituted of cognitive radio enable nodes, working in cognitive network setup. 

The expansion of the GCN functions to a cognitive gateway node can be considered. The 

cognitive gateway node would then be able to take requests directly from different wireless users 

such as cell phone users, wireless access points and base stations, thus making the CICSN 

platform more accessible to end-users. 
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5. Cognition in the future internet – ICNs:   

The idea of cognition (cognitive elements) can be used in the intermediate routers of the future 

internet to provide on-demand content to users quickly. Data need not be requested from specific 

hosts, nor has to travel end-to-end in the network. Instead, it can be cached at the network’s edge. 

Cognitive routers could be used to understand the user request patterns and manage the cache 

content intelligently. 

6. Connectivity and Communication between cognitive nodes: 

a. We can develop an optimal learning policy that will identify from a set of CNs with 

heterogeneous capabilities, the minimum cover set required to maintain network connectivity 

while minimizing the number of CNs used. The minimum cover set approach with optimal 

learning can be used to find the minimum number of sensor nodes that should be connect to the 

CNs, to minimize energy consumption while maintaining accuracy of information. 

b. CNs can communicate amongst themselves and share their data bases to act altruistically 

towards a common network goal. This information sharing can improve what the network learns 

from feedback and observation, and can make better decisions for network resource 

management and data delivery. 

7. Flexibility of the COGNICENSE framework in choosing QoI attributes: 

The advantage of using AHP analysis was that the technique could be applied to any measurable 

QoI attribute(s) in the WSN, thus making the COGNICENSE framework adaptable to any IoT 

application. The priorities assigned to the QoI attributes could also be varied to influence the 

classification of traffic flows, and the choice of the data delivery paths. 
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8. Security and Privacy issues in the IoT framework: 

Data security and privacy are key areas to be addressed to encourage the widespread adoption of 

IoT applications and technologies, especially in large-scale deployments such as Smart Cities. In 

early IoT deployments, security solutions have not been incorporated in a planned way. The 

enabling technologies of RFID and sensor networks were simply integrated vertically with the 

internet infrastructure, without considering the security and privacy issues at the time of data 

gathering and delivery. These security considerations span not only along the data management, 

application and service levels, but also at the communication and networking level, and are 

important areas to consider for future research.  
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Appendix I 

AHP Analysis  

The Analytic Hierarchy Process (AHP) used for implementing the reasoning element of cognition 

at the Cognitive Nodes (CNs) was briefly described in Section 4.5.4 of Chapter 4. Here we 

provide additional material to explain the details of this technique, as applied to the context of 

identifying the best next-hop Relay Nodes (RNs) along the data delivery path to the network’s 

sink. At each hop along the identified data delivery path, the nodes chosen are expected to satisfy 

the user’s requirements in terms of the QoI attribute priorities. Latency, reliability, and 

throughput are the considered QoI attributes, and their values are measured at the PHY and MAC 

layers of the participating network nodes. Their definitions are as explained in section 4.4.1.  

Some parts of the presented material here may overlap with the material in section 4.5.4, as it 

helps to maintain the context. 

The first step in AHP analysis is to use the fundamental scale for pairwise comparison shown in 

Table I to set application-defined priorities for the QoI attributes. Intermediate values such as 2, 

4, 6, and 8, or equal values may also be assigned to QoI attributes to represent that they lie very 

close to each other in terms of importance. Relative priorities of the QoI attributes are then 

established using the pair-wise comparison scale, and tabulated as shown in Table II. 

Table I: Fundamental scale for pairwise comparisons. 

Intensity 1 3 5 7 9 

Relative 

importance 

Equal Moderate Strong Very Strong Extreme 
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Table II: Pair-wise comparison of QoI attributes. 

Latency  4 Reliability 1 

Latency  6 Throughput 1 

Reliability 3 Throughput 1 

 

The AHP analysis is then used to establish the relative priorities of QoI attributes for the values in 

Table II using the following steps: 

 Represent the values of Table IV in matrix form  

A  =  

13/16/1

314/1

641

    (1) 

 Compute the eigen vector v of the matrix A  

 Isolate the absolute, real values of the eigen vector v as q 

 𝐪 = |𝑅𝑒 (𝐯)|    (2) 

 Compute the normalized values of q and tabulate them as the values of the Relative 

Priorities of the attributes as shown in the last column of Table III 

Table III: Results of AHP analysis for QoI the attributes.  

 Latency Reliability Throughput Relative Priorities  

Latency 1 4 6 0.691 

Reliability ¼ 1 3 0.2176 

Throughput 1/6 1/3 1 0.0914 

 

Table IV is then populated with actual values of Latency, Reliability and Instantaneous 

throughput observed at each of the next-hop RNs connected with a source LCN. The RNs are 

then pair-wise compared with respect to each of the QoI attributes and the priority values ‘P’ are 
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obtained by calculating the eigen vector of the matrix and normalizing it. Thus, priorities for each 

QoI attribute that the RNs offer is obtained. Sample values from actual simulations (based on the 

simulation setup used in Chapter 4) have been used in Table IV. The simulations assume that a 

minimum of 2 and maximum of 8 nodes are assumed to be transmitting simultaneously to a given 

LCN at a time. The application load ranges from 0-127Bytes, the frame arrival rate  is about 

1000bits/s per node, and the data rate is19.2Kbps. 

Table IV: Table for the LCN alternatives v/s actual values of each QoI Atribute. 

 Latency Reliability Throughput 

RNi (121B, 8nodes) 0.083 0.8 0.135 

RNj (121B, 5 nodes) 0.066 0.98 0.148 

RNk (100B, 3nodes) 0.054 1 0.155 

 

Values in Table IV can also be obtained for a different system size, application payload, frame 

arrival rate and number of stations trying to simultaneously transmit information. The values for 

throughput have been uniformly scaled down for this analysis. Table V is derived by using pair-

wise comparisons of the alternatives against each criterion from Table IV as part of the AHP 

analysis. 

Table V: AHP for the LCN alternatives v/s each QoI Attribute. 

 Latency Reliability Throughput 

RNi RNj RNk P RNi RNj RNk P RNi RNj RNk P 

RNi 
1 1.257 1.537 0.408 1 0.816 0.8 0.287 1 0.912 0.87 0.308 

RNj 
0.795 1 1.222 0.325 1.225 1 0.98 0.352 1.09 1 0.954 0.337 

RNk 
0.65 0.818 1 0.266 1.25 1.02 1 0.359 1.148 1.047 1 0.354 
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The values obtained in Table V are further processed to obtain the overall attribute priorities for 

all possible next-hop RNs, as shown in Table VII. To obtain these values, we run the AHP 

analysis to calculate the actual value of priorities v/s goal as shown in Table VI. The results in 

Table VII suggests that RNi chosen as next hop performs best with respect to all three QoI 

attributes, thus providing the next hop RN for delivering the data. But if we wanted to consider 

only one of the QoI attributes, then a column-wise comparison for each attribute will provide the 

desired information.  

Table VI: AHP to evaluate actual value of QoI Attributes v/s Goal. 

Actual value: QoI v/s goal Latency Reliability Throughput Actual value of priorities 

Latency 1 9.638 1.626 0.6174 

Reliability 0.067 1 0.151 0.0535 

Throughput 0.348 6.451 1 0.3291 

 

Table VII: AHP to evaluate the overall priorities for all possible next-hop LCNs. 

Best candidate for  

next hop LCNx 

Priority with respect to 

Latency Reliability Throughput Goal 

LCNi 0.252 0.015 0.101 0.375 

LCNj 0.2 0.018 0.11 0.329 

LCNk 0.164 0.019 0.116 0.296 

 

However, if we want to consume as less node resources as possible (compute and memory in this 

case), we can just make use of the information already available from Table V, which points 

towards the same information as obtained from Table VII. These computations can be initially 

carried out for each next-hop node decision in the data-delivery path. This technique helps to 

build the learning database at each LCN about its next-hop neighbors, and the priorities each of 
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them offers with respect to the QoI attributes. This information can be stored and used for 

planning future rounds of data-delivery for application traffic that may need to choose a different 

next hop for the same source LCN, based on the expected values of attribute priorities at the 

GCN. Thus we can see that this AHP process helps in adaptive multi-criteria decision making 

during data-delivery, in considering the desired attribute priorities for each application-traffic 

type. 

In Chapter 4, Algorithm 1 described the use of the AHP analysis in the LCNs of the CICSN. This 

AHP analysis is run on LCNs as per the directive of the GCN, as long as there are over 50% of 

the LCNs remaining alive in the network. Although the LCNs do not have global knowledge of 

the network, the GCN is aware of the network status, and is capable of instructing the LCNs 

about when they should run this cognitive reasoning mechanism to identify data delivery paths. 

Once the number of LCNs falls to less than 50% of the originally deployed number, or the 

network is found to be disconnected by the GCN, then the GCN instructs the LCNs in its next 

broadcast that AHP analysis should not be run at the LCNs. This way, LCNs and GCN interact to 

co-ordinate the delivery of user-requested data by implementing AHP analysis as the reasoning 

mechanism. 
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Appendix II 

A Value of Sensed Information Based Cache Replacement Strategy 

1. Introduction 

Cognitive nodes are used as data caches to save energy for the network and make data readily 

available to the user. We propose the use of a Value of Sensed Information (VoSI) based cache 

replacement strategy to retain the most valuable information in the cache for longer. Three 

parameters, namely, age of data based on periodic request, popularity of on-demand requests, and 

the duration for which the sensor node is required to operate in active mode to capture the sensed 

readings, are considered together to assign a value to the data. A least valuable information first 

approach is used to identify the least valuable sensed data, which can be replaced first in the 

cache of cognitive nodes to maintain availability of useful data for longer. This strategy for 

replacement of cached data helps to improve data availability in the network as shown by the 

initial simulation results. 

2. Value of Sensed Information based Cache Replacement Policy 

For cache replacement in CICSNs, we need to ensure that we choose data appropriately for 

storage based on the following criteria: Firstly, data that takes longer to sense should be stored for 

longer to conserve the sensor node’s energy. Secondly, data storage must be a function of the 

periodicity of the requests based on the traffic type. This will help to store data till fresher data is 

available, and in servicing requests for different traffic types in a timely manner. Lastly, value of 

the data based on its age, i.e. if temperature in a region has changed considerably from the last 

time it was sensed, then the cached information is stale and does not provide correct information.  
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Hence the freshness of data is also an important criteria when servicing requests for data on 

demand. Since these criteria are known and fixed, the cache replacement plan can be programmed 

into the LCN. We propose a Value of Sensed Information (VoSI) based cache replacement 

strategy for the LCNs in an ICSN, which follows closely on the lines of the work by Al-Turjman 

et al*1, with changes and adaptations for the CICSN model.  

2.1 Delay model 

Different sensors have different durations for which they need to be exposed to the 

environment, so that they can capture the sensed readings accurately. This affects the duration of 

the on-time of the sensor node, which in turn affects the lifetime of the sensor node. In order to 

prolong the lifetime of the sensor node, it is useful to store the sensed data for longer when the 

delay involved in acquiring the reading is more. This is called the sensing delay. In addition, if 

data has to be propagated from sensor nodes to LCNs every time data is requested, it would add 

to the propagation delay of the data, especially if the sensor nodes are located far away from the 

Sink. Thus the delay components we consider are the sensing delay δ and the propagation delay τ. 

We also limit the number of hops (n) within which the data has to be delivered to the sink to 6, so 

as to avoid unnecessary wastage of energy by involving multiple nodes in the data transmission. 

Accordingly, the constraints on τ and δ are given by Equations 1 and 2 respectively. 

,n  for  n<6     (1) 

),..,,max( 321 kdddd      (2) 

 

*1 F. M. Al-Turjman, A. E. Al-Fagih, H. Hassanein, “ A Value based cache replacement approach for information 

centric networks”, IEEE WLN ,13th Annual Workshop on Wireless Local Networks, 2013. 
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k is the total number of sensors available on board the sensor node, and di represents the fixed 

sensing delay value of the sensor type i. 

Thus the sensing delay is a function of the maximum delay from among the sensor types that 

have been activated to provide fresh data. Putting these two delays together, the total delay () 

involved in delivering freshly sensed data to the sink is a combination of the sensing and 

propagation delay, given by Equation 3. 

       (3) 

2.2 Age model 

Our age model makes use of the following two conditions to decide what content should be 

dropped from the cache. The first is the based on the periodicity of the periodic request (Type1 

traffic), and second, when the node’s cache is full. We make use of the periodicity of the periodic 

request, because freshly sensed data has to be provided at the start of each periodic request cycle.  

Thus, when the cache is full at the end of one periodic request cycle, old data can be discarded 

from the cache. Thus the age of a sensed attribute-value pair is represented by its time-to-live 

(TTL) which is based on the periodicity of the request of each application type. This value is 

provided to the LCN by the GCN/Sink. Since we are not considering the use of historic data, our 

model implies that cached contents may be refreshed after every periodic time interval, as long as 

the data is being transmitted to the sink at the end of each cycle.  

periodicSI TTTL      (4) 

Equation (4) represents that the TTL of the Sensed Information (SI) represented as attribute-value 

pair, is directly dependent on the periodicity of a request in Type1 traffic flow. In case the 

application requires that the periodic data is stored for a prolonged duration of time, for example 
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24hours, before making a single transmission to the sink, then the cache retention period becomes 

a function of the transmission cycle’s periodicity. 

2.3 Popularity of On-demand Requests  

Traffic flow generated in response to on-demand requests have been classified as Type 2 

traffic. More number of users may be interested in a particular type of sensed data, or a specific 

sensed data may be requested more number of times by one or more users. Such sensor data is 

said to be popular, and can be retained for longer in the LCN’s cache. Thus the popularity of the 

sensed attribute-value pair is given by equation (5) 

totalSISI qqPopularity Re/Re     (5) 

Where SIqRe  is the total number of requests for an attribute-value pair received at an LCN, and 

totalqRe  is the total number of requests received by that LCN, within a particular operational 

cycle. 

In addition, when sensor nodes start to die out in the network, LCNs should store the data for 

longer to maintain their availability. When the primary LCN storing such data itself starts to die 

out, storing the data in neighboring LCNs provides extra storage guarantees and ensure 

availability of data in the network for longer. This storage requirement based on non-availability 

of alive sensor nodes, is managed by the planning algorithm for data delivery based on the traffic 

flow in the network, and remaining energy at LCNs. Based on these models, we formulate the 

VoSI based cache replacement function in Equation 6 as follows: 

SISISI PopularityTTLVoI ***      (6) 

Here α, β, and γ are the tuning parameters that are specified based on the traffic type and the user 

requests. 
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3. Performance Evaluation 

In this section, we provide initial performance evaluation results for the VoSI based cache 

replacement technique, which we have compared with first-in-first-out (FIFO) and least-recently-

used (LRU) techniques using ADEVS, a discrete event simulator. We make use of the Cache Hit 

Ratio to compare the performance of the different cache replacement strategies. Cache hit ratio is 

defined as the ratio of the number of times requested data was found in the cache divided by the 

total number of times data was requested from the cache. Simulation results are compared for 

VoSI, LRU and FIFO replacement techniques.  

3.1 Simulation results 

The VoSI based replacement technique provide a slightly better hit ratio for different cache sizes, 

when compared to the other two techniques. These simulations were run at a cache sizes ranging 

from 10 to 100, and the simulations end after serving 1000 packet requests. There are 100 

different requests from which the packet requests are randomly generated. 

 

Figure 1: Plot of cache hit ratio versus cache size for VoSI, FIFO and LRU. 
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The advantage offered by the VoSI based cache replacement technique is that it can replace data 

based on the user-requirements and VoI of data. Other cache replacement techniques are only 

worried about the match of the data request packet numbers, irrespective of the age of data or its 

popularity or the delay involved in sensing and transmitting it to the Sink. But with VoSI based 

technique, factors like age of data, popularity and VoSI are also considered during replacement. 

Older data is replaced by fresher one. Unlike other techniques that look only for a number match 

irrespective of its age. Based on this, we suggest the use of 2-levels of caches, one at the CN, and 

one at RN. At CN we could use Value of Information (VoSI) based cache replacement strategy, 

and at RN, any of FIFO or LRU to make the computation less complex. Size of 1st level cache 

and 2nd level cache can be 100, as seen from Figure 1. The performance gains do not increase 

much when the cache size is increased beyond 100, when there are only100 different types of 

requests considered. Since the decision making is only at CNs, implementing the VoSI based 

cache replacement strategy at CNs can help the network save more resources if a cache hit is 

found at the first level of cache.  

4. Conclusions 

The VoSI based technique is suitable for use in CICSNs which use named data association for the 

sensed data, and are expected to support node mobility in the future. We can expect that the users 

are more satisfied with the response received from the LCNs, as they retain information in their 

cache based on both data popularity and various parameters that affect gathering sensed 

information and the energy involved in doing so, as the network scales up to larger sizes. Further, 

the VoSI cache replacement strategy will help in graceful degradation of the network, as cached 

data can be provided from LCNs even after sensor node deaths. However, this work requires 
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further extensive simulations to evaluate the impact of varying network loads and inter-LCN 

communication on the effectiveness of the cache replacement strategy.  

 


