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Information Security

Why? 

Information Security has become a significant concern for the 

reputation of our institution due to increasing threats. We must 

therefore make special efforts to:

 protect Queen’s administrative, teaching, research, and 

personal and confidential systems and information;

 enable Queen’s staff, faculty, students and researchers to 

perform their computing activities securely in support of the 

mission of the University; and

 adhere to increasing regulatory and compliance 

requirements (privacy legislation such as  FIPPA, PHIPA, 

CASL, Tricounsel, Defense, etc).



Today’s Growing & Changing Threat 
Model 
Increased number and changing nature of attacks:

Source: Gartner Dataquest



UVIC Privacy Breach

• University of Victoria Privacy Breach Incident

http://www.cbc.ca/news/canada/british-columbia/story/2012/03/29/bc-uvic-identity-theft.html


Why Do I Need To Know About 
Information Security? 

Consider these real world scenarios:

Scenario #1: 

A faculty member/researcher calls IT support to say they lost their 

research data due to a hack. 



Why Do I Need To Know About 
Information Security? 

Scenario #2: 

A faculty member/clinician wants to know how to remove a virus/trojan 

from his/her system or lab computers.



Why Do I Need To Know About 
Information Security? 

Scenario #3: 

A faculty member is doing research using data related to human subjects. 

The dataset contains personal and confidential information. The faculty 

member/researcher wants to know how to protect the system and 

sensitive information to avoid issues with data integrity, privacy and 

confidentiality, and legal liability under PHIPA.



Why Do I Need To Know About 
Information Security? 

Scenario #4: 

A faculty member/physician wants to know how to protect sensitive patient 

data on their laptop while they travel. Privacy requirements and Queen’s 

policy, is to encrypt personal data.



Why Do I Need To Know About 
Information Security? 

Scenario #5: 

A faculty member used their dog’s name, “Poodle”, as the password for 

their Queen’s NetID. Weak passwords can be cracked very easily 

nowadays. 



Why Do I Need To Know About 
Information Security? 

Scenario #6: 

A faculty member responds to a phishing email by providing their user ID 

and password, making them vulnerable to personal information exposure 

and identity theft. 



Why Do I Need To Know About 
Information Security? 

Scenario #7: 

A faculty member calls IT support to say that they lost their laptop and/or 

mobile device. Both contain personal and confidential information and are 

not encrypted. 



 Queen’s has new Senate approved IT Security Policies

 http://www.queensu.ca/secretariat/policies/it.html

• The three primary policies clearly outline the responsibilities staff, 

faculty and students have when it comes to preserving the 

integrity and reliability of the university’s IT infrastructure and the 

confidentiality of valuable or sensitive information. 

• These policies are supported by standards and guidelines, which 

are like checklists that tell people what they need to do manage 

the various threats and risks Queen’s faces. 

Information Security: What is Queen’s 

Doing?



 Education and awareness Offerings:

Moodle LMS information Security Course offering 

Golden Rules of Safe Computing, secure disposal of data, and 

securing network printers

 Links to available security software (e.g. free antivirus software)

 Security services such as systems security assessments, Media and 

hard drive destruction and disposal, and SSL certificates. 

 Creating supports for policy framework such as ITServices support for 

encryption. 

www.queensu.ca/cio/security

Information Security: What is Queen’s 

Doing?
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Thank You 

George Farah, GIAC/GSEC Gold, CRISC, CISA

University Information Systems Security Officer

613 533 2638 or ext. 32638

george.farah@queensu.ca

Q & A
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