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Abstract 

With the development of the autopilot technology, the autonomous vehicles mainly rely on the in-

car cameras to monitor the surrounding environments. A wider view will make the autonomous vehicles 

safer while driving. In order to extend the view of the autonomous vehicles based on messages sharing with 

others, security issues should be considered.  

The traffic condition warning application of the intelligent transportation systems (ITS) in the 

vehicular ad-hoc network (VANET) could alert the road conditions ahead and assist drivers to avoid the 

potential dangers on the highway. An event on the traffic will be detected and reported by the vehicles 

passed by. The rear vehicles derive the evidence from the reports and combine them through decision logic 

mechanisms. The decision logic classified as the data centric trust management scheme is applied for 

mitigating the misleading of the untrusted reports and assisting the vehicle drivers to make correct 

decisions. The reputation parameter may further improve the accuracy of the decision logic mechanism by 

evaluating the trust of a single report. However, due to the large-scale and ephemeral properties of the 

vehicular networks, a secure trust computation mechanism is required for the trust assessment of the reports 

forwarded over multiple hops. 

We adopt the conventional trust computation mechanisms into the vehicular scenarios and simulate 

the attack-resistant performance. We mainly focus on the bad-mouthing attack and randomize the behaviors 

of the honest and malicious nodes based on this attack. The directed trust graph for the trust computation is 

generated based on the network topology of vehicles on highway. The simulations consist of the influences 

of the distinguishable ability of the honest nodes, the positions of the attackers in the directed trust graph, 

and the number of attackers in the network. Furthermore, we study the performance of the trust computation 

mechanisms and derive useful insights. Based on the insights, we further adjust the trust computation 

mechanisms and conclude their strengths and limitations. Moreover, we derive the applicable conditions 

for different trust computation mechanisms. 
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Chapter 1 

Introduction 

1.1 Vehicular Ad-hoc Network 

The vehicular ad-hoc network (VANET) has become one of the most important research 

areas due to the commercial value of in-car entertainment and the safety applications which prevent 

traffic incidents [1]. In Figure 1, the wireless ad-hoc networks (WANETs) is shown, which is the 

parent field of all the ad-hoc networks. The VANET is one of the typical applications of the mobile 

ad-hoc networks (MANETs). The wireless sensor network (WSN), the wireless mesh network 

(WMN), and the VANET are all based on the ad-hoc type routing protocols, but applied for 

different scenarios with unique requirements. 

 

Figure 1. Categorization of wireless networks. 

Different from the conventional wireless networks, one of the unique properties of the 

VANET is the high dynamical network topology. The VANET is a special type of distributed peer-

to-peer (P2P) networks. Nodes could join or disjoin the network anytime anywhere. Due to the 

high-speed mobility, neighbor nodes in the network change rapidly over time. As a result, the 

VANET is an ephemeral network that makes multi-round interactions among nodes difficult. The 

ephemeral property also brings a big challenge to the vehicle clustering in the vehicular networks. 

Furthermore, the nodes in the VANET are computation and energy constrained and have limited 
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bandwidth in the communications. Consequently, communication and computation overhead are 

the major issues of the applications in the vehicular networks. Moreover, the VANET is a large-

scale network. On the one hand, the density of vehicles could be high in urban areas. The high-

density situation further challenges the communication overhead in the vehicular networks. On the 

other hand, the vehicular networks are large-scale in geographical areas. The centralized solutions 

for conventional networks are not applicable for such large-scale distributed environments. 

The nodes in the VANET consist of vehicles and roadside infrastructures such as road-side 

units (RSUs), evolved nodeBs (eNBs), etc. The RSUs are based on the dedicated short-range 

communications (DSRC) while the eNBs are based on the LTE-V network. In the future, more 

devices will connect to the vehicular networks due to the development of the Internet of vehicles 

(IoV) and the popularization of 5G technology. On-board units (OBU) are communication devices 

embedded in the vehicles which enable the interactions with the roadside infrastructures and 

vehicles within the communication range. Unfortunately, both the vehicles and infrastructures can 

be compromised by attackers. For example, when the vehicles are updating software over the air, 

the attackers can inject malicious scripts to the update packages and take over the control of the 

vehicles.  

Vehicle-to-everything (V2X) is the ultimate goal of the communications in the VANET, 

consisting of vehicle-to-vehicle (V2V), vehicle-to-infrastructure (V2I), vehicle-to-pedestrian 

(V2P), and vehicle-to-network (V2N) communications [2]. We mainly focus on the V2V and V2I 

communications in this dissertation. Figure 2 is a diagram of the V2V and V2I communications 

based on the LTE-V and DSRC technologies. The V2V communications are the interactions 

between two vehicles directly. The V2V communications do not need the aid of infrastructures and 

are especially applicable for the rural areas lacking infrastructures. In V2V communications, 

vehicles transmit the messages to the other through a single hop or multi hops based on the DSRC 

technology (Figure 2a). The procedure of the message transmission from one node to another is 
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called a single-hop transmission. Similarly, the messages could be transmitted between vehicles 

through the relay of eNBs or based on the device-to-device (D2D) mechanisms of the LTE-V 

technology (Figure 2b). For V2I communications, vehicles send messages to the nearest roadside 

infrastructures (RSUs or eNBs). Then the infrastructures will feed back responses of the messages 

to the vehicles in a short period of time. The infrastructures also enable the vehicles connecting to 

the Internet (Figure 2c and 2d). Furthermore, the infrastructures could broadcast/multicast 

messages to all the vehicles within their ranges. For example, the infrastructures could broadcast 

messages including weather forecasts, GPS information, road conditions, etc. The broadcasting 

techniques are one of the open challenges in the VANET [3], [4].  

 

Figure 2. V2V and V2I communications. 

The LTE-V and DSRC technologies are two major wireless access technologies supporting 

the V2X communications in the VANET. The DSRC is also known as the wireless access in 

vehicular environments (WAVE) protocol. The spectrum allocation of the DSRC is 5.850--

5.925GHZ in US and 5.855--5.925GHZ in Europe. The DSRC supports the speed of the vehicles 

up to 200 km/h, the transmission range from 300 to 1000m, and the data rate from 6 to 27 Mbps 

[5]. The LTE-V and DSRC technologies are both well-suited for the low vehicle density scenarios. 

However, they exhibit poor performance when the number of vehicles increases [3]. Recently, 
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researchers are applying the 5G technology to the VANET which is the upgrade of the LTE-V 

technology improving the capacity of the network.  

There are three scenarios in the VANET: urban area, rural area, and highway/express 

scenarios. This classification depends on the speed limit of vehicles, density of vehicles, the number 

of infrastructures in the area, etc. The applications in these scenarios are classified as two major 

categories: safety and comfort applications. The comfort applications mainly rely on the broadcast 

of the roadside infrastructures. For the safety applications, we need to take specific scenarios into 

consideration. Different scenarios may require different system settings and security requirements. 

The following two tables are partial summaries of the safety and comfort applications in the 

VANET. For more information about the applications in the VANET, readers could refer to [1], 

[3], [4].  

Table 1 Safety applications 

Category Name Description Maximum 

latency 

Vehicle status warning Malfunction warning Warn the nearby vehicles 

when the in-car devices 

turn abnormal  

100 ms 

Vehicle type warning Non-standard size vehicle 

warning 

Warn the types of non-

standard size vehicles 

nearby such as coach, 

motorcycle, truck, etc. for 

safety considerations 

100 ms 

Traffic hazard warning Traffic condition warning Warn the road conditions 

such as snowing, 

constructions ahead, etc. 

100 ms 

Dynamic vehicle 

warning 

Cutting-in vehicle warning - 100 ms 

Overtaking vehicle warning - 100 ms 
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Table 2 Comfort applications 

Category Name Description 

Traffic management GPS information Traffic conditions, navigation, speed limit, etc. 

Infotainment Service announcement  Recommend services to vehicle drivers such as 

restaurants, parking, advertisements, etc. 

Media, map download Access to the Internet for entertainment media 

 

Secure applications of the VANET should meet the following requirements: 

authentication, verification of the data consistency, confidentiality, and integrity, availability, non-

repudiation, privacy, and real-time constraints [6]. The security requirements for different 

applications may vary. For example, the infotainment data such as social media, videos, 

commercial and business information, etc. requires data confidentiality, integrity, and privacy. The 

cryptographic solutions such as encryption, zero-knowledge proof, etc. are needed. For the safety 

applications, the messages are broadcasted to all the nodes in the network. The data confidentiality 

which increases the communication and computation overhead may not be required. However, the 

messages in the safety applications are strictly required to be transmitted in real-time for ensuring 

enough reaction time for the vehicle drivers. 

There are several attacks in the VANET such as jamming, bogus information, privacy 

violation including the ID disclosure and location privacy, denial of service (DoS) attack, sybil 

attack, blackhole attack, wormhole attack, etc. [6], [7], [8]. These attacks violate the above security 

requirements. Therefore, the VANET is at a low level of trust environment. The solutions to these 

threats in the VANET are mainly cryptography-based or trust-based [9]. 

The cryptography-based authentication is the first barrier to prevent the attackers from 

joining the network. The major solution is to implement vehicular public key infrastructures 

(VPKI) to register and identify the vehicles in the network. Furthermore, the public key 

cryptography could be used for digital signatures which guarantee the non-repudiation property of 

messages. Moreover, the PKI-based authentication mechanisms could evict the nodes that are not 
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legitimate in the VANET. The key management which is a key component to the PKI system 

consists of key distribution (rekeying), certification, and revocation. In IEEE std 1609.2 [10], the 

PKI system applies peer-to-peer certificate distribution (P2PCD) mechanism for the rekeying, short 

lifetime mechanism for the certification, and certificate revocation list (CRL) mechanism for the 

revocation. Except for the PKI-based authentications, researchers design alternative authentication 

schemes for the VANET. One of the promising methods is to establish web of trust [11]. The key 

could be issued by any entity in the network. The assessment of the reliability of the key and key 

issuer is based on the trust-based approaches. Besides the authentication systems, other secure 

mechanisms should be applied to further secure the vehicular networks. 

Current solutions for the data confidentiality and integrity are mainly cryptography-based 

methods. The asymmetric key cryptosystems guarantee the secure exchange of session keys 

between two entities. The symmetric key cryptosystems are designed to secure the data 

confidentiality. The security strength of the symmetric key cryptosystems is entirely based on that 

of the session keys. Furthermore, the hash functions are applied to message digest, checking the 

integrity of messages. 

The availability is guaranteed by the robustness of communication channels. Besides the 

stability of physical layer and efficiency of the routing protocols, the DoS resilience is another big 

challenge to ensure the availability of the network. Currently, it is difficult to find a proper solution 

to resist the DoS attack completely. However, switching channel, heterogenous network, and 

detection mechanisms may be applied to mitigate the effect of the DoS attacks [6], [12]. 

Furthermore, the jamming attack, blackhole attack, wormhole attack, etc. also violate the 

availability of the vehicular networks. 

The real-time constraint is a comprehensive issue which requires every procedure in the 

applications to be efficient. For example, in the authentication system, the size of the key and the 
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security overhead may affect the latency of the network. Thus, the authentication system should 

limit the size of the key and apply lightweight encryption algorithms to improve efficiency. 

Privacy violation, especially location exposure, is a serious problem in the VANET. 

Attackers can easily capture the unencrypted messages transmitted in the vehicular network, extract 

private information, and infer the patterns, preferences, and other statistical analysis results of the 

vehicle drivers. For the PKI-based authentication, the pseudonym mechanism is one of the 

promising solutions to solve the privacy issues. However, the pseudonym mechanism may cause 

the network prone to the sybil attack. 

The cryptography-based mechanisms could prevent the attackers from joining the network, 

guaranteeing the data confidentiality, integrity, availability, non-repudiation, and privacy to a 

certain extent. However, the cryptography-based mechanisms fail to detect the attacks launched by 

the insiders. In addition, the cryptography-based mechanisms are not capable to check the reliability 

of the message contents. Moreover, the cryptography-based mechanisms are not applicable for 

some specific attacks such as sybil attack, blackhole attack, etc. Therefore, the trust-based solutions 

are applied to further solve the security issues.  

1.2 Trust Management in the VANET 

The conventional trust management scheme for the nodes in the MANETs is to set up 

misbehavior detection systems such as the intrusion-detection systems (IDS) which monitor and 

detect malicious behaviors of the neighbor nodes. Then, the global reputation systems managed by 

trusted authorities (TAs) are established to gather the misbehavior reports from all the nodes in the 

network and update the reputation scores of the nodes based on the reports [13]. The nodes will 

apply different security policies to other nodes based on their global reputations. The higher the 

reputation is, the more trustworthy a node is. The reputation systems are associated with the 

authentication systems. Once the reputation of a node is lower than a predefined threshold, the 
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reputation systems will send a report to the TAs of the PKI system. The legitimate identity of the 

node will be removed from certification chain and moved to the CRL. 

The trust management mechanisms in the VANET are different from the conventional 

mechanisms due to the unique properties of the VANET. The well-performed trust management 

mechanisms in the MANETs cannot be simply adopted to the VANET scenarios. The trust 

management schemes in the VANET are categorized as entity-centric trust management and data-

centric trust management schemes. The trust management schemes could also be classified as local-

based and RSU-based trust management schemes. Figure 3 shows the taxonomy of the trust 

management schemes based on the former type of categorization [14]. The vehicles are referred to 

as nodes in the vehicular networks. Individual means that the trust management schemes are applied 

to a single node. Collective means that the trust management schemes are applied among multiple 

nodes in cooperative ways. 

 

Figure 3. Taxonomy of trust management schemes. 

The behaviors of nodes are judged by the misbehavior detection systems. The systems will 

monitor the message transmission frequency, message dropping rate, and message forwarding rate 

of nodes in routing paths, evaluating the behaviors of the nodes. For example, if a node bursts 

messages in a short period of time, the IDS may infer that the node is malicious and untrustworthy 

which launches a DoS attack. 

The global reputation and revocation systems are not suitable for the VANET scenarios. 

First, due to the ephemeral property, the malicious nodes could accumulate reputations in one 

network and launch attacks in another. Second, the centralized authorities of the global reputation 
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systems are not suitable for the distributed environments of the VANET. The centralized authorities 

may suffer from the single point of failure issue. In addition, it is challenging to manage the 

reputations of all the nodes in the large-scale networks. The efficiency distribution of the reputation 

scores and the accessing to the central infrastructures in large-scale areas are the major issues. 

The local reputation and revocation systems are designed for the vehicular networks to 

better solve the trust issues in the distributed environments. The nodes will evaluate the 

trustworthiness of neighbor nodes based on their experience and interactions and make actions 

based on the local evaluations. The experience is the information collected from the advanced in-

vehicle sensors. The interactions are the data transmitted with the neighbor nodes. Although the 

nodes manage the reputations of others in the network on their own without the help of any central 

authorities, there are drawbacks in the local reputation systems. First, the local reputation systems 

are based on short-term interactions. Because of lacking historical data, the reputation result may 

be biased. Furthermore, the systems may have poor performance in low-density environments. 

Second, the local reputation and revocation systems are valid for small-scale areas in a short period 

of time due to the ephemeral property of the VANET.  

In order to further solve the problems, the hybrid solutions of the local and global reputation 

and revocation systems could make up the shortcomings of each other. However, the hybrid 

solutions still have limitations in the ephemeral networks. M. Raya et al. [15] first put forward the 

concept of the data-centric trust management schemes to solve the trustworthiness issues in the 

ephemeral ad-hoc networks in 2008. The entity-centric schemes evaluate the trustworthiness of the 

nodes in the ad-hoc networks while the data-centric trust management schemes are designed to 

assess the trustworthiness of messages.  

Plausibility check in the trust management evaluates the data trustworthiness by verifying 

the format, context, and coherence of messages from a single vehicle sender. The format of the 

messages is defined by related standards such as decentralized environmental notification messages 
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(DENMs). If the format of a message is incorrect, the message will be assessed as untrustworthy 

and dropped by the vehicle receivers. In addition, the receivers could check the context of the 

messages by comparing the similarity of two messages recently received to avoid the replay attack. 

Moreover, they could check the coherence of the messages based on prediction models if 

applicable. For example, the vehicle receivers could verify the current speed status of the sender 

which is attached in the message based on the historical speed information previously received. 

However, attackers could forge their speed information based on the physical principles to avoid 

the detection. To further solve the data trustworthiness issues, the vehicle receivers may need to 

interact with their neighbors to check the consistency of the messages.  

The trustworthiness of an event is assessed based on the consistency of the messages 

regarding the same event received from multiple vehicles. The messages sent from malicious 

vehicles may be forgery and untrustworthy. Thus, the vehicle receivers derive the evidence from 

the messages and combine them through a special type of mechanisms called decision logic [15]. 

The decision logic mechanisms will infer the trustworthiness of the event based on multiple 

message sources and mitigate the influences of the bogus messages. 

Figure 4 shows an overview of the trust management system in the VANET. The 

misbehavior detection systems will access the senders’ behaviors based on the previous interactions 

and experience. Then the misbehavior detection systems will update the local reputation relevant 

to the senders in the local storage and send misbehavior reports to the global reputation systems if 

possible. In some applications, the computation of the local reputation of the senders may take the 

neighbors’ recommendations as reference. The global reputation systems collect the reports from 

the vehicles on the road and update the reputation scores. When a vehicle receives the messages of 

an event from multiple sources, it will first check the plausibility of the messages. Then the vehicle 

will make a decision based on the consistency of the messages. Furthermore, the messages that 
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contribute to the correct decision will increase the local or global reputations of the message senders 

in return afterwards. 

 

Figure 4. Trust management system. 

The decision logic mechanisms are the major solution to the message consistency 

verification in the VANET. The mechanisms include majority voting, weighted voting, and 

probabilistic-based methods such as Bayesian inference, Dempster-Shafer theory, etc. [15]. As 

shown in Figure 5, the inputs of the decision logic are messages of the same event, reputations of 

the senders, and other dynamic factors which improve the accuracy of the result. The reputations 

of the senders consist of experience-based trust and role-based trust [16]. The output of the decision 

logic is the trustworthiness of the event. The vehicle drivers will make reactions to the event 

warnings based on the decision results of the decision logic mechanisms. The drivers will ignore 

the warnings if the trust value of an event is lower than a predefined threshold. The decision logic 

mechanisms could be applied to vehicles. It could also be applied to the roadside infrastructures in 

order to mitigate the communication overhead and computation overhead issues of the vehicles. 

With the help of the data dissemination mechanisms such as multi-hop forwarding, secure data 

aggregation, relay or broadcasts from the roadside infrastructures, etc., the vehicles could receive 

the messages sent from other vehicles thousands of miles away. The more messages of an event 

the vehicles get, the more accurate the decision will be. However, due to the large-scale property 
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of the VANET, the vehicle receivers are not able to interact with all the vehicles in the network. 

The vehicles could only obtain the local reputations of the message senders within their detection 

range (see definition of the detection range in Chapter 2 Section 2.1). Thus, the indirect trust 

computation schemes are introduced to the multi-hop vehicular networks. 

 

Figure 5. Decision logic. 

1.3 Trust Computation in the VANET 

The indirect trust computation mechanisms in the VANET are designed to compute the 

reputations of the entities that are not in the communication ranges of the vehicle receivers. The 

reputations are also referred to as indirect trust (see Chapter 2 Section 2.1 for more details). The 

conventional trust computation schemes compute the indirect trust through a trust graph based on 

the trust transitivity assumption. Recently, the machine learning-based methods have been 

proposed to compute the indirect trust [17]. Furthermore, the social network-based methods 

compute the reliable indirect trust by filtering out the malicious recommendations [18].  

1.4 Use Case Study 

The autonomous vehicles such as Tesla become popular recently. The autopilot features 

rely on the in-car cameras to monitor the surrounding environments, guaranteeing the passengers’ 

safety. The wider the eyesight of the vehicles is, the safer the autopilot will be. Currently, there are 

two ways to broaden the eyesight of the vehicles. One way is to extend the shooting distance of the 

cameras [19]. The other way is to share the eyesight with other vehicles [20]. However, for the later 

solution, the malicious vehicles may share bogus information, causing enormous traffic incidents. 
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Thus, the trust-based schemes are designed to help the autonomous vehicles to extend the view 

securely. 

1.5 Motivation and Contributions 

The advanced sensors embedded in the vehicles will aid the vehicles to sense the traffic 

conditions and environments, preventing the vehicle drivers from the dangers. However, due to the 

high-speed mobility of the vehicles and short-range detection of the sensors, the reactions of the 

vehicles relying only on the decisions of the in-vehicle sensors are not enough to avoid the 

incidents, especially in highway scenarios. With the development of the low latency network 

technology, the vehicle drivers could receive the messages sent from other vehicles in real-time to 

extend their detection range. Consequently, the sensors are the eyes of the vehicles and the 

communications are the ears of the vehicles.  

As aforementioned, unfortunately, the VANET is in the low-level of trust environments, 

because the messages tampered or forged by the attackers can be misleading. The accurate 

decisions made by the decision logic mechanisms will help the drivers to recognize the surrounding 

conditions correctly and avoid the misleading messages from the attackers. The more messages fed 

into the decision logic, the more accurate the result will be. In general, the messages are collected 

from large-scale areas. The performance of the simple voting mechanism that depends only on the 

majority consistency of the messages is limited. Instead, the reputations and dynamic factors should 

be taken into consideration to further improve the decision accuracy. The vehicles could evaluate 

the trust of the messages sent over a single hop based on the direct interactions and experience with 

the message senders. However, the trust assessment of the messages forwarded over multiple hops 

relies on the indirect trust computation mechanisms. Thus, the accuracy of the indirect trust 

computation will affect the trustworthiness of the messages, further influencing the precision of the 

decision logic.  
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The performance of the trust computation mechanisms will also be affected by the attackers 

in the VANET. In addition, different trust computation mechanisms are applicable for different 

scenarios. Our motivation is trying to figure out promising attack-resistant trust computation 

mechanisms in the VANET scenarios. 

The primary contributions of the dissertation are as follows.  

• We first set up a realistic setting in the VANET for a highway traffic condition 

application, assuming that the network topology is ephemeral and highly dynamic. 

Furthermore, we test and compare the performance of four different trust 

computation mechanisms based on our setting. This research is new and novel: 

except for the VARS model, the other three trust computation mechanisms have 

never been studied for the VANET in the literature.  

• We derive new and useful insights into the performance of the trust computation 

mechanisms. First, we study the performance of the best path models such as path 

model, semiring model, etc. Second, we study the unique concatenation 

mechanism in the VARS model and then we further adjust the VARS model to 

satisfy the trust transitivity property. Lastly, we discuss the limitations of the four 

trust computation mechanisms and we derive practically useful conditions for 

applying the mechanisms. 

1.6 Thesis Overview 

The rest of the dissertation is organized as follows. In Chapter 2, we clarify the definitions 

of the trust terminologies in the VANET and review the related work of the decision logic 

mechanisms and trust computation mechanisms. In Chapter 3, we discuss the details of the directed 

trust graph for the trust computation, adopt the trust computation mechanisms introduced in 

Chapter 2 for a specific vehicular scenario, and introduce the adversary model based on the directed 

trust graph. In Chapter 4, we evaluate and compare the performance of the four trust computation 
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mechanisms, followed by deriving useful insights. In Chapter 5, we summarize the dissertation and 

discuss the future work. 
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Chapter 2 

Literature Review 

In this chapter, we mainly introduce the decision logic mechanisms of the data-centric trust 

management schemes. We also introduce the trust computation mechanisms in the vehicular 

networks. 

2.1 Definitions of the Trust Terminologies 

Trust management system can be applied to several applications in the VANET such as 

secure routing, sybil attack detection, safety applications, etc. There are several confusing 

definitions regarding the applications in the trust management system such as event, report, 

evidence, observation, experience, opinion, recommendation, etc. In this dissertation, we mainly 

clarify the above definitions based on the setting of the traffic condition warning application shown 

in Figure 6 so that the readers could better understand the trust management system. It is worth 

mentioning that the definitions may vary slightly in the literature for different settings and 

applications. 

 

Figure 6. Definitions in the traffic condition warning application. 
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The event defined by the applications can be either static or dynamic. For the safety 

applications in intelligent transportation systems (ITS), the events could be traffic conditions such 

as traffic incidents, road damage, extreme weathers, etc. These events are static, located at specific 

positions, and could not report the warning messages by themselves. Therefore, the vehicles could 

only sense the situations when the events are within their detection range. 

The detection range may vary based on the types of the events. For the event such as 

package forwarding behavior in the secure routing applications, the detection range of a node is 

equivalent to its communication range. However, based on the traffic condition warning application, 

the detection range is identical to the range of the in-vehicle sensors. The detection range may vary 

slightly among the vehicles due to the quality and quantity differences in the sensors. Furthermore, 

the neighbors of a vehicle are the vehicles in its communication range.  

According to the distance between the vehicles and the static events, the types of the 

messages generated by the vehicles may vary. Reports (warning messages) are generated when the 

vehicles detect an event on the road. The concept of the detection is identical to that of observation 

or monitoring in some literature. The observations are the information collected from the advanced 

sensors in the vehicles. Evidence is derived from the observations and generally attached in the 

reports [15], [21]. The vehicles which fail to detect the event but receive the reports could generate 

their own opinions of the reports. The opinions may consist of the recommendation trust of the 

vehicles or direct or indirect trust of the reports [22]. As a result, there are three types of nodes in 

the vehicular network: reporter, recommenders, and receivers. The reporters are also referred to as 

report senders. The recommenders are also referred to as opinions senders. The receivers receive 

the reports or opinions, evaluate the trustworthiness of the reporters or recommenders, and send 

their own opinions to rear nodes. 

The observations, trust evaluations, and messages between two entities without any 

intermediates (over a single hop) are described as the first-hand (or direct) observations, trust 
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evaluations, and messages, respectively. The trust evaluations and messages through the 

intermediates (over multiple hops) are described as the second-hand (or indirect) trust evaluations 

and messages, respectively.  The trust evaluations are bidirectional. We define the nodes who 

evaluate the trust of others as trustors and the nodes being evaluated are defined as trustees. A node 

in the distributed networks are not only a trustor but also a trustee. 

Although the reputation is designed to describe the trust relationships among the vehicles, 

the concept of reputation is too general. Therefore, the reputation should be categorized and served 

for different types of events [15]. For instance, the reputation based on the dropping rate may not 

be able to infer the correct message transmission behaviors of the message senders. The reputation 

of a reporter or a recommender is evaluated based on the correct reports or recommendations 

received by the receivers (trustors) [23]. The current reputation of a reporter is used to compute the 

trustworthiness of the latest report. The reports contributing to the correct decision will further 

update the reputations of the reporters. The indirect trust of a reporter is computed based on the 

direct trust of the reporter and the recommendation trust of the recommenders. The 

recommendation trust is the direct or indirect trust of recommenders in the view of the trustor (more 

details in Chapter 3 Section 3.1).  

In conclusion, the definitions of the trust depend on the types of the events. In the traffic 

condition warning applications, the trust reflects the reliability of the messages. The trust 

evaluations among the nodes are bidirectional. The direct trust is evaluated based on the first-hand 

detections, observations, experience, and interactions. The indirect trust is computed based on the 

direct trust and opinions. 

2.2 Trust Management Schemes in the VANET 

Huang et al. [13] introduce the information cascading and oversampling issues of the 

majority voting decisions in the trust management of the VANET. The vehicle who detects an event 

is named first-hand observer. The first-hand observers broadcast the alert messages of the event to 
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the vehicles behind. The message which consists of a binary trust statement is a vote of the event. 

The rear vehicles who receive the first-hand messages but do not detect the event directly will make 

decisions based on the messages, generate their own voting (opinions) of the event, and broadcast 

the opinions. Then, the farther vehicles receiving the votes will make decisions not only based on 

the first-hand messages, but also on the opinions which originate from the first-hand messages or 

opinions. As a result, this mechanism will result in the oversampling in the voting decision. In 

addition, if there are attackers in the middle, the bogus votes will cascade and affect the decisions 

of the follow-up vehicles, causing the information cascading problem. The author of [13] proposed 

a mechanism to mitigate the effect of the opinions by weighting based on the number of hops. The 

experiment result shows that the voting decision only based on the firsthand votes performs the 

best and generates less incorrect decisions. The performance of the scheme proposed in [13] is 

close to the performance of the firsthand votes only mechanism by adjusting the weighting factor. 

Dotzer et al. [22] introduce a distributed reputation system in the VANET called VARS. 

The reputation derived from the experience between two entities is called the direct trust. The 

authors assume that the trust is transitive. Thus, the trustor could compute the indirect trust (or 

second-hand reputation) of a node from the intermediate nodes whose reputation value is known. 

A vehicle could detect any event within its event area. The vehicle recognizing an event will 

generate a message of the event. Other vehicles receiving the message will generate opinions to 

evaluate the trustworthiness of the message. All the opinions will be appended to the message and 

forwarded to the rear vehicles. This data dissemination mechanism is called opinion piggybacking. 

However, the mechanism lacks security and has the communication overhead issue. In the view of 

a receiver, the opinions from the former vehicles attached to the messages are referred to as partial 

opinions. The combined opinion is computed based on the partial opinion and the direct or indirect 

trust of the partial opinion generator. If the message sender is known, the opinion of the message 

is based on the direct or indirect trust of the sender. Otherwise, the opinion is computed based on 
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the combined opinions. A novel decision logic mechanism called confidence decision is proposed 

in [22] to evaluate the trustworthiness of a specific event based on the related messages. 

Chen et al. [16] introduce a trust model for secure data dissemination and evaluation in the 

VANET. The cluster-based aggregation and relay rule mitigate the communication overhead in the 

network and improve the security and scalability of the system. The sender in one cluster will 

broadcast a message of an event detected to the rest of the peers. The peers will verify the event 

based on their own observations and generate trust opinions of the message. The trust opinions 

evaluate the trustworthiness of the message. In [16], the trust opinion is the vote which supports or 

opposes the message. The leader of the cluster will securely aggregate the message with all the 

regarding opinions. The relay rule is equivalent to the weighted voting mechanism in the decision 

logic. However, different from the conventional weighted voting scheme, the proposed scheme in 

[16] adds a confidence factor. The confidence factor serves as an incentive. The more confidence 

value a peer assigns in an opinion, the more reputation or punishment it will get afterwards. As a 

result, the untrustworthy message assessed by the relay rule will not be forwarded to the other 

clusters. Although the proposed work reduces the communication overhead based on the clustering 

mechanism, the total number of vehicles in each cluster may be too few to generate sufficient 

opinions for accurate decision. Moreover, the peers from other clusters who cannot observe the 

event directly may fail to generate a trust opinion. Therefore, it is difficult for peers in other clusters 

to append new opinions to the aggregation. Furthermore, the peers may not have the experience-

based trust of the sender in its local repository due to the lack of direct interactions. Thus, the relay 

control model and action module based on the peer-to-peer trust cannot be implemented properly. 

Raya et al. [15] introduce the limitations of the current entity-based trust management 

mechanisms such as authentication and reputation system and put forward the concept of the data-

centric trust management. The novel trust management mechanism takes the reports of the same 

event type and the parameters of the data trust assessment as inputs to the decision logic, computing 
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the trust level of the event. The default parameters consist of default trust reputation of nodes, 

event-specific trustworthiness, timeliness, location, etc. The main contribution of [15] is comparing 

several decision logic techniques such as majority voting, weighted voting, Bayesian inference 

(BI), Dempster-Shafer theory (DST), etc. The experimental result shows that different decision 

logic mechanisms should be applied to different scenarios. There are no best decision logic 

mechanisms for all scenarios. The DST is suitable for high uncertainty scenarios. On the contrary, 

BI performs better for low uncertainty environment based on the pre-knowledge of the event. 

Furthermore, the majority voting and DST do not rely on the trust relationships between entities 

while the weighted voting and BI do. Consequently, the trust computation mechanism is essential 

to the latter two decision logic techniques. Moreover, the parameters of the BI model only take 

node type reputation into consideration. 

Li and Song [18] introduce an attack-resistant trust management model called ART for the 

VANET. The ART model solves the issue of conflicting reports from multiple sources and further 

evaluate the data trust and node trust. The trust model will first collect the messages of the same 

event in the traffic and derive the evidence from the messages. Then the evidence will be combined 

by the DST to determine the trustworthiness of the data (data trust). The node trust is composed of 

functional trust and the recommendation trust. The trust recommendation is evaluated by the 

collaborative filtering mechanism. Based on the simulation result, the ART scheme performs better 

than the weighted voting mechanism. However, the authors of [18] do not clarify the system 

settings and specific scenarios for the comparison experiment in detail. 

Soleymani et al. [24] introduce a secure trust model based on the fuzzy logic in the 

VANET. The proposed work is designed for the direct trust assessment of a single event message. 

The trust model will first verify the legitimate ID of the sender. Then it will check the lifetime of 

the message to verify the timeliness. Finally, it will evaluate the trustworthiness of a message based 

on fuzzy logic. The fuzzy logic mechanism evaluates the message based on three parameters: 
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experience, plausibility, and accuracy level of location. The experience-based value is derived from 

the direct interactions with the message sender. The plausibility-based value reflects the validity of 

the location information of the sender. The third parameter is derived from the difference of the 

event location provided by the fog nodes and the message sender. These parameter values are 

fuzzified first and converted to a linguistic value in the fuzzy sets through a membership function. 

The trustworthiness of a message is inferred based on the three fuzzy data by a fuzzy inference 

engine. The fuzzy logic mechanism is applicable for the trust quantization of the vague and 

inadequate information and their combination. The trust is usually described by a trust level (low, 

medium, high) in the fuzzy sets and can be converted to a numerical value through a defuzzification 

mechanism. 

Wu et al. [21] introduce an RSU-based scheme for data-centric trust management in the 

VANET to make up the limitations in the distributed trust management scheme. In extreme 

scenarios, for example in a sparse density area, a vehicle cannot establish the interaction with any 

vehicle. The RSUs could assist the vehicle to collect the observations of events from other vehicles 

in such scenarios. First, the vehicle detecting an event will send a report of observation to the RSUs. 

Second, the RSUs will derive the evidence from the observations and disseminate the most trusted 

evidence to the rear vehicles. Finally, the rear vehicles will reply to the feedback of the evidence. 

The proposed work of [21] is adapted from the ant colony optimization (ACO) algorithms. The 

RATE trust model is implemented based on a feedback factor and an observation factor. The 

computation of the observation factor depends on the number of observations of the same evidence, 

role-based reputation of the observers, and the distance of the observers from the event. It is used 

for preliminarily filtering out the untrustworthy evidence. The feedback factor of the evidence is 

initialized to a pre-defined upper bound value and decreases over time based on an aging function. 

If a vehicle replies positive feedback of the evidence, the feedback factor will be increased. Thus, 

the more vehicles verify the evidence, the higher the feedback factor of the evidence will be, and 
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the more trustworthy the evidence will be. The novel trust management scheme does not rely on 

the trust relationships between the vehicles. It is suitable for the low-density environment in the 

VANET. The RATE trust model can be considered as a variant of the majority voting mechanism.  

Zouridaki et al. [25] introduce a cooperative trust establishment for reliable packet delivery 

in the MANETs routing. The trust metrics consisting of trust and confidence are derived from the 

Beta distribution. The first-hand trust value of a node is evaluated by the packet dropping and 

forwarding behavior of the node in a source routing. The neighbor nodes are snooped by the trustor 

directly. The non-neighbor nodes are accessed with the help of an acknowledgment mechanism. 

The trust from the recommenders (second-hand trust) helps to evaluate the trust of a trustee if the 

first-hand trust is not available. The trustor will first choose the maximum trust value from the 

recommenders and set it as a temporary trust of the trustee. Then, the trustor will update the 

recommendation trust of the recommenders based on the result of an RC-test. Finally, the trustor 

could compute the opinion of the trustee based on the second-hand trust and the recommendation 

trust. The computation of an opinion is based on the assumption that the trust is transitive.  

In short, the trust evaluation of an event is mainly based on the consistency of the reports 

from multiple sources. The entity reputation, timeliness, and distance are the optional parameters 

to the decision logic. These parameters improve the accuracy of the decision by evaluating the 

trustworthiness of the reports. Most of the models in the related work take the first-hand reputations 

(experience-based reputations) or role-based reputations (global reputations) into consideration. 

However, the second-hand reputations are rarely considered. 

2.3 Trust Computation Mechanisms 

2.3.1 Transitivity-based Mechanisms 

Most of the work below assumes that the trust is transitive. For example, given the 

conditions that ‘A trusts B’ and ‘B trusts C’, then we may infer that ‘A trusts C’. As a result, the 

indirect trust of the reporters could be computed based on the trust transitivity assumption. 
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Kamvar et al. [26] introduce a distributed reputation system called Eigentrust for local trust 

aggregation in the peer-to-peer file-sharing network. Inspired by eBay’s reputation system, the 

direct trust is evaluated based on the successful transactions with other peers. The local trust vector 

of a node consists of the normalized direct or indirect trust of all the other nodes in the network. 

The trust vector is updated by a  by  trust matrix (  is the total number of nodes in the network). 

Each line of the trust matrix is equivalent to a trust vector of a node. The trust vector is iterated by 

the matrix multiple rounds until the trust vector is converged. One of the challenges of this 

mechanism is how to gain the matrix in a distributed manner. For more details, the reader could 

refer to [26]. The security of the trust model is based on the highly trusted peers who are the first 

few nodes joining the network. The reason is that the first few nodes establishing the network is 

improbable to be malicious. The initial of the local trust vector is based on a uniform vector. A 

vector of the pre-trusted peers is applied in the iteration process. This mechanism mitigates the 

effect of the malicious collectives during the convergence. 

Rahman and Hailes [23] introduce a distributed trust model based on the recommendations 

from intermediates. The explicit definition of trust will lessen the ambiguity in the trust 

transmission between two entities. The trust defined in the proposed model of [23] consists of trust 

categories and trust values. Each trust category is uncorrelated with the other. The trust value 

assigned to a specific trust category is a discrete value with explicit meaning. The trust is 

categorized as direct trust and recommender trust based on the direct or indirect interaction. The 

trust computation is unidirectional. The trust value from a trustor to a trustee in a single path is 

computed based on the concatenation of the direct trust and recommendations. The combination of 

the trust value from all possible single paths is computed by averaging to reduce the effect of a 

single path. The security of the trust model is based on the trustworthy recommendations. The 

quality of the recommendations will be improved based on the repeated interactions between the 

entities. 
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Sun et al. [27] introduce a trust evaluation framework in the distributed ad-hoc networks. 

The procedure of the trust evaluation consists of trust definition, trust metrics which is the 

evaluation criterion of the trust, trust propagation, and trust computation. The author defines the 

trust in the computer network as belief. Belief is defined as that an entity believes that the action 

will be made by another entity. However, there are usually uncertainties in the action due to the 

lack of pre-knowledge. As a result, the trust metrics of the computer network include belief and 

uncertainty. The trust propagation consists of concatenation propagation, multipath propagation, 

and hybrid. The computation result of the trust propagation should satisfy the axioms introduced in 

[27]. To quantify the trust, entropy-based and probability-based trust models are introduced. The 

experiments of the above two trust models are tested under different attack scenarios such as bad-

mouthing attack, on-off attack, and conflicting behavior attack.  

Jøsang [28] introduces the subjective logic model into the trust assessment in open 

networks, especially for trust management in the distributed certification chain. The author assumes 

that trust statements are binary. A statement of an event is either trusted or untrusted. However, the 

receiver’s evaluation of the statement could be either trusted or untrusted, or uncertain about the 

event due to the lack of pre-knowledge. The subjective logic trust model is applied for the uncertain 

scenario and is identical to the conventional trust models when the uncertainty is zero. The first-

hand evidence or experience is derived from the direct interactions between two entities. The 

entities who do not have direct interactions could establish trust relationships based on a 

certification chain (a directed graph). The second-hand evidence is computed by the consensus and 

conjunction operations based on the first-hand evidence and the recommendations of the 

intermediates. The details of the computation and examples are presented in [28]. The security of 

the trust computation model is based on the trustworthiness of the recommenders in the middle. 

Sohail et al. [29] introduce a subjective logic-based trust management scheme for multi-

hop trust assessment in vehicular applications, especially in secure routing. The direct trust 
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evaluation is based on the behavior monitoring of the nodes in the network such as the behavior of 

the correct forwarding or message dropping. The trust metrics which consist of belief, disbelief, 

and uncertainty are derived from the Dirichlet distribution. Compared to the conventional Beta 

distribution which is only composed of two metrics, trust and confidence, the Dirichlet distribution 

introduces uncertainty to the system. The trust relationship between the trustee and trustor is 

computed by the consensus and discounting operations based on a trust graph. In addition, the work 

proposed in [29] introduces posterior uncertainty to solve the distortion issue of the consensus 

operation, improving the accuracy of the indirect trust assessment.  

Theodorakopoulos [30] introduces a game theory-based mechanism called Nash 

equilibrium for the direct trust computation in the ad-hoc networks. The author also summaries the 

trust computation mechanisms in the computer network based on an algebraic structure called 

semiring. With the help of semiring, all the trust models could be programmed in computer 

language and tested. Furthermore, the author discusses the attack resistance of a single edge attack 

for the trust models such as path semiring. 

2.3.2 Machine Learning-based Mechanism 

Guleng et al. [17] introduce a decentralized trust evaluation in the field of the IoV. The 

proposed work utilizes fuzzy logic to calculate the direct trust of the vehicles. A reinforcement 

learning-based approach is applied to compute the indirect trust. The input of the fuzzy logic is 

composed of three factors: cooperativeness factor, honestness factor, and responsibility factor. The 

numerical factors will be fuzzified to a linguistic trust first through a fuzzy membership function. 

Then, the three factors are combined through the rule table. The output of the fuzzy inference table 

will be defuzzified to a numerical trust based on a designed output membership function. The Q-

learning model is applied to access the indirect trust value of a vehicle which is outside the 

communication range. 
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2.4 Conclusion of the Literature Review 

To sum up, we find out that rarely work has considered the secure indirect trust 

computation in the VANET.  
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Chapter 3 

System Model and Trust Computation Algorithms 

In this chapter, we introduce the system model of the traffic condition warning application 

in the VANET. Second, we clarify the definitions of trust, the trust quantization mechanisms, the 

directed trust graph for the trust computation, and the transitivity-based trust computation 

mechanisms. Third, we introduce the adversary model based on the directed trust graph.  

3.1 System Model 

We mainly focus on the safety applications for the ITS in the VANET. Figure 7 shows the 

traffic condition warning application on highway. The star represents an event on the road. The 

region within the circle is called event area. The range of the event area is equivalent to the detection 

range of the in-vehicle sensors. In other words, only the vehicles in the event area could detect the 

event and generate a report (warning message) [22]. There are three event reports generated in the 

example shown in Figure 7. More reports will be generated as more vehicles enter the event area. 

The rear vehicles collect all the reports and generate opinions. Each receiver will assess the event 

based on the decision logic mechanisms when it collects enough reports and opinions or when it is 

close to the decision area. The decision area is the shortest distance for the vehicle drivers to react 

to the event. We assume that the decision area is larger than the event area in general. 

The ad-hoc network topology among the vehicles in the figure is a snapshot at a specific 

moment. The vehicles on the highway are referred to as nodes in the network topology. The links 

of the network topology represent the bidirectional interactions among the vehicles within the 

communication range. 



 

29 

 

 

Figure 7. Highway scenario of the traffic condition warning application. 

We assume that the transmissions of the reports on highway are unidirectional. The 

direction of the message transmissions is contrary to the direction of the vehicles. Therefore, the 

trust assessment of the reports is also unidirectional. The network topology could be converted to 

a directed trust graph for the trust assessment. However, due to the high mobility of the vehicles, 

the network topology when a sender sends a report may be different from the network topology 

when the receivers receive the report. In other words, the receivers may evaluate the trust of the 

same report based on different network topologies. Thus, we assume that the trust assessment of 

the same report by any vehicle is based on the same fixed network topology. We extract the network 

topology from Figure 7 and convert it to the directed acyclic graph (DAG) shown in Figure 8. Then, 

the trust computation problem can be solved based on the graph theory. Let  be 

the directed trust graph [31]. The report senders are referred to as source nodes . The rest of 

the nodes in the graph are referred to as target nodes .  and  are the set of the source and 

target nodes in the network respectively.  is the set of all the edges in the graph . The values of 

the edges are the direct trust of the trustees. The directions of the edges are from the trustees to the 

trustors. 
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Figure 8. Direct trust graph. 

We derive a two-hop trust propagation from the above figure (see Figure 9a). To simplify 

the modeling, we ignore the trust propagation between the nodes at the same hop layer (see Figure 

9b and 9c). As mentioned in Section 2.1, there are two types of trust in the directed trust graph: the 

direct trust of the reporters and recommendation trust of the recommenders [23]. If the target nodes 

are connected to the source nodes directly. The indirect trust computation is not needed. The trust 

evaluations of the reporters are based on direct interactions and experience. The direct trust values 

of the reporters are referred to as . If the target nodes are connected to the source nodes over two 

or more hops, the indirect trust computation needs the assistance of the intermediate recommenders. 

The recommenders that connect to the source nodes directly gain the trust  of the source nodes. 

The values of the direct trust among the target nodes are referred to as . Thus, the multi-hop trust 

computation is based on the trust  and the recommendation trust . 

 

Figure 9. Edge values of the directed trust graph. 

3.2 Trust Computation Algorithms 

Trust metrics are the criterions to measure the trust. The trust metrics such as trust (belief 

or disbelief), confidence, and uncertainty are applied to the VANET scenarios. The quantification 

of the trust is mainly based on probabilistic methods. For example, the trust could be evaluated 
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based on the ratio between the number of correct messages and the total number of messages 

received. However, due to the high mobility and ephemeral property of the VANET, the statistical 

results that are based on limited rounds of interactions may be biased. Thus, the Bayesian inference 

is introduced to solve the issue. The pre-knowledge (prior probability distribution) mitigates the 

bias in the quantification of the trust. The Beta distribution is normally applied to binary statements 

(evidence). The mean of the Beta distribution is defined as belief. Also, the variance of the 

distribution is referred to as confidence [25]. Uncertainty is considered in the trust relationships 

due to the lack of evidence in some scenarios. Subjective logic is a promising solution for the 

uncertainty probability computation. The Dirichlet distribution is applied to the uncertainty 

quantification in [29]. Furthermore, Sun et al. [27] applied the concept of entropy for uncertainty 

measurement in computer networks. M. Raya et al. [15] applied the DST-based decision logic 

mechanism for solving the uncertainty issue. In conclusion, the trust values quantified by the 

probabilistic method are always continuous values between 0 and 1. In addition, other trust 

quantification mechanisms such as multi-level trust, fuzzy logic, etc. are also applicable for the 

VANET scenarios. The trust which is classified as multiple discrete values makes the meaning of 

trust more explicit [23]. The fuzzy logic model is capable to quantify the trust of the vague and 

inadequate information [17], [24]. 

In the thesis, we only adopt trust (belief and disbelief) as the trust metrics in the simulation. 

The confidence and uncertainty may be considered for the future work. With the explicit definition 

of trust, the quantification mechanism of trust, and the directed trust graph obtained from the 

network topology, the indirect trust can be computed through the trust computation models. 

Inspired by the work in [30], the trust computation based on the directed trust graph can be 

categorized as two types: single path trust computation (Figure 10a) and multipath trust 

computation (Figure 10b). We use  operator to calculate the concatenation of trust values in a 

single path. The  operator is designed for the combination of the trust values from multiple paths. 
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In general, the commutative law, distributive law, and associative law are applicable for both  

and  operators.  is a trust metrics vector. For example,  is the trust metrics vector 

that consists of belief, disbelief, and uncertainty metrics.  represents the direct trust of node 

 evaluated by node . The trust vector  consists of the direct trust of all the nodes in the network 

evaluated by node  [26]. If there is no direct interaction with a node, the trust value of the node in 

the trust vector is zero.  is a trust matrix composed of the direct trust among all the nodes in 

the network. The  row of the trust matrix is identical to the trust vector . 

 

Figure 10. Trust concatenation and combination. 

Trust metrics vector: 

  (3.1) 

Single path trust computation, concatenation, (Figure 10a): 

  (3.2) 

Multipath trust computation, combination, (Figure 10b): 

  (3.3) 

Hybrid, (Figure 10c):  

  (3.4) 

Trust vector:  

  (3.5) 
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Trust matrix: 

  (3.6) 

We adopt the trust computation mechanisms in Chapter 2 for the traffic condition warning 

application in the VANET. Majority of the trust computation mechanisms assume that the trust is 

transitive. The trust computation mechanisms could be classified as two categories: iteration-based 

trust computation and graph theory-based trust computation mechanisms. The categorization is 

based on the trust propagation mechanisms. For iteration-based methods, the nodes will calculate 

the indirect trust of the messages, attach the indirect trust as opinions to the messages, and broadcast 

them to the rear neighbor vehicles. For the graph theory-based trust computation mechanisms, the 

vehicles gain the topology of the network and all the edge values. The trust computation problem 

can be solved based on graph theory.  

Iteration-based trust computation mechanisms: 

Annotation:  is a neighbor set which consists of the neighbor nodes ahead of node . 

Node  is an arbitrary node in the middle of node  and node . 

VARS [22]: 

Concatenation:  

  (3.7) 

  (3.8) 

Combination:  

  (3.9) 

Annotation: In VARS, the vehicles are categorized as several types. The combination of 

the VARS model is a weighted sum of the trust values of different types of vehicles. However, we 

assume that all the vehicles in our scenario are of the same type. As a result, the combination is 



 

34 

 

simplified to the simple averaging. In addition,  is the maximum global trust value in the 

network.  

EigenTurst [26]: 

Method 1 Concatenation and Combination:  

Concatenation: 

  (3.10) 

Combination:  

  (3.11) 

Method 2 Iteration:  

  (3.12) 

  (3.13) 

Annotation: The direct trust values of the trust matrix in the iteration method are 

normalized based on a specific rule in [26]. The iteration process will stop when the trust vector 

converges (see equation (3.13)). 

Graph theory-based trust computation mechanisms: 

Strongest path [32]:  

Concatenation:  

  (3.14) 

Combination:  

  (3.15) 

Path semiring [33]: 

Concatenation:  

  (3.16) 
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Combination:  

  (3.17) 

3.3 Adversary Model 

The nodes in the vehicular network consist of good nodes, selfish nodes, and bad nodes. 

The adversary model of the directed trust graph can be categorized as node attack and edge attack. 

In addition, the adversary model can also be categorized as sybil attack, blackhole attack, bogus 

message attack, etc. [9], [34], [35]. 

A good node is always honest. The good nodes can also be referred to as honest nodes. 

However, the trust assessment of the good nodes may be biased due to the destabilization of the 

network and malfunctions of the good nodes. The selfish nodes may refuse to cooperate with the 

good nodes for energy saving reason. However, the selfish nodes do not generate active attacks. 

The bad nodes in the network are always malicious. The bad nodes may collude with each other 

and launch the active attacks. The bad nodes are also referred to as malicious nodes. 

The concept of the node attack and edge attack is first proposed by Levien and Aiken [31]. 

It is defined for the attacks in a certification graph. In our scenario, the edge attack means that the 

malicious nodes could propagate forgery edge values to mislead the trust computation results of 

their honest neighbors. In addition, the attackers could compromise the honest nodes by launching 

the node attack. If an honest entity is compromised, the attacker could control the entity to further 

generate the edge attack. 

Sybil attack: The attackers could forge several virtual identities in the network, launching 

a sybil attack. Due to the sybil attack, majority of the nodes in the network are malicious. Thus, the 

attackers could take over the control of the current network and mislead the good nodes. The sybil 

attack is usually existed in the networks lacking identity authentication mechanisms. 

Blackhole: The attackers in the network could choose to drop the messages crucial for other 

nodes such as warning messages and only forward the messages that are beneficial to themselves. 
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For example, in the trust propagation procedures, the malicious nodes may drop the trust evaluation 

results generated by the good nodes. 

Bogus message (bad mouthing attack): The attackers will send forge recommendation trust 

or opinions to their neighbors. The bogus message attack belongs to the edge attack. 

Conflicting attack: The attackers behave honestly only to a part of the nodes in the network 

and behave maliciously to the rest. Then a good node may receive conflicting recommendations 

about the attackers from different good nodes. Thus, the recommendation trust of the good nodes 

who trust the attackers will be influenced. 

In the experiment, we mainly focus on the bad-mouthing attack. We assume that all the 

messages are cryptographic signed and correctly forwarded. The legitimate identities of the 

vehicles are securely managed and cannot be forged. Furthermore, all the nodes are either good or 

bad nodes. There are no selfish nodes in the network. Thus, the attackers could only launch the 

edge attacks, forging their own opinions or recommendation trust to other vehicles. 

3.4 Summary of Assumptions 

The following table summarizes all the assumptions we make in Chapter 3. 

Table 3 Summary of assumptions 

Section Assumptions 

System model • The detection range of the vehicles is smaller than the 

communication range 

• The transmissions of the reports on highway are unidirectional 

• We do not consider package loss, transmission error, and 

transmission time delay in the VANET 

• The trust assessment of the same report by any vehicle is based 

on the same fixed network topology  
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Trust computation mechanisms • Trust is transitive 

Adversary model • There are only two types of nodes in the network: malicious 

and honest nodes. 

• We only consider the bad-mouthing attack in the simulation. 
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Chapter 4 

Performance Evaluation and Comparison of  

the Trust Computation Algorithms 

In this chapter, we introduce the randomizations of the edge values in the simulation. We 

then simulate the performance of four trust computation models. Based on the experimental results, 

we compare and analyze the attack-resistant performance of the trust computation models. Lastly, 

from our performance comparisons, we derive useful insights into different models for the indirect 

trust computation. 

4.1 Simulation Setting 

As shown in Figure 11, we generate the directed trust graph based on the network topology 

and convert rules introduced in Section 3.1. The graph is a three-hop directed trust graph which 

simplifies the trust propagations among the nodes at the same layer. There is only one trustee and 

one trustor in the graph. The trustee is one of the vehicles in the event area who generates a report. 

The trustor who receives the warning message over multiple hops will try to compute the trust value 

of the message based on the directed trust graph. We assume that the average density of vehicles 

per communication range is 5. In other words, the trustee (report sender) could broadcast the 

messages to at most 5 rear vehicles. In the simulation, we will generate attackers in the directed 

trust graph and evaluate the performance of different trust computation models. The attackers will 

collude with each other if possible. 
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Figure 11. Directed trust graph in the simulation. 

Our experiment is simulated on MATLAB R2018b. The definitions of the parameters used 

in the simulation are shown in Table 4. 

Table 4 Parameter definitions 

Symbol Description 

 Number of nodes in the directed trust graph including the trustee and trustor. 

The number of nodes can be computed by  and . 

 Number of hops between the trustee and trustor.  

 Number of nodes at the same hop layer in the directed trust graph except for 

the trustee and trustor. 

 Number of attackers in the directed trust graph. The trustee and trustor are 

always honest in our setting. 

 The value of   factor is the degree of the overlapping of the Beta 

distributions. The   factor indirectly reflects the ability of vehicles to 

distinguish the attackers and honest entities on the road.  

 Number of paths between the trustee and trustor. 
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4.2 Trust Value Randomizations among Good and Bad Nodes 

For recommendation trust generation, the vehicles first joining the network may have 

obtained a pre-knowledge of the trustworthiness of the network. If the expectation value of the 

prior probability distribution (probability-based pre-knowledge) is low, the network is 

untrustworthy. The vehicles may not trust any messages received in the network. If the 

trustworthiness of the network is higher than an acceptance threshold, the vehicles could connect 

to the neighbors and establish interactions. However, at the beginning, due to few interactions, the 

vehicles are not able to distinguish the honest nodes and the malicious nodes. The direct trust  of 

the report sender or the recommendation trust  of the recommenders can be either distinguishable 

or undistinguishable. Thus, there are four situations in such a scenario which are simple 

combinations of the above statement. We mainly focus on the situation that the trust  is 

distinguishable and the recommendation trust  is undistinguishable. 

In order to model the undistinguishable nature in the simulation, we randomly generate the 

recommendation trust for the honest and malicious nodes based on the Beta distributions shown in 

Figure 12. In the view of the good nodes, the recommendation trust of the malicious nodes is 

randomly generated based on the Beta distribution on the left and the recommendation trust of the 

good nodes is generated based on the Beta distribution on the right. The larger the overlapping of 

the two Beta distributions is, the more difficult it is for the vehicles to distinguish the 

recommendation trust of the bad and good nodes by threshold. The  factor is introduced to 

describe the degree of the overlapping. There are several  values that deserve special attention. 

When , the overlapping of the two distributions is 1. The nodes in the network are unable to 

distinguish between honest and malicious nodes. When , the overlapping of the two 

distributions is approximately 50 percent. If we introduce a threshold to classify the honest or 

malicious nodes, the minimal error rate of misclassifying a node is approximately 25 percent. When 

the value of q is greater than 2.5, the error rate is less than 10 percent. Thus, we define that the 
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vehicles are in the low distinguishable environments when the value of  is less than 1.2. The 

vehicles are in the high distinguishable environments when the value of  is greater than 2.5. 

The malicious nodes will collaborate with each other if possible. Thus, the malicious nodes 

will assign a high recommendation trust for their malicious neighbors and slander the 

recommendation trust of the good nodes nearby. 

 

Figure 12. Trust randomization based on Beta distributions. 

For the direct trust  of the reporters, the trust values assigned by the good nodes for the 

senders are 0.9. The trust values assigned by the malicious nodes for the senders are 0.1. We may 

assign more reasonable trust  in the future work.  

The nodes in the directed trust graph are either malicious or honest. Thus, there are four 

possible recommendation trust shown in Figure 13.  is a high recommendation trust value 

from an honest node to another honest node.  is a low recommendation trust value from an 

honest node to a malicious node. The malicious nodes’ behaviors are different from the honest 
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nodes. The bad nodes collude with each other and launch the bad-mouthing attack to the good 

nodes.  is a high recommendation trust value between the malicious nodes.  is the bad-

mouthing trust value from the malicious node to the honest node. In general, the recommendation 

trust of the malicious nodes and honest nodes satisfies the following inequality:

. In order to simplify the description, we refer to the recommendation trust as 

, respectively. In addition, we refer to the situation  as that the behaviors 

of the malicious nodes and honest nodes are ‘mirror symmetry’. Unless otherwise stated, the 

simulations are based on the former situation. 

 

Figure 13. Recommendation trust among the good and bad nodes. 

The behaviors of the honest and malicious nodes are summarized in Table 5.  

Table 5 Behaviors of the honest and malicious nodes version 1 

 Direct trust  

to report senders 

Recommendation trust  

to honest recommenders 

Recommendation trust  

to malicious recommenders 

Honest nodes’  

behaviors 

0.9 Beta distribution 

random variable  

Beta distribution 

random variable  

Malicious nodes’  

behaviors 

0.1 Situation 1:  

Situation 2:  

Situation 1:  

Situation 2:  

Distinguishable 

degree 

low low low/medium medium/high high 

 0 0.4 1.2 2.5 3.4 
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 0.70,4.1E-03 0.71,3.7E-03 0.74,3.1E-03 0.77,2.4E-03 0.78,2.0E-03 

 0.70,4.1E-03 0.69,3.9E-03 0.66,3.6E-03 0.63,3.1E-03 0.62,2.8E-03 

Overlapping 100% 90% 50% 20% 10% 

 

4.3 Results and Analyses 

In the simulation, we adopt four trust computation models from the literature review in 

Chapter 2: VARS, EigenTrust, strongest path, and path semiring models. In order to simplify the 

description, we refer to the four models as VARS, eigen, path, and semiring, respectively. In 

addition, the behaviors of the honest and malicious nodes in the simulations are based on Table 5. 

Investigation 1: The influence of the  factor 

Situation 1: The influence of the  factor on the trust computation models without attackers 

The trust computation is based on the directed trust graph in Figure 11. The  factor does 

not reflect the distinguishable ability in a fully trusted environment. It can be interpreted as the 

initial quality of the network. The trust computation results of the trust computation models will 

increase with the improvement of the quality of the networks. The  factor has similar impact on 

the trust computation models without attackers. In addition, the trust values computed by different 

trust computation models based on the same factor are approximate. Thus, the trust computation 

models are comparable in our setting.  
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Figure 14. Trust computation without attackers. 

Situation 2: The influence of the  factor on the trust computation models with attackers.  

The specific directed trust graph with two attackers in the simulation is shown in Figure 15. 

The directed trust graph shown below is a simplified representation of the directed trust graph in 

Figure 11. 

 

Figure 15. Directed trust graph with two attackers. 

In Figure 16, the  factor has minor influence on the trust computation results of the VARS 

and eigen models. However, the trust values computed by the path and semiring models are more 

affected by the  factor when the value of  is small. 
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Figure 16. Trust computation with attackers. 

Investigation 2：The influence of attackers’ positions 

Situation 1: Extreme situations 

From Figure 17, there is no doubt that a receiver cannot compute the correct opinion of the 

report sender based on any trust computation models if either the sender or receiver is surrounded 

by the attackers. This type of attack is referred to as eclipse attack which is out of the scope of this 

dissertation. Consequently, we do not consider the attacker positions below when the number of 

attackers is greater than 5. In addition, the VARS model has a better performance than other models 

when the attackers are centralized to the receivers. The definition of the error rate is in Investigation 

3. This unique performance of the VARS model will be studied in Section 4.4 Discussion 3. 
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Figure 17. Error rate of the trust computation models in extreme situations. 

Situation 2: General cases 

The malicious node position index in Figure 18 represents one of the combinations of the 

malicious nodes’ positions in the directed trust graph. The extreme cases mentioned in situation 1 

are excluded.  

 

Figure 18. Error rate of the trust computation models with attackers in different positions. 
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The index corresponding to the maximum error rate of the eigen, VARS, and path models 

is 25. The positions of the attackers regarding the index are shown in Figure 19a. The index 

corresponding to the maximum error rate of the semiring model is 31. The positions of the attackers 

regarding the index are shown in Figure 19b. The index corresponding to the minimum error rate 

of the eigen, semiring, and path models is 9 (or 45). The positions of the attackers regarding the 

index are shown in Figure 19c. The index corresponding to the minimum error rate of the VARS 

model is 5. The positions of the attackers regarding the index are shown in Figure 19d.  

 

Figure 19. Special positions in the directed trust graph. 

Besides the global minima and maxima of the error rate curves, we also analyze all the 

vertex and bottom points in the curves. As a result, the performance of the VARS, path, and eigen 

models is most influenced by the 6th position, while the semiring model is most affected by the 7th 

position. Furthermore, the eigen, semiring, and path models are less influenced by the 11th position, 

while the VARS model is less affected by the 7th position. The sequence of the nodes in the directed 

trust graph is shown in Figure 19a. The results are summarized in the following table. 
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Table 6 Summary of the most and less affected positions 

 
Most affected position Less affected position(s) 

eigen 6 11 

VARS 6 7 

path 6 2, 11 

semiring 7  2, 11 

 

Investigation 3: The influence of the number of attackers  

The positions of the attackers in the directed trust graph will influence the experimental 

results of the trust computation models. However, based on Investigation 2, we fix the positions of 

the attackers and simulate the directed trust graphs with attackers from 1 to 8 as shown in Figure 

20. The position selections of the attackers in the directed trust graph are based on the rule that the 

positions of the attackers are uniformly distributed in the directed trust graph.  

 

Figure 20. Distribution of attackers in the directed trust graph. 

The influence of the attackers on the trust computation models is assessed by the error rate 

,  where  are the trust values computed by the trust computation models based 

on the directed trust graph without attackers and  are the trust values computed by the trust 
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computation models with attackers. The mean of the error rates is computed by the averaging of 

1000 times simulation results. In Figure 21, the dot dash line corresponds to the error rate at 10 

percent. The dash line corresponds to the error rate at 5 percent. When there is only one attacker, 

the performance of the semiring model is better than the VARS model and equivalent to the path 

model. The error rate is less than 5 percent. Furthermore, when the number of attackers increases, 

without any doubt, the performance of all the trust computation models will get worse. The 

semiring model is most affected by the malicious nodes when the number of attackers is greater 

than 2. The performance of the VARS model is the most stable, and thus, it is the better than the 

eigen, semiring, and path models. 

We also compute the variance of the error rates. The results show that the performance of 

semiring and path models are more affected by the changing of the environment. In other words, 

the changes in the trust relationships among the nodes in the network will influence the performance 

of the path and semiring models. 

 

Figure 21. Error rate of the trust computation models when q = 0.63. 
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We could also get the same conclusion from Figure 22 to Figure 24 that with the increase 

of the  factor, the path and semiring models are less affected by the attackers. The attack-resistant 

performance of the path and semiring models will exceed that of the eigen and VARS models when 

the value of  is greater than 1.2. Furthermore, the error rates of the path and semiring models are 

approximately 5 percent in the high distinguishable ( ) environments. Moreover, the 

variance curves of the path and semiring models approach zero when the value of  increases.  

To sum up, the semiring and path models always perform the best among the four models 

when there is only one attacker. Furthermore, the VARS model is the best performing model in the 

low distinguishable and low malicious rate environment (the value of  is less than 1.2 and the 

malicious ratio is less than 0.3). The error rate of the VARS model is less than 0.2. However, the 

20 percent error rate is high and inapplicable for the practical situations. The reasonable error rates 

of the trust computation models should be less than 10 percent. The performance of the VARS 

model needs further improvement. Moreover, the error rates of the path and semiring models are 

less than 10 percent when  is greater than 2.5. Thus, the performance of the path and semiring 

models meets the requirement only when the value of the q factor is greater than 2.5 in the honest 

majority environments (malicious rate less than 0.5).  We will further study the VARS, path, and 

semiring models in Section 4.4. 
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Figure 22. Error rate of the trust computation models when q = 0, 0.4.  

 

Figure 23. Error rate of the trust computation models when q = 1.2, 2.5. 
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Figure 24. Error rate of the trust computation models when q = 3.4, 5.0. 

4.4 Discussions and Insights 

Discussion 1: Bias 

We set up a simple experiment in order to test the computation accuracy of the trust 

computation models. The edge values among the recommenders in the directed trust graph are 

constant values with positive or negative deviations. We assume that the deviations are caused by 

the evaluation error. The dash lines are the theoretical computation results. The edge values, and 

deviations are referred to as  and , respectively. Based on Figure 25a, 25b, and 25c, the 

trust computation results of the eigen and VARS models are close to the threshold while the results 

of the path and semiring models have a certain bias. The larger the deviations are in the edge values, 

the greater the bias is in the computation result. The trust computations of the path and semiring 

models are based on a single path. The trust computations of the VARS and eigen models are based 

on multiple paths. Therefore, the trust computations based on the multiple trusted paths are more 

accurate. In addition, the computation results of the eigen model are the closest to the theoretical 
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results. Thus, the computation results of the eigen model in a fully trusted environment can be set 

as a baseline. Moreover, the computation bias of the VARS model is influenced by the difference 

between the edge value and the global maximum value (see Figure 25d).  

 

Figure 25. Computation bias in the trust computation models. 

In conclusion, the trust computation result of the eigen model without any attacker can be 

used as the baseline among the trust computation models. The path and semiring models ensure the 

security by sacrificing the computation accuracy. The VARS model has a trade-off between the 

computation bias and security. Therefore, the computation result of the VARS model should be 

between that of the eigen and semiring or path models. Furthermore, based on the above statements, 

the maximum bias of the transitivity-based trust computation mechanisms can be calculated. The 

maximum bias is computed by , where  For 

example, if the evaluation error (deviation) is less than 5 percent, the maximum bias is less than 20 

percent. 
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Table 7 Summary of insight 1 

Trust computation models Computation bias without attackers 

eigen model No bias. The computation result of the eigen model can be used as 

a baseline. 

path and semiring models The greater deviations in the edge values, and the larger the bias in 

the computation results. 

VARS model The greater difference between the edge value and the maximum 

global value, and the larger the bias in the computation. 

Summary • The multi-hop trust computation mechanisms should select as 

many trusted paths as possible.  

• The computation bias of the transitivity-based computation 

mechanisms should be between 0 and . 

 

Discussion 2: Path and semiring models 

The basic idea for the path and semiring models is to find the best path between the trustor 

and trustee. In other words, the trustor tries to find out the most trustworthy recommenders along 

the path to the trustee. Thus, not limited to the path and semiring models, we enumerate other 

possible models of the same type in Table 8. 

Table 8 Summary of the best path models 

Name Description 

path model Find the most trustworthy path: 

Minimum edge value of the path is the highest among all the other paths 

semiring model Find the most trustworthy path: 

Product of the edge values in one path is the largest among all the other paths  
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‘Breadth-First-

Search’ model 

Find the most trustworthy path: 

The trustor finds the most trustworthy neighbor, the neighbor further searches 

the most trustworthy recommender, and so on. 

averaging model Find the most trustworthy path: 

The average value of the edge values in one path is the highest among all the 

other paths 

 

All subfigures of the figures below are the attacker-resistant performance of the above four 

models in two types of attacker behavior situations. The behaviors of the honest and malicious 

nodes are based on Table 5. The positions of the attackers in the directed trust graph are based on 

Figure 20. Based on Figure 26, the path and BFS models can be classified as the same type of 

models. The semiring and average models are classified as another type. However, the performance 

of the four models tends to be similar when the behaviors of the malicious nodes and honest nodes 

are symmetric. Thus, we will mainly focus on the path and semiring models to discuss their 

similarities and differences. In addition, we refer to the above four models as the best path (BP) 

models.  
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Figure 26. Performance of the BP models (k > h > l > j). 

 

Figure 27. Performance of the BP models (k = h > l = j). 

Based on a three-hop directed trust graph (see Figure 28), there are four types of paths 

between the trustor and trustee (We only consider the recommendation trust in the path). We refer 
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to the path from 1 to 4 as -type path, -type path, -type path, and -type path, respectively. 

The -type path is the target path of the BP models. Thus, the attack-resistant performance of the 

BP models can be interpreted as a probability problem: the probability of selecting the -type path 

among the four types of paths. 

 

Figure 28. Categorization of the paths in the directed trust graph. 

Based on Figure 29, when , the -type path has minor effect on the path 

and semiring models. However, the -type path has a big impact on the semiring model which is 

the major reason why the performance of the semiring model is different from the path model (see 

Figure 26). Furthermore, when the values of  and  approach the values of  and , the 

 and  curves approach to the  and  curves. Thus, the 

performance of the path and semiring models tends to be similar (see Figure 30). Moreover, the -

type and -type paths are generated by the bad-mouthing attack. Thus, the bad-mouthing attack-

resistant performance of the path model is better than the semiring model.  
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Figure 29. Probability of selecting the best path (k > h > l > j). 

 

Figure 30. Probability of selecting the best path (k = h > l = j). 

The -type paths have more influence on the correct path selection compared to the -

type and -type paths. Furthermore, the cost of generating a -type path is less than the -type. 

The generation of -type paths requires the collusion of two attackers while the generation of -

type path relies on a single attacker. The -type path is identical to the -type path when . 
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Therefore, to simplify the modeling, we consider that there are only two types of paths between the 

trustee and the trustor. One type of the paths is the -type paths, and the other is the -type paths. 

We simulate the influences of different parameters on the attack-resistant performance of the BP 

models. The parameters consist of the values of the  factor, the number of hops, and the traffic 

density. The simulation results are shown in Figure 31 and Figure 32. 

Figure 31 shows the influence of the q factor on the performance of the BP models. In the 

low distinguishable environments ( ), the BP models can be affected by the attackers easily. 

A small number of paths dominated by the attackers can influence the best path selection of the 

models. In our setting, one vehicle could communicate to at most 5 rear vehicles. In other words, 

one attacker in the directed trust graph could dominate at most five paths. As shown in the below 

figure, when the number of dominated paths is greater than 5, the attackers have serious influence 

on the performance of the BP models in the low distinguishable environments. When the value of 

 increases, the improvement of the attack-resistant performance of the BP models is significant.   

 

Figure 31. Influence of the value of the q factor on the BP models. 

Figure 32 shows the influence of the total number of paths between the trustee and trustor 

on the attack-resistant performance of the BP models. With the increase of the total number of 



 

60 

 

paths, the BP models are less influenced by the attackers under the same number of dominated 

paths (the number of -type paths). However, the total number of paths is computed by the traffic 

density and number of hops. The total number of paths dominated by malicious nodes is also 

increased. Furthermore, under the same success attack rate, the dominated path ratio of the attackers 

is less when the total number of paths increases. The dominated path ratio is computed by the 

number of dominated paths divided by the total number of paths. As a result, the performance of 

the BP models is even worse with the increase of the total number of paths.  

The curves with different markers in Figure 32 also show the influence of the number of 

hops on the attack-resistant performance of the BP models. With the increase of the number of 

hops, the -type path is extended to the -type and -type path, respectively. These types of 

paths exist only when the attackers are centralized to the report sender. The cross markers on the 

curves are the maximum dominated paths when there is one attacker in the directed trust graph. 

When the number of hops increases, the BP models are more influenced by the attackers. 

Furthermore, except for the  condition, the BP models are more prone to the attack when 

the traffic density increase.  

 

Figure 32. Influences of dens and hop on the BP models. 
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We further simulate the influence of the traffic density on selecting the best path when the 

number of hops is equal to 3. As shown in Figure 33, although the performance of the BP models 

becomes better at the beginning, the performance will get worse when the number of densities is 

larger than 9. The best situation is  and . In conclusion, the BP models are not 

suitable for the large-scale environments.  

 

Figure 33. Influence of traffic density on the BP models. 

The influence factors on the BP models above are unpredictable and unable to improve the 

performance of the models by adjusting the parameters of the factors. We refer to these influences 

as the uncontrollable factors. In order to improve the performance of the BP models, the only way 

is to improve the performance of the  or whose curves are shown in 

Figure 34. The initial values of the curves at  are always 0.5. In addition, the curves will 

approach 1 when the value of q increases. Therefore, the performance of the BP models depends 

on the ‘bending’ of the curves. Furthermore, there is a tradeoff between the performance of the 

  curve and that of the  curve in the BP models. The semiring model is 

more applicable for the -type paths majority situation where the single attacker is in the middle or 
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centralized to the trustee, while the path model is more applicable for the -type paths majority 

situation where the single attacker is centralized to the report sender. 

 

Figure 34. Comparison of the BP models. 

Table 9 below summarizes the insight of discussion 2. 

Table 9 Summary of insight 2 

BP 

models 

Similarities and differences Uncontrollable and  

controllable factors 

path 

model 

1. when : 

The performance of the path and 

semiring models is similar. However, 

path model is more applicable for the -

type paths majority situation while the 

1. Uncontrollable factors: 

• The greater the value of the   factor, the 

better the attack-resistant performance. 

• The greater the number of hops between the 

trustor and trustee, the worse the performance. 
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semiring 

model 

semiring model is more applicable for 

the -type paths majority situation.  

2. when : 

• The  -type paths have minor effect 

on both the path and semiring models. 

However, the -type paths have a great 

influence on the semiring model.  

• The generation of the  -type paths 

relies on the collusion of the attackers. 

Thus, the attackers need to pay more if 

they want to generate more serious 

influences on the trust computation 

results. 

• At the beginning, the performance of the BP 

models will get better with the increase of the 

number of densities. When the number of 

densities increases to a certain extent, the 

performance of the BP models will get worse 

again. 

2. Controllable factors: 

• The BP models with different mechanisms 

have similar performance curves. The greater the 

curve bending, the better the attack-resistant 

performance.  

• There is a tradeoff between the performance 

of the    curve and that of the 

 curve in the BP models. 

 

Discussion 3: VARS model 

We convert the concatenation equation of the VARS model to a function and we plot the 

three-dimensional curve, which is shown in Figure 35. The variables  and  are arbitrary 

continuous values between 0 and . If both  and  are larger or smaller than the threshold , 

the computation result is larger than the threshold . If one of the values in the computation is 

larger than the threshold  and the other is smaller, the result is smaller than the threshold . The 

threshold  and  are computed by  and , respectively.  is the global 

maximum reputation value.  
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Figure 35. Concatenation equation of the VARS model. 

We further summarize the unique properties of the concatenation equation of the VARS 

model when  as follows [22].  

 (4.1) 

, where  (4.2) 

 (4.3) 

 (4.4) 

 (4.5) 

Figure 36 is a demonstration of the trust relationships evaluation based on the above 

computation rules.  is the trust computation result of the VARS model which is larger than 

the threshold . On the contrary,  is the trust computation result of the VARS model which 

is smaller than the threshold . The dash arrows are the indirect trust from trustees to trustors. As 

a result, the indirect trust of malicious nodes is always evaluated as low by the trustors whether the 

intermediate nodes are honest or malicious. Furthermore, based on equation (4.4) and (4.5), the 

bad-mouthing behaviors of the attackers are limited. 
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Figure 36. Trust relationships based on the VARS model. 

In our work, we are trying to figure out the promising transitivity-based trust computation 

mechanisms in multi-hop vehicular networks. Therefore, the trust computation mechanisms should 

at least satisfy the following properties: multi-hop computation property and trust transitivity 

property. We adjust the VARS model to satisfy these properties while retaining the unique property 

of the concatenation equation. 

Property 1: Multi-hop computation property (scalability) 

The rules of the  can be extended to  (4.6) 

Method 1:  

, where  (4.7) 

 (4.8) 

 (4.9) 

Equation (4.1) satisfies the multi-hop computation property where . Based on 

equation from (4.1) to (4.9), the concatenation equation of the VARS model does not satisfy the 

trust transitivity assumption strictly. The VARS model may not be comparable to the path and eigen 

models in some situations (see Figure 25d). We restrict the conditions of the function to ensure the 

trust transitivity property of the VARS model. 

Property 2: Trust transitivity property 

When  (4.10) 
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Method 2.1: 

 (4.11) 

Equation (4.11) is identical to the conventional VARS model. However,  in the 

equation is decided by the trustors. The trustors will select the trust value of the most trustworthy 

neighbor as  and compute the indirect trust of the trustee. One of the problems of Method 2.1 

is that threshold  is dynamic. The trust transitivity property is satisfied when the trust values of 

the neighbors are approximately . 

Method 2.2: 

, where  (4.12) 

 (4.13) 

 (4.14) 

Example (when ): 

 (4.15) 

 (4.16) 

Equation (4.15) is only applicable for the two-hop trust computation. The trust computation 

result will decrease exponentially with the increase of the number of hops. The threshold  of the 

equation is a constant number. Therefore, the trust computation results of the first few hops can be 

less than the threshold even if the nodes are honest. The trust transitivity property is not satisfied. 

For example, if  thus equation (4.6) and (4.13) are not 

satisfied. 

We refer to all the transitivity-based VARS models as VARS-2 models. The trust 

computation model based on Method 2.1 is referred to as VARS-c model. The model based on 

Method 2.2 is referred to as VARS-trans model. 
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Table 10 below summarizes the insight of discussion 3. 

Table 10 Summary of insight 3 

VARS-based models Description Application 

Conventional 

VARS model 

VARS  

When   

 

- 

Transitivity-based 

VARS models 

(VARS-2 models) 

VARS-c  

Where  is dynamic. 

When ,  

Multi-hop trust 

computation 

VARS-trans 
 

When ,  

When  

Two-hop trust 

computation 

Summary • Comparison between the VARS-2 models: 

The trust transitivity property of the VARS-trans model is better than that of the 

VARS-c model. However, the VARS-trans model is only suitable for the two-hop 

trust computation.  
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 Discussion 4: Transitivity-based VARS model 

As shown in Figure 37, the bias in the VARS-2 models are mitigated by ensuring the trust 

transitivity property. Thus, the VARS-2 models are comparable to the eigen model. 

 

Figure 37. Computation bias in the trust computation models after improvement. 

Based on , we slightly adjust the behaviors of the honest and malicious nodes in 

the following simulations (see Table 11). 

Table 11 Behaviors of the honest and malicious nodes version 2 

 Direct trust  

to report senders 

Recommendation trust  

to honest recommenders 

Recommendation trust  

to malicious recommenders 

Honest nodes’  

behaviors 

0.9 Beta distribution 

random variable  

Beta distribution 

random variable  

Malicious nodes’  

behaviors 

0.1 Situation 1:  

Situation 2:  

Situation 1:  

Situation 2:  
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Distinguishable 

degree 

low low low/medium medium high 

 0 0.45 1.3 2.16 3.8 

 0.50,4.9E-03 0.52,4.5E-03 0.56,3.8E-03 0.59,3.3E-03 0.63,2.6E-03 

 0.50,4.9E-03 0.48,4.5E-03 0.44,3.8E-03 0.41,3.3E-03 0.37,2.6E-03 

Overlapping 100% 80% 50% 30% 10% 

  

Based on Table 11, we compare the performance of the VARS-trans model and the eigen-

2 model. The positions of the attackers are based on Figure 20. The eigen-2 model is the 

conventional eigen model with simple threshold mechanism. The -type paths will be filtered out 

by the simple threshold applied in the eigen-2 model. However, the VARS-trans model could 

convert the -type paths to the -type paths. Based on Figure 38 and Figure 39, the performance 

of the VARS-trans model is better than the eigen-2 model. 

 

 

Figure 38. Comparison between eigen-2 and VARS-trans models when q = 0, 0.45, 1.3, 1.69. 
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Figure 39. Comparison between eigen-2 and VARS-trans models when q = 2.16, 2.8, 3.8. 

We further conclude the trust relationships among the nodes described by the eigen-2 and 

VARS-trans models in the following table. As a result, the trust relationships described by the 

VARS-trans model is more applicable for the bad-mouthing environments. 

Table 12 Trust relationships decribed by the trust computation models 

 eigen-2 VARS-trans 

Trust 

relationships 

A trusts B, B trusts C ⇒ A trusts C 

A trusts B, B distrusts C ⇒ A distrusts C 

A distrusts B, B trusts C ⇒ A ? C 

A distrusts B, B distrusts C⇒ A ? C 

A trusts B, B trusts C ⇒ A trusts C 

A trusts B, B distrusts C ⇒ A distrusts C 

A distrusts B, B trusts C ⇒ A distrusts C 

A distrusts B, B distrusts C⇒ A trust C 

 

We further improve the eigen-2 and VARS-trans models by filtering the trust computation 

result of the recommenders who are connected to the trustee directly and we compare the 

performance of these models. The results are shown in Figure 40, Figure 41, and Figure 42. The 

precision rate on the y-axis is slightly different from the error rate introduced in Section 4.3. The 

precision rate is computed by ,  where  is the baseline computed by the eigen 
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model without attackers and is the computation results of the trust computation models with 

attackers. Furthermore, the dash lines in the below subfigures are the thresholds computed based 

on the maximum bias introduced in Discussion 1. 

The eigen-2 model has better performance than the eigen model when the value of  

increases. The performance of the VARS-trans model is always better than that of the eigen-2 

model. The accuracy of the computation results is improved by increasing more trusted paths. 

Furthermore, the BP models make up the poor performance of the VARS-trans model in the high 

malicious rate environments when the value of  is greater than 2.8. 

 

 

Figure 40. Precision rate of the trust computation models when q = 0.45, 1.3. 
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Figure 41. Precision rate of the trust computation models when q = 1.69, 2.16. 

 

Figure 42. Precision rate of the trust computation models when q = 2.8, 3.8. 
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Table 13 below summarizes the insight of discussion 4.  

Table 13 Summary of insight 4 

Distinguishable degree Low Medium High  

q factor 0 0.45 1.3 1.69 2.16 2.8 3.8 

Error rate of the  

simple threshold ( ) 

50% 40% 25% 20% 15% 10% 5% 

Selection of the trust 

computation models 

VARS-trans model 

when  

VARS-trans model 

when  

VARS-trans when  

path model when  

Summary • The VARS-trans model is applicable for low and medium 

distinguishable environments with low malicious rate. 

• The BP models are applicable for the high distinguishable 

environments. 

 

In conclusion, the summaries of all the above insights are shown in Table 14 and Table 15. 

Table 14 mainly concludes the limitations of the trust computation mechanisms. Table 15 discusses 

the applicable conditions of these mechanisms.  

Table 14 Summary of limitations of the trust computation mechanisms 

Trust computation 

models 

Descriptions Limitations 

eigen The computation results of the eigen 

model without attackers can be used 

as a baseline. The averaging of the 

trust values from multiple paths could 

mitigate the bias in a single path. 

The eigen model is only applicable 

for the fully trusted environments. 



 

74 

 

VARS The trust relationships among the 

nodes described by the VARS model 

is more applicable for the bad-

mouthing environments. 

It is difficult to find the function that 

satisfies both the multi-hop 

computation and trust transitivity 

properties.  

semiring 1. Find the most trustworthy path: 

Product of the edge values in one path 

is the largest among all the other paths 

2. It is applicable for the high 

distinguishable environments and  -

type paths majority conditions. 

 

1. Poor performance in the low 

distinguishable and large-scale 

environments.  

2. The trust computation relies on a 

single path. The result may be biased. 

3. The semiring model is more prone 

to the bad-mouthing attack compared 

to other BP models. 

path 1. Find the most trustworthy path: 

Minimum edge value of the path is the 

highest among all the other paths. 

2. It is applicable for the high 

distinguishable environments and -

type paths majority conditions. 

1. Poor performance in the low 

distinguishable and large-scale 

environments. 

2. The trust computation relies on a 

single path. The result may be biased. 

 

The transitivity-based trust computation mechanisms are applicable for the honest majority 

and small-scale environments. The VARS-trans model does not satisfy the multi-hop computation 

property. The performance of the BP models can be easily affected by the attackers when the 

number of hops is larger than 3. As a result, currently, the VARS-trans and BP models are only 

applicable for the situations that the number of hops is less than 4. Based on the distinguishable 

ability, the vehicles could choose either the VARS-trans model or the BP models. 
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Table 15 Summary of applicable conditions 

 
Distinguishable Malicious 

node ratio 

Scale of the 

environment 

BP models High Low/medium Low 

Multipath 

models 

VARS-trans Low/medium Low  Low 

 
Distinguishable Malicious node ratio  Scale 

Low    

Medium   - 

High   - 
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Chapter 5 

Conclusions and Future Work 

In this chapter, we summarize the dissertation and discuss the future work. 

5.1 Conclusions 

We introduce the basic concept of the vehicular network and its security requirements. The 

vehicular network is in the low level of trust environments. The trust management scheme is 

applied for solving the insider attack issues. Due to the unique properties of the VANET such as 

high mobility, dynamic, ephemeral property, large-scale property, etc., the conventional trust 

management mechanisms in the MANETs are not applicable for the vehicular networks. Thus, the 

data-centric trust management scheme which evaluates the trustworthiness of the messages is 

proposed to further tackle the trust issues in the VANET.  

The trust computation mechanisms are designed to compute the indirect trust of the 

messages which are forwarded over multi-hops. The neighbors of the vehicles change rapidly over 

time. In addition, it is difficult for the vehicles to establish multiple rounds of interactions with 

neighbors in the ephemeral network. As a result, the vehicles may not be able to distinguish the 

good and bad nodes due to the limited interactions.  

In the simulation, we first set up a directed trust graph based on a realistic setting of a 

highway scenario and compare the attack-resistant performance of the trust computation models. 

Except for the VARS model, the other trust computation mechanisms have never been studied for 

the VANET in the literature. We also adjust the VARS model to best fit for our setting by satisfying 

trust transitivity property. Furthermore, we study the attack-resistant performance of the trust 

computation models and point out their strengths and limitations. The experiment results show that 

the trust computation models are suitable for different situations in the vehicular network. There 

are no best trust computation models that are working for all. 
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The attack-resistant performance of the trust computation mechanisms depends on the 

concatenation and combination mechanisms. The trust computation mechanisms can be classified 

as two types. The first type is referred to as the BP models including path and semiring models. 

The second type models compute the trust values based on multiple paths.  

For the multipath-based trust computation mechanisms, besides averaging, the weighted 

sum can also be applied for the combination mechanism. However, we mainly focus on the 

concatenation mechanisms in this dissertation. The concatenation mechanism of the eigen model 

can be easily affected by the attackers. The concatenation mechanism in the VARS model is more 

applicable for the defense of the bad-mouthing attack. Other security mechanisms such as filtering 

should be applied to the multipath-based trust computation mechanisms for further security. 

The BP models are less affected by the attackers in the high distinguishable environments. 

The mechanisms of the BP models are similar to that of the filtering mechanism. A higher threshold 

could improve the security of the trust computation results by filtering out the untrusted 

recommendations while sacrificing the computation precision. 

5.2 Future Work 

Based on the study in this dissertation, the trust computation mechanisms are only 

applicable for the situation that the number of hops is less than or equal to 3. In the future, we will 

try to extend the scalability of the trust computation mechanisms to 5 hops. 

In the future work, we may improve the settings of the system model such as routing, 

mobility of the vehicles, etc. to make the simulation results more practical to the vehicular 

networks. In this dissertation, we assume the vehicular networks are stable and efficiency by 

ignoring the transmission error, packet loss, time delay, etc. in the network. There is no doubt that 

the transmission error will affect the accuracy of the computation results. We could apply redundant 

information to check the error. If there is an error, the trust value will be ignored. In addition, the 

packet loss and time delay will also influence the accuracy of the computation results. One of the 
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solutions is to apply a dynamic message reception window. Moreover, if there is time delay in the 

network. The assumption that the trust assessment of the same report by any vehicle is based on 

the same fixed network topology is not hold. The influence of the dynamic network topology should 

be considered.  

We mainly discuss the bad-mouthing attack in this dissertation. The on-off attack, 

conflicting attack, and other more complex attacks are to be considered in the future work.   

The multipath-based trust computation mechanisms are designed to mitigate the effect of 

the attackers. On the one hand, the trust computation mechanisms mitigate the error and bias in the 

trust computation results. On the other hand, the trust computation mechanisms could limit the 

behaviors of the attackers. In the future, we may further improve the concatenation and combination 

mechanisms. 

The filtering mechanisms are designed to evict the untrusted recommenders. The outputs 

of the filtering mechanisms could be used as the inputs to the trust computation mechanisms. 

However, the conventional filtering mechanisms are only applicable for the high distinguishable 

environments. We need to design a filtering mechanism based on the limited rounds of interactions 

in the vehicular networks. The collaborative filtering mechanism in the social network is one of the 

promising solutions and can be adopted to the vehicular networks.   
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