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Abstract

Opacity is a property of systems which guarantees that an outside observer cannot dis-

tinguish some behaviour of the system (secrets) from other behaviours (non-secrets).

Many companies and government agencies like to make some aspects of their pro-

cesses opaque to any observer while still needing to reveal some information. To

enforce opacity, discrete-event systems have been employed and many algorithms are

proposed. One naive way of achieving opacity is to hide everything. However, in

many applications this is not possible either due to legal obligations or due to the

requirement of sharing as much information as possible with other companies or with

the public. Some algorithms have been developed that reveal as much information as

possible while keeping a system opaque. However, these algorithms are very compu-

tationally complex and they treat all the revealed transitions equally (which might

not be a reasonable assumption in real-world applications). Thus, to solve the com-

plexity problem we propose using a dynamic programming approach, which relies on

the solution to the longest common subsequence problem. This approach can lower

the complexity of the solution at least for some cases (namely, systems with no loops).

Secondly, we propose to add utilities for revealing transitions and provide algorithms

that enforce weak opacity while guaranteeing a maximum payoff. The correctness of

the algorithms are proven and their computational complexities are computed.
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Chapter 1

Introduction

1.1 Motivation and Overview

In recent years, there has been a huge increase in highly complex dynamical sys-

tems with computer-controlled applications such as transportation, communication

systems, information processing, computer network, manufacturing, or execution of a

computer program. Although these systems differ from one to one, most of them have

two main attributes: the state space of these systems is discrete, and the evolution

of the states of the system depends on some instantaneous events, such as meeting a

condition in the system, a specific action that is taken, or the sudden occurrence of

some action. These dynamic event-driven systems with discrete state-space are called

Discrete-Event Systems (DES). Many of the technologies in our everyday life can be

modeled as discrete-event systems [1, 2].

One of the most challenging objectives in discrete-event systems is security and

privacy of the exchanged information over a shared environment. Although lots of

information of a system might be released to the public, due to different reasons such

as transparency, there are some information in the system that need to remain hidden.
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Consequently, it is crucial for the system to possess some properties including secrecy,

security, privacy, anonymity, and non-interference.

The study of security of information in such systems can be divided into two

categories: whether to focus on the capability of the outsiders (who are considered to

be intruders), or to focus on the information flow from the system to the intruders [3].

Opacity is one of the important properties that belongs to the second category. It

characterizes whether a secret behaviour of a system is hidden to the eyes of an

intruder. In other words, the goal of opacity is to ensure that the secret behaviour

of the system is not distinguishable from the non-secret ones for the intruder. It is

shown by Lin [4] that opacity is a very general property of information flow and that

other properties in DES such as observability, diagnosability, and detectability can

be formulated as special cases of opacity.

Opacity was first introduced in the computer science framework by Mazare [5]

in 2004. Bryans et al. [6, 7] introduced opacity to a DES framework, where they

studied opacity in discrete-event systems modeled as Petri nets and then generalized

their studies to labeled transition systems. The notion of opacity was extended to

finite-state automata, which can be also used to model DES, by the work done by

Saboori and Hodjicostis [3]. In these studies, opacity is investigated with respect to

two parameters in the system: a set S which characterizes the secret behaviour of

the system, and an observation mapping which is the view of the intruder from the

system. Assuming that the intruder has full knowledge of the structure of the system

but only partial observation of its behaviour, opacity ensures that the intruder can

never be certain that the system is in the secret set.

Opacity properties can be classified into two categories based on the secret set
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S [8]: state-based opacity and language-based opacity. In state-based opacity, the

secret set is considered to be a set of states of the system; whereas, in language-based

opacity the secret set is defined as a set of executions of the system.

Researchers have introduced different state-based notions of opacity based on the

nature of the secret set. For example, initial-state opacity requires the initial state of

the system to be hidden from the intruder [7, 9, 10]. Current-state opacity requires

the intruder not to be certain if the current state of the system is secret or not [7, 3].

K-step opacity is used to ensure opacity of the system K observations after leaving

a secret state [3]. Infinite-step opacity is used to ensure that the intruder can never

be certain that the system evolves or has evolved at any point to a set of secret

states [11, 12].

Language-based opacity was first introduced by Badouel et al. [13]. Given a

language LS that describes the secret behaviour of the system, we call the system

opaque with respect to LS and a mapping that captures observations, if there is no

execution in the system that leads to an estimate that belongs to LS. Later, Lin [4]

defined language-based opacity over two sublanguages of the system and with respect

to a general observation mapping for the intruder. He defined two types of opacity:

strong opacity and weak opacity. A language is said to be strongly opaque with respect

to another language and an observation mapping if every string in the first language

is confused with some strings in the second language and it is weakly opaque if some

strings in the first language are confused with some strings in the second language.

Having different notions of opacity defined for DES, an important problem that

has attracted a lot of attention recently is to ensure opacity properties of DES. Several

works have been done in this field which can be divided into three main categories [8]:
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verification, supervisory control theory, and enforcement. In the verification approach

an opacity notion in a DES is investigated and confirmed. Once a system is confirmed

to be not opaque, supervisory control theory or the enforcement approach can be used

to ensure opacity in that system. In supervisory control theory a supervisor is used to

constrain the behaviour of the system and preserve the secret; whereas, in the third

approach the secret is protected by only modifying the output of the system. The

main difference between these two is that in the first method the behaviour of the

system has to be restricted, using a supervisor, whereas the enforcement approach

does not restrict the system. Instead, the enforcement approach modifies the output

of the system in a way that the intruder cannot distinguish the secret in the system.

Motivated with several applications of ensuring opacity, we investigate two opacity

enforcement problems in DES: finding the maximum information release policy for

a normal DES while ensuring opacity, and finding the maximum guaranteed payoff

policy for a weighted DES where the weight function assigns a reward for revealing

the information of each transition.

1.2 Related Works and Contributions

As stated in Section 1.1, one way to ensure opacity in a DES is by means of

a controller. In this method, the secret is preserved by enabling/disabling some

events and restricting the behaviour of the system. Much work has been done in this

framework (e.g., [14, 15, 16, 17, 18]).

On the other hand, an enforcement approach alters the observation that the in-

truder has from the system, instead of altering the behaviour of the system. In other



1.2. RELATED WORKS AND CONTRIBUTIONS 5

words, if an intruder has observed a sequence of events of the system and the ob-

servation of the next event that the system generates will reveal the secret, the idea

is to hide the information of that event and preserve the secret. This strategy was

first introduced and investigated by Cassez et al. [15, 16]. They called their enforcer

that maintains opacity by means of deleting some events from the output observation

a mask. One of the recent studies in this framework is the work done by Zhang et

al [18]. In their study, they wanted to find the policy that reveals as much infor-

mation as possible and yet ensures opacity of the secret set. They called this policy

the maximum information release policy and provided algorithms to ensure opacity

in a DES with this policy. The time complexity of their algorithms are proven to be

exponential.

One of the problems that we want to investigate in this thesis is to see if one can

provide a solution to the maximum information release policy problem with less com-

putational complexity than the former solutions and if so, under what circumstances.

We will show that for systems with no loops in their structure, this problem can be

solved, using a dynamic programming approach. In the general case this solution

has again exponential time complexity but with a smaller exponent than the existing

solution. Besides for situations where the user wants to enforce opacity with a maxi-

mum information release policy and does not care about which observations achieve

this goal, this problem can be solved with polynomial time complexity. We will also

prove the correctness of the algorithms that we provide for this problem.

In the first problem all the transitions are treated equally and the supervisor

wants to find the policy that releases the most while ensuring opacity. However, this

might not be true in some systems. For example, some information might be more
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important than others and therefore the supervisor has less desire to reveal them.

To address this issue, we propose to associate to each transition a positive integer

which represents the reward the supervisor gets by revealing the information of that

transition (or similarly the cost of hiding that transition). We now want to find

the policy that guarantees the maximum payoff (or minimum cost) while ensuring

opacity. These rewards are application-dependent and are decided by the designer of

the system and not the supervisor.

The idea of associating cost (or similarly reward) to the events was first initiated

by Passino and Antsaklis [19], where an event cost function was considered for the

occurrence of the events in the system. They wanted to find the minimum cost

controller that ensures opacity. Then, Sengupta and Lafortune [20] considered two

costs for each event (cost of enabling and disabling the event). They provided an

algorithm that can find the minimum cost controller using a dynamic programming

approach. Their work was extended to systems with partial observability considered

for the supervisor by Marchand et al. [21]. More recently, Ji et al. [22] investigated

mean payoff supervisory control problem for a system where each event has an integer

associated to it. Positive weights were used to show gain of energy for an event

whereas negative weights were used for energy loss caused by an event.

All these studies explored a supervisory control approach in order to ensure differ-

ent notions of opacity in a DES. We, on the other hand, want to avoid restricting the

behaviour of the system and preserve the secret by changing the view of the intruder

from the output of the system. Therefore, for a DES, where there is a payoff of reveal-

ing the information of each transition, we want to find the policy with the maximum

guaranteed payoff while ensuring opacity. The reason that we consider the maximum
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guaranteed payoff policy instead of the maximum payoff policy is that there might be

different sequences of events with the same observations but different payoffs. Since

we cannot choose which sequence will be generated by the system, we will consider

the payoff that can be guaranteed, which means no matter what the system does,

the supervisor will get at least that amount. We will show in this problem that loops

of the system do not have an impact on the maximum guaranteed payoff policy as

their occurrence cannot be guaranteed. Therefore, as we did for the first problem, we

can apply a dynamic programming approach. We will also mathematically prove the

correctness of the algorithms that we provide for this problem.

1.3 Organization of Thesis

In this thesis, first we provide the background needed to study discrete-event

systems, opacity in discrete-event systems, and dynamic programming in Chapter 2.

Then we proceed by discussing how dynamic programming can help us solve some

hard problems such as the problem of finding the longest common subsequence of two

arbitrary sequences in Chapter 3. Also in this chapter, with the assumption of having

payoffs of revealing the information of transitions in a DES, we provide a solution to

the problem of finding maximum guaranteed payoff policy (using the LCS algorithm

provided before) and then the maximum guaranteed information release policy, both

to ensure opacity. We will provide the proof of correctness and the time complexity

of the algorithms that we suggest. Chapter 4 concludes and outlines future work.



Chapter 2

Background

There are systems in the real world whose state space is described by a discrete set

like {0, 1, 2, . . . } or {q1, q2, q3, . . . } and the transitions between these states are only

observed at discrete points in time. In these systems, the evolution of the system

is based on the occurrence of some actions, called “events”. These actions cause a

transition of the system from one state to another. These events can be identified

as a specific action taken, a sudden occurrence of an action, or the result of several

conditions (all met at a time) [1]. We call such a system that has a discrete space state

and is event driven a Discrete-Event System, abbreviated by DES. In Example 2.1

we provide a DES and illustrate its events and state space.

Example 2.1. Consider a system of a processor that takes a task from the input and

executes a certain job on it. We can consider three states for this system: idle (I),

busy (B), and down (D) and interpret the functionality of this system as follows:

The system starts from the idle state (I), takes a task from the input which results

in a transition of idle state (I) to busy state (B) in the system. Now, if the processor is

able to finish the work on the task successfully, its state will transition from busy (B)

to idle (I); but if the processor fails while it is working on a task, its state transitions
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from busy (B) to down (D) and until it is fixed, its state remains on down state (D).

Once the system has been repaired, its state transitions from down (D) to idle (I).

Based on the above explanations, the events of this system can be written as

follows:

• T: the processor takes a takes a task from the input

• C: The processor completes work on the task successfully and deposits it in an

output buffer

• F: The processor fails

• R: The processor is repaired

As you can see, this system of a processor has a discrete state space and evolves

based on some events. This is an example of a DES. We can illustrate the functionality

of this system with the state transition diagram depicted in Figure 2.1.

Figure 2.1: State transition diagram used to represent the system of a processor

There are different techniques and tools to model a DES, such as languages and

automata and Petri nets. These techniques can help us describe the behaviour of

the system and provide a framework in which we can study the system and achieve

the goal of design, control, and performance assessment. One of the most common

techniques is based on the theories of languages and automata.
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Once the DES is modeled, various properties in the system can be studied, such as

anonymity, secrecy, observability, diagnosability, detectability, and controllability. One

of the important properties of a DES is opacity ; it characterizes if a secret property

of the system is hidden to the eyes of an outsider, or in some cases an intruder.

In this chapter, first we provide a definition for DES and then a proper tool to

study these systems

As mentioned in Chapter 1, this chapter focuses on introducing the notations

and backgrounds needed to study DES, languages and automata, opacity, and an

algorithmic method to solve complex problems, named dynamic programming. The

organization of the chapter is as follows. Section 2.1 provides the definition of DES

and a tool that is based on the theories of languages and automata and can be used to

study these systems. Then, opacity of a DES and different types of it are investigated

in Section 2.2. In Section 2.3 dynamic programming and the steps to solve a problem

using this approach is presented. Later in Chapter 3 we will use this technique to

solve an opacity problem in a DES.

2.1 Discrete-Event Systems

Definition 2.1. ([2]) A Discrete-Event System (DES) is a dynamic system that is

discrete both in time and its state space and the state of the system changes according

to the occurrence of a physical event.

The events in a DES can be, for example, the completion of a task, the transmis-

sion of a packet in a communication system, the change in a set-point, or the arrival

of some package.

One of the techniques that has been widely used in order to model a DES is based
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on the theories of languages and automata. The following subsection provides some

of the terminologies and operations to work with languages and automata.

2.1.1 Languages

As we said before, a DES is a discrete-state, event-driven system in which the

occurrence of the events makes a transition from one state to another. We define any

DES over an event set, called the alphabet of the system [1].

Let Σ denote the finite alphabet of the system (which represents the set of events)

and Σ∗ denote the set of all finite strings that can be generated of the elements

of Σ. The behaviour of a system can be described in terms of a set of sequences

σ1σ2 . . . σk ∈ Σ∗, where σi ∈ Σ for all i = 1, . . . , k. A set L consisting of a subset of

these sequences is called a language over the event set Σ.

Note that the sequences in a language are built using an operation on the events

of the alphabet Σ, named concatenation. For instance a sequence s = σ1σ2 is built

from concatenation of two events σ1 with σ2, where σ1 is instantly followed by σ2. In

general, for two sequences u and v, a sequence s = uv is built from the events in u

followed instantly with the events in v.

Definition 2.2 (Language). ([1]) Given an event set Σ for a DES, we define a language

as a set of finite-length strings formed from the alphabet of the system. These are,

in fact, the sequences of the events that the system is generating or processing.

Definition 2.3 (Length of an string). ([1]) The number of events of the alphabet in

a string s is called the length of that string and is denoted by |s|.

Definition 2.4 (Empty string). ([1]) A string that consists of no events of the al-

phabet is called the empty string and is denoted by ε.
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It is obvious that |ε|= 0, since it does not contain any elements of the alphabet.

Example 2.2. Consider the alphabet (or event set) Σ = {α, β, γ, µ}. The following

languages can be defined over this alphabet:

• L1 = {ε, α, β, γ, µ, αα} consisting of six strings, where |ε|= 0, |α|= |β|= |γ|=

|µ|= 1, and |αα|= 2.

• L2 = {all possible strings of length 3} = {ααα, ααβ, ααγ, ααµ, . . . } consisting

of 43 = 64 strings.

Definition 2.5 (Prefix and Suffix). ([2]) Given a string s = uv for some u, v ∈ Σ∗, u

is called a prefix and v is called a suffix of the string s.

Definition 2.6 (Substring and Subsequence). ([23]) Given a string s = σ1σ2 . . . σn

where s ∈ Σ∗, a string t = σ1+iσ2+i . . . σm+i, where 0 ≤ i and m + i ≤ n, is called

a substring of s, and a string w = σi1σi2 . . . σik , where i1 < i2 < · · · < ik for some

k ≤ n, is called a subsequence of the string s.

In other words, a substring consists of contiguous characters in s while a subsequence

consists of characters of s that only need to be in their original relative order and are

not necessarily contiguous.

Example 2.3. Let s = αβαγ, t1 = αβα, t2 = αα, t3 = αγ be four strings defined

over the alphabet Σ = {α, β, γ}. Then, t1 is a prefix of s, t3 is a suffix of s. Sequences

t1, t2, and t3 are subsequences of s while only t1 and t3 (and not t2) are substrings of

s.

Since languages are sets, set operations such as union, intersection, difference,

and complement with respect to Σ∗ can be used for languages. Also the following

operations can be defined for languages.
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Definition 2.7 (Concatenation). ([1]) Let L1 and L2 be two languages defined over

Σ∗, i.e., L1, L2 ⊆ Σ∗. The concatenation of L1 and L2, denoted by L1L2, can be

defined as the set

L1L2 := {st|s ∈ L1 and t ∈ L2} (2.1)

where the notation “:=” denotes “equal to by definition”.

In other words, L1L2 is the set consisting of the concatenation of all the strings in L1

with strings in L2.

Definition 2.8 (Kleene-closure). ([1]) Let L ⊆ Σ∗. The Kleene-closure of L, de-

noted by L∗, is the language formed by concatenating any number of strings from L,

including the empty string ε. Formally L∗ is the set

L∗ : =
∞⋃
i=0

Li

= {ε} ∪ L ∪ LL ∪ LLL ∪ . . . (2.2)

In the remaining part of this section, we will present an operation called natural

projection, which is a mapping from the events in the alphabet Σ to a smaller set

Σo (containing the events that are observable). This operation is used for situations

where not all the events are observable and there is a partial observability of the

events of the system.

Definition 2.9 (Natural projection). ([2]) Let Σo ⊆ Σ. We can define the natural
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projection, or simply projection, as a mapping P : Σ→ Σo ∪ {ε} as follows:

∀σ ∈ Σ, P (σ) =

 σ, if σ ∈ Σo

ε, if σ /∈ Σo

(2.3)

This means when the system goes through a transition labeled by σ, what is

being seen is P (σ). Projection P : Σ∗ → Σ∗o can be extended to strings in a recursive

manner [2]:

P (ε) = ε

P (sσ) = P (s)P (σ), for s ∈ Σ∗, σ ∈ Σ (2.4)

Based on (2.3) and (2.4) we can interpret the projection P as a mapping that only

deletes the events of a string s that belong to Σ but not Σo. Assuming that Σo is the

set of observable events, P is the view of an agent of the system. Then the inverse

projection (P−1(t)) captures all strings that could have given rise to the view t.

Definition 2.10 (Inverse Projection). ([1]) Let Σo ⊆ Σ. Then the inverse projection

P−1 for a given string t ∈ Σ∗o is

P−1 : Σ∗o → Σ∗

P−1(t) := {s ∈ Σ∗| P (s) = t} (2.5)

We can apply the projection P and its inverse P−1 to all the strings in a language
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and extend these mappings from strings to languages [1]. For L ⊆ Σ∗ and K ⊆ Σ∗o,

P (L) := {s ∈ Σ∗o : (∃t ∈ L) (P (t) = s)}

P−1(K) := {s ∈ Σ∗ : (∃t ∈ K) (P (s) = t)} (2.6)

Example 2.4. Let Σ = {α, β, µ} be the alphabet of the system. Define two languages

L1 = {α, αβ, αµ} and L2 = {µββ, βα} over Σ. Consider Σo = {β, µ} and P : Σ∗ →

Σ∗o. Then the following projections and inverse projections can be written for the

languages L1 and L2:

P (L1) = {ε, β, µ}

P (L2) = {µββ, β}

P−1(P (L1)) = {α∗, α∗βα∗, α∗µα∗}

P−1(P (L2)) = {α∗µα∗βα∗βα∗, α∗βα∗}

We use languages as a formal way to describe the behaviour of a DES. One sim-

ple tool that can be used to analyze and work with arbitrarily complex languages

is automata theory. We can use a directed graph (or state transition diagram) to

represent an automaton. In the following subsection, we provide the terminologies

and definitions in automata theory.

2.1.2 Automata

As stated before, automata can be used as a useful tool to represent and analyze

languages. Definition 2.11 provides a formal definition of a deterministic automaton.
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Definition 2.11 (Deterministic automaton). ([1]) A deterministic automaton is de-

fined as a five-tuple

G = (Q,Σ, δ, q0, Qm) (2.7)

where:

• Q is the set of states,

• Σ is the finite set of events (alphabets),

• δ : Q× Σ→ Q is the transition function,

• q0 is called the initial state, and is a single state that the system starts working

from, and

• Qm ⊆ Q is the set of marked states.

The word “deterministic” is used because of the fact that in these automata, there

cannot be two transitions with the same event label coming out of a state. In other

words, at each state, each distinct event label can only take the system to one state.

On the other hand, there are other automata, called non-deterministic, in which

there can be more than one transition with the same label coming out of a state. In

nondeterministic automata the transition function is defined from Q× Σ to 2Q.

If the set of states Q is finite, then the automaton G is called a deterministic finite

automaton, with the abbreviation DFA.

The transition function is the function that characterizes the functionality of the

system. It specifies when the system is in a state, what states the system would

evolve to if any specific event happens. For example, δ(q1, σ) = q2 means that there
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is a transition labeled by event σ from state q1 to q2. We can also use the notation

(q1, σ, q2) for this purpose.

In general, δ is a partial function on its domain and is only defined for a subset

of Σ at each state. For convenience, we can extend the domain of δ from Q × Σ to

Q× Σ∗ in the following recursive manner [1]:

δ(q, ε) := q

δ(q, sσ) := δ(δ(q, s), σ), for s ∈ Σ∗ and σ ∈ Σ (2.8)

We can use directed graphs to illustrate automata. Nodes in the graph repre-

sent the states of the system and edges represent the transitions between two states

(nodes). The initial state is a single node with a little arrow entering it and the marked

states are those with a little arrow coming out of them. Example 2.5 illustrates how

we can present the notion of automaton with its directed graph representation (or

state transition diagram).

Example 2.5. Consider an automaton G = (Q,Σ, δ, q0, Qm) as illustrated in Fig-

ure 2.2. In this system, the alphabet set is Σ = {α, β}, the states set is Q =

{1, 2, . . . , 6}, the initial state is q0 = 1, and Qm = {4, 6} is the set of marked states.
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Figure 2.2: Directed Graph used to represent a DES G

As stated before, we use the notation δ(q1, σ) = q2 or similarly (q1, σ, q2) to show

a transition of the system, from state q1 to q2 when σ happens. Using the latter

notation, the transition function defined over Q × Σ for this system can be written

as follows:

(1,β, 2) (2,α, 3) (3,β, 4)

(1,α, 5) (5,β, 6)

The following definitions demonstrate the relation between automata and different

languages:

Definition 2.12. ([1]) Given a DFA G = (Q,Σ, δ, q0, Qm), the language generated by

G is denoted by L(G) and is defined

L(G) := {s ∈ Σ∗ : δ(q0, s)! } (2.9)

where the notation “!” means “is defined”.
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The language marked by G is

Lm(G) := {s ∈ L(G) : δ(q0, s) ∈ Qm} (2.10)

Based on Definition 2.12, L(G) represents all the strings that can be produced

in an automaton G, starting from the initial state q0, and Lm(G) represents those

strings in L(G) that end at a marked state in the automaton. It is obvious that

Lm(G) ⊆ L(G).

Example 2.6. Consider the system G in Figure 2.2. The language generated by G

is:

L(G) = {ε, β, βα, βαβ, α, αβ}

and the language marked by this automaton is:

Lm(G) = {βαβ, αβ}.

2.2 General Observation Mapping and Opacity

Opacity is an important property of information flow in DES that has attracted

a lot of attention over the past decades. It is a recent field of research and was

first introduced in 2004 by Mazare [5]. In 2005, Bryans et al. [6] used Petri nets

to study opacity in DES and then generalized that to labeled transition systems in

2008 [7]. Since then, many works have been done on different properties of opacity

in DES [3, 8, 9, 13, 24, 4, 25].

There are two parameters of the system that are used to formalize opacity: a secret
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set characterizing the “secret behaviour” of the system, and the view of an intruder

from the system, i.e., an observation mapping. Opacity characterizes whether this

secret behaviour of the system is hidden from an intruder (or any external observer)

or not. We assume that the intruder has full knowledge of both the structure of the

system and the observation policy, but only has a “partial observation” of the system.

The intruder will construct an estimate of the system based on this knowledge and

opacity aims to ensure that within this assumption the secret behaviour of the system,

which we will call S, remains hidden to the eyes of an intruder.

In order to study opacity in a DES, we use the same general observation mapping

θ as in the work done by Lin [4]

θ : Σ∗ → Σ∗

which indicates that if a string of events s is generated by the system, what is being

seen is θ(s).

A special case of this observation mapping is what we studied in Section 2.1.1

(Definition 2.9), namely natural projection P : Σ∗ → Σ∗o, where Σo ⊆ Σ is the set of

observable events of the system. This mapping was used in Lin and Wonham [2] and

indicates which events are seen or not seen.

If observations are captured by a projection, it is assumed that an event σ is

always seen or never seen. This property results in the projection P being catenative,

i.e., P (st) = P (s)P (t). In contrast, in our work (as we will discuss in Section 3.2),

we will at times allow specific occurrences of the event σ to be seen and others to be

not seen. Therefore, we use the general observation mapping θ since it can be any

observation mapping and is not only restricted to the natural projection. Note that



2.2. GENERAL OBSERVATION MAPPING AND OPACITY 21

θ is not catenative, i.e., θ(st) 6= θ(s)θ(t). For instance, we can have a DES with an

observation mapping θ in which θ(αβ) = α, θ(γ) = γ, but θ(αβγ) = αβ 6= θ(αβ)θ(γ).

The observation mapping θ can be extended from strings to languages [4]. For

L ⊆ Σ∗,

θ(L) = {t ∈ Σ∗ : (∃s ∈ L) t = θ(s)} (2.11)

We can also define the inverse mapping of a language K ⊆ Σ∗, as

θ−1(K) = {t ∈ Σ∗ : θ(t) ∈ K} (2.12)

2.2.1 Opacity

As stated before, opacity is a notion that determines whether a secret behaviour

of a system is hidden from an outsider. The purpose of opacity is to ensure that the

secret behaviour of the system remains indistinguishable to the intruder, assuming

that the intruder has full knowledge of the structure of the system and the observation

policy. Note that the intruder has only partial observation of the system.

In DES models, the secret S can be either a subset of executions of the system,

or a subset of states of the system. The first problem is called language-based opacity

and the second one is called state-based opacity [8].

Lin [4] has defined two types of language-based opacity: strong opacity and weak

opacity. Let S,NS ⊆ Σ∗ be the languages that describe the secret and non-secret

behaviour of a DES G, respectively, and θ be the general observation mapping. We

say the language S is strongly opaque with respect to NS and the observation mapping

θ if all the strings in S are confused with some strings in NS, and weakly opaque if

some strings in S are confused with some strings in NS, under the observation θ.
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The formal definitions are as follows:

Definition 2.13 (Strong opacity). ([4]) Let θ : Σ∗ → Σ∗ be the general observation

mapping, and S,NS ⊆ L(G) be two languages defined in the DES G. S is said to be

strongly opaque with respect to NS and θ if

S ⊆ θ−1(θ(NS))

This means that S is strongly opaque with respect to NS and θ if every string in S

is confused with some strings in NS under the observation θ.

Definition 2.14 (Weak opacity). ([4]) Let θ : Σ∗ → Σ∗ be the general observation

mapping, and S,NS ⊆ L(G) be two languages defined in the DES G. S is said to be

weakly opaque with respect to NS and θ if

S ∩ θ−1(θ(NS)) 6= ∅

In other words S is weakly opaque with respect to NS and θ if some string in S is

confused with some strings in NS under the observation θ.

Also we say that S is not opaque with respect to NS and θ if it is not weakly

opaque with respect to NS and θ, which means that

S ∩ θ−1(θ(NS)) = ∅

Having these definitions for different types of opacity, one problem of interest is

how to ensure opacity of a system.
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2.2.2 Ensuring Opacity

There are three main approaches to ensure opacity: verification, supervisory

control theory, and enforcement [8].

1. Verification: It is, in fact, model-checking opacity properties of a system to see

if the system is opaque or not.

2. Supervisory Control Theory: This approach restricts the behaviour of the sys-

tem in order to retain a specific secret.

3. Enforcement: Instead of restricting the behaviour of the system, this approach

decides which output events of the system to hide and which to reveal, in order

to ensure opacity of the system. This can be achieved by deleting events from

the output, adding some events to the output, or delaying the output.

In the enforcement approach, we aim to decide which transitions of the output to

reveal and which ones to hide in order to maintain opacity. Hence we define a set,

consisting of some transitions of the system, that the agent is allowed to reveal and

still be sure that the secret behaviour of the system will not be compromised; this set

is called the information release policy, denoted by T .

Let T be the set of all transitions of a DES G, where T ⊆ 2Q×Σ×Q. The informa-

tion release policy set T is a subset of T and consists of those transitions of the system

that the supervisor is allowed to release to the public. The only events observed by

the outsiders are those revealed by the information release policy, i.e., an information

release policy T induces an observation mapping θ.

Example 2.7. Consider the same automaton as in Figure 2.2. Let QmS = {4} and

QmNS = {6} be the set of secret and non-secret states, respectively. Clearly if all
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the transitions are observable, the intruder can distinguish the secret state from the

non-secret state in the system, e.g., if βαβ is seen, the intruder knows, for sure, that

a secret has happened.

But assume that the intruder sees only β. Now upon observing a single β, the

intruder cannot tell whether the system is in state 2, 3, 4, or 6; hence, the secret of

the system will not be compromised under this observation. The information release

policy for this observation, can be either T1(β) or T2(β) as follows:

T1(β) = {(1, β, 2), (5, β, 6)} or T2(β) = {(3, β, 4), (5, β, 6)}

2.3 Dynamic Programming

Dynamic programming is an algorithmic technique that was first developed by

Bellman [26, 27]. It breaks a hard and large problem into smaller subproblems and

then uses the solutions to the subproblems in order to solve the larger problem in an

optimal way. In fact, this technique organizes the computations and solutions of the

subproblems in a way that recomputing the values that have been computed before

can be avoided. This leads to a huge decrease in time complexity of solving the larger

problem.

Dynamic programming is mostly used in optimizing the solution to problems

that consist of two main components [26, 28]: optimal substructure and overlapping

subproblems.

• Optimal Substructure

In order to use dynamic programming for an optimization problem, the first step

is to define the structure of an optimal solution to the problem. If there exist
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optimal solutions to the subproblems, we can define an optimal substructure

for the larger problem and then by solving the subproblems optimally, we can

find the optimal solution to the main problem.

• Overlapping Subproblems

Another property that a problem must have for dynamic programming to ap-

ply is that it can be broken into subproblems that are used over and over.

In dynamic programming, the solutions to subproblems are stored in a table.

Therefore, when a value that has already been computed is needed, we can use

the stored value and not recompute the solution again.

Therefore, in order to solve a problem with a dynamic programming approach,

we break the big problem into several overlapping subproblems within an optimal

substructure. The key is to use the solutions to subproblems in an optimal way to

avoid recomputing the values that have already been computed before. Therefore,

we construct a table, called a dynamic programming (DP) table, that can help us

organize the solutions to subproblems and solve the problem in an optimal way.

In order to describe an algorithm that is dynamic programming based, there are

five steps to take:

1. Define the DP table, and characterize what each cell is expected to store.

2. Define an order to fill the table, i.e., row by row, column by column, diagonally,

or in another order.

3. Define the initial values for the problem, which helps to initialize some of the

entries in the table and then the remaining cells can be computed.
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4. Describe an algorithm to compute the remaining cells in the order specified in

stage 2.

5. Describe how to compute the final solution.

One of the problems can be solved using dynamic programming techniques is

called the Longest Common Subsequence Problem. In Chapter 3, we will first provide

a solution to this problem which has been addressed before [23, 28, 29, 30], and then

we will use this technique in order to solve two opacity problem in DES.



Chapter 3

Problem Formulation

As stated in Chapter 2, opacity is a concept to ensure that secret states are not

distinguishable from non-secret states to the eyes of an intruder. To achieve this goal,

the supervisor must find out which transitions of the system should be observable and

which should not so that the intruder cannot distinguish the secret states from the

non-secret ones. Since there may be plenty of transitions in the system, supervisors

may have plenty of options of policies that ensure opacity. Example 3.1 illustrates

how there are plenty of possible policies for the internal controller to make the system

opaque.

Example 3.1. Consider the DES G illustrated in Figure 3.1 and its transitions.

Assume that QmS = {5} is the set of secret states and QmNS = {9, 12} is the set

of non-secret states and the supervisor attempts to find an observation policy that

maintains opacity of the secret set S with respect to the non-secret set NS.
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Figure 3.1: Discrete-Event System G

As one can see, the supervisor has many choices of possible policies to keep the

secret safe. The policy can be any of the following strings or even he/she can hide

everything in order to protect the secret.

Policypossible = {α, β, µ, αβ, αα, µα, ααβ}

But for transparency and other reasons, the supervisor desires to release as much

information as possible. In that case, the options narrow to the ones that release the

most and yet do not compromise opacity of the secret set. In this system, ααβ is

the maximum information (with respect to string length) that the supervisor is able

to release and yet be sure that the secret set will remain opaque with respect to the

non-secret set and to this observation in the eyes of an intruder.

Zhang et al. [18] introduced the concept of maximum information release policy

while ensuring opacity (weak or strong) and proposed algorithms to find this policy.

In their approach, they construct a set of all the possible information release policies,

named GP (short for good policies), and then find the policy with the longest length
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in GP . This policy is the maximum information release policy. Their algorithm runs

an exhaustive search on all the possible policies and constructs an observer in each

iteration; hence its computational complexity is exponential.

Later, Behinaein et al. [25] made two improvements to the algorithms provided

by Zhang et al. [18]. They proposed applying indistinguishability product to the

algorithms provided for weak opacity in order to avoid the need to construct the full

observer and hence reduce the complexity. In addition, they proposed avoiding the

examination of subsets of maximal policies that have already been found in order

to reduce the search space for policies. Although their method is performing fewer

computations due to the two improvements they have applied to the former algorithm,

the worst-case complexity of their algorithm is the same as the one in the work by

Zhang et al. [18].

Inspired by the dynamic programming techniques in solving some problems such

as string alignment, we came up with the idea of applying those techniques to some

opacity problems. Our aim was to modify our DES problems in a way that a dynamic

programming approach can be applied to them. We specifically used the dynamic

programming solution to the problem of finding the longest common subsequence

(LCS) of two strings, which has polynomial time complexity. We showed that for

systems that do not have any loop in their structure, we can use the solution to LCS

problem and provide a solution to our DES problem. Although the time complexity

of this method is still exponential, but it has smaller exponent parameter than the

former solution provided by Zhang et al. [18]. Also we could reduce the complexity

of our DES problem for some special cases to polynomial time.

Furthermore, another problem of interest in this field is what has been introduced
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by Ji et al. [22]. Sometimes revealing some information in the system is more reward-

ing than others, or in other words costs less. This leads to the idea of associating

weights to the transitions in a discrete-event system, which are, in fact, the payoffs

that the supervisor can get by revealing the information of the transitions. The pay-

offs are application-dependent and their interpretation is decided by the designer of

the system. For instance, they can reflect the importance of each transition, i.e., less

important transitions are more desired to be revealed by the supervisor and hence

have more payoff. In this situation, the supervisor wants to find a policy which en-

sures opacity and results in the maximum payoff that can be guaranteed. Clearly,

revealing the maximum information release policy does not necessarily provide the

supervisor the maximum possible payoff while ensuring opacity.

An obvious solution to this problem is to use the method introduced by Zhang

et al. [18] and find all the good policies of the system that ensure opacity. Then,

calculate the resulting payoff for each policy and pick the policy with the maximum

payoff. Again the computational complexity of this problem is exponential as we need

to check every single policy in order to find the one that has the maximum payoff. We

will show how dynamic programming techniques can be used to solve this problem

more intelligently.

In this chapter, we will first discuss in Section 3.1 how a dynamic programming

approach is used to find all the longest common subsequences of two strings. Then,

Section 3.2 will provide the formal definitions of the two opacity problems we are

considering and Sections 3.3 and 3.4 will provide the solutions to these problems,

using the dynamic programming solution for the LCS problem.
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3.1 Longest Common Subsequence (LCS) Problem

As stated in Chapter 2, dynamic programming is an algorithmic technique that

provides a faster and easier solution to complicated and big problems. In this method

we try to break a complicated problem into simpler and overlapping sub-problems

in a recursive manner. Solving the sub-problems optimally and keeping track of the

answer to each results in an optimal solution to the big problem. This approach is

commonly used in sequence analysis such as string alignment and similarity.

Similarity of two sequences S1 and S2 can be defined in different ways. One

way is to see if it is possible to find a third sequence S3 that is a subsequence of

both sequences S1 and S2. The longer this subsequence gets, the more the original

sequences are similar. For example, consider two sequences S1 = ACCGA and S2 =

GTACA and the sequence S3 = ACA that is a subsequence of both S1 and S2 .

This sequence is the maximum-length subsequence of S1 and S2 and can be used

as a measure for similarity assessment of the sequences S1 and S2. This notion of

similarity is formalized as the longest common subsequence problem.

Based on the definition of subsequences in Chapter 2, the longest common sub-

sequence of two given sequences is defined to be the maximum-length common sub-

sequence of them. In the general case, the problem of finding the longest common

subsequences of an arbitrary number of input sequences is NP-hard [31]. However, for

a constant number of sequences, the LCS problem is solvable in polynomial time [32].

It can be shown that the longest common subsequence problem has an optimal

substructure [28] which gives the following recursive formula to solve the problem.

Definition 3.1 (Recursive solution to the LCS problem). ([28]) Consider two strings

X = x1x2 . . . xn and Y = y1y2 . . . ym. Let Xi and Yj denote the prefixes of X and Y ,
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for all i = 1, . . . , n and j = 1, . . . ,m. Define c(i, j) to be the length of an LCS of the

sequences Xi and Yj. Then

c(i, j) =


0, i = 0 or j = 0

c(Xi−1, Yj−1) + 1, i = j

max(c(i, j − 1), c(i− 1, j), i 6= j

(3.1)

Clearly c(n,m) is the solution to LCS problem for two sequences X = x1x2 . . . xn

and Y = y1y2 . . . ym. Based on (3.1), in order to find this solution, we need to find

c(i, j) for all i = 1, . . . , n and j = 1, . . . ,m. Although the number of recursive calls

in (3.1) grows exponentially with i and j, there are only (n+ 1) × (m+ 1) distinct

recursive calls possible. The key to find a much more efficient way of computation of

c(n,m) is to use a bottom-up approach, which means to first compute c(i, j) for the

smallest possible values of i and j, and then, compute the value of c(i, j) for increasing

values of i and j. We can use a dynamic programming table of size (n+ 1)× (m+ 1)

to organize these computations, which consists of all the values of c(i, j) for all i =

1, . . . , n and j = 1, . . . ,m.

The LCS problem has been studied before. Wagner and Fischer [33] described a

way to find the longest common subsequence of two sequences with quadratic time

and space complexity. They also provided an algorithm to print the resulting longest

common subsequence. Then, Hirschberg [30] used the LCS algorithm described by

Wagner and Fischer to find the maximal common subsequences of two sequences.

Additionally, he provided a linear space algorithm for the problem. In the well-

known textbook on algorithms [28], Cormen et al. provide a dynamic programming

approach to finding the LCS of two sequences. They state that this algorithm is a
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folk algorithm, i.e., it appears to be a commonly accepted algorithm whose origin

is not credited. The approach uses two algorithms. The first algorithm takes two

sequences, X = x1x2 . . . xn and Y = y1y2 . . . ym, and stores the values of c(i, j) in a

table of size (n+ 1)× (m+ 1), called c. It also maintains another table b which will

be used to construct an optimal solution. The second algorithm, takes the table b

and produces the corresponding subsequences of the LCS of X and Y .

As suggested by Cormen et al. [28], instead of computing the length of the common

subsequences at each step, it is also possible to compute the common subsequences

themselves for each entry. To do so, Definition 3.2 provides an LCS function that

recurs on the common subsequences themselves and not on their length. We will use

this function to provide an algorithm to compute maximal common subsequences of

two strings which will be used in Sections 3.3 and 3.4.

Definition 3.2. Consider two sequences X = x1x2 . . . xn and Y = y1y2 . . . ym, where

xi (i = 1, ..., n) and yj (j = 1, ...,m) are the characters of X and Y . Define the

prefixes of X as X1 = x1, X2 = x1x2, . . . , Xn = x1x2 . . . xn and the prefixes of Y as

Y1 = y1, Y2 = y1y2, . . . , Ym = y1y2 . . . ym. The set of all longest common subsequences

of the prefixes Xi and Yj, denoted by LCS(Xi, Yj), can be defined as

LCS(Xi, Yj) =


∅, xi = ∅, yj = ∅

LCS(Xi−1, Yj−1) · xi, xi = yj

Longest(LCS(Xi, Yj−1), LCS(Xi−1, Yj)), xi 6= yj

(3.2)

where “·” denotes the concatenation operation.

We can interpret (3.2) as follows: To find the longest common subsequences of
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the sequences Xi and Yj, we compare their final characters, i.e., xi and yj. If they

match, then the last character of LCS(Xi, Yj) is this character (xi = yj) and we should

concatenate LCS(Xi−1, Yj−1) with it. If they do not match, then the longer among the

sequences LCS(Xi, Yj−1) and LCS(Xi−1, Yj) is the longest common subsequence of

Xi and Yj. Those sequences in LCS(Xi, Yj−1) and LCS(Xi−1, Yj) that are maximally

long and are not identical are all the longest common subsequences of Xi and Yj.

Clearly, for two strings X = x1x2 . . . xn and Y = y1y2 . . . ym, the solution to the

LCS problem is to find LCS(Xn, Ym). With the same approach as calculating c(n,m),

We will compute LCS(Xn, Ym) by solving the more general problem of computing

LCS(Xi, Yj), for all i = 1, . . . , n and j = 1, . . . ,m. With a bit of modification in the

algorithms provided by Cormen et al. [28] and also Hirschberg [30], Algorithm 1 is

written to directly calculate the maximal common subsequences while filling out each

entry of the DP table.

Algorithm 1 takes two sequences X = x1 . . . xn and Y = y1 . . . ym and constructs

a DP table of size (n + 1) × (m + 1) to find the maximal common subsequences of

the sequences X and Y . In this table we use the notation celli,j for the cell in the

(i, j) position of the table, which contains the maximal common subsequences of Xi

and Yj. Assuming that celli,j contains l subsequences, we use the notation celli,j[k]

to denote the kth subsequence of the cell in position (i, j), where 1 ≤ k ≤ l. To fill

the table, we first initialize the first row and column of it with ∅ (base condition of

(3.2) when xi = ∅ and yj = ∅). Then, the rest of the table can be filled one row at a

time.

Given two sequences X = x1 . . . xn and Y = y1 . . . ym we can describe Algorithm 1

as follows:
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Algorithm 1: LCS Algorithm, adapted from [28, 30]

Input: Two strings X = x1x2...xn and Y = y1y2...ym.
Output: (n+ 1)× (m+ 1) dynamic programming table and the set of all

Longest Common Subsequences of X and Y (LCS(X,Y )).
/* Initialization */

1 forall i = 0, ..., n and j = 0, ...,m do

2 Put cell0,j = ∅ and celli,0 = ∅;
3 forall i = 1, ..., n and j = 1, ...,m do

/* Completing the table one row at a time */

// Comparing the characters xi and yj at each position (i, j)

4 if xi 6= yj /* The characters do not match */

5 then

6 cellij = LCS(Xi, Yj) = longest(celli−1,j , celli,j−1);

7 else if xi == yj /* The characters match */

8 then

9 for each celli−1,j−1[l] do

10 Calculate celli,j [l] = LCS(Xi, Yj) = celli−1,j−1[l] · xi;
/* celln,m contains all the Longest Common Subsequences */

11 LCS = celln,m;
12 return the string set LCS;
13 return Table;

1. Algorithm 1 constructs a DP table that consists of (n + 1)(m + 1) entries,

denoted by celli,j, for all 0 ≤ i ≤ n and 0 ≤ j ≤ m. Each entry stores the value

LCS(Xi, Yj), where Xi = x1 . . . xi and Yj = y1 . . . yj.

2. We complete the table one row at a time and from smaller to larger values of

i+j. Each entry celli,j is computed after celli−1,j−1, celli,j−1, and celli−1,j (based

on (3.2)).

3. We initialize the table by celli,0 = ∅, for all i = 0, 1, . . . , n, and cell0,j = ∅, for

all j = 0, 1, . . . ,m, (Steps 1–2).

4. To compute celli,j:



3.1. LONGEST COMMON SUBSEQUENCE (LCS) PROBLEM 36

4.a If xi = yj, then celli,j = celli−1,j−1 · xi (Steps 7–10),

4.b Otherwise, celli,j = Longest{celli,j−1, celli−1,j} (Steps 4–6). Note that this

can result in several subsequences, since there can be multiple subsequences

that are all longest and have the same length.

5. The final solution is the contents of the final cell, i.e., celln,m.

We illustrate the functionality of Algorithm 1 in Example 3.2. For simplicity of

explanation of the algorithm, we use the following terminologies. We refer to a cell

that is one cell above and one cell to the left of a given cell, i.e., diagonally up and to

the left, as the “above-left” cell. For example in Figure 3.2, cell a is above-left to cell

e. Similarly, cell c is “above-right” to cell e, cell g is “below-left” to cell e, and cell i

is “below-right” to cell e.

Figure 3.2: 3× 3 table to illustrate terminologies for Algorithm 1

Example 3.2. Consider two strings X = βααβγβββ and Y = γαβββ. Using

Algorithm 1 to find the longest common subsequences between X and Y , we construct

the DP table as illustrated in Table 3.1.

To complete the table we start with the first row (i = 0) and the first column

(j = 0) and initialize them with the value ∅ (Steps 1–2 of Algorithm 1). This is

because of the first case of (3.2) that for xi = ∅ or yj = ∅, LCS(Xi, Yj) = ∅.
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Table 3.1: Dynamic programming table for finding LCS of the sequences X =
βααβγβββ and Y = γαβββ

j 0 1 2 3 4 5

i
X

Y ∅ γ α β β β

0 ∅ ∅ ∅ ∅ ∅ ∅ ∅
1 β ∅ ∅ ∅ β β β

2 α ∅ ∅ α
α
β

α
β

α
β

3 α ∅ ∅ α
α
β

α
β

α
β

4 β ∅ ∅ α αβ
αβ
ββ

αβ
ββ

5 γ ∅ γ
α
γ

αβ
αβ
ββ

αβ
ββ

6 β ∅ γ
α
γ

αβ
γβ

αββ
αββ
βββ

7 β ∅ γ
α
γ

αβ
γβ

αββ
γββ

αβββ

8 β ∅ γ
α
γ

αβ
γβ

αββ
γββ

αβββ
γβββ

After initializing the first row and column, the table should be completed one row

at a time. Starting from i = 1, at each row, i.e., a specific i, we compare yj with xi,

for all j = 1, 2, ...,m and write the result of LCS(Xi, Yj) in the intended cell. Then,

we move to the next row and complete the table with the same approach until we get

to the last row (Steps 4–10 of Algorithm 1).

For this example, we start from cell1,1. Since x1 = β does not match with y1 = γ,

we keep the longest sequences of the cells above and to the left, i.e., cell0,1 and cell1,0.

Since cell0,1 = ∅ and cell1,0 = ∅, we will have cell1,1 = ∅. With the same reasoning,

cell1,2 will be equal to ∅, as well. In position (1, 3), since x1 = β matches y3 = β, we

should concatenate the sequences in the above-left cell (cell0,2 = ∅) with the character
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β. This results in cell1,3 = {β}. The two remaining cells of this row, i.e., cell1,4 and

cell1,5, will also be equal to {β}. The rest of the table will be completed with the

same approach. Once the table is completed, cell8,5 contains all the longest common

subsequences of X and Y . Based on Table 3.1, LCS(X, Y ) = {αβββ, γβββ}.

For a sequence of length m, the number of its subsequences is at most
∑m

i=0

(
m
i

)
=

2m, including the empty string ε [34]. Therefore, for two sequences X and Y of length

n and m, respectively, where m ≤ n, the number of common subsequences of X and

Y is less than the number of the common subsequences of the smaller sequence, i.e.,

2m. We can use this to find an upper bound for the time complexity of Algorithm 1.

Theorem 3.1. The time complexity of computing LCS(Xn, Ym) for two sequences

X = x1 . . . xn and Y = y1 . . . ym, i.e., all the longest common subsequences of X and

Y , assuming that m ≤ n, using Algorithm 1 is O(n ·m · 2m).

Proof. In order to complete each entry of the DP table using Algorithm 1, we need

to examine three cells (celli−1,j−1, celli,j−1, celli−1,j) along with two characters xi and

yj. If xi 6= yj, then we only need to keep longest(celli,j−1, celli−1,j), which takes O(1)

time to be done, and if xi = yj, then we need to concatenate the character xi to all

the sequences in celli−1,j−1. Since the number of common subsequences of X and Y

is less than 2m, the time needed to concatenate xi to all the common subsequences

in celli−1,j−1 is O(2m). Therefore, in total, the time needed to compute the value of

each cell is O(2m).

Since in Algorithm 1 we compute LCS(Xi, Yj) for n × m entries and the time

needed for each entry to be filled is O(2m), the time complexity of completing the DP

table using Algorithm 1 is O(n ·m · 2m).



3.1. LONGEST COMMON SUBSEQUENCE (LCS) PROBLEM 39

Note that we do not know whether the upper bound provided for the time com-

plexity of Algorithm 1 in Theorem 3.1 is a tight bound.

Special Case (Polynomial Time) Algorithm 1 can be used to compute all the

distinct longest common subsequences. However, for applications where finding only

one of the maximum-length common subsequences is sufficient, we can use the algo-

rithms provided by Cormen et al. [28] and complete the DP table with the values of

c(i, j) in (3.1). This approach takes O(nm)-time to compute only one of the longest

common subsequences. In fact, there are also other less commonly used polynomial-

time solutions to the LCS problem that are faster than the algorithms in Cormen et

al. [28].

3.1.1 Proof of Correctness of Algorithm 1

This algorithm is very similar to the algorithm presented by Hirschberg [30]

for computing Maximal Common Subsequences. The main difference is that his

algorithm (like all the other versions of the LCS algorithm that we found [35, 28,

23, 29, 33]) produces as output the length of the longest common subsequence and

not the subsequence itself. For example, if αβγγ is the longest common subsequence,

those algorithms produce the number 4. In contrast, our algorithm carries along at

each stage the actual subsequence in question and not just its length.

The proof of correctness provided by Hirschberg [30] can be used as a proof of

correctness for our algorithm since Hirschberg reasons at each stage about the actual

subsequences. It is just that the length of the subsequence is stored, not the subse-

quence itself. Therefore, the proof of correctness of Algorithm 1 will be exactly the
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same as what was done by Hirschberg [30].

3.2 Formal definition of the two problems we are considering

As stated in Chapter 2, a Deterministic Finite Automaton can be used to repre-

sent a language which can be defined as a five-tuple

G = (Q,Σ, δ, q0, Qm)

where Q is a finite set of states, Σ is a finite set of events, δ : Q × Σ → Q is the

transition function, q0 is the initial state, and Qm ⊆ Q is the set of marked states.

Assume there exist two sets QmS ⊆ Qm and QmNS ⊆ Qm, which are the sets

of secret and non-secret states, respectively. Define the languages S ⊆ L(G) and

NS ⊆ L(G) as follows:

S = {s ∈ L(G), δ(q0, s) ∈ QmS}

NS = {s ∈ L(G), δ(q0, s) ∈ QmNS} (3.3)

In other words, S is the language defined over the secret states and NS is the

language defined over the non-secret states. For convenience, we extend G by adding

S and NS as follows:

G = (Q,Σ, δ, q0, QmS, QmNS) (3.4)

For a general observation mapping θ, the language S is weakly opaque with respect

to NS and θ if some strings in the set S are confused with some strings in NS. For

ensuring opacity, one obvious solution is to hide everything, but for transparency and
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other reasons we desire to release as much information as possible to outsiders. Zhang

et al. [18] presented the concept of maximum information release policy and provided

algorithms to compute this policy while ensuring opacity for a DES.

As in Chapter 2, we define the information release policy T as a subset of the set

of all transitions of the system (T ). We, as a supervisor, can reveal transitions from

this set to the public and yet be sure that the secret behaviour of the system remains

hidden, i.e., the secret set in the system remains opaque with respect to the non-secret

set and this observation to the public. Note that as stated in Chapter 2, we refer to

each transition by the triple (state1, event, state2), which means the transition of the

system from the state state1 to state2, if the event event happens.

As stated before, the method that Zhang et al. [18] introduced to find the maxi-

mum information release policy, was to find the set of all good policies in the system

and then find the policy that releases the most to the public.

Example 3.3. Consider the DES illustrated in Figure 3.3. Each secret state and

non-secret state is specified with a triangle and a rectangle, respectively. Therefore,

S = {βααβγβββ} and NS = {γαβββ}

Figure 3.3: DES G where QmS = {9} and QmNS = {14}
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We, as the supervisor, can release the information of any of the following sequences

and yet be sure that S and NS are not distinguishable to an outsider (or to an

intruder).

{α, β, γ, ββ, βββ, αβ, αββ, αβββ, γβ, γββ, γβββ}

However, the sequences that release the most in this set are either αβββ or γβββ.

Along the string that leads to the secret state 9, there are two α transitions that

precede four β transitions. Consequently, a string αβββ can be revealed by revealing

many different possible transitions. There are two ways to reveal α and
(

4
3

)
ways to

then reveal β, resulting in a total of eight possibilities. The following are two such

possibilities:

T1(αβββ) =

{(2, α, 3), (10, α, 11), (4, β, 5), (6, β, 7), (7, β, 8), (11, β, 12), (12, β, 13), (13, β, 14)}

T2(αβββ) =

{(3, α, 4), (10, α, 11), (4, β, 5), (6, β, 7), (7, β, 8), (11, β, 12), (12, β, 13), (13, β, 14)}

Similarly the information release policy set that induces the observation γβββ can

be written as:

T (γβββ) =

{(5, γ, 6), (1, γ, 10), (6, β, 7), (7, β, 8), (8, β, 9), (11, β, 12), (12, β, 13), (13, β, 14)}

In the above example, we used the same method that was used by Zhang et al. [18]

to find the maximum information release policy and we needed to run an exhaustive

search on all possible policies in the system. Our aim is to use dynamic programming

techniques in order to provide a more intelligent solution to this problem; we call it

Problem 1.
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Definition 3.3 (Problem 1). Consider a DES G = (Q,Σ, δ, q0, QmS, QmNS), where

QmS and QmNS are the sets of secret and non-secret states respectively. We can

define S = {s ∈ L(G), δ(q0, s) ∈ QmS} and NS = {s ∈ L(G), δ(q0, s) ∈ QmNS} to be

the languages over the secret and non-secret states. Find the maximum information

release policy set T that ensures opacity of S with respect to NS and the observation

θ induced by T .

Another problem of interest is when revealing the information of each transition

has a payoff to the supervisor. In such cases, a maximum information release policy

does not necessarily guarantee the supervisor to achieve the maximum possible payoff.

As in the work by Ji et al. [22], to associate payoff/cost to the transitions of the system,

we extend G by adding w, the weight function, as follows:

G = (Q,Σ, δ, q0, w,QmS, QmNS) (3.5)

where w : Σ → Z+ is the weight function that assigns a positive number to each

transition of the system. These integers are, in fact, the payoffs that the supervisor

gets by revealing the events associated to them. We can extend the domain of the

weight function as we did for the transition function from Σ to Σ∗. The weight

function is additive, i.e., for all s ∈ Σ∗, the following equations hold:

w(ε) = 0

w(sσ) = w(s) + w(σ) (3.6)

In order to specify the transitions of a weighted DES G, we can use the same

notation as for standard DES: (state1, σ, state2, weight), where σ ∈ Σ. This denotes
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the transition in the system, from state1 to state2 when the event σ happens. This

transition will give the payoff equal to weight to the supervisor. For instance, the set

of all transitions of the system G in Figure 3.4 is

T = {(1, β, 2, 5), (2, α, 3, 1), (2, γ, 5, 4), (1, α, 4, 2), (4, β, 5, 7)}

Figure 3.4: Weighted system G

The second problem that we are considering is to find the maximum payoff infor-

mation release policy while ensuring opacity for a weighted DFA as defined in (3.5).

Example 3.4 illustrates this problem.

Example 3.4. Consider the weighted DFA G as illustrated in Figure 3.5. This is

the same DFA as in Example 3.3 but with payoffs associated to each transition. The

secret and non-secret states are specified with triangle and rectangle, respectively, and

our goal is to find the maximally rewarding policy T while ensuring that S remains

opaque with respect to NS and the observation mapping θ induced by T .
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Figure 3.5: Weighted system G where QmS = {9} and QmNS = {14}

Using the algorithm introduced by Zhang et al. [18], we can construct the set

of all possible good policies, GP , and calculate the resulting payoffs for each policy

through both S or NS. Then we can find the one, among all, that has the highest

payoff.

Table 3.2: Observation strings while ensuring opacity, along with their resulting pay-
off through both S and NS

Observation w(S) w(NS)
string
α 1 1
β 5 or 1 3 or 1
γ 1 2
ββ 6 or 2 4 or 2
βββ 7 or 3 5
αβ 2 4 or 2
αββ 3 5 or 3
αβββ 4 6
γβ 2 5 or 3
γββ 3 6 or 4
γβββ 4 7

Table 3.2 provides all possible sequences whose information can be released but

yet opacity of the secret set will not be compromised, along with their resulting
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payoffs for this system. It can be seen in this table that for some of the observation

sequences, we can have multiple choices. For example, if we chose to reveal β, we

can have payoff equal to 1 or 5 through S, or 3 or 1 through NS. This is because

of the fact that the supervisor has no control over whether the system generates a

sequence of events that leads to S or NS; but once it has generated one of them, the

supervisor has control over choosing which transitions of the same event should be

revealed. For instance, there are 15 possible policies that can induce the observation

β (since there are 5 β transitions in S and 3 β transitions in NS). The following are

four such policies with their resulting payoffs:

T1(β) = {(1, β, 2, 5), (11, β, 12, 3)}, w(S) = 5, w(NS) = 3

T2(β) = {(1, β, 2, 5), (12, β, 13, 1)}, w(S) = 5, w(NS) = 1

T3(β) = {(4, β, 5, 1), (11, β, 12, 3)}, w(S) = 1, w(NS) = 3

T4(β) = {(4, β, 5, 1), (13, β, 14, 1)}, w(S) = 1, w(NS) = 1

Clearly, for this observation, the supervisor will choose to reveal (1, β, 2, 5) in

order to get more payoff. But as you can see in the above sets for T1 and T2 it is also

possible that the policy is from NS, with payoff equal to 3 or 1. Therefore, for the

information release policy T1(β), the supervisor can get any of the payoffs equal to

5 or 3, but can be only guaranteed of getting the payoff equal to 3. This means no

matter what the system does, the supervisor gets at least this amount of payoff with

the information release policy T1(β).

Example 3.4 shows that for a DES with a weight function associated to its transi-

tions, due to the fact that the supervisor has no power to decide whether the policy

will be from S or NS, but once the path is determined they have the power to decide

which transitions to reveal along that path and can maximize that policy, one must
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find the maximum guaranteed payoff policy instead of maximum payoff policy while

ensuring opacity. As a result we must change the second problem, from finding the

maximum payoff policy to the problem of finding the maximum guaranteed payoff

policy while ensuring opacity.

To find the maximum guaranteed payoff policy while ensuring opacity for Exam-

ple 3.4, we can run an exhaustive search on the system G, as used in [18], and find the

set of all possible policies GP to ensure opacity. Each policy can result in different

payoffs in S or NS, but we are going to pick the highest payoff transitions along

each path for both of the languages. The guaranteed payoff for each policy is the

lowest among those and the answer to our problem is the policy that has the highest

guaranteed payoff. We can write the following equations and use them to construct

Table 3.3 for Example 3.4.

w(S)max = max(w(S))

w(NS)max = max(w(NS))

wguaranteed = min{w(S)max, w(NS)max}

Observation-String = max
string

(wguaranteed)
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Table 3.3: Observation strings while ensuring opacity, along with their resulting pay-
offs through both S and NS and their guaranteed payoffs

Observation w(S) w(S)max w(NS) w(NS)max wguaranteed

string
α 1 1 1 1 1
β 5 or 1 5 3 or 1 3 3
γ 1 1 2 2 1
ββ 6 or 2 6 4 or 2 4 4
βββ 7 or 3 7 5 5 5
αβ 2 2 4 or 2 4 2
αββ 3 3 5 or 3 5 3
αβββ 4 4 6 6 4
γβ 2 2 5 or 3 5 2
γββ 3 3 6 or 4 6 3
γβββ 4 4 7 7 4

Having all possible observation sequences and the resulting guaranteed payoff for

each of them, we can choose the one that gives us the most, i.e., βββ with the

guaranteed payoff equal to 5. This means that the supervisor can be guaranteed of

the payoff equal to 5, which is the maximum amount they can be guaranteed, if they

decide to reveal βββ. The payoff can be even more, i.e., 7, with this policy but 5

is the amount that the supervisor is guaranteed. Any of the following information

release policies can induce this observation, i.e., βββ.

T1 = {(1, β, 2, 5), (4, β, 5, 1), (6, β, 7, 1), (11, β, 12, 3), (12, β, 13, 1), (13, β, 14, 1)}

T2 = {(1, β, 2, 5), (4, β, 5, 1), (7, β, 8, 1), (11, β, 12, 3), (12, β, 13, 1), (13, β, 14, 1)}

T3 = {(1, β, 2, 5), (4, β, 5, 1), (8β, 9, 1), (11, β, 12, 3), (12, β, 13, 1), (13, β, 14, 1)}

T4 = {(1, β, 2, 5), (6, β, 7, 1), (7, β, 8, 1), (11, β, 12, 3), (12, β, 13, 1), (13, β, 14, 1)}

We can write the following definition for this problem; we call it Problem 2.
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Definition 3.4 (Problem 2). Consider a weighted DESG = (Q,Σ, δ, q0, w,QmS, QmNS),

where QmS and QmNS are the set of secret and non-secret states respectively, and

w is the weight function that associates a positive integer to each transition. Define

languages S and NS over the secret and non-secret set, respectively. Find the maxi-

mum guaranteed information release policy T that ensures opacity of S with respect

to NS and the observation θ induced by T .

The above solution provides us with the solution to this problem but it has ex-

ponential time complexity. Our aim is to use dynamic programming techniques and

provide a more intelligent solution to Problem 2. In the following sections, first we

will provide the solution to Problem 2 since it is more general, and then we will show

that for the special case of having no loops in the system, we can use the algorithm

provided for Problem 2 in order to solve Problem 1.

3.3 Solution to Problem 2, using LCS algorithm

As mentioned before, the method provided by Zhang et al. [18] can solve Problem

2 but with exponential time and space complexity since it is using an exhaustive search

in order to find all the possible policies. In other words, if we have n events, then we

are forced to do 2n calculations to find all the possible policies, which is exponential

in terms of time and space complexity. Then we must calculate the maximum payoff

that can be achieved through both S and NS for each policy, calculate the guaranteed

payoff for each policy, and finally pick the policy with the maximum guaranteed payoff.

We propose to use a dynamic programming approach in order to provide a solution

to Problem 2. The solution will be very similar to the LCS algorithm, except that in

this problem we need to take into account the value of the payoffs for each policy and
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the fact that the maximum guaranteed payoff policy is not necessarily the maximum

information release policy. Therefore, we need to construct an (n + 1)(m + 1) table

but unlike before, we do not just carry the longest common subsequences at each step

in the table. We also need to carry all the common subsequences which might not be

the longest but might have higher payoff.

In Problem 2, loops do not have an impact on maximum guaranteed payoff since

one cannot guarantee that the system will go through a loop. Therefore, we will

assume that there are no loops in the systems that we are considering. Having this

assumption, the DFA G can be considered as a finite set of strings and we can safely

assume that the languages S and NS can be written as two sets of strings as follows:

S = {s ∈ L(G)|δ(q0, s) = q, q ∈ QmS} = {S1, S2, ..., SK}

NS = {s ∈ L(G)|δ(q0, s) = q, q ∈ QmNS} = {NS1, NS2, ..., NSL}

where each Si and NSj is a finite-length string in languages S and NS.

Before getting to the solution to this problem, we need to define the following

notation and operators. As stated before, we show each transition in the system as

transitioni = (state1
i , eventi, state

2
i , weighti), i.e., there is a transition in the system

from state1
i to state2

i when eventi happens, which results the payoff equal to weighti.

In this algorithm, at each step, we will carry all the subsequences with the high-

est payoffs through either S or NS along with their resulting payoffs. We use the

notation celli,j for the cell in (i, j) position of the table, containing triples of the form
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(string, weightS, weightNS). Therefore, a cell with l triples will look like as:

celli,j = {(s1, w
S
1 , w

NS
1 )

(s2, w
S
2 , w

NS
2 )

...

(sl, w
S
l , w

NS
l )}

Each triple of a cell and its elements can be reached as follows: for the cell in

the position (i, j) of the table, celli,j[k] represents the kth triple in the cell, and

the notations celli,j[k].string, celli,j[k].weightS, and celli,j[k].weightNS are used to

represent sk, wS
k , and wNS

k in that triple, respectively.

The dynamic programming table in this problem should be completed based on

the strings and their resulting payoffs. The next two operators are defined to simplify

completing the table.

Definition 3.5. For two triples celli,j[l] and celli,j[k] in celli,j of the table, where

celli,j[l] = (sl, w
S
l , w

NS
l ) and celli,j[k] = (sk, w

S
k , w

NS
k ), we can define a partial order

on the triples, named inclusion and denoted by “�̃”, as follows:

celli,j[l]�̃celli,j[k] ⇐⇒ (sl is a subsequence of sk) ∧ (wS
l ≤ wS

k ) ∧ (wNS
l ≤ wNS

k )

We say celli,j[l] is included in celli,j[k] if celli,j[l]�̃celli,j[k]. If neither celli,j[l]�̃celli,j[k]

nor celli,j[k]�̃celli,j[l], then the two triples celli,j[l] and celli,j[k] are incomparable.

In our algorithm we should remove the triples in a cell that are “included” in
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others and only keep those that are incomparable. Therefore, this operator should

be checked in both directions for every two triples in a cell.

Example 3.5. Consider three triples X = (abb, 5, 3), Y = (bb, 4, 6), and W =

(bb, 5, 3). Then, the triple W is included in X and the triples X, Y and W,Y are

incomparable. This is because:

X�̃Y X�̃W W �̃Y

Y �̃X W �̃X Y �̃W

Definition 3.6 (C&A operator). Given a triple celli,j[k] and two transitions t1 and t2

with the same event σ, we define the C&A operator, which is short for “concatenate

and add”, as follows:

C&A(celli,j[k], t1, t2) = (celli,j[k].string · σ,

celli,j[k].weightS + t1.weight,

celli,j[k].weightNS + t2.weight)

Example 3.6. Suppose that we have the following triple and two transitions: celli,j[k] =

(abb, 3, 4), t1 = (q4, a, q5, 1), and t2 = (q2, a, q3, 4). Then, the triple (abba, 4, 8) will be

the result of concatenating and adding the given triple with the transitions.

Definition 3.7 (Subtract operator). Consider a triple celli,j[k], where celli,j[k].string =

sσ, and two transitions t1 and t2 with the same event σ (i.e., the event of the tran-

sitions and the last event of the string in the triple are identical). We define the
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“Subtract” operator, as follows:

Subtract(celli,j[k], t1, t2) = Subtract(sσ, t1, t2) =

(s, celli,j[k].weightS − t1.weight, celli,j[k].weightNS − t2.weight)

This operator subtracts the transitions from an existing triple, i.e., removes the last

event of the string of the triple, subtracts the weight of the first transition from

weightS and the weight of the second transition from weightNS in the triple.

With these notations and operators, we can use a dynamic programming approach

to solve Problem 2. We propose to construct a similar table as the LCS algorithm

for all combinations of Si and NSj, for all i = 1, ..., K and j = 1, ..., L. Then, find

the payoffs that can be guaranteed through both Si and NSj, and pick the maxima.

We also need to use the same algorithm as the one presented by Cormen et al. [28] to

trace back the table in order to find the transitions that correspond to the maximum

guaranteed payoff subsequences. Algorithms 2 and 3 provide the solution to Problem

2.

The solution to Problem 2 consists of three stages: initialization, completing the

table, and finding the maximum guaranteed payoff policy once the table is completed.

Algorithm 2 contains the first two stages and produces the dynamic programming

table for the given languages and Algorithm 3 finds the maximum guaranteed payoff

policy using the table produced by Algorithm 2.
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Algorithm 2: Finding maximum guaranteed payoff triple, using Algorithm 1

Input: Languages X = {(q0x1q1, wx1)...(qnxnqn+1, wxn)} and
Y = {(q0y1qn+2, wy1)...(qn+mymqn+m+1, wym)}

Output: (n+ 1)× (m+ 1) dynamic programming table
/* Part 1: Initialization */

1 forall i = 1, ..., n and j = 1, ...,m do
2 Put cell0,j = {(∅, 0, 0)} and celli,0 = {(∅, 0, 0)};

/* Part 2: Completing the table */

// Comparing the events of the transitions at each position

3 if transi.event 6= transj.event /* The events do not match */

4 then
5 celli,j = celli−1,j

⋃
celli,j−1;

6 else if transi.event == transj.event /* The events match */

7 then
8 for each celli−1,j−1[l] do
9 Calculate ConcatAddi,j[l] = C&A(celli−1,j−1[l], trans1, trans2);

10 celli,j = celli−1,j

⋃
celli,j−1

⋃
ConcatAddi,j;

// Keeping only the incomparable triples

11 forall two triples celli,j[l] and celli,j[k] do

12 if celli,j[l]�̃celli,j[k] then
13 Delete the triple celli,j[l] from the set celli,j;

14 else if celli,j[k]�̃celli,j[l] then
15 Delete the triple celli,j[k] from the set celli,j;

16 return Table;

1. Initialization (In Algorithm 2)

In this part, we put the triple (∅, 0, 0) in all the cells of the first row (i = 0) and

the first column (j = 0) (Steps 1–2).

2. Completing the Table (In Algorithm 2)

In Algorithm 2 the DP table is completed row by row. At each (i, j) position of

the table, the events transi.event and transj.event are compared. They either

match or do not match:

• If the events of the transitions do not match, then all the triples of one
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Algorithm 3: Finding the maximum guaranteed payoff policy T

Input: Table constructed in Algorithm 2
Output: The policy set T
/* Part 3: Finding the maximum guaranteed payoff policy T */

1 forall triples celln,m[l] do
2 GuarPayoff [l] = min{celln,m[l].weightS, celln,m[l].weightNS};
3 par = argmax(GuarPayoff );
4 ChosenTriple = celln,m[par];
// Trace-back the table to find the policy set T

5 Initialize the parameters T = ∅, i = n, j = m;
6 forall i and j do
7 if ∃l such that celli−1,j[l] == celli,j[par] then
8 ChosenTriple = celli−1,j[l];
9 Move one cell up (i = i− 1) and go to Step 17;

10 else if ∃l such that celli,j−1[l] == celli,j[par] then
11 ChosenTriple = celli,j−1[l];
12 Move one cell to the left (j = j − 1) and go to Step 17;

13 else
14 Put T = T

⋃
transi

⋃
transj ;

15 ChosenTriple = Subtract(ChosenTriple, transi, transj);
16 Move diagonally up (i = i− 1 and j = j − 1) and go to Step 17;

17 if i == 0 or j == 0 then
18 return T and go to Step 21;
19 else
20 Go to Step 6;

21 End;

cell above (celli−1,j) and one cell to the left (celli,j−1) of the current cell

should be collected (Step 5), and only those that are incomparable should

be kept (Steps 11–15).

• If the events of the transitions match, then we must concatenate and add

the two transitions transi and transj to all the triples of the above-left cell

(celli−1,j−1) and bring them together with all the triples in the cell above

(celli−1,j) and the cell to the left celli,j−1 (Steps 9–10). Then, as before,
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only keep the triples that are incomparable (Steps 11–15)

3. Finding the Maximum Guaranteed Payoff Policy Set T (In Algorithm 3)

Once the table is completed, celln,m has all the incomparable maximum-weight

common-subsequence triples for two languages S and NS. The guaranteed pay-

off of each triple is the minimum among the weights through S and NS (Steps 1–

2). We can find the triple that results in the maximum guaranteed payoff by

finding the maximum among all the guaranteed payoffs, call it ChosenTriple

(Step 3–4).

Now that we have found a subsequence that can result in the maximum guar-

anteed payoff, we need to find the policy set T , which contains the transitions

of the system that correspond to the chosen triple. This part of the algorithm is

adapted from [28, 33] to find the transitions of the chosen triple in reverse order;

We start from the very last cell, i.e.,(n,m) position of the table and execute the

following procedure.

3.a At each position, we check if we can find the same triple as ChosenTriple

in one cell above or to the left (Steps 7 and 10 of Algorithm 3).

3.b If there exists the same triple as ChosenTriple in any of those two cells,

we move to that cell and go to Step 3.a. (Steps 7–12 of Algorithm 3).

3.c If we could not find any same triple in one cells above or one cell to the

left, we move to the above-left cell (celli−1,j−1) and update the chosen triple

by subtracting the transitions transi and transj from ChosenTriple and

compute a new ChosenTriple. Also, the transitions transi and transj
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should be added to the policy set T and then repeat Step 3.a. (Steps 13–

16 of Algorithm 3).

3.d We continue this procedure until we get to the first row or column of the

table (Steps 17–21 of Algorithm 3).

Through these steps, we can construct the policy set T , containing all the tran-

sitions that the supervisor is allowed to make observable to the public, while being

sure of the maximum guaranteed payoff, and at the same time guaranteeing opacity

of the secret set in the system. Example 3.7 illustrates how Algorithms 2 and 3 work.

Example 3.7. Consider the same weighted DES G as in Example 3.4 illustrated in

Figure 3.5. The languages S and NS can be written as follows:

S = {(1, β, 2, 5)(2, α, 3, 1)(3, α, 4, 1)(4, β, 5, 1)(5, γ, 6, 1)(6, β, 7, 1)(7, β, 8, 1)(8, β, 9, 1)}

NS = {(1, γ, 10, 2)(10, α, 11, 1)(11, β, 12, 3)(12, β, 13, 1)(13, β, 14, 1)}

We can construct a dynamic programming table as illustrated in Table 3.4 for this

system, using Algorithm 2.
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Table 3.4: Completed DP table for Example 3.7, using Algorithm 2

j 0 1 2 3 4 5

i
S

NS
(∅, 0) (1, γ, 10, 2) (10, α, 11, 1) (11, β, 12, 3) (12, β, 13, 1) (13, β, 14, 1)

0 (∅, 0) (∅, 0, 0) (∅, 0, 0) (∅, 0, 0) (∅, 0, 0) (∅, 0, 0) (∅, 0, 0)
1 (1, β, 2, 5) (∅, 0, 0) (∅, 0, 0) (∅, 0, 0) (β, 5, 3) (β, 5, 3) (β, 5, 3)

2 (2, α, 3, 1) (∅, 0, 0) (∅, 0, 0) (α, 1, 1)
(α, 1, 1)

(β, 5, 3)

(α, 1, 1)

(β, 5, 3)

(α, 1, 1)

(β, 5, 3)

3 (3, α, 4, 1) (∅, 0, 0) (∅, 0, 0) (α, 1, 1)
(α, 1, 1)

(β, 5, 3)

(α, 1, 1)

(β, 5, 3)

(α, 1, 1)

(β, 5, 3)

4 (4, β, 5, 1) (∅, 0, 0) (∅, 0, 0) (α, 1, 1)
(αβ, 2, 4)

(β, 5, 3)

(αβ, 2, 4)

(ββ, 6, 4)

(αβ, 2, 4)

(ββ, 6, 4)

5 (5, γ, 6, 1) (∅, 0, 0) (γ, 1, 2)
(α, 1, 1)

(γ, 1, 2)

(αβ, 2, 4)

(β, 5, 3)

(γ, 1, 2)

(αβ, 2, 4)

(ββ, 6, 4)

(γ, 1, 2)

(αβ, 2, 4)

(ββ, 6, 4)

(γ, 1, 2)

6 (6, β, 7, 1) (∅, 0, 0) (γ, 1, 2)
(α, 1, 1)

(γ, 1, 2)

(αβ, 2, 4)

(γβ, 2, 5)

(αββ, 3, 5)

(ββ, 6, 4)

(γβ, 2, 5)

(αββ, 3, 5)

(βββ, 7, 5)

(γβ, 2, 5)

7 (7, β, 8, 1) (∅, 0, 0) (γ, 1, 2)
(α, 1, 1)

(γ, 1, 2)

(αβ, 2, 4)

(γβ, 2, 5)

(αββ, 3, 5)

(ββ, 6, 4)

(γββ, 3, 6)

(αβββ, 4, 6)

(βββ, 7, 5)

(γββ, 3, 6)

8 (8, β, 9, 1) (∅, 0, 0) (γ, 1, 2)
(α, 1, 1)

(γ, 1, 2)

(αβ, 2, 4)

(γβ, 2, 5)

(αββ, 3, 5)

(ββ, 6, 4)

(γββ, 3, 6)

(αβββ, 4, 6)

(βββ, 7, 5)

(γβββ, 4, 7)

For example consider i = 5 and j = 4. Since trans5.event = γ and trans4.event =

β, the events do not match and cell5,4 will be the collection of all triples in one cell

above, cell4,4, and one cell to the left, cell5,3 (Steps 3–5 of Algorithm 2). This results

in

cell5,4 = {(αβ, 2, 4), (ββ, 6, 4), (β, 5, 3), (γ, 1, 2)}

We only keep those triples of the above set that are incomparable. Therefore, we

will operate �̃ on every two triples of the cell5,4 (Steps 11 -15 of Algorithm 2). Since

(β, 5, 3)�̃(ββ, 6, 4), the triple (β, 5, 3) should be deleted from the cell5,4 and the result
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will be as follows:

cell5,4 = {(αβ, 2, 4), (ββ, 6, 4), (γ, 1, 2)}

Now consider i = 8 and j = 5 (the very last cell of the table). The events of

the transitions associated to this cell match, as they both are β, (trans8.event =

trans5.event = β). Therefore, we first need to calculate C&A of every triple of the

above-left cell (cell7,4) with trans8 and trans5, i.e., the set ConcatAdd8,5[l]. Then

cell8,5 will be equal to the incomparable triples in the set cell7,5
⋃
cell8,4

⋃
ConcatAdd8,5

(Steps 9–10 and 11–15 of Algorithm 2). The following equations are the resulting

ConcatAdd8,5 and cell8,5:

ConcatAdd8,5 = C&A(cell7,4, trans8, trans5)

= {(αβββ, 4, 6), (βββ, 7, 5), (γβββ, 4, 7)}

cell7,5 = {(αβββ, 4, 6), (βββ, 7, 5), (γββ, 3, 6)}

cell8,4 = {(αββ, 3, 5), (ββ, 6, 4), (γββ, 3, 6)}

Therefore,

cell7,5
⋃

cell8,4
⋃

ConcatAdd8,5 =

{(αβββ, 4, 6), (βββ, 7, 5), (γββ, 3, 6), (αββ, 3, 5), (ββ, 6, 4), (γβββ, 4, 7)}

Then, through Steps 11–15 of Algorithm 2, only those triples of the above set will
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be kept that are incomparable. Since

(αββ, 3, 5)�̃(αβββ, 4, 6)

(ββ, 6, 4)�̃(βββ, 7, 5)

(γββ, 3, 6)�̃(γβββ, 4, 7)

the triples (αββ, 3, 5), (ββ, 6, 4), and (γββ, 3, 6) should be deleted from cell8,5:

cell8,5 = {(αβββ, 4, 6), (βββ, 7, 5), (γββ, 3, 6), (αββ, 3, 5), (ββ, 6, 4), (γβββ, 4, 7)}

This results in

cell8,5 = {(αβββ, 4, 6), (βββ, 7, 5), (γβββ, 4, 7)}

After completing the table and finding the incomparable maximum-weight common-

subsequence triples of all the entries of the table, using Algorithm 2, the very last

cell of the table contains all the possible incomparable maximum-weight common-

subsequences for the two languages. Therefore, we can find the triple of the very last

cell that results in the maximum guaranteed payoff and trace it back to construct the

policy set T . This can be done by Algorithm 3.

The cell8,5 has three triples: (αβββ, 4, 6), (βββ, 7, 5), and (γβββ, 4, 7) with the

guaranteed payoffs 4, 5, and 4, respectively. It is clear that the triple (βββ, 7, 5) has

the maximum guaranteed payoff. Hence, this is the chosen triple that guarantees us

the most; we call it ChosenTriple (Steps 1–4 of Algorithm 3).

In order to find the policy set T corresponding to ChosenTriple, we start from
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the very last cell of the table (cell8,5) and see if we can find the same triple as

ChosenTriple in one cell above (cell7,5) or to the left (cell8,4) (conditions in Steps 7

and 10 of Algorithm 3). We move to the cell (cell7,5 or cell8,4) that has the same

triple as ChosenTriple. Since cell7,5 contains the triple (βββ, 7, 5), which is identical

to ChosenTriple, we will move to that cell. With the same reasoning, we move to

cell6,5 since there exists the same triple in the above cell of cell7,5 as ChosenTriple.

As there is no same triple in either cell5,5 or cell6,4, in completing the table, the C&A

operation must have happened in Algorithm 2 from the above-left cell to this cell

(Steps 14–16 of Algorithm 3). Therefore, we should reverse the C&A operation, i.e.,

calculate Subtract(ChosenTriple, trans6, trans5) to update the triple ChosenTriple.

Also transitions trans6 = (6, β, 7, 1) and trans5 = (13, β, 14, 1) must be added to the

policy set T at this step.

We continue this procedure until we get to either the first column or the first row

of the table, i.e., i = 0 or j = 0. For a visual illustration of the steps of the trace-back

procedure and how the corresponding transitions to ChosenTriple are chosen using

Algorithm 3, the reader can refer to Table A.1 in Appendix A.

The resulting policy set will be:

T (βββ) = {(6, β, 7, 1), (13, β, 14, 1), (4, β, 5, 1), (12, β, 13, 1), (1, β, 2, 5), (11, β, 12, 3)}

With this policy set, the supervisor is guaranteed to get the payoff equal to 5, which

is the maximum that can be guaranteed in this example, while ensuring the opacity

of the secret set with respect to the non-secret set and the observation induced by T .

Theorem 3.2. For two sequences S and NS of length m and n, respectively, where
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m ≤ n, the time complexity of Algorithms 2 to compute all the incomparable maximum-

weight common-subsequence triples of S and NS is O(m · n · 2m).

Proof. As we said in Section 3.1 (Theorem 3.1), for two sequences S and NS of length

n and m, respectively, where m ≤ n, the number of common subsequences of S and

NS is less than the number of the common subsequences of the smaller sequence, i.e.,

2m.

Algorithm 2 explores every cell of an n × m table and at each entry only keeps

the incomparable pairs in a cell (Steps 11–15). As there are at most 2m − 1 common

subsequences excluding the empty string, the number of triples in a cell is less than

2m − 1. Therefore, the time complexity of Algorithm 2 to find all the incomparable

maximum-weight common-subsequences between S and NS is O(m · n · 2m).

Theorem 3.3. The time complexity of Algorithm 3 to trace back the DP table provided

by Algorithm 2 and find the policy set T corresponding to the maximum guaranteed

payoff triple is O(2m · (n+m)).

Proof. Algorithm 3 traces back the DP table provided by Algorithm 2 to find the

transitions that correspond to ChosenTriple. Starting from celln,m, at each recursive

call, Algorithm 3 updates the triple ChosenTriple and the set T , and moves to the

cells above, left, or above-left, until it gets to the first row or the first column. Since

there are at most n + m cells that Algorithm 5 can go to and at each cell there are

fewer than 2m (assuming that m ≤ n) sequences in a cell, it takes O((n+m)·2m)-time

to find the policy set T .

Note that we do not know if the upper bounds provided for the time complexity

of Algorithms 2 and 3 in Theorems 3.2 and 3.3 are tight bounds.
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Theorem 3.4. Based on Theorems 3.2 and 3.3, for a system G with secret and

non-secret languages S and NS where:

S = {s ∈ L(G)|δ(q0, s) = q, q ∈ QmS} = {S1, S2, ..., SK},

NS = {s ∈ L(G)|δ(q0, s) = q, q ∈ QmNS} = {NS1, NS2, ..., NSL}.

The time complexity of solving Problem 2 using Algorithms 2 and 3 is O(K · L · n ·

m · 2m).

Proof. For any two sequences Sk and NSl, where 1 ≤ k ≤ K and 1 ≤ l ≤ L, the

time complexity of Algorithm 2 to find the maximum guaranteed payoff triples is

O(n ·m ·2m). Therefore, the maximum guaranteed payoff triple of all combinations of

Sk and NSl, where 1 ≤ k ≤ K and 1 ≤ l ≤ L, can be found with the time complexity

O(K · L · n ·m · 2m).

To find the information release policy that corresponds to the chosen triple that

guarantees the maximum payoff, Algorithm 3 takes O((n+m) · 2m)-time. Therefore,

in total, the time complexity of using Algorithms 2 and 3 to solve Problem 2 is

O(K · L · n ·m · 2m).

3.3.1 Proof of correctness of Algorithm 2

Algorithm 2 constructs a DP table that calculates all the incomparable maximum-

weight common-subsequence triples” for two given sequences

X = {(q0, x1, q1, wx1)...(qn, xn, qn+1, wxn)}
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and

Y = {(q0, y1, qn+2, wy1)...(qn+m, ym, qn+m+1, wym)}

where xi, yj ∈ Σ are the events of the system and wxi
, wyj ∈ Z+ are the associated

weights to the transitions.

We can describe this dynamic programming procedure in Algorithm 2 as follows:

1. The DP table that Algorithm 2 constructs contains (n+1)(m+1) entries which

will be denoted by celli,j for all 0 ≤ i ≤ n and 0 ≤ j ≤ m. Each entry stores

all the incomparable maximum-weight common-subsequence triples for the two

sequences

Xi = {(q0, x1, q1, wx1)...(qi, xi, qi+1, wxi
)}

and

Yj = {(q0, y1, qi+2, wy1)...(qi+j, ym, qi+j+1, wyj)}

where Xi and Yj are prefixes of X and Y respectively.

2. We complete the table one row at a time and from smaller to larger values of

i+ j. Each entry celli,j is computed after celli−1,j−1, celli,j−1, and celli−1,j.

3. We initialize the table with celli,0 = (∅, 0, 0) for all i = 0, 1, . . . , n and cell0,j =

(∅, 0, 0) for all j = 0, 1, . . . ,m.

4. To compute celli,j:

4.a If transi.event = transj.event, then celli,j is equal to all the incomparable

pairs of the set

celli−1,j

⋃
celli,j−1

⋃
C&A(celli−1,j−1[l], transi, transj)



3.3. SOLUTION TO PROBLEM 2, USING LCS ALGORITHM 65

4.b Otherwise, celli,j is equal to all the incomparable pairs of the set

celli−1,j

⋃
celli,j−1

5. The final solution is contained in the final cell, i.e., celln,m.

A similar recursive function as (3.2) can be written for this procedure:

celli,j =



(∅, 0, 0), i = 0 or j = 0

INCOMP{celli−1,j

⋃
celli,j−1

⋃
C&A(celli−1,j−1, transi, transj)}, transi.event = transj.event

INCOMP{celli−1,j

⋃
celli,j−1}, transi.event 6= transj.event

(3.7)

where “INCOMP{.}” denotes the operation of finding all the incomparable pairs

of a set, defined in Definition 3.5, and C&A operator concatenates transi.event to

all common subsequences of the pairs in the above-left cell (celli−1,j−1) and adds

transi.weight and transj.weight to celli−1,j−1.W
S and celli−1,j−1.W

NS of all pairs in

celli−1,j−1, respectively.

Correctness of Algorithm 2

We prove the correctness of Algorithm 2 by claiming that every cell of the table

is computed correctly. Since in Algorithm 2 the DP table is completed one row at a

time, for simplicity of the proof we relabel each celli,j of the table as cellp as illustrated

in Table 3.5. We define cellp = celli,j where p = (m + 1)i + j and j ≤ m, i ≤ n.

Therefore, i = b p
m+1
c and j = (p mod (m + 1)). The DP table that Algorithm 2

constructs has N cells, where N = (m+ 1)n+m.
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Table 3.5: Relabeling each celli,j of the DP table with a unique number p

j 0 1 . . . m

i
S

NS
(∅, 0) t1 . . . tm

0 (∅, 0) cell0,0 → cell0 cell0,1 → cell1 . . . cell0,m → cellm

1 t1 cell1,0 → cellm+1 cell0,1 → cellm+2 . . . cell0,m → cell2m+1

...
...

...
...

...
...

n tn celln,0 → cell(m+1)n celln,1 → cell(m+1)n+1 . . . celln,m → cell(m+1)n+m

Claim 1. Any cellp contains all incomparable maximum-weight common-subsequence

triples that can be calculated for two prefixes:

Xi = {(q0, x1, q1, wx1)...(qi, xi, qi+1, wxi
)}

Yj = {(q0, y1, qi+2, wy1)...(qi+j, ym, qi+j+1, wyj)}

where i = b p
m+1
c and j = (p mod (m+ 1)).

Proof. We can prove Claim 1 using induction on the variable p.

• Base Case:

The base case is for the first row,i.e., p ∈ {0, . . . ,m}, and the first column,

i.e., p ∈ {(m+ 1), 2(m+ 1), . . . , n(m+ 1)}. In Algorithm 2 (Steps 1–2) we put

(∅, 0, 0) in the cells of the first row and the first column of the table (or similarly

in the first case of (3.7)). This is correct because

– For i = 0, we have X0 = (∅, 0); therefore, there is no common subsequence

between x0 = ∅ and any yj. This means that no characters can be added

to ∅ and no payoff can be achieved, i.e., cell0,j = (∅, 0, 0), for all 0 ≤ i ≤ n.
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– For j = 0, we have Y0 = (∅, 0); therefore, with the same reasoning as for

i = 0, cell0,j = (∅, 0, 0), for all 0 ≤ j ≤ m.

Therefore, Algorithm 2 computes the values of cells of the first row and column

correctly.

• Inductive Hypothesis:

Consider some p < N and assume that the claim holds for any entry cellq, where

q < p (or equivalently i′ < i, j′ < j, and (i′, j′) 6= (i, j)). In other words, as the

inductive hypothesis, we are assuming that all the cells in the rows above and

in the columns to the left of the current cell, i.e., cellp, hold the correct result

(all the possible incomparable maximum-weight common-subsequence triples).

The inductive step is to prove that the claim is also correct for cellp and it

can be correctly computed using Algorithm 2. To compute cellp, two cases can

happen: the events of the transitions that correspond to that entry either match

or do not match.

1. If transi.event 6= transj.event:

Then, there are no further events that can be added to the existing common-

subsequences to increase the payoffs and what we had as the optimum

solution will still remain optimum. Based on the inductive hypothesis, we

are assuming that all the prior entries of the table contain all the possi-

ble incomparable maximum-weight common-subsequence triples that can

be computed for that entry. Therefore, the best that can be achieved for

this entry can be either from celli,j−1 (the cell to the left) or celli−1,j (the
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cell above). Gathering all the incomparable maximum-weight common-

subsequence triples of these two cells together, we have

celli,j−1 ∪ celli−1,j

Since this set can contain triples that are included in the others and are

not incomparable, we must find the incomparable pairs of the set, which

results in

INCOMP{celli−1,j

⋃
celli,j−1}

The same result can be achieved through Steps 3–6 and 11–15 in Algo-

rithm 2 (or 3rd case in (3.7)). Therefore, Algorithm 2 works correctly for

this case.

2. transi.event = transj.event

As before, based on the inductive hypothesis, all the prior entries of the

table contain all the possible incomparable maximum-weight common-

subsequence triples. Therefore, celli,j−1 and celli−1,j contain the best

solutions before the position (i, j). Additionally, since transi.event =

transj.event, we can compute new common-subsequences and increase the

payoffs by concatenating and adding the transitions transi and transj to

all the pairs in the above-left cell (celli−1,j−1), which are assumed to be

one of the optimum solutions before celli,j. This operation is:

C&A(celli−1,j−1, transi, transj)
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As a result, in this case, the incomparable maximum-weight common-

subsequence triples for the position (i, j) can be either from the set

celli−1,j

⋃
celli,j−1

or

C&A(celli−1,j−1, transi, transj)

If we gather the pairs in these two cells together, we have:

celli−1,j

⋃
celli,j−1

⋃
C&A(celli−1,j−1, transi, transj)

Since there can be pairs in the above set that are included in other pairs,

we only keep those that are incomparable, i.e.,

INCOMP{celli−1,j

⋃
celli,j−1

⋃
C&A(celli−1,j−1, transi, transj)}

The same result can be achieved through Steps 9–10 and 11–15 in Algo-

rithm 2, or similarly the second case of (3.7). Therefore, this algorithm

works correctly for this case, as well.

Since Algorithm 2 computes all the incomparable maximum-weight common-

subsequence triples for both cases in the inductive step and also the basis step

correctly, we can safely conclude that Claim 1 is correct and therefore Algo-

rithm 2 works correctly.
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3.3.2 Proof of Correctness of Algorithm 3

Once Algorithm 2 is finished, the result is a DP table that has all the incomparable

maximum-weight common-subsequence triples for every two prefixes. The last cell of

the table (celln,m) has all the incomparable maximum-weight common-subsequence

triples for two languages S and NS. Therefore, the next steps are to

• First, find the triple that results in the maximum guaranteed payoff and call it

ChosenTriple. (This is done trough Steps 1–4 in Algorithm 3.)

• Then, trace back the table to find the transitions of S and NS that correspond

to ChosenTriple to compute the information release policy set T . (This is done

through Steps 6–21 in Algorithm 3.)

Correctness of Algorithm 3

We proved in Section 3.3.1 that the DP table computed by Algorithm 2 contains

all the incomparable maximum-weight common-subsequence triples at each entry.

Therefore, celln,m contains all the best possible answers to Problem 2.

By construction, Step 2 of Algorithm 3 computes the guaranteed payoff for each

triple, and then through Steps 3–4 the triple that results in the maximum guaranteed

payoff, which is called ChosenTriple, can be found.

The next part of Algorithm 3 is to find the transitions of the two languages that

correspond to ChosenTriple. This part of the algorithm was adapted for this specific

DP table formulation from the LCS algorithm presented by Cormen et al. [28] and

hence the correctness of their algorithm serves to prove that the right transitions are

chosen.
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3.4 Solution to Problem 1, using LCS Algorithm

As stated in Section 3.3, for maximizing the payoff in Problem 2, loops do not

have an impact on the maximum guaranteed payoff since the occurrence of the loops

cannot be guaranteed. Therefore, we made a reasonable assumption that there are

no loops in the systems we are considering. In contrast, for finding the maximum

information release policy (Problem 1), the assumption of no loops is a restriction.

However, as there exists such systems, i.e., systems with no loops, we show in this

section how a dynamic programming approach can be used to solve the maximum

information release policy problem, when there are no loops in the system.

For a weighted DES in which all the transitions have the same payoff, the maxi-

mum guaranteed payoff policy will be exactly the same as the maximum information

release policy. This means that we can change a DES G (that has no loops) to a

weighted DES Gw, where all the transitions have the same payoff (e.g., 1) and then,

use Algorithms 2 and 3 to find the maximum information release policy. However, we

propose a simpler algorithm, using the LCS algorithm provided in Section 3.1, since

Algorithms 2 and 3 contain calculations that are unnecessary for Problem 1.

As we did in Section 3.3, since we are assuming that there are no loops in the

systems, we can write the languages S and NS as two finite sets of sequences as

follows:

S = {s ∈ L(G)|δ(q0, s) = q, q ∈ QmS} = {S1, S2, ..., SK}

NS = {s ∈ L(G)|δ(q0, s) = q, q ∈ QmNS} = {NS1, NS2, ..., NSL}

To find the maximum information release policy that ensures opacity, we can find
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the maximum information release policy for every combination of Si and NSj, for all

i = 1, . . . , K and j = 1, . . . , L, and then find the longest among them.

Consider two sequences Si and NSj. Since they have finite length (as there are no

loops in the system), the sequences that result in the maximum information release

policy are the same as the longest common subsequences of Si and NSj. Therefore,

we can use the same algorithm as the LCS algorithm provided in Section 3.1 (Algo-

rithm 1) to find the sequences that can release the maximum information from the

languages Si and NSj, for all i = 1, . . . , K and j = 1, . . . , L, while ensuring opacity,

and then pick the maxima among all such sequences. The results are the sequences

that lead to the maximum information release policy, while ensuring opacity. How-

ever, in DES applications we need to find the policy set T of transitions. Therefore,

the same trace-back algorithm as in Algorithm 3 must be used in order to compute

the policy set.

Algorithms 4 and 5 together provide the solution to Problem 1. Algorithm 4

is very similar to Algorithm 1; we just changed some of the notations in Algo-

rithm 1 to be used in a DES problem. This algorithm takes two languages X =

{(q0, x1, q1) . . . (qn, xn, qn+1)} and Y = {(q0, y1, qn+2) . . . (qn+m, ym, qn+m+1)}, and con-

structs a DP table that stores the value of LCS(Xi, Yj), for all i = 1, . . . , n and

j = 1, . . . ,m. The cell in the position (n,m) contains the subsequences that result in

the maximum information release, while ensuring opacity. Then, Algorithm 5 takes

the DP table computed by Algorithm 4, chooses one of the subsequences in the cellm,n

as ChosenString, and finds the policy set T that corresponds to that subsequence.

We use the same notation as before to address the cells and their sequences, i.e.,

celli,j is used to represent the entry in position (i, j) of the table, and celli,j[l] is used



3.4. SOLUTION TO PROBLEM 1, USING LCS ALGORITHM 73

to represent a sequence in that cell. Also, the transitions of the DES are specified by

a triple that contains the starting state, event, and the ending state of the transition,

i.e., transi = (state1
i , event, state

2
i ). To write the traceback part of Algorithm 5, we

need to define a similar operator as Subtract operator, which can remove the very

last character of a sequence.

Definition 3.8 (Split operator). Given a sequence celli,j[k] = sσ and a transition

tl = (ql1, σ, q
l
2) with the event σ, we define the “Split” operator, as follows:

Split(celli,j[k], tl) = Split(sσ, (ql1, σ, q
l
2)) = s (3.8)
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Algorithm 4: Finding all the maximum information release sequences, using
Algorithm 1

Input: Languages X = {(q0, x1, q1) . . . (qn, xn, qn+1)} and
Y = {(q0, y1, qn+2) . . . (qn+m, ym, qn+m+1)}.

Output: (n+ 1)× (m+ 1) dynamic programming table and set of all
maximum information release subsequences

/* Initialization */

1 forall i = 0, ..., n and j = 0, ...,m do
2 Put cell0,j = {∅} and celli,0 = {∅};
3 forall i = 1, ..., n and j = 1, ...,m do

/* Completing the table one row at a time */

// Comparing the events transi.event and transj.event at each

position (i, j)
4 if transi.event 6= transj.event /* The events do not match */

5 then
6 celli,j = LCS(Xi, Yj) = longest(celli−1,j, celli,j−1);
7 else if transi.event == transj.event /* The events match */

8 then
9 for each celli−1,j−1[l] do

10 Calculate celli,j[l] = LCS(Xi, Yj) = celli−1,j−1[l], transi.event;

/* celln,m contains all the maximum information release sequences

*/

11 LCS = celln,m;
12 return the string set LCS;
13 return Table;

Theorem 3.5. Consider a system G with secret and non-secret languages S and NS

where:

S = {s ∈ L(G)|δ(q0, s) = q, q ∈ QmS} = {S1, S2, ..., SK},

NS = {s ∈ L(G)|δ(q0, s) = q, q ∈ QmNS} = {NS1, NS2, ..., NSL}.

The computational complexity of finding the sequences that can release the maximum

possible information to the public while ensuring opacity of the secret states with
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Algorithm 5: Finding the maximum information release policy set T , adapted
from the algorithms provided by Cormen et al. [28]

Input: Table constructed in Algorithm 4
Output: The policy set T

1 Choose one string in celln,m as ChosenString;
// Trace-back the table to find the policy set T

2 Initialize the parameters T = {∅}, i = n, j = m;
3 forall i and j do
4 if ∃l such that celli−1,j[l] == ChosenString then
5 ChosenString = celli−1,j[l];
6 Move one cell up (i = i− 1) and go to Step 14;

7 else if ∃l such that celli,j−1[l] == ChosenString then
8 ChosenString = celli,j−1[l];
9 Move one cell to the left (j = j − 1) and go to Step 17;

10 else
11 Put T = T

⋃
transi

⋃
transj;

12 ChosenString = Split(ChosenString, transi.event);
13 Move diagonally up (i = i− 1 and j = j − 1) and go to Step 14 ;

14 if ChosenString == ∅ then
15 return T and go to Step 18;
16 else
17 Go to Step 3;

18 End;

respect to the non-secret states, using Algorithm 4 is O(K · L · n ·m · 2m).

Proof. Algorithm 4 is very similar to Algorithm 1. For any two sequences Sk and

NSl in the languages S and NS, where 1 ≤ k ≤ K and 1 ≤ l ≤ L, Algorithm 4 finds

the longest common subsequences of Sk and NSl. With the same reasoning as we

did in Theorem 3.1 for Algorithm 1, the time complexity of completing the DP table

for two sequences Sk and NSl of length m and n, respectively, where m ≤ n, using

Algorithm 4 is O(n·m·2m). Since we should find the longest common subsequences of

any two sequences Sk and NSl in the languages S and NS, where 1 ≤ k ≤ K and 1 ≤

l ≤ L, the time complexity of finding the maximum information that can be released
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to the public while ensuring opacity of S with respect to NS is O(K ·L ·n ·m ·2m).

Theorem 3.6. The time complexity of Algorithm 5 to find the policy set T corre-

sponding to the maximum information release sequence computed by Algorithm 4 is

O((n+m) · 2m).

Proof. With the same reasoning as Theorem 3.3 for a bound on the time complexity of

Algorithm 3, the time complexity of Algorithm 5 to find the policy set T corresponding

to the maximum information release sequence computed by Algorithm 4 is O((n +

m) · 2m).

Note that we do not know whether the upper bounds provided for time com-

plexity of Algorithm 4 and Algorithm 5 are tight bounds. As we said, Algorithms 4

and 5 together provide the solution to Problem 1. Based on Theorems 3.5 and 3.6,

we can find the maximum information release policy using Algorithms 4 and 5 with

O(K · L · n ·m · 2m) time complexity.

Special Case (Polynomial Time) Algorithm 4 computes all the distinct longest

common subsequences of two sequences. Then the user can choose one among them

and Algorithm 5 computes the policy set corresponding to the sequence chosen by the

user. However, if the user does not care about which sequence wants to release to the

public and it suffices that they release a sequence with the maximum length, then,

as we said in Section 3.1, we can use the algorithms provided by Cormen et al. [28].

Since they complete the DP table with the length of the common subsequences, their

approach has a polynomial time complexity (O(nm)). Therefore, for a system G with

no loops and secret and non-secret languages S and NS, where S and NS contain K
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and L sequences, respectively, the time complexity of solving Problem 1 decreases to

O(K · L · n ·m).

In the following example we use Algorithm 4 and 5 to find the maximum infor-

mation release policy T for a DES while ensuring opacity.

Example 3.8. Consider the same weighted DES G as in Example 3.3 illustrated in

Figure 3.3. The languages S and NS can be written as follows:

S = {(1, β, 2)(2, α, 3)(3, α, 4)(4, β, 5)(5, γ, 6)(6, β, 7)(7, β, 8)(8, β, 9)}

NS = {(1, γ, 10)(10, α, 11)(11, β, 12)(12, β, 13)(13, β, 14)}

We can construct a DP table as illustrated in Table 3.6 for this system, using Algo-

rithm 4.

Table 3.6: Completed DP table for Example 3.8, using Algorithm 4

j 0 1 2 3 4 5

i
S

NS
(∅) (1, γ, 10) (10, α, 11) (11, β, 12) (12, β, 13) (13, β, 14)

0 ∅ ∅ ∅ ∅ ∅ ∅ ∅
1 (1, β, 2) ∅ ∅ ∅ β β β

2 (2, α, 3) ∅ ∅ α
α
β

α
β

α
β

3 (3, α, 4) ∅ ∅ α
α
β

α
β

α
β

4 (4, β, 5) ∅ ∅ α αβ
αβ
ββ

αβ
ββ

5 (5, γ, 6) ∅ γ
α
γ

αβ
αβ
ββ

αβ
ββ

6 (6, β, 7) ∅ γ
α
γ

αβ
γβ

αββ
αββ
βββ

7 (7, β, 8) ∅ γ
α
γ

αβ
γβ

αββ
γββ

αβββ

8 (8, β, 9) ∅ γ
α
γ

αβ
γβ

αββ
γββ

αβββ
γβββ
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This algorithm completes the DP table exactly the same as Algorithm 1. Once

the table is completed, the very last cell of the table (cell8,5) contains all the longest

common subsequences (αβββ and γβββ). A supervisor can release the information of

these sequences (which is the maximum information that can be released) and yet be

sure that the opacity of the secret set will not be compromised. We can choose one of

these subsequences and use Algorithm 5 in order to find its corresponding transitions.

Assume that we chose the subsequence αβββ as the ChosenString. Using Al-

gorithm 5, we start from the very last cell, i.e., cell8,5, and trace back the table to

find the transitions of the system that correspond to this subsequence. At cell8,5, we

compare αβββ with the sequences in one cell above and one cell to the left. Since

there exists αβββ in the above-cell, i.e., cell7,5, we move to that cell. At cell7,5, there

is no sequence that is the same as αβββ in one cell above (cell6,5) and one cell to the

left (cell7,4). Therefore, a concatenation must have happened from the above-left cell

to this cell, as the table was completing. This means that we must move diagonally

up, i.e., to cell6,4, remove the last event from the ChosenString, and add the transi-

tions trans7 = (7, β, 8) and trans5 = (13, β, 14) to the policy set T . We continue this

procedure until we get to the first row or column of the table. A visual illustration

of the steps of the trace-back procedure and how the corresponding transitions to

ChosenString are chosen using Algorithm 5 is provided in Table A.2 in Appendix A.

The resulting policy set will be as follows:

T = {(7, β, 8), (13, β, 14), (6, β, 7), (12, β, 13), (4, β, 5), (11, β, 12), (3, α, 4)(10, α, 11)}

Observe that the above policy is the same as T2(αβββ), one of the policies pro-

duced by the algorithm in Zhang et al. [18], given in Section 3.2.
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3.4.1 Proof of Correctness of Algorithms 4 and 5

As stated before, Algorithm 4 is similar to Algorithm 1, provided in Section 3.1.

The only difference is the change of terminologies to ones that can fit into DES, but

the procedure is identical. Therefore, the same reasoning for proving the correctness

of the algorithm can be used.

Similarly, Algorithm 5 is identical to the second part of Algorithm 3 which was

adapted from the algorithm presented by Cormen et al. [28].



Chapter 4

Summary and Conclusions

4.1 Summary

In this dissertation we investigated two opacity problems in discrete-event sys-

tems. The formal definitions of these two problems were provided in Section 3.2.

The first problem was to find the maximum information release policy while ensuring

opacity, which was originally introduced by Zhang et al. [18]. Under the assumption

of no loops in the DES, we were able to provide a dynamic programming-based solu-

tion to this problem. We provided two algorithms (Algorithms 4 and 5) in Section 3.4

that together can find a maximum information release policy, while ensuring opacity

in a DES. We also proved that in cases where the user only cares about enforcing

weak opacity with a maximum information release policy and does not care about

which sequences to release, this solution can have a polynomial time complexity.

The second problem that we discussed in this thesis, was to find the maximum

payoff policy while ensuring opacity, assuming that there is a payoff of releasing

the information of each transition to the supervisor in a DES. The supervisor with

an information release policy T can choose which transitions to reveal in order to
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achieve as much payoff as possible. However, as discussed in Section 3.2, there might

be different sequences in the system that result in different payoffs but have the same

observation. For sequences with the same observation the supervisor has no control

over choosing the path of the sequences that the system generates, but once the

path of the sequences that the system is generating is determined, the supervisor has

control over which transitions of the same event to reveal. Therefore, we changed the

problem of finding the maximum payoff policy while ensuring opacity, to the problem

of finding the maximum guaranteed payoff policy and called it Problem 2. We used a

dynamic programming approach and provided two algorithms (Algorithms 2 and 3)

in Section 3.3 that together can provide the solution to this problem. The correctness

of these algorithms was also provided in this section.

4.2 Future Work

In this thesis, we explored the problem of finding the maximum guaranteed pay-

off policy while ensuring opacity, assuming that there is a reward associated to each

transition of the system. Since we considered the maximum guaranteed payoff policy,

we could make a valid assumption of no loops in the systems we study. This assump-

tion was valid as the supervisor cannot be guaranteed of the occurrence of the loops

in the system, although the loops can increase the payoff. If researchers consider

the maximum payoff policy instead of maximum guaranteed payoff, the loops should

be taken into account as they can increase the payoff. However, in this situation,

there might be infinite reward as the observation induced by the information release

policy can belong to a loop. To address this issue, researchers can consider a system

with a diminishing reward, or a diminishing reward along with a constant cost for
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each transition. Therefore, the resulting reward of an observation cannot be infinite

anymore.

Furthermore, we studied one notion of opacity, i.e., weak opacity, and only consid-

ered deletion of events for opacity enforcement. Another possible path is to investigate

if it is possible to use a dynamic programming approach to enforce other notions of

opacity, or use an insertion function (which can also add events to the observation of

the intruder) instead of deleting events.

Finally, we proved in Section 3.3 that the upper bound of complexity of Algo-

rithm 2 is exponential. However, this upper bound is not proven to be tight and a

possible path of research is to prove if it is tight, or to find a smaller upper bound if

the current bound is not tight.
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Illustration of Trace-Back Procedure in DP Tables
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Table A.1: Trace-back procedure in Algorithm 3 to find the the policy set T (βββ) in
Example 3.7

j 0 1 2 3 4 5

i
S

NS
(∅, 0) (1, γ, 10, 2) (10, α, 11, 1) (11, β, 12, 3) (12, β, 13, 1) (13, β, 14, 1)

0 (∅, 0) (∅, 0, 0) (∅, 0, 0) (∅, 0, 0) (∅, 0, 0) (∅, 0, 0) (∅, 0, 0)

1 (1, β, 2, 5) (∅, 0, 0) (∅, 0, 0) (∅, 0, 0) (β, 5, 3) (β, 5, 3) (β, 5, 3)

2 (2, α, 3, 1) (∅, 0, 0) (∅, 0, 0) (α, 1, 1)
(α, 1, 1)

(β, 5, 3)

(α, 1, 1)

(β, 5, 3)

(α, 1, 1)

(β, 5, 3)

3 (3, α, 4, 1) (∅, 0, 0) (∅, 0, 0) (α, 1, 1)
(α, 1, 1)

(β, 5, 3)

(α, 1, 1)

(β, 5, 3)

(α, 1, 1)

(β, 5, 3)

4 (4, β, 5, 1) (∅, 0, 0) (∅, 0, 0) (α, 1, 1)
(αβ, 2, 4)

(β, 5, 3)

(αβ, 2, 4)

(ββ, 6, 4)

(αβ, 2, 4)

(ββ, 6, 4)

5 (5, γ, 6, 1) (∅, 0, 0) (γ, 1, 2)
(α, 1, 1)

(γ, 1, 2)

(αβ, 2, 4)

(β, 5, 3)

(γ, 1, 2)

(αβ, 2, 4)

(ββ, 6, 4)

(γ, 1, 2)

(αβ, 2, 4)

(ββ, 6, 4)

(γ, 1, 2)

6 (6, β, 7, 1) (∅, 0, 0) (γ, 1, 2)
(α, 1, 1)

(γ, 1, 2)

(αβ, 2, 4)

(γβ, 2, 5)

(αββ, 3, 5)

(ββ, 6, 4)

(γβ, 2, 5)

(αββ, 3, 5)

(βββ, 7, 5)

(γβ, 2, 5)

7 (7, β, 8, 1) (∅, 0, 0) (γ, 1, 2)
(α, 1, 1)

(γ, 1, 2)

(αβ, 2, 4)

(γβ, 2, 5)

(αββ, 3, 5)

(ββ, 6, 4)

(γββ, 3, 6)

(αβββ, 4, 6)

(βββ, 7, 5)

(γββ, 3, 6)

8 (8, β, 9, 1) (∅, 0, 0) (γ, 1, 2)
(α, 1, 1)

(γ, 1, 2)

(αβ, 2, 4)

(γβ, 2, 5)

(αββ, 3, 5)

(ββ, 6, 4)

(γββ, 3, 6)

(αβββ, 4, 6)

(βββ, 7, 5)

(γβββ, 4, 7)

The procedure results in

T (βββ) = {(6, β, 7, 1), (13, β, 14, 1), (4, β, 5, 1), (12, β, 13, 1), (1, β, 2, 5), (11, β, 12, 3)}
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Table A.2: Trace-back procedure in Algorithm 5 to find the the policy set T (αβββ)
in Example 3.8

j 0 1 2 3 4 5

i
S

NS
(∅) (1, γ, 10) (10, α, 11) (11, β, 12) (12, β, 13) (13, β, 14)

0 ∅ ∅ ∅ ∅ ∅ ∅ ∅
1 (1, β, 2) ∅ ∅ ∅ β β β

2 (2, α, 3) ∅ ∅ α
α
β

α
β

α
β

3 (3, α, 4) ∅ ∅ α
α
β

α
β

α
β

4 (4, β, 5) ∅ ∅ α αβ
αβ
ββ

αβ
ββ

5 (5, γ, 6) ∅ γ
α
γ

αβ
αβ
ββ

αβ
ββ

6 (6, β, 7) ∅ γ
α
γ

αβ
γβ

αββ
αββ
βββ

7 (7, β, 8) ∅ γ
α
γ

αβ
γβ

αββ
γββ

αβββ

8 (8, β, 9) ∅ γ
α
γ

αβ
γβ

αββ
γββ

αβββ

γβββ

The procedure results in:

T = {(7, β, 8), (13, β, 14), (6, β, 7), (12, β, 13), (4, β, 5), (11, β, 12), (3, α, 4)(10, α, 11)}


