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Abstract

Testing models of modern Real-time Embedded (RTE) systems is not straightforward

due to timing constraints, numerous if not infinite possible behaviors, and complex

communications between components. Software testing tools and approaches that

can generate test cases to test these systems are therefore important. Many of the

existing automatic approaches support testing at the implementation level only. The

existing model-level testing tools either treat the model as a black box (e.g., random

testing approaches) or have limitations when it comes to generating complex test se-

quences (e.g., symbolic execution). This thesis presents different test case generation

techniques for models developed in UML-RT, a UML profile and a domain specific

language for modeling RTE systems. We present a novel approach and tool support

for automatic unit testing of UML-RT models by conducting concolic testing, a hybrid

testing technique based on concrete and symbolic execution. Our technique conducts

automatic concolic testing in two phases. In the first phase, the model is isolated from

its environment, transformed to a testable model and integrated into a test harness.

In the second phase, the harness tests the model concolically and reports the test

execution results.

To make the test case generation efficient for UML-RT models, we present a novel

slicing technique and its tool support. The slicer takes the input model and a criterion,
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and constructs a slice by taking into account the input criterion. The slice contains

only those (behavioral and structural) elements of the original model that depend on

the input criterion. Therefore, a slice is possibly a smaller model (compared to the

original model) that can make the test case generation more efficient.

We describe implementations of each of the techniques in the context of Papyrus-

RT, an open source Model Driven Engineering (MDE) tool based on the modeling

language UML-RT, and report the results of applying our techniques to a set of

benchmark models to validate our approach.
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Chapter 1

Introduction

RTE systems play a fundamental role in controlling many products and devices found

in telecommunication systems, automobiles, aircraft and many other systems. These

systems arereactive, which means they constantly communicate with their environ-

ment via message passing and are real-time, which means they must response with

speci�ed time constraints. Using code-centric-only approaches for developing complex

RTE systems is very challenging. Model Driven Engineering (MDE) techniques tackle

this challenge by raising the level of abstraction on which the developers construct

software.

Models of RTE systems in automotive and aerospace domains may encompass

complex state machines that communicate using various protocols with complex ac-

tion code on the transitions of the state machines. Constructing these complex, often

distributed real-time systems needs powerful, well-de�ned modeling constructs, as

well as strong tool support. These constructs and tools can be used to design a well-

de�ned architecture for such complex systems, which eases not only the development

of the initial system but also facilitates maintenance and evolution [117].

UML-RT [117, 106] is a domain-speci�c language with a light notation dedicated
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for modeling RTE systems. UML-RT has its roots in the well-known Real-time

Object-Oriented Modeling (ROOM) [119] language and is used for modeling indus-

trial systems and is supported by several open-source and commercial tools (Eclipse

Papyrus-RT [30], Eclipse eTrice [10], IBM RSA-RTE [7], IBM RoseRT [11] and most

recently HCL RTist [12]).

1.1 Problem Statement

UML-RT, as an MDE language, adheres to the MDE principles [116]: abstraction,

support for automation, and analysis (through tool support) to deal with the com-

plexity of software. However, UML-RT models can still be large and can become

overwhelming due to the nature of today's software systems.

A UML-RT model with several transitions (and self-transitions), states, and action

code may de�ne numerous if not in�nite possible behaviors. In addition, a model

may have a complex executions involving pointer operations, casting operations, and

numerous nested conditionals (on the action code of the transitions). The model

may process inputs received from other systems that may include network packets or

system call parameters, which may crash the system at run time (if there is a bug

present in the code). On the other hand, some bugs do not crash the system but cause

the system to generate wrong outputs, which are referred to as Operation Bugs [45].

There might be also bugs in the code generator that may lead to system failure at run

time (e.g., the code generator generates an incorrect cast expression which causes an

exception at run time). If a model contains faults, these faults will propagate to any

re�nement of that model or the code that is generated from the model. Therefore,

�nding and resolving faults at the model level is critical for developing high quality
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software.

It is challenging and labor intensive to manually test these systems (this task may

include crafting a test harness manually to simulate the environment for the system

and creating and sending the appropriate inputs to the system). Therefore, testing

such models needs appropriate automatic tool support.

Thesis Statement: Testing UML-RT models can be facilitated via a 
exible framework
that provides diverse test generation techniques that enables gaining high test coverage,
a high degree of automation and is integrated into a modern MDE environment.

1.2 Thesis Overview

We now provide an overview of this thesis. Fig. 1.1 brie
y describes the scope of this

thesis. We �rst provide the background (the left hand box in Fig. 1.1) that includes

our chapters 1 and 2.

Chapter 2: Background and De�nitions

Before introducing the details of our techniques, we provide the reader with the

required de�nitions and the underlying techniques including an introduction to UML-

RT as well as symbolic and concolic execution techniques for testing.

Chapter 3: Related Work

In order to position our research, we introduce the current state-of-the-art for testing

software systems and models.

Next we focus on the body of the thesis, which includes the following chapters:
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Chapter 4: An Initial Design for Testing UML-RT Models

In our initial investigation for developing techniques for UML-RT models, we proposed

a design that allows automatic test case generation for components of the model

and supports several test case generation techniques including test generation using

random testing and symbolic execution. In this work, we proposed reducing the size

of the model using a slicer operator that removes the irrelevant parts of the model

(with respect to the user de�ned slicing criterion) and hence the test case generation

becomes more e�cient.

Chapter 5: Slicing for Making the Test Generation E�cient

The slicing technique showed promising results for testing UML-RT capsules, so we

developed that technique farther to be able to slice composite capsules (capsules that

include other capsules that connect through connectors and communicate through

ports). In order to slice a composite capsule, we needed to capture various kinds

of dependencies between model elements, including dependencies between ports and

transitions as well as parts and ports. This technique was used to make testing and

debugging complex capsules more e�cient.

Chapter 6: Concolic Testing for State Machines

Due to the limitation of random testing (low coverage) and symbolic execution (deal-

ing with complex constraints), we proposed concolic test generation for state ma-

chines. Concolic execution is a hybrid technique that executes a model both sym-

bolically and concretely so it can evaluate and reason about complex action code at

runtime. The technique showed promising results in terms of automation and test
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Figure 1.1: An overview of the scope of the thesis

coverage. We developed a tool that implements this idea and the tool was integrated

in the Papyrus-RT IDE.

Chapter 7: Summary, Conclusion and Future work

In addition to summary and conclusion, in this chapter we introduce some potential

future work including our ongoing work on combining concolic execution and runtime

monitoring to develop a technique for runtime monitoring of UML-RT models.

1.3 Thesis Contributions

In this thesis we developed the following techniques and their tool support:

� In our initial design we proposed and developed a set of test generation tech-

niques to test UML-RT models. In order to prepare a model for testing, we

used a series of model-to-model transformations (M2M). In our approach, a

test harness that is responsible for testing the model is automatically generated

and integrated with the model under test. This technique showed a high level

of automation for testing UML-RT models (Chapter 4).



1.4. THESIS ORGANIZATION 6

� We developed a model slicer and its tool support. This slicer reduces the size of

the model by identifying several kind of dependencies between the behavioral

and structural model elements and the approach supports slicing simple and

composite capsules (capsules that contain other capsules). Based on our obser-

vations, the slicer was e�ective in improving the test generation for UML-RT

models (reducing the time required to generate test cases for full coverage). In

another experiment, we showed that the slicer is e�ective in improving the per-

formance of debugging of UML-RT models (by reducing the time required for

model instrumentation that is conducted by the model debugger) (Chapter 5).

� We developed techniques and their tool support for concolic testing UML-RT

models. We showed that this novel technique can e�ectively improve the test

coverage and it scales to large models. (Chapter 6).

1.4 Thesis Organization

The remainder of this thesis is organized as follows. Chapter 2 provides background

information and de�nes key terms. Chapter 3 presents research related to our tools

and techniques for testing UML-RT models. Chapters 4 and 5 present the results of

our initial design for testing UML-RT models as well as the impact of slicing on testing

UML-RT models, respectively. In Chapter 6, we present our study of concolic testing

for UML-RT models. Chapter 7 presents some of our initial ideas for combining

concolic testing and runtime monitoring for testing UML-RT models. In the same

chapter, we conclude.
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Chapter 2

Background

2.1 Software Testing

The prevalence and criticality of software nowadays demands high quality, and testing

is one of the unavoidable techniques for quality assurance in industry, even though

it is expensive. According to a study [27] it constitutes around �fty percent of the

whole software product development cost.

Software testing encompasses a wide range of activities, including writing unit

tests by developers, checking a software with respect to user requirements, checking

its performance or usability, checking its robustness (the ability of the computer

software to cope with errors) to stressful load conditions, and so on [27]. In general,

one core element of testing is to assess whether a piece of software meets its functional

requirements.

A study on software testing by Bertolino [27] explores software testing relatively

comprehensively, where it identi�es four ultimate goals (calling them \dreams") of

software testing and a set of challenges associated with each goal in order to be

achieved:
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(i) 100% Automatic Testing: this goal refers to a powerful integrated tool that au-

tomatically generates test cases for deployed software. It runs the test cases and

�nally issues a report about the test results. Such automatic technique would,

for instance, alleviate unit testing challenges, where a substantial amount of

code must be written to simulate the unit environment and to check unit out-

puts. One challenge for this goal would be to generate test inputs. However,

technology advancements in symbolic execution, SMT solvers and hybrid tech-

niques such as Concolic Testing [120] might help address this problem [27]. In

addition, Model Based Testing (MBT) techniques, clever random testing, and

a variety of metaheuristic techniques used for test input generation have allowed

for this dream to be realized in some situations [27]. An example of an exist-

ing tool for test input generation is DART [63]. It exploits the idea of clever

random testing by utilizing feedback information collected at runtime during

the execution of initial test cases. It starts with extracting a program's inter-

face (with its external environment) using static analysis. Then, it generates

a test driver that randomly generates test inputs for the program and, then

executes the program using generated test inputs. Finally, it analyzes the pro-

gram behaviour dynamically to drive the test generation to be able to explore

alternative program paths. The applications of DART in test input generation

was a successful example of clever random testing, which used to be considered

previously a shallow technique incapable of exploring corner cases, as opposed

to systematic testing which was considered comprehensive [27].

(ii) Universal Test Theory: this goal refers to a universal framework which a tester

can exploit to �gure out the relative strengths and limitations of current test
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methodologies. The framework would propose the most suitable testing tech-

nique (or a hybrid technique) for the present situation. One challenge would

be assessing the e�ectiveness of the testing techniques. According to [93] a

combination of techniques with complementary strengths is capable of catching

more bugs. For instance, Concolic testing [120] is a technique that uses both

symbolic and concrete execution for test input generation.

(iii) E�cacy-maximized Test Engineering: the aim of this dream are testing tech-

niques or tools that maximize both e�ectiveness and e�ciency of software test-

ing [27]. There are many challenges to achieve this goal. For instance, control-

ling evolution is one obstacle, which means, as the software evolves, optimization

techniques should be used to make regression tests more scalable and e�cient.

Another challenge would be the application of testing patterns, which is a tech-

nique to propose the most successful testing practices for a testing system. The

authors in [132] have proposed a framework, which works based on various

practitioners knowledge in order to propose an appropriate testing technique

for a scenario.

(iv) Test-based Modeling: this goal refers to developing the software models that are

e�ectively testable, which means taking testing into account in advance while

building the model [27].

2.1.1 Automatic Generating Test Data

Even though being one of the most commonly used and e�ective techniques to validate

software quality, software testing is typically a manual process and hence constitutes

a considerable proportion of software development and maintenance resources and
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e�orts [35]. In addition, many developers are reluctant to write unit tests for regres-

sion testing [2]. Many automatic test case/test data generation techniques have been

devised to remedy the situation. We brie
y introduce some of the most popular test

input generation techniques in this section as we exploit some of them in our testing

framework.

2.1.2 Program Symbolic and Concolic Testing

The key idea behind symbolic execution is to use symbolic values instead of concrete

data values for program inputs and maintain a collection of symbolic expressions

over the symbolic values to represent the program variables throughout the program

execution [85, 37]. Symbolic execution maintains apath constraint �, which consists

of quanti�er-free �rst-order formulas over the symbolic expressions, and asymbolic

state � , which maps each program variable to a symbolic expression. At execution

time, initially � is true and � is an empty map. These two variables are updated

throughout the program execution. For instance, if at a location in the program input

is read usingv = input (), then v 7! s is added to� , wheres is a fresh symbolic value.

The expression means a fresh symbolic variable is allocated for each input variable.

During execution, at every assignment statementv = e, symbolic execution updates

� by mapping v to � (e), where� (e) is the symbolic expression obtained by evaluating

e in � . At a conditional statement if (e) then S0 elseS1, the path constraint � is

updated to � ^ e and a new path constraint � 0 is constructed and updated to � ^ : e.

At this point of execution, if � ^ e is satis�able, then a new symbolic execution

branch is created and the execution proceeds to thethen branch. Similarly, if � ^ : e

is satis�able, a new branch is constructed and the execution is continued in theelse
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branch. Observe that this kind of execution gives rise to a tree of symbolic executions

which is calledSymbolic Execution Tree (SET).

At the end of the execution or when an error happens, e.g., at an assertion viola-

tion or program crash, � (the current path constraint in the SET) is solved using a

constraint solver, and test inputs are generated. By executing the program using the

generated inputs, the program follows the same path as the symbolic execution. For

more details about symbolic execution, please refer to [85, 37, 36].

In real complex systems, symbolic execution involves exploring a large number of

execution paths and hence executing each path in such systems is computationally

expensive, which would result in path explosion. Some techniques statically check

the program and ignore any path independent to input parameters or ignore those

paths that are not feasible with existing path constraint. Some other techniques use

heuristics to achieve high coverage e�ciently by, e.g., guiding the execution toward

the closest path from an uncovered instruction, or starting from the beginning of the

program and in each symbolic branch, where both sides are feasible, take one of the

branches randomly [37]. Even though these techniques are capable of exploring some

of the program's deep corner cases, they often fail to explore all possible execution

paths that a systematic symbolic execution would explore (with the cost of being

ine�cient) [19].

Path divergence happens when running a program with a generated test input

takes a path which diverges from the path that running that test input should in fact

take. One scenario that causes path convergence is when part of a model or program

is not available or is only available in binary, so �nding a precise path constraint is

not possible. Such divergence may prevent the symbolic execution from computing a
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fairly large number of execution paths and hence code coverage would decline. One

may model the missing parts of the system, but the trade o� is automation reduction.

Another di�culty with symbolic execution is the complexity of constraints, in

particular in constraints that involve non-linear equations, e.g., multiplications and

divisions, which makes solving the path constraints hard or undecidable for existing

SMT solvers and hence reduces the number of distinct execution paths that the

symbolic execution can discover [19]. One solution for complex constraints is Concolic

Testing [120, 122, 63].

Concolic testing executes a program both concretely and symbolically [120, 32,

63, 122, 121]. In this technique, symbolic execution is conducted dynamically, which

means the program under test is executed and during that execution, symbolic ex-

pressions and path constraints are collected. Concolic execution maintains two maps

of program variables: the symbolic state that maps the variables to symbolic expres-

sions and the concrete state that maps the variables to concrete values. This technique

needs some initial program input, which is generated randomly to initiate the execu-

tion. At the end of each execution, a constraint in the collected path constraints is

negated (the constraint to negate is either selected randomly, systematically or based

on some other heuristic [120]), and the program is executed again using the newly

generated inputs (by solving the negated constraint) to steer the program along a

new execution path. The concolic testing conducts this task either systematically

until all feasible distinct execution paths have been visited or the testing budget runs

out. Observe that in concolic testing, a SET is not generated, rather a list of path

constraints is generated and updated throughout the whole execution and thus there

is not the challenge of saving and updating a potentially large SET.
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2.2 Model Driven Engineering (MDE)

One major di�culty with developing complex systems is the gap between the prob-

lem and �ne-grained implementation domains. To bridge the gap between the two,

developers manually implement software from problem domain artifacts (software

requirements), which is a costly and complex process.

MDE is a software development paradigm in which abstract models, i.e., models

close to the problem domain, are the primary artifacts. In MDE, models are extracted

from software requirements and can be automatically transformed to implementations

by a code generator, which can make the development team more productive and the

software more reliable and consistent. In addition, traceability between software

artifacts produced in di�erent production stages is achieved, for instance through

the linkage between design and implementation artifacts [118]. For example, each

requirement is traced to its model elements, which are automatically traced to the

corresponding implementation artifacts. Further, MDE shields developers from the

implementation domain complexities such as network of computers, complex libraries,

and middle-ware [59], so developers can devote time on producing software models.

The Uni�ed Modeling Language (UML), as a standard notation for specifying

systems in a high level of abstraction, is popular in the MDE community. UML is a

general-purpose modeling language, where there are many other modeling languages

that have di�erent applications, including, for specifying as well as analyzing software.

For instance, among many others, Alloy [72] is a formal speci�cation language for

specifying systems, and Simulink [77] is a mathematics-based high level language for

modeling and verifying control systems.
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2.2.1 Developing Executable Models in UML-RT

Constructing complex, often distributed real-time systems needs powerful, well-de�ned

modeling constructs, as well as strong tool support. These constructs and tools can

be used to design a well-de�ned architecture for such complex systems, which eases

not only the development of the initial system, but also facilitates maintenance and

evolution [117]. UML for Real-Time (UML-RT) [117] is a domain-speci�c language

that has its roots in the well-known Real-time Object Oriented Modeling (ROOM)

language [119]. Similar to languages such as SysML [60], and MARTE [57], UML-RT

is a UML pro�le whose constructs are built from standard UML constructs. Since

UML-RT focuses on modeling real-time systems, it is, compared to UML, a small

language with light notation.

The main concepts of UML-RT arecapsules, capsule parts, ports, protocols, and

connectors. A capsule is an independent active class with its own control 
ow. Cap-

sules may contain internal structure, de�ned bycapsule parts. A capsule part is an

instance of another capsule inside a capsule. Capsules that contain capsule parts are

called compositecapsules, whereas other capsules are callednon-compositecapsules.

Capsules own ports, allowing them to communicate via message passing. To allow

two capsules to communicate, capsule ports are typed withprotocols, that is, a formal

description of the incoming and outgoingmessagesa capsule can receive from and

send to other capsules. Two ports typed with the same protocol can be formally

connected through aconnector. Ports can be of di�erent kinds: external ports are

boundary ports exposed by the capsule to be connected with other capsules. Internal

ports allow a capsule to communicate with the capsule parts it contains (Fig. 5.1

shows an example UML-RT model that contains some of the mentioned constructs).
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Figure 2.1: Adaptive Cruise Control (ACC) System Model with Five Capsule Parts

A capsule part in a composite capsule is typically a�xed part, which means the

lifetime of a part depends on the lifetime of its container (e.g., a �xed part is always

instantiated automatically and after its container). However, UML-RT supports dy-

namic models, as well. To this end, UML-RT provides facilities for creating two

speci�c types of capsule parts:optional and plug-in [8, 117]. An optional part does

not have a strong lifetime relationship with its container capsule, which means an

optional part can be created after the container is created or can be destroyed before

the container is destroyed. Plug-in capsules, on the other hand, are placeholders for

capsule parts that are populated dynamically by capsule instances. Plug-in capsules

are necessary when the exact capsule instance to be put in a capsule slot is not known

statically and is determined at run-time [8, 117].

In UML-RT, the behavior of each capsule is speci�ed using state machines. A

UML-RT state machine is an extension of a Mealy state machine [97] augmented with

extra features, including state actions, composite states, and concurrency. Moreover,
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UML-RT state machines have minor di�erences with those of UML, for instance, they

do not support orthogonal composite states (multiple concurrent state machines in a

composite state) [106]. State machines are executable and are considered the engine of

UML models that are used to specify the behavior of objects [112]. In particular state

machines are used to model the behavior of complex control systems [112]. Fig. 2.2

shows a state machine that speci�es the behavior of thedistance controlcapsule of the

ACC system. This capsule accelerates or decelerates based on the vehicle's distance

to other vehicles.

To facilitate modeling, the UML-RT Runtime System (RTS) library includes a

set of services that provide utilities for, e.g., importing parts, logging messages, and

setting timers. For instance, a composite capsule can dynamically create optional

parts or populate a plug-in capsule slot by interacting with aframe port, log ports

are used to print messages in the console mostly as a means for debugging and tracing,

and timer ports are used to trigger transitions in periodic intervals or at a speci�c

Figure 2.2: Parts of the State-machine of the Distance Control Capsule in the ACC
System
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point in time.

UML-RT code generators generate complete executable code for the structural

and behavioral aspects of a model. Since UML-RT is both a speci�cation and imple-

mentation language, the action code written in the model is integrated as part of the

code generated from a model.

2.3 Other Concepts

2.3.1 Program and Model Slicing

Program slicing is typically the computation of the set of program statements that

may a�ect the values of a variable at a speci�c point in a program. The computed set

of program statements is called aslice. The variable and the speci�c point of interest

in the program are called theslicing criterion. Program slicing techniques typically

construct a Program Dependency Graph (PDG) [104, 71], which is a directed graph,

where each node in the graph represents a statement and each edge represents a

dependency between two statements. The slice is computed by traversing the PDG

by starting from the nodes associated with the slicing criterion, and marking the

reachable nodes. Finally, the marked nodes are preserved and the rest are removed.

Fig. 5.4 shows an example slice (right) of a simple program (left) and the slicing

criterion is (sum,9), wheresum is the variable name and9 is the line number. In the

computed slice, the values of the variablesum at line 9 of the original program are

preserved. That is, for every execution of the slice, the values of the variablesum at

line 9 are the same to those in the original program.

Slices computed by traversing the graph backward or forward are known to facili-

tate debugging and maintenance, respectively [61, 136, 114, 1]. For instance,backward
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slicing preserves statements and predicates of a program that a�ect a variablex at

point p, and is used for debugging purposes, whereasforward slicing �nds statements

and predicates of the program that are a�ected by a variablex at point p, and hence

can be used for identifying parts that will be a�ected by the modi�cation of the

program [114, 1]. Note that the direction of the graph traversal in forward and back-

ward slicing is di�erent, but the algorithm for both is de�ned by employing the same

concepts [136].

In addition, program slice computation can bestatic or dynamic. In static pro-

gram slicing, all statements that can a�ect the values of a variable are in the slice,

which is totally independent of the program input values. Whereas in dynamic pro-

gram slicing, all statements that a�ect the values of a variable are computed with

respect to a set of given program input values [86].

2.3.2 Runtime Veri�cation (RV)

Runtime Veri�cation (RV), which is sometimes called runtime monitoring, is a lightweight

complementary technique to testing, in which the execution of the system is observed

and compared to a speci�cation. It bridges the gap between testing and formal meth-

ods, by adding more rigor to testing, because the expected properties are expressed

Figure 2.3: Slicing a simple program w.r.t. the criterion (sum,9)
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formally in a formal language, such as HAWK[50], Maude[48], or EAGLE[26]. Typ-

ically monitored are generated from these high level properties, where the monitors

are responsible for examining the executions. In RV, the distinguishing research e�ort

lies in synthesizing monitors from high level speci�cations.

Similar to testing, RV can scale well to large programs, because in this technique it

is possible to narrow down the possible executions of the target program to only those

executions that are required to be considered for checking the desirable properties

[91]. As RV operates at runtime, it is possible to take di�erent actions at runtime

in response to violations, for instance to steer the program to a correct state at

runtime [91].
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Chapter 3

Related Research

3.1 Studies on Testing State Machines and Other Models

There is various research work that conducts model transformations, as we did, but

for other purposes. For instance, model transformations have been used for model

behavior monitoring, where the model is transformed and instrumented to achieve

model-level tracing information at run-time [16]. In addition, transformations are

conducted to make models debuggable [24]. With respect to test case generation,

there are various approaches and tools for testing UML pro�les, (e.g., SysML [3]) and

for generating tests from UML state machines [100, 83, 102, 45, 103] based on di�er-

ent coverage criteria. Compared to ours, none of these approaches direct the test case

generation and the UML pro�les are not designed for RTE systems. Moreover, these

techniques do not consider the action code on the state machine, which can be the

source of bugs in the system. TTCN [138] and approaches based on it [66] are used to

simulate and test the communication between systems, as opposed to our approach

that creates an infrastructure around components of an RTE system to make the

component testable, generates the test cases dynamically, and tests the model at the
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implementation level. In Model-Based Testing (MBT) techniques [131, 107] abstract

and concrete tests are typically generated from the model and the implementation

respectively, which requires ensuring the consistency between the two. Our approach,

however, does not require to complement abstract test cases with concrete counter-

parts and create and maintain the mapping between them. Some other related work

includes TGV [74], which is a black box conformance testing technique and uses a

test purpose for test selection. STG [47], introduced by the same authors, is more

e�ective in achieving coverage by generating the test data symbolically. However, in

STG the synchronized composition of the test purpose and the speci�cation is sent

to the symbolic execution tool (the composition is larger than the original speci�ca-

tion), which may cause path explosion [37]. In our approach, we reduce the size of

the input to the symbolic execution engine. Moreover, TGV does not support models

with timers as opposed to our approach that handles timers on the model. The same

limitation exists in tools and techniques such as [92, 73] where the user speci�es the

SUT as a basic statechart, and a simple LTL property is used to direct the test case

generation. Besides, in these works, the property and the SUT are formalized in two

languages, which forces the modeler to know both LTL and the modeling language

notations. In our approach, the model developer can specify a property, where the

property and the SUT are both speci�ed using statecharts, that are more intuitive and

straightforward for model developer compared to LTL properties. Simulink [77] uses

its Design Veri�er component to specify temporal properties in state machines, but

Simulink [77] is more suitable for automatic control and digital signal processing than

for modeling real-time applications. Drusinsky [53, 54] speci�es temporal properties

using statecharts (which they call assertions) and uses a commercial code generator
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to generate JUnit test cases with random parameters to test the assertions. This

work has similarities to the technique proposed in [134], where the authors propose

a fault model as an artifact for directing the test case generation. In this technique,

both the model under test and the fault model are speci�ed as an Extended Finite

State Machine (EFSM). As opposed to these approaches, we run the model under

test, and the system is tested at the implementation level (by generating code from

the whole system, including the model under test and the harness). Moreover, we

support generating test cases using symbolic execution as an e�ective technique for

generating input parameters, which increases the action code coverage and hence has

better bug �nding power. Autofocus [58, 22] is an open source model development

environment that supports developing the behavior and the architecture of the sys-

tems, simulating the model, and generating test cases from the model. We could run

the tool on available sample models, and we could generate test cases (by creating

test speci�cations) and simulate them at the model level. With respect to testing the

models, the main di�erence between this tool and ours is that Autofocus supports

only random testing, whereas we support a wider range of test case generation tech-

niques. Moreover, as opposed to Autofocus that uses simulation to run the test cases,

in our approach, the test cases execute the code generated from the system, which

helps to �nd bugs that can be only discovered at the implementation level.

3.2 Studies on Slicing Programs and Models

Various program slicing techniques have been used for testing, debugging and main-

tenance [61, 136, 98, 71, 137] as well as tools that allow analyzing architectural de-

pendencies in a program by identifying interactions between components [125]. With
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respect to slicing models and state-based systems, most of the work reported in the lit-

erature addresses development of techniques based on slicing the behavioral aspects

of a model or only architectural diagrams. There is not much work on slicing the

whole model that captures structural as well as behavioral aspects. For instance, the

approach and tool proposed in [87] slices state machines by taking a transition and

variable as the slicing criterion. There are multiple other techniques capable of slicing

based on di�erent criteria and for various applications including testing, debugging,

and model checking [41, 76, 69, 15], where all consider slicing state machines only. In

another work, slicing is conducted using model transformation [89] on class diagrams

and state machines, and hence the output slice may structurally di�er from the input

model, but the semantics is preserved. In our approach, however, the structure of the

slice is preserved and hence model comprehension is easier for model developers.

Other researchers proposed techniques that consider architectural aspects of mod-

els only [125, 80]. For instance, the authors in [80] propose a technique and tool to

analyze and slice UML hierarchical class diagrams that captures relationships between

classes such as associations or aggregations. Similarly, the technique proposed in [88]

slices UML architectural models that �nds dependencies between class diagrams and

sequence diagrams. In addition, the technique proposed in [55] computes slices for

analyzing safety requirements in SysML models, where they consider slicing blocks

and activity diagrams only. Slicing has been also used for verifying UML class dia-

grams annotated with OCL [123], where slicing constructs a set of sub-models from

the original model and veri�cation is applied on the sub-models.

There are multiple works on constructing slicers for any domain speci�c lan-

guage [28, 29]. In these approaches, a model, its corresponding metamodel, and
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a criterion are inputs to a tool. The tool, then, generates an slicing function, which

can produce a slice that is compatible with the input metamodel. These approaches

have other interesting applications. E.g., by analyzing an operation such asstate

machine 
attening on a UML model, the tool �nds out the state machine and se-

quence diagrams that are the e�ective metamodel in this particular operation rather

than the whole UML metamodel [28]. However, in these approaches, the authors

did not explain how they treat state machines and the action code that a�ects the

interactions between the components of a model.

There are multiple other slicing tools and techniques with various applications.

For instance, the authors in [105] proposed a tool to incrementally extract sub-models

from a larger model, where the sub-models are guaranteed to be editable. The authors

in [113] proposed a slicing tool for slicing heterogeneous models for model change

management. In this approach, the authors consider slicing a collection of interrelated

models, but an explanation of how to capture the dependencies of two concurrent state

machines in a heterogeneous model is missing. In our approach, however, we capture

such interactions between two concurrent state machines and include them in our

dependency graph. Slicing has also been used for feature models to compute various

projections of feature models for more straightforward analysis of such models [13]. In

addition, there are techniques for slicing MATLAB Simulink models [111, 124], where

slices are computed by capturing control and data dependencies between blocks. In

these techniques, data dependency is calculated using the 
ow of data between the

blocks, and control dependency is calculated by capturing predicate blocks in the

model that control the execution of other blocks.
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3.3 Studies on Concolic Testing Programs and Models

Program Concolic Testing Approaches

Most of the work in the literature address the development of concolic testing for

programs [120, 122, 121, 63, 32, 95, 20, 135, 62, 64, 65, 44, 56, 23]. Program concolic

testing was originally implemented in DART [63] to automate concolic testing of C

programs with high coverage. Later CUTE [122] was introduced to support pointers

as input parameters. CREST [32] was later developed with a set of heuristics to

improve path coverage, where heuristics direct testing by selecting the next candi-

date branches for execution. Given the signi�cance of heuristics in improving path

coverage, and the required expertise and e�ort to manually craft a heuristic, there

are multiple research works on generating search heuristics [38] that try to �nd an

optimal heuristic for a given program. EXE [34] and KLEE [33] implemented the

Execution-Generated Testing (EGT) [37] technique, which again mixes concrete and

symbolic execution, but in a slightly di�erent manner. The tool pre-processes the

program to check whether there are functions with constant inputs, so the tool runs

those functions concretely. This avoids unnecessary overheads that could otherwise

be introduced by the symbolic execution [33, 37]. Other program concolic tools in-

clude Pex [128], where the tester writes parametrized unit tests (PUT) [129], and Pex

generates test inputs for all feasible paths in the PUT. Then, the inputs are used to

instantiate the PUTs in order to gain a set of unit tests that exhaustively test the pro-

gram. In [95], the authors introduce a hybrid concolic testing technique that bene�ts

from both random and concolic testing, where random testing is used to quickly put

the system under test into particular states, which are otherwise expensive to perform

using concolic testing (due to massive number of execution paths). When random
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testing saturates, the algorithm automatically switches back to concolic testing to

perform exhaustive searching to �nd a new coverage point.

Concolic Testing of Models

The results of applying the tools mentioned above are promising in terms of in-

creasing branch coverage and the chance of �nding bugs in programs. However, the

techniques and tools above are not enough to conduct testing on state machines.

This is because, compared to programs, state machines have a di�erent execution

semantics and model, and di�erent structure. There are some techniques and tools

for testing and analysing state machines that use either in-house [139, 109, 47] or

o�-the-shelf symbolic execution engines (such as Klee) [81, 25]. Polyglot [25], for

instance, translates the structure and behavior of the state machines (modeled in

di�erent semantics) into Java and tests them using Java Path�nder [133, 67]. How-

ever, concolic execution and testing models to generate test cases dynamically and

automatically has not been studied before, and we think our technique and tool is

the �rst of this kind. For instance, the technique proposed in [75] extracts event han-

dlers from a Java application, takes as input a target line for execution in an event

handler, and generates a set of input messages and data to reach that target. This

technique is not automatic since one needs to specify a state machine that represents

the implementations. The tool presented in [43] also extracts a state machine from

programs, but for guiding the concolic execution to gain better coverage. Similarly,

the technique presented in [96] extracts a state machine from a web application that

uses AJAX technology (for server-side asynchronous calls) and test cases are derived
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from the state machine, but does not use symbolic or concolic execution. The tech-

nique presented in [51] proposes analyzing dependencies between transition guards,

input parameters, and global variables to assign weights to each transition, such that

transitions with greater weights have higher priority for execution, so the technique

seems to improve coverage for state machines with a lot of dependencies between

transitions only. The work presented in [115] proposes a technique and tool support

for concolic testing Simulink (which is mostly used in automatic control and digital

signal processing domain than for modeling real-time applications) models. In both

the recently mentioned techniques [51, 115], the authors did not consider action code

on transitions and the complex data structures used as input parameters between in-

teracting components. Models of real-time embedded system may have a fair amount

of action code to control the behavior of a model and often include complex data

structures for message exchanges.

Other Techniques for Testing State Machines

There are various other approaches and tools for generating tests from state ma-

chines [100, 83, 102, 45, 103, 84] based on di�erent coverage criteria. Compared to

ours, these techniques do not use symbolic execution and do not consider the action

code on the state machine, which can be the source of bugs in the system.

3.4 Studies on Runtime Monitoring of Models

Many Runtime Monitoring (RM) frameworks have been proposed. Examples of such

frameworks and tools are JPaX [68], Temporal Rover [52], and Java-MaC [82]. All

mentioned tools generate monitors from provided program speci�cation in order to
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check the program's behavior at runtime.

Temporal Rover [52] in a commercial tool that takes as input a C/C++/Java pro-

gram and generates executable code from temporal logic properties written as source

code comments inside the program. Temporal Rover is integrated with another tool

called ATG-Rover, which integrates the program with a test generator to generate

test inputs to execute the Software Under Test (SUT) as a mean to collect traces and

to check the properties. Similar to Temporal Rover, Monitoring-oriented Program-

ming (MOP) tries to reduce the gap between speci�cations and implementations by

integrating the two in a single system [39]. In MOP monitors are generated from

speci�cations and integrated at user-de�ned places into the program. The authors

have developed a tool, which allows inserting user-de�ned code in user-de�ned places

of the program to execute in case of property violations. The unique feature of MOP

is its generic logic interface, which allows the use of any speci�cation logic as long as

certain rules are followed.

As opposed to existing work which conducts the analysis on �ne-grained programs,

our technique works at the model level, so developers analyze models and �nd bugs

at early stages of software development. Moreover, in our approach we use a concolic

engine for test generation which is a relatively new technique that gains high execution

coverage. This technique combines symbolic and concrete execution to bene�t from

the strengths of both. Moreover, even though the �nal analysis is conducted by

running the code generated from the models, the information collected with respect

to any property violation is easily traceable to the behavioral model elements and

hence �xing bugs at model level is more straightforward.
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Chapter 4

An Initial Design for Testing UML-RT Models

4.1 Introduction

Real-time embedded systems (RTE) are often safety-critical [6] and interact with

physical components (e.g., sensors or actuators) which entails real-time constraints

on the behavior of the system. Hence they require intensive testing to ensure that

they meet stringent requirements. For example, a control system of an elevator door

must guarantee that the opening of the door must not occur when the elevator is

moving. As a second example, if an infusion pump system generates alow-pressure

signal, it must recover automatically and send a follow-uphealthy pressuresignal

within 5 minutes of the �rst signal [53].

In many existing model testing approaches [58, 74, 47, 70] the system is only

tested at the model-level without generating code from the model and running it, so

these approaches make assumptions about the environment. Moreover, if only the

model is validated and not its code generator, there might be inconsistencies between

the expected and the actual behavior of the generated code [108]. It is also possible

to generate code from an RTE model and use existing code-centric approaches for
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testing, but this contradicts the goals of MDE which aims to remove the accidental

complexity of source code. Moreover, often understanding the generated code can be

challenging for model developers, due to the low readability of the generated code or

simply because the model developer is not familiar with the language of the generated

code.

In this chapter, we present an approach and prototype tool for unit testing models

of RTE systems. We use UML-RT, a popular modeling language that is used for

modeling complex industrial systems and is supported by various open-source and

commercial tools (Eclipse Papyrus-RT [30], IBM RSA-RTE, IBM RoseRT). Using

our approach, we overcome some of the issues mentioned above for testing models

of RTE systems. In our approach, we rely on the modeling language to transform a

component of the model to a testable component (such that a test harness can drive

and test it) and we construct the test suite and the test harness at the model-level,

so we can rely on the standard code generator to generate code for the mentioned

components and the glue code for integrating them. Using this approach, a modeler

can test a model on any platform (by running the code generator for that platform)

without being dependent on any particular target language (since the target language

can be changed). Moreover, since models and components of RTE systems can be

large, we propose concentrating the test generation on user-selected aspects of a model

through properties.

In the next section we will explain our approach. Then, an evaluation of the

approach is given and then we conclude the chapter.
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4.2 Approach

In our approach, we rely on the modeling language to express artifacts such as test

harness and properties, therefore our approach is not dependent on any other partic-

ular programming language, any external test harness, or Unit Testing frameworks

(such as Google Test or JUnit). The two termsCapsule Under Test (CUT)and State

machine Under Test (SUT)refer, respectively, to the UML-RT component we want

to test and its state machine denoting its behavior. TheTest Harness (TH) is the

component that tests the CUT.

4.2.1 Approach Overview

Fig. 4.1 illustrates the work
ow associated with our approach. It consists of �ve

consecutive steps (respectively numbered1a , 1b , 2 , 3 , and 4 ). For testing real-

time systems modeled in UML-RT, �rst, a test property is expressed using a UML-RT

state machine (Step1a ). The test property is used for examining the behavior of the

CUT w.r.t. various test inputs. Section 4.2.2 explains the test properties. We then

prepare an individual capsule (Step1b ) from the UML-RT model. The capsule to

prepare is denotedC in Fig. 4.1. Preparing the capsule includes taking the capsule out

of its context (its connections with other capsules) and slicing it w.r.t. the speci�ed

property. The preparation puts the capsule into a new, testing-speci�c environment (a

similar technique has been used before in other contexts [49, 130]). Due to slicing, the

CUT may be signi�cantly smaller than the original capsule, even though the slicing

step is optional and our framework works without slicing. The complete process is

detailed in Section 4.2.3.

The result of the two �rst steps 1a and 1b is a new model containing the isolated
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Figure 4.1: Framework Overview for Testing Models of Real-Time Systems

capsule to test the CUT, an empty test harness TH, and a Property capsule whose

behavior was previously modeled in Step1a . The middle stage in Fig. 4.1 shows the

three capsules, their connections, and the directions of message 
ow between them.

The goal of the TH is to stimulate the isolated capsule CUT by providing a series of

test inputs. To this end, the test suite is generated and captured as a state machine

during Step 2 w.r.t. the property to test and are injected into the TH. In our

approach, three strategies are used to generate the test suite. The three strategies

are discussed in Section 4.2.4.

During Step 3 , C++ code can be generated and the test cases can be executed.

As mentioned at the beginning of this section, all artifacts are expressed in the same

modeling language. Therefore, we can use any standard UML-RT code generator to

generate an executable implementation containing the CUT, TH, and the property.

During execution, the TH is executed in order to exercise the CUT to verify whether

the property modeled in Step 1a holds, given the test cases generated in Step2 .
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Once the system is executed, a report is generated during Step4 . The report lists

all successful and unsuccessful tests and provides some evidence of the validity of the

property w.r.t. the implementation.

We have sketched a prototype implementation to automate testing of UML-RT

models using our approach. This prototype has been built as a set of Eclipse plug-ins

on top of Eclipse Papyrus for Real-Time (Papyrus-RT). It allows users to select a

UML-RT capsule, slice it w.r.t. various criteria, and generate test cases and the test

harness from the slice or from the original capsules1. In the remainder of this section,

we elaborate our approach by detailing each step.

4.2.2 Property Speci�cation

Test properties are formal speci�cations of informal requirements, speci�ed by means

of simple state machines [53, 73]. Even though languages such as Linear Tempo-

ral Logic (LTL) and Metric Temporal Logic (MTL) are very expressive languages

for formal property speci�cations, formalizing a property in a state machine can be

more intuitive for system engineers who are non-experts in such logic formalisms [53].

Moreover, as opposed to state machine properties, debugging LTL properties is dif-

�cult. Properties express predicates on message sequences and thus expect certain

sequences of output messages from the CUT.

In our approach, test properties direct the tool to reduce the number of test cases

required for testing the property. Fig. 4.13 on page 52 shows a safety property de�ned

for a Collision Avoidance (CA) system. Based on the state machine of this property,

this property fails if the CA system generates areverseoutput message followed by

1The tool along with the sample models presented in this work can be found at:
https://bitbucket.org/rezaahmadi/mcute/wiki/Home
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a vibrate output message or vice-versa. In our approach we support de�ningtime-

sensitive properties, as well. To this end, outgoing messages from the CUT carry

a timestamp as an extra parameter, so time-sensitive properties keep track of these

timestamps to compute timespans between messages. This is because, in the case of

asynchronous communication between capsules in a model, the exact amount of time

between sending a message from the CUT and its reception and consumption by the

property is unknown [106]. Fig. 4.13 on page 52 shows a time-sensitive property for a

tra�c light system (the property and the system are both explained in Section 6.4).

We observe that state machines in general provide a powerful mean for specifying a

wide range of properties. For instance, it is possible to use state machines to specify

liveness properties [40], as well. However, testing may not be appropriate for verifying

liveness properties. If all the generated test cases execute but a livenss property fails,

we cannot conclude that the property always fails since there might be some execution

resulted from running a test case (which we did not generate due to test budget limits)

that satis�es the property.

4.2.3 Capsule Preparation

The process of capsule preparation consists of two steps: extracting a capsule from

its context and slicing it w.r.t. the speci�ed property of interest to create a possibly

smaller capsule (our CUT).

A UML-RT capsule can be large in terms of its behavioral (state machine) and/or

structural aspects (ports, parts, connectors). Since we are only interested in aspects

of a capsule (state machine or structure) that may a�ect a property of interest,

we conduct slicing on a capsule by taking the speci�ed property as the criterion to
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preserve only the relevant parts of a capsule. The slicing operation, as we will show

in Section 4.3, may produce a signi�cantly smaller capsule, which results in a smaller

test suite, and thus a more e�cient testing. In the following, we will explain how a

slicing criterion is extracted from a property' .

Assume' is a property andtransitions(' ) are the transitions of the state machine

of ' , then criterion Cr ' is:

Cr ' = f trigger t j t 2 transitions (' ) g (4.1)

where trigger t is a message (received through a speci�c port on the property cap-

sule) that triggers the transition t. Once the criterion is constructed, the slicing is

conducted on the capsule.

To compute the slice of a capsule, we construct a dependency graph that represents

structural as well as behavioral dependencies between UML-RT model objects. The

behavioral dependencies capture the dependencies between objects inside a capsule

boundary, e.g. the dependencies between states, transitions, and action codes, as well

as the dependencies of these objects with ports on the same capsule. The structural

dependencies, on the other hand, express potential connections between ports and

parts in a composite capsule. Our slicing algorithm is based on traversing the edges

in the constructed dependency graph for the given slicing criterion. Since our criterion

is a set of messagesM that are sent to a set of portsP on a capsuleC, we �rst �nd

all the transitions T in the state machine ofC responsible for sending these messages

to P and the nodesN in the dependency graph that representT. Similar to other

tools [87, 21], to compute the slice, our tool marks other nodes that are reachable

from N to identify the relevant model elements from the UML-RT capsule.
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Note that a slice is a well-formed subset of the original capsule, which means

it includes all original parts of the capsule (including states, transitions, and ports)

to maintain the executability feature of the capsule. This is obtained by various

dependencies that we consider during slicing as we explained. To help the reader to

follow our next steps for testing UML-RT models easier, thorough details about our

slicing technique for UML-RT models is explained in Chapter 5. Please refer to that

chapter for more details.

4.2.4 Test Suite Generation

After a capsule is extracted and its slice is computed, test suites are generated on the

UML-RT capsule representing our slice. We propose three techniques for generating

test cases for UML-RT capsules:Random, Simple Exploration, and Symbolic Execu-

tion. For both Simple Explorationand Random techniques, we consider atest budget

based on two user input parameters:test suite sizeand test lengthto limit the size of

the test suite. Moreover, in each test, for message parameters with primitive types,

we generate a random value (based on a range speci�ed by the user), and for complex

data types, a random value for each member in that type. InSymbolic Executionour

test budget is determined by the size of the Symbolic Execution Tree (SET), which is

explained in the following part. Each of these three techniques has di�erent strengths

and weaknesses that are detailed in Section 6.4.

Using Symbolic Execution

We used the Symbolic Execution (SE) technique proposed in [139] for generating

test inputs (similar to [110]). SE traverses a state machine using a breadth �rst
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Figure 4.2: Property-aware Test Suite Generation Using Symbolic Execution

algorithm and creates a SET that represents all the possible executions of that state

machine. Fig. 4.2 shows how we integrated SE in our approach for property-aware

test generation. First, slicing reduces the size of the capsule by only considering the

parts of the capsule relevant for checking a property. Then, SE is used to generate

a reduced SET from the 'sliced' capsule, hence reducing the number of test cases

that need to be generated. Once the SET is generated from the slice, test cases are

generated by solving symbolic paths (using Choco [79]).

Using Random Testing

In this technique, which is a black-box test generation technique, the test cases are

formulated directly from the capsule ports (internal, timer, frame, and user-de�ned

ports) connected to the capsule. We �rst �nd the protocol (type) of each port and

create a collection containing the union of output messages from conjugated ports and

input messages from non-conjugated ports. A test case is generated based on di�erent

combinations of messages. For instance, assume the state machine shown in Fig. 4.3

represents the SUT. As shown in the �gure, it has �ve transitionst1 : S0 ! S1,

t2 : S0 ! S2, t3 : S1 ! S3, t4 : S2 ! S0, and t5 : S3 ! S2. Assume that this



4.2. APPROACH 38

State Machine1

S0

S1 S3

S2

t1
msg1[]/

t2
msg2[]/

t4
msg4[]/

t5

msg5[]/

t3
msg3[]/

Figure 4.3: Sample State-Machine

state machine can take three incoming messagesmsg1, msg2, msg3, msg4, and msg5

through its ports to enable the mentioned transitions respectively. In this case, the

harness can always generate any of the messagesf msg1, msg2, msg3, msg4, msg5; g.

Assuming the current state isS0, the state machine expects the messagemsg1 to

enable its next transition. However, since the harness is not aware of the current

state of the CUT, a random message is generated. Therefore, there might be many

test inputs that are generated by the harness that are unexpected from the viewpoint

of the CUT (since the CUT is not in the appropriate state to take such messages) and

hence no transition is taken on the CUT. Since each message may carry parameters,

for message parameters with primitive types, we generate a random value (using

di�erent random data generation libraries), and for complex data types, a random

value for each member in that type.

Wait4Command ProcessCommand

msg1(speed, command)
[command� 1 and command� 3
and speed> 0] /do things

. . .

Figure 4.4: Parts of the State machine of Command Control Capsule in ACC system
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Using Simple Exploration

As opposed to the previous technique, this technique is a white box test generation

technique with similarities to previous approaches of test generation for state ma-

chines [100, 83, 102]. Always based on the current state of the CUT, we �nd the list

of outgoing transitions. One transition is selected (based on a user selected approach,

either randomly or systematically), which we call it thecandidate transition. For

instance, if the state machine shown in Fig. 4.3 represents the SUT, and the current

state is the stateS0, then the candidate transition is eithert1 or t2. We then generate

a message and the required data (if the message needs any parameters) to enable the

candidate transition on the CUT. For instance, to enable the candidate transition

t1 : S0 ! S1, the harness generates the messagemsg1. Similar to the previous tech-

nique, data is generated randomly in this approach. Moreover, we use the same test

budget as a criterion to limit the test generation and execution. Observe that, as

opposed to our previous technique, in this case, no unexpected message is generated

by the harness. Therefore, any test input generated by the technique enables some

transition on the CUT.

In the Simple Exploration technique, message parameters are generated randomly,

and in Random testing, both messages and parameters are generated randomly.

Therefore, it is very likely that a message (generated using these techniques) does

not enable any transition on the CUT (either because the generated message is a

message that the CUT is expecting, but the generated data cannot enable the tran-

sition guard or the generated message is unexpected) and consequently no action

code on any transition is executed and tested. Take as an example the simple state

machine in Fig. 4.4, where the system transits to the stateProcessCommandi� the
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guard on its incoming transition holds (the message needs two parametersspeedand

command). In our current design, the harness sends the sequence of messages to the

model, whether or not there is any progress in executing the transitions. However,

in order for the harness to make progress by executing more transitions, it needs to

keep sending messages (with possibly new input data) to enable the guard of the next

transition. In Chapter 6, we will explain how dynamic test case generation by the

harness can help to address this issue.

4.2.5 Model Transformations

Generating the Test Harness State Machine

We transform the generated test inputs from the previous step into a state machine.

We then inject this state machine as a composite state inside thetest suite running

state in the TH (cf. Fig. 4.1). As a result, the TH and the CUT communicate in

a ping-pong fashion: The CUT requests the next test input and TH sends the next

input until the end of the current test case and �nally the test suite. Fig. 4.6 shows

parts of an example of a test suite in the TH. A new test case starts once TH receives

nextTest. Each state has a state entry action code, which is responsible for sending

signals to the CUT (as well as collecting the sequences of sent signals for reporting

purposes). The procedureinjectTestSuitInTestHarness in Algorithm 4.5 represents

this transformation. The procedureinjectTestSuitInTestHarnessin the Appendix A.1

represents the Java implementations for this transformation.
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Input : The list of generated test casestestSuite, an empty capsulenewTopCapsule, the
capsule under testcut, the empty test harness capsuleth and the test property capsuletp

Output : An updated top capsule that includes three capsule partsth, cut and tp, where the
th includes the set of test cases, thecut is testable and all the three mentioned capsule parts are
integrated inside the capsulenewTopCapsule.

1: procedure injectTestSuitInTestHarness (TH th, List testSuite )
2: for each TestCasetestCasein testSuite do
3: for each TestInput testInp in testCasedo
4: newState  new State()
5: port  testInp.port, msg  testInp.message, data  testInp.data
6: newState.actionCode port.msg.send(data)
7: th.States.add(newState)
8: nextStateTransition  new Transition("nextState")
9: th.Transitions.add(nextStateTransition)

10: end for
11: nextTestTransition  new Transition("nextTest")
12: th.Transitions.add(nextTestTransition )
13: end for
14: end procedure
15: procedure makeCapsuleTestable (CUT cut )
16: TData  new TestChannel()
17: cut.Ports.add(TData )
18: for each Statestate in cut.States() do
19: state.addActionCode("TData.nextState()");
20: end for
21: for each Transition tr in cut.Transitions() do
22: if tr is not triggered by a timer then
23: tr.Triggers.add(cut.TData, tr.Triggers.get(0).MessageName)
24: end if
25: end for
26: tearDownTransition  cut.Transitions.add();
27: tearDownTransition.Trigger.add(cut.TData, "tearDown");
28: setupTransition  cut.Transitions.add();
29: setupTransition.Trigger.add(cut.TData, "setup");
30: end procedure
31: procedure integrate TH CUT TP (Capsule newTopCapsule, TH th, CUT cut, TP tp)
32: newTopCapsule.parts.addAll(th, cut, tp);
33: th-cut  addConnectorsBetween (th, cut);
34: cut-tp  addConnectorsBetween (cut, tp);
35: tp-th  addConnectorsBetween (tp, th);
36: newTopCapsule.connectors.addAll(th-cut, cut-tp, tp-th);
37: end procedure

Figure 4.5: The procedures integrateTH CUT TP, makeCapsuleTestable and in-
jectTestSuitInTestHarness of our model transformation class
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Figure 4.6: Parts of the TH Representing Two Test Cases.

Transforming the Capsule to Make it Testable

Fig. 4.7 illustrates the capsule transformation process. The left side of Fig. 4.7 shows

the capsule to transform. The capsule owns two ports, a timer port, and a user-

de�ned port p1 typed with a user-de�ned protocol. The behavior of the capsule to

transform is de�ned using the state machine shown below the capsule. The state

machine of the capsule to transform consists of an initial pseudostatep1, and three

simple statesS1, S2, and S3 embedded in a composite state.

The right side of Fig. 4.7 shows the transformation of both the capsule and its

state machine in a stage that can be driven by theTH. Both the structure and the

behavior are transformed via Model-to-Model (M2M) transformation rules. On the

structural side, rules are applied to establish the communication between theTH

and the CUT. To this end, a new port calledTData is added and typed with the

TestChannel protocol. The TestChannel protocol is used to connect theTH to the

CUT. It includes all the required messages that can drive the CUT in its state space

(cf. Fig. 4.7). In addition, it de�nes an output messagenextState, and two incoming

messagestearDown and setUp. The output messagenextState is issued by the CUT

to request the next input signals from theTH. This communication between the two

continues until the test quota runs out and theTH no longer generates a test input.
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Left: original capsule with its ports and state machine. Right: a transformed to testable capsule with

same objects. From top to bottom: capsules, state machines, and protocols

Figure 4.7: Illustration of the Capsule Transformation Process

Since more than one test case might be executed on the CUT, the two input signals

tearDown and setUp are issued by theTH to move the CUT into its initial state

and initialize its variables.

Fig. 4.7 includes the two messagest1 and t2 from the port p1 but excludes the

timeout message from the timer port. Timeout signals are sent to each capsule only

by the RTS timing services and after the timeout happens the CUT is in a stable

state ready for receiving new inputs from theTH. In addition, observe that the above

de�nition assumes that the port p1 on the CUT is not conjugated (remember that

a port can be conjugated in UML-RT, and hence the direction of the messages are

inverted). For conjugated ports, if for instance, the portp1 on the CUT is conjugated,

the messagest1 and t2 would be output messages (rather than input as shown in the

�gure).
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On the behavioral side, the state machine of the CUT (it is referred to as the SUT)

needs additional transformations to be driven by theTH. To do so, our rules explore

the entire state machine to determine the set of all transitions that are triggered by

messages received through the user-de�ned ports. For each triggerable transition, an

additional trigger is created allowing the capsule to be triggered by theTH. Applying

this transformation to the SUT on the right side of Fig. 4.7, the transition between

S1 and S2 is now transformed so it can be triggered upon reception of eithert1 from

p1 or its doppelganger fromTData (as a result a transformed capsule can execute

in its original environment and when it is interfaced with a harness). Note that,

for a transition to be triggered, only one trigger needs to be activated. Finally, one

last transformation is required to allow theTH to drive it. This last transformation

allows the CUT and TH to execute alternately, i.e., after sending an input to the

CUT, the TH waits for an acknowledgmentmessage from the CUT before it sends

the next message. Acknowledgments are modeled using anextState message added

in each stable state of the SUT and triggered when entering the state. The procedure

makeCapsuleTestablein Algorithm 4.5 represents this transformation. The classCre-

ateTestInfrastractureAction in the Appendix A.1 represents the Java implementations

for this transformation.

Integrating the TH , the CUT , and the Test Property

Once the CUT is prepared, the test property is speci�ed, and theTH (capsule) is

transformed, the three capsules are integrated, so that theTH can test the CUT

to check the property by sending the test input sequences to theCUT. During

the integration, the required connectors are created between the three capsules to
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connect their ports, so the three capsules can communicate. The procedureinte-

grate TH CUT TP in Algorithm 4.5 represents this transformation. The classCre-

ateTestInfrastractureAction in the Appendix A.1 represents the Java implementations

for this transformation.

4.3 Evaluations

We evaluated our approach to detect property violations using a tool that we devel-

oped.

4.3.1 Implementations

We have a fully automatic tool (we call it UMLrtUnit) that transforms the capsule

under test, generates and integrates the harness with the capsule under test, generates

test cases and generates a �nal report about the test execution. Our tool (which is

open source) was implemented partly in Java (static parts related to, e.g., model

processing and model transformations) and partly in UML-RT (the initial harness).

We have integrated our tool in Papyrus-RT [30], which is an Eclipse-based open source

software modeling IDE with an active user community. Some of the screen shots of

the tool taken from within Papyrus-RT are shown in Fig. 4.8, Fig. 4.9 and Fig. 4.10.

For instance, the developer selectsgenerate testfrom the toolbox as shown in Fig. 4.8.

Then, the developer should specify a criteria for the test case generation (Figure 4.9).

In Figure 4.10 the generated test suite is shown in a tree view. Some of the Java

code written for capsule transformation and harness integration can be found in the

Appendix A.1.
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Figure 4.8: Selecting a Capsule Under Test in Papyrus-RT and generating test cases
using UMLrtUnit tool.

4.3.2 Case Studies

We evaluated our approach to detect property violations in two case studies. The

�rst one, the Collision Avoidance is an industrial-sized system from the automotive

domain originally designed in State
ow at the University of Waterloo [78] and some

complementary aspects from [4]. We manually converted these models to a behav-

iorally equivalent UML-RT model. The second one is an academic model of atra�c

light. Both models are described below.

Collision Avoidance (CA) System.

This system prevents or mitigates collisions by continuously monitoring the road

ahead and parts of the side-fronts of the vehicle. Whenever an obstacle is detected, it
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Figure 4.9: Using Criteria to customize test cases generation. We o�er three methods
of test case generation.

noti�es the driver by audible or visual alerts. In addition, the system automatically

brakes, vibrates or steers the wheels in the opposite direction if it detects an imminent

collision. Due to simpli�cation purposes, only a small part of the system is shown in

Fig. 4.11. In few words, the system behaves as follows: initially, it isdisengaged(not

shown here) and becomesengagedwhen the speed of the vehicle reaches25km/h. In

the Engagedstate, the system is constantly collecting various signals, such as signals

that enable vibration, indicate the detected threat level, or the collision direction.

Based on the threat level values that the system receives from other components of

the vehicle:

� if the threat level is 1, awarning(1) message is generated and the system moves

to the Warn state;
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Figure 4.10: Generated test suit in a tree view w.r.t. the speci�ed criteria

� if the threat level is 2, a warning(2) message is generated, and the vehicle is

slowed down by applying a mild brake (30%). Ifvibrate is enabled, it also

generates avibrate message, and then moves to theAvoid state;

� if the threat level is 3, then a warning(3) message is generated, and a hard

brake (80%) is applied. If the system receives a merging collision threat signal

(cd==0) , then a reversesignal is generated and if the signal shows a forward

collision (cd==1) , then a vibrate signal is generated (provided that thevibrate

is enabled). The system then moves to theMitigate state.
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Figure 4.11: Collision Avoidance System (Partial Model)

Fig. 4.11 shows one capsule of the system with two ports,ca com and ca info. ca com

receives commands from the brake system and threat measurements from other com-

ponents of the system. This port is also used to send commands for braking and

steering wheel systems. Theca info port sends information signals to the user panel

such as errors or warnings. Based on the speci�cation provided in [4, 78], the system

vibrates the steering wheel if it detects a forward collision, and should steer the car in

opposite direction if it detects a merging collision. So, we can identify the following

safety property in the system:

Property P1: The CA system should not vibrate the steering wheel (send vibrate

signal to its cacom port) and reverse the steering wheel (send a reverse signal to its
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ca com port) at the same time.

In other words, every pair ofvibrate and reversesignals must be separated by at

least onebrake signal. Violation of this property may be disruptive for the user who

may lose control of the vehicle. In order to use this property and integrate it with the

TH and the CUT, a state machine of this requirement is speci�ed, which is shown in

Fig. 4.13. Based on the �gure, the property fails if the CA system generates areverse

output message followed by avibrate output message or vice-versa.

Figure 4.12: The Tra�c Light System (Partial Model)
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Tra�c Light Control (TLC) System

Fig. 4.12 shows a simpli�ed version of our tra�c light model2. TLC is a system that

controls the lights based on several timers, but also on the number of cars detected

by a camera. The system can monitor two lanes (where the left lane is used to turn

left). It keeps track of the number of cars waiting for the green light on the two lanes

of the road. Moving between the three statesGreen, Yellow, and Red is done with

prede�ned timers. When the tra�c light is red, speci�c signals can trigger an early

transition to green when at least �ve cars are waiting for the green light on the main

lane or the activation of aleft turn signal if two cars arrive on the left lane. This is

used to relieve tra�c congestion. One property to check can be:

Property P2: If the system detects more than two cars on the left lane, then it

must turn the left arrow on after at most 10 seconds.

The state machine of this property is shown in Fig. 4.13. When the property

receives aleftLane signal and the input parameter of the message is less than two

(less than two cars were detected on the left lane), then the property is restarted. If the

input parameter is greater or equal to two, then the property expects aleftArrowOn

signal within ten seconds to satisfy the property.

2The complete model can be found at: https://bitbucket.org/rezaahmadi/mcute/wiki/Home
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Figure 4.13: Two requirements speci�ed for CA system (left) and TLC system (right)

4.3.3 Evaluation Results

For testing the systems we started with Symbolic Execution (SE) as our �rst tech-

nique. By considering the property of interest in the CA system, we are interested

in transitions in the system that send a reverse or a vibrate message to theca com

port, therefore we slice w.r.t. the mentioned messages and port. In both cases (with-

/without slicing), we were able to catch a bug in the system: the action code of both

t6-mitigate and t11-mitigate allow for generating bothreverse() and vibrate(), since

the �rst 'if ' statement misses an extra check (&& cd == 1 ) to ensure avibrate signal

is generated if and only if the input signals show a possible forward collision. Table 4.2

shows the outcome of our experiment on the CA system using the SE technique. As

shown in the table, in the CA system, slicing reduces the number of test cases and

the time required to generate tests by a factor of 2. In this system, the computed

slice only preservesca com port, since the slice is not dependent on theca info port

nor on the action code that communicates with this port.

TLC is less complex than the AC system in terms of size of the state machine

and lines of action code, but as shown in Table 4.2, slicing still helped to reduce the
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number of test cases. Note that, TLC has less action code than CA, but at the same

time TLC has more conditional statements in its action code, which leads to more

symbolic execution paths, and hence, as shown in the table, it results in more test

cases, and longer test case generation time for this system. In TLC, by running all the

test cases, the property never enters thePassedstate. In fact, SE generates required

test cases and their inputs parameters to drive the system such that the property

reachesWait4LeftArrow state, but the timer10s (observe the outgoing transition of

the state Wait4LeftArrow) required to activate a particular transition is not �red. The

mentioned transition was responsible for activating theleftArrowOn signal, required

by the property to be satis�ed. By looking into the dependency graph generated by

the slicing, we �nd out that this timer is not dependent on any other action code,

which suggests that it is never set.

We also executed the two other test generation techniques (Random and Simple

Exploration) on both systems and we applied the slicing operator on both these tech-

niques, as well. We gave these two techniques more resources (in terms of the test

generation time and the number of generated test cases), and yet they failed to �nd

the bugs (Table 4.1 shows the performance of each technique in this experiment).

The reason might be that Random testing blindly generates test sequences and the

Simple Exploration technique does not evaluate guards or action code. So in both

techniques, some test cases might not be feasible. Moreover, these techniques gener-

ate random values for parameters, which does not work well for numerical parameters

that range over a wide range of values. Having said that, these techniques are much

simpler to implement and work much faster compared to SE techniques, which are
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Table 4.1: The performance of each test case generation technique in catching the
bugs on the models

Bug Description System Technique caught the bug?
Symbolic
Execution

Simple
Exploration

Random
Testing

bug#1: the action code al-
lows generating both the
messages reverse() and vi-
brate() at the same time,
which violates a property of
the system.

Collision
Avoidance
(CA)

Y N N

bug#2: a timer is never
set so its timeout will never
trigger so a transition is
not executed, so some re-
quired message is not gener-
ated which results in a prop-
erty violation.

Tra�c
Light
Controller
(TLC)

Y N N

Table 4.2: E�ect of Integrating Slicing with SE for Testing the Systems

System Collision Avoidance (CA) Tra�c Light Control (TLC)

Slicing Used? Y N Y N
Size (S/T/LOAC/P) 9/22/33/1 12/36/81/2 15/14/25/7 15/14/30/7
Test Cases (#) 3,387 6,271 517 549
Tests G.T. (s) 325.3 662.3 2,157 2,684
S.T. (s) 0.36 n/a 0.08 n/a
T.T. (s) 325.7 662.3 2,165 2,684

LOAC: Lines of action code; S: State; T:Transition; G.T.:Generation Time; P: Ports;

S.T.: Slicing Time; T.T.: Total Time

appropriate for systems with fewer decision predicates over numerical input param-

eters. Therefore, as our future work, we may work on a hybrid technique to bene�t

from the strengths of the three techniques.
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4.3.4 Validating our Approach and Implementations

In order to validate the generated harness, we manually inspected the harness gener-

ated for multiple models. We created graphical diagrams for the generated harnesses

to manually inspect both the generated structural elements (e.g., capsules, ports, and

connectors) as well as behavioral model elements (state machines). It was, in fact,

an e�ective technique for us to incrementally ensure the correctness of the harness

generator as we were developing it. The slicer, on the other hand, allows visualizing

the dependencies,which made it convenient for us to manually inspect the generated

dependencies. We have computed slices for several models manually to compare our

results with that of our slicer tool.

4.3.5 Final Remarks

As shown in the table and as mentioned, symbolic execution was the only technique

that could catch bugs in these two case study models. As opposed to symbolic

execution, random testing and simple exploration, are weaker techniques when it

comes to generating data with high coverage, but are relatively quicker techniques

and are easier to implement. The reason that these techniques could not catch any

bug was that we had limitations in the number of test cases that we could generate.

Since the test cases are generated statically and are transformed to model-level test

cases and become part of the harness, generating large number of test cases results

in a heavy test harness, which will slow down the test case generation, and hence

our approach does not scale well to large models or when large number of test cases

should be generated. To overcome this issue, we have proposeddynamic test case

generation as we will explain in Chapter 6.
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In addition, symbolic execution has several shortcomings. For instance, it stops

working if it faces complex action code (e.g., pointers and aliases or complex pred-

icates). To overcome this issue, we have proposed concolic testing, which combines

concrete and symbolic execution and will be covered again in Chapter 6.

4.4 Chapter Summary

In this chapter, we proposed a framework for automatically testing components of

UML-RT models w.r.t. formally speci�ed properties. Compared to existing model-

based techniques where abstract test cases are complemented with their concrete

counterparts, our approach solely relies on constructs provided by the modeling lan-

guage to express all artifacts (component to test, test harness, the property of interest)

and the existing code generator to generate code for the artifacts. The generated code

is executed to test the system at run-time. Based on our evaluations, our approach

was able to �nd some bugs on two UML-RT models. Our approach has some limita-

tions. The Symbolic Execution engine that we are using does not support complex

data types and only supports a very limited subset of the UML-RT action languages.

The mentioned limitations are not applicable to Random and Simple Exploration

techniques, however, these techniques need more work to generate more accurate pa-

rameter values. In Chapter 6, we will introduceconcolic testingfor UML-RT models,

a hybrid technique that combines symbolic and concrete execution. This technique

supports more complex action code and addresses some of the issues of symbolic ex-

ecution. In the next chapter, we elaborate our UML-RT model slicing technique. We

will present the slicing algorithm as well as its implementations details.
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Chapter 5

Making the Test Generation E�cient Using Model

Slicing

5.1 Introduction

Modern Real-Time Embedded software (RTE) play a fundamental role in controlling

many products and devices found in, e.g., telecommunication systems, cars, and air-

planes. In such complex systems, the behavior of the system depends on real-time

constraints as well as on communications with the environment possibly using various

protocols. Using code-centric-only approaches for developing complex RTE systems

is very challenging.

Even though MDE principles including abstraction, automation, and analysis [116]

can help deal with the complexity of software, models of modern industrial systems

still often are large and can become overwhelming without additional support. For

instance, complex RTE systems may encompass many interacting components, and

the components of such systems may be composite (i.e., consist of other components).

Testing, debugging, and maintaining models with composite components can be chal-

lenging, because developers may need to inspect every part and understand the way
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it impacts and interacts with other parts, which also can be composite.

Slicing has already proved to be an e�ective technique for understanding, testing,

and debugging large programs [136, 86, 61, 137]. However, more work is needed

to leverage it for MDE in the best possible way. While multiple approaches on, e.g.,

slicing state machines [87, 41], software architectures and design diagrams [125, 80, 88]

have been proposed, the slicing of collections of models that capture behavioural as

well as structural aspects of the system has not been explored much.

In this chapter, we present an approach and prototype tool for slicing models of

RTE systems. We have built our slicer on UML-RT, a domain speci�c language,

whose constructs are built from standard UML constructs [117]. UML-RT is a popu-

lar industrial modeling language that is used for modeling industrial systems and is

supported by multiple open-source and commercial tools (Eclipse Papyrus-RT [30],

IBM RSA-RTE, IBM RoseRT). Our slicer removes unrelated structural and behav-

ioral elements from composite and non-composite components in the model. As a

result, model analysis tasks such as testing and debugging are simpli�ed. Our proto-

type implementation uses the open source MDE tool (Papyrus-RT). The prototype

can visualize dependencies between model elements and compute slices of di�erent,

user-selected parts of the model. Since the original layout of model elements in the

slice is preserved, the modeler can recognize them easily and user-friendliness is in-

creased. To evaluate our approach, we use an industrial case study provided by one

of our industrial partners as well as a set of other academic case studies with di�erent

sizes and complexities.

In the next section, we will explain our approach. Next, the implementation of

our slicing algorithm is presented. We then brie
y describe our prototype tool and
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an evaluation of the approach and the tool.

5.2 Motivating Example

To illustrate our approach to model-slicing, we will use as a running example aFab-

ric Dyeing Machine (FDM) [119]. Fig. 5.1 illustrates the top-level structure of this

system (examples of state machines of this system are shown in Section 5.3). The sys-

tem consists of eight capsules:DyeingUnit (DU), DyeingSoftwareand DyeingSystem

are composite capsules, and the rest are non-composite capsules. TheDyeing Run

Controller (DRC) capsule part communicates withDyeing Speci�cation(DS) part to

establish required parameters to set up a dyeing task, such asrunning time, temper-

ature, and dyeing level. When the system is running, the DU part provides variable

values such as,solution tank leveland temperature to the DRC and accepts device

commands such asopen dye valve, and open drain valvefrom the DRC (through the

three pairs of ports and connectors between DU and DyeingSoftware parts, depicted

in Fig. 5.1). DU and DRC capsule parts are optional (optional parts are normally

shaded, but not DU here to show its containing parts). The reason behind this design

is to allow the container capsule to create new DU and DRC instances dynamically

based on the number of dyeing tasks. The communication between the capsules and

their parts happen throughopOut2 and unitCreatePort internal ports. In UML-RT

the maximum number of instances of an optional capsule must be de�ned statically

at design time ( MAX in our model is used for that purpose).

As opposed to program slicing, model slicing has not been studied widely, in par-

ticular for models of reactive and real-time systems, even though MDE is becoming

more prevalent. Models of RTE systems can be complex and large, since a system
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Figure 5.1: A composite capsuleof a Fabric Dyeing system modeled in UML-RT

may consist of many interacting components. During development, testing and main-

tenance of such systems, developers often need to identify parts of the model that

are a�ected by a set of inputs, or parts that send speci�c outputs. For instance, a

developer might be interested in parts of a model that cause a component to send an

error message or parts of a model that receive a set of messages and show them to

the user. In the UML-RT model of Fig. 5.1, for instance, the developer would like to

�nd out which parts of the model can potentially cause thedrainValve capsule part

to send anerror message on the portdrainvc. In this case we can slice theDyeingSys-

tem capsule and takef drainvc, error g as the slicing criterion. Once the criterion is

speci�ed, a slicing tool preserves the structural and behavioral parts related to the

criterion and removes the rest.

5.3 Approach

Before we present our algorithm for computing UML-RT model slices, we quickly

summarize our approach, then we introduce various dependencies that may exist in


	Abstract
	Related Publications
	Acknowledgments
	Statement of Originality
	Contents
	List of Tables
	List of Figures
	Introduction
	Problem Statement
	Thesis Overview
	Thesis Contributions
	Thesis Organization

	Background
	Software Testing
	Automatic Generating Test Data
	Program Symbolic and Concolic Testing

	Model Driven Engineering (MDE)
	Developing Executable Models in UML-RT

	Other Concepts
	Program and Model Slicing
	Runtime Verification (RV)


	Related Research
	Studies on Testing State Machines and Other Models
	Studies on Slicing Programs and Models
	Studies on Concolic Testing Programs and Models
	Studies on Runtime Monitoring of Models

	An Initial Design for Testing UML-RT Models
	Introduction
	Approach
	Approach Overview
	Property Specification
	Capsule Preparation
	Test Suite Generation
	Model Transformations

	Evaluations
	Implementations
	Case Studies
	Evaluation Results
	Validating our Approach and Implementations
	Final Remarks

	Chapter Summary

	Making the Test Generation Efficient Using Model Slicing
	Introduction
	Motivating Example
	Approach
	Approach Overview
	Dependencies of a Non-composite Capsule
	Dependencies of a Composite Capsule
	Capsule Interactions, Slice Validity and Slicing Criteria
	The Slicing Algorithm
	Example
	Behavior Preservation

	Tool Implementation
	Experimental Evaluation
	Sample Models
	Results

	Chapter Summary

	Concolic Testing for UML-RT Models
	Introduction
	Motivation
	Approach
	Motivating Example
	Approach Overview
	Model Transformations
	Concolic Testing of the State Machine
	Behavior Preservation

	Experimental Evaluation
	Tool Implementation
	The Benchmark Models
	The Experiment Setup
	Results

	Threats to validity and Limitations
	Chapter Summary

	Summary and Future Work
	Summary
	Contributions and Findings

	Future Work

	Bibliography
	Prototype Tools
	Model Transformations and Harness Integration
	Computing Various Model Dependencies


